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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION
Case No.: 13-MD-02430-LK
IN RE: GOOGLE INCGMAIL LITIGATION
ORDER GRANTING IN PART AND
DENYING IN PART DEFENDANT’'S

MOTION TO DISMISS
[REDACTED]

THIS DOCUMENT RELATES TO:
ALL ACTIONS

N N N N N e N’ o’

In this consolidated multi-district litigatio®laintiffs Keith Dunbar, Brad Scott, Todd
Harrington, Matthew Knowles, A.Knext of friend to Minor J.K.)Brent Matthew Scott, Kristen
Brinkman, Robert Fread, and Raf&drrillo, individuallyand on behalf of those similarly situated
(collectively, “Plaintiffs”), allegethat Defendant Google, Inc., haslated state and federal anti-
wiretapping laws in its operatiayf Gmail, an email serviceSee ECF No. 38-2. Before the Court
is Google’s Motion to Dismiss Plaiffs’ Consolidated ComplaintSee ECF No. 44. For the
reasons stated below, the Court DENIES in part and GRANTS in pagi€&® Motion to Dismiss

with leave to amend.
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L BACKGROUND

A. Factual Allegations

Plaintiffs challenge Google’s operation of Gmail under state and federal anti-wiretapping
laws. The Consolidated Complaint seeks damages on behalf of a number of classes of Gmail users
and non-Gmail users for Google’s interception of emails over a period of several years. All the
class periods span from two years prior to the filing of the actions to the date of class certification,
if any. Because the first of these consolidated actions was filed in 2010, the Consolidated
Complaint taken as a whole challenges the operation of Gmail from 2008 to the present.

1. Google’s Processing of Emails

Google’s processing of emails to and from its users has evolved over the putative class
periods. Plantiffs allege, however, that in all iterations of Google’s email routing processes since
2008, Google has intercepted, read, and acquired the content of emails that were sent or received
by Gmail users while the emails were in transit. Plaintiffs allege that before- 2(., a Gmail
device intercepted, read, and acquired the content of each email for the purposes of sending an
advertisement relevant to that email communication to the recipient, sender, or both. ECF No. 38-
2 992627, 33. According to the Consolidated Complaint, this interception and reading of the
email was separate from Google’s other processes, including spam and virus filtering. 7d. 5.

After- 2(., Plaintiffs allege that Google continued to intercept, read, and acquire
content from emails that were in transit even as Google changed the way it transmits emails.
Plaintiffs allege that after- 2', Google continued to intercept, read, and acquire content
from emails to provide targeted advertising. Id. Y 62—63. Moreover, Plaintiffs allege that post-
- 2(., targeted advertising was not the sole purpose of the interception. Rather, during this
time period, Plaintiffs allege that a number of Google devices intercepted the emails, read and
collected content as well as affiliated data, and- these emails and data. Id. §Y 47-56.
Plaintiffs further allege that Google used these- data to create user profiles and models.

1d. 99 74-79. Google then allegedly used the emails, affiliated data, and user profiles to serve their
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profit interests that were unegéd to providing email services to particular uséds{ 97—-98.
Accordingly, Plaintiffs allegéhat Google has, since.) , intercepted emails for the dual purpg
of providing advertisements and creating usefilas to advance Googlefgofit interests.

2. Types of Gmail Services

Gmail implicates several different, but relategstems of email delivery, three of which ar
at issue here. The first is a free service, whithws any user to register for an account with
Google to use Gmailld. § 99. This system is supporteddmvertisements, though users can opt
out of such advertising or access Gmail accountgiys that do not generate advertising, such a
accessing email on a smartphome. g 70.

The second is Google’s operation of email on Beifdnternet Serwe Providers (“ISPs”).
Id. 1 100. Google, through its Goodd@ps Partner program, entersarcontracts with ISPs, such
as Cable One, to provide an email service branded by thddSH.he ISP’s customers can
register for email addresses from their ISlIcfsas “@mycableone.com”), but their email is
nevertheless powered by Google through Gmail.

Third, Google operates Google Apps for Ealion, through which Google provides email
on behalf of educational organizations $tudents, faculty, staff, and alumnd. § 101. These
users receive “@name.institution.edu” email addresses, but their accounts are also powered
Google using Gmailld. Universities that are paof Google Apps foEducation require their
students to use the Gmail-provided servilzb.

Google Apps users, whether through the atlooal program or #hpartner program, do
not receive content-based ads but can opt redeiving such advesing. Google processes

emails sent and received from all Gmail usdérsluding Google Apps users, in the same way

! In this Order, the Court uses “Gmail usersteter to individuals who send or receive emails
using the free Gmail service or Google appsortfGmail users” refers to email users who do nof
themselves use Gmail (through the free servideawgle Apps). “Google Apps users” refers to
the subset of Gmail users who access Gmail giraither the Google Apps Partner Program or
Google Apps for Education.
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except that emails of users who do not receiverdisements are notgressed through Google’s
advertising infrastructure, which attachasgeted advertisements to emailld. 11 57, 72—73. This
means that users who do not receive advertiseswesuld not have been subject to the pre-
I 2@ interceptions, as during that juetj interceptions were ffdhe sole purpose of
attaching targeted advertisements to emaﬁﬁer- 2(. , Google gearated its interception
of emails for targeted advertising from its mueption of emails for creating user profildsl. § 72.
As a result, aft- . , emails to and frasers who did not receive advertisements are
nevertheless intercepteddreate user profiledd. 1 73, 85. Accordingly, these p-
2(. interceptions impacted all Gmail and Google Apgars, regardless whether they received
advertisements.

3. Google’s Agreements with Users

The operation of the Gmail service implicaseseral legal agreements. Gmail users werg
required to agree to one of two sets of TermSeice during the class periods. The first Terms
of Service was in effect from April 16, 2007,N@arch 1, 2012, and the second has been in effec

since March 1, 2012ld. 9 102. The 2007 Terms of Service stated that:

Google reserves the righbut shall have no obligatiortp pre-screen, review,
flag, filter, modify, refuse or removeng or all Content from any Service. For
some Services, Google may provide toolsfiier out explicit sexual content.
These tools include the SafeSearch prefaresettings . . . . In addition, there are
commercially available services and softevéo limit access to material that you
may find objectionable.

Id. 1 104. A subsequent section of the 2007 Tevrh&ervice provided #t “[sJome of the
Services are supported by advertising revendenaay display advertisements and promotions”
and that “[tlhese advertisements may be cdrtased to the content information stored on the
Services, queries made through the Service or other informatidrY 107-08.

The 2012 Terms of Service deleted the aboveuagg and stated that users “give Google

(and those [Google] work[s] with) a worldwide licerteeuse . . ., create deative works (such as
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those resulting from translations, adaptationstber changes we make tat your content works
better with our Services), . and distribute such content3ee ECF No. 46-6 at 3.

Both Terms of Service reference Google’s’&y Policies, which have been amended
three times thus far duringelputative class period§ee ECF Nos. 46-7, 46-8, 46-9, 46-10.
These Policies, which were largely similar, stateat Google could collect information that users
provided to Google, cookies, lagformation, user communications to Google, information that
users provide to affiliated sites, and the links that a user foll@asECF No. 46-7. The Policies
listed Google’s provision of “services to users, inahgdihe display of customized content and
advertising” as one of the reasonsttwe collection of this informationid.

Google also had in place Legal Noticesjshistated that “Google does not claim any
ownership in any of the content, including amttelata, information, images, photographs, musi
sound, video, or other material, that [users] ug)deansmit or store in [their] Gmail account.”
ECF No. 38-2 1 118. The Notices further stated @oogle “will not use any of [users’] content
for any purpose except to provide [users] with the servite.f 121.

In addition, Google enteredtancontractual agreements with ISPs and educational
institutions as part of its @gle Apps Partner and Google Agps Education programs. These
agreements require Google to “protect against tinoaized access to or use of Customer dald.”
19 137, 161. In turn, “Customer data” is defined as “data, includind, @mvided, generated,
transmitted, or displayed via the Services by Customers or End User§T 138, 162. Further,
the Terms of Service applicalite Google Apps Cable One usstates that “Google may access,
preserve, and disclose your accomformation and any Content assated with that account if
required to do so by law or in a good faith belieft such access preservation or disclosure is
reasonably necessary” to satisfy applicable lafigree the Terms of Service, detect or prevent
fraud, or protect againshminent harm to the rights of Googles users, or th public. ECF No.

46-2 at 2-3.
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Importantly, Plaintiffs who are not Gmail @oogle Apps users are maibject to any of
Google’s express agreements. Because non-Gmail users exchange emails with Gmail users
however, their communications are nevertheless sulgjebe alleged interceptions at issue in thig
case.

4. Relief Sought and Class Allegations

Plaintiffs bring these casafleging that Google, in theperation of its Gmail system,
violated federal and state amtiretapping laws. ECF No. 3892216 (federal law), 1 288
(California law), 1 328 (Maryland law), 1 349 (Fldailaw), 370 (Pennsylne law). Plaintiffs
seek the certification of seveidasses, preliminary and permangenunctive relief, declaratory
relief, statutory damages, punitive damages, and attorneys’ fees. Plaintiffs seek relief on beh
the following classes, all of which have assdgeriod starting two yesabefore the relevant
complaint was filed and running through theedaf class certi€ation, if any:

(1) all Cable One users who sent a messagedmail user and received a reply or receivd
an email;

(2) all Google Apps for Education users weve sent a message to a Gmail user and
received a reply or received an email;

(3) all U.S. citizen non-Gmail ess (except California residejtwho have sent a message
to a Gmail user and received a replyereived an email from a Gmail user;

(4) all U.S. citizen non-Gmail users who have sent a message to a Gmail user and req
a reply or received an email from a Gmail user;

(5) all Pennsylvania non-Gmaikers who have sent a message to a Gmail user and
received a reply or received amail from a Gmail user;

(6) all Florida non-Gmail users who have semhessage to a Gmail user and received a
reply or received an email from a Gmail user;

(7) all Maryland non-Gmail users who have semiessage to a Gmail user and received

reply or received an emdrom a Gmail user; and
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(8) all Gmail users who were under the agenafority and who used Gmail to send an
email to or received an email from a non-Gmaérusr a Gmail user under the age of majorlgy.
11 388-92.

B. Procedural History

This case is a consolidated multi-disttitgation involving seven individual and class
action lawsuits.See ECF No. 38-2. The first of these consolidated actions was filed on Novem
17, 2010, and transferred from the Eastern Distridtedfas to the Northerfistrict of California
on June 27, 2012See Dunbar v. Google, Inc., 12-CV-03305 (N.D. Cal.); ECF No. 179. Five
other actions involving substantiaimilar allegations against Goediollowed in this District and
throughout the countrySee Scott, et al. v. Google, Inc., No. 12-CV-03413 (N.D. Cal.Ecott v.
Google, Inc., No. 12-CV-00614 (N.D. Fla.A.K. v. Google, Inc., No. 12-CV-01179 (S.D. lIl.);
Knowlesv. Google, Inc., 12-CV-02022 (D. Md.)Brinkman v. Google, Inc., 12-CV-06699 (E.D.
Pa.). On April 1, 2013, the Judicial Panel on hdstrict Litigation issued a Transfer Order,
centralizing these six actions iretNorthern District of Califonia before the undersigned judge.
See ECF No. 1. On May 6, 2013, this Court related a seventh aEtiead v. Google, Inc., 13-
CV-01961 (N.D. Cal.), as part dfis multi-district litigation. See ECF No. 29.

Plaintiffs filed an Administrave Motion to file their Conglidated Complaint under seal on
May 16, 2013%. See ECF No. 38. The Complaint contained fislaims alleging violations of: (1)
the Wiretap Act, as amended by the Electr@@wenmunications Privacy Act (‘ECPA”), 18 U.S.C.
88 2510t seq.; (2) the California Invasin of Privacy Act (“CIPA”), Cal. Penal Code §§ 680,
seq.; (3) the Maryland Courts and Jadil Proceedings Code Ann. 88 10-4682seq.; (4) Florida
Statute 88 934.0&f seq.; and (5) 18 Pa. Const. Stat. 88 57@%keq. See ECF No. 38-2.

Google filed a Motion to Dismiss theo@solidated Complaint on June 13, 2058e ECF

No. 44. On the same day, Google filed two dedlamatand a request for judicial notice in suppot

2 The Court resolves this Administragi Motion through a separate order.
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of its Motion. See ECF Nos. 45-47. Plaintiffs filed an oppiosn to Google’s rquest for judicial
notice and separate objections todgle’s declarations on July 11, 201See ECF Nos. 49-50.
Google filed a reply in support @b request for judicial noticend Motion to Strike Plaintiffs’
objections to Google’s declaratis on July 29, 2013. ECF No. 58.

Plaintiffs filed their opposition to Googlk Motion to Dismiss on July 11, 201S8ee ECF
No. 53. That same day, Plaintiffs filed a reqdesjudicial notice in spport of their opposition.
See ECF No. 51. Google filed a reply along witkdeclaration in support dhe reply on July 29,
2013. See ECF No. 56-57. This Court held a hegron the Motion to Dismiss on September 5,
2013. See ECF No. 64.

. LEGAL STANDARDS

A. Motion to Dismiss

Pursuant to Federal Rule of Civil Procedig¢b)(6), a defendant may move to dismiss an
action for failure to allege “enough facts to statdaam to relief that iplausible on its face.Bell
Atl. Corp. v. Twombly, 550 U.S. 544, 570 (2007). “A claimdacial plausibility when the
plaintiff pleads factual contentdhallows the court to drawedlreasonable inference that the
defendant is liable for the miseduct alleged. The plausibilistandard is not akin to a
‘probability requirement,” but iasks for more than a sheer podgipbthat a defendant has acted
unlawfully.” Ashcroft v. Igbal, 556 U.S. 662, 678 (2009) (internal citations omitted). For purpo
of ruling on a Rule 12(b)(6) motion, the Court “adfgpfactual allegationgs the complaint as
true and construe[s] the pleadings in tigltimost favorable to the non-moving partyvanzarek
v. . Paul Fire & MarineIns. Co., 519 F.3d 1025, 1031 (9th Cir. 2008).

However, a court need not accept as trugatlens contradicted by judicially noticeable
facts,Shwarzv. United Sates, 234 F.3d 428, 435 (9th Cir. 2000), and a “court may look beyond
the plaintiff's complaint to matters of publiegord” without converting the Rule 12(b)(6) motion
into a motion for summary judgmershaw v. Hahn, 56 F.3d 1128, 1129 n.1 (9th Cir. 1995). A

court is also not required to “assume the trutlegal conclusions merely because they are cast
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the form of factual allegations.’Fayer v. Vaughn, 649 F.3d 1061, 1064 (9th Cir. 2011) (per
curiam) (quoting/V. Min. Council v. Watt, 643 F.2d 618, 624 (9th Cir. 1981)). Mere “conclusory
allegations of law and unwarranted inferencesiasufficient to defeat a motion to dismiss.”
Adamsv. Johnson, 355 F.3d 1179, 1183 (9th Cir. 2004¢rord Igbal, 556 U.S. at 678.
Furthermore, “a plaintiff may pledterself out of court” if she “glad[s] facts which establish that
[s]he cannot prevail on h[er] . . . claimWeisbuch v. Cnty. of L.A., 119 F.3d 778, 783 n.1 (9th Cir.
1997) (internal quotation marks and citation omitted).

B. Request for Judicial Notice

The Court generally may not look beyond the fooimers of a complaint in ruling on a
Rule 12(b)(6) motion, with the exception ofadmnents incorporated into the complaint by
reference, and any relevant matteubject to judiial notice. See Swartzv. KPMG LLP, 476 F.3d
756, 763 (9th Cir. 2007);eev. City of Los Angeles, 250 F.3d 668, 688—-89 (9th Cir. 2001). Unde
the doctrine of incorporation by reference, @murt may consider on a Rule 12(b)(6) motion not
only documents attached to the complaint, bst dlocuments whose contents are alleged in the
complaint, provided the complaint “necessarily €€lien the documents or contents thereof, the
document’s authenticity is uncontested, areddbcument’s relevance is uncontest€dto
Settlement v. Eisenberg, 593 F.3d 1031, 1038 (9th Cir. 20183¢ Lee, 250 F.3d at 688-89. The
purpose of this rule is to “premeplaintiffs from surviving &Rule 12(b)(6) motion by deliberately
omitting documents upon which their claims are bas&diértz, 476 F.3d at 763 (internal
guotation marks omitted).

The Court also may take judicial noticeroétters that are either (1) generally known
within the trial court’s territorigjurisdiction or (2) capable @ccurate and ready determination by
resort to sources whose accuraeyinot reasonably lpiestioned. Fed. R. Evid. 201(b). Proper
subjects of judicial notice wheamling on a motion to dismiss inae legislative history reports,
see Anderson v. Holder, 673 F.3d 1089, 1094, n.1 (9th Cir. 201@urt documents already in the

public record and documents filed in other cowsds Holder v. Holder, 305 F.3d 854, 866 (9th
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Cir. 2002); and publically accessible websitses,Caldwell v. Caldwell, 2006 WL 618511, at *4
(N.D. Cal. Mar. 13, 2006\\ible v. Aetna Life Ins. Co., 375 F. Supp. 2d 956, 965-66 (C.D. Cal.
2005).

C. Leave to Amend

If the Court determines th#ite complaint should be dismiskét must then decide whether
to grant leave to amend. Under Rule 15(a) of the Federal Rules of Civil Procedure, leave to ¢
“shall be freely given when justice so requitdsaring in mind “the unerlying purpose of Rule
15 ... [is] to facilitate decision on the meritgther than on the pleadings or technicalitidsopez
v. Smith, 203 F.3d 1122, 1127 (9th Cir. 2000) (en Damdernal quotatiomarks and citation
omitted). Nonetheless, a court “may exercisaliscretion to deny leate amend due to ‘undue
delay, bad faith or dilatory motive on part of thevant, repeated failute cure deficiencies by
amendments previously allowed, undue prejudice to the opposing party . . ., [and] futility of
amendment.” Carvalho v. Equifax Info. Servs., LLC, 629 F.3d 876, 892-93 (9th Cir. 2010)
(quotingFoman v. Davis, 371 U.S. 178, 182 (1962)) (akions in original).
1. REQUESTS FOR JUDICIAL NOTICE

In support of their opposition to Google’s MotitmDismiss, Plaintiffs request the Court
take judicial notice of (A) a adaration and a motion filed igheppard v. Google, Inc., et al, 12-
CV-4022 (W.D. Ark.); (B) an exept of a November 30, 1985 Senate Judiciary Committee hea
regarding the ECPA,; (C) an Ap29, 1968 Senate Report; and (@) order on Google’s motion to
dismiss inMarquisv. Google, Inc., No. 11-2808, in the Superior Court of Suffolk County,
Commonwealth of Massachusetf&e ECF No. 51. Plaintiffs’ Exhilts B and C are legislative
history reports, and Plaintiffshibits A and D are documents fil@d other courts, already part of
the public record.See Anderson, 673 F.3d at 1094, n.Holder, 305 F.3d at 866. Google does not
oppose any of these requests. The Cailtgs judicial notice of all four.

Google requests that the Cobtake judicial notice of (Aa copy of Google’s Terms of

Service applicable to Google Apps services jgled through Cable Onéc.; (B) a copy of the
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Google Apps Education Edition Agreement betw&aogle and the Univsity of Hawaii; (C) a
copy of the Google Apps Education Edition Agreement between Google and the University of
Pacific; (D) copies of Googls Terms of Service dated Alpl6, 2007 and March 1, 2012; (E)
copies of Google’s Privacy Policies datgugust 7, 2008, March 11, 2009, October 3, 2010, ang
March 1, 2012; (F) a copy of the Yahoo! Mail Priv&glicy from June 2013G) an excerpt of an
October 17, 1986 Senate Report regarding theA&QH) a copy of a May 9, 1995 California
Senate Judiciary Committee analysis; and (I)@yad an April 13, 2010 California Senate Public
Safety Committee analysisee ECF No. 47. Plaintiffs oppose thegreest for judicial notice with
respect to items F, G, H, andSee ECF No. 49.

The Court takes judicial noticd items A, B, C, D, and Bs requested by Google and to
which Plaintiffs do not object because Plainti$y upon and reference these documents in the
Complaint. See ECF No. 38-2 11 102, 144, 185-86, 189, 227-28, 237Ge8; 593 F.3d at 1038.
The Court further takes judiciabtice of items H and | becausaipkiffs “do[] not contest that
these are readily available public docunsemt challenge their authenticityZephyr v. Saxon
Mortg. Servs,, Inc., 873 F. Supp. 2d 1223, 1226 (E.D. Cal. 2012). The Court takes judicial noti
of item G because it is a legislaginistory report for the statutethe heart of Plaintiffs’ principal
claim. Seeid.; Anderson, 673 F.3d at 1094, n.1. Finally, the@t denies Google’s request for
judicial notice of item F, th&ahoo! Mail Privacy Policy. The Hoy is not a document “on which
the Complaint necessarily relies nor . . . whoseve:nce and authenticity are uncontested” becad
Plaintiffs contend that the effectivetda of the Yahoo! Privacy Policy are unknowsee ECF No.
49 at 2—3fraley v. Facebook, Inc., 830 F. Supp. 2d 785, 795 (N.D. Cal. 2011).

Plaintiffs further raise objections to vaus paragraphs in tlteclarations supporting
Google’s Motion to Dismiss and to the requestgudicial notice with respect to some of the
exhibits attached to the declaratior®&e ECF No. 50. The Court strikes these objections pursus
to Civil Local Rule 7-3(a). The Rule requirggt any evidentiary obgtions to a motion be

contained within the opposition to the motion itsblit Plaintiffs filed theai objections separately
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from their opposition.See Apple, Inc. v. Samsung Elecs. Co., Ltd., 2011 WL 7036077, at *3 (N.D.
Cal. Dec. 2, 2011).
V. MOTION TO DISMISS

A. The Wiretap Act

The Wiretap Act, as amended by the ECPAegally prohibits the interception of “wire,
oral, or electronic communigahs.” 18 U.S.C. § 2511(1%ee also Joffe v. Google, Inc., No. 11-
17483, 2013 WL 4793247, at *3 (9th Cir. Sept. 10, 20M8dpre specifically, the Wiretap Act
provides a private right of action against any person who “itesty intercepts, endeavors to
intercept, or procures any oth@rson to intercept or endeavolrtercept, any wire, oral, or
electronic communication.” 18 U.S.C. § 2511(1)&a¢gid. 8 2520 (providing a private right of
action for violations of § 2511). The Act furtr@efines “intercept” a&he aural or other
acquisition of the contents ofip wire, electronic, or oral cmunication through the use of any
electronic, mechanical, or other deviced. § 2510(4).

Plaintiffs contend that Google violated ther@fap Act in its operation of the Gmail system
by intentionally intercepting the content of emailattivere in transit to create profiles of Gmail
users and to provide targeted adigeng. Google contendbat Plaintiffs havenot stated a claim
with respect to the Wiretap Act for two reasomisrst, Google contends that there was no
interception because there was no “device.” Spadly, Google argues that its reading of any
emails would fall within the “orghary course of business” excepiito the definition of device.
ECF No. 44 at 6-13. Under that exception, “atgptieone or telegraph instrument, equipment or
facility, or any component thereof . . . bgiused by a provider @fire or electronic
communication service in the ordinazgurse of its business” is n@t'device,” and the use of such
an instrument accordingly falls outside of the defomtof “intercept.” 18 U.S.C. 8 2510(5)(a)(ii).
Second, Google contends that all Plaintiffs hewmesented to any interception. ECF No. 44 at 13

20. Under the statute, it is not unlawful “to inegsta wire, oral, or el&é®nic communication . . .
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where one of the parties to tbemmunication has given prior cam to such interception.” 18
U.S.C. § 2511(2)(d).
1. “Ordinary Course of Business” Exception

Google first contends that it did not engaganninterception becaugéis reading of users’
emails occurred in the ordinary course obiisiness. ECF No. 44 at 6-13. Conversely, Plaintifi
contend that the ordinary course of busiregseption is narrow and applies only when an
electronic communication servicegpider’s actions are “necessdoy the routing, termination, or
management of the messag&se ECF No. 53 at 7. The Court finds that the ordinary course of
business exception is narrow. The exceptiders protection from liability only where an
electronic communication servipeovider’s interception facilitas the transmission of the
communication at issue or is idental to the transmission ofducommunication. Specifically,
the exception would apply here ornlyhe alleged interceptions weas instrumental part of the
transmission of email. Plaintiffs have alldg@owever, that Googlelaterception is not an
instrumental component of Google’s operation afrectioning email system. ECF No. 38-2 1 97.
In fact, Google’s alleged interception of email @nttis primarily used toreate user profiles and
to provide targeted advertisirg neither of which is related the transmission of email&eeid.
11 26-27, 33, 57, 65, 84, 95. The Court further fthds Plaintiffs’ all@ations that Google
violated Google’s own agreements and internét@s with regard to privacy also preclude
application of the ordinargourse of business exception.

The plain language of the Wiretap Act, 18 IS8 2510(5)(a), exempts from the definitior
of “device”™

any telephone or telegraph instrumentyipment or facility, or any component

thereof(,i) furnished to the subscriber or udsr a provider of wie or electronic

communication service in the ordinary course of its business and being used by

the subscriber or user the ordinary course of itsusiness or furnished by such

sub_scriber or user for c_onnection to theilities of such service and used in the
ordinary course ats business; or
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(ii) being used by a provider of wil@ electronic communication service
in the ordinary course of its business,by an investigative or law enforcement
officer in the ordinarycourse of his duties;

This section includes two “ordany course of business” exceptions. The first, under subsection
(a)(i), is for users or subsbers of electronic communittan services, while the second,
subsection (a)(ii), applies to tipeoviders of electronic communicati services themselves. This
case implicates the latter, @®ogle provides the elgonic communication service at issue here,
Gmail.

The Sixth Circuit has found thatehext of “[t|he two exceptiongs] not altogether clear.”
Adamsv. City of Battle Creek, 250 F.3d 980, 982 (6th Cir. 2001). There is no dispute that
Google’s interception of Plaintiffs’ emails and subsequent use of the information to create user
profiles or to provide targetedigertising advanced Google’s busssanterests. But this does not
end the inquiry. The Court must give effecthe word “ordinary,” which limits “course of
business” under both exceptioriBhe presence of the modifier “ordinary” must mean that not
everything Google does in the course of its bussnveould fall within theexception. The task the
Court faces at this stage isdetermine whether Plaintiffs )@ adequately alleged that the
purported interceptions were not an “ioi@y” part of Google’s business.

In the context of section 2510(5)(a)(i), ctsunave held, consistent with the textual
limitation that “ordinary” imposes on “course of Imesss,” that not everything that a company mgy
want to do falls within the “ordingrcourse of business” exceptioBee e.g., Watkinsv. L.M. Berry
& Co., 704 F.2d 577, 582 (11th Cir. 1983) (“The phraseHhmordinary course of business’ cannat
be expanded to mean anything that interestsrgpaay.”). Rather, the business reasons must be
“legitimate.” See Ariasv. Mut. Cent. Alarm Serv., Inc., 202 F.3d 553, 559 (2d Cir. 20068ge also
Berry v. Funk, 146 F.3d 1003, 1009 (D.C. Cir. 1998) (findingtlactions are in the ordinary
course of business if they are “justified byadid business purpose” or “shown to be undertaken

normally”).
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This limitation, applied to ektronic communication servigeoviders in the context of
section 2510(5)(a)(ii), means thae electronic communicationrsee provider engaged in the
alleged interception must demonstrate the iefation facilitated the gamunication service or
was incidental to the functioning of the prd®@d communication service. For exampleirch v.
Embarq Management Co., 702 F.3d 1245 (10th Cir. 2012), whiGwoogle cites, ECF No. 44 at 9,
the Tenth Circuit affirmed a grant of summarggment in favor of Embarq, an ISP, where
Embarq had intercepted only dataidental to its provision of the iernet service. In that case,
Embarq had granted a third party, NebuAd, pesion to conduct a technology test by acquiring
information about Embarq’s users so that NebuAd could provide targetedtising to those
users. 702 F.3d at 1247. The Te@trcuit held that Embarqg haubt violated the ECPA because
the ISP could not be liable for NebuAd'’s interceptiotts.at 1249. Further, Embarq itself did not
review any of the raw data that NebuAd collectidi.at 1250. Rather, Embarg had no more
access than it otherwise would have had as anléPEmMbarqg’s ordinary course of business as &
ISP necessarily required that it wdulave access to data that wasismitted over its equipment.
Id. at 1249. The relationship between Embarg and NebuAd’s technology test did not expand
universe of data to which Embarq had access beyendata Embarq could access in its provisio
of internet servicesld. at 1250. Accordingly, Embarg’s actions felithin its ordinary course of
business. Unlike this case, the only information to which Embarq had access was collected L
Embarqg’s devices that praled internet servicedd. In contrast, here, Pliffs allege that there
are separate devices — aside frithia devices related to delivery of email — that intercept users
emails. ECF No. 38-2 1 259(e). Considered practically, Google is more akin to NebuAd, whi
intercepted data for the purpose of providing tagetdvertising — a purpose separate and apar,
from Embarq’s provision of internet servic€f. Kirch, 702 F.3d at 1248. However, because
NebuAd settled with the Plaintiffs iirch, the Tenth Circuit’s opimin does not deal with
NebuAd’s liability. 1d. at 1248 n. 2, 1249 (“[W]e need not address whether NebuAd intercepte

any of the Kirches’ electronic communications.”). The Court therefore findKitit's
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discussion of Embarg’s liability cuts in favof a narrow reading of the section 2510(5)(a)(ii)
exception and th&irch stands only for the narrow proposition ti@erceptions incidental to the
provision of the alleged interceptsrinternet service fall within the “ordinary course of business’
exception.

Hall v. Earthlink Network, Inc., 396 F.3d 500 (2d Cir. 2005), wdh also addresses the
section 2510(5)(a)(iigxception, further suggests that thisu@should narrowly read the “ordinary
course of business” exception. There, the Beécrcuit affirmed a grant of summary judgment
and concluded that Earthlink dmbt violate the ECPA when Ehlink continued to receive and
store emails sent to an addrésat had been closed. The SecQuatuit found that the plaintiff in
that case did not present any ende that Earthlink’s continuedaeipt of emails was outside its

ordinary course of busineskd. at 505. The Court noted thatr#dink presented testimony that

Earthlink routinely continued to receive and stemails after an account was canceled and morg

critically that Earthlink “didnot have the ability to bounce e-mail back to senders after the
termination of an account.I'd. Accordingly, inHall, the email provider’s alleged interceptions
were a necessary part of its @jgito provide email servicedn the instant case, by contrast,
Plaintiffs have alleged thatdggle could operate its Gmail systenthout reading the emails for
the purposes of targeted advertgr the creation of es profiles. ECF No. 38-2 § 97. Therefors
unlike Earthlink, the alleged interception in the instant ciaseot incidental tahe operation of the

service®

% The Court finds thain re Google, Inc. Privacy Policy Litigation, 2012 WL 6738343 (N.D. Cal.
Dec. 28, 2012), does not suggest a devaeading of the exception. &Gyle relies on that case for
the proposition that as long as Google is ugmgwn devices, Google cannot be intercepting
users’ information. ECF N@4 at 9-10. Yet, the court Rrivacy Policy explicitly noted that the
use of the device must be in the ordinary course of busifess$n re Google, Inc. Privacy Policy
Litigation, 2012 WL 673834at *5-6. Further, unlike that cgdbe alleged interception in the
instant case occurred while the email was in traraditer than when the material was already in
possession of the intended recipiefeid. at *6 (dismissing plaitiffs’ cause of action on the
basis that they “utterly fail . to cite any authority that suppoeggher the notin that a provider
can intercept information already in its possasdiy violating limitations imposed by a privacy
policy or the inescapably plainiguage of the Wiretap Act that@xdes from the definition of a
‘device’ a provider’'s own equipment used in trdinary course of business.”). The difference
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In addition to the text and the case law, stetutory scheme and legislative history also
weigh in favor of a narrow reading of the sect®&i0(5)(a)(ii) exception. Specifically, a separatg

exception to the Wiretap Act related to electronic service providers states that:

It shall not be unlawful under this chapter an operator of a switchboard, or an
officer, employee, or agent of a provider of wire or electronic communication
service, whose facilities are used time transmission of avire or electronic
communication, to intercept, disclose, wse that communication in the normal
course of his employment while engdge any activity which is a necessary
incident to the rendition of his servicetorthe protection of the rights or property
of the provider of that service, extethat a provider ofvire communication
service to the public shall not utilizervice observing or random monitoring
except for mechanical or service quality control checks.

18 U.S.C. 8 2511(2)(a)(i) (emphasis added). Jthaute explicitly limits the use of service

observing or random monitoring by electronic commaton service providet® mechanical and

service quality control checksd. Accordingly, the statutory scheme suggests that Congress did

not intend to allow electronic commication service providers unlited leeway to engage in any
interception that would benefit their business mqdedsGoogle contends$n fact, this statutory
provision would be superfluous if the ordinagucse of business exception were as broad as
Google suggestsSee Duncan v. Walker, 533 U.S. 167, 174 (2001) (stagi that in statutory
interpretation, courts should “give effect, if gdse, to every clause and word of a statute”

The legislative history of section 2511(2)(a)(i), which Google cites, ECF No. 44 at 7, al
supports reading the ordinargurse of business exception tojuee that the interception be
instrumental to the provision of the service. AUSenate Report regarding the ECPA states tha
“[t]he provider of electronic ammunications services may have to monitor a stream of
transmissions in order to properbute, terminate, and otherwise manage the individual messag
they contain. These monitoring functions, which may be necesstmy pyovision of an
electronic communication service, do not in@humans listening in on voice conversations.

Accordingly, they are not prohtled.” ECF No. 45-2 at 20. Thsiggests that Congress intended

between communications storedlre recipient’s possession and thas transit is significant for
the purposes of the statutory scheme as discussad
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to protect electronic communicaticervice providers from liality when the providers were
monitoring communications for the purposes afuging that the providers could appropriately
route, terminate, and manage messages. Aicgydthe Court concludethat the legislative
history supports a narrow reading of the section 2510(5)(a)(ii) eeoepnder which an electronic
communication service provider must show somk lietween the allegedterceptions at issue
and its ability to operate the monunication system. Google’sdader reading of the exception
would conflict with Cmgressional intent.

The case law applying the “ordinary coursédos$iness” exception in the 2510(5)(a)(i)
context also suggests that dsunave narrowly construed thatrase. For example, Ariasv.
Mutual Central Alarm Service, Inc., the Second Circuit found thatwas within an alarm
company’s ordinary course of business tword all incoming and outgoing calls because
maintaining records of the calls was instrumefttaensure that [the alarm company’s] personnel
are not divulging sensitive customer informatiomttbvents are reported quickly to emergency
services, that customer claims regarding evargsserifiable, and #t the police and other
authorities may rely on these reds in conducting anynvestigations.” 20F.3d at 559 (internal
guotation marks and alterations omitte&jmilarly, the Tenth Circtifound that an employer’'s
installation of a telephme monitoring device on the phone lines in departments where employe
interacted with the public was within the employer’s ordinary course of business because of
“concern by management over abusive language lmgsé@dte customers when called upon to pay
their bills, coupled with the possible need teegiurther training andupervision to employees
dealing with the public.”James v. Newspaper Agency Corp., 591 F.2d 579, 581 (10th Cir. 1979).

The narrow construction of “ordinary coursiebusiness” is most evident in section
2510(5)(a)(i) cases where an employer has listemed employees’ phone calls in the workplace
See United Sates v. Murdock, 63 F.3d 1391, 1396 (6th Cir. 1995) (mgf that “[a] substantial body
of law has developed on the subject of ordinanyrse of business in tlenployment field where

employees have sued their employers” and thfite'$e cases have narrowly construed the phras
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‘ordinary course of business”YWatkins, 704 F.2d at 582. These cases suggest that an employsg
eavesdropping on an employee’s phone call ig parmissible where the employer has given
notice to the employeeSee Adams, 250 F.3d at 984 (finding thatalexception generally requires
that the use be “(1) for a legitate business purpose, (2) routiaed (3) with notie”). Further,
these cases have suggested that an employeomhalisten to an employee’s phone call for the
narrow purpose of determining whether a tafbr personal or business purposesWhtkins, for
example, the court held that an employer “whbkged to cease listening as soon as she had
determined that the call was personal, regasdté the contents of the legitimately heard
conversation.” 704 F.2d at 58¥Vatkins concerned a situation in whi@an employer listened in on
an employee’s personal phone eeltlerein the employee discussedh interview. The Eleventh
Circuit reversed a grant of summary judgmerfavor of the employer notwithstanding the fact
that the interception concerned@versation that was “obviousdy interest to the employerld.

at 583-84.

These cases suggest a narreading of “ordinary course ddusiness” under which there
must be some nexus between the need to engdlge alleged interception and the subscriber’s
ultimate business, that is, the ability to provile underlying service or good. In the instant
matter, Plaintiffs explicithallege that there is no comparable nexus between Google’s
interceptions and its ability to provide the elenstcocommunication servicat issue in this case,
email. Specifically, in their Complaint, Plaiffi state that Google'miterceptions are “for
[Google’s] own benefit in other Gotegservices unrelated to the seesof email or the particular
user.” ECF No. 38-2  97.

In light of the statutory textase law, statutory schemagddegislative history concerning
the ordinary course of businessception, the Court findbat the section 2518)(a)(ii) exception
is narrow and designed only to protect elatic communication serse providers against a

finding of liability under the Wiretap Act where th@erception fattitated or was incidental to
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provision of the electronic cemunication service at issfiePlaintiffs have plausibly alleged that
Google’s reading of their emaigas not within this narrow ondary course of its business.
Specifically, Plaintiffs allege that Google intepts emails for the purposes of creating user
profiles and delivering targetedlvertising, which are not instnental to Google’s ability to
transmit emails. The Consolidated Complaintgdiethat “Google uses the content of the email
messages [Google intercepts] and the derivativeidateates for its owbenefit in other Google
services unrelated to the sewviaf email or the particular user.” ECF No. 38-2 1 97, 259(g).
Plaintiffs support their assertidoy suggesting that Goags interceptions oémails for targeting
advertising and creating user profiles occurretependently from the rest of the email-delivery
system. In fact, according to the Consolida@enplaint, the Gmail system has always had
separate processes for spam filtering, antiyanagections, spell checking, language detection, ar
sorting than the devices that perform allegedraggtions that are challenged in this case J 5,
200, 259(e). As such, the allegaterception of emails at issthere is both physically and
purposively unrelated to Googlg¥sovision of email servicedd. 11 74, 259(g). Google’s allegeq
interceptions are neither instrumental to the prouisf email services, nare they an incidental
effect of providing these saces. The Court therefore finds tHlaintiffs have plausibly alleged
that the interceptions fall outside Gdeg ordinary course of business.

Furthermore, the D.C. Circuit has heldaisection 2510(5)(a)(i) sa that a defendant’s
actions may fall outside the “ordinary course ofibess” exception when ¢hdefendant violates its
own internal policies.See Berry, 146 F.3d at 1010. IBerry, the court reversed a district court’s
grant of summary judgment favor of the government on “orcany course of business” grounds

in part because the interceptiobated internal policies. That case concerned a Wiretap Act cli

* The Court does not find pemsive Google’s slipperyabe contention that a narrow
interpretation of the ordinary course of biesia exception will make it impossible for electronic
communication service providers topide basic features, such as drea@arches or spam control.
ECF No. 44 at 12-13. Some of these may fall withmarrow definition of “ordinary course of
business” because they are instrumental to thgion of email serviceFurther, a service
provider can seek consentpmvide features beyontdse linked to the provision tfie service.
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brought by a senior State Departrefficer against State Department Operations Center Watch
Officers for monitoring the officer’s phoreall with another high-ranking officedd. at 1005. The
D.C. Circuit noted that the “Opdrans Center Manual in effect tite time of these conversations
cautioned that calls between Senior Departmefiti@t . . . ‘should not be monitored unless they
So request.”’ld. at 1006. The court held that the “government’s position [that this monitoring
within its ordinary course of business] is fhtaindermined by the Operations Center guidelines
which clearly indicate the norm bthavior the Watch Officers weeto follow and which must be
regarded as the ordinary courdebusiness for the Centerld. at 1009-10.

The Court finds that the reasoning of th€DCircuit applies equally in the section
2510(5)(a)(ii) context. Here, &htiffs allege that Google baviolated its own policies and
therefore is acting outside the ordry course of business. Speafly, Plaintiffs allege that
Google’s Privacy Policies explicitly limit theformation that Google may collect to an

enumerated list of items, and that this listgloet include content of emails. ECF No. 38-2 {1

187-91. Plaintiffs point to the langge of the Privacy Policy that states that Google “may colle¢

the following types of information” and thersts (1) information provided by the user (such as
personal information submitted on the sign-up page), (2) information derived from cookies, (3
information, (4) user communications to Google, (5) personal information provided by affiliate,
Google services and sites, (6) information froimdtiparty applications, (7ocation data, and (8)
unique application numbefom Google’s toolbarld. I 187; ECF No. 46-7. Plaintiffs further
note that the updated Privacy Policy also statati@woogle “collected information in two ways”:
“(1) information the user gives to Google—theis personal information; and, (2) information
Google obtains from the user’s use of Google services, wherein Googl@lidte user’s device
information; (b) the user’s log information; (tle user’s location information; (d) the user’s
unique application number; (e) information stolechlly on the user'device; and, (e) [sic]
information derived from cookies placed on a user’s device.” ECF No. 38-2 { 189; ECF No. 4

10. Because content of emails between userstaeba users and non-usersswet part of either
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list, Plaintiffs allege that Gogle “violates the express limitatis of its Privacy Policies.Td. {1
191, 195. The Court need not deterenat this stage whether Plaffgiwill ultimately be able to
prove that the Privacy Policies were intendedamprehensively list the information Google may
collect. Rather, Plaintiffs’ plausible allegations that the Privacy Policies were exhaustive are
sufficient. Because Plaintiffs have allegedtt@oogle exceeded the scope of its own Privacy
Policy, the section 2510(5)(a)(ixception cannot apply.

Accordingly, the Court DENIES Goog#eMotion to Dismiss based on the section
2510(5)(a)(ii) exception.

2. Consent

Google’s second contention with respect t@imliffs’ Wiretap Act claim is that all
Plaintiffs consented to any intaption of emails in question the instant case. Specifically,
Google contends that by agreeing to its TermSeast/ice and Privacy Roies, all Gmail users
have consented to Google reagltheir emails. ECF No. 44 84-16. Google further suggests thg
even though non-Gmail users have not agreedbtm(@’s Terms of Service étrivacy Policies, all
non-Gmail users impliedly consent to Google®ineption when non-Gmail users send an emai
to or receive an email from a Gmail uséd. at 19-21.

If either party to a communication consentgganterception, then #re is no violation of
the Wiretap Act. 18 U.S.C. § 2511(2)fd)Consent to an intercepti can be explicit or implied,
but any consent must be actu&e United Satesv. Van Poyck, 77 F.3d 285, 292 (9th Cir. 1996);

® The Court notes that it is not the first carteject Google’s ordimg course of business
exception theory on a motion to dismiss a challéngbe operation of Gmail. A federal district
court in Texas ruled that it calhot decide the question of andry course of business at the
motion to dismiss phasesee Dunbar v. Google, Inc., No. 10-CV-00194-MHS, ECF No. 61 (E.D.
Tex. May 23, 2011). A state court in Massachusesdts iijected a similar @im under state law.
Marqwsv Google, Inc., No. 11-2808-BLSI (Mass Super. Ct. Jan. 17, 2012).

® However, to establish a consent defense underatelatvs at issue |n|Ehcase both parties —
the sender and the recipienttbé communication — must conseatthe alleged interceptiorSee
Fla. Stat. 8 934.03(2)(d); Md. Caodéts. & Jud. Proc. 8 10-402(c)(38 Pa. Cons. Stat. § 5704(4)
Because the Court finds that no party has consentauytof the interceptiorat issue in this case,
the difference between the feddeav’'s one-party consent reginaad the state laws’ two-party
consent regimes is not regknt at this stage.
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U.S v. Amen, 831 F.2d 373, 378 (2d Cir. 1981),S v. Corona-Chavez. 328 F.3d 974, 978 (8th
Cir. 2003). Courts have cautioned that impledsent applies only in a narrow set of casies.
Watkins, 704 F.2d at 581 (holding that consshould not be “cavalierly implied”)nre

Pharmatak, 329 F.3d at 20. The critical question widispect to implied consent is whether the
parties whose communications were interceptatiadequate notice of the intercepti@arry,

146 F.3d at 1011. That the person commuimgeknows that the terceptor has theapacity to
monitor the communication is insufficieto establish implied consenitd. Moreover, consent is
not an all-or-nothing proposition. Rer, “[a] party may consent the interception of only part of
a communication or to the interceptionoofly a subset of its communicationdfire

Pharmatrack, Inc., 329 F.3d at 19.

In its Motion to Dismiss, Google marshalgtexplicit and implied thories of consent.
Google contends that by agreetogGoogle’s Terms of Servicend Privacy Policies, Plaintiffs
who are Gmail users expressly consented to tieeception of their emailsECF No. 44 at 14-16.
Google further contends that because of thg that email operates, even non-Gmail users knew
that their emails would be inteepted, and accordingly that non-Gmail users impliedly consente
to the interceptionld. at 19—20. Therefore, Google argtiest in all communications, both
parties — regardless of whether they are Gmaitsis— have consented to the reading of emails.
Id. at 13—14. The Court rejects Gdelg contentions with respetd both explicit and implied
consent. Rather, the Coundis that it cannot cohale that any party — Gmail users or non-
Gmail users — has consented to Google’s repdfremail for the purposes of creating user
profiles or providing tegeted advertising.

Google points to its Terms of Service ant/&y Policies, to which all Gmail and Google
Apps users agreed, to contend that these uselisitixgonsented to the interceptions at issue.
The Court finds, however, that those policies didengdlicitly notify Plaintiffs that Google would

intercept users’ emails for the pugas of creating user profiles moviding targeted advertising.

23
Case No.: 13-MD-02430-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT'S MOTION TO DISMISS




United States District Court
For the Northern District of California

© 00 N o o -~ w N Pk

N RN DN N N N N N DN P P R R R R R R R
0o N o O » W N RBP O © 0 N O 0o M W N L O

Section 8 of the Terms of Service that wereffect from April 16, 2007, to March 1, 2012
stated that “Google reserves the right (but shall have no obhyatigpre-screen, review, flag,
filter, modify, refuse or remove any or all Content from any Sen/ic&€CF No. 46-5 at 4. This
sentence was followed by a description of stepssusould take to avoid sexual and objectionabls
material. Id. (“For some of the Services, Google mag\pde tools to filterout explicit sexual
content.”). Later, sectiol7 of the Terms of Service stated ttatvertisements nyabe targeted to
the content of information storexh the Services, queries matleough the Services or other
information.” Id. at 8.

The Court finds that Gmail useracceptance of these statemsertoes not establish explicit
consent. Section 8 of the Tesraf Service suggests thaintent may be intercepted under a
different set of circumstancesrfa different purpose — to excludéjectionable content, such as
sexual material. This does not suggest taiger that Google would intercept emails for the
purposes of creating user profilespooviding targeted advertisingyVatkins, 704 F.2d at 582

(“[Clonsent within the meaning of section 2%2)(d) is not necessarily an all or nothing

proposition; it can be limited. It the task of the trier of fact etermine the scope of the consent

and to decide whether and to what extéstinterception exceed that consent.”)nre
Pharmatrack, Inc., 329 F.3d at 19Thus, a reviewing court mushquire into the dimensions of
the consent and then ascertain whether tleeaaption exceeded tholseundaries.”) (internal
guotation marks omitted). Therefore, to the pkthat section 8 of the Terms of Service
establishes consent, it does so only for the med interceptions teliminate objectionable
content. The Consolidated Complaint suggdsisiever, that Gmail’'siterceptions for the
purposes of targeted advertising and creation @f piofiles was separat®m screening for any
objectionable contentSee ECF No. 38-2 {1 5, 200. Because the two processes were allegedly

separate, consent to one does not &gisaconsent to the other.

"It is undisputed that the term “Service” thronghGoogle’s Terms of Seipe includes Gmail.
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Section 17 of the Terms of Service — whichtes that Google’s “advertisements may be
targeted to the content of information storedlenServices, queries matieough the Services or
other information” — is defective in demonstragiconsent for a different reason: it demonstrates
only that Google has treapacity to intercept communications, not that it wiBerry, 146 F.3d at
1011 (holding that knowledge of defendant’s cafyao monitor is insufficient to establish
consent). Moreover, the language suggeststbalyGoogle’s advertisements were based on
information “stored on the Services” or “quermaade through the Services- not information in
transit via email. Plaintiffs here allege that Google violates the Wiretap Act, which explicitly
protects communications in transit, as distinguished rommunications that are stored.
Furthermore, providing targeted\eertising is only one of the afjed reasons for the interceptions
at issue in this case. Plaintiffs also all#ggt Google intercepted emails for the purposes of
creating user profilesSee ECF No. 38-2 1 95. Section 17, to the extent that it suggests
interceptions, only does so foretipurposes of providing adverhsgj, not creating user profiles.
Accordingly, the Court finds that neither sectafrthe Terms of Servicestablishes consent.

The Privacy Policies in effect from Audgu& 2008, to October 3, 2010, to which all Gmail
users agreed and upon which Google now rdliesot clarify Google’s role in intercepting
communications between its users. The Polsiated that Google mayllect “[ijnformation you
provide, [c]ookies],] [[Jog informBon[,] [u]ser communications tGoogle[,] [a]ffiliated sites,
[llinks[,] [and] [o]ther sites.” See ECF No. 46-7 at 2—-3. Googlesteibed that it used such
information for the purposes of “[p]roviding oservices to users,dluding the display of
customized content and advertisindd. at 3. In 2010, Google later uged the Policy to state
that the collected informationamld be used to “[p]rovide, magin, protect, and improve our
services (including advertising sex@s) and develop new servicess®e ECF No. 46-9 at 3.
Nothing in the Policies suggestsat Google interceptmail communication in transit between
users, and in fact, thpolicies obscure Google’s intent togawe in such interceptions. The

Privacy Policies explicitly state th&oogle collects “user communications to Google.” See
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ECF No. 46-7 at 3 (emphasis added). Thgld mislead users infeelieving that user
communications to each other omonusers were not intercepted aised to target advertising or
create user profiles. As such, these Privadiciee do not demonstrate@icit consent, and in
fact suggest the opposite.

After March 1, 2012, Google modified its Tesrof Service and Privacy Policy. The new
policies are no clearer théimeir predecessors in establishing cohsdine relevant part of the new
Terms of Service state that when users uptmedent to Google, thelgive Google (and those
[Google] work][s] with) a worldwide license toeis. ., create derivative works (such as those

resulting from translations, adaptas or other changes we make so that your content works beg

with our Services), . . . and distribute such contefeg ECF No. 46-6 at 3. The Terms of Service

cite the new Privacy Policy, in which Google stdtessers that Google “may collect information
about the services that you use and how you &ss,tlke when you visit aebsite that uses our
advertising services or you vieamd interact with our ads and content. This information include
[d]evice information],] [lJog information[,] [location informationl[,] [u]nique application
numbers|,] [lJocal storag],] [c]ookies[,] and anonymous idemgifs.” ECF No. 46-10 at 3. The
Privacy Policy further states that Google “use[s] the information [it] collect[s] from all [its]
services to provide, maintain, protect and ioya them, to develop new ones, and to protect
Google and [its] users. [Google] also use[s] thisrmation to offer you tailored content — like
giving you more relevanegarch results and adsSee ECF No. 46-10 at 3. These new policies dd
not specifically mention the content of users’ és® each other or to or from non-users; these
new policies are not broad enough to encompassisteriseptions. Furthermore, the policies do
not put users on notice that theirals are intercepted to createeuprofiles. The Court therefore
finds that a reasonable Gmail user who readRtivacy Policies would not have necessarily
understood that her emails were lgeintercepted to create useofiles or to povide targeted
advertisements. Accordingly, t@ourt finds that it cannot conade at this phase that the new

policies demonstrate that Gmail user Pifimtonsented to the interceptions.
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Finally, Google contends that non-Gmaiets— email users who do not have a Gmail
account and who did not accept Gmail's TermSefvice or Privacy Policies — nevertheless
impliedly consented to Google’sterception of their eails to and from Gmail users, and to
Google’s use of such emails teeate user profiles and to progithrgeted advertising. ECF No.
44 at 19-20. Google’s theory is that all emadrssunderstand and accept the fact that email is
automatically processedd. However, the cases Google cites for this far-reaching proposition
hold only that the sender of an email consentigéantended recipients’ recording of the email —
not, as has been alleged here, interoagoy a third-party service providefee Sate v. Townsend,
57 P.3d 255, 260 (Wash. 2002) (finding consentthackfore no violation of Washington’s

privacy act when email and instant message comcations sent to aindercover police officer

were used against criminal defendaB&gte v. Lott, 879 A.2d 1167, 1172 (N.H. 2005) (same undé

New Hampshire law)Commonwealth v. Proetto, 771 A.2d 823, 829 (Pa. Super. Ct. 2001) (holdir
that the Pennsylvania anti-wiretapping law wasviaiated when the recipient forwarded emails
and chat messages to the police). Google hasrotedse that stands for the proposition that uss
who send emails impliedly consent to intette@ps and use of their communications by third
parties other than the intended recipient of theileror has Google cited anything that suggests
that by doing nothing more than receiving dsyéilom a Gmail user, non-Gmail users have
consented to the integption of those communications. Aptieg Google’s theory of implied
consent — that by merely sending emails toegeiving emails from a Gmail user, a non-Gmail
user has consented to Googletemeption of such emails fany purposes — would eviscerate
the rule against interceptiotsee Watkins, 704 F.2d at 581 (“It would thwart th[e] policy [of

protecting privacy] if consent could rougily be implied from circumstances®)The Court does

8 In their briefs, the parties dispute whether members of the yritdéiss of Gmail users who are
minors consented to the interceptions. Geagintends that minoese bound by the Terms of
Service and Privacy Policies. ECF No. 44@t17. Google argues that the Children’s Online
Privacy Protection Act, 15 U.S.C. 88 650108, pretsnany state law that would have rendered
the minors’ consent ineffective. The Court neetireach the issue of whether minors are bound
by the Terms of Service or theilVcy Policies because the Counncludes that even if the minors
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not find that non-Gmail users whceamot subject to Google’s Privacy Policies or Terms of Servi
have impliedly consented tooGgle’s interception of their entsito Gmail users.

Because Plaintiffs have adequately alleged they have not explicitly or implicitly
consented to Google’sterceptions, the Court DENIES Googl&lotion to Dismiss on the basis
of consent.

B. CIPA

CIPA, Cal. Penal Code § 636,seg., California’s anti-wiretpping and anti-eavesdropping
statute, prohibits unauthoriz@tterceptions of communications ander “to protect the right of
privacy.” Cal. Penal Code § 630. The Califorbégislature enacted CIPA in 1967 in response t
“advances in science and techowy [that] have led to the development of new devices and
techniques for the purpose of eatr@pping upon private communicationdd.

Section 631 prohibits wiretapmg or “any other unauthorizexnnection” with a “wire,
line, cable, or instrument.See Cal. Penal Code § 631(a). The California Supreme Court has h
that section 631 protects against three distinct types of hantesitional wiretapping, willfully
attempting to learn the contents or mearahg communication in &nsit over a wire, and
attempting to use or communicate information obthia® a result of engang in either of the
previous two activities.” Tavernetti v. Superior Court, 583 P.2d 737, 741 (Cal. 1978). Section
632 prohibits unauthorized electronic ealrepping on confidential conversationSee Cal. Penal

Code § 632(a). To state a claim under section 6BRj@tiff must allege amlectronic recording

are subject to these agreemettte agreements did not edislv consent. Similarly, Google
contends that Google Apps usars also bound by the Terms of Service and Privacy Policies e
though they were required by their educationditutsons or ISPs to use Gmail. ECF No. 44 at
17-18. Again, because the Court concludes tleaadineements did not establish consent, the
Court need not reach the issue of whetheogle Apps users are bound by the agreements.

® Other courts have also refed Google’s consent defense against state and federal anti-
wiretapping challenges to the operation of Gm&ge Dunbar v. Google, Inc., No. 10-cv-00194-
MHS, ECF No. 61 (E.D. Tex. May 23, 201Marquisv. Google, Inc., No. 11-2808-BLSI (Mass
Super. Ct. Jan. 17, 2012).
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of or eavesdropping on a confidential communicatiomg that not all pads consented to the
eavesdroppingFlanagan v. Flanagan, 41 P.3d 575, 577 (Cal. 2002).

CIPA also contains a publidility exemption, which appliet® claims under both sections
631 and 632. Cal. Penal Code&HL(b), 632(e). Neither sectiapplies “to any public utility
engaged in the business of prowiglicommunications services aratifities, or to the officers,
employees, or agents thereof, where the aberwise prohibited by thisection are for the
purpose of construction, maintenance, conduct orabip@ of the serviceand facilities of the
public utility.” Cal. Penal Code 88 631(b), 632(e).

Plaintiffs allege violations of both section 631 and section &2ECF No. 38-2 { 321.
Google moves to dismiss on five bas&se ECF No. 44 at 23-24, 27-28. Google contends that]
Plaintiffs lack standing tallege such violations and thaetalifornia law shoul not apply due to
choice of law principlesSeeid. Google also moves to dismiss Plaintiffs’ claims on substantive
bases, contending that neither section 631 rairose632 applies to email and that the public
utility exemption appliesSee ECF No. 44 at 21-23, ECF No. 56 at 14-15. Finally, Google mo
to dismiss Plaintiffs’ section 632 claim becausedb@munications at issue in this case were not
confidential as defined by that section aedduse that section is preempted by the ECE4.

ECF No. 44 at 25-27.
1. Standing

Google first contends that Phaiiffs lack standing under Article 11l to assert a CIPA claim.
A federal court must ask whether a plaintiff haesed sufficient injury to satisfy the “case or
controversy” requirement of Article 11l of the 8. Constitution. ECF No. 44 at 23-24. To satisfy
Article 11l standing, a plaintiff musallege: (1) injury-in-fact that isoncrete and particularized, as
well as actual or imminent; (2) wherein injuryfasrly traceable to the challenged action of the
defendant; and (3) it is likely (not merely spetive) that injury will be redressed by a favorable
decision. Friends of the Earth, Inc. v. Laidlaw Envtl. Servs. (TOC), Inc., 528 U.S. 167, 180-81

(2000);Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992). A suit brought by a plaintiff
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without Article Il standing is nod “case or controversy,” and antite Il federalcourt therefore
lacks subject matter jurisdiction over the suit.

Google’s contention is that Phiffs have not suffered therjury” required by Article 111
to confer standing. ECF No. 44 at 24. Underth Circuit precedent, the injury required by
Article 11l may exist by virtue of “statutes creating legal rights, the invasion of which creates
standing.” See Edwardsv. First Am. Fin. Corp., 610 F.3d 514, 517 (9th Cir. 2010) (quotivgrth
v. Seldin, 422 U.S. 490, 500 (1975)). In such cases,standing question . . . is whether the
constitutional or statutorgrovision on which the claim ressproperly can be understood as
granting persons in the plaintiff's pben a right to judicial relief.”Id. (quotingWarth, 422 U.S.
at 500). InEdwards, the Ninth Circuit has held that the ®&state Settlement Procedures Act
(“RESPA”) conferred standing to a homeowner wgbaght to challenge theckback relationship
between the title insurer andei agency despite the fact that the homeowner suffered no
independent injury, through, f@xample, overpaymentd. The court there held that the structurg
of RESPA was such that independent injurgwat needed; a plaintiff's showing that the
defendant’s conduct violated the statutas sufficient to confer standintd. *°

Applying the Ninth Circuit’s decision iBdwards, courts in this district have found that
allegations of a Wiretap Act violationeasufficient to establish standing. Iimre Facebook
Privacy Litigation, 791 F. Supp. 2d 705, 712 (N.D. Cal. 2011),eoample, the court held that the
“Wiretap Act provides that any person whose &t@ac communication is Aitercepted, disclosed,
or intentionally used’ in violatin of the Act may in a civil ach recover from the entity which

engaged in that violation.” Accordingly, the cbiaund that where the plaintiffs had alleged that

9 The United States Supreme Court grartgetition for a writ of certiorari iEdwards on the
guestion of whether statutoryjumy alone could confer stanmdj under Article 11l even though the
Courts of Appeal that had considered the question had unanintmmsljided that allegations of
RESPA violations alonsufficed for standing See First Am. Fin. Corp. v. Edwards, 131 S. Ct.
3022 (2011). After oral argument, howevie Supreme Court dismissed the writ as
improvidently granted.See First Am. Fin. Corp. v. Edwards, 132 S. Ct. 2536 (2012). This left in
place the Ninth Circuit’s decision Edwards, which remains binding authority that this Court
must apply, as it does here.
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their communications had been imtepted, they “alleged facts sufficten establish that they have
suffered the injury required festanding under Article I11.”1d. at 712;see also In reiPhone
Application Litig., 844 F. Supp. 2d 1040, 1055 (N.D. Cal. 20t[] violation of the Wiretap Act
.. . may serve as a concrete injury for the purposes of Article Il injury analysms.&(Google,

Inc. Privacy Policy Litig., 2012 WL 6738343 (N.D. Cal. Dec. 28, 2019)f viable], Plaintiffs’
Wiretap Act claim might help [show standing]eftause] a violation of the rights provided under
the statute may be sufficient bigelf to confer standing.”)

The reasoning of these cases that find stanahen there is an allegation of a Wiretap Ac
violation applies equally to CIPA. Like the Wiap Act, CIPA creates a private right of action
when a defendant engagesiimetapping or eavesdroppingompare 18 U.S.C. § 2520(a)

(“[A]lny person whose wire, oral, or electrarsommunication is inteepted, disclosed, or
intentionally used in violation of this chapteay in a civil action reaver from the person or
entity, other than the United Stategich engaged in that violationyjth Cal. Penal Code

8 637.2(a) (“Any person who has been injured byotation of this chafer may bring an action
against the person who committed the violationFlrther, like the Wiretap Act, CIPA authorizes
an award of statutory damages any time a defénd@alates the provisionsf the statute without
any need to show actual damag€empare 18 U.S.C. § 2520(c) (authning statutory damages),
with Cal. Penal Codg 637.2(a)(1) (sameand Cal. Penal Code 8§ 637.2(¢)t is not a necessary
prerequisite to an action pursuamthis section that the plaiffthas suffered, or be threatened
with, actual damages.”)Therefore, the Court finds that théegiation of a violation of CIPA, like
an allegation of the violation of the WiretaptAs sufficient to confer standing without any
independent allegation of injunjLike both RESPA and the Wiret#zt, therefore, CIPA creates a
statutory right the violation of whitcconfers standing on a plaintiff.

Google relies exclusively on the differencestatutory text between CIPA and the Wireta
Act to contend that CIPA requires an independdiagation of injury een where the Wiretap Act

does not. Specifically, Google nothat the provision of CIPA thateates a cause of action state
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that, “[a]ny person whbas been injured by a violation of this chaptenay bring an action against

o

the person who committed the violation.” CalnBeCode § 637.2(a) (emphasis added). Google
contention is that the word “injured” means thaiRtiffs must show some injury independent of
the invasion of their statutory rights under CIP@oogle cites no authority for the proposition that
section 637.2 requires independeniy or the proposition that ¢hword “injured” triggers an
obligation to demonstrate indegent injury for the purposes Article Il standing. The
California case law on CIPA cuts against Googtestention that “injued” requires independent
injury. As the California Countf Appeals has statetGection 637.2 is fairlyead as establishing
that no violation of the Privacy Act [CIPA] te go unpunished. Any invasion of privacy involves
an affront to human dignity whicthe Legislature could concluieworth at least $3,000. The
right to recover this statutory minimum acadue the moment the Privacy Act [CIPA] was
violated.” Friddlev. Epstein, 21 Cal. Rptr. 85, 92 (Cal Ct. App. 1998¢ also id. (“Plaintiff
invaded defendants’ privacy andlated the Privacy Act [CIPAdt the moment he began making
his secret recording. No sulgsent action or inaction is obnsequence to this conclusion.”);
accord Ribasv. Clark, 38 Cal. 3d 355, 365 (Cal. 1985) (“Irew of the manifest legislative
purpose to accord every citizen’s privacy tienost sanctity, section 637.2 was intended to
provide those who suffer an infringement of thspect of their personal liberty a means of
vindicating their right.”).

Accordingly, the Court finds that CIPA ancethViretap Act are not distinguishable for the
purposes of standing. Because courts have, uxigimg Ninth Circuit authority, consistently
held that the invasion of rightsxder the Wiretap Act is sufficiefor Article 11l standing, this
Court concludes that the same is tafi€1PA. All Plaintiffs need #ge is an invasion of statutory
CIPA rights to survive a motion wismiss on standing grounds. Téés no dispute that they have
done so here. The Court therefore DENIES@e's Motion to Dismiss the CIPA claims on

standing grounds.
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2. Choice of Law

Google contends that under choice of law principles, Californialtewuld not apply and
that the Court should accordigglismiss Plaintiffs’ California claims. ECF No. 44 at 27-30.
Plaintiffs contend that the choice of law analyshsuld wait for later st&g of the proceedings.
ECF No. 53 at 28. As set forth below, the chatkaw inquiry raises amplicated, fact-intensive
guestions better answered at latiges of the litigation. Therefore, the Court DENIES the Moti
to Dismiss on choice of law grounds.

To determine which state’s law should apply]“federal court . . . must look to the forum
state’s choice of law rules to determine the controlling substantive lélazza v. American
Honda Motor Co., Inc., 666 F.3d 581, 589 (9th Cir. 2012) (internal quotation marks omitted).
Under California law, class actiguaintiffs have the burden toliew that California has sufficient
contact or sufficient aggretsan of contacts to the claintf each class memberld. at 589-90
(internal quotation marks omitted). If this showingnade, “the burden shifts to the other side to
demonstrate that foreign law, rather thaifGania law, should apply to class claimsld. at 590.

“California courts apply the scalled governmental interestapsis” to determine whether
California law should be apptieon a class-wide basisKearney v. Salomon Smith Barney, Inc.,
137 P.3d 914, 917 (Cal. 2006). Under thiee-part test]1] the court determines whether the
relevant law of each of the potentially affectedgdictions with regard tthe particular issue in
guestion is the same or different . . .[; 2fhére is a difference, the court examines each
jurisdiction’s interest irthe application of its own law undtre circumstances of the particular
case to determine whether a true conflict existg;.and 3] if the court finds there is a true
conflict, it carefully evaluates and comparesrhg&ure and strength of the interest of each
jurisdiction in the application afs own law . . . and then ultimdyeapplies the law of the state
whose interest would be more impadrif its law were not applied.Mazza, 666 F.3d at 590

(quotingMcCann v. Foster Wheeler, LLC, 225 P.3d 517, 527 (Cal. 2010)).
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The Court finds that Plaintiffs have establishieat their claims are sufficiently related to
California to trigger application of the three-pa$t. The Ninth Circuibas held that sufficient
aggregate contacts with California are establishedclass action when a defendant’s corporate
headquarters is located in the statdvertising materials pertaigi to representations the company
made to class members are created in the statenanifth of the class i®cated in California.
Mazza, 666 F.3d at 590. In this case, as Plaintffsge, Google is located in California, it
developed and implemented the practices at isstiesimction in Califorra, and one or more of
the physical interceptioreg the heart of Plaintiffs’ claims occurred in California. ECF No. 38-2
290 (“Google’s acts in violation of CIPA occurred in the Stdt€alifornia . . . . Google’s
implementation of its business decisions, prasti@and standard ongoing policies which violate
CIPA took place in the State of California. Googtefited in the State dCalifornia”); ECF No.

53 at 29. In short, California iserepicenter of the practices at issn this case faall Plaintiffs.
Therefore, the Court finds that Plaintiffs haslewn that “California has a constitutionally
sufficient aggregation of contacts to tlaims of each putative class membe¥lazza, 666 F.3d
at 590.

Because the Court finds sufficient aggregateanist it turns to the first of the three-part
inquiry to determine whether Chdrnia law or the law of anothetate should apply to the class
claims. The Court must determine whetherdhsra material conflict between the laws of
California and those of the Plaintiffs’ home stat€mogle contends thatdle is a conflict because
Alabama and Maryland law are narrower wispect to scope tability, enforcement
mechanisms, and available redres. ECF No. 44 at 28.

The Court cannot, at this stage, determine ldrethere are differences with respect to the
scope of liability. Goog@ correctly contends that under Atatba and Maryland’s law, one party’s
consent is sufficient to negaa@ interception, while under Clrnia law, both parties must
consent.ld. Yet, it is not clear whether this differencele scope of liability is material, that is

whether, it “make][s] a difference in this litigationMazza, 666 F.3d at 590. This is because

34
Case No.: 13-MD-02430-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT'S MOTION TO DISMISS




United States District Court
For the Northern District of California

© 00 N o o -~ w N Pk

N RN DN N N N N N DN P P R R R R R R R
0o N o O » W N RBP O © 0 N O 0o M W N L O

Plaintiffs contend that neith@arty has consented, while Googtends that all parties have
consented. ECF No. 38-2 § 102-97, ECF No. 4Bafl4. Accordingly, on either party’s theory
of liability, the difference in statlaw with respect to the consetdndard would not be a material
difference.

Therefore, the Court finds that it cannot cortdumeaningful choice of law analysis, such
as that contemplated Wazza, at this early stage of the litigan where the issues of contention
are still in flux** As other courts have noted, the rigws choice of law analysis required by
Mazza cannot be conducted at the motion to dismiss staggeClancy v. The Bromley Tea Co.,

2013 WL 4081632 (N.D. Cal. Aug. 9, 2013) (“Suctedailed choice-of-la analysis is not
appropriate at [the motion for judgment on thegalings] stage of the litigation. Rather, such a
fact-heavy inquiry should occuluring the class certificatn stage, after discovery.n re Clorox
Consumer Litig., 894 F. Supp. 2d 1224, 1237 (N.D. Cal. 2012) (“Significaigzza was decided
on a motion for class certification, not a motion to strike. At [the motion to dismiss] stage of tf
instant litigation, a detailed choice-of-law analysuld be inappropriate. Since the parties have
yet to develop a factual recoiitlis unclear whether applyingftrent state consumer protection
statutes could have a material impact on the viability of Plaintiffs’ claims.”) (citation omitted);
Donohuev. Apple, Inc., 871 F. Supp. 2d 913, 923 (N.D. Cal. 2012) (“Althoiwgwza may

influence the decision whetherdertify the proposed aks and subclass, such a determination is

premature. At [the motion to dismiss] stageha litigation—before the parties have submitted

e

briefing regarding either choice-of-law or class certification—plaintiff is permitted to assert claims

under the laws of differentates in the alternative.”)n re Sony Grand Wega KDF-E A10/A20
Series Rear Projection HDTV Television Litig., 758 F. Supp. 2d 1077, 1096 (S.D. Cal. 2010) (“In

" The Court recognizes that atioihal conflicts may arise out @alifornia’s acknowledgement of
a private right of action and/tine remedies California alls under CIPA. However, under
California choice of law analysis,ftirences in remedies alone a@ dispositive. The Court may
resolve the conflict between California andeign law by “apply[ing] California law in a
restrained manner” with regard to monetary damagearney, 39 Cal. 4th at 100-01. In any
case, the Court will resolvél aonflict of law questions ahe class certification stage.
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putative class action, the Cowrill not conduct a detailed choice-of-law analysis during the
pleading stage.”).

Accordingly, the Court defers resolutiontbe choice of law issues until the class
certification phase and DENIES Ggle’s Motion to Dismiss on thaasis of choice of law without
prejudice to Google raising thisgument at a later stage.

3. Section 631

Google contends that even if Plaintiffs’ section 631 challenge is not procedurally barre
is substantively deficient because that sectioes not apply to emails. ECF No. 44 at 21-23.
Further, in its reply brief, Googlcontends that the public utility exemption applies. ECF No. 56
14-15.

a. Application to Email

The Court finds that there is no bindinglaarity with respect to whether section 631
applies to emait? The only authority from the Califomicourts is a Superior Court rulin§ee
Diamond v. Google, Inc., CIV-1202715Cal. Super. Ct., Marin Cnty. Aug. 14, 2013) (finding,
without providing analysis, that allegationsimterception of email anmunication are sufficient
to state a claim under Cal. Penal Code § 631). Wihidefederal courts haveeen confronted with
the application of CIPA to Internet browsingtary and emails, those matters were resolved on
other grounds before reaching the question of GiRAplication to digitetechnologies generally
or email specifically.Valentine v. NebuAd, Inc., 804 F. Supp. 2d 1022 (N.D. Cal. 201B)adley
v. Google, 2006 WL 3798134, at *5-6 (N.D. Cal. Dec. 22, 2006).

In the absence of binding authority, this Gauust predict what the California Supreme
Court would do if confronted with this issu&ee Valentine, 804 F. Supp. 2d at 1027. The Court

begins by looking to the text. Section 631 establishes liability for:

12 california courts have, howevepplied section 632 to interne@mmunication technologies.
See People v. Nakai, 183 Cal. App. 4th 499 (201(eoplev. Cho, 2010 WL 4380113 (Cal. Ct.
App. Nov. 5, 2010)People v. Griffitt, 2010 WL 5006815 (Cal. Ct. App. Dec. 9, 2010).
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[a]ny person who, by means of any machinstrument, or contrivance, or in any
other manner, intentionally taps, or kea any unauthorized connection, whether
physically, electrically, acoustically, nductively, or otherwise, with any
telegraphic or telephone wire, line cahbbe,instrument, including the wire, line,
cable, or instrument o&ny internal telephonic communication system, or who
willfully or without the consent of alparties to the communication, or in any
unauthorized manner, reads or attemptsread, or to lear the contents or
meaning of any message, rejp@r communication while the same is in transit or
passing over any wire, line or cable, or islgesent from, or received at any place
within this state.

Cal. Penal Code §8 631. Google contends that tigrkege “reads or attempts to read, or to learn
the contents or meaning of amessage, report, or communication while the same is in transit or
passing over any wire, line or cable” &pp only to intercetion of content orielephone and
telegraphic wires, lines, or cables, astfirst clause of the statutesieibes. ECF No. 44 at 21. AS
a result, Google contends tha¢ tbecond clause, upon which Pldfatrely, cannot apply to email
since emails are not messages, reports or comations that pass ovezlephone or telegraphic
wires. |d.

The Court rejects Google’s readiof the statute. As a threshold matter, the second clayse
of the statute, which creates liability for individsatho “read[] or attemptfio read, or to learn the
contents or meaning of any message, repodoommunication while the same is in transit or
passing oveany wire, line or cable, or is being senbin, or received at any place within this

state[,]” is not limited to commuaations passing over “telegraphic or telephone” wires, lines, o

cables. See Cal. Penal Code § 631 (emphasis added). Furthermore, the Court finds no reason to

conclude that the limitation ofétegraphic or telephone” on “wirenk, cable, or instrument” in

the first clause of the statute should be imported to the second clause of the statute. The segond

clause applies only to “wire[d]ine[s], or cable[s]” — not “instrument[s,]” which are included in
the first clause. The Court findsat this difference in covega between the first and second
clauses suggests that the Legfigte intended the two clausesafaply to different types of
communications. Accordingly, the Court rejects Google’s comterliat the limitations in the
first clause must also apply tike second clause. The Court thereffinds that the plain language

of the statute is broad enoughencompass email.
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Further, the California Supreme Court’s rafeel finding that the California legislature
intended for CIPA to establish broad privacy potitons supports an pansive reading of the
statute. See Flanagan, 41 P.3d at 581 (“In enacting [CIPAhe Legislature declared in broad
terms its intent to protect the rigbit privacy of the people of this state from what it perceived as
serious threat to the free exercefgpersonal libertiesThis philosophy appears to lie at the heart
of virtually all the decisions construing [CIPA).(internal quotation marks and citations omitted)
Ribasv. Clark, 696 P.2d 637, 641 (Cal. 1985) (finding it isdpable” that the legislature designed
Section 631 as a catch all to “prabfe] attempts to circumventloér aspects of the Privacy Act,
e.g., by requesting a secretary torsdly transcribe a conversatiomer an extension, rather than
tape recording it in vi@tion of section 632")Tavernetti v. Superior Court, 583 P.2d 737, 742
(Cal. 1978) (“Th[e] forceful expression of the congidnal stature of privacy rights [in California]
reflects a concern previously evinced by thgikkture in enacting ghinvasion of privacy
provisions of the Penal Code.”).

Moreover, the California Supreme Court rizgly reads statutes to apply to new
technologies where such a readimguld not conflict with the statutory scheme. For example, in
previous evolution in commueations technology, the California Supreme Court interpreted
“telegraph” functionallypbased on the type of conumication it enabled. IBDavisv. Pacific
Telephone & Telegraph, the Supreme Court held thaelegraph lines” in a criminal law
proscribing the cuttig of lines includedelephone lines because “[t|he idea conveyed by each ter
is the sending of intelligence to a distance .hugi the term ‘telegraph’ means any apparatus fof
transmitting messages by means of electric currents and sigbags v. Pacific Telephone &
Telegraph Co., 59 P. 698, 699 (Cal. 189%ke also Apple v. Superior Court, 292 P.2d 883, 887
(Cal. 2013) (“Fidelity to legislate intent does not make it impossible to apply a legal text to
technologies that did not exist when the te&s created.” (internal quotation marks omitted)).

In line with the plain language of tis¢atute, the California Supreme Court’'s

pronouncements regarding the broad legislativeniniaderlying CIPA to mtect privacy, and the
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California courts’ approach tgpdating obsolete statutes in ligiftemerging technologies, the

Court finds that section 631 GfiPA applies to emails.

b. Public Utility Exemption

Google contends that even ifA applies to emails, it is gtblic utility” that is exempt
from the statute. ECF No. 56 at 14-15. The Cdeictines to reach thionclusion. California’s
Constitution defines “public utilities” as “[p]rita corporations and persons that own, operate,
control, or manage a line, plant, or system.fo. the transmission of telephone and telegraph
messages . . . directly or indirecttyor for the public.” Cal. @nst., art. Xll, 8 3. The California
Public Utility Code further defirgethis definition of public utility” as “every common carrier
..., telephone corporation [or] telegraph corporsati. ., where the servicepgrformed for, or the
commodity is delivered to, the pubbr any portion thereof.” Cal. Pub. Util. Code § 216(a). The
Public Utility Code further specifies that a ‘#graph corporation” is “@ry corporation or person
owning, controlling, operating, or managing any telegraph line for compensation within this
State.” Id. 8 236 (emphasis added). “Telegraph lireelefined as “all conduits, ducts, poles,
wires, cables, instruments, and appliances, Hrodieer real estate, fiytes, and personal property
owned, controlled, operated, or managed in cotme with or to faditate communication by
telegraph, whether such communication is had witlvithout the use of transmission wiregd.
§ 235. The code uses analogous definitions flefthone corporations” and “telephone linesd”

88 233, 234.

In short, in California, a “publiatility” is a preci®ly defined entity subject to an expansive

and exacting regulatory regime. Under therplanguage of the statutes, merely operating a
service over a telephone or telegh line does not render a compangublic utility. Rather, the
critical question is whether the company owemstrols, operates or manages a telephone or
telegraph line. Cal. Pub. Util. Code § 236.tiNiog in the record suggests that Google owns,
controls, operates, or managdglaphone or telegraph lines inlf@nia. Accordingly, the Court

finds that Google is not a “public utility” and thus does not qualify for the public utility exempti
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of Cal. Penal Code 88 631(b). The Couerdiore DENIES Google’s Motion to Dismiss
Plaintiffs’ section 631 claims.
4. Section 632

To state a claim under Californ®enal Code § 632, a plaintifiust prove (1) an electronic
recording of or eavesdropping (®) a “confidential communication(3) to which all parties did
not consent.Flanagan, 41 P.3d at 577. As set forth below, Rtdfs have not established that the
communications at issue are confidential parguo section 632. Accordingly, the Court
GRANTS without prejudice Google’s Motion to $bniss Plaintiffs’ section 632 claim. Because
this second element of a section 632 claim it the Court need not address whether email
constitutes an electroniecording under the statute nor néeatldress whether there was consent
under California law?

A conversation is “confidential” under secti682 “if a party to thatonversation has an
objectively reasonable expatbn that the conversation is noirmpoverheard or recorded . . . .
The standard of confidentiality is an objective one defined in terms of reasonabldregkrier
V. ADT Sec. Servs, Inc., 706 F.3d 1017, 1019 (9th Cir. 2013Y.0 prevail against a 12(b)(6)
motion, then, [the plaintiff] would have to alletgets that would lead tthe plausible inference
that his was a confidential communication — tlsa communication th&e had an objectively
reasonable expectation wiast being recorded.d. at 1020.

There is no authority from the Californtaurts addressing whether emails can be
confidential communication. Some decisions fritve California appellate courts, however,
suggest that internet-based commitation cannot be confidentiallhese courts rely on the theory
that individuals cannot have a reasonable expectation that their online communications will n
recorded. IrPeoplev. Nakai, 107 Cal. Rptr. 3d 402 (Cal. Ct. App. 2010), for example, the

California Court of Appeals fountthat section 632 did not protaostant message communication

13 The Court also need not address whetheEBPA preempts secti@32 of CIPA, as Google
contends.See ECF No. 44 at 26-27.
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of a criminal defendant charged with attemptingead harmful matter to a minor with intent to
arouse and seduce. There, the defendant,idhradn, had sent sexually explicit material via
instant message to a 35-yedd decoy, who was posiras a 12-year-old girlld. at 405-07. The
appellate court found that whitee defendant intended titae communication be kept
confidential between himselhd the recipient, he could negasonably expect that the
communications would not be recorddd. at 418. Specifically, the aot found that the fact that
the intended recipient could easily forward the infation to others militated against finding that
there was a reasonable expectathat the instant message would be kept confidentalAs the

court stated, “it was not reasonable for defenttaekpect the communicats to be confidential

because the circumstances reflect that the commignsatould have easily been shared or viewe

by . .. any computer user with whom [the inteshdecipient] wanted to share the communication
Id.; see also People v. Cho, 2010 WL 4380113 (Cal. Ct. App. Nov. 5, 2010) (holding chat
conversations are not condidtial under section 632people v. Griffitt, 2010 WL 5006815 (Cal.
Ct. App. Dec. 9, 2010) (“Everyone who uses a compkihows that the regaient of e-mails and
participants in chat rooms can print the e-maiild chat logs and shateem with whoever they
please, forward them or othase send them to others.”).

The Court finds that Plaintiffs have not allededts that lead to the plausible inference tha
the communication was not beingoeded because email by its very nature is more similar to
internet chats. Unlike phone comsations, email services are bgithvery nature recorded on the
computer of at least the reagpit, who may then easily transmit the communication to anyone e
who has access to the internet or print the conmcations. Thus, Plairffs have not plausibly
alleged that they had an obje@ly reasonable expectation thia¢ir email communications were

“confidential” under the terms of section 632.

4 The Court’s holding that the emails are not “édeftial” under section 632 is consistent with
the conclusion that Plaintiffs have nevertheless not consen@alagie’s interceptions under the
Wiretap Act and state analogueSee supra section 111.A.2. Determining whether a
communication is confidential undsection 632 requires the Courtldok to whether the intended
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Therefore, the Court GRANTS Google’s MotitmmDismiss Plaintiffs’ section 632 claims.
In a case concerning whetteecommunication was confidertiander section 632, the Ninth
Circuit affirmed a district court’s grant of afdadant’s motion to dismiss, but “[ijn an abundance
— perhaps an overabundance — of caution” remattdettie district courfor it to consider
allowing the plaintiff to amend his complaintanmanner that would satisfy federal pleading
standards.” Faulkner, 706 F.3d at 1021. Here too this Courtam abundance of caution” grants
Plaintiffs’ leave to amend their Consolidated Complaldt; Fed. R. Civ. Proc. 15(a).

C. Other State Law Claims

Plaintiffs also allege that Google violatednnsylvania, Maryland, and Florida law. With
respect to Maryland and FloridaMaGoogle’s sole contention in ikMotion to Dismiss is that

these claims are derivative of Rlaffs’ federal causes of actiortee ECF No. 44 at 5. Google

expressly acknowledges that theryland and Florida anti-wiretapping statutes mirror the ECPA.

Seeid. Therefore, Google’s Motion to Dismiss teadaims is based on its Motion to Dismiss
Plaintiffs’ federal claims. Because the Court ésriitoogle’s Motion to Dismiss Plaintiffs’ federal
causes of action, the Court also DENIES Goagldotion to Dismiss Plaintiffs’ Maryland and
Florida claims.

Google offers an independent basis for dismissing part of Plaintiff's Pennsylvania law
cause of action. Specifically, Goegtontends that Pennsylvaniavlprotects only the sender of
communication from wiretapping, not thecipient of that communicatiorsee ECF No. 44 at 13.
As a result, Google moves to dismiss Pl#isitPennsylvania law eim brought by those who

received emails from Gmail addressédg.

recipient of the communication is likely to seahe communication. lroatrast, the question of
consent turns on whether Plaintiffave authorized the third-party interceptor’s interference in th
communication. In the instant mattéhe Court concludes that eitsaare not likely to be kept
confidential by the intended reogpits under section 632. Nevertlssleindividuals do not consent
to third parties’ interception of their emails.
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Google relies oilump v. Nazareth Area Sch. Dist., 425 F. Supp. 2d 622, 633 (E.D. Pa.
2006), where the court held that “[a] claimamist demonstrate ‘that he engaged in [a]
communication’. The intended recipient ofiatercepted communitian, therefore, has no
standing to raise claim [sic] under section 572Se& ECF No. 44 at 13. Plaintiffs do not contest
thatKlump limits the scope of their Pennsylvania causaation to those who sent emails to Gma
recipients and eliminates their cause of actigainst those who received emails from Gmail
senders. Rather, Plaintiffs contemy that this Court should not follodlump because that case
was wrongly decidedSee ECF No. 53 at 11. However, Plaffs do not point to any authority
from the state or federal courtsPennsylvania that is contyato the court’s holding iKKlump. In
the absence of contrary authority, this Court will follow the decisidflump. Accordingly, the
Court GRANTS Google’s Motion to Dismiss witaspect to the claims under Pennsylvania law
raised by Plaintiffs who received emails from &@husers. In an abuadce of caution, however,
the Court grants Plaintiffs leave to amend the Consolidated Complaint.

V. CONCLUSION

For the foregoing reasons, the Court hereby GRANTS Google’s Motion to Dismiss with
leave to amend with respect to Plaintiffs’ CIBéction 632 claims and Plaintiffs’ Pennsylvania la
claim as it relates those who received ematmfGmail users. The Court DENIES Google’s
Motion to Dismiss with respect to all other clainRlaintiffs shall file any amended complaint
within 21 days of this order. Plaintiffs mapt add new causes of action or parties without a
stipulation or order of the Cowhder Rule 15 of the Federal Rutd<Civil Procedure. Failure to
cure deficiencies will result in dismissal with prejudice.

IT IS SO ORDERED.

Dated: SeptembeR6,2013 j‘-‘ H" m\.
" KOH

LUCY
United States District Judge
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