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L INTRODUCTION
Defendant Facebook, Inc.’s (“Facebook”) MotimnDismiss (the “Motion”) the Second
Amended Complaint (the “SAC”), asks this Courtleny recourse for millions of Americans whose

privacy Facebook repeatedly and profoundly violatedugh the unauthorizeathd secret tracking of

their web browsing. Ignoring recent case law and faeis in the SAC, Facebook’s motion is primayrily

built on two false premises. First, Facebook argues its misappropriation of billions of URLs and

personal data is not “injury in fact” for icle 11l standing. Second, Facebook argues URLS

other

categorically do not contain “contentsiie interception of which violatesderal and state wiretap laws.

Remarkably, Facebook’s Motion ignores the recent landmark opiniorrénGoogle Inc.
Cookie Placement Consumer Privacy Litig06 F.3d 125 (3d Cir. Nov. 10, 2015 as amended Nov
2015) (*Google Cookie Placement”). This Cosdrder dismissing plaintiffs’ First Amended
Complaint relied on the lower court decisior@nogle Cookie Placemerdnd described the facts as
“virtually indistinguishable.”In re Facebook Intergt Tracking Litigation2015 WL 6438744 at *6
(N.D. Cal. Oct. 23, 2015) (the ‘l@er”). Facebook brought the districourt’s original opinion in
Google Cookie Placemett this Court’s attention in a Statent of Recent Decisions dated Octobe
2013 [ECF No. 69]. Three weeks aftee trder, however, the Third Circuéversedhe district court
on the standing and contents issues on which Facebook relies.

Facebook also argues that usengehao reasonable expectation of privacy in a URL. But

Facebook ignores the SAC’s focus on diggregationof web browsing historyand then brushes aside

as “dicta” a recent unanimous Supreme Court decfgiding a privacy interest in aggregated URLS.

Facebook also relegates to a footnote a Califataie court decision against Facebook on identical
facts (Exhibit HH to SAC), finding a privacy imtst in aggregate web browsing history.
Finally Facebook complains thidite SAC does not identify @cisely which websites were

visited. Facebook does not mention, however, thatfemtehas that information for each plaintiff but

has refused to produce it.
II. FACTUAL AND PROCEDURAL BACKGROUND

Plaintiffs filed the first amended complamn May 23, 2012 [ECF No. 35] (the “FAC”). This
Court granted Facebook’s motion to dismiss allrds on October 23, 2015 with leave to re-pl&sd

1
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Order, 2015 WL 6438744. Plaintiffded the SAC on November 30, 2015. Defendants moved to
dismiss on January 14, 2016 [ECF No. 94] (theoti@n”). Accompanying this opposition is the
Declaration of Stephen Grygigated Feb. 18, 2016 (“Grygiel Declgjoviding referenced exhibits.
Other documents accompanying the SACxdmshéts are designated “SAC Ex. —".

The SAC differs from the FAC in several wayArst, four counts havieeen dropped and four

have been added:

Claim First Amended Second Amended
Complaint Complaint

Violation of the Federal Wiretap Act Count | Count |
Violation of the Federal Stored Communications Act Count Il Count Il
Violation of the Federal Computer Fraud and Abuse Act Count lll [dropped]
Invasion of Privacy Count IV Count IV
Intrusion upon Seclusion Count V Count V
Conversion Count VI [dropped]
Trespass to Chattels Count VII Count IX
California Unfair Competition Law (“UCL") Count VIII [dropped]
California Penal Code § 502 (computer crime law) Count IX Count X
California Invasion of Privacy Act (“CIPA”) Count X Count llI
California Consumer Legal Remedies Act Count XI [dropped]
Breach of Contract [not asserted] Count VI
Breach of Duty of Good Faith and Fair Dealing [not asserted] Count VII
Civil Fraud [not asserted] Count VIII
California Statutory Larceny [not asserted] Count XI

Second, the SAC outlines litigation in the United &aind Europe regardipgvacy claims arising

from Facebook’s tracking of internet search histar SAC 1 146-71. Third, the SAC adds facts

supporting a serious invasion of @oy resulting from Facebook’s internet tracking, with a focus o’Ln the

aggregation of internet communicais and personal data. Fourth, the SAC discusses a greater

of cookies Facebook used to track users post-logout, includireg tiser, c_user, datr, lu, &nd

I cookies. Fifth, the SAC cisediscovery documents confimg |G
e ——

- Sixth, the SAC specifically pleads thetch named plaintiff actually visited websites with
Facebook “Like” buttons while logged out during tass period, that inteepted URLSs containing

detailed file-paths beyond simple IP addresaed,more fully pleads Facebook’s business practice

2

PLAINTIFFS’ OPPOSITION TO FACEBOOK’S MOTION TO DISMISS
CONSOLIDATED CASE NO.: 5:12-MD-02314-EJD

umber

of



© 00 N o o b~ w N P

N N RN N DN DN N NDNN R P RBP RB R R R R R R
0o N o OO~ W N PP O © 0 N~ o 0o » W N B O

tracking all visits to such pagef&inally, the SAC asserts claims sg@ally on behalf of a subclass of

users of Microsoft Internetdplorer (the “IE Subclass”).
III. LEGAL STANDARDS

A. Pleading Standards

Facebook agrees that blit three (fraud, statutory larceny and § 502) of the SAC’s counts
governed by the notice pleading stards of Fed. R. Civ. P. 8(aMotion at 7. Plaintiffs’ factual
allegations need only be detailed enough to “raigasonable expectation thdiscovery will reveal

evidence” of the illegality allegedell Atlantic Corp. v. Twomb)\650 U.S. 544, 555-56 (2007).

are

Dismissal at the pleading stageidly appropriate “where the complaint lacks a cognizable legal theory

or sufficient facts to suppoat cognizable legal theory Mendiondo v. Centinela Hosp. Med. Center
521 F.3d 1097, 1104 {<Cir. 2008).
For Rule 12(b)(6) purposes, the Court must acasptue all the SAC’s well-pleaded factual

allegations.Ashcoft v. Igbgl556 U.S. 662, 664 (2009). The Court mumtstrue those facts and draw
all inferences in the manner most favorable to the plairitdive v. United State915 F.2d 1242, 1245

(9™ Cir. 1988). Nevertheless, Facebook improperesaseveral of its arguments on facts material
differing from those in the SAC, and these are noted below where apprépriate.

B. Collateral Estoppel

Under 28 U.S.C. § 1738, federal courts giviéfhith and credit to state court judgmerian
Remo Hotel v. San Francisce45 U.S. 323, 336 (20098rodheim v. Cry584 F.3d 1262, 1268 (9th

Cir. 2009). To determine the preclusive effect of aestaurt judgment, federabarts look to state law.

Heinrichs v. Valley View Developmed74 F.3d 609, 615 (9th Cir. 2007). In California, the preclu

effect of a final judgment can be either “isgreclusion” (i.e., collatetastoppel) or full “claim

ly

<

sive

preclusion.”Mycogen Corp. v. Monsanto C@8 Cal. 4th 888, 896—-97 (2002). Claim preclusion bars

claims/issues actually litigated, or that could have been litigated, in a prior proc&sbRglomar

Mobilehome v. San Marcp889 F.2d 362, 364 (9th Cir. 1993%ksue preclusion, on the other hand,

! Cf.Memo. at 5, fn. 4 (“[b]ecause cookids not collect any informationtyith SAC { 23 (cookies a
“small files that store information”).

3
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only bars re-litigation of individal issues. As explained beloracebook is attempting to re-litigate
two issues decided in previous eagnd which should be precluded.
IV. ARGUMENT
A. Plaintiffs Have Article III Standing
1. Standing May Exist Solely by Virtue of Statutes

Facebook concedes that under current Ninth @ifaw, Art. Il standing may exist solely by

virtue of statutes emting legal rightsSeeWarth v. Seldin422 U.S. 490, 500 (197%dwards v. First

American Corp.610 F.3d 514, 516-17 (9th Cir. 2010); Motion, fn. 7; Order, 2015 WL 6438744 at *7-8.

Plaintiffs satisfy the injury-in-fact requirement ftanding by alleging an ingen of a statutory legal
right. Economic loss is not required. Facebodehessly argues that piaiifs’ allegations are

insufficiently detailed to establigtatutory standing anddheconomic harm is &tatutory prerequisite
for three of the California claims (Cal. i Code § 502, fraud, and statutory larceny).

2. Viable State-Law Claims are a Basis for Standing

a. Plaintiffs Have Viable State-Law Causes of Action

Plaintiffs have alleged several concrete hattmas establish Articlell harm: First, Facebook
failed to expire personally identifyg tracking cookies from their dwsers at logouand plaintiffs
recently learned in discovery | G
-. See, €.g.SAC 1 76. This concrete and systematic invasion of class members’ computer
exceeded the authorized use of plaintiffs’ resoufaeboth the Class and the IE Subclass. Second
Facebook misappropriated billiottsrd-party private communicatns to which Facebook was not a
party, associated them with usersitif/ing data in real time, and celtted them without authorizatio
This is economic harm sufficient for standing.ir@hthe unauthorized colléon and aggregation of
plaintiffs’ and class members’ Wweéorowsing is a serious invasiohprivacy under California law.

Facebook argues that plaintiffsyeano standing to pursue valicht law claims to address th
injuries above because plaintiffs’ ability to monetize the misappropriated data remained undimir

Such diminution is not Constitutionally required dhd argument is factual anyway. More broadly,

2 Facebook does not deny that economic harm is not a prerequisite specifically for claims unde
CIPA. SeeCal. Penal Code § 637.2(c) (“It is not a necgspeerequisite to aaction pursuant to this
section that the plaintiff has suffered,ba@ threatened with, actual damages.”).
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“concrete harm” need not be econom@&ierra Club v. Morton405 U.S. 727, 734 (1972). Evenin
cases involving economic harm, where data is misgpjated and used for financial gain by anothg

the victim suffers injury even absent the victim’s intent to monetize the data himself.

FMC Corp. v. Boesky852 F.2d 981 (T Cir. 1988), an insider tragl case, illustrates Plaintiffs

standing. In the FMC's civil casior disgorgement, Mr. Boesky argued that FMC had no standing
because FMC was not denied the use of its owa, ehich Boesky had misappropriated. The Sevd
Circuit disagreed: “We hold that this misappropriationstitutes a distinct and Ipable injury that is
legally cognizable under Article llI'sase or controversy requirementd.

First, the court held #t “[c]onfidential businesmformation, even though tangible in nature,
corporate property . . . to which the corpamathas the exclusive right and benefitd. If the
information is misappropriated, it harms the victimlthough FMC was not actually deprived of the
information itself, FMC, as a result of this wrongful conduegis denied the right to use exclusively
confidential information.And that is injury.”ld. (emphasis added).

Boeskyteaches that if the claim is cognizablelenstate common law, it is Constitutionally

cognizable in federal court. The court reasoned:

For example, the actual or threatened injury required by Art. Il may exist solely
by virtue of statutes créiag legal rights, the invasion of which creates standing.
The same must also be true of legal rights growing out of state law.... Properly
pleaded violations of state-created legal rights, therfanust suffice to satisfy
Article 11I's injury requirement. Thus,even in the absence of a specific finding

that FMC was injured by the misappropriation of its confidential business
information, FMC sufficiently alleged the violation of a state-law right that in
itself would suffice to satisfy Article III’s injury requirement.

Id. at 993 (citations omitted) (emphasis addadyord, Veleron Holding, B.V. v. Morgan Stanl2g15
WL 4503580 at *15 (S.D.N.Y. July 23, 2015) (citiBgesky. More recently, the Ninth Circuit
explicitly agreed wittBoeskyand held that requiring out-of-poclk#smages might actually run afoul
the Erie doctrine. Cantrell v. City of Long Beagi241 F.3d 674, 683 {9Cir. 2001) (citingBoesky,
Erie Railroad Co. v. Tompkin804 U.S. 64 (1938) (federal couaysply state laws when sitting in
diversity); Guaranty Trust Co. v. Yorl826 U.S. 99, 105 (1945) (fonddirsity jurisdction “Congress

5
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never gave, nor did the federal csuever claim, the power to desybstantive rights created by Stat
law or to create substantivights denied by State law”).
Cantrell’sfocus on diversity cases merits attentiorehe~or example, some states recogniz
claims for privacy intrusions even absent economic dam&ges.e.g., Rhodes v. Grah&# S.W.2d
46, 47 (Ky. App. 1931) (“The fact that the damages cabawsheasured by a pecuniary standard is
bar to his recovery.”). If a plaiifit were required to pursue his Kertky tort claim in federal court,
Erie says the claim ought to preed substantively unalteredadebook’s standing argument, howev
requires the federal court to violdEee by dismissing a viable state law claim because the privacy
invasion did not cause amyt-of-pocket damages.

Facebook’s view of standing creates furtpegblems in the Class Action Fairness Act

e

e

not a

(“CAFA") context. Say a plaintifpursues a California state court case with a class limited to California

members without out of pocket losses. Say alparallel nationwide cés asserts an identical
California claim. That latter case must proceefideral court under the GA. Facebook’s Article I
theory would result in the brdar class having itsate common-law causes of action extinguished
while the state case proceeds. Such a resttinBary to CAFA’'snon-substantive purposBeeSenate
Report 109-14 at p. 61 (Feb. 28, 2005k¢eted as Ex. 1 to Grygiel Decl.

The CAFA issue above is not merely academitis case. Approximately one-seventh of t
class here is covered by a sthte-class action in Santa Clara@ty Superior Court asserting only
state law claims against Facebook related to identical con8eetUng v. Facebook, Iln€ase No. 1-
12-cv-217244 (Santa Clara Cty). The state cajected Facebook’s standing argument, finding th
“Facebook’s alleged conduct constitutes ameriinvasion of a privacy interestS3eeSAC, Ex. HH.
The Court’s Order, that plaintifiack standing for the unauthorizedllection and use of their person
data absent a showing that pléist ability to monetize the dataas diminished as a result (Order,
2015 WL 6438744 at *6) is inconsistent wihie andCantrell.

Furthermore, the law changed significantly after @rder. This Court cited three opinions fg

he

al

Dr

its standing ruling. One wa&3oogle Cookie Placemen&eeOrder, 2015 WL 6438744 at *6. Less than

three weeks after the Order, however, the Third @ireversed the districtourt’s ruling on standing:
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For purposes of injury in fact, thdefendants’ emphasis on economic loss is
misplaced.... a plaintiff need not showusttmonetary loss for purposes of injury
in fact.

* Kk k k k%

The plaintiffs here bageir claims on highly spefit allegations that the

defendants, in the course of serving advertisements to their personal web
browsers, implanted tracking cookies on their personal computers. Irrespective of
whether these allegations state a claim, the events that the complaint describes
are concrete, particularized, and actual aghe plaintiffs. To the extent that the
defendants believe that the alleged condugticates interests that are not

legally protected, this is an issuetbe merits rather than of standing.

Google Cookie Placemer@06 F.3d at 134-35 (citations omittedjhe court allowed claims for
invasion of privacy and intrusion upseclusion to proceed, and remandt.at 153.

This Court found the district court’s opinion@oogle Cookie Placemetitstructive mainly
because Plaintiffs’ allegationseavirtually indistinguishable.’ld. at *6. Plaintiffs agree€Google
Cookie Placemeris perfectly consistent wittihe simple formulations @doeskyandCantrell: if a claim
is cognizable under state common law it is Gitunsonally cognizable in federal court.

Finally, plaintiffs submit that the Ninth Circuit extend@entrell specifically into data privacy
cases.See In re Facebook Privacy Litj72 Fed. Appx. 494 {oCir. 2014) (reversing district court

and holding plaintiffs’ allegations ahisappropriation of their PII “$ficient to show the element of

damages” for contract and frauciichs). This Court’s Order limitintn re Facebook Privacy Litigatign

to cases where a defendant shar@donal data with advertisese€Order, 2015 WL 6438744 at *6,
fn. 3) respectfully is inconsistentith the Ninth Ciraiit's standing rulingn re Facebook Privacy Litig.
See alsdn re Anthem, Inc. Data Breach Litig:15-MD-2617-LHK, Order on Motion to Dismiss, SI
Op. at 45-48 (N.D. Cal. Feb. 14, 2016) (citinge Facebook Privacy Litigatioas basis to conclude
that loss of value of personal information “représea cognizable form @conomic injury”).

3. Plaintiffs Have Pled Actual Injury to Them

Facebook argues that plaintiffs must allege spettifrd-party webpages visited during the cl
period or specific communications RUs) that were intercepted. Mon at 10. Facebook misstates

allegations in the SAC and also misstates the egipie law. Pleading stding is no different than

7
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pleading anything else: a shartd plain statement putting tdefendant on notice sufficeSee, e.g.,

Nat'l Council of La Raza v. Cegavsié90 F. 3d 1032, 1039qCir. 2015). Notice pleading, buttress

by generalfacts sufficing to show “plausibility” — the éasonable expectation tldiscovery will reveal

evidence” supporting thelaim — is the ruleSee, e.g., Starr v. Bacd52 F. 3d 1202, 1212, 1214%@ir.
2011). The facts alleged need only bbsh the plausibility of standingeelLanders v. Quality
Communications, Inc771 F. 3d 638, 645 {Cir. 2015).

Plaintiffs’ FAC alleged thafacebook installed tracking asdssion cookies on their comput
without consent, that they visited websites vidttebook functionality wie logged out, and that
Facebook intercepted thalectronic communications were intercept&ee, e.g FAC 1 103. The
Order only identified one insufficiency: Plaintiffsied to allege that Facebook obtained the “conte
of a communication attsutable to them” makinthe allegation too general to “nudge” a CIPA clain
“across the line from conceivable to pééhle.” Order, 2015 WL 6438744 at *10 (citihgpal, 556 U.S

at 680). The FAC only allegedahcommunications were interded, but never alleged that the

communications contain contents. rfloe SAC, plaintiffs reviewed hURLs of websites visited while

logged out of Facebook, and specifically alleged thay of the intercepted URLs “contain detaileq
file paths containing the content GET and POST communicationsSee, e.gSAC 1 113. These
communications were more than IP addresseg SIC also identifies the specific browser used by
each plaintiff and alleges whether the computersiased. These extra allegations provide the “ny

the Court required See Erickson v. Pardus51 U.S. 89, 94 (2007) (underlB@(a), “[s]pecific facts

sed

ers

nts

)

idge”

are not necessary...the statement redd ‘give the defendant fair nogwf what the ...claim is and the

grounds upon which rests.™).

Furthermore, plaintiffs algeed with summary-judgent-like detail a busess practice through
which Facebook gathered billions of URLs during ttass period and associated them with actual
subscribers. SAC 11 68-78. Independent researcdeaSAC  58) support thesallegations. So do
Facebook’s own documents. Such detailed allegatbagyeneral businessgutice suffice to allege
that plaintiffs were harmedSee, e.g., Obama v. Klayma&®0 F.3d 559, 563-64 (D.C. Cir. 2015)

(standing established to assert claim againgi®w to proceed even though the plaintiff had not
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alleged the particular phone calls at issue becddesplaintiff “offer[ed] aninference derived from
known facts.”).

4, In the Alternative, Standing Should Be Resolved at a Later Stage

Although standing is normally a ttaleold issue to be resolvedthé outset of a case, courts
considering class actions may defer resolution arlater stage, even until class certificati@ee
Amchem Prods., Inc. v. Winds&21 U.S. 591 (1997). In situatiolilee this one prudential concerns
favor deferral §eeln re Target Corp. Data Sec. Breach Liti§6 F. Supp. 3d 1154, 1160 (D. Minn.
2014)), and “there is no rigid ruleatprecludes class certificatioroin being addressed before stan

issues.”In re Carrier 1Q, Inc., Consumer Privacy Litigr8 F. Supp. 3d 1051 (N.D. Cal. 201&grord

ling

In re Anthem, Inc. Data Breach LitigSlip Op. at 10 (“the Court finds thidthas discretion to decide |. .

when to consider issues of standing’).

If the Court requires allegations actual websites visited hige named plaintiffs, or actual
URLs intercepted, plaintiffs reqsedeferral of the standing isspending resolution of an upcoming
motion to compel. Facebook has refused to prodocaments related to the named plaintiffs.
Facebook has records of all datlexded on the named plaintiffs, veh might resolve this issue onc
and for all.

B. Plaintiffs Have Adequately Pled Federal Claims Under the ECPA

1. Specificity of Pleadings

Full of merits-based factual arguments aboatlttiernet’s functioningnd, in particular, the

functioning of Facebook’s surrétiously planted cookie$Facebook’s brief wishes away plaintiffs’

1%

many detailed factual allegations, from defendamws documents, showing defendant’s knowledgge of

its illicit post-log out tracking. Facebook assumesgairement of proof in the pleadings that neithg

=

Fed. R. Civ. P. 8(a), nor 9(b)or Ninth Circuit precedent imposes. Facebook’s arguments nowhegre

recognize that any “ambiguities” inishhighly technical setting — su@s whether a personal comput

server, software or cookie can function as a “devfor Wiretap Act purposes, a “facility” for Stored

3 See, e.gMemo at 2 (“proof of injury; “record infanation...transmitted as part of the normal
operation of the Internet;”); at 4 (“[l]ike any Wwe&ontent provider, Facebook’s servers....”); at 17
(“Facebook, like any other third-pgrprovider of webpage content...”).
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Communications Act purposes, or as a “machinesungtnt or contrivance” for CIPA purposes — “n
be resolved in favor of the pleadingddeldt v. Tata Consultancy Servs., L2015 WL 5542303, at *
(N. D. Cal. Sep. 18, 2015) (citingalling v. Beverly Enters476 F. 2d 393, 396 {eCir. 1973)).

Alleging long-established, letla cognizable claims, the SAC does much more than simply
“recite the elements of” those clain®&arr,652 F. 3d at 1216. Plaintiffs do not, for example, mere
allege “labels,” that Facebook used a “devite"intercept” the “congnt” of confidential
communications. Plaintiffs factually plead the itlignof such devices, the means and method of th
interceptions, and the contents of the commuinna. Facebook’s factual disagreement with those
contentions is for discovery asdammary judgment or trialSee Walker v. B&G Foods, In2016 WL
463253, at * 2 (N.D. Cal. Feb. 8, 2016) (“In the NMiircuit, ‘[i]f there are two alternative
explanations, one advanced by théeddant and the other advancedtihy plaintiff, both of which are
plausible, plaintiff's complaint survives a motion to dismiss.”).

2. The Wiretap Act

a. Plaintiffs Adequately Allege Content.

Content “includesnyinformation concerning the substa, purport, or meaning of [a]
communication.” 18 U.S.C. § 2510(8). The Order hedd ghaintiffs’ failed to allege Wiretap conten
because of similarity to “theeferrer headers addresse@ymga Privacy Litigatiorf Order at 16.
Plaintiffs’ SAC shows that the informati Facebook acquired differs from thatiynga. TheGoogle
Cookie Placemenuling and recently declassified casesn the Foreign Intelligence Surveillance
Court explain why detailed URLs do contain “conténg. “any information réating to the substance
purport, or meaning” of a communication.

Plaintiffs’ SAC alleges Defenad acquired “detailed URL requests and search queries” an

explains that URLs are composed of severi@dint parts. SAC at {185. For example, the URL

http://progressivehealth.hubpages.com/hub/How-DodtRe-Herpes-Breakouts contains four parts:

“http” establishes the basic compule@nguage of the communication; (2)
“progressivehealth.hubpages.com” identifies the welbsitehich the communications will be sent a
received, i.e. the other partyttee communication; (3) “How-Do-I-®luce-Herpes-Breakouts” is the

name of the precise file requested; and (4) “hlb% “How-Do-I-Reduce-Hemgs-Breakouts” is called

10
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the “file path.” SAC at 34. In this examptbe phrase “How-Do-I-Reduce-Herpes Breakouts” is
content because it contains infaation relating to the substa® purport, or meaning of a
communication. Likewise, in the URL httpuMw.nytimes.com/2011/08/10/nyregion/post-traumatid
stress-disorder-from-911still-haunts.html, the pargBTSD] from 911 still haunts” is conter8ee
SAC at 1 35.

In Zynga the URLSs at issue weFeacebookJRLSs that only includethe name of a person or
group.In re Zynga Privacy Litigation750 F.3d 1098, 1109{SCir. 2014). The URLs here are third-
party communications, and includearch terms or other detailggbstance, purport and meaniag.,
like “How Do | Reduce Herpes Breakstiand “[PTSD] from 911 still hauntsSee id(URLS contain
content where include “a search term or sintl@ammunication.”). Defendant’s argument that
computer-generated information can never contain content misgyeiga’sholding. The SAC-
specified URLs were not computer spawned buevemaly generated after the user sent a ‘GET’
command to a non-Facebook website by either typld&ka into the navigation bar or clicking on a
hyper-link. SAC at 131. The SAC ¢®nsistent with Internet uséreveryday experience and the
Supreme Court’s explanation of the “relatively sghdforward” manner of Internet communications.

See Reno v. ACL321 U.S. 844, 852-53 (1997)Ysers generally exploregaven Web page, or mov

D
-

to another, by clicking a computer ‘mouse’ on onéhefpage’s icons or links...”.). Whether a detailed

URL results from a user typing all of the infaation into their toolbaor clicking on a link, the
underlying intentional communicativedught by the user is the same.

Affirmatively requesting information, anzbnveying personal thought, on how “PTSD from

9/11 still haunts,” the user s&nding a protected electromommunication under the A&eel8 U.S.C|

§ 2510(12) (“Electronic communicatiomicludes “any transfer of signsignals, ... data, or intelligen
of any nature”). The browser sends a GET reqiiesttly to the NYT and populates the toolbar wit
the detailed URL includes the phrase “[PTSD] from19¢till haunts.” That URL is contemporaneou
acquired by Facebook without the tis&knowledge or consent. The NYT responds with a 3,000 w
essay on PTSD after 9/11 that is also gxt#d by the Wiretap Act. SAC at § 35.

Clicking on a mouse rather theyping the entire URL into theioblbar the user has still sent

protected communication. Anothemopected communication a&bout to be received. The ECPA’s
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primary purpose was to “effectively protect thevacy of electronic comunications” by updating the

law to “ke[ep] pace with the development of communications and computer technology ... and the

structure of the telecommunications industry” andrtp it in line with technadgical developments|.]”
Senate Report 99-541 (Oct. 17, 19862-3, Grygiel Decl. Ex. 2 .

Consider email where the user forwards @sage to another person without touching the
subject line of the original entaGenerated by the email providers’ computer code, the forwarded
email’s subject line, is nearly identical to the subje of the original email. Defendants’ logic lead
to the absurd result that such subject lines comtaicontent because the email providers’ default r
“produced” them. So, too, with Defernda argument about detailed URLSs.

In Declassified Opinion from the FIS@rovided to the Court oAugust 15, 2014 [ECF No. 78
the NSA argued it had authority under the Pen Regfstt to track URLs because they are DRAS

(dialing, routing, addressing, or samg) information. The FISC, whicroutinely hears Wiretap case

rejected this interpretatiohplding “DRAS and content are not mutually exclusive categorigsdt 31|

In Google Cookie Placemerthe Third Circuit ex@ined “everything beforthe .com instructs
centralized web-server to direcethser to a particular website tipost-domain name portions of the
URL are designed to communicate to the visitetsite which webpage content to send the user...
between the information revealed by highly detalé#&ls and their functiorigarallels to post-cut-
through digits, we are persuaded that-a minimun+ some queried URLgualify as content.” 806
F.3d at 139 (emphasis added).

The Google Cookie Placemeptanel was persuaded by “pasit-through-digit” cases holding
that “numbers dialed from a telephone after aisalready set-up” areoatent. 806 F.3d at 138, citin

U.S. Telecom Ass’'n v. FC227 F.3d 450, 462 (D.C. Cir. 2008ge als@rown v. Wadde]l50 F.3d

285, 87-88 (% Cir. 1995) (numbers sent to pager that‘anore extensive ... than those in telephone

numbers” contain “content.”fsoogle Cookie Placemealso cited the PATRIOT Act’s legislative
history, in which a report of thdouse Judiciary Committee explaingdt a pen register order “could
not be used to collect information other thamRE5], such as the portiasf a URL specifying Web
search terms or the nameaofequested file or articleSeeHR. Rep. 107-236 at 53 (Oct. 11, 2001),
Grygiel Decl. Ex. 3see alsdn re Application for Pen RegisteB96 F.Supp.2d 45, 49-50 (D. Mass.
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2005) (“Contents” included URL “subject linempplication commands, search quenieguested file
names andfile paths”); U.S. v. Forrester512 F.3d 500, n. 6 {9Cir. 2008) (URLs, unlike IP address
“reveal[] much more information” about useftdernet activity, inclughg articles viewed.)
b. Plaintiffs Adequately Allege Interciégn, i.e. Contemporaneous Acquisitio
Courts have interpreted the Wap Act to require the intercepn (18 U.S.C. § 2501(4)) to be
contemporaneous to the sending or receipt ohanmanication. Plaintiffs knowf no court that has
accepted defendant’s argument that simultaneousreapf referrer URLs appended to third-party

cookies do not involve the acquisition of inftation contemporaneous to a communicatiGh.U.S. v

Szymuskiewi¢522 F.3d 701, 706 {8Cir. 2010) (“contemporaneous daest mean ‘in flight’ or ‘in the

middle’ or any football metaphor;” is “contemporane by any standard” when the Wiretap defend
and the victims “receive[] each message wibhmore than an eyeblink in betweerl)S. v.
Councilman 418 F.3d 67, 76 f1Cir. 2005) {Councilman I”) (“[B]road definition of ... storage was
enlarge privacy protections for séardata ... not to exclude emaiessages stored during transmisg
from these strong protections.”).

Defendant acquired plaintiffs’ commications with websites as 8zymuskiewicZ he re-

direction of the URLSs in this s& functionally operated like @amail forwarding rule and Facebook

acquired users’ communications to the websitestime frame “contemporaneous by any standard|.

Defendant acquired information relating to the sutrstapurport, and mearg of communications tha
user received in return from the websites. SAT84. Facebook’s acquisition was completed “befor
communication between the plaintiffs and #aeious websites were completed.” SAC  184.

Konop v. Hawaiian Airlines, Inc302 F.3d 868 (9Cir. 2002) is inapposite. IKonop the
defendant gained unauthorized access to a “seagisite where the contents of the plaintiffs’
communications had been stored on a server faonapecified period of time, but far longer than th
milliseconds at issue herigl.

Facebook’s argument that it must receivee“actual communication” misstates the law.

Motion at 124 An interception is defined as the “acsjtion of the contentsf any ... electronic

4 Facebook misstates the clear $aalleged in the SAC when it gniliscusses communications sent
from the Internet users anghiores communications users recdivBAC { 184. (“In fact, Facebook
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communication[.]” 18 U.S.C. 8§ 2510(4). “Content’dsfined as “any information concerning the
substance, purport, or meaning” or the subgemmunication. 18 U.S.&.2510(8). The Wiretap Act
prohibits the “acquisition of any information conaigig the substance, purport, or meaning of any
electronic communication.” It is engh for a defendant to acquire post-through dialed digits, the
subject line of an email, or, in thease, the portion of dRL after the .com.

Finally, Facebook argues “Plaintiffs’ browser sends two different communications at two

different times.” Motion at 12. Theglaintiffs, however, are not browse The plaintiffs’ are sentient

human beings who made human decisions to seddexeive personal communiicgs from websites|

C. Plaintiffs Adequately Allegihe Use of a Device.

The Wiretap defines an “electronic ... @herdevice” as anydevice ... which can be used t(
intercept a[n] ... electronic communicatiofi[l8 U.S.C. § 2510(5). Emphasis adde@ttier’ and
“any’ have meaning. They focus on function —wiether something coulsk used to acquire
communications. Congress chose these broad definttidiasther its centrgburpose of effectively
protecting the privacy aflectronic communications. Randomuse defines device as, among othel
things: (1) “a thing made for a peular purpose; an invéion or contrivance, especially a mechanig
or electrical one;” (2) “a plan acheme for effecting a purposerid (3) “a crafty scheme, trick.”

The SAC alleges defendant used seven deticasquire communicationgl) cookies; (2) wel
browsers and their constitueiies; (3) computing devices; (4pEebook’s web-servers; (5) the webA
servers of the websites involvg®) Facebook’s computer code; and (7) the plan Facebook carrie
to effectuate the acquisition ofgnhtiffs’ communications. SAC { 187.

Web-servers and computers are devices under the Wiretas2pmuszkiewic822 F.3d at 70
(discussingCrowley v. Cybersource Corpl66 F.Supp.2d 1263, 1269 (N.D. Cal. 2001)). Software
computer code are devicés.re Carrier 1Q, 78 F. Supp. 3d at 1067 (“Plaintiffs have sufficiently
alleged that the Carrier 1Q Software is a ‘@evifor purposes of the Wiretap Act.”). Facebook’s
cookies are devices under the acatéhese they are an invention desdjf@ the purposes of “track[ing

and record[ing] an individual Integhuser’'s communications with aadtivities on websites across tf

received the communications before the commumndietween the plaintiffs and the various webs
were completed.”)
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Internet.” SAC { 52. Facebook’s secret interceppicagram is a “device” écause it is a “plan or
scheme” to carry out the purpose of acquiring tieetedbnic communicationsf Internet users.

Crowleyis inapposite. There the Court held tAatazon could not be liable under the Act
because it “acted as no more than the secony fwaat communication” when it knowingly forwarde(
information to CyberSource to verify one of its users credit card informédioat 1266. Facebook is
not a party to a communication between a pltiatid a third-party website as Amazon waSnowley.

Also inappositePotter v. Havlicek2008 WL 2556723 (S.D. Ohio June 23, 2008), arose ol
divorce. A jealous husband installed software on alyasomputer to surreptibiusly record his wife’s
communications. The husband interpleaded the s#ta@mpany. The Court concluded that “comp
software alone” is not a Wiretap Act “device’tlme context of a softwamanufacturer who never
received the alleged intercepted communicatitthsat *7 (Wiretap Act “does not contemplate
imposing civil liability on softwarenanufacturers and distributors foethctivities of third parties”).
Plaintiffs here allegseven devices, nabmputer software alon@&lor is Facebook a software
manufacturer who received norsmunications and merely soldfseare to a third-party who
subsequently used it to intercept anothergesscommunications. Facebook used the software to
acquire communications.

d. Facebook is Not a Party to the Communication.

Facebook tacitly concedes it isthird-party” and not a party tthe relevant communications
between the users and the websites. MTD4aR1. Plaintiffs agree as the Court duider at 18-19.
The SAC alleges Facebook intercepted communications that the logged-out plaintiffs sent and
from other websites. SAC { 184. The SAC illussdteat communications between users and web
occur through a channel separate from the gathugh which Facebook acquires information. SAC
60. The SAC alleges interceptions while logged-users were sending communications to non-
Facebook websites, with no intention of sending information to Facebook and when Facebook
explicitly promised it would noacquire user communications.

Facebook’s interpretation of tHparty” exception oblitesites the Wiretap Act. Suppose that,

“security purposes,” the IRS places cookies onatbb-browsers of every Aemican who files taxes

online. The IRS promises these Antans that it will not access the caekexcept when the tax-filerl|i
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actually on the IRS web-page attempting to file taxes. Suppose the IRS, for what it describes &
“security purposes only” so the IRS is sure aaproved vendors use theogram, requires tax prep
firms to place IRS computer code in the header of eatiipage the firm conti®if the firm wants its
customers the option to file theaxes online. The code also plaeesIRS logo on the page. The IRS
informs firms it will receive some information, butopnises not to track indidual tax-filers through
cookies while they are not actively logged-irthe IRS site. Accordingly, tax filers permit the
placement of cookies and tax preparation firms plagéRI$ code on every page of their websites f
these limited “security purposes,” including pages:likttp://www.efile.com/whiaare-the-penalties-fg
not-filing-a-tax-return-or-note-pay-taxes-IRS-penalty-list/.

However, unbeknownst to the tax-filers and thepgeeparation firms, suppose the IRS comp
code tracks taxpayers and theinoaunications (including the refem URL above) so that the IRS
acquires the content of every communication Joha makes with his tax prapation firm through hig
web-browser — including, for example, whetheskat a communication seeking information on “w
are the penalties for not filing ondaeturn or not to pay taxes?” THeS then uses the information to
determine whom to audit. Under Facebook’s logic, diyemontrary to Congressiahintent, the IRS is
“party” to the intercepted communication between the tax-filer and their chosen tax preparation

Similarly, In re Pharmatrak329 F.3d 9 (% Cir. 2003) rejected aargument identical to
Facebook’sSee alsoSzymuszkiewic22 F.3d 701 (rejecting similargament where defendant use
email forwarding rule to instruct victim’s emaigrvice to automatically re-direct all emails to
defendant)but cf.Google Cookie Placemer@06 F.3d at 143-45.

Crowley,cited repeatedly by defendaiiliistrates why plaintiffshould prevail. Making an
internet purchase, tierowleyplaintiff knowingly sent financianformation to Amazon. Amazon
transferred the data to CyberSoeito verify payment details. TkRemmunication between the plaint
and Amazon occurred on the Amazon web-page, a key fact Facebook Groitdeyexplains:
“Amazon merely received the information tramséel to it by Crowley, an act without which there
would be no transfer. Amazon acted as no more tasecond party to ammnunication. This is not

an interception as defined by the Wiretap Add’ at 1269.
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e. Consent is an Affirmative Defense

Defendant bears the burden of proving the affirmative defense of coBseRharmatrak 329

F.3d at 19. No consent appears in the SACossent cannot be resolved on Facebook’s Rule 12(b)(6)

motion.Scott v. Kuhlmanri746 F.2d 1377, 1378 {XCir. 1984) (citing Wright & Miller, Federal
Practice and Procedure, 8 1277 at 3P3{(affirmative defenses may not kz@sed in a motion to dism
unless no disputed fact issues).

For Wiretap claims, “consent shdutot be casually inferredPharmatrakat 20. No
constructive consent is permisgland “without actual notice, consent can only be implied when t
surrounding circumstancesnvincinglyshow that the party knew about and consented to the
interception.”Pharmatrakat 19, 20. Facebook’s interceptions brakeprivacy promises and include
the collection of personal data. Monsent, actual or implied, exisid.

f. The Ordinary Course of Business Exception Does Not Apply

The Wiretap Act exception for interceptions ‘hgiused by” an ECS provider in the “ordinar
course of its business (18 U.S.C. 8§ 25)J@&(B only applies to actual ECS providdrsre Google Inc.
Gmail Litig., 2013 WL 5423918 at *11 (N.D. Cal. Sep. 2613) (exemption “designed only to prote
[ECS] providers”);Shefts v. Petrakif2012 WL 4049484 at *5 (C.D. lll. Sep. 13, 2012); cited with
approval inln re Carrier IQat 40. Facebook, however, fails teidify the relevant ECS provider, ar]
does not say if it is making a vicarious claim.c&aook cites no case in which a defendant succes;
invoked a vicarious “ordinary cose of its business” exceptio@f. Google Privacy Policy Litigation
(involved scanning of emails on defendant’'s own email serwigeh v. Embarg 702 F.3d 1245 (10
Cir. 2012) (ISP defendant invoked exception dame communications occurring through its own
service).

Nor does Facebook claim it is the relevant EE&ebook is an ECS provider — but only for

communications made on Facebook.com. Facebook novdesrigfies — a fact issue, anyway - the

“instrument, equipment, or facility” or “component thef” that it must show it used as an ECS in the

ordinary course of business.
Even if Facebook identified the ECS and thelitgmecessary to invokthis exception, the no

consensual taking or tracking oketronic information is not withithe “ordinary course of business
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exception.” SeeGoogle Gmail Litigation2013 WL 5423918 at *11 (adopg “narrow reading” of
exception, requiring “some nexus between the needdgage in the alledganterception and the
subscriber’s ultimate business, that is, theitgkiib provide the underlying service or good.”).
Facebook’s interceptions and salesharing tools are neithergessary for transmission of
communications between users andsves nor “incidental” to thengee Google Gmail Litigation
2013 WL 5423918 at *8 (exception limited to ECS pdariinterceptions thédtacilitate[] the
transmission of the communicationisgue or is incidental to theansmission of such communicatio

Facebook’s argument fails undarre Google Privacy Policy There the court held that the
exception could apply to actionské&n by an ECS provider to furthigs “legitimate business purpose
2013 WL 6248499 at *11 (N.D. Cal., Dec. 3, 2013). lback’s systematic violation of its privacy
promises is not a “legitimate business purpoberé Carrier 1Q at 39 (exception mpplicable where
device “has functionality” thatvas “expressly disclaimed”$ee alsdpperman v. Patl87 F.Supp.3d
1018, 1061 (N.D. Cal. 2014) (common law intrusatsim; non-consensual taking of electronic
information is not “routine commercial behavior.”).

Disclosure of Facebook’s behavior resulte@ i@ongressional inqyifSAC § 112) and an
unprecedented 20 years of independent privadite SAC at §111. False representations and
misconduct punished by the FTC are not withim dindinary course of business exception.

3. The Stored Communications Act

a. Plaintiffs Adequately AllegeAccess to a Facility

The Stored Communicatiodsct defines “facility” as the aaduits “through which an electroni
communication service is provided.” 18 UCS2701(a). An ECS is defined any service which
provides to users thereof the abilitysend or receive v or electronic commications.” To find a
“facility,” a court must first detenmine the ECS then determine theraknts through which the servic
provided.

The SAC alleges unauthorized access to ttiféerent types of facilities: (1) personal
computing devices; (2) web-browseand (3) browser-managed files. SAC  199. Contrary to thg
Motion, every court to answer tigeiestion has found that web-browsansl browser-managed files &

protected SCA “facilities.”
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For example, Microsoft has successfully usedSICA to challenge computer hackers who g

unauthorized access to Internet Explorer andoitstituent files located on the personal computing

devices of IE users. IMlicrosoft v. Does 1-&he defendants circumventeddprivacy settings to take

information directly from IE users without carg. The court concluded, in unequivocal terms,
“Microsoft’s ... Windows operating system and InterBeplorer software arcilities through which

electronic communication services are providédi¢rosoft v. Does 1-814-cv-00811-LO-IDD (E.D.

Va. July 20, 2015). Plaintiffs know of no SCA case imirtdy web-browsers that Microsoft has loSe¢

alsoMicrosoft v. Does 1-2710-cv-00156 (E.D. Va. 2010)icrosoft v. Piattj 11-cv-01017 (E.D. Va.
2011);Microsoft v. Does 1-392-cv-1335 (E.D. N.Y. 2012Microsoft v. Does 1-1813-cv-139 (E.D.
Va. 2013);Microsoft v. Does 1-8§213-cv-00319 (W.D. N.C. 2013). These Microsoft cases get it rig
Accord,Chance v. Avenue, A65 F.Supp.2d 1153, 1160 (W.D. Wash. 20&hJing v. Monmouth961
F.Supp.2d 659, 667 (D. N.J. 2018)ispin v. Audigiey 717 F.Supp.2d 965 (C.D. Cal. 201Bjeedmar
v. AOL, 325 F.Supp.2d 638 (E.D. Va. 200€puncilman } 418 F.3d at 77 (“Congress sought to ens

ain

ht.

ure

that the messages and by-producsfileat are left behindfter transmission, as well as messages stored

in a user’s mailbox, are protedtéom unauthorized access. Hhmessages in the sender’s and

recipient’s computers could be accessed by electrinibataking into’ those computers and retrieving

the files.”).

Understanding the SCA’s purposenecessary to parse the distion between the web-brows
and email cases and the mixed case law on persomgduting devices. Congress enacted the SCA
“because the advent of the Internet presentededi@otential privacy leaches that the Fourth
Amendment does not addres®tion v. Arch Wireles$29 F.3d 892, 900 {oCir. 2008). Congress
wished to protect electronic comimcations “subject to control kaythird-party corputer operator|.]”
SeeSenate Report 99-541 at 3, Geidoec. Ex. 2. Likewise, iRiley v. California(discussed in morg
detail below), the U.S. Supreme Court unanimotsly that data contained on a personal computi
device is protected by the Fourth Amendment,aeiag “[a]n Internet searcand browsing history ...

could reveal an individual’s private imésts or concerns[.]” 134 S. Ct. 2473, 2490 (20R4leyis a

er

good step in the direction of privapyotection, as it closed the front ddorsecret seizure of such data.

But the back door remains open unless the SCA applies.
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Further, if web-browsers amot protected by the SCRjley v. Californiameans nothing in the

real world. First, rather thantampt to access communications directly through a person’s compu
cell phone, the government need only sersal@oena on the person’s web-browsing company
requiring the company to access the files ticiit has access rights. Second, a web-browsing
company could give government agents the authtrisgarch a user’s files contained within the
browser to which the web-browsingmpany maintains the right to acceSseUnited States v.

Matlock 415 U.S. 164, n. 7 (1974) (“Conam authority” rest on “mutual use of the property by per

ter or

50NS

generally having joint access or canttfor most purposes[.]”). This is because a web-browser user does

not “own” the browser or its filelsut only enjoys a “license” to uslkem subject to conditions which

allow the web-browsing company &@cess the same filasyder Facebook’s argument. Finally, a web-

browser licensor could disclose thentents of its user’s Internedbmmunications to any third-party

without user consent. Viewed in its proper contthérefore, Facebook’s position violates the basid rule

of avoiding statutory int@retations that lead to absurd resulBee Los Coyotes Band of Cahuilla and

Cupeno Indians v. Jewgll29 F. 3d 1025, 1036{<ir. 2013)
b. Plaintiffs Adequately Alleged Storage

The SCA defines “electronic storage” as (A) yaamporary, intermediatgorage of a[n] ...
electronic communication incidental ttee electronic transmission thefeand (B) any storage of suc
communication by an [ECS] for purposes of bacgrgiection of such comuamication.” Plaintiffs
allege Facebook gained access to the content of comations in cookies and referer URLs stored
browser-managed files, includin@:) URL requests present in the tioat while a user remains prese
at a particular webpage; and (2pwsing history maintained by teeb-browser ECS for purposes g
back-up protection.

The definitions of storage are “extraordinarindeed, almost breathtakingly — broaB€e
Councilman lat 73 (citingU.S. v. Councilmar245 F.Supp.2d 319, 320 (D. Bt 2013)) (Congress
intended to protect “[e]mail messages in the sen@edsthe recipient’'s computers” which “could beg
accessed by electronically ‘breaking into those coams{il”) Though this is a web-browser case, tH

concept is the same regarding the URtaed in the @lintiffs’ toolbar.
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Defendant’s argument that a URL stored in a’ageplbar is not stored “in the middle of a
transmission” (MTD at 20) is a factual, and stheid, argument. The contents of these communicat
including all information after the .com, enter storagth@atoolbar “once a useits Enter or clicks on
link [and] the communication is the proces®f being sent and receiveetween the user and the fir]
party website.” SAC 1 206. The web-browser storespy of the user’s URL requests in the toolbar
only so long as “the user remaim®sent at a particular webpagkl” When users send their next
communication, the stored communicatismemoved from the toolbar. As pleaded in the SAC, th
the everyday experience of millions of Angann Internet users including the plaintiffs.

Storage in browsing history alsatiséies the second part of thefuhion because the storage
for “purposes of backup protectiorwhich the Ninth Circuit has helapplies to backup protection fof
the user’s benefitTheofel v. Farey-Jone859 F.3d 1066, 1075{Iir. 2004).

C. Plaintiffs Alleged Facebook “Accessed” Facilities.

The SCA does not separately define “accesse ddmmon definition of access is not limited
physically entering a protected fatyjli but instead to “obtain” inforation from it or make use of i&eq
Segan LLC v. Zyng2015 WL 5315945 (N.D. Cal. Sept. 10, 20159témt case). The Oxford dictiond
defines “access” to include “the opportunity to useeamefit from something” or to “obtain, examing
retrieve.® In the computer context, Webopedia defines access as “t6 Tise.Computer Desktop
Encyclopedia defines access as, among other thimgspfhputer security, th@pportunity for use of a
resource.” The ECPA’s legislative histy shows Congress intended access to have a broad mea
SeeSenate Report 99-541 at 38-39y@el Decl. Ex. 2 (Discussing 827@3(and (d) as providing for
“access to records or other information pertaining smbscriber” and providing for “orders requiring
access by a Government entity to the contents of an electronic communication,” effectively mak

access synonymous in the ECPA with the obtaining of information).

® http://www.oxforddictionaries.comgdefinition/american_english/access

® http://www.webopedia.com/sgarch/results?epartner-pub
-8768004398756183%3A6766915980&cof=FORID%3A10&ie=UTF-8&qg=access

" http://www.yourdictionary.com/access#computer
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Facebook’s behavior fits all of these definitioairthermore, contrary to Facebook’s argum
plaintiffs’ interpretation wuld not lead to liability for “any thirgbarty provider of webpage content t
receives referer URL information” just because they received the communftdfiarbrowser
communicates a referer URL to arthparty, that normal functioninig not an interception or an
unlawful access of a facility, becsauit is impliedly consensualn re Doubleclick 154 F.Supp.2d 4971
(S.D.N.Y. 2001). Facebook, howevacqguired content without any consent, and the general rule
articulated inDoubleclickdoes not apply. The only third parti@sihg liability under plaintiffs’ theory

are those who circumvent privacyttsggs on browsers or those whosrepresent the nature of the

cookies being written to the browsein other words, those pasig/ho cannot claim implied consent.

C. Plaintiffs Have Adequately Pled California Law Claims
1. The California Invasion dPrivacy Act (“CIPA”)
a. CIPA § 631

A claim under Section 631 mirrors tBE€PA with two relevant differencégzirst, CIPA is an

all-party consent statute. Even if Facebook prewalgs theory that the ralant communication is the

GET request sent to Facebook, and Facebook is a *partye intercepted referer URLs (making it {
“one party” consenting to the conmmication), it cannot demonstratethhe plaintiffs consented.
Lacking all-party consent, the EA could provide a basis for lidity even where the Wiretap Act
would not. Furthermore, all parti@siditional, Facebook is a third-partyBut it is not a “content”
provider.

Second, CIPA does not require the use ofevite.” Facebook argues that the relevant
requirement is instead a “machine, instrumentamtrivance,” see Motion at 16, but this argument
selectively edits the statute. CIPA’s actual fxthibits interceptions pmeans of any machine,
instrument, or contrivancey in any other mannér Plaintiffs adequately alleged seven instrument

contrivances as detailedtineir federal Wiretap sectio®eeSAC | 217. Even if these facts do not

8 Facebook here concedes it is a third-party.

° Plaintiffs restate their arguments on “conteantit! “consent” from the federal Wiretap Act.

10 Facebook again concedes it is not a pargofmmunications between users and websites.
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technically qualify as a “machine, instrument or contrivance,” Facebookha®ed the portion of the
statute allowing “any other manner.”
b. CIPA § 632

Section 632 forbids recording a conversatiorereh‘a party to [the¢onversation has an
objectively reasonable e&ptation that the conversatiomist being overheard or recorde&lanagan
v. Flanagan 27 Cal. 4 766, 777 (2002). As Facebook notes, Califacourts have held that Interne
communications are not confidél in some circumstancesiowever, plaintiffs know of no case
holding that an Internet commuaition is not confidential for pposes of Section 632 when the
recording entity explicitly promised the actual ees to the communicationahthe conversation wou
not be recorded: Facebook explicitly promised not to reddhe communications at issue creating
privacy expectation. “When yood out of Facebook, we remove the cookies that identify your
particular account.” SAC { 23. Even after Facebwoak caught, its Engineering Director said, “We’
said that we don’t do it, ansle couldn’t do it without sonmferm of consent and disclosur&AC § 27.
See als®AC 174-78; SAC 1107.

Facebook cites the Court’s prior holding that “Internet users have no expectation of priva

the ... IP addresses of the websitesythisit,” Motion at 18, but this hding is irrelevant to the Sectign

632 analysis. As alleged in the SAC, Facebook isfeter] detailed URLSs in addition to simple IP
addressesSeeSAC 1 355see alsdn re Application for Pen RegisteB96 F.Supp.2d at 49-50;S. v.
Forrester, 512 F.3d at n. 6 (URLSs, unlike IP addressesyéal[] much more information” about user
Internet activity, including articles viewed}oogle Cookie Placemer806 F.3d at 138 (citing

Forrestel). Even if the SAC only allegddterceptions of IP addresses (alhis not the case), even |

—

d
the

cy in

addresses can be the subject of dhjely reasonable expectationspivacy in the context of a Sectipn

632 claim. Ad~orresternoted, the government must obtain a touder even if only tracking the IP
addresses to and from whia person is communicating.
Plaintiffs also adequately alleged the usa ofécording device - the same devices used to

intercept their communications. SAC  217. Facebook aitenapposite pre-Integhcase — and fails

11 Defendant is not a party to any of the communication between the plaintiffs and the websites
own admissions, it is a third-party. Regardless aétiver the Court deems Faoek a party, it is liable
under Section 632.
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cite any case supporting its jamn that the devices it uses to reddts users’ Internet communicatiot
while logged-off fail to qualifySeeSAC { 48-52 regarding recordinfinformation ir‘-
database and third-partpakies “designed to tracnd recordan individual Internet user’s
communications.See also In re Google Inc. Gmail Litig013 WL 5423918 at *21 (California
Supreme Court has repeatedly intetpd CIPA broadly anttegularly reads statas to apply to new
technologies where such a reading wouldawotflict with the statutory scheme’People v. Nakail83
Cal. App. 4'499, 518 (Cal. App. 2010) (computer “screenshotgall within the ambit of a recording
device.”). The devices, instruments, contrivanaesl, scheme used by Facebook to record its user’
communications fit the statutory scheme.

2. Invasion of Privacy anthtrusion Upon Seclusion

a. Invasion of Privacy

Enshrined in the state Constitution, the Californiaa@dinvasion of priacy has three elements:

(1) a legally protected privacy interest; (2) a reabdm expectation of privgcand (3) the intrusion
must be so serious as to constitaeegregious breach of social nornitill v. NCAA 7 Cal.4" 1
(1994). The plaintiffs allege fexto support all three elements.ithéut consent, Facebook intercep
billions of URLs appended to cookies that provided user idemwtityser, fr, 10, time and dateaCt),
location (ocale) and other personal information. By asatioig multiple URLs with the same user, 4
comprehensive picture of each subscriber’'s persdeatdin be assembled with frightening detail, b
on data that Facebook was not authedito receive. In short, tleeis a reasonabkxpectation of
privacy inaggregateweb browsing history, evafinot in any single URL.

The first court to address whether this wholesateesilance of the Internagives rise to a clair
for the tort of invasion of privacy wahe California Superior Court, Wng v. Facebook, IncNo. 12-
CV-217244, Order (Cal Super. Ct. Santa Clara Cnty 2uB012), attached todSAC as exhibit HH.
Yes, the Court found, “there is ayldly protected privacy interest a person’s identifiable browsing
history,” slip op. at 3, and usingakies to “track large portions gkople’s browsing histories across

numerous other websites . . . constitutesraous invasion of a privacy interestd. at 52

12 Facebook may be collaterally estopped from challengingtigeeourt’s factual ruling regarding
invasion of privacy. Though the dsion was a denial of a demurer, Facebook opted not to seek
interlocutory appeal. “Once an issue has beervedan a prior proceedinghere is no further fact
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Every other court sinddng has reached the same conclusi®he Court of First Instance in
Belgium found that usingacebook’s browser-specifitatr cookie to track web browsing (even with
evidence thadlatrs could be linked to actual ess) violated “fundamentaights and freedoms.” SAC
Ex. EE. InGoogle Cookie Placemenwhich this Court found tbe factually “virtually
indistinguishable,” the Third Circuiteld that even sophisticated intet users can “reasonably expe
that URL queries would not be associatath each other without conserttoogle Cookie Placemen
806 F.3d at 151. The Third Circuit specificdibyind that Google’s aggregation of the URLs
“intrud[ed] upon reasonable expettas of privacy” and allowed éhCalifornia tort to proceedd.
The Third Circuit also found Google’s conduct to “ciluge an egregious breach of social nornis.,”

conduct which is nearly identical that alleged here, in particulartivirespect to the IE Subclass.

Finally the French data protectianthority (CNIL) recently followedhe decision of the Belgian Court

of First Instance, finding Facebook’s use of dlag¢r cookie to track web browsing to be neither fair 1
lawful without consentSeeGrygiel Decl. Exs. 4 and 5.

Supreme Court Fourth Amendment jurisprudengrrors these decisions and reflects the
growing and reasonable public desird&free from electronic surveillanc8ee, e.gUnited States v
Jones 132 S. Ct. 945, 955 (2012) (prolonged electrémsation monitoring byyovernment, even in
public spaces, violates reasonglracy expectations). The Suprer@ourt repeated this logic in
unanimously decidin®iley v. California 134 S. Ct. 2473, 2490 (2014), finding a legitimate privac
interest in aggregated electronidalan a smart phone (including Interhetory) even if any individu
item of data may not give rise to a legitimate interéstthe same way, internet users have a reaso
expectation of privacy in thpervasive aggregatiof web histories, evenftfiey do not in a single UR

ConsideringlonesandRiley, Judge Koh recently observtuht “Justice Sotomayor was
particularly concerned with “the existence atasonable societal expatibn of privacy in thesumof

one’s public movements.In re Application for Telephone Informatiop2015 WL 4594558 at * 8 (N.[

finding function to be performed” in future casbhirray v. Alaska Airlines, In¢50 Cal. 4th 860, 864
(2010). The Restatement (Second) of Judgments 82 tiguggests the denial of a demurer might
“final” for purposes of collatetaestoppel because “an issue . . . submitted and determined on a n
to dismiss for failure to state a claim” is a final judgmeThis is true even determination is “based
a failure of pleading or of proof as well as the sustaining of ¢hburden of proof.”ld.
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Cal., July 29, 2015) (quotingpnes (emphasis added by Judge Koh). She further observelitbpat
also focused on the new technologiahility to aggregate personal dath,at *9, and concluded:
“Based on the preceding U.S. Supreme Court cése$ollowing principles are manifest: (1) an
individual's expectation of pracy is at its pinnacle when govarant surveillance intrudes on the
home; (2) long-term government surveillance by the gowent implicates an individual's expectati
of privacy; and (3) location data . . . can reveakalih of private information about an individudd”
She then concluded that cell pharsers have a legitimate expeatatof privacy in the aggregate
collection of cell phone location data, even if thewaild not be in a singldata point. “Such an
expectation is one that society idlimg to recognize as reasonabldd.

In its Motion, however, Facebookngres the tectonic jurisprudentshifts above and argues
if the technological advances discussed allatnever happened. Thus, Facebook relegbigso a
footnote and brushes it off as “anrgly decided” without offeringrey analysis. Facebook also never

mentionsGoogle Cookie Placemeand never mentions the recent decisions in Europe finding thg

pervasive web tracking via tliatr cookie violates fundamental frd@ms absent consent. Facebook

also never mention®¥ones and disregards as metietathe Supreme Court’s ruling Riley.
b. Intrusion Upon Seclusion

The California tort of “intrusiompon seclusion” is siilar to but distincfrom the tort of
invasion of privacy and both are cognilebeparately on the same facBee, e.g., Google Cookie
Placement806 F.3d at 151. Specifically, urtharized taking of electronic iarmation can give rise t
an action for intrusion upon seclusiolal. (unauthorized taking of pemsal Internet communications
under California law)Qpperman87 F.Supp.3d at 1058-61 (unauthoritaking of personal contact
lists under California law).

I Facebook Intruded Upon a Private Matter

A plaintiff must plead the dendant intruded into “some zone of ...privacy surrounding, or
obtained unwanted access to data about the plaintiff . . . [and] an objectively reasonable expect
privacy in “the place, conveation or data source.Shulman v. Group W. Productions, Int8 Cal. 4
200, 232 (1998). Facebook obtained unauthorizedsadoePlaintiffs’ computers and Internet

communications by (1) tracking users’ communiaagiavhile they were logged-off of Facebook in

26

—

O

ation” (

PLAINTIFFS’ OPPOSITION TO FACEBOOK’S MOTION TO DISMISS
CONSOLIDATED CASE NO.: 5:12-MD-02314-EJD




© 00 N o o b~ w N P

N N RN N DN DN N NDNN R P RBP RB R R R R R R
0o N o OO~ W N PP O © 0 N~ o 0o » W N B O

violation of Facebook’s owprivacy policy and public promisesn@ (2) circumventing users’ privacy
settings on Internet Explorer. aftiffs’ SAC pleads “an objectively asonable expectation of [priva
in the place, conversation or data sourde.”at 232. This objectivelgeasonable expectation was

created (1) by Facebook when it explicitly promisedtadtack its users whilthey were logged-off;

and (2) by state and federal statutegarticular, the Wiretap Acgtored Communications Act, CIPA
Pen Register Act, and other stasiplead in plaintiff's petitionSeeSAC § 17-27, 225. Plaintiffs alsc
had an objectively reasonable expectation ofgmymhat Facebook would not circumvent the choseg
privacy settings on plaintiffs’ web-browseff. Kewanee Oil v. Bicrqr16 U.S. 470, 487 (1974) (“A
most fundamental human right, that of privacy, re#ttened when industrial espionage is condoneg

made profitable; the state inter@stenying profit to such illegaentures is unchallengeable.”).

il. A Reasonable Person Could Firdcebook’s Behavior Highly
Offensive

“Highly offensive” is a mixedjuestion of law and factdill at 40. It is ultimately a jury
guestion unless a court determines that “as a n@tpolicy, such conduct shalibe considered, as g
matter of law, not highly offensive.Taus v. Loftus151 P.3d 1185 (Cal. 2007). Congress and eve
state has already made this politgcision by enacting criminal stadstagainst conduct like Facebod
that is inherently highly offemge or would not be punishable bycarceration -- violations of the
Wiretap Act, Pen Register Act, Stored Commutices Act, CIPA, Califonia Computer Crime Law
and Cal. Penal Code 8§ 484, 496, 631 and 632 are each subject to prisorsesnesgl8 U.S.C. §
2511(4)(a); 18 U.S.C. § 2701(b); and 18 U.S.C. § 108B)2 California explicitly declared that
activities such as the SAC alleges are “seriowestig] to the free exercise of personal liberties and
cannot be tolerated in a free andilczed society.” Cal. Crim. Code 8 630. California’s Supreme C

has held that “eavesdropping [or] wiretapping” givise to the tort ahtrusion upon seclusion.

Shulmarat 868.
Even if Facebook technically violated no law, its conduct would still be highly offensive.
Determining offensiveness requires consideratioallafircumstances of the intrusion, including the

degree, setting, and intruder’'s motives and objectiiéilier v. National Broadcasting Cp187
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Cal.App.3d 1463, 1483-84 (Ct. App. 198B8ernandez v. Hillsides, Inc47 Cal. 4th 272 (Cal. 2009).
Facebook’s unauthorized intrusion involved theriléfs’ home computers and personal computing
devices. The Supreme Court has repeatedly engdthie importance of privacy in a person’s hon
computer, and web-browsing historgee e.g., U.S. v. Jond82 S. Ct. 945 (2012Riley v. California
134 S. Ct. 2473 (2014). The degree amdumstances of the intrusion was so widespread and per
that Facebook agreed to 20 years of indeperléracy audits. SAC § 111. Facebook’s motive ar
objective of Facebook’s conduct was Facebook’s owméiah gain at the expense of the privacy
interests of its millions of users, which is not enot@bvercome its surreptitiodbeft of the plaintiffs’
personal informatiorOpperman 87 F.Supp.3d at 1061 (“surreptitioreft of personal contact
information ... has [not] come to [be] quadidl as ‘routine commercial behavior™).

3. California Statutory Larceny

a. The SAC Properly Alleges Claims for Statutory Larceny
The California Penal Code states that persdms defraud other person$ personal property
false pretense are guilty of theft. Cal. Penal (®d84(a). Cal. Penal Code 8§ 496(c) provides a p
right of action for “[a]nyperson who has been injured” by the s&#lstolen property. Cal. Penal Coqg
496(c). Thus, regardless of plaintiféntitlement to a cause of actiander § 484, due to the incorpora
of theft by false pretense by 8§ 496, plaintiff¥@alleged a claim for theft by false pretense.
b. Personally Identifying Information is Property
Defendants citén re Zynga Privacy Litig.2011 WL 7479170 (N.D. Cal. June 15, 2011) bodl
v. LinkedIn Corp.900 F.Supp.2d 1010, 1026 (N.D. Cal. 2012) ésasvolving the California Unfa
Competition Law) in arguing Pll is nproperty” subject to Penal Code 4&&eMotion at 39. Howeve
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Section 496 does not define “property” and California tsobiave stated that ahyng that can be stolen

can be property under 8§ 4%8eople v. Norwood26 Cal.App.3d 148, 157 (App. 2 Dist. 1972). Califg

has specifically recognized thateds personal identifying informationR11”) can be the object of the

and criminalizes the unghorized use of sam&ee CTC Real Estate Services v. | 4d@ Cal.App.4th

856 (App. 2 Dist. 2006) (citing Cal. Penal Code § 530.5).
For the purposes of Chapter 8 (False Persomatnd Cheats) of Title 13 (Of Crimes Aga

Property), the Penal Code defines “personal identifying information” as includiagalia, any name
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addresses, personal identificatioambers or passwords, unique alecic data, including informatipn
identification numbers assignedgersons or addresses, and tehegwnications identifying informatipn

or access devices. Cal. Penal C8d&30.55(b). Much of the aforentemned information was contairjed

in the information Facebook collected from the plainté#ésalleged in the SAC, and furthermore, the list

of PII set forth in 8 530.55 ends with “an equivalent form of identificationld.

Courts have explained that the word “propemygnifies “something that one has the exclysive

right to possess and us@&ople v. Kwok63 Cal.App.4th 1236, 1250-51 (AppDist. 1998) (interpreting

Cal. Civil Code § 654). Making unauthorized copiedether of physical objects, trade secrets, or
computer data, is, then, thefiwok 63 Cal. App.4th at 1251 (refereng Cal. Penal Code 88 499c¢(b)(3)
and 502(c)(2))see People v. Gopdal71 Cal.App.3d 524 (App. 1 Dist. 198&ade secrets were property
under 8§ 496). Such actions destroy “thi@ngible benefit and prerogativef being able to control access

to such propertyld. Plaintiffs had the exclusive right to ggess and use their PII, including their

respective browsing histories. Facebauterfered with thigight. Plaintiffs’ information is property and
Facebook’s actions constituted thafider the California Penal Code.

C. Plaintiffs Have Sufficiently Algeed Theft by False Pretenses

Echoing its “party to the communication” argumedfdcebook claims that because it received the
information at issue “directly frorRlaintiffs,” it was not stolen. Matn at 39. But the SAC alleges that,
when users logged into Facebook, various session coakgksracking cookies were written to their

browsers. SAC 3. When the usdngwsers sent referer URLs to Facebook, they were appended o user

identifying data without the users’ consemhich fundamentally changes the nature of
communication. Plaintiffs, simply putent the URLs under false pretenses.

Incredibly, Facebook claims it “had no reason thee the information was stolen, nor was
Motion at 39. But this factual defense is not omgppropriate at the 12(b)(6) sta-

I \ot only diid

Facebook track and transmit plaintiffs’ data to ftssithout plaintiffs’ knowledge or consent, i

represented to plaintiffs thatwas not doing so. SAC {1 23-25, 63, 85, 102. No inference is reasonable

other than Facebook intended these representations to induce pltontiffie its website and to allow

Facebook to continually collect valuable meral user information. SAC § 227-f, 263—-266, 278.
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choosing to contract with andeugacebook, plaintiffs relied on Fao®k’s false representations. SA
2671 Plaintiffs’ reliance can also be inferred from all of the circumstandasis v. Garcig 734
F.Supp.2d 973, 989 (N.D. Cal. 2010) (citirgople v. Wooterl4 Cal.App.4th 1834, 1843 (1996).
d. The Facts do not Preclude a Claim for Theft by False Pretenses
Facebook argues that it cannot have stolen pisngroperty because plaintiffs’ browsers ¢

“GET” requests to Facebook “as part of the Iné¢si1normal operation.” Motion at 39. A brows

sending a GET request to a website in order to viewoitgent is part of the Inteet's normal operatign.

But a website’s surreptitious installation of cookiestlogir browsers in ordepost-log out, to colle

personal information, is not.

Facebook further elides the pointarguing it neither purchasedapitiffs’ property nor receive

it from a third party. Liability, however, attaché&®m Facebook’s extractioaf plaintiffs’ property

without their knowledge or consgmand without compensation.

C1

ct

Facebook then argues that because Faceboohkatidctually conceal or withhold plaintiffs’

browsing histories from them, pldifis have no Sec. 496 clainfilowever, Section 496 more broa
reaches not only to persons who concealithhold property, but also those weell property, and tho
who “aid[] in concealing, selling, or withholding apyoperty from the owner, knowing the propert

be so stolen or obtained.” Cal. Penal Code. 8 496(a). But the facts alleged in the SAC show

cannot disclaim knowledge of the non-consensual miannghich plaintiffs’ pesonal information was

acquired. Facebook did sell its users’ personal infoomdecause it charged more to advertisers
on this very information.

4, Breach of Contract and Implied Covenant of Good Faith and Fair Dealing

As the SAC alleges, Facebook breached its contthptomises (both ekipit and imgicit) not

to track the web browsing of subscribers whd legged out. Facebook makes three argument in its

Motion to dismiss the breach of contract cla{f): Facebook is not contractually bound by its own

Privacy Policy nor referenced Help Pages; (2flamages; and (3) no allegations of plaintiffs’

13 Contrary to Facebook’s assertion tRéintiffs have not properly gtl the elements of theft by false
pretenses, all of the foregoing information in thisggaaph was incorporated into Count Xl of the S
SeeSAC 1 286.
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performance. Facebook makes these same argumigmtespect to the implied covenant of good f
and fair dealing, and also argubat the claim is merely duphtive of the contract claim.
a. The Privacy Policy and Help CentBages Are a Part of the SRR
Facebook remarkably posits that it is not cactmally bound by its own Recy Policy or Data

Use Policy, merely because the SAC “never identdi@ssection in the SRRahcontained hyperlinks

to the specifically relevant portions of the othecwiments. Motion at 34. However, under Californja

law, contracts can incorporate other documents feyerce without hyperlinksr mentioning specific
provisions. So sayséhvery case Facebook cit€han v. Drexel Burnham Lambert, Iné78
Cal.App.3d 632, 641 (1986). han a contract failed to incorpate a second document because t
second document was never identified; the contractigimguded a term thaequired a signatory to
abide by unspecified other contracts governing meshijgin unspecified other organizations. The
Chancourt distinguished that term from other consabat “clearly referred to and identified the
incorporated documentsId. (citingKing v. Larsen Realty, Inc121 Cal.Ap.3d 349 (1981))es also
Baker v. Aubry216 Cal.App.3d 1259, 1264 (1989) (“Ttlstinguishing factor iKing, found lacking i
Chan was the fact that the incorporated docunwvegs readily available to the appellants.”).

Here, the SRR clearly identifies and incorporditesPrivacy Policy (and later Data Use Polic
and the Privacy Policy clearly identifiasd incorporates the Help Center patfemnstituting the
“layered approach” that Faceboolpresented to Congress. SAC 1Y23L-Indeed, the very first tern
of the SRR is called “Privacy” and Facebook represents that the Privacy Policy makes “importa
disclosures about . . . how we collect and canyose content and information. We encourage you
read the Privacy Policy, and to us& help make informed decisions.” SAC, Ex. A. The Privacy
Policy, in turn, repeatedly refereegthe SRR and even represents that the terms of the Privacy P
may be changed pursuant to the SBRRJ that the Privacy Policy “apgs$ to all information we have

about you.” It then contains links the Help Pages. SAC, Ex. G, 1 9.

14 Facebook objects that copiesceftain cited Help Center pagesre not appended to the SAC.
However, plaintiffs requested these pagesrdudiscovery almost twgears ago and Facebook has
refused to produce them. The parties currently negotiating this point.
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Other courts addressing this issue havdiottly found the Facebook SRto incorporate the
Privacy Policy. Thus, for example, the breach of contract claimri@ Facebook Privacy Litigation
was premised on a contract consisting of both docunesdg91 F. Supp. 2d 705, 717 (N.D. Cal.
2011), and the Ninth Circuit later held that thenptaint adequately pled breach of contregee572
Fed. Appx. 494 (9 Cir. 2014)*> While Facebook also arguessitnot contractually bound by the

Privacy Policy, it routinely claims that subscribers are. So for examplmhan v. Facebook, Inc/98

F. Supp. 2d 1090 (N.D. Cal. 2011), Facebook arguedstimscribers consented to sharing names and

pictures based on the terms of the Privacy Polidyat 1095see also Campbell v. Facebook,.|n&7
F. Supp. 3d 836, 846 (N.D. Cal. 2014) (“Facebpoints to its ‘Statement of Rights and
Responsibilities’ and its ‘Data Use Policippth of which must be agreed to by users in order to us
Facebook websitdemphasis added)).
b. Damages
The issue of contractual damages is addresigede in the “StandingSection, and include los

of computer resources caused by the presence ainuthorized cookies as Maes loss of privacy.

The Ninth Circuit ruled that a complaint adeqlaf@eads contract damages under California law gn

almost identical factsln re Facebook Privacy Litig572 Fed. Appx. at 494.
C. Alleging Performance
In the SAC, plaintiffs alleged that they acceptiee terms of the contract with Facebook, SA
247, and had active Facebook accounts during the entire class period. SAC 1 12-15. These {
are sufficient to generally allege their performaminder the contract. Facebook, however argues
Motion that plaintiffs are required talege that they did not breachgadive obligations, i.e., provisiol
of the SRR forbidding certain behavior. Tdwy case cited by Facebook, hewer, does not support

this expansive view of notice pleading. Bannett-wofford v. Baview Loan Servicing, LL2015 WL

8527333 (N.D. Cal. Dec. 11, 2015), plaintiffs alleged adired a contract to settle a case, a contract

which required the plaintiff to perform matlyings, including dismissing a complainid. at *6. But a

review of the contact also revedhat plaintiffs had other an@lty contractual obligations, including

15 Because the Ninth Circuit decisi@m‘final,” it is possible that &ebook is now collaterally estopy
from arguing that its SRR does not ingorate the Privacy Policy by reference.
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agreeing that they had no intention to bring ag#inst a number of m®ns, and knew of no facts
constituting a basis for suit; they also agreed to cotparal use best efforts, and also represented
each had the authority to sign the contract. Kaeéess, the court found the following sentence
sufficient to plead performance: “Tlvase was dismissed on March 11, 2018.”
d. Breach of Implied Covenant

In California, all contracts contain anpired term of good faith and fair dealin@.areau & Co,
v. Security Pacific Business Credit, In22 Cal. App.3d 1371, 1395 (1990). Facebook objects tha
plaintiffs’ claim here is merely duplicative of theeach of contract claim, but plaintiffs’ claim is
brought in the alternative to thetert the promises made in the Help Pages or Privacy Policy are
deemed not to be contractually binding on Facebdbilhese documents are contractually binding,
Facebook had a contractual duty to exmiookies each time a subscrikmyged out. Failure to do so
a breach of contract, and the brea€the implied covenant is sufieious. If, however, Facebook’s
Privacy Policy is deemed not to be contractubihding, Facebook’s actions — alleged in the SAC t
done knowingly and bad faith — violate the implaxenant which would ndie duplicative of the
excluded Privacy Policy terms.

5. California Penal Code 502

The California’s Comprehensive Computer Datxess and Fraud Act protects persons fror

unauthorized access to their computers, Cal. Penal Code § 502. Pursuant to section 502(e)(1)

individuals have a private right of action against persons causingdéd@age by reason of a violatign

of any one of eight subsections 502(c); piffmtalleged violations of four subsections.
a. Damage

No statutory minimum amount diamage is required for a section 502 claim, and Faceboo
to none. The prevailing view is that “any amoahltoss may be sufficient” under the statube.re
Google Android Consumer Privacy Liti@013 WL 1283236 at *11 (N.D. Cal. Mar. 26, 2013).
Facebook failed to expire certain cookies ufngout, ||| GcNcNEEEEEEE
I F:acebook's actions resulted in largemounts of data being sent to Facebook’s serve
each and every time a subscriber communicated with Facebook-enabled websites. The amour]

unauthorized extra data —stored and repeateaiigmitted throughout the day — is robuseeSAC 1
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58-60. Appending user-identifying cookies to billiaxfdJRLs allows Facebook to associate multip
URLs with an actual person, painting a comprehengigture of that person'’s life, intruding upon a
reasonable expectation of privacyhis is injury under Californitaw as discussed above and thus
satisfies “damage” under section 502.
b. Permission
All relevant subsections of sgan 502(c) require that the adant act “without permission.”
Courts routinely interpret “withdypermission” to mean “in a manmghat circumvents technical or

code-based barriers in place to resor bar a user’s accessOpperman 87 F.Supp.3d at 1053.

Plaintiffs’ section 502 claim is therefore limited the IE Subclass. But as Facebook coseetAstion

at 27, fn. 15), the SAC alleges that Facebook circume¢kthe cookie blocking technology used by

e

he

IE Subclass without permissionSee Google Cookie Placemed®6 F.3d at 151 (Google circumvented

cookie blockers on browsers). Facebook argues thecitbsed the use of cookies generally, Motio

n at

27, fn. 15 (“the Privacy Policy informed users tRatebook used these cookies”), but the Third Circuit

rejected Google’s similar argument (“Google’smrasis on tracking andsdilosure amounts to a
smokescreen”) because the browser was only actafiee Google circumveat cookie blockers.
Google Cookie Placemer@06 F.3d. at 150.

C. Contaminant

The statute defines computer contaminants taude(but are not limited to) “viruses or worms,

that are self-replicating or self-gragating and are designed to contate other computer programs or

computer data, consume computer resources, modstrogerecord, or transmit data, or in some other

fashion usurp the normal operation of the comput&ettion 502(b)(10). As alleged in the SAC,
cookies fit this definition. Self-micating, they copy themselvesaach and every referrer URL sen
Facebook, potentially hundreds of times a dayafor subscriber, contaminating an otherwise
anonymous referrer URL with usielentification. And they consne computer resources, both by
occupying computer storage and by increasing theo$igemmunications sent téacebook’s servers.
6. Fraud

To state an action for fraud, a plaintiff stplead with spedtity an intentional

misrepresentation of material fact with knowledg&®falsity and intent tanduce reliance, actual
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reliance, and damages proximately caused by the reli@&aesalves v. Hodgsp88 Cal.2d 91, 100-
102 (Cal. 1951) Plaintiffs’ actual and conasictive fraud claims satisfiRule 9(b)’s specificity
requirement. Plaintiffs allege the “who” — Faoek and its employees and engineers, many by na
Plaintiffs allege the “what” — surreptitious post-log out tracking conti@fyacebook’s promise.
Plaintiffs allege the “when” — during the class pdr{and during the IE Subas period), prior to publ
discovery of Facebook’s deceit. Plaintiffs allege tWwhere” — in tle interactions between plaintiffs’
computers, third-party websites and Facebookgess. Plaintiffs allege the “how” — through
specifically identified, improperly phted cookies. Having falsely pr@ad to delete user-identifying
tracking cookies from browsers after logosacebook was duty bound to make, and did not, a

corrective disclosure.

Facebook does not deny that the SAC alleges #fleoélements necessary to establish fraud;

instead, Facebook argues in the Motion that the elements wesefficientlypled. First, Facebook’s
fraud was intentional — Facebook citsgalla v. Permanentd5 Cal. 4 951, 976 (19973)¢ in arguing
that “[flraud requires intent to indag¢not just knowledge of falsity.Motion at 22.Fraud’s elements
are not at issue. The facts afaintiffs allege facts showing Fdm®ok’s intent to deceive — which m
be taken as true on this dismissal motion. Facebook’s arguments from other cases with fully dd
factual records cannot defeat those facts ielwhllege Facebook making a false promise and

knowingly breaking it.SeeSAC 11 4, 23-27, 63, 66, and 68-73.

Facebook's engineering direc |
I s 1 74. ad Faceboo I
Bl seesac 178 (HEE \/cre more

needed, Facebook’s effort to patent its gogteut tracking method confirms inftenfeeSAC 11 79-

84. Further confirming Facebook’s intent, whenglat, Facebook blamed post-log out tracking on *

bug.” SAC 1 105. But Facebook’s internal em_
I - < - olsSAC 1 75-76.

16 Engallaalso involved a well-developed factual recofdwelve depositions and thirteen motions
demonstrating the fraudulent inducement thaslidated an arbitration agreemefngalla, 15 Cal. &
at 914. Even without depositions plaintiffs hgleaded facts demonstrating Facebook’s fraud.
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Facebook’s assertion that the “SAdils to allege that Facebk intended to induce reliance o
conduct,” Memo at 23, simply cannot be squared ti¢hSAC'’s factual allgations that (a) FacebooK
wanted to track users; (b) loggedt users posed an obstacle to thegire; and (c) Facebook develoy
a way of tracking logged out users (d) all the whniternally admitting that Facebook’s public promi
were to the contrary. These are fudre allegations” of concealmenBesides, although intent can b
alleged generally (Fed. R. Civ. P. 9(l})aintiffs allege &cts showing intentSee, e.g$SAC 11 69 (.
I - 7> (I
I

Plaintiffs’ SAC also specifically pleads Facebootdlse promises to notack logged-off users

SeeSAC 11 4, 23, 24, 27, 74, 78. It also specificalgapls the plaintiffs “relied on Facebook’s falsg
assertions in contracting witind using Facebook.” SAC { 267. Plaintiffs, relying on Facebook’g

promises, visited numerous websites while loggedaatiiout any inkling tiat Facebook was tracking

their post-log out comings and goings. SAC 11 5, 115 (Davis), 118 (Quinn), &t )L124 (Vickery).

Facebook’s argument about the alleged inspdgifat the reliance allegations ignores the
governing law permitting generalized reliance clair8se Anthony v. Yahoo, Iné21 F. Supp. 2d
1257, 1264 (N.D. Cal. 2006) (reliance element not reguio meet heightened Rule 9(b) stand&eb
also Interserve, Inc. v. Fusion Garage PTE, | &f0l11 WL 500497, at *3 (N.D. Cal. Feb. 9, 2011).

Facebook’s internal emails also suppb# reliance elemest this stageln re Clorox Consumer Litig.

894 F. Supp. 2d 1224 (N.D. Cal. Aug. 24, 2012), s¢rirctive. There the court found allegations
identifying commercials “upon whicthe Plaintiffs allegedly relieddnd their “contents,” when they
aired, plus the allegation thatpttiffs purchased in reliance on the advertisements was “detailed
information...sufficient to place Clorox on notice of thesis of Plaintiffs’ claims and demonstrates
Plaintiffs are not on a fishing expeditionld. at 1234. Just as tl@&orox defendant was sufficiently
apprised of the claims to be able “to locate pratluce videos” of the allegedly false commercials,
Facebook was able to produce emails correspormptagsely to the fraud Plaintiffs claim.
Facebook’s claim that no “immediate” causal leXists between Facebook’s misrepresentation an
Plaintiffs’ injurious behavior” (Def. Memo at 24hnores the totality of facts showing that absent

Facebook’s falsehood, Plaintiffs “woultbt, in all probability, have emnted into the contract” of use
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with Facebook.Clear Solutions, Inc. v. Clear Channel ComB865 F. 3d 835, 840 {SCir. 2004)
(reliance on truth of fraudulent statent need not be sole or predoami factor influencing plaintiff's
behavior, discussing California lasvtecognition of “highly subjective mare of a causation analysis
and noting cases saying causationsgally a jury question (quotimgliance Mortgage Co. v. Rothwsg
10 Cal. 41226, 1239 (1995)). That argument also ignoresSIAC’s allegations #t plaintiffs never
consented to Facebook’s tracking (SAC  125), nevengdd the default cookie blocking settings tf
Facebook evaded (SAC T 126), or employed devapsevent Facebook’s post-log out information
gathering. SAC | 127.
Plaintiffs have also sufficiently alleged damages (specificgameral) proximately resulting

from Facebook’s frautf. Cause and effect, sufficient for this pleadings stage, is $&a Interserye

2011 WL 500497, at * 2 (Rule 9(b) purposes do nquire heightened damagspecificity). Facebook

secretly collectedyost-log out, plaintiffs’ confidntial personal informationSee, e.g SAC 1 113-114
Davis); 116-118 (Quinn); 119-121 (Leptd22-124 (Vickery). That information has economic valug
its own EeeSAC 11 129-143), and is further protectedstatutory damages under the ECPA, CIPA|
and Cal. Penal Code § 502. No more dicattse-and-effect allegati is necessary, undgtoncada v.
West Coast Quartz CorR21 Cal. App. # 768, 776 (2013), or any other case.

Plaintiffs also sufficiently alleged affirmative falsity. Facebook falsely represented its pog

nat

—

logout cookie practices on its Helpi@@er pages, which plaiifiis were directed to by the Privacy Policy.

When the public learned of the practice, Congrebs$learings and the FTC required two decades

of

privacy audits. Facebook admitted it lacked emso track post-logout. Facebook cannot now argue

no falsity. Moreover, having made that falseestant Facebook concomitantly had “a duty to disc
the truth of post log-out traolg. If the telling of a “llf-truth” triggers a dutyo disclose the full truth
Facebook’s flat-out lie that @oes not track post-log out surely compels corrective discloSee, e.g
Barnes & Noble, Inc. v. LSI CorB49 F. Supp. 2d 925, 936 (N.D. Cal. 2012) (“where a party
volunteers information...‘the telling @ half-truth calculated to dege is fraud™ (citation omitted);

House of Stuart, Inc. v. Whirlpool Coy33 F. 3d 58, 3 (9Cir. 1994) (unpub.) (“Absent a fiduciary

1" Facebook should be precluded from arguing this isader the doctrine of collateral estoppel based on th
Ninth Circuit’s ruling inIn re Facebook Privacy Litig572 Fed. Appx. 494 {oCir. 2014).
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relationship, a duty to discloseises only where there are ‘speaatumstances,’ such as when the
party in fault creates a false or misleading iegsion in the first instance.” (citation omitted)).
Finally, plaintiffs have alsasserted a claim for consttive fraud. For example, iDealertrack
Inc. v. Hubey 460 F. Supp. 2d 1177 (C.D. Cal. 1177) “a confidémelationship wasreated” when th
parties executed a Mutual Confidentiality Agreefrfen evaluating information concerning a possib
business deal. Reaching Facebook’s aleecontract with Plaintiffs, #hrule is that “[a]s a general
principle constructive fraud comprises any act, oraigsbr concealment involving a breach of legal
equitable duty, trust or confidence which results in damagadther even though the conduct is no
otherwise fraudulent.’d. at 1183 (citation omitted). Factors elemg a contractual fationship into a
confidential one are present heféee Portney v. CIBA Vision Coyg008 WL 5505517, at * 5 (C. D.
Cal. July 17, 2008). Facebook had superiorrietdygical “sophisticationrad bargaining power” and
Plaintiffs’ reliance on Facebook’s privacy promises wé&se substantial as tgive rise to equitable
concerns.”ld. (citation omitted). Facebook’s other constive fraud cases are not to the contrary.

7. Trespass to Chattels

“Under California common law, the tort of trespass to chattel encompasses unauthorized
a computer system where ‘(1) defendant intentionaty\aithout authorization intéered with plaintiff’
possessory interest in the computer system; andepdant's unauthorizedeugroximately resulted

damage to plaintiff.” Craigslist Inc. v. 3Taps Inc942 F. Supp. 2d 962, 980 (N.D. Cal. 2013) (qu

eBay, Inc. v. Bidder's Edge, InclO0 F. Supp. 2d 1058, 1069-70 (N.©al. 2000) (further citation

omitted)). Plaintiffs adequately allege, amongeotthings, that Facebook placed cookies on

computers post-logout without themnsent, allowing Facebook to trableir activity without permission

or

t

acces:

U7

in

pting

their

and interfering with plaintiffs’ usef their computers, and were harmsdthe loss of otherwise valuable

private information.SeeSAC 11 129-43, 270-73. Such claim is pmdpath for the IE Subclass, members

of which never consented to any cookies, and by the entire class to the extent Facebook ex
scope of consentSeeeBay 100 F. Supp. 2d at 1069-70 (“California does recognize a trespas

where the defendant exceeds the scope of consent”).

18 1n addition, whether a confitial relationship exists ggenerally a fact question, sBatriot Sci.
Corp. v. Korodj 504 F. Supp. 2d 952, 966 (S.D. Cal. 2007) and plaintiffs’ allegations at minimun
generate that question.
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Defendant misreads Hamidi, which helglaintiff need only allege that the defendant’s access|
causedsome “actual damage.” Intel Corp. v. Hamidi, 30 Cal. 4th 1342, 1357 (2003) (citing Pros
Keeton, Torts (5th ed. 1984), § 15). But damage is defined bréadiy;intentionally intermeddles w
another’s chattel is subject to liability only if his intermeddling is harmful to the possessor’s materially
valuable interest in the physical condition, quality, or value of the chattel, or if the possessor is

of the use of the chattel for a substantial amount of time, or some other legally protected inter

ser &

deprivi

est of t

possessor is affect&dd. at 1351 (quoting Rest. 2d of Torts 8§ 218) (emphasis added). Here, unIiEe in Ir

re iPhone Application Litigation, 2011 WL 4403963, at *13-14 (N.D. Cal. Sept. 20, 2011), pl
adequatelyallege “actual damage” under Hamidi, including that the activity affects Plaintiffs’ “legally
protected interest” in the privacy of their communications and website browsing. Defendant’s cookies
interfere with the “ordinary and intended operation” of Plaintiffs’ computers, including by circumventing
various privacy protections (1 85-101) and tracking Facebook users when the users intended

of Facebook and not be tracked (1 63-84).

What Defendant calls “trivial,” LaCourt v. Specific Media, Inc., 2011 WL 1661532, at *7 (C.

Cal. Apr. 28, 2011), is a question of fact not susceptible for resolution at this Seg€oupons, Inc.
Stottlemire, 2008 WL 3245006, at *6 (N.D. Cal. July 2, 2008) (denying motion to dismiss treg
chattels claim, findinghat the defendants’ “trivial” interference argument “premature” here there were|
not enough facts for the court to make a determination). If “other operators of parasitic websites widely
replicated the defendants’ conduct, the plaintiffs’ business and computer operations would surely suffer.”
Atl. Recording Corp. v. Serrano, 2007 WL 46128921, at * 5 (S.D. Cal. Dec. 28, 2007) (citing Ha
Cal. 4th at 13547). Defendant’s conduct, if condoned, would give other “parasitic”” websites reason tg

replicate similar conduct.
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V.

CONCLUSION

Plaintiffs request that the Court deFgcebook’s Motion and allow discovery to continue.

Dated: February 18, 2016

SILVERMAN, THOMPSON, SLUTKIN &
WHITE LLC

By: /s/ Stephen G. Gryqiel

Stephen G. Grygiel (admitted pro hac vice)

201 N. Charles St., #2600
Baltimore, MD 21201

Telephone (410) 385-2225
Facsimile: (410) 547-2432
sgrygiel@mdattorney.com

InterimCo-Lead Counsel

KIESEL LAW LLP

By: /s/PaulR. Kiesel

Paul R. Kiesel (SBN 119854)
8648 Wilshire Blvd.

Beverly Hills, CA 90211-2910
Telephone: (310) 854-4444
Facsimile: (310) 854-0812
kiesel@kiesel-law.com

Interim Liaison Counsel

KAPLAN, FOX & KILSHEIMER LLP

By: /s/ David A Straite

Frederic S. Fox (admitted pro hac vice)
David A. Straite (admitted pro hac vice)
850 Third Avenue

New York, NY 10022

Telephone: (212) 687-1980

Facsimile: (212) 687-7714
dstraite@kaplanfox.com

Laurence D. King (206423)
Mario Choi (243409)

350 Sansome Street, 4th Floor
San Francisco, CA 94104
Tel.. (415) 772-4700

Fax: (415) 772-4707
Iking@kaplanfox.com

Interim Co-Lead Counsel
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ATTESTATION OF E-FILED SIGNATURE
I, David A. Straite, court-appointed interim lead counsel for the proposed Class, am the |
User whose ID and password are being used to file the foregoing. In compliance with Civil L.R

1(i)(3), | hereby attest that Paul R. Kiesel and Stephen Grygiel have concurred in this filing.

/s/ David A Straite

1
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