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On January 14, 2016, Defendant Facebook, Inc. (“Facebook”) filed a Motion to Dismiss
Plaintiffs’ Second Amended Consolidated Class Action Complaint (“MotiddOH No.101]. On
April 28, 2016, this Court heard argument on the Motion and took the matter under submission
[Transeipt, ECF Na 123]. On May 20, 2016, the Court granted permission to submit supplemer
briefingrelated tahe Supreme Court decisi@pokeo, Inc. v. Robin36 S. Ct. 1540 (2016 CF No.
126]. Supplement&pokedoriefing concluded on June 10, 2016.

After the conclusion of briefing and oral argumehg United States District Court for the
Central District of California issued an opiniaddressindjrticle 11l standing and injuryin-factin the
context of data privacy litigatiom light of Spokeo Seegenerallyln re: Vizio, Inc., Consumer Privac
Litigation, No. 8:16md-2693JLSKES (C.D. Cal., Mar. 2, 2017Y{zio ECF No. 130).The parties
addressedimilar Article Il standingssuedn theinitial briefing. SeeMotion at 7-10 Plaintiffs’ Brief
in Opposition to Motion [ECF No. 104-314-9; Defendant’s Reply in Further Support of Motion
[ECF No. 109] at 2-5Article 11l standingwas also discussed at the April 28, 2016 oral arguntee.
Transcript aB-15, 53-58, and 98-10@rticle 111 standing was also the subject of supplemental
briefing onSpokeo SeeECF Nos. 128, 129, 131 and 132.

A copy of the slip opinion iViziois attached aExhibit A . Plaintiffs respectfully seek leave
provide theVizio decisionas supplemental authority for the Court’s consideration when deciding 1

Motion.

[signatures on following page]
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Dated:March § 2017
KAPLAN, FOX & KILSHEIMER LLP

By: /s/ David A. Straite

Frederic S. Fox (admittgato hacvice)
David A. Straite (admittegdro hac vice
850 Third Avenue

New York, NY 10022

Telephone: (212) 687-1980
Facsimile: (212) 687-7714

dstraite @kaplanfox.com

Laurence D. King (206423)
Mario Choi (243409)

350 Sansome Street, 4th Floor
San Francisco, CA4104

Tel.: (415) 772-4700

Fax: (415) 772-4707
Iking@kaplanfox.com

Interim CcelLead Counsel

Respectfully submitted,

SILVERMAN, THOMPSON, SLUTKIN &
WHITE LLC

By: /s/ Stephen G. Grygiel

Stephen G. Grygiel (admittgmo hac vicég
201 N. Charles St., #2600

Baltimore MD 21201

Telephone (410) 385-2225

Facsimile: (410) 547-2432
sgrygiel@mdattorney.com

Interim CcelLead Counsel
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ATTESTATION OF E -FILED SIGNATURE
I, David A. Straite, court-appointed interim lead counsel for the proposed Clas® &GF gef
whose ID and password are being used to file the foregoing. In compliahc@iwitL.R. 5-1(i)(3), |

herely attest that Stephen Grygiel hamncurred in this filing.

/s/ David A. Straite

PLAINTIFFS’ NOTICE G- NEW AUTHORITY AND REQUEST FOR LEAVE
No. 5:12md-02314EJD
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In Re: Vizio, Inc., Consumer Privacy
Litigation

16-mI-02693-JLS-KES Document 130 Filed 03/02/17 Page 1 of 39 Page ID #:1132

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CASE NO. 8:16-ml-02693-JLS-KES

ORDER GRANTING IN PART AND
DENYING IN PART DEFENDANTS’
MOTION TO DISMISS (Doc. 116)
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l. INTRODUCTION

Before the Court is a Motion to Disss filed by DefendastVIZIO Inc., VIZIO
Holdings, Inc., VIZIO Inscap Technologies, LLC, and ¥IO Inscape Services, LLC
(collectively, “Vizio”). (Mot., Doc. 116.) Rlintiffs Dieisha HodgesRory Zufolo, William
DeLaurentis, John Walsh, Chris Rizziteldmd Linda Thomson fitkkan Opposition, and
Defendants replied. (Opp’n, Doc. 121; Redboc. 123.) For the following reasons, the
Court GRANTS IN PART and DENIES IRART Defendants’ Mon to Dismiss.

Il. BACKGROUND

Vizio is the second-largest manufacturet®mart TVs,” cutting-edge televisions
equipped with integrated softveathat enables consumersatteess the Internet and on-
demand services such as NetfHulu, and Pandora. (Comg 33, 35, 45, Doc. 108.)
Known as the “Vizio Internet Apps,” “Intaet Apps Plus,” and “SmartCast,” Vizio’s
content delivery software comegher preinstalled on its Smar/s or is installed through
software updatesld. 1 45.) Vizio markets its Smart B\as a “passport to a world of
entertainment, movies, TV shows and moned aharges a premium for them because tf
are designed to seamlessly deliver on-demand video content to constan&fs34, 81.)

Plaintiffs allege that, unbeknownsttteem, Vizio’'s Smart TVs use automatic
content recognition software to collect anda consumers’ contériewing histories.
(Id. 111 39, 50, 127.) This software, called “Stateractivity,” cdlects up to 100 billion
content “viewing data pointsilong with detailed informain about a consumer’s digital
identity, such as consumers’ IP addreszgscodes, MAC addresses, product model
numbers, hardware and software versions,sghifDs, region and language settings, as
well as similar information about othendees connected to the same netwoldt. {{ 39,
42,54, 62.) The Smart Interadgtivsoftware transmits this farmation to Vizio’s Inscape
data services platform, which identifies tantent a consumer has been watching by
comparing the “viewing da points” to a database of existing conteliak. {f 50, 62.)

Vizio then sells all of this iformation to advertisers and media content providers so thd

ey
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they can deliver highlyargeted advertisements to Vizio Smart TVs and any smartphor|
tablets, or computers connected to the same netwdri§lf( 2, 5, 35, 41-42.)
Plaintiffs contend that the consteltati of information Vizio shares about
consumers’ digital identities “provides a ‘gaplan’ to associatendividuals with their
viewing habits.” [d. 1 72.) One digital identifier that ¥iio discloses, a MAC address, is 4
unique 12-digit identifier assigdeo every mobile device, computer, Smart TV, or othe
electronic device.ld. 1 69.) Because a MAC address is tied to a device’'s embedded
chipsets, the identifier remamunchanged throughout the life of the electronic devidg. (
MAC addresses, Plaintiffs allege, are frequehitliged to an individués name and can be
used to acquire highly specific geolocation ddta.{f 70-71.) And, even if a MAC
address alone is insufficient to identify agmn, the information can readily identify a
person when combined withelother information that Vizio discloses, such as IP
addresses, zip codes, prodontidel numbers, hardware and s@te versions, chipset IDs
and region and language settingd. ([ 72-79.) To support their argument, Plaintiffs
provide two case studies where researchers al@decto identify a significant percentage
of individuals by analyzing several details about thédh.{(f 74-78.) Plaintiffs also point

to a Vizio prospectus, which highlights how thecape data servicetatform is able to

(Id. 1 62.)

Vizio’s data collection andissemination practices, Rhiffs contend, are not
adequately disclosed in its rkating or privacy policiesld. 11 22, 81-94, 105.) The
packaging for its Smart TVs highlights Vizeolnternet Apps and Internet Apps Plus
without mentioning that, if consumers ukese features, Vizio’s Smart Interactivity
software will collect and disseminate infortiea about their viewig history and digital
identity. (d. 11 81-85.) Nowhere during the setupgass for a Vizio Smart TV does Vizi(
reference its Smart Interactivity softwarkl. (T 85.) Vizio’s Privacy Policy, which

consumers can view in vesynall font under the “Resé& Admin” submenu, assuages

“provide[] highly specific viewing behaviatata on a massive scale with great accuracy).

1ES,
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consumers that it collects only “non-persoratt “anonymous” information and does nat
reveal that Vizio sells the informan it collects to third partiesld. 11 86, 89-91.)
Contrary to the industry’s standard dree, Vizio’'s Smart TVs come with Smart
Interactivity automacally enabled.If. 11 6, 61.) To turnfo Smart Interactivity,
consumers must navigate through the SmartsTivenu to an obscure settings option that
does not describe what Smart Interactivity dokes.f(fl 7, 85.) If a Smart TV is reset to its
factory default settings—either intentionadly inadvertently—th&mart Interactivity

software reactivates without consumers receiving any nokitef] 66.) A 2015 report by

© 00 N OO O b~ W N P

the security software company Avast foundttthe “off” capability for Smart Interactivity

=
o

was not functional “for months, if not yearsld (1 7, 65.) So, even if consumers believed

[EN
|

they had disabled Smart Inéetivity (and the feature appedrto be “off”), their Smart

[EN
N

TVs were still transmitting their digitéhformation withoutheir knowledge.I¢.)

[EN
w

Vizio allegedly has a strong incentive to ensure that consumers do not disable|its

[EN
IS

Smart Interactivity softwareld. § 44.) Vizio’s business model relies on the profits from

[EN
9]

its sales of consumer datadompensate for its relativegfim margins on Smart TVsld(

[ERN
o)}

19 43-44.) Vizio distinguishes its Inscape daevices platform fronsompetitors such as

[ERN
\l

A.C. Nielson and Rerdk based on its ability to providieghly detailed information about

[EN
o0}

8 million American consumers in “real timeld( 11 40, 42.) As Vizio noted in an SEC

[EN
O

filing, if consumers objected to or optedt@di its Smart Interactivity software, Vizio’s

N
o

growth strategy would be jeopardizeld. (1 43-44.)

N
=

Plaintiffs assert they purchased Vizio &ml'Vs unaware of Vizio’s data collectior

N
N

and dissemination practice#d.(1{ 16-21.) They provide dé&about their Vizio Smart

N
w

TVs, such as the model numbers and citiesrehhey purchased them, and describe how

N
IS

they used their Vizio Smart TVs watch on-demandideo content.Ifl.) After learning

N
o1

about Vizio’s Smart Interactivity software dittiffs disconnected their Smart TVs from

N
(0)]

the Internet or ceased watching aeerton-demand video atent on them.ld.) Plaintiffs

N
~

allege that, had they known about Vizio'salaollection and disclosure practices, they

N
(00)
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would not have purchased th¥fizio Smart TVs or would have paid less for theld. {
22.)

Based on these allegations, Plaintiffsxgrvarious privacy and misrepresentation-
based claims under both federal and state Pdantiffs allege federal claims under the
Video Privacy Protection Act (WPA) and the Wiretap Actld. 1 111-32.) Under state
law, Plaintiffs bring commotaw fraud and negligent misregentation claims as well as
consumer protection claims under Calfia's Consumers Legal Remedies Act,
California’s Unfair Competition Law (“UCL); California’s False Advertising Law,
Florida’s Deceptive and Unfair Trade Prae8dAct, New York’'s General Business Law
sections 349 and 350, Massachuse@siapter 93A, and Washington’s Consumer
Protection Act. Id. 11 150-241, 250-53, 263-87, 301J1&s for their state law privacy
claims, Plaintiffs allege intrusion upon sedatusclaims as well asauses of action under
the California Constitutioh California’s Invasion of Privacy Act, the Massachusetts
Privacy Act, and state deo privacy statutesld; 1 133-49, 242-49, 254-62, 294-300.)
Finally, Plaintiffs allege commonwaclaims for unjust enrichmentd( 1 288-93.)

lll.  LEGAL STANDARD

A defendant may move to dismiss an actior lack of subject matter jurisdiction
pursuant to Federal Rule of Civil Proceduré@l). Fed. R. CivP. 12(b)(1). “Dismissal
for lack of subject matter jugdiction is appropriate if theomplaint, considered in its
entirety, on its face fails to allege facts stiint to establish subjematter jurisdiction.”
In re Dynamic Random Accelstemory (DRAM) Antitrust Litig.546 F.3d 981, 984-85
(9th Cir. 2008). When considegra Rule 12(b)(1) motion, tHéourt “is not restricted to

the face of the pleadings, but may review amglence, such as affidavits and testimony

! The parties briefed Plaintiffs’ sixteenth satof action, titled “Pviacy Violation Based
on Intrusion” 6eeCompl. 1 294-300), as a cause of action under both the California Constit
and state common lasdeMem. 34-37 & n.18; Opp’n at 335; Reply at 22-24), so the Court
will treat it as such for purposes of this Mwti For clarity, Plaintiffshould specify in any
amended complaint that they are allegiragrok under both the California Constitution and
common law.

ition
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to resolve factual disputes concamithe existence of jurisdictionMcCarthy v. United
States 850 F.2d 558, 560 (91bir. 1988). “The party asserting . . . subject matter
jurisdiction bears the burden of proving its existen€@handler v. Stat€éarm Mut. Auto.
Ins. Ca, 598 F.3d 1115, 112®th Cir. 2010).

In deciding a motion to dismiss under Rule 12(b)(6), courts must accept as trug
“well-pleaded factual allegations” in a complaiAshcroft v. Iqbgl556 U.S. 662, 679
(2009). A court must draw all reasonable infeesnin the light mogavorable to the non-
moving party.See Daniels-Hall v. Nat'l Educ. Ass®29 F.3d 992, 99@th Cir. 2010).
Yet, “courts ‘are not bound to accept aseta legal conclusion couched as a factual
allegation.” Bell Atl. Corp. v. Twomb|y650 U.S. 544, 555 (2007) (quotiRgpasan v.
Allain, 478 U.S. 265, 286 (1986))[0 survive a motion to dmiss, a complaint must
contain sufficient factual mattemccepted as true, to ‘state ainl to relief that is plausible
on its face.”Igbal, 556 U.S. at 678 (quotinbwombly 550 U.S. at 570). “A claim has
facial plausibility when the platiff pleads factual content thalows the court to draw the
reasonable inference that the defendshable for the misconduct allegedd. (citing
Twombly 550 U.S. at 556).

“[W]here a complaint includes allegatioatfraud, Federal Rule of Civil Procedurs
9(b) requires more specificity including an acebaf the ‘time, place, and specific contel
of the false representations as weltlasidentities of tb parties to the
misrepresentations.3wartz v. KPMG LLP476 F.3d 756, 764 {89 Cir. 2007) (quoting
Edwards v. Marin Park, In¢356 F.3d 1058, 1066 (9thrCR004)). “A pleading is
sufficient under [R]ule 9(b) if it identifies ghcircumstances constituting fraud so that a
defendant can prepare an adeqaa®ver from the allegationdVloore v. Kayport
Package Express, In@85 F.2d 531, 540 (9th Cir. 1989).

IV. DISCUSSION

In their Motion, Defendants contend tiiaintiffs have not suffered a concrete
injury sufficient to confer Article Ill standg. (Mem. at 6-13.) Defendants also move to

dismiss all of Plaintiffs’ claims for failure tstate a claim. (Menat 13-38.) The Court will

6

b all

U
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first examine whether Plaintiffs have Artidit and statutory standg before turning to
whether they have adequigtpleaded their claims.

A. Article Il Standing

For Plaintiffs to have Article Il standingfiey must (1) have suffered an “injury in
fact” that is “concrete and particularizeaid “actual or imminent, not conjectural or
hypothetical,” (2) the han must be “fairly trace[able]” tthe defendants’ conduct, and (3
the Court must be able tedress the claimed injuriujan v. Defs. of Wildlife504 U.S.
555, 560-61 (1992). At each stage of a suit, the elements of Article Il standing must
supported in the same way as any other mattavhich the plaintiff bears the burden of
proof,i.e., with the manner and degree of evidencpired at the successive stages of th
litigation.” Id. at 561. Hence, “[a]t the pleading stageneral factual allegations of injury
resulting from the defendant’s conduct may suffi¢d.,’ Maya v. Centex Corp658 F.3d
1060, 1068 (9th Cir. 2011). e Defendants contest onighether Plaintiffs’ averred
injuries are sufficiently ancrete to confer Article Il standing. (Mem. 6-13.)

“For an injury to be ‘concrete,’ must be ‘real,” and not ‘abstractRodriguez v. El
Toro Med. Inv'rs Ltd. P’shipNo. SACV 16-59 (JLS) (KES 2016 WL 6804394, at *3
(C.D. Cal. Nov. 16, 2016) (quotirtgpokeo, Inc. v. Robin$36 S. Ct. 1540, 1548 (2016)).
But an injury neeahot be tangible—some injuries, thgh unquantifiable, are sufficiently
concrete to establish Article 11l standirfgpokep136 S. Ct. at 154%odriguez2016 WL
6804394, at *3. In determininghether an intangible injury satisfies Article IlI's case-or
controversy requirement, “dotistory and the judgment of Congress play important
roles.” Spokep136 S. Ct. at 1549. Although itssdretion is not absolute, Congress may
properly “elevat[e] to the status of legallygrozable injuries concrete, de facto injuries

that were previously inadequate in lawd” (quotingLujan, 504 U.S. at 578).

‘be

e
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I. The Video Privacy ProtectionAct and Wiretap Act Claims
1. The Common Law History of the Right to Privacy
Plaintiffs’ federal claims under the Wiret&gt bear a “close relationship” to the
tort of invasion of privacySeeSpokep136 S. Ct. at 1549. The invasion of person’s
privacy was first identifieés an independent “legaluria” in Samuel D. Warren and
future-Justice Louis Brandeis’s seminal artithee Right to PrivacySeeSamuel D.
Warren & Louis D. Brandeighe Right to Privacy4 Harv. L. Rev. 193 (1890); William
L. ProsserPrivacy, 48 Cal. L. Rev. 383, 384-859@0). Warren and Brandeis argued that

© 00 N OO O b~ W N P

certain lines of cases, althougstensibly sounding in intellectual property, contract, or

=
o

fiduciary obligations are fundamglly irreconcilable with principles of those areas of the

[EN
|

law and instead suggest a broader righthe individual to be let aloneSeeWarren &

[EN
N

Brandeissupra at 197-213. A natural developmeri the common law, Warren and

[EN
w

Brandeis asserted, would be the recognitioa séparate tort for invasion of privady. at

[EN
IS

213-14. After some initigudicial trepidationsee, e.g.Roberson v. Rochester Folding

Box Co, 64 N.E. 442 (N.Y. 1902), the tort qilg gained currency, such that the

=
o O

American Law Institute incorporated it in the First Restaten@adRestatement (First) of

[ERN
\l

Torts § 867 (1939). As articukd in the First Restatemeat) invasion of privacy is an

[EN
o0}

“unreasonabl[e] and serious(jtarfere[nce] with andter’s interest in not having his affair

UJ

[EN
O

known to others or his likeness exhibited to the public . Id..”

N
o

Seventy years after the publicationgarren and Brandeis'’s original article,

N
=

William Prosser added clarity to the field byerdifying four distinct torts that fell under

N
N

the general term “invasion of privacy”: intiaa upon seclusion, public disclosure of

N
w

private facts, false light, and appropriation of a person’s name or likSes&.osser,

N
IS

supra at 389-407. Of particular relevanieere, Prosser found that intrusion upon

N
o1

seclusion covered a broad range of “offea®r objectionable” meddling, such as

N
(0)]

eavesdropping, harassing someone througtssace telephone calls, and prying into a

N
~

person’s private recordSeed. at 389-91.

N
(00)
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The Second Restatemenbated Prosser’s interpréian of intrusion upon
seclusion, defining the tort as the intention&lusion “upon the solitude or seclusion of
another or his private affairs or concerns . . . if the intrusion would be highly offensive
reasonable person.” Restatemgecond) of Torts § 6528977). Like Prosser, the
Second Restatement identifiedeasamples of actionable cduct eavesdropping (“with or
without mechanical aids”), examining arpen’s private correspondence or records
without consent, and making repeated telephone &aisd. at cmts. b, c. While the
modern contours of the tort of intrusiapon seclusion—and invasion of privacy more
broadly—may not encompass the kind of dethacollection of a consumer’s content
viewing history alleged here,dltlose similarity between tlo®enduct proscribed under thg
Wiretap Act and the tort ahtrusion upon seclusioroafirms the concreteness of
Plaintiffs’ injury.

Plaintiffs’ VPPA claims are even modeeply rooted in the common law. Warren
and Brandeis traced the devaieent of the tort of invasion of privacy in part to cases
involving the disclosure of informatian breach of a confidential relationshipeeWarren
& Brandeis,suprg at 207-11; Prossesupra at 389-407 (observing that there must be
“some breach of contract, trust or confidentidtien” for a disclosure of information to 3
limited group of people to be tortious). Hereglik many other circumstances, the duty
confidentiality is imposed by statuteeeln re Nickelodeon Consner Privacy Litig,. 827
F.3d 262, 274 (3d Cir. 2016ee also, e.g5 U.S.C. § 552a(g)(1) (Racy Act); 12 U.S.C.
§ 3417(a) (Right to Financial Privacy #c18 U.S.C. § 2724(a) (Driver’'s Privacy
Protection Act of 1994).

2. Congress’s Judgement

Besides the close relationship betweenrfifés’ federal causes of action and well
established torts, Congress has determinaitiie interception of a person’s electronic
communications and the unauthorized disclosdiige person’s video viewing history are
sufficiently harmful to warrant private caassof action. “[BJecause Congress is well

positioned to identify intangiblearms that meet minimum Article 11l requirements,” its

9

to e

D
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conclusion is “instruitve and important.'Spokeo, In¢.136 S. Ct. at549. Defendants
counter that the informationely disclose is not personailyentifiable, so Congress’s
creation of a private right @afction for violations of the VIPA does not support Plaintiffs’
claim of standing. (Reply at 3 n.1.) But tlisgument improperly conflates the merits of
Plaintiffs’ claims with their standing toring suit. Taken to its logical conclusion,
Defendants’ argument absurdly implies thatourt could never enter judgment against &
plaintiff on a VPPA claim if it found that éhdisclosed information was not within the
statutory definition of personglidentifiable information; ingtad, it would have to remant
or dismiss the action for lack of jurisdictiéi@f. Thornhill Pub. Co. v. Gen. Tel. & Elecs.
Corp., 594 F.2d 730, 734 (9th Cit979) (“[W]hen a statute prades the basis for both the
subject matter jurisdiction of the federaluct and the plaintiffs’ substantive claim for
relief, a motion to dismiss for lack of subj@catter jurisdiction rathethan for failure to
state a claim is proper only when the gélBons of the complaint are frivolous”).

In sum, both history and Congress’s judgrhdemonstrate that Plaintiffs’ claimed
injuries are sufficiently concte for Plaintiffs to have ahding to bring suit under the
Video Privacy Protection Act and Wiretap Act.

ii. State Law Privacy Claims

For similar reasons, Plaintiffs have Artidlestanding to pursue their state law
claims for invasion of privacgnd intrusion upon seclusioBeeOpperman v. Path, Inc.
87 F. Supp. 3d 1018, 1057 (N.D. Cal. 20¢4)is beyond meaningful dispute that a
plaintiff alleging invasion of prvacy as Plaintiffs do here @sents a dispute the Court is

permitted to adjudicate.”); 13A Charles Aldright & Arthur R. Miller et al., Federal

2 The only case Defendants cite in which aritistourt dismissed a VPPA claim for lack
of standing involved a complaint so inadeqlyapdeaded that there was no support for the
plaintiffs’ claimed injury.SeeMendoza v. Microsoft IncNo. C14-316-MJP, 2014 WL 4540213,
at *3 (W.D. Wash. Sept. 11, 2014Plaintiffs do not allege aingle fact to support their
allegation that Microsoft allegedtetained and disclosed persiiywaentifiable information.”).

By contrast, Plaintiffs’ 61-pageomplaint is well pleaded.

10
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Practice & Procedure § 3531.41(8d. 2017). As noted earlig¢he tort of invasion of
privacy has been firmly edibished in the American common law for approximately a
century. Regardless of whetheetalleged conduct ultimatelyatés a claim, “the events
that the complaint describes are concrete, paatized, and actual as to the plaintiffg)”
re Google Inc. Cookie Pt&ment Consumer Privacy Litji@06 F.3d 125, 134-35 (3d Cir.
2015).
iii. Consumer Protection Claims

As for their state consumer protection claifakintiffs’ allege tlat they “would not
have purchased, or widl have paid less for, their V@ziSmart TVs had Defendants not
concealed their collection amlisclosure of Plaintiffs’ pesonal information. (Compl. 1
14, 22, 180, 188, 19200, 212, 214, 219, 225, 235, 2373, 278, 286.) Such “palpable
economic injuries have long been recognizedudicient to lay the basis for standing.”
Sierra Club v. Morton405 U.S. 727, 73@L972). Indeed, iidinojos v. Kohl's Corp.the
Ninth Circuit found “no difficulty in concluding that the platiffs had Article Il standing
based on their assertion that they “paid nforda product] than they otherwise would
have paid, or boughtvwhen they otherwise would not hagtene so.” 71&.3d 1098, 1104
n.3 (9th Cir. 2013) (quotiniylazza v. Am. Honda Motor C&66 F.3d 581, 595 (9th Cir.
2012)). Defendants unpersuasywattempt to distinguisiinojosby arguing that Plaintiffs
do not allege that Vizio mispresented its “product’s ditg or ability to perform an
intrinsic function.” (Mem. at 11 n.5.) Inle¢r words, Defendants argue that the only
factors material to a consumer’s purchggiecision are whether the Smart TV performg
its “television-related functims” and is not “defective’sge id), terms that Defendants do
not define. The Court cannot conclude thatemality should be saarrowly defined for
the purpose of determining subject matter jucisoin. Accordingly, Plaintiffs have Article
[l standing to bring theiconsumer protection claims.

iv. Scope of Named Plainffs’ Article 11l Standing
Defendants finally contend that Plaintiféek Article Il standing to bring claims

on behalf of consumers whonghased Smart TVs with Smad&t because Plaintiffs did

11
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not purchase Smart TVs with tresftware. (Mem. at 12-13; Regpht 4.) Plaintiffs respond
that the products and operative facts at issaesufficiently similar tagive them standing
to bring claims on behalf of purchasers ozidiTVs with SmartCast as well. (Opp’n at
10.)

Courts have taken threedad positions on how relatéhe product purchased by
the named plaintiff and putative class memimeust be. Some courts find that the nameg
plaintiff can represent only those whurchased the exact same prod8ee, e.gKisting
v. Gregg Appliances, IndNo. 16-CV-141, 2018VL 5875007, at *5 (E.D. Wis. Oct. 7,
2016). These courts often rdigavily on language from the Supreme Court’s decision i
Lewis v. Case)yb18 U.S. 343 (1996%ee, e.gKisting, 2016 WL 585007, at *4-5;

Ferrari v. Best Buy CoNo. CIV. 14-2956 MJD/FLN, @15 WL 2242128, at *7 (D. Minn.
May 12, 2015). Other courts haldat the relatedness of thatative class representative’s
and proposed class members’ claims impdisainly Rule 23’'s adequacy and typicality
requirements—not Article Ill standing—andcardingly reserve judgment until a class
certification motionSee, e.gWeisblum v. Prophase Labs, In88 F. Supp. 3d 283, 291
(S.D.N.Y. 2015)Cardenas v. NBTY, Ina870 F. Supp. 2d 984, 29E.D. Cal. 2012). Still
others allow a named plaintiff to assert claion behalf of absent class members if the
products that the putative class members bought are “subliyasitialar” to the product
the named plaintiff purchase@oleman-Anacleto v. §&sung Elecs. Am., IndNo. 16-CV-
02941-LHK, 2016 WL 4729302, at *10 (N.D. Cal. Sept. 12, 2016).

The first approach, which holds thapatative class member has standing to
represent only those who purchased thetesame model, is irreconcilable with the
Supreme Court’s decision (Bratz v. Bollingey 539 U.S. 244 (2003). IGratz Justice
Stevens argued in dissehat the University of Michigan’s treatment of race in transfer
admissions differed from its treatmentrate in freshmen admissions, so the class
representative—who intended to submit a tranapplication—Ilacked standing to seek g
injunction on behalf of the freshmen appits. 539 U.S. at 286-87 (Stevens, J.,

dissenting). Thé&ratz majority acknowledgethat “there is tension in our prior cases”
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over whether this is properly considered asfo@ of standing or #hpropriety of class
certification under Rule 23(ald. at 263 & n.15. Either wayhe class representative coul
represent the freshman applints because the freshman admissions process “[did] not
implicate asignificantlydifferentset of concerns.Id. at 265 (emphasis added).

The second approacihich characterizes the questias one solely of adequacy
and typicality under Rule 23(a), is also diffit to square with Supreme Court precedent]
In Blum v. Yaretskythe Supreme Court held that naghome patients, though having
standing to represent a class of patientsatkreed with discharges transfers to lower
levels of care, did not have standing to repnéshose threatened wittansfers to higher
levels of care. 457 U.S. 991001 (1982). The Supreme Cbbeld that “the conditions
under which such transfers ocare sufficiently different frm” those faced by the namec
plaintiffs “that any judicial assessmenttbéir procedural adequacy would be wholly
gratuitous and advisoryld. Similarly, inLewis the Supreme Court held that an illiterate
prisoner lacked standing to challenge othesqorers’ lack of access to courts where the
other class members’ claims were unrelatethe inability to read legal materials. 518
U.S. at 358. Specifically, the Supreme Cdwetd that the class representative could not
represent non-English speakegyssoners in lockdown, or the inmate population at large.
Id. BlumandLewisthus treated the relatedness of a raplaintiff's claims to those of the
class as implicating standing as welltlas propriety of class certificatioBee Blum457
U.S. at 1001t ewis 518 U.S. at 3585en. Tel. Co. of Sw. v. Falco#7 U.S. 147, 158-59
n.13 (1982) (evaluating ¢hquestion under Rule 23(agdgequacy, typicality, and
commonality requirementd)ewisfurther suggests—albeit in dicta—that, although a
motion to dismiss typicallyddresses only a named plaintifffslividual claims, a named
plaintiff's standing to seek relief on behalffputative class members can be raised on &
motion to dismissSeelLewis 518 U.S. at 357.

The Court, therefore, finds that therthapproach most closely accords witum,
Lewis andGratz Using the “substantially similar”ahdard, the overarching question is

whether the plaintiff's averreidjury is substantially similato the claims of those she

13
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seeks to represehdt the motion to dismiss stagegwever, the Court’s review of the
scope of a named plaintiff's Article Ill stamdy is necessarily limited. Like any other
guestion of standing resolvedthe pleading stage, “general factual allegations” that rai
a reasonable inference that the prodactssubstantially similar “may suffice_ujan, 504
U.S. at 561. The Supreme@t observed as much liewis stating, “[t]he general
allegations of the complaint in the presergecenay well have sufficed to claim injury by
named plaintiffs, and hence standing to dedh@mediation” on behalf of the various
putative class members. 518 U.S. at 357. Axydhe class certification stage, this standi
guestion becomes effectively subsumed Rte 23(a)’s “rigorous” typicality and
adequacy requirementSeeWal-Mart Stores, Inc. v. DukeS64 U.S. 338, 350-51 (2011);
Falcon 457 U.S. at 158-59 n.13.

Here, Plaintiffs allege that their Smadi¥'s and those with SamtCast collect and
disclose the same information through Visi®@mart Interactivity software. (Compl. 11 5
58.) While Plaintiffs’ Complainincludes a few paragraphdeging additional information
collected by Vizio’s SmartCast softwaid.( 48, 55, 57), none of Plaintiffs’ alleged
injuries hinge on the collectiaof this additional informatiorPlaintiffs, therefore, have
adequately alleged that Vizio’s SmartCastbled Smart TVs arnbleir Smart TVs are
“sufficiently similar” for Plantiffs to have Article lllstanding to represent a class
encompassing purchasersooth types of televisions.

In sum, because Plaintiffs have adeqlygieaded Article llistanding, the Court

DENIES Defendants’ Motion to Dismissrftack of subject matter jurisdiction.

3 While the similarity of the products at igsis one important factor to consider, the
similarity of the operative facts that give rigethe putative class representative and putative
class’s claims is equally importargee In re L’Oreal Wrinkle Cream Mktg. & Sales Practices
Litig., No. CIV. 2:12-03571 WJM, 2013 WE450701, at *4 (D.N.J. Dec. 9, 2013).

14
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B. Statutory Standing

Unlike Article Il standing, statutory standj is not a question of subject matter
jurisdiction but rather an eleant of a plaintiff's cause action. As such, statutory
standing is properly scrutred under Rule 12(b)(6keeMaya, 658 F.3d at 1067. In this
case, Plaintiffs plausibly allege that theguld not have purchased would have paid
less for their Vizio Smart TVs had Vizio propedisclosed its consumer data collection
and disclosure practices. (Compl. 11 22, 16K-69, 180, 182-88,92-93, 200-01, 212-
15, 219, 225, 233-38, 272-74,827286.) This price premiutheory is cognizable under
California’s UCL, CLRA, and FAL; Florid's FDUTPA; and Massachusetts’s Chapter
93A. See Kwikset Corp. v. Super.,46 P.3d 877, 881 (Cal. 20) (“[P]laintiffs who can
truthfully allege they werdeceived by a product’s label indpending money to purchase
the product, and would not have purchased it otherwise, havento®ey or property’
within the meaning of [the UCL.]")Smith v. Wm. Wrigley Jr. C&63 F. Supp. 2d 1336,
1339 (S.D. Fla. 2009) (“Floralcourts have allowed diministl value to serve as ‘actual
damages’ recoverable in a FDUTPA claimPgrreira v. Sterling Jewelers, Incl30 F.
Supp. 3d 471, 479 (D. Mass. 2015) (“Overpawntncan constitute an economic loss that
cognizable under [Massachusetts’s] chapter @Bw&re the consumer continues to own tl
misrepresented product ‘whose value was audificinflated by a deceptive act or practic
at the time of purchasg(citation omitted)).

While the viability of a price premium theomay be less settled under New York
General Business Law sections 349 and 888,In re: Lenovo Adware LitigatipNo. 15-
MD-02624-RMW, 2016 WL 627724%t *10-11 (N.D. Cal. Oct. 27, 2016), the case law
on balance recognizes that aiptiff has statutory standing if she paid a premium due ¢
the defendant’s decaye practice. IrKoenig v. Boulder Brands, Indhe district court
found plaintiffs’ allegations that they paid a premium for a product based on its “fat fr¢
label sufficient to establish statutory starglunder General Business Law sections 349
and 350. 995 F. $u. 2d 274, 288 (S.Dl.Y. 2014). Citingkoenigwith approval, the

Second Circuit subsequently helddmlander v. Staples, In¢hat plaintiffs have statutory
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standing under New York’s General Businesw Isections 349 and 350 if they “paid mo
than they would have for the good but for tlezeptive practices tiie defendant-sellers.”
802 F.3d 289, 302 (2d Cir. 2015ge alsc&mall v. Lorillad Tobacco Cq.720 N.E.2d
892, 898 & n.5 (N.Y. 1999). New York Plaifi Chris Rizzitello indicates that, after
purchasing his Vizio Smart T&t a Walmart in Catskill, Ne York, he used the Smart
TV’s features to stream videos from YouBudnd other content providers. (Compl. 1 20
After learning about Vizio’s data collectioncadisclosure practices, he stopped streami
content, disconnected his Smaw from the Internet, and, & learning how to turn off
the Smart Interactivity feature, did std.(Y 20.) Thus, like the other named Plaintiffs,
Rizzitello plausibly alleges that, had he ba#ormed about Vizics data collection and
disclosure practices, he would have dags for the Smart TV or not purchased the
product at all. Igd. 11 14, 20, 22, 235.)

Accordingly, Defendants’ Mwon to Dismiss Plaintiffsstate consumer protection
claims for lack of statutory standing is DENIED.

C. Video Privacy Protection Act (VPPA) Claims

Enacted in 1988, the Video Privacy Protection Act provides thatitlap tape
service providewho knowingly discloses, to any perspeysonally identifiable
informationconcerning angonsumeiof such provider shall be liable to the aggrieved
person....” 18 U.S.C.&710(b)(1) (emphasis addedgeVideo Privacy Protection Act
of 1988, S. 2361, 100th @g., 102 Stat. 3195 (198&)efendants seek to dismiss
Plaintiffs’ VPPA claims, arguing that theyeanot “video tape service provider[s],” that
Plaintiffs are not “consumer[s]”’ as definby the statute, and that Defendants do not
disclose “personally identifiablinformation.”(Mem. at 12-21.)

“[W]hen [a] statute’s languags plain, the sole function of the courts—at least
where the disposition required by the textas absurd—is to enfoe it according to its
terms.”Lamie v. U.S. Tr.540 U.S. 526, 534 (2004) (quotirtgartford Underwriters Ins.
Co. v. Union Planters Bank, N.,A30 U.S. 1, 6 (2000)). “Thalainness or ambiguity of

statutory language is determined by referendbeédanguage itself, the specific context i
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which that language is used, and the Hesaontext of the statute as a whoRdbinson v.

Shell Oil Co, 519 U.S. 337, 341 (1997). A statutenet ambiguous merely because it is

awkward or even ungrammatichbmig 540 U.S. at 534. By striving to interpret a statute

based on its text, a court “avoid[s] the pitfahat plague too quick a turn to the more
controversial realm degislative history.ld. at 536.
I. “Video Tape Service Provider”
The VPPA provides that a “video tagervice provider means any person,
engaged in the business, in or affecting iné&tesor foreign commerce, of rental, sale, or

delivery of prerecorded viderassette tapes or similar andisual materials . . .” 18

U.S.C. 8 2710(a)(4). Defendants contend that Hreynot “engaged in the business . . . qf

... delivery of . . . similar audmsual materials.” (Mem. at 13-16.)

The plain text of the statute provides othise. As an initial matter, Congress’s use

of a disjunctive listi(e., “engaged in the business . . . of . . . rental, saldelivery”)
unmistakably indicates that Congress intertdecbver more thajust the local video
rental store. Indeed, lest thvrd “delivery” be superfluoys person need not be in the
business of either renting selling video content for the statute to apply. Further,
Congress’s use of the phrase “similar audioVisugterials” indicates that the definition is
medium-neutral; the defendant must be inkthsiness of delivering video content, but th
content need not be mparticular formatSee, e.gln re Hulu Privacy Litig, No. C 11-
03764 LB, 2012 WL 322960, at *5 (N.D. CaAug. 10, 2012).

Finally, to be a “video tape sereiprovider,” a defendant must bengaged in the
business . .of . . . delivery of’ video content. 18.S.C. § 2710(a)(4) (emphasis added).
When used in this context, “businessihnotes “a particular field of endeavarg. a
focus of the defendant’s woreeWebster's Third New International Dictionary 302
(1981) (def. 1d)see alsorhe American Heritage Dicnary: Second College Edition 220
(1991) (defs. 1a, 1b); 2 Oxfoknglish Dictionary695 (1989) (defl4b); Webster's New
World Dictionary: Third College Edition 189988) (def. 1). Under this definition, a

defendant can be “engaged in the business” of delivering video content even if other

17

at

acto




Case

© 00 N OO O b~ W N P

N NN NN DNDNNNERRRRR R R R R
W N o 0B~ WNEFEF O © 0N O 0N~ WDNRFLP O

8:16-ml-02693-JLS-KES Document 130 Filed 03/02/17 Page 18 of 39 Page ID
#:1149

alsotake part in the delivery of the saméeo content. But, for the defendant to be
engaged in the business of delivering videntent, the defendant’s product must not on
be substantially involved ithe conveyance of video content to consumers but also
significantly tailored to serve that purpose.

Take, for instance, a letter carrier who pieglly places a paekje that happens to
contain a videotape into a consumer’s mailldda.person is more obviously “delivering”
a video tape to a consumer than this exygé. Yet, the letter carrier could not be
characterized as “engagedtine businessof delivering video catent because her job
responsibilities are in no way tailored to delimgrpackages that contain videotapes as
opposed to any other packafyethe same way, the develop®f many other products or
services that might be peripherally or pasbi involved in video content delivery do not
fall within the statutory definitionf a video tape service provider.

In keeping with this statutory definitioRJaintiffs plausibly allege that Vizio’'s
Internet Apps and Internet Apps Plus designed to enable consumers to seamlessly
access Netflix, Hulu, ¥uTube, and Amazon Instant Vmeontent in their homes.
(Compl. 11 33-34, 45-46, 81.) A reasonable infeeeis that Vizio enters into agreements
with these content providets enable consumers to accdssr programming on Vizio's
Smart TVs. $edd. T 45; Opp’n at 12-13.) Vizio then advertises its Smart TVs as “a
passport to a world of entertainmengvies, TV shows and more,” and charges
consumers a premium for itsAo Smart TVs specificallpecause these Smart TVs are
designed to stream video cortémough Vizio’s Internet Aps and Internet Apps Plus
software. (Compl. 11 34, 81.k&entially, Vizio has designed snart TVs to perform all
the same functions of—and its Smart TVs Br direct competitin with—Roku’s devices
(seeidat § 18; Opp’n at 11); thatizio has integrated what ottsesell as a separate devig
into its televisions makeaso meaningful difference.

Vizio’s alternative construction of the g starts with themplicit premise that
there can be only one video tape service iplenvin any transaction, and, because the

content provider (like Hulu aetflix) does fit within the sttutory definition of a video
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tape service provider, Vizio cannogdeMem. 14-16.) But such a limitation is found
nowhere in the text of the statute, andi¥is construction fails to give the phrase
“engaged in the business . . . of” any real meaning.

Defendants also resort torpde of horribles, arguing thé&tVizio is considered a
video tape service provider, “[c]Jountless products and services,” such as “shipping
services, Blu-Ray players, snjanones, app stores, cable bexwireless routers, persona|
computers, video game consoles, and @azgs’ would also fall within the statutory
definition of video tape servigaroviders. (Mem. at 16; Reply &t7.) But the statute’s text
once again alleviates Vizio's noerns. Most of these prodaor services are far too
peripherally or passively in\ed in the delivery of videoontent to reasonably constitute
“the business” of delivering video content. Byntrast, Plaintiffs allege that Vizio has
developed a product intimately involved in thedivery of video contetrto consumers, has
created a supporting ecosystem to sesshjaleliver video content to consumers
(including entering into agreements with camttproviders such agetflix and Hulu), and
has marketed its product to consumers as ssfpat” to this video content. Other textual
limitations further cabin the scope of the AEhie VPPA applies only if the consumer is a
“renter, purchaser, or subscriber of goodservices” from the video tape service
provider. 18 U.S.C. 88 2710(a)(1), (b). And a wdape service provider is liable only if if
releases personally identifiable infornaatiwithout the consent of the consunidr.88

2710(a)(3), (b). Accordinglyizio’s policy-laden argument cannot overcome the statut

[1%)

plain meaning.
ii. “Consumer”

The VPPA defines a “consuniaxs “any renter, purchaser, or subscriber of good

U)

or services from a video tape service pdevi’ 18 U.S.C. § 2710(a)(1). Thus, unlike its
definition of “video tape service providetfie statute’s definition of “consumer” is
somewhat narrower than the mits ordinary meaning. Beoae Plaintiffs do not contend

they are renters or purchasers, they rhestsubscribers” for the VPPA to apply.
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In Ellis v. Cartoon Network, Incthe Eleventh Circutbeld that “a person who
downloads and uses a free ntelapplication on his smartphe to view freely available
content, without more, is not a ‘subscriber’. under the VPPA.” 803 F.3d 1251, 1252
(11th Cir. 2015). After analyzing various defions of “subscriber,'the Eleventh Circuit
concluded that that a “subscription’ involvesme type of commitment, relationship, or
association (financial or otherwise) between a person and an elalitgt”1256. While a
“payment is not a necessary element of stipson,” it is “one factor a court should
consider when determining whether an wundisal is a ‘subscriber’ under the VPPAJ.
Besides payment, other factors to consater“registration, commitment, delivery,
[expressed association,] and/or access to restricted corlterftitation omitted).

By contrast, inYershov v. Gannett Satelliteformation Network, In¢the First
Circuit concluded that a consumer needmake a monetary paynt in return for a
mobile application to be considered a “subizar.” 820 F.3d 482, 488-89 (1st Cir. 2016).
Instead, the plaintiff’'s provision of personatarmation in return fothe defendant’s video
content was sufficient consideration for the plaintiff to be a “subscrilwerat 489. And,
by downloading the defendant’s applicatiore thaintiff “established a relationship with

[the defendant] that [was] materially diffetefrom what would have been the case had

[the defendant’s publication] simply remainaae of millions of sites on the web that [the

plaintiff] might have accesed through a web browseld:

Here, Plaintiffs are more plausibly “subgars” than the plaintiffs in eithéfllis or
Yershowecause theyllage that theylo pay for Vizio’s applicdons. Plaintiffs contend
that Vizio charges a premium for its Smaxts because of their ability to seamlessly
deliver video content to consumers through ¥&internet Apps, Internet Apps Plus, an
SmartCast. (Compf[f 22, 33.) After consumers purchase their Smart TVs, Vizio
continues to service them by pushing softwgrdates that improve security and provide
additional featuresSeed. 1 45, 59, 66, 92.) Tis, under eitheEllis or Yershots
holdings, Plaintiffs plausibly allege an assdoia with Vizio that issufficiently substantial

and ongoing to constitel a subscription.
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iii. “Personally Identifiable Information”

Defendants’ finally contend that thelp not disclose “personally identifiable
information” because “Plaintiffs have alleged . . . only that Bédmts have disclosed
device identifying information.” (Mem. at 17-2Reply 7-9.) For their part, Plaintiffs
assert that the array of data Vizio putpdly discloses about them—including MAC
addresses, IP addresses, zip codes, dHipseproduct model numbers, hardware and
software versions, region and language rsgs$ti viewing history, purchase history, and
“the presence of other devices connectedie ame] network”™—falls within the statutor
definition of “personally identifiable inforation.” (Opp’n 15-18; Compl. 11 63, 72.)

By its own terms, the VPP Arohibits the disclosuref “personally identifable
information.” 18 U.S.C. § 2710(a)(3) (empleadded). The suffix “able” means “capabl
of,” so “personally identifiale information” plainly extads beyond a consumer’s name.
Webster’s Third New Interni@nal Dictionary 4, 11281981). Indeed, had Congress
intended to limit the statute fwotecting the disclosure ah individual’s name (when
linked to particular video reals), it could have easily dose and avoided the Act’'s
broader—and admitteglclunky—phrasingSeeYershoy 820 F.3d at 486. Turning to the
VPPA's defined terms, three of the fouatsitory definitions use the word “means” to
restrict the defined term tbe statutory definitiorSeel8 U.S.C. 88 2710(a)(1), (a)(2),
(a)(4). “As a rule, [aflefinition which declares what a term ‘means’ . . . excludes any
meaning that is not statedBurgess v. United States53 U.S. 124, 1B(2008) (citation
omitted). But Congress chose the word “includes” instead for theitotsdi of “personally
identifiable information.”Seel8 U.S.C. § 2710(a)(3). Thigord “normally implies that
the proffered definition falls shoof capturing the whole meaningYershoy820 F.3d at

4 Although the Court does not belethat resorting to the leglative history is necessary,
the Senate Report on the VPPA camfirthat this different wording.¢., “includes” instead of
“means”) was intentional. S. Rep. No. 100-599, at 12 (1283)printed in1988 U.S.C.C.A.N.
4342-1, 4342-9 (“[P]aragraph (a)(3) uses the wandltides” to establish a minimum, but not
exclusive, definition of persoftg identifiable information.”).
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486;see, e.g.United States v. Angelill660 F.2d 23, 31 (2d Cir981) (“The use of the
word ‘includes,’ rather thanmore restrictive term such ameans,’ ‘indicates that the list
Is not exhaustive but merely illustrative(€itation omitted)). Hence, while “information
which identifies a person as having [selected]deo” surely is covered, “personally
identifiable information” is not iEricted to such informatioikeel8 U.S.C. § 2710(a)(3);
Yershoy820 F.3d at 486.

The statutory structure confirms ti@bngress intended “personally identifiable
information” to encompss more than a person’s name ahgsical address. In the origing
Act, Congress included both an opt-out and opt-in disclosure process. If a consumer
In to a disclosure, a video tape service pter could reveal any type of personally
identifiable information. Vide®rivacy Protection Act of 1988. 2361, 100th Cong. § 2,
102 Stat. 3195 (1988). But if the consumer ttadpt out of the didosure, the video tape
service provider could disclose orilye consumer’'s name and addr&esid. Thus,
Congress contemplated that the Act wouldk@ct more than just a person’s name or
physical addres¥ershov v. Gannett Satellite Info. Network, 1404 F. Supp. 3d 135,
140 (D. Mass. 2015jev’d in part on other ground$20 F.3d 482 (1st Cir. 2016).

Based on many of these textglles, the First Circuit ilYershowoncluded that
“personally identifiable infomation” extends beyond a person’s name to embrace
“information reasonably and foresably likely to reveal which . . . videos [the plaintiff]
has obtained.” 820 F.3d 486. While at some point “tHakage of infornation to identity
becomes too uncertain, or too dependertbormuch yet-to-be-done, or unforeseeable
detective work,” the court founithe plaintiff's allegations #it the defendant disclosed his
phone’s GPS coordinates from the momenémhe watched videds be personally
identifiable informationld.

By contrast, the Third Circuit im re Nickelodeoreld that IP addresses do not
constitute personally identifiadinformation under the VPP&ee827 F.3d at 290. While
recognizing that the “text itdek . . . amenable” to a brdar interpretation, the Third

Circuit relied heavily on statements by Stndatrick Leahy anBepresentative Robert

22

!

optt



Case

© 00 N OO O b~ W N P

N NN NN DNDNNNERRRRR R R R R
W N o 0B~ WNEFEF O © 0N O 0N~ WDNRFLP O

8:16-ml-02693-JLS-KES Document 130 Filed 03/02/17 Page 23 of 39 Page ID
#:1154

Kastenmeier at a joint hearing to concludat ghersonally identifiable information covers
only “the kind of informatiorthat would readily permit an ordinary person to identify a

specific individual's vileo-watching behaviorld. at 285-86, 290.

The Court findsrershouvo be a more persuasive interpretation of the VPPAIthan

re NickelodeonFirst, Yershovocused foremost on the text of the statute, wihile
Nickelodeorturned quickly to “the more comiversial realm of legislative historySee
Lamie 540 U.S. at 536. Perhaps, if the statyianguage were particularly indecipherab

and the legislative history decisively résal the issue, this approach might be

understandable. B re Nickelodeomecognized that “portions” of the legislative history

suggested hroaderinterpretation of personally identaible information and the statutory
text was “amenable” to such amerpretation. 827 F.3d at 286-8&econd|n re
Nickelodeorrelied heavily on Congress’s decisioot to amend the statute substantially
2002. As the Supreme Court has instructed,kimd of “[p]Jost-enactment legislative
history (a contradiction in tes) is not a legitimate tooff statutory interpretation.”
Bruesewitz v. Wyeth LL.G62 U.S. 223, 242 (2011). Inde&tkrshowexamined the same
Congressional inaction and reached the eappbdsiteconclusion about its proper
meaning See820 F.3d at 488. Third, under the Tthircuit’s “ordinary person” test it
would be highly gastionable whether even sociatgety numbers would constitute
personally identifiable information becausetltas Third Circuit itself recognized, this
information “might not be easily matched.to. persons without consulting another entit
such as a credit reporting agency or government burbare’Nickelodeon Consumer
Privacy Litig, 827 F.3d at 283.

® The Third Circuit’s legislative history analgfocused on two statements made at a joi
hearing that do not obviously cara the proper scope of therte“personally identifiable
information” and relate to a prior veosi of the bill that also covered librariés.re Nickelodeon
Consumer Privacy Litig.827 F.3d at 285-86. The Supreme Gdas repeatedlgriticized
attempts to divine Congressionatent from “highly generaliz conflicting statements in the
legislative history.’Rust v. Sullivan500 U.S. 173, 185 (1991).
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Yet, the Court need not disagree withre Nickelodeorbecause Plaintiffs allege
that Vizio’s Inscape platform discloseseevmore about thedigital identities—in
particular, consumers’ MAC addresses arfdrmation about other devices connected tg
the same network. Plaintiffs allege thdAC addresses are frequently linked to an
individual’s name and can be used to acghighly specific geolocation data. (Compl. 1
69-71.) MAC addresses allegedly can alsotifiea person when combined with Vizio’s
disclosure of consumers’ IP addressescaites, product model numbers, hardware and
software versions, chipset IDs,daregion and language settingsl. [ 72-79.) Besides
collecting and disclosing extensive inforneatiregarding consumers’ Smart TVs, Vizio
supposedly collects and discloses informaabout all other devices connected to the
same network.Id. 11 63, 72.) Plaintiffs have thus pioly alleged that Vizio’s provision
of—to quote its own prospectus—"highly sgecviewing behavior data on a massive
scale with great accuracy” amounts te thsclosure of personally identifiable
information® (Id. 1 62.)

The Court stresses the posture of this cd#enately, Plaintiffs will have to
demonstrate that Vizio’s disclosures are “orably and foreseeably likely to reveal” what
video content Plaintiffs have watche&tershoy 820 F.3d at 486. But this is a factual
inquiry ill-suited for resolutio on a motion to dismis¥.ershoy104 F. Supp. 3d at 145
(observing that a “factual rembwould need to be develapbeefore concluding that an
Android ID is not PI1I"). The Court simply cannatcept Vizio’s offer to engage in judicial
fact-finding or make sweeping determinati@ssa matter of law on this Motion to

Dismiss. Because Plaintiffs have plausiélieged that the array of information Vizio

® While this Motion was pending, the FTC,danjunction with a consent decree, filed a
complaint against Vizio regarding itsllection and discleure practices SeeNotice of Pendency,
Doc. 128.) Because the FTC’s allegations havébaeh incorporated into Plaintiffs’ Complaint,
the Court does not consider them in detemgrthe plausibility ofPlaintiffs’ claims.
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discloses about them is pemally identifiable informationthe Court must DENY Vizio’s
Motion to Dismiss Plaitiffs’ VPPA claims’

D. Wiretap Act Claims

The Wiretap Act affords a private right aftion to “any person mose wire, oral, or
electronic communication is intercepted, discths® intentionally used in violation of
this chapter . . ..” 18 U.S.C. § 2520(a) f@wlants argue that Plaintiffs’ Wiretap Act
claims should be dismissed because Bed@ts do not “intercept” any electronic
communications and the messages they cadle not constitute the “contents” of an
electronic communication. (Mem. at 23-27.) Hoe reasons elaborated below, the Court
concludes that Plaintiffs haveadequately pleaded interception.

The Wiretap Act proscribeselfintentional[] intercept[ion] . . . [of] any wire, oral,
or electronic communicatichl8 U.S.C. § 2511(1)(a)n Konop v. Hawaiian Airlines,
Inc., the Ninth Circuit held that, for an elemhic communication “to be ‘intercepted’ in
violation of the Wiretap Act, it must be acopd during transmissiomot while it is in
electronic storage.” 302 F.3d 868,83(Bth Cir. 2002). In so holdingionopstrove to
distinguish between information acquiremhtemporaneously its transmission and
information that resides in electronic storalge. seeTheofel v. Farey-Jone859 F.3d
1066, 1077 (9th Cir. 2004“We . . . held inKonop v. Hawaiian Airlines, Inc.. . that the
Act applies only to “acquigson contemporaneous withainsmission.” (citation omitted)).
Access to information maintagd in electronic storage governed by the Stored
Communications Act, while thWiretap Act regulates ag=to information acquired
contemporaneously to its transmissiGee Konop302 F.3d at 878.

While some language Konopsuggests that information cannot be “intercepted’
within the meaning of the Wiretap Act if it is acquigdhultaneouslyvith its arrival,see

id. at 879-880, the issue was not squapesented in the case. The plaintifkianop

’ Plaintiffs have chosen to abandon theirestatv video privacy clans (Opp’n at 3 n.2),
so the Court DISMISSES Plaintiffs’ fotmttenth, and twelfth causes of action.
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alleged that his former employer used &eotemployee’s password to access disparagi
posts that the plaintiff kemn his online bulletin boardd. at 873. Thus, the information
the employer acquired had baarelectronic storage for a considerable period before h
employer accessed it. Likkonop most of the decisions in this Circuit addressing the
simultaneous transmission requirement lagdhe collection of emails or other
communications that were unquestionablglectronic storage for a substantial period
before the defendécollected thentSee, e.g.Theofel v. Farey-Jone859 F.3d 1066,
1077 (9th Cir. 2004) (stored emaild)ovelPoster v. Javitch Canfield Gyd40 F. Supp.

3d 938, 953 (N.D. Cak014) (stored emails¥ee also Steve Jackson Games, Inc. v. U.$

Secret Sery.36 F.3d 457, 460 (5th Cir. 29) (stored unread emails).
In United States v. Szymuszkiewtbe Seventh Circuit concluded that informatiot
acquired “within a second of each messagerival and assembly” satisfies the
contemporaneous interception requiremégg F.3d 701, 706 (7th Cir. 2010). In
Szymuszkiewicthe defendant inserted a command mgsupervisor’'s copy of Microsoft
Outlook that directed a copy afl incoming messages to hiid. at 703. The defendant
argued that “he did not ‘intercept’ anythingy fat least in football) ‘interception’ means
catching a thing in flight, and any messagmild have reached its destination ([his
supervisor’'s] inbox) before a copy was made for hilh.'Judge Easterbook observed tha
it did not matter whether his supervisor'syqauter or an intermediary diverted the

information:

Several circuits have said that, t@hate § 2511, an tarception must be
“contemporaneous” with the communication.. [The defenant] sees this

as support for his “in flight” readingput it is not. “Contemporaneous” differs
from “in the middle” or any football mepaor. Either the server in Kansas
City or [his supervisor’'s] computer made copies of the messages for [the
defendant] within a seoal of each message’s arrival and assembly; if both

[the defendant and his supisor] were sitting at thir computers at the same
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time, they would have received each message with no timamean eyeblink
in between. That's contemporansolby any standard. Even if [the
supervisor's] computer (rather thartherver) was doing the duplication and
forwarding, it was effectively acting q@st another router, sending packets

along to their destination . . . .

Id. at 705-06 (citations omitted). In reaching this conclusion, the Seventh Circuit cited
Konop see id.at 706, indicating that the court fodiits decision consistent with the Ninth
Circuit’'s simultaneous transmission requirentent.

Szymuszkiewieamphasized that its holding was necessary to keep modern
telephonic communications withingtpurview of the Wiretap Actd. Interception of
telephone calls made through modern “paské@tching” technology “must be done by
programming a computer to copy the cont¢ofgpackets] it sends along . . .Id. So, if
interception “within a second of each messagerival and assembly” did not qualify as
“simultaneous,” the WirefaAct would no longer gova phone calls—the very
communications Congress had in mimden it enacted the Wiretap Add. at 704, 706;
see In re Carrier 1Q, In¢.78 F. Supp. 3d 1051, 1076-81.IN Cal. 2015) (concluding that
Konogs simultaneous transmission requirethdoes not place packet switching
technology outside the ambit thfe Wiretap Act). A contrary holding would also mean tH
different substantive rules would apply to$le engaged in the samaal-time electronic
conversation based on whasectronic device was bugged and who was sending or

receiving the particular message in questifjrsay, Person A’s deviceas bugged, all of

8 DirecTV, LLC v. WrightNo. 15-CV-474-FPG, 2016 WL 3181170 (W.D.N.Y. June 3,
2016) is not to the contrary. DirecTV, the district court stressed that the defendigfitimately
received the plaintiff's satellite signalsral then illegally rebroadcasted thdih.at *6. As the
district court observed, “numerous courts haveiged on this distinctioin finding that [the
Wiretap Act] requires the unauthoed receipt, not simply ghunauthorized redistributionld. at
*6.
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the messages sbendgo Person B would be subjectttee Wiretap Act, while all the
message sheceives—even if immediately collected—euld be subject to the Stored
Communications Act. Nothing in the text structure of the Wiretap Act or Stored
Communications Act suggests suchapelessly convoluted legal framework.

But, even if the Court were to acc&rymuszkiewitzreasoning, Plaintiffs have
not articulated with sufficient claritywhen Vizio supposedly intercepted their
communications. Besides their conclusory allegation that Vizio intercepted their electroni

communications “during trangasion” (Compl. § 128.), Plaintiffs rely on a rather

© 00 N OO O b~ W N P

inscrutable graphic with no textual explanatiah {| 52) and vague allegations about hoyw

Vizio’s data collection occurs “in real timeitl( 11 39, 41-42, 49, 62). While Plaintiffs
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need not prove their theory ioiterception on a motion to disss, Plaintiffs must provide
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fair notice to Defendants @fhen they believe Vizio inteepts their communications. A
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written explanation of Plaintiffs’ theory ofterception is particularly important in this
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case because the graphic Pldistinclude in theitComplaint suggests alh Vizio transmits
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their data to its Inscape platfo significantly after the data arrive at their Smart T\&&g
id.  52.) The Court, therefore, DISMISSE&&h LEAVE TO AMEND Plaintiffs’ Wiretap

L
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Act claims. As Plaintiffs have inadequatgligaded interception, the Court need not

[EN
o0}

address Defendants’ alternative argumentWab does not collect the “contents” of any

electronic communicatiorfs.
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° Courts have generally construed the California Invasion of Privacy Act (“CIPA”) as
coextensive with the Wiretap A@unbelt Rentals, Inc. v. Victat3 F. Supp. 3d 1026, 1033 (N.D.
Cal. 2014)NovelPoster v. Javitch Canfield Grd40 F. Supp. 3d 938, 954 (N.D. Cal. 2014), and
Plaintiffs have offered no reason why the Couatiglysis would be any different under the CIPA
(seeOpp’n at 21). The Court, therefore, DISMBESS with LEAVE TO AMEND Plaintiffs’ CIPA
claims.
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E. Fraud Claims

Defendants move to dismiss Plaintiffs’ fraud-based clifios failure to satisfy
Rule 9(b). (Mem. at 28-33.) Pidiffs contend that Defendanbverstate Plaintiffs’ burden
in alleging claims based on fraudulent esions and that both their fraudulent omission
and affirmative misrepresentation theoraes well pleaded. (Opp’'n at 21-27.)
I. Fraudulent Omission-Based Claims
Under Rule 9(b), a party must plead allegations of fraud, whether through
affirmative misrepresentations or omissions, “wptrticularity.” FedR. Civ. P. 9(b). To

satisfy this Rule, a plaintiff nat generally allege the “whayhat, when, where, and how’
of the misconduct chargedKearns v. Ford Motor Cp567 F.3d 1120, 1124 (9th Cir.
2009). “However, in the context of a fraudul@mission claim, a plaintiff cannot plead a
specific time or place of a failure to acRéel v. BrooksAmerica Mortg. Corg.88 F.
Supp. 2d 1149, 1160 (C.D. Cab11). In such circumstancés, plaintiff may plead fraud
by alternative meansltl. The purpose of Rule 9(b)’s lyfitened pleadings standard is “t(
give defendants notice of the particular misduct which is alleged to constitute the frau
charged so that they can defend against thegehand not just dertlgat they have done
anything wrong."Swartz v. KPMG LLP476 F.3d 756, 764 (9th Cir. 2007) (citation
omitted).

Relying onMarolda v. Symantec Corefendants assert that to satisfy Rule 9(b
a fraudulent omission claim “must describe ttontent of the omission and where the
omitted information should or atd have been revealed, &sll as provide representative
samples of advertisements, offers, or othpragentations that plaintiff relied on to make

her purchase and that failed to includedhegedly omitted informson.” 672 F. Supp. 2d
992, 1002 (N.D. Cal. 2009). “As otheswrts have recognized, however, ‘tdarolda

10 By “fraud-based claims,” the Court refécsPlaintiffs’ fifth, sixth, eighth, ninth,

eleventh, fourteenth, and eightdernauses of action to the extémat these claims sound in fraud.

See Kearns v. Ford Motor C&67 F.3d 1120, 1124 (9th Cir. 2009). The Court addresses
Plaintiffs’ FAL claims separately.
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requirements are not necessarily appropriatalfcases alleging a fraudulent omission.’
Philips v. Ford Motor Cq.No. 14-CV-02989-LHK, 2015 Wi111448, at *12 (N.D. Cal.
July 7, 2015). Rather, courts have applieteR(fb)’s “who, whatwhen, where, and how”
test mindful of the “the inhereffimitations of an omission claimMacDonald v. Ford
Motor Co, 37 F. Supp. 3d 1087, 26 (N.D. Cal. 2014)Yelasco v. Chrysler Grp. LLC
No. CV 13-08080 DDP VBKX, 204 WL 4187796, at *5 (M. Cal. Aug. 22, 2014);
Philips, 2015 WL 4111448, at *12.

Here, Plaintiffs allege that Vizio (“who'failed to disclose to consumers that its
Smart Interactivity software collects and disge consumers’ viewing histories as well &
personally identifiable information relatedtteeir Vizio Smart TVs and other devices
connected to the same Wi4etwork (“what”). (Compl. 11 35-42, 45-73.) This material
information, Plaintiffs allegewas not disclosed prior to their purchase of their Smart T)
or while they used their Smart TV’s cafdies (“when”) on the poduct packaging, in
Vizio’s Privacy Policy, or on Vizio’s website (“where”)d( 11 81-94.) Besides providing
the exact model numbers foethtelevisions and where th@yrchased them, Plaintiffs
provide a representative sample of a Vizioca®nTV’s product packaging that omits any
mention of Vizio’'s Smarinteractivity software.Ifl. 11 16-21, 81-84.) Plaintiffs further
contend that, when using a Vizio Smart T\ tinly reference to Smart Interactivity is
“deeply imbedded in an obscure settings menu” and “does not explain what Smart
Interactivity is.” (d. 1 7, 85.) Viewed together, Plaffdi allegations are as well pleaded
if not more detailed, than those found sufficienVelasco Philips, andMacDonald See
2015 WL 4111448, at *12; 20M/L 4187796, at *5; 37 FSupp. 3d 1087, 1096. Contrary
to Defendants’ assertion, Pl&ffs do not need to specify éhprecise date they purchased
their Smart TVs to state a fraudulent omissitaim, because Vizio’s fraudulent omissior|
allegedly continued from the launch of its Striateractivity softwareéhrough Plaintiffs’
purchases of their Smart TVs. Thus, DefentdaMotion to Dismiss Plaintiffs’ claims

based on fraudulent omissions is DENIED.
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ii. Affirmative Fraud-Based Claims
In contrast to Plaintiffs’ omission-bas&dud claims, Plaintiffs’ affirmative fraud-
based claims are devoid of the “who, whateveh when, and how” allegations required I
Rule 9(b). For instance, Plaintiffs contendtthertain language Mizio’s Privacy Policy
and on Vizio’s website is misldang, but none of the Plaiffis allege that they even
viewed these purported misrepresentatioBeseCompl. 11 22, 88 3ee, e.gDurell v.
Sharp Healthcargl08 Cal. Rptr. 3d 682, 694 (Gpp. 2010) (“[T]he SAC does not

allege [plaintiff] ever visitedharp’s Web site or even that ever read the Agreement fof

Services”). Plaintiffs also reference certatatements on the Smdi packaging that
they contend are misleading “in light oktinformation not provied.” (Opp’n at 25.)
Besides Plaintiffs’ failure to provide the “who, what, where, wiaerl, how” allegations
necessary to support this theory, the statements Planetiffi'ence on Vizio’s product
packaging about a Vizio Smart TV’s functiony&dittle to do consumers’ data security (
privacy. SeeCompl. 11 81-84.) Thereform the extent that Rintiffs’ fraud claims are
based on supposed affirmative misrepres@is, Defendants’ Mmn to Dismiss is
GRANTED with LEAVE TO AMEND. In any amended complaint, Plaintiffs must pleac
the necessary “who, what, weewhen, and how” allegations necessary to state a clain
for affirmative fraud.

F. Negligent Misrepresentation Claims

Under California law, “[a] negligent miiepresentation claim ‘requires a positive
assertion,” not merely an omissiob.dpez v. Nissan N. Am., In&35 Cal. Rptr. 3d 116,
136 (Ct. App. 2011) (quotingega v. Jones, Day, Reavis & Poglié Cal. Rptr. 3d 26, 32
(Ct. App. 2004). “An ‘implied’ assedn or representation is not enougtilson v.
Century 21 Great W. Realt$8 Cal. Rptr. 2d 779, 783 (Gtpp. 1993). Similarly, under

Washington law, “[a]n omission alone cannohstitute negligent misrepresentation, sin¢

the plaintiff must justifiablyrely on a misrepresentatiorRoss v. Kirner172 P.3d 701,
704 (Wash. 2007%kee Trimble v. Washington State Un883 P.2d 259, 264 (Wash.

31

Py




Case

© 00 N OO O b~ W N P

N NN NN DNDNNNERRRRR R R R R
W N o 0B~ WNEFEF O © 0N O 0N~ WDNRFLP O

8:16-ml-02693-JLS-KES Document 130 Filed 03/02/17 Page 32 of 39 Page ID
#1163

2000) (holding that failing to discuss the dowdes of an offer of employment did not
create the false impression necessary te stataim for negligearmisrepresentation).

Plaintiffs’ negligent misrepresentaticfaims under California and Washington lav

<

are inadequately pleaded fmuch the same reason whlaintiffs’ affirmative fraud
claims fail: Plaintiffs allege that Vizio’'s Samt TV packaging is nsleading because Vizio
advertises how its Smart TVs are idealvi@tching programming from cable, satellite,
and streaming content providers as well frdewices connected to the Smart TV without
disclosing that utilizing these features abrgsult in Vizio collecting and disclosing
consumers’ personally identifiable informatiold. (1 81-84.) None of the statements or
the product packing, however, relate taidis privacy policies or the security of
consumers’ personal information more brgadlhus, because amjleged statements on
Vizio’s product packaging are too remotely tethto Vizio’s treatment of consumers’ daja
to amount to the “positive assertion"cassary to stateaaim for negligent
misrepresentation, the Court DISMISSES ¢&helaims under Califoia and Washington
law with LEAVE TO AMEND. See LopeZzL35 Cal. Rptr. 3d at 136 (holding, in a case
involving odometers that supposedly ovgrséered the number of miles driven, that
“innocuous statements . . . about the bagiction of odometers” dinot amount to the
“positive assertion” necessary to statdam for negligent misrepresentatio®Qss V.
Kirner, 172 P.3d at 704.

G. False Advertising Law Claims

The False Advertising Law (FAL) phibits making or disseminating “any
statement” in the course of “dispos[ing]” afly property, product, or service that “is
untrue or misleading, and wkies known, or which by #hexercise of reasonable care
should be known, to be untrue or misleading.” Cal. Bus. & Pof. Code § 17500. Under
the FAL, courts apply the “reanable consumer” test, whichgreres a plaintiff to show
that “members of the publare likely to be deceivedWilliams v. Gerber Products Co.
552 F.3d 934, 938 (9th Cir. 2008) (quotation marks omitted). The FAL proscribes “not

only advertising which is faésbut also advertising which[,] although true, is either
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actually misleading or which has a capacityelihood or tendency to deceive or confuse
the public.”Williams 552 F.3d at 938 (quotingasky v. Nike, In¢45 P.3d 243, 250 (Cal.
2002)).

At first glance, districts courts seemle divided over whether a plaintiff can
predicate a FAL claim on a defendant’s fesltio disclose certain informatioBompare
Handy v. LogMeln, IngNo. 1:14-CV-01355-JLT, 2015 W1729681, at *5 (E.D. Cal.
Apr. 15, 2015) (“[A] a plaintiff may state@aim under the FAL for fraudulent omissions
by a defendant.”)in re Sony Gaming Networks & €tomer Data Sec. Breach Litj96
F. Supp. 2d 942, 991 (S.D. Cal. 2014) (finding that “fraud-based omission claims” un
the FAL were adequately pleaded}jh Norcia v. Samsung Tecommunications Am.

LLC, No. 14-CV-00582-JD, 2019/L 4967247, at8 (N.D. Cal. Aug. 20, 2015) (“There
can be no FAL claim where there is no ‘statement’ at atbtanwood v. Mary Kay, Inc.
941 F. Supp. 2d 1212, 1222 (C.D. Cal. 2012practice, though, the disagreement seer
largely superficial: Courts reject FAL claimpsemised solely on defendant’s omissions,

but a plaintiff may base a FAL claim on an affative statement th&g misleading in light

of the information omitteddodsdon v. Mars, Inc162 F. Supp. 3d 1016, 1023 (N.D. Cal|.

2016);seeln re Sony Gaming Networks & €tomer Data Sec. Breach Liti®96 F. Supp.
2d 942, 991 (S.D. Cal. 2014 re ToyotaMotor Corp, 790 F. Supp. 2d 1152, 1157-59,
1173 (C.D. Cal. 2011). This amach comports with the teaf the False Advertising Law
which prohibits false or misleauy “statement[s],” not omissionSeeCal. Bus. & Prof.
Code § 17500.

Plaintiffs allege that their FAL claimseapremised on “partial representations . .
as well as omissions.” (Opp’n at 28 (citi@@mpl. 1 8, 10, 72-79, 84, 90-91.)) But none
of the Plaintiffs allege thahey were aware that Vizio had represented that it collects o
anonymous data, which would be necessaryfaintiffs to satisfy the FAL'’s standing
requirementSee In re Tobacco Il Casé¥)7 P.3d 20 (Cal. 2009) (holding that a plaintiff
must demonstrate “actual reliance” to show tiatost “money or property as a result of

the allegedly unlawful conductwikset Corp.246 P.3d at 888 (applying the same
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standard to the FAL). And, as the Court hasady noted, the statements Plaintiffs did s
on Vizio’s product packaging about the SmMEY’s functionality are too tangentially
related to consumers’ personal privacy or sécto be misleading in light of Vizio’s
failure to disclosure its data collectiand disclosure practices. To be clealpa®
Tobacco Il Casemstructs, Plaintiffs do not have &dlege they “relied on particular
advertisements or statements,” especiélligey allege a lengthy pattern of
misrepresentations by ViziopZ P.3d at 40, but Plaintiffs ratiallege at least that they
were generally familiar with Vizio’s statements about its data privacy or security prac
Thus, because Plaintiffs have not plausddlgged that they relied on any affirmative
misstatements by Vizio, the Court DISMISSith LEAVE TO AMEND Plaintiffs’ FAL
claims.

H. Invasion of Privacy and Intrusion Upon Seclusion Claims

The elements of intrusion upon seclusiod avasion of privacy are similar in eag
of the states included in Plaintiffs’ Complaint. California, Floraagd Washington have
all endorsed the definition of the tort foundive Second Restatement, which requires (
an intentional intrusion, phystor otherwise, “upon the salde or seclusion of another,’
(2) in a manner “highly offensesto a reasonable persoéteresa v. Am. Broad.
Companies, In¢121 F.3d 460, 465 (9 Cir. 1997) (quotingMiller v. Nat’l Broad. Co,

232 Cal. Rptr. 668, 678 (Ct. App. 1986)gus v. Loftus151 P.3d 1185, 1212 (Cal. 2007
Purrelli v. State Farm Fire & Cas. C0698 So. 2d 618, 620 (Fla. Dist. Ct. App. 1997);
Mark v. Seattle Tinse 635 P.2d 1081, 1094 (Wash. 19&Ee alsdRestatement (Second)
of Torts § 652B (1977).

The California Constitution andassachusetts Privacy Act create similar causes
action for invasion of privacy. A cause aftion under the California Constitution for
invasion of privacy requires: 1the identification of a specific, legally protected privacy
interest,” (2) a reasonable expectation ofgey under the circumstances presented, an(
(3) a “sufficiently seriousintrusion upon the privaayterest by the defendarill v.

Nat'l Collegiate Athletic Assn865 P.2d 633, 654-55 &C 1994). California has
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recognized two broad categories of legally eted privacy interests: “(1) interests in
precluding the dissemination ornsuse of sensitive armbnfidential information
(‘informational privacy’); and (2) interests making intimate personal decisions or
conducting personal activities wiht observation, intrusion, or interference (‘autonomy
privacy’).” Id. at 654! If a plaintiff satisfies these teshold requirements, the privacy
interest must be balanced against a defendant’s countervailing intetest$55-57. Like
its California counterpart, the MassachusBttisacy Act createa right against
unreasonable, substantial or serious interfsxemth [a person’s] privacy.” Mass. Gen.
Laws ch. 214, § 1B. The invasion of privdioyust be both unreasonaldaed substantial or
serious” to violate the AcPolay v. McMahon10 N.E.3d 1122, 1126 (Mass. 2014). The
Massachusetts Supreme Judicial Court has igdrihat a plaintiff need not allege a pubili
disclosure of the private infimation; an unreasonable intfs upon a person’s “solitude”
or “seclusion” may sufficdd.

As an initial matter, the Court rejects2id’s argument that Plaintiffs have no
cognizable interest in keemy detailed data abouthat video content they watch private.
(Mem. at 36-37.) Defendants provide no mrawhy this information would be any less
sensitive than the URL inforrtian that the Third Circuitound legally protected im re
Google Inc. Cookie Placemeisee306 F.3d at 151. To thewtrary, the various federal
and state statutes that specifically protedewiviewing histories makelaintiffs’ assertion
of a protected privacy interest hereosiger than the claimed privacy interestrine
Google Inc. Cookie Placement. See,,d.§.U.S.C. § 2710; CaCiv. Code § 1799.3;
Mass. Gen. Laws ch. 93, § 106; NGen. Bus. Lavwg 673. Nor doein re Yahoo Mail
Litigation, 7 F. Supp. 3d 1016 (N.[@al. 2014), hold otherwisén re Yahoo Mail

Litigation found that there is no “legally peaited privacy interest [or] reasonable

11 Because of the substantial overlap between the constitutional and common law cal
action under California law, Catifnia courts have examined claims brought under both sourc
togetherSeeHernandez v. Hillsides, Inc211 P.3d 1063, 1073-74 (Cal. 2009).
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expectation of privacy in emajenerally. . . .”1d. at 1040. There, the court determined
that allegations that an erhgervice provider scanned, stol; and distributed to third
parties the content of emails between usedsrn-users of its service were insufficient
because the plaintiffs failad allege the specific conteaf the emails at issudd.

Whether or not this Court eges with this holding iin re YahodMail Litigation, it does
not apply here. Unlike iin re Yahoo Mail LitigationPlaintiffs identify a discrete type of
sensitive information (video viang history) that idegally protected, rather than arguing
they have a legally protected intsté a method of communicatioBee idat 1040-41.

Courts have been hesitant to extend tineabinvasion of privacy to the routine
collection of personally identifiable informah as part of electronic communicatioSge,
e.g, Low v. LinkedIn Corp.900 F. Supp. 2d 1010025 (N.D. Cal. 2012)Yunker v.
Pandora Media, In¢.No. 11-CV-03113 JSW, 2013 W1282980, at *15 (N.D. Cal. Mar.
26, 2013). By contrast, collection otimate or sensitive personally identifiable
information may amount to a highly offensive intrusiSee Goodman v. HTC Am., Inc.
No. C11-1793MJP, 2012 WL 24720, at *14-15 (W.D. Wash. June 26, 2012). Further,
more routine data collection practices mayhlghly offensive if adefendant disregards
consumers’ privacy choices while simultandguhb[olding] itself out as respecting’
them.”In re Nickelodeon Comsner Privacy Litig. 827 F.3d at 29fjuotingln re Google
Inc. Cookie Placement Consumer Privacy Ljtg806 F.3d 125, 158¢d Cir. 2015)). As the
Third Circuit observed, “[w]hether or not ddtased targeting is the internet’s pole star,
users are entitled to deny consent, and they are entitled to rely on the public promise
the companies thegeal with.”In re Google Inc. Cookie Placement Consumer Privacy
Litig., 806 F.3d at 151.

Plaintiffs have plausibly alleged a pattefri'highly offensive”conduct. Plaintiffs
point to a report by the security softwa@mpany Avast, whichoncluded that Smart
Interactivity’s “off” function was not operational “for monthg,not years.” (Compl. 1 7,
65.) So, even if consumers believed they hadaput of Vizio’s data collection practices

Vizio was still collecting their datbor a considerable periodsS€e id). In addition, Vizio’s
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Smart Interactivity softwarswitches back on ihout warning if the Smart TV ever
reverts to the factory settings—as can o¢hwough Vizio’s software updates$d( ] 66.)
Consumers would likely not realize for a siggant period that Vizio’s collection and
disclosure software has been re-enableduszcthe opt-out feature allegedly buried in
an obscure settings mentd.(fY 7, 85.) Further, Vizio’s dikzsure practices are far less
routine than, say, the usécookies at issue iilm re Google Inc. Cookie Placement
Consumer Privacy LitigatiarPlaintiffs allege not only thatizio collects an exceptionally

vast array of information about their digital identities and viewing histories, but also that

© 00 N OO O b~ W N P

the standard industry practice is not to adlMewing history d& unless a consumer

=
o

affirmatively opts in. Id. 11 6, 61.) Considering the quantum and nature of the information

[EN
|

collected, the purported failute respect consumers’ privacy choices, and the divergerice

[EN
N

from the standard industry ptae, Plaintiffs plausibly allege Vizio’s collection practiceg

[EN
w

amount to a highly offensive intrusion. Defamtis’ Motion to Dismiss Plaintiffs’ intrusion

[EN
IS

upon seclusion, Massachttsés Privacy Act, and Cabirnia Constitution claims is
accordingly DENIED.

=
o O

[. Unjust Enrichment Claims

[ERN
\l

Defendants contend that the Court shalifiniss Plaintiffs’ unjust enrichment

[EN
o0}

claims because they have adequate rematli@sv. The Court finds no basis for doing sq.

[EN
O

The Ninth Circuit has instructetistrict courts to construe claims for unjust enrichment

N
o

under California law as quasi-contract clailstiana v. Hain Celestial Grp., Inc/83
F.3d 753, 762 (& Cir. 2015);see Brazil v. Dole Packaged Foods, LIN®. 14-17480,
2016 WL 5539863, at *®th Cir. Sept. 30, 2016) (reversing a district court’s dismissal|of

N NN DN
w N

a claim for unjust enrichment). Similarly, unddorida law, an unjust enrichment claim

N
IS

fails “only upon a showing that an express contract existe/fi@st the parties.|State
Farm Mut. Auto. Ins. Co. v. Physicians Injury Care Ctr., |A27 F. App’x714, 722 (11th
Cir. 2011),rev’d in part sub nom. State Farktut. Auto. Ins. Co. v. William824 F.3d
1311 (11th Cir. 2014) (quoting/illiams v. Bear Stearns & Co/25 So. 2d 397, 400 (Fla.
Dist. Ct. App. 1998))accordDiamond “S” Dev. Corpv. Mercantile Bank989 So. 2d

N N N DN
o N O O
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696, 697 (Fla. Dist. Ct. App. 2008). As fomRitiffs’ unjust enrichment claims under Nev
York, Washington, and Massachusetts lawy]Hether plaintiffs [have] an adequate
remedy at law remains to be seéhFenerjian v. Nongshim Co., Lt@2 F. Supp. 3d 1058
1086 (N.D. Cal. 2014). Because Plaintiffs gd@ad in the alternatevunder Rule 8(d)(3),
it would be “premature to dismiss the unjust eimment claims on that basis at this point
Id. Defendants’ Motion to Dismiss Plaintiffahjust enrichment claims, therefore, is
DENIED.

V. CONCLUSION

For the foregoing reasons, Defendants’ Motion is GRANTED IN PART and

DENIED IN PART. Plaintiffs’ Wiretap Actlaims, California Invasion of Privacy Act
claims, False Advertising Laalaims, negligent misrepresentation claims under Califor
and Washington law, and stdaw video privacy claims are DISMISSED with LEAVE
TO AMEND. To the extent that Plaintiffs’ fif, sixth, eighth, ninth, eleventh, fourteenth,

and eighteenth causes of action are prenuoseallegations of affirmative fraudulent

12 pefendants contend that “in Massachustésy York, Florida, and Washington . . . ar
unjust enrichment clairmannotbe pleaded when an adequate réyret law exists.” (Reply at 25.
The Court finds no basis in the cases Defergaite for a rule holding that a court must

determine on a motion to dismiss whether an adeqeanedy at law exists; rather, the decisions

Defendants reference merely support the unconts@iegproposition that in some circumstances
the remedy at law is so obvious from the alteges in a complaint tht the question may be
resolved on a motion to dismiss. For instamees of the decisions Defendants refere@mNet,
Inc. v. Freeyellow.com, Inc109 P.3d 875 (Wash. Ct. App. 2005), merely held in an unpublish
part of the opinion that the trial court prolyedismissed an unjusinrichment claim after
determining that the plaintiff'slaim “sounded in contract andetteby provided him an adequate
remedy at law.ld. at 881. Similarly, anbier case Defendants citeed. Treasury Enter.
Sojuzplodoimport v. Spirits Int’l N.V400 F. App’x 611 (2d Cir. 2010addressed an attempt “to
evade the statute of limitations dippble to a tortious interferenegth contract claim” by artfully
pleading it as an unjust enrichment claith.at 614. To the extent thaicul v. Volkswagen Group
of Americaholds that a plainfi must allege distinct predicatacts merely to plead a claim for
unjust enrichmentee2013 WL 6328734, at *7 (S.D. Fla. Déx;.2013), that decision finds little

support in the common law and “ingmerly require[s] a complete sénce of an adequate remedy

at law to state a claifior unjust enrichment.Harris v. Nordyne, LLCNo. 14-CIV-21884, 2014
WL 12516076, at *7 n.5 (S.D. Fla. Nov. 14, 2014).
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conduct, they are DISMISSEwith LEAVE TO AMEND. Defendants’ Motion is
otherwise DENIED. Plaintiffs are given leato file a Second Gsolidated Complaint
within 21 days of this Order. Hare to file a Second Conkdated Complaihby that date
shall be deemed consent to the dismiss#8laihtiffs’ claims aginst Defendants with

prejudice.

DATED: March 2, 2017

JOSEPHINE L. STATON
UNITEDSTATESDISTRICT JUDGE
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	On January 14, 2016, Defendant Facebook, Inc. (“Facebook”) filed a Motion to Dismiss Plaintiffs’ Second Amended Consolidated Class Action Complaint (“Motion”) [ECF No. 101].  On April 28, 2016, this Court heard argument on the Motion and took the matt...
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