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The Parties in botfsaos v. Google Inc., 5:10-cv-4809-EJD, anériyev v. Google Inc.,
5:13-cv-0093-LHK, hereby submit the followingmilation and proposed order to consolidate
the two actions. Th&aos andPriyev actions are both class act®brought against Google,
alleging,inter alia, similar claims and overlapping proposgdsses. The Parties agree that
consolidation of the actions is appropriate, HreParties move for an order consolidating the
cases on the following terms:

CONSOLIDATION OF RELATED CASES

1. Pursuant to Fed. R. Civ. P. 42(a), theases are hereby consolidated into Civil
Action No. 5:10-cv-4809-EJD for pretrial proceedirgefore this Court. The consolidated actior

shall be captioned; “In re GoodgReferrer Header Privacy Litigation.”

2. All related actions that are subsequently filed in, or transferred to, thitiscDi
shall be consolidated into thastion for pretrial purposes. ThBrder shall apply to every such
related action, absent order of the Court. Ayptrat objects to such neolidation, or to any
other provision of this Order, mufsie an application for relief &m this Order within thirty (30)
days after the date on which a copy of the piglenailed to the party's counsel, pursuant to
Paragraph 7, infra.

3. This Order is entered without prejudicethe rights of any party to apply for
severance of any claim or action, for good cause shown.

MASTER DOCKET AND CAPTION

4. The docket in Civil Action No. 5:10-cv-4809-EJD shall constitute the Master

Docket for this Action.
5. Every pleading filed in the consolidatadtion shall bear thfollowing caption:
1
STIPULATION AND {RROROSED] ORDER 10-cv-4809-EJD
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN JOSE DIVISION

In re GOOGLE REFERRER HEADER PRIVACY
LITIGATION Master File No. 5:10-cv-04809-EJD

CLASS ACTION

This Document Relates To:

6. The file in Civil Action No. 5:10-cv-4809-BJ shall constitute a Master File for

every action in the consolidated action. Whendbeument being filed pertains to all actions, the

phrase "All Actions" shall appear immediatelyeafthe phrase “This Documents Relates To:”".
When a pleading applies only to some, not all, of the actions, the docunlkhstsha
immediately after the phrase “This Documents Relates To:”, the doakdtemdor each
individual action to which the document appliakng with the last name of the first-listed
plaintiff in said action (e.g., “Bl. C-[low-number action] (Doe)).”

7. The parties shall file a Notice of Related Cases pursuant to Civil L.R. 3-12
whenever a case that should be consolidatedhigaction is filed in, or transferred to, this

District. If the Court determines that the case is related, the clerk shall:

a. place a copy of this Order in teeparate file for such action;
b. serve on plaintiff’'s ounsel in the new casecopy of tis Order;
C. direct that this Ordebe served upon defendantthe new case; and,
d. make the appropriate entry in the Master Docket.
8. Any counsel of record for a party in ttastion who is not a member of the Bar of

this District is hereby admitted fwractice pro hac vice in this action.

2
STIPULATION AND {PROROSED] ORDER 10-cv-4809-EJD
FOR CONSOLIDATION OF CLASS ACTIONS
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PLEADINGS AND MOTION

9. Defendant is not required to respond to the complaint in any action consolidate
into this action, other than a consolidated claimp or a complaint designated as the operative
complaint.

10. Plaintiffs shall file a consolidated comamt as an exhibit to this Stipulation,
which shall become the operative complaint wttenCourt orders these matters consolidated.
The consolidated complaint shall be the opeeatiomplaint and shall supersede all complaints
filed in any of the actios consolidated herein.

11. Defendant shall respond to the consolidatahplaint within sixty (60) days after
service, unless otherwise agreed upon by the parties. If defendant files any motions directed
the consolidated complaint, tbeposition and reply briefs shall Gkd within thirty days and
forty-five days, respectively, of that response, unless otherwise agreedyuphenparties.

12.  The parties shall serve all papers on ezbler by email, unless otherwise agreed

upon by the parties.
Respectfully submitted,

Date: April 26, 2013 NASSIRI & JUNG LLP

By: _/s/ Kassra P. Nassiri

Kassra P. Nassiri
Counsel for Plaintiffs Gaos & ltaliano

Date: April 26, 2013 ASCHENBRENER LAW, P.C.

By:_/s/ Michael Aschenbrener

Michael Aschenbrener
Counsel for Plaintiffs Gaos & ltaliano

Date: April 26, 2013 PROGRESSIVE LAW GROUP LLC

By:_/s/ llan Chorowsky
llan Chorowsky
Counsel for Plaintiff Priyev
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Date: April 26, 2013 O’'MELVENY & MYERS LLP

By:_/s/ Randall W. Edwards
Randall W. Edwards
Counsel for Defendant Google in Gaos

Date: April 26, 2013 MAYER BROWN LLP

By:_/s/ Edward D. Johnson
Edward D. Johnson
Counsel for Defendant Google in Priyev

THE FOREGOING STIPULATION IS APPROVED AND IS SO ORDERAS FOLLOWS:

Before consolidation, the clerk shall relate case numbers 5:10-cv-04809 EJD and
5:13-cv-00093 LHK and reassign the latter to the undersigned. The clerk shall then
administratively close case number 5:13-cv-00093 once reassigned. The pending motion to
dismiss filed in case number 5:10-cv-04809 EJD (Docket Item No. 44) is TERMINATED AS

MOOT in light of the forthcoming consolidated complaint.
DATED: April 30, 2013
EDWARD J. DAVILA

United States District Judge

4
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FILER'S ATTESTATION

Pursuant to Civil L.R. 5-1 (i), the undersigretests that concurrence in the filing of thig

document has been obtained from each of the other signatories.

Dated: April 26, 2013 NASSIRI & JUNG LLP

By:_/s/ Kassra P. Nassiri

Kassra P. Nassiri

STIPULATION AND [PROPOSED] ORDER
FOR CONSOLIDATION OF CLASS ACTIONS

10-cv-4809-EJD
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KASSRA P. NASSIRI (215405)
knassiri@nassiri-jung.com
NASSIRI & JUNG LLP

47 Kearny Street, Suite 700
San Francisco, California 94108
Telephone: (415) 762-3100
Facsimile: (415) 534-3200

MICHAEL J. ASCHENBRENER (277104
mja@aschenbrenerlaw.com
ASCHENBRENERLAW, P.C.

795 Folsom Street, First Floor

San Francisco, California 94107
Telephone: (415) 813-6245

Fax: (415) 813-6246

ATTORNEYS FOR PLAINTIFFSAND THE PUTATIVE CLASS
Additional Counsel listed on Sgnature Page

UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

In re GOOGLE REFERRER HEADER ) Case No. 5:10-CV-4809-EJD
PRIVACY LITIGATION

CONSOLIDATED COMPLAINT

This Document Relates To: All Actions CLASS ACTION

JURY TRIAL DEMANDED

N N N N N N N N N

CONSOLIDATED COMPLAINT 10-cv-4809-EJD




© 00 N o g A~ w N P

N N N NN NN NN P P P P P PP PR
® N o O A W N P O © © N o o M W N P O

Plaintiffs Paloma Gaos, Anthony Itatie, and Gabriel Priyev (collectively
“Plaintiffs”) bring this suit orbehalf of themselves and alihers similarly situated, and
make the following allegations on informatiomdgbelief, except as to allegations pertaining
to Plaintiffs, which are badeon their personal knowledge:

INTRODUCTION

1. Plaintiffs bring this clas action complaint again§&oogle Inc. (“Google”) for
storing and intentionally, systematically aregheatedly divulging its users’ search queries
and histories to third parties via “Referregadlers.” This practice adversely impacts billions
of searches conducted by millions of consumers.

2. Google, the largest search engine i thnited States, haspeatedly touted
the numerous ways in which it protects usergmw particularly with regard to the terms that
consumers search for using the companyésdeengine. Over protests from privacy
advocates, however, Google has consistentlyirgedtionally designedstservices to ensure
that user search queries, which often canlteghly-sensitive angdersonally-identifiable
information (“PII”), are routinef transferred to marketers, ddmakers, and sold and resold
to countless other third parties.

3. The user search queries disclosethia parties contain, without limitation,
users’ real names, streetdesses, phone numbers, credidearmbers, social security
numbers, financial account numbers and mdref avhich increases the risk of identity
theft. User search queries also contain highly-personal and sensitive issues, such as
confidential medical information, racial or etbrarigins, political oreligious beliefs or
sexuality, which are often tied tbe user’s personal information.

4, In many instances, the information contd in disclosed search queries does
not directly identify the Google user. Throutjie reidentifiation (explained below) or
deanonymizing of data, however, the inforraatcontained in searcfueries can and, on

information and belief, are associated with actual names of Google users. Computer

CONSOLIDATED COMPLAINT 1 10-cv-4809-EJD
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science academics and privacy experts arengditir the reexamination of privacy concerns
in light of the growing practicand power of reidentification.

5. Google has acknowledged that seayuabry information alone may reveal
sensitive PIl. And Google has demonstrated itr@iuld easily stoplisclosing search query
information to third parties, wibut disrupting the efféiweness of its servid® its users, if it
wished to do so. But because the real-timmadmission of user search queries increases
Google’s profitability, it chooss not to utilize the demonstrated technology that would
prevent the disclosum& its users’ PIlI.

6. Moreover, in October 2011, Google conied that it is, in effect, selling
individual user search quesi¢o advertisers. In Octob2011, Google started proactively
scrubbing user search queries from the infeionat passes on to third parties when some
users click on regular, organic search resblis would continue s&ling search queries to
third parties when all users click on paidifigs. While this is, in a way, a small win for
privacy advocates, it also demonstrates just halwable the search queries are to Google
and others: Google no longer gives away thexjmus data for free, but will do so when it
gets paid for it.

PARTIES

7. Plaintiff Paloma Gaos is a resideritSan Francisco County, California.
Plaintiff has at all material times beenser of Google’s search engine services.

8. Plaintiff Anthony Italiano is a resident of Pasco County, Florida. Plaintiff has
at all material times been a registered Gedgtcounts user and a user of Google’s search
engine services.

9. Plaintiff Gabriel Priyev is an individuand a citizen of the State of lllinois.
Plaintiff has at all material times been gistered Google Accountsser and a user of
Google’s search engine sares, at different times i@alifornia and lllinois.

10. Defendant Google Inc. (“Google”) istzelaware corporation that maintains

its headquarters in Mountain View, Sarilara County, California. Google conducts

CONSOLIDATED COMPLAINT 2 10-cv-4809-EJD
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business throughout California and théerafrom California. Google makes and
implements all relevant decisions, including #as issue in this case, in California. Its
Terms of Service and Privacy Policy welecided on and implemented in California.
JURISDICTION AND VENUE
11.  This Court has personal jurisdictionemGoogle because (a) a substantial

portion of the wrongdoing alleged in this comptaook place in thistate, (b) Google is
authorized to do business here, has suffisi@ntmum contacts with this state, and/or
otherwise intentionally availsself of the markets in th state through the promotion,
marketing and sale of products and servicesigdiate, and (c) in its Terms of Service, to
which all Google Account holders who uUseogle Search, includg Plaintiffs, must
purportedly assent, Google consents ophrsonal jurisdiabin of this Court:

The laws of California, U.S.Aexcluding California’s conflict of

laws rules, will apply to any disputes arising out of or relating to

these terms or the Services. All o arising out of or relating to

these terms or the Services viné litigated exclusively in the

federal or state courts of Sai@éara County, California, USA, and
you and Google consent to persguoaisdiction in those courts.

12.  This Court has subject matter juiisiton pursuant to 28 U.S.C. § 1331, 18
U.S.C. § 2702 and 18 U.S.C. § 2707. Thaau@ has supplemental jurisdiction over the
California state law claims pursuant to 28 U.S.C. § 1367.

13.  Venue is proper in this Districinder 28 U.S.C. § 1391(b) and (c). A
substantial portion of the events and conducingjvise to the violatins of law complained
of herein occurred in this District.

INTRADISTRICT ASSIGNMENT

14.  Pursuant to Civil Local Rule 3-2(e), thiase shall be assigned to the San Jose

Division.
STATEMENT OF FACTS

A. Google’s Dominance in Search

CONSOLIDATED COMPLAINT 3 10-cv-4809-EJD
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15. “Searching” is one of the most basidigities performed in the Internet. Most
everyone with access to the Internet uses seargimes to find information on the Internet.
When using a search engine, users formwaaearch query using keywords and phrases
reflecting the information sought by the usere Bearch engine then matches the search
guery with websites matching the query and presid list of those matching websites to the
user. The user clicks on the link in the réggl list and is redirected to the website
containing the sought-after information.

16. Google’s core serge centers on its proprietasgarch engine. Google runs
millions of servers in data centers arounel World and processes over one billions user-
generated search requests every day. Omnrefion and belief, Google is the most-used
search engine in the world and enjoys akagshare of over 50% in the United States.

17. Google generates substahpeofits from selling dvertising. The revenue it
generates is derived from offieg search technology and fronettelated sale of advertising
displayed on its site and orher sites across the web. On mmh@tion and belief, nearly 95%
of Google’s revenue is derived from its adigsny programs, with tal advertising revenues
estimated at $28 billion in 2010, $36.5 lalkiin 2011, and $43.7 billion in 2012. Google has
implemented various innovationstime online advertising market that helped make it one of
the biggest advertising giforms in the world.

18. Google AdWords is Google’s mainlertising product and source of
advertising revenue. The AdWorgsogram allows advertisers to select a list of words that,
when entered by users in a search query, trigger their targeted ads. When a user includes
words that match an advertisesslections within a searcjuery, paid advertisements are
shown as “sponsored links” on the right sidehaf search results screen. Accordingly, much
of Google’s advertising revenaepends directly on the seampheries that its users run on
Google search.

19.  Using technology from its wholly-owned subsidiary DoubleClick, Google can

also determine user interesteladarget advertisements so trag relevant to their context

CONSOLIDATED COMPLAINT 4 10-cv-4809-EJD
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and the user that is viewirtigem. Google’s Analytics product allows website owners to track
where and how people use their website, allowinrdepth research to get users to go where
you want them to go.

20.  Third-party search engine optimizati (“SEO”) companies help businesses
design their websites so thaters conducting internet searging search engines like
Google get search results contag their business at or ndae top of the search results
page. SEOs accomplish this task by ensuringalmisiness’s relevant pages are designed to
work with Google’s search algorithms. Goegdlas a symbiotic relationship with SEOs.
Google wants relevant resultstaeé top of their search rd®ipage, and SEOs want their
customers’ relevant webpages to appear aiofhvef Google’s searatesults. To the extent
that SEOs are successful in gaftitheir clients’ relevant pagesdppear at or near the top of
Google’s search results page, gsare more likely to tarn to Google next time they want to
search for information on the internet. Ane thore people use Google for search, the more
revenue Google derives froits advertising business.

21. Google Web History is a free serviG®ogle provides to users of Google
Search. A user’s search queries, searcHtseand/or Referrer Headers form a substantial
part of what Google’s Terms &ervice identify or define ake user’s “Web History,” which
Google stores for users by default.

22. Google Analytics is a free serviceo@yle provides tthose who manage
websites. Analytics allows website managersde detailed search query and search results
reports including user Web Hasl information or search terms. Such information provides
valuable business intelligence to third-pasgbsite owners, particularly those who buy
advertising on Google.com or with Google Adwords.

B. Google’s Privacy Promises

23.  Leading thinkers in the privacy conumity have long argued that consumers

CONSOLIDATED COMPLAINT 5 10-cv-4809-EJD
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“treat the search [engine] box &kheir most trusted advisors. They tell the Google search
box what they wouldn't tell their owmother, spouse, shrink or prie§Peer reviewed
academic studies confirm this faparticularly regarding the ef search engines to look up
sensitive health information.

24.  Google has always recognizéitht user trust is pamount to its search
business success. To that end, Google adopted’tDe evil” as its motto, and Google states
that its Code of Conduct is one o&ttvays it puts that motto into practit&oogle’s Code of
Conduct recognizes that it is “asking userguast [it] with their personal information.
Preserving that trust requires that eachfespect and proteitte privacy of that
information. Our security procedures stridilyit access to and aof users’ personal
information.”

25. Because Google’s success depends onrggathe trust of itsisers, Google’s
Privacy Policy sets forth representations intendefdster the safetsgnd privacy protection
offered by Google’s search services.agk®ctober 14, 2005, Google’s Privacy Polisyated
as follows:

Google only shares personal information wather companies or individuals outside
of Google in the following limited circumstances:

! Christopher Ketchum & Travis Kelly, The Cloud Panopticon (April 9, 2010),
http://www.theinvestigativefund.org/investigations/rightsliberties/1274/the_cloud_panoptico
n (last visited October 24, 2010).

2 Gunther Eysenbach and Christian Kohler, Himconsumers search for and appraise health
information on the world wide web? Qualitatisteidy using focus groups, usability tests, and
in-depth interviews, BMJ 2002; 324:573, available at
http://www.bmj.com/cgi/content/full/324/7337/573.

% Google’s Code of Condudittp://investor.google.com/corpoedtode-of-conduct.html (last
visited April 26, 2012).

41d.

> Google’s October 14, 2005 Privacy Policy,
http://www.google.com/intl/en/privacy archive 2005.h{takt visited April 26, 2012).

CONSOLIDATED COMPLAINT 6 10-cv-4809-EJD
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¢ We have your consent. We require-gptonsent for the sharing of any
sensitive personal information.

e We provide such information to our sutiaries, affiliated companies or other
trusted businesses or persons for the purpose of processing personal
information on our behalf. We require thhese parties agree to process such
information based on our instructionsdain compliance with this Policy and
any other appropriate confidentiality and security measures.

e We have a good faith belief that access, pseservation or disclosure of such
information is reasonably necessarydd satisfy any applicable law,
regulation, legal process or enforceable governmental request, (b) enforce
applicable Terms of Service, includimyestigation of potential violations
thereof, (c) detect, prevent, or othesevaddress fraud, security or technical
issues, or (d) protect against imminentrhao the rights, property or safety of
Google, its users or the public @gjuired or permitted by law.

26.  In October 2010, Google defined in its Privacy Center FAQ “Personal
information” as “information that [the user]quide[s] to us which personally identifies you,
such as your name, email address orrglinformation, or other data which can be
reasonably linked to such information Gpogle” and “Sensitive Information” as
“information we know to be related to corditial medical information, racial or ethnic
origins, political or religioudeliefs or sexuality and tied personal information. As of April
2012, Google no longer defines “Personal Information” at all in its Privacy Center FAQ.

27. Google also stated in its October 2805 Privacy Policy that “We may share
with third parties certain pieces ajgregated, non-personal information, such as the number
of users who searched for a particular term, for example, or how many users clicked on a
particular advertisement. Such information does not identify you individu/ayobgle
defined “aggregated, non-persommdbrmation” as “information that is recorded about users

andcollected into groups so that it no longer reflects references an individually

® Google’s October 14, 2005 Privacyliep, supra, n.5 (emphasis supplied).

CONSOLIDATED COMPLAINT 7 10-cv-4809-EJD
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identifiable user.”

28. Google’s privacy policy was unchangeutil October 3, 2010, when it was
revised to exclude any statement about how Goslgares search queriggh third parties.
The representations that Google shares irdtion only in “limited circumstances” remained
unchanged.

29. On March 1, 2012, Google implemented a new, singular privacy policy for all
Google product8 While the new policy has broad imgditions for how Google shares user
data internally, Googleakes the following representationgaeding how it shares data with

third parties’

Information we share

We do not share personal information watimpanies, organizations and individuals
outside of Google unless one oétfollowing circumstances apply:

« With your consent

We will share personal information with companies, organizations or individuals
outside of Google when we have your camsto do so. We require opt-in consent
for the sharing of angensitive personal information

o With domain administrators

If your Google Account is managed for you bgamain administratoffor

example, for Google Apps users) then ydamain administrator and resellers who
provide user support to your organizatieiti have access to your Google Account
information (including your email and other data). Your domain administrator may
be able to:

o Vview statistics regardgmyour account, like statissaegarding applications
you install.
o change your account password.

" Google’s October 14, 2005 Privacy FAQs,
http://web.archive.org/web/20070113102317/www.goagle/intl/en/privacy_fag.html (last
visited October 24, 2010) (emphasis supplied).

8 http://www.google.com/inten/policies/privacy(last visited April 26, 2012).
9
Id.

CONSOLIDATED COMPLAINT 8 10-cv-4809-EJD
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suspend or terminate your account access.
access or retain information stored as part of your account.
receive your account information indar to satisfy applicable law,
regulation, legal process orferceable governmental request.

o restrict your ability to delete @dit information or privacy settings.

Please refer to your domain administragqtivacy policy for more information.
« [For external processing

We provide personal information to oufilaates or other trusted businesses or
persons to process it for us, based onimatructions and in compliance with our
Privacy Policy and any other appropriate confidentiality and security measures.

o For legal reasons

We will share personal information with companies, organizations or individuals
outside of Google if we have a good-failief that access, use, preservation or
disclosure of the informain is reasonablgecessary to:

o meet any applicable law, regtitan, legal process or enforceable
governmental request.

o enforce applicable Terms of Servioegluding investigtion of potential
violations.
detect, prevent, or otherwise addrizasid, security or technical issues.
protect against harm to the rightspperty or safety of Google, our users
or the public as required or permitted by law.

We may share aggregateshn-personally identifiable informatiquublicly and with
our partners — like publishers, advertisersamnnected sites. For example, we may
share information publicly to show trendlsout the general use of our services.

If Google is involved in a megy, acquisition or asset sale, we will continue to ensure
the confidentiality of any personal information and give affected users notice before
personal information is transferred or beas subject to a diffent privacy policy.

30. Google makes similar representations albetprivacy of its users’ search
gueries on its video “Privacy Channel” ¥ouTube. In October 2010, Google showcased a
video on its Privacy Channel that starts wiita statement “at Google, we make privacy a

priority in everything we do* Google also stated in anothgivacy video from 2010 that

9 Google’s Privacy Principles, htipwww.youtube.com/watch?v=5fvL3mNt{danuary 26,
2010) (last visited October 25, 201@p{ available as of April 26, 2012).

CONSOLIDATED COMPLAINT 9 10-cv-4809-EJD
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“We don'’t sell user information to other compani&sli a 2011 video on its Privacy
Channel called “What is a search log?,” Goapplains that it keegsgs of user search
gueries for a short period of time, but does nstldse that it shares those search logs with
any third parties?

31. In 2010, Google reiterated ittmmitment to user privacy to the Federal
Trade Commission. In a letter to the FTC, Geogrote that it “supports the passage of a
comprehensive federal privacy law that ... build[s] consumer trust ... enact[s] penalties to
deter bad behavior ... include[s] uniform datiegaarding standards, data breach notification
procedures, and stronger proceadyarotections relating to thdrparty access to individuals’
information.”™ Google also wrote that it “actsey day to promote and expand free
expression online and increase global accesgdomation. As new technology empowers
individuals with more robust free expresstools and greater access to information, we
believe that governments, companies, and individomst work together to protect the right
to online free expression. Strong privacy protets must be craftedith attention to the
critical role privacy plays in free expression. The ability to access information anonymously
or pseudonymously online has enabled people around the world to view and create
controversial content withoue#ér of censorship or retriban by repressive regimes or
disapproving neighbors ... If all online behaviorreiéraced to an authenticated identity, the

free expression afforded by anonymous web surfing would be jeopardtzed.”

" Google’s Privacy Principles, htffgoogleblog.blogspot.com/2010/01/googles-
privacyprinciples.html at 1:44 (January 2D10, 7:00 p.m.) (last visited October 23, 2010)
(not available as of April 26, 2012).

12 http://vww.youtube.com/watch?v=PIldfBUmMOCPo&list=UUsB OLJA28Nc-
47BihG2_Ww&index=6&feature=plcfOctober 18, 2011) (last visited April 26, 2012).

13 Google’s April 14, 2010 letter to Donald S. Clark,
http://www.scribd.com/doc/30196432/FTCRoundtaBlemments-Final (last visited October
24, 2010).

4.
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32. Atall relevant times, Google has mi&imed a separate privacy policy for
Web History (the “Web Hitory Privacy Policy”).
33.  Google defines “Web History” and &Psonal Information” as follows:
WEB HISTORY

Personal Information

Web History records information about the web pages you visit
and your activity on Google, including your search queries, the
results you click on, and the das&d time of your searches in
order to improve your search gatience and display your web
activity. Over time, the service may also use additional information
about your activity on Google or other information you provide us
in order to deliver a more personalized experience.

34. Google has promised that it will use Wdlstory solely for the benefit of the
user or with the user’s consent. Google peaa to Plaintiffs and the Class at relevant

times:
Web History uses the informatidrom your web history or other
information you provide us to improve your Google search
experience, such as improving tpgality of your search results
and providing recommendations.dddition to enabling the Web
History functionality, the inforration we collect when you use
Web History may be shared amorligad our services in order to
provide you with a seamless ex@grce and to improve the quality
of our services. We will not disclose this information to other
companies or individuals, except in the limited circumstances
described in our main Google Paiy Policy, or with your consent.

35. Atrelevant times Google’s Terms 8trvice expresglprovided that
information entered by a user on Google.com, including Plaintiffs’ and other Class members
search terms, remain the property oftiser: “Google acknowledges and agrees that it

obtains no right, title or interest from you (or your licensors) undeethesns in or to any

Content that you submit, post, transonitdisplay on, or through, the ServicEsCurrently,

15 http://www.google.com/accounts/T(&s of November 19, 2010).
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Google’s Terms of Service expressly state: “Some of our Services allow you to submit
content. You retain ownership of any intellectual property riglasytbu hold in that content.
In short, what belorgyto you stays yours®“Content” is broadly déned and includes and is
clearly meant to include written teahd search queries used on Google.com.

36. Google’s conduct has breached the above-described privacy promises.
Contrary to these terms, Google has prodithelividual search quies, non-aggregated
search queries, search queries and resafttining personal farmation, Web History
including “search queries” or search termd &esults,” and Referrer Headers, to third-
parties and advertisers, incladivia Google Analytics, and not for the benefit of the user
experience (i.e., not “to provide you with a seamless experience angrtvarthe quality of
our services” as Google’s terms have promis&hther, Google’s conduct was designed to
enhance Google’s profit and position by pedglliiser Web History and search queries to
third-party website owners via Google Analgtieports, in order to market and expand its
Google AdWords advertising servicies Google’s financial gain.

37. In addition, because Web History and search queries or results constitute
and/or contain “personal information,” Goetd provision of such information through
Google Analytics breaches its Privacy Poli€yoogle agreed to share personal information
only in the following limited circumstances, none of which applies here: (1) with user
consent — opt-in consent is required; (2§5ogle “subsidiaries, affiliated companies or
other trusted businesses or persons for thegsar of processing personal information on
[Google’s] behalf’; and (3) agasonably necessary to follapplicable law and the like.

38.  Additionally, though Google compiles WeHistory by default, Google has
represented that users can “choose to stop gtfihirir] web activity inWeb History either

temporarily or permanently” and delaieturn off their Web History:

18 http://www.google.com/accounts/T (st viewed on March 29, 2013).
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[D]eleting web history from your Google Account will erase all
items from your web history arsdop your web history from being
recorded in the future. You catso remove individual items
without deleting albf your web history’

39.  Such terms convey that when Web Higtis deleted, Google no longer holds
onto it or uses it, but rathéerases,” “deletes” and “removes” it from its records.

40. Upon information and belief, in violation of these promises, Google continues
to store in its files, and tramit to third-parties via Refeméleaders or Google Analytics,
Web Histories even after a user has deleted or turned it off.

C. Google Admits Search Queries Contain Sensitive, Personal Data

41. In 2006, the Department of Justice sought to compel Google to produce
thousands of usersidividual search queri¢8 As set forth in the Government’s subpoena, it
sought only “anonymized” data, namely, the teikthe search shg entered by Google
users, and not “any additional information thatrba associated with such a text string that
would identify the person who entered the teshgtinto the searchngine, or the computer
from which the text string was entered.”

42.  Toits credit, Google fought the government’s request. In a declaration
submitted to the court describing the kind of personal information that can end up in the
company’s search query logs, Matt Cutts, a &e@taff Engineer who specializes in search

optimization issues at Google, stated as foll&ws:

e (Google does not publicly disclose the sbas [sic] queries entered into its

7E.g., http://www.google.com/support/accounts/bin/answer.py?hl=en&answer=58867
also http://www.google.com/intén/privacypolicy.html
http://www.google.com/history/privacyfag.html?hl=€fi]f you remove items [from your
Web History], they will be removed from the service....”).

18 Gonzales v. Google, 234 F.R.D. 674 (N.D. Cal. 2006) (No. 5:06-mc-80006-JW).
91d. at 682.

20 Declaration of Matt Cutts at onzalesv. Google, 234 F.R.D. 674 (N.D. Cal. 2006) (No.
5:06-mc-80006-JW).
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43.

search engine. If userslieve that the text of #ir search queries could
become public knowledge, they may bssléikely to use theearch engine for
fear of disclosure of #ir sensitive or private searches for information or
websites.

There are ways in which a searery alone may reveal personally
identifying information. For examplejany internet users have experienced
the mistake of trying to copy-and-pastgtt@to the search query box, only to
find that they have pasted somethihgt they did not intended. Because
Google allows very long queries, itpgssible that a user may paste a
fragment of an email or a documenathvould tie the query to a specific
person. Users could also enter infotima such as a credit card, a social
security number, an unlistgghone number or somehet information that can
only be tied to one person. Some peaaarch for their credit card or social
security number deliberately in orderdieeck for identity theft or to see if any
of their personal informatin is findable on the Web.

Similarly, in its Opposition to th&overnment’s Motion to Compel the

disclosure of Google users’ seageries, the company argued that:

Google users trust that when they emtsearch query o a Google search
box, not only will they receive back the staelevant results, but that Google
will keep private whatever information users communicate absent a
compelling reasofr:

The privacy and anonymity of the service amajor factors in the attraction of
users — that is, users ttgoogle to do right by thepersonal information and
to provide them with the best searchulés. If users believe that the text of
their search queries into Googls&arch engine may become public
knowledge, it only logically follows that dy will be less likely to use the
service??

This is no minor fear because searchrguentent can disclose identities and
personally identifiable information suels user-initiated searches for their
own social security or credit card nuemb, or their mistakenly pasted but

%1 Google’s Opposition to the Governmentistion to Compel at 1, supra, n.12.

221d. at 18.
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revealing text.®®
44. Inits ordef* denying the Government's reqi¢o discover Google users'’
search queries, the Court shared Google'seonthat disclosing sedr queries would raise

serious privacy issues:

The Government contends thagte are no privacy issues raised

by its request for the text of search queries because the mere text of
the queries would not yield idefiable information. Although the
Government has only requested text strings entered ... basic
identifiable information may biund in the text strings when

users search for personal inforneatisuch as their social security
numbers or credit card numits through Google in order to
determine whether such information is available on the Internet.
The Court is also aware of salled ‘vanity searches,” where a

user queries his or her own naperhaps with other information.
Google’s capacity to handlerlg complex search strings may
prompt users to engage in such searches on Google. Thus, while a
user’s search query reading ‘[username] stanford glee club’ may
not raise serious privacy conceragjser’s search for ‘[user name]
third trimester abortion san jose,” may raise certain privacy issues
as of yet unaddressed by thet@s’ papers. This concern,
combined with the prevalence of Internet searches for sexually
explicit material — generally nanformation that anyone wishes

to reveal publicly — gives thi€ourt pause as to whether the
search queries themselves may constitute potentially sensitive
information.

45.  Google’s awareness of the privacyicerns surrounding search queries was
also demonstrated in response to a masssadadiure of user sedr queries by AOL. In
August 2006, AOL released an “anonymized” dataof 20 million search queries conducted

by 658,000 AOL users over a three-month peffothat data included search queries

2.
24 Gonzales, 234 F.R.D. at 687.

25 Complaint at  16Doe 1 v. AOL LLC, 2010 WL 2524494 (N.D. Cal. June 23, 2010) (No.
C-06-5866-SBA).
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revealing names, addresses, local landsjariedical ailments, credit card numbers and
social security numbefS.

46. In an article about thiecident, the New York Times wrote that the AOL
dataset “underscored how myaotople unintentionally reveabout themselves when they
use search engines,” and referred to sequehies about “depressi and medical leave,”
“fear that spouse contemplates cheating,” @tpibrno,” and “how to ki oneself by natural
gas.”’

47.  Even more surprising, however, waattthe New York Times journalists
were able to reidentify indidual “anonymized” AOL search usatge to the vanity searches
they had conducted, and then link other, noniyasearch queries in the dataset to those
individuals through the crosssession idéeitf (cookies) includiin the dataset One AOL
user who was reidentified said she was shotidelarn that AOL hagublished her search
gueries: “My goodness, it's myhole personal life. | had no idea somebody was looking
over my shoulder®

48.  An AOL spokesman, Andrew Weinsteapologized on behalf of AOL and
said he wasn't surprised that the New Yorkn@&s was able to conndbie dots and reidentify
“anonymous” users in the dataset: “We acknowlddgeat there was information that could
potentially lead to peple being identified.. 3

49.  Soon after the release of the search query data by AOL, Google CEO Eric
Schmidt spoke about the AOL privacy breach.cdiked AOL'’s release of user search data

261d. at 7 18.

2" Michael Barbaro and Tom Zeller JA Face is Exposed for AOL Searcher No. 4417749,
N.Y. Times, August 9, 2006, available at
http://www.nytimes.com/2006/08/09/technology/09aol.html.

28 1.
294,
304,
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“a terrible thing” and reassured@gle users that their search gas were safe and private:

Well, [this sort of privacy breadls] obviously a terrible thing.

And the data as releasedsaabviously not anonymized enough,
and maybe it wasn’t such a good ideadi@ase it in the first place.
Speaking for Google, we exist byrtuie of the trust of our end
users. So if we were to makemistake to release private
information that could be usedjainst somebody, especially if it
could be used against them in apiaat could reallyhurt them in

a physical way or something like that, it would be a terrible thing.
We have lots and lots of systems in the company to prevent that.

It's funny that we talk about theompany being more transparent.
But there are many things insidar company that are important

that we don’t share with everyorstarting with everyone's queries
and all the information that that ptes. I've always worried that

the query stream was a fertile ground for governments to randomly
snoop on people [for example]. We had a case where we were only
a secondary party, where the gowveent gave us a subpoena,

which was in our view, over-brdaAnd this over-broad subpoena
we fought in federal court — oroé the great things about the
American system is that you can actually have a judge make an
impartial decision. And the judgaled largely in our favor. So

that's an example of how strongly we take this pdint.

D. A Brief Primer on “Referrer Headers”

50. Software engineers are generally faarilvith the risk of Referrer Header
“leakage” of information companies intended &eg confidential and/or are obliged to keep
confidential.

51. The HTTP Referrer function is a stéard web browser function, provided by
standard web browsers since tHTTP 1.0 specification in May 1986When an internet

user visits a web page usitigeir computer or mobile device, every major web browser (e.g.,

31 Conversation with Eric Schmidt hosted by Danny Sullivan,
http://www.google.com/press/podium/ses2006.I{tadt visited April 26, 2012).

32 http://www.w3.org/Protocols/rfc1945/rfc1945

CONSOLIDATED COMPLAINT 17 10-cv-4809-EJD




© 00 N o g A~ w N P

N N N NN NN NN P P P P P PP PR
® N o O A W N P O © © N o o M W N P O

Internet Explorer, Firefox, Chrome, Safari) byalét reports the last page that the user
viewed before clicking on a link and visitiige current page — that is, the page that
“referred” them to the current page. Thifoimation is transmitted in the HTTP Referrer
Header.

52.  The current version of the publiegvailable HTTP specification, RFC
261622 provides for HTTP Referrédeaders in its provision 14.361t is well known that if
a site places confidential imnfmation, such as a username, in a URL, then the site risks
releasing this information whenever a userkdlia link to leave the site. Indeed, the HTTP
specification specifically flags this risk; gection 15.1.3, the HTTP specification advises
developers of substantially the same probl&kathors of services which use the HTTP
protocol SHOULD NOT use GET bad forms for the submission of sensitive data, because
this will cause this data toe encoded in the REQUESTURP.”

53.  While the HTTP Referrer function isstandard web browser function, Google
ultimately determines whether to send refehreader information to third parties and
exercises control over the content of the URdt ik referred by this function to the owner of
the destination web page.

54. Google's use and provision of Referrraders for third-party advertising
(and without filtering or deleting user infoation) appears to go well beyond the intended
use of this function pursuatd the internet community {ertext Transfer ProtocolSee
internet community HyperteXtransfer Protocol--HTTP /1.1,
http://tools.ietf.org/html/rfc2616.

55.  The Protocol indicates that Referrer imf@tion is for the server's benefit to

provide service: in the words tife Hypertext Transfer Protocidr internet functions, "The

33 http://www.w3.org/Protocols/rfc2616/rfc2616.html
3 http://www.w3.org/Protocolgic2616/rfc26 16-sec14.htmli#sec14.36
% http://www.w3.org/Protocolsic2616/rfc2616-sec15.html#sec15.1.3
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Referrer request-header allows a server tegae lists of back-links to resources for
interest, logging, optimized caching, etc. Bahllows obsolete or mistyped links to be
traced for maintenanceld. at 14.36. Referrer headers have also been used to provide
browsing security. According to the indysBrotocol, contrary to Google’s practice,
"Because the source of a link might be priviatermation or might reveal an otherwise
private information source, it is strongly recommded that the user belalio select whether
or not the Referrer field is sentld. at 15.1.3.

E. Google Transmits Individual UserSearch Queries to Third Parties

56.  Since the service’s launch, and continuiaghis day, Google’s search engine
has included its users’ search terms in the WRIhe search results page. Thus, for example,
a search for “abortion clinics in Indianapoligduld return a page with a URL similar to

http://www.google.com/search?g=abortion+clinics+in+Indianapolis.

57. Because the search terms are includetie search results URL, when a
Google user clicks on a link fro@oogle’s search results patjfge owner of the website that
the user clicks on will receiieom Google the user’s search terms in the Referrer Header.

58.  Several web analytics services, including SEOs, include and use functionality
to automatically parse the search query infaiion from web server logs, or to otherwise
collect the search query from the referreatter transmitted by each visitor's web browser.
Google’s own analytics products provide webmasigth this information at an aggregate
level (e.g., revealing how many visitorsnearawn by particular search terms).

59. By transmitting user searcjueries to third parties, Google is also violating its
Web History-specific privacy pmises as described above.

F. Google’s Transmission of User Search Queries is Intentional

60. Because Google’s financial succegpends on, among other things, the
symbiotic relationship it shares with SEOs areldbility for third parties to engage in web
analytics, Google has placed a high priorityrewealing individual user search queries to

third parties. Notwithstanding its repeated esgntations to the contrary in its Privacy
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Policy and to privacy regulator§oogle continues to this day ti@nsmit user search queries.

61. Neither Google’s search technology tioe nature of the Internet compels
Google to divulge user searghberies. Google could easily ceasmsmission of user search
gueries to third parties, but chooses not to.

62. On September 6, 2010, a former FTC employee, Christopher Soghoian, filed &
complaint with the FTC accusing Google of adequately protecting the privacy of
consumers’ search queries. Much of théofeing information comes from Mr. Soghoian’s
complaint®®

63.  Starting approximately in Novemb2008, Google began to test a new
method of delivering search results that usth&ganced AJAX (Asynchronous JavaScript and
XML) technologies’’ AJAX is one of the key pillars of the Web 2.0 experieficghis pilot
was initially deployed in the Netherlantsyut in subsequent mdrs, was observed by users
in other countries.

64. One of the side effects of the AJAX search page is that the URL of the search
results page includes the search query tertes af# symbol in the URL. Thus, on an AJAX
enabled search page, the URL listed at the top of the page will be similar to:
http://www.google.com/#hl=en&source=hp&g=drug+addiction

65. The addition of the # symbol had a significantly positive, albeit unintentional

% |n the Matter of Google, Inc., FTC Complaint, available at
http://online.wsj.com/public/resoces/documents/FTCcomplaint100710.pdf.

37 Jesse James Garrdtfax: A New Approach to Web Applications (February 18, 2005),
http://www.adaptivepath.com/ideas/essaydiaves/000385.php (“Ajax isn’t a technology.
It's really several technologies, each flourishingts own right, coming together in powerful
new ways”).

3 Tim O’Reilly, What Is Web 2.0 Design Patterns and Business Models for the Next
Generation of Software (September 30, 2005), http://otgitom/web2/archive/what-is-web-
20.html (“AJAX is also a key component of Web 3gplications such adickr, now part of
Yahoo!, 37signals’ applications basecaamgl backpack, as well as other Google
applications such as Gmail and Orkut.”)

%9 Ulco, “Google Search in AJAX?!” (November 19, 2008),
http://www.ulco.nl/gibbesh/googlesearch-in-ajax.
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impact upon Google user privacy. Thidbecause web browsers do not pass on any
information after the # symbol in the referheader. Thus, using the previous example of a
search for the query “drug addiction,” if a uséicked on the first result, the owner of that
web site would only receive “http://www.google.cdnm the referrer header, rather than the
search terms that follow the # symbol.

66. This change was immediately notideylthe webmaster and SEO community,
who complained to Google:

e “I'm seeing hundreds of these empgtyogle referrers today and wondered
what was going on*®

e “This means organic searches fr@oogle will now show up as just
http://www.google.com/, with no search parameters. In other words, no
analytics app can track these searches anymore. | started noticing lots of hits
from just ‘http://www.google.com/’ recently in our own search logs. | thought
maybe it was just a bug with Clicky. Bilten one of our users contacted me
about this article, and my jaw aboubke from hitting the floor so hard?

e “What actually breaks if Gogle makes this switchover, and is in fact broken
during any testing they ardoing, is much more widespread. Every single
analytics package that currently existdeasst as far as being able to track
what keywords were searched on tadfiyour site in Google, would no longer

function correctly.*

“0 posting of sorabji.com to Clicky.blogitp://getclicky.com/bbg/150/googles-new-ajax-
poweredsearch-resultsdaks-search-keyword-trackirigr-everyone (February 03 2009,
1:05 p.m.).

“1 Clicky.blog, http://getclicky.com/blog/15§ogles-new-ajax-powed-search-results-
breakssearch-keyword-tracking-forezyone (February 03, 2009, 9:50 a.m.).

2 posting of Michael VanDelt to Smackdown!, What W+*Really* Break If Google
Switches To AJAX...?, http://smackdown.blddmgsblogs.com/2009/02/G2hat-will-really-
break-if-googleswitches-to-ajaifebruary 2, 2009, 11:26 a.m.).

CONSOLIDATED COMPLAINT 21 10-cv-4809-EJD




© 00 N o g A~ w N P

N N N NN NN NN P P P P P PP PR
® N o O A W N P O © © N o o M W N P O

67. Responding to complaints from the webmaster community, Google quickly
issued a public statement:
Currently AJAX results are just asteon Google. At this time only
a small percentage of users walesthis experiment. It is not our
intention to disrupt rierrer tracking, aneve are continuing to
iterate on this project and aretigely working towards a solution.
As we continue experiments, Wepe that this test may ultimately

provide an easier solutionrfour customers and a faster
experience for our usefs.

68. Google soon ended the test of the AJA2drEh results page, a fact confirmed
by Google Senior Engineer Matt Cutts, who spletes in search optimization issues at
Google:

[T]he team didn’t think about theferrer aspect. So they stopped

[the test]. They've paused it until they can find out how to keep the
referrers**

69. In March 2009, Google again began tstti'echnology that unintentionally
caused the users’ search terms to be stripjped the referrer header transmitted to web
sites. The following is an example of the fatof the new URL that was being tested in
March 2009:

http://www.google.com/url?q=http://www.webmd.com&ei=in66Sc

niBtKgtwfnOLTiDw&sa=X&oi=smap&resnum=1&ct=result&cd=
18usg=AFQ|CNFI9RdJVC6VXBFOYvdials ZE BMu8g

70.  Michael VanDeMar, a prominent memlzdrthe SEO community noticed that

3 Posting of Matt McGee to Search Englrend, Google AJAX Search Results = Death To
Search Term Tracking?, http://searcheniginé.com/google-ajax-sedh-results-death-to-
search-termtracking-16431 (February 3, 2009, 5:41 p.m.) (emphasis supplied).

4 Posting of Lisa Barone to Outspokendite Keynote Address — Matt Cutts, Google,
http://outspokenmedia.com/internet-markg-conferences/pubcdteynote-matt-cutts/
(March 12, 2009).
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he was again seeing AJAX based search resudtddition to redirectetdRLs for every link

in the search results page:

Occasionally you will see theseo@qgle redirects in the normal
[search engine results pagesiaddl, although usually not. The
thing is, | was seeing them on eyeearch | performed. It struck
me as odd, until | suddenly realizttht every search was being
done via AJAX®

71. Google’s Matt Cutts soon responded/anDeMar by leaving a comment on

his blog:

Hi Michael, | checked with somelks at Google about this. The
redirection through a url redirextwas separate from any AJAX-
enhanced search results; wetlat url redirection for some
experiments, but it's not reked to the JavaScript-enhanced
[AJAX] search results.

The solution to the referrer problem will be coming online in
the future. It uses a JavaScript-diven redirect that enables us
to pass the redirect URL as tle referrer. This URL will contain
a ‘g’ param that matches the user’s query*

72.  On April 14, 2009, Google announced tiatould be deploying the URL
redirection tool for all links in the search results. The compscribed the details in a blog
post to the webmaster community:

Starting this week, you mayast seeing a new referring URL
format for visitors coming from Google search result pages. Up to

now, the usual referrer for clicks) search results for the term
"flowers", for example, would be something like this:

> Posting of Michael VanDeMar to SmackduwGoogle Re-initiates Testing of AJAX
SERP’s With Faulty Proposed Fix,
http://smackdown.blogsblogsblogs.com/2009/03j&84le-re-initiatestemg-of-ajax-serps-
with-faulty-proposesdix/ (March 13, 2009, 11:14 a.m.).

¢ Posting of Matt Cutts to Smackdown!, supra, n.39,
http://smackdown.blogsblogsblogs.com/2009/03J@8¢le-re-initiates-témg-of-ajax-serps-
withfaulty-proposed-fix/ (March 17, 2009, 10:10 a.m.) (emphasis added).
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http://www.google.com/search?hl=en&qg=flowers&btnG=Google+
Search

Now you will start seeing some refer strings that look like this:

http://www.google.com/url?sa=t&sirce=web&ct=res&cd=7&url
=http%3A%2F%2Rww.example.conde2Fmypage.htm&ei=0Sjd
Sa-
IN508M_qW8dQN&rct=j&g¥flowers&usg=AFQjCNHJIXSUh7
Vw70ubPaO3tZ0zz-F-u_w&sig2=8uUCFh6loPtnwmvGMULQfw

The new referrer URLs will initially only occur in a small
percentage of searches. Ydwsld expect to see old and new
forms of the URLSs as thishange gradually rolls odf.

73.  The redirection tool that Michael vi@eMar described in March 2009 did not
include the search terms in its URL (and ththese terms were not subsequently transmitted
to webmasters via the browser’s referrer repdHowever, one month later when Google
announced that it would be usitige redirection todior all links, the redirection script was
changed to include the search terms in td@eetion URL (via a new “q” parameter), thus
guaranteeing that webmasters would neelaccess to user search query data.

74.  The new redirection tool also leaks dadaveb site administrators that had
never before been availableanyone but Google: The item nuerlof the search result that
was clicked non (e.g., the 3rd link or Sithk from the search results pad&)The leakage of
this additional information was confirmed by W&utts, which he described as a benefit to

web site administrators:

| think if you do experiments, ydube able to confirm your

" Posting of Brett Crosby to Google Antts Blog, An upcoming change to Google.com
search referrals; GoaglAnalytics unaffected,
http://analytics.blogspot.com/2009/04/upcagichange-togooglecom-search.html (April 14,
2009, 2:50 p.m.).

“8 posting of Patrick Altoft to Blogstorm, Google Ads Ranking Data to Referrer String,
http://www.blogstorm.co.uk/google-adds-rankidgta-to-referrestring/ (April 15, 2009).
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speculation ..1 think this is awesone for webmasters--even
more information than you could glean from the previous
referrer string. *°

75. A May 2009 video featuring Matt @s, posted to the official
GoogleWebmasterHelp YouTube channel, dess the change in the search query

information leaked via the referrer header:

[T]here is a change on the mn and it's only a very small
percentage of users right now, btink that it probably will grow

and it will grow over time wher Google's referrer, that is

whenever you do a Google search and you click on a result, you go
to another website and your bresv passes along a value called a
referrer. That referrer string will change a little bit.

It used to be google.com/search, for example.
Now, it will be google.com/url.

And for a short time we didn't have what the query was which
got a lot of people frustrated but the google.com/searche new
Google referrer string will have the query embedded in it

And there's a really interesg tidbit that nbeverybody knows,
which is--it also has embeddedtivat referrer sing a pretty good
idea of where on the page the click happened.

So, for example, if you were rdsnumber one, there's a parameter
in there that indicates the dlicame from result number one. If
you were number four, it will indit¢a the click came from, result
number four. So, now, you don't necessarily need to go scraping
Google to find out what your ramgs were for these queries. You
can find out, "Oh, yeah. | was numlzere for this query whenever
someone clicked on it and came to my website."

So that can save you a ton of Woyou don't need to worry nearly

9 Posting of Matt Cutts to BlogstormpBgle Ads Ranking Data to Referrer String,
http://www.blogstorm.co.uk/googledds-ranking-dat#o-referrer-
string/#IDComment7745734@pril 15, 2009, 7:28 p.m.) (emphasis added).
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as much, you don't have to scrape Google, you don't have to think
about ranking reports. Now, we don't promise that these will, you
know, be a feature that we guamathat we'll always have on
Google forever but definitely k@ advantage of it for now.

[F]or the most part, this gives you a very accurate idea of where on
the page you were, so you get all kinds of extra information that
you can use in your analytics atodcompute your ROIs without
having to do a lot of extra work. So, if you can, it's a good idea to
look at that referrer ghg and start to take advantage of that
information.’®®

76.  Inor around July 2010, Google agairghe stripping the search terms from
the Referrer Headers transmitted by a small percentage of browsers. On July 13, 2010,
individuals in the SEO community noticed the change made by Google. One commentator i

a web forum wrote that:

More and more visits from Goagln my server log files are
without exact referrer fiormation, and have only
‘http://www.google.com’, ‘http:Ahww.google.com.au’, etc. which
doesn't allow to find out keyovd and SERP [search engine
results] page from which this visit was made.

77. OnJuly 13 2010, Matt Cutts posted a message to the same SEO forum:

Hey everybody, | asked folks whaowid know about this. It turns

out there was an issue a coupleeks ago where some code got
refactored, and the refactoring affected referrers for links opened in
a new tab or window. Right now the teaneigecting to have a

fix out in the next weekor so. Hope that hels.

*0 Matt Cutts, Can you talk about theaciye in Google's referrer string?,
GoogleWebMasterHelp Channel (May 6, 2009),
http://mwww.youtube.com/watch?v=4XoD4dkVw (last viewed October 24, 2010).

*1 Posting of at2000 to Webmaster World, Marel more referralsdm Google are without
exact referrer string, http://www.webntesvorld.com/google/4168949.htm (July 13, 2010,
4:01 a.m.).

>2 Posting of Matt Cutts to Webmaster World, supra, n.45 (July 13, 2010, 9:46 p.m.)
(emphasis added).
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78.  On or about May 21, 2010, Google introdueedencrypted search service at

https://www.google.com?® By using the encrypted searstrvice, Google would no longer

pass along search queries via RefleHeaders to unencrypted sgalinks. On or about June
25, 2010, Google moved the encrypted seaettiice to https:éhcrypted.google.com.

79. Later, on or about October 18, 2011, Geoghnounced a change in policy for
how it handled search queriestedded in Referrer HeadéfsAccording to its new policy,
Google would proactively scrub out any andsafrch queries from all searches performed
by users who were logged in to any Googleiser\such as Google Docs, before sending the
Referrer Headers to the siteslire results on which users wdudlick. Thus, when logged-in
users would click on a search result linkhéther the resultsrk is encrypted or
unencrypted), Google would no largpass on the search quenssd to find those results.

80. For users not logged in, Google woustil transmit search queries via
Referrer Headers to the results sites on whggrs would click, unless those users entered
the search at https://encrypted.google.com.

81. Moreover, the new policy only appliesdoganic sites. For clicks on paid
links or advertisements, Google wdutill pass on the search queries.

82. If nothing else, Google’s new policy regang search queries demonstrates
two things: 1) Google is fullgapable of determining independently whether to transmit
search queries to third parties—transmitting search queries embedded within Referrer
Headers is not just how thetémnet works; and, 2) Googlensw effectively selling search
gueries to paying advertisersatd differently, pardf what paying advertisers pay for when
they buy AdWords are the search queries users enter.

G. The Science of Reidentification

>3 http://googleblog.blogspot.com/2010/05/s#amore-securely-ith-encrypted.htm({last
visited April 26, 2012).

> http://googleblog.blogspot.com/2011/f@king-search-more-secure.htffast visited
April 26, 2012).
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83. “Reidentification” is a riatively new area of study in the computer science
field. Paul Ohm, a professor of law and telemmunications at the University of Colorado
Law School, is a leading scholar on how reides@tion impacts interet privacy. Much of
the following information comes from Profess@hm’s article entitled “Broken Promises of
Privacy: Responding to the Surprising Failure of Anonymizaton” published in the UCLA
Law Review in August of 2019.

84. In a nutshell, reidentification crest and amplifies privacy harms by
connecting the dots of “anonymous” data and tracing it baclspeeific individual.
Professor Ohm describes it as follows:

The reverse of anonymizati is reidentication or
deanonymization. A person, known iretbcientific literature as an
adversary, reidentifies anonguns data by linking anonymized

records to outside information, hopitggdiscover the true identity
of the data subjects.

Reidentification combines datasets that were meant to be kept
apart, and in doing so, gaipower through accretion. Every
successful reidentification, eveme that reveals seemingly
nonsensitive data like movie nagjs, abets future reidentification.
Accretive reidentification makes all of our secrets fundamentally
easier to discover and reveal.

85. Reidentification techniques, like thoseeddn the AOL debacle, can be used
as links in chains of inferee connecting individuals to harnhfacts. Reidentification works
by discovery pockets of surprising uniquenesaggregated data sets. Just as human
fingerprints can uniquely identify a singderson and link that person with “anonymous”
information—a print left at a crime sa@rR-so too do data subjects generate “data

fingerprints"—combinations of values of data shared by nobody else. What has surprised

>>57 UCLA L. REV. 1701 (2010).
|d. at *7-8.
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researchers is that data fingerprints cafolb@d in pools of non-PlIl data, such as the
uniqueness of a person’s seageteries in the AOL debacfé.

86. Once a person finds a unique data fingetphe can link that data to outside
information, sometimes called auxiliary information. “Anonymous” search query information
would protect privacy, if only the adversary kneathing else about people in the world. In
reality, however, the world is awash in dateout people, with new databases created, bought
and sold every day. “Adversaries” (as defimddve) combine anonymized data with outside
information to pry out obscured identiti®s.

87.  And the amount of information contained in new databases has grown
exponentially. What's more, the type of avaibhta is increasingly personal and specific.
Take, for example, the phenomenon of aok’s growth. The data created by Facebook
users is highly personalpd includes actual namesligioous, sexual and political
preferences, identification of friends, picturegssages intended to be shared with friends,
and more. With the exploding popularity otc&d network sites like Facebook, and personal
blogs, the information available to adversariesasonly highly-specifi to individuals, it is
often user-created, increasing accuracy and \gratavailable data. Never before in human
history has it been so easy to peer thioprivate diaries of so many people. Some
researchers call this the “age of self-revelatdn.”

88. Reidentification is characterized bgcaetion, or the growing together of
separate parts into a single wioAs Professor Ohm explains:

The accretion problem is this: once an adversary has linked two
anonymized databases together, he can add the newly linked data

to his collection of outside inforation and use it to help unlock
other anonymized databases. Success breeds further success . . .

51d. at *17.
8 14d.
1d. at *17-18.
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once any piece of data has been linke® a person’s real identity,
any association between this @aand a virtual identify breaks
the anonymity of the latter. Thigs why we should worry even
about reidentification events thageem to expose only non-
sensitive information, becaudbey increase the linkability of
data, and thereby expose peerib potential future harnf®

89.  The accretive reidentification prah is exacerbated by the growing
prevalence of internet “data brokers.” Tingying and selling of consumer data is a
multibillion-dollar, unregulated business that's growing larger by thé tagta is
increasingly bought, sold and resold by data brokers, which amplifies the accretion problem
Advancements in computer science, dataagg@rand processing power, and data accretion by
data brokers make it much more likely thata@iversary could link déast one fact to any
individual and blackmail, discriminate agairtsarass, or steal the identity of that person.

90. On October 25, 2010, the Wall Strdeurnal reported that a highly-
sophisticated data broker, RapLeaf In@ésomplishing accretivesidentification of
“anonymous” data with astonishing succ¥saccording to the report, RapLeaf has been
gathering data, including user names and email addresses, from numerous sources across
internet. Using accretive reidg@ication techniques, RapLeaf is able to cross-index
“anonymous” data with email addresses and thereby associate real names with Web-

browsing habits and highly-personal informatsmmaped from social network sites such as

the

Facebook. By 2009, RapLeaf had indexed more than 600 million unique email addresses, and

was adding more at a rate of 35 million per month.
91. Data gathered and sold by data brokers like RapLeaf can be very specific.

RapLeaf deanonymizes and connects to real samwade variety of data types, including

®d. at *29 (emphasis added).

®1 Rick Whiting, Data Brokers Draw Increased Scrutiny (July 10, 2006),
http://www.informationweek.com/news/gldbao/showArticle.jhtml?articlelD=190301136.
%2 Emily Steele A Web Pioneer Profiles Users by Name (October 25, 2010), available at
http://online.wsj.com/article/SB10001424052702304410504575560243259416072.html.
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data regarding demographics, interestsitips) lifestyle, finances, donations, social
networks, site memberships, purchases,stnaghping habits. RapLeaf’'s segments recently
included a person’s household income range, age range, political leaning, and gender and g
of children in the household, as well as rests in topics including religion, the Bible,
gambling, tobacco, adult entertainment anelt‘lgch quick” offers. In all, RapLeaf
segmented people into more than 400 categor his aggregated and deeply personal
information is then sold to or used by traakicompanies or advertiseto rack users across
the Internet.

H. Google’s Systematic Disclosure d@illions of User Search Queries Each

Day Presents an Imminent Threat of Concrete and Particularized
Privacy Harm

92.  One type of anonymization practicecalled “release-and-forget,” in which
the data administrator will release recordg] then forgets, meaning she makes no attempt
to track what happens the records after relea&&To protect the privacy of the users in the
released data, prior to rel@as the data, the administrator will single out identifying
information and either strip that information frahe database, or modify it to make it more
general and less specific to any individtfallany of the recent advaes in the science of
reidentification targetelease-and-forget anonymization in particfar.

93. Google’s transmission of search qusiig a type of piecemeal “release-and-
forget” anonymizatiofi® Google transmits a single user search query each time a Google
user clicks on a link in Google’s search respiage. Over the course of just one day, on

information and belief, Google transmits milliooissearch queries to third parties. Google

®3 Ohm, supra, n.47 at *9-10.
*1d. at *11-12.

®%1d. at *10.

%1d. at *9.
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will likely argue that search query inforti@n alone contains no personally-identifiable
information. Such an argument is practicatyuivalent to the data administrator who
“anonymizes” data before releasing it to thésale world. But, as repeatedly demonstrated,
easy reidentification of “anonymous” highlights the flaws in this thinking.

94. Google itself has taken the positiomtleven seemingly benign, “anonymous”
information presents serious privacy conceRts.example, in Gonzales v. Google, supra,
n.12, even though the Government was requessach queries strippexd any “identifying
information” (such as the user’s IP addre&)pgle argued that releasing such data would
nonetheless risk disclosuoé user identities.

95. In fact, when a Google user clicks ahink in Google’s search results page,
the user’s search query is not the only infation revealed. For the vast majority of Google
users, the user’s IP address is concurregrdlysmitted along with thsearch query. An IP
address is similar to a phone number in thaeibtifies the exact computer being used by the
user to search andvigate the internet.

96. Inresponse to an inquiry from Congsenan Joe Barton about privacy issues
surrounding Google’s acquisition of DoubleCli€koogle admitted that “information that
can be combined with readily available infotmoa to identify a specific individual is also
generally considered personal informati8hBut Google has repestly downplayed the
existence of “readily available informatioh&lpful for tying IP addresses to places and
individuals. Professor Ohm highligh®oogle’s untenable position as follows:

For example, websites like Googlever store IP addresses devoid
of context; instead, they storeeth connected to identity or
behavior. Google probably knows from its log files, for example,

that an IP address was used toegsca particular email or calendar
account, edit a particular woptocessing document, or send

®7 Letter from Alan Davidson, Google’s SenRolicy Counsel and Head of U.S. Public
Policy, to Congressman Joe Barton at 12-13 (December 21, 2007), available at
http://searchenginelandm/pdfs/071222-barton.pdf.

CONSOLIDATED COMPLAINT 32 10-cv-4809-EJD




© 00 N o g A~ w N P

N N N NN NN NN P P P P P PP PR
® N o O A W N P O © © N o o M W N P O

particular search queries to #sarch engine. By analyzing the
connections woven throughout tmeass of information, Google

can draw some very accurate conclusions about the person linked
to any particular IP address.

Other parties can often link IP aédses to identity as well. Cable
and telephone companies maintain databases that associate IP
addresses directly to names, addresses, and credit card numbers.
That Google does not store theklsga associations on its own
servers is hardly the point. Othase, national ID numbers in the
hands of private parties would nm “personal data” because only
the government can authotiteely map these numbers to

identities®®

97.  Similarly, an independent Europeadvisory body on data protection and
privacy found that “The correlation of coster behaviour across different personalised
services of a search engipmvider ... can also be accomplished by other means, based on
cookies or other distinguigiy characteristics, such mslividual IP addresse$®

98. Congressman Barton’s inquiry in caation with the DoubleClick acquisition
also focused on cookies and priya€ookies are small data fie¢hat store user preferences
and other information, and allow websitesdoagnize the user or mputer visiting their
site. In its response to Congressman Bai®wugle wrote that “oithe ad-serving technology
can be used by advertisers to serve and masdgacross the web ... the ad server sets a
cookie on the user’'s computer browser whenubker views an ad served through the ad
server. That cookie may be readle future when the ad senasrves other ads to the same
browser.”™ An ad serving company with any substanmarket share would thus be able to
readily link the search queriesatiGoogle provides to the IRldesses or cookies of internet

users visiting the websites they serve.

®8 Ohm, supra, n.47 at *41.
% Article 29 Data Protection Working Pgrt 21 (January 2008), available at
http://ec.europa.euktice/policies/privacyfocs/wpdocs/2008/wp148 en.pdf.

70 Letter from Davidson to Barton, supra, n.58 at 15.
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l. GoogleAccounts

99. In addition to search, Google operates many services that require users to
register for Google Accounts. Google Accougrtant access to services such as Gmail,
Google Docs, and Google+, among others.

FACTS RELATING TO PLAINTIFFS

A. PalomaGaos

100. Plaintiff Paloma Gaos lsaa Google Account and has at all material times
been a user of Google’s seamratgine services, includingdiperiod prior to November 2008
when Google first began to test advancedXdechnologies that teporarily eliminated
user search queries from referrer headersmgiinom Google search results pages, and for
all periods thereafter when Google was dissetimgaearch queries toird party websites.

101. During all time periods in which Google was transmitting user search queries
to third parties, Plaintiff Gaos conducted numer searches, includifiganity searches” for
her actual name and the names of her famiynbers, and clicked on links on her Google
search results pages.

102. As a result, Google transmitted Plaintdtos’s full search queries to third
parties by sending the URLs containing her degueries to third party websites that
appeared in Plaintiff Gaos’sdBgle search results page andakhPlaintiff Gaos clicked on a
link.

103. In other words, when Plaintiff Gaaticked on each link on her Google search
results pages, the owner oéttlestination website that Riif clicked on received from
Google Plaintiff Gaos’s search tesrthrough the Referréleader function.

104. As a result, Plaintiff Gaos has suffdractual harm in #aform of Google’s
unauthorized and unlawful dissemination cdiRtiff Gaos’s search queries, which
sometimes contained sensitive personal information, to third parties.

B. Anthony Italiano
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105. Plaintiff Anthony Italiano has at all rtexial times been a user of Google’s
search engine services, including the geprior to November 2008 when Google first
began to test advanced AJAX technologies tidwaiporarily eliminatediser search queries
from referrer headers coming froBoogle search results pagasd for all periods thereafter
when Google was disseminating seayakeries to third party websites.

106. Plaintiff Italiano has also had a Goeghccount since at least January 2008.

107. During all time periods in which Google was transmitting user search queries
to third parties, including the time peri@m July 2010 to August 2011, Plaintiff Italiano
conducted numerous searches on Google’sampted search service, including:

a. His name + his home address;

b. His name + bankruptcy;

c. His name + foreclosure proceedings;

d. His name + short sale proceedings;

e. His name + Facebook; and,

f. His name + the name of his then sdorbe ex-wife + forensic accounting.

108. These searches and the timefratuaang which he conducted them are
particularly memorable to PHiff Italiano because it was during this time that he was going
through formal divorce proceedings. Moreoverngnaf his searches related directly or
indirectly to his divorce proceantys—exactly the sort of personal, confidential searches that
he did not want disclosed to third partieshwut his knowledge or consent, and exactly the
sort of personal, confidential searches Goadgigcribed to the feddrgovernment in the
Gonzales matter.

109. As aresult, Google transmitted Plaintiffliano’s full search queries to third
parties by sending the URLs containing his cea@ueries to third party websites that
appeared in Plaintiff Italiane’Google search results pagel which Plaintiff Italiano

clicked on a link.
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110. In other words, when Plaintiff Italiano clicked on each link on his Google
search results pages, the owokthe destination website thataintiff clicked on received
from Google Plaintiff Italiao’s search terms throughetiReferral Header function.

111. As aresult, Plaintiff Italiano has sufferadtual harm in the form of Google’s
unauthorized and unlawful dissemination of Riidii Italiano’s search queries, which
sometimes contained sensitive personal information, to third parties.

C. Gabriel Priyev

112. Plaintiff Gabriel Priyev has at all rrexial times been a user of Google’s
search engine services, including the geprior to November 2008 when Google first
began to test advanced AJAX technologies tidwaiporarily eliminatediser search queries
from referrer headers coming froBoogle search results pagasd for all periods thereafter
when Google was disseminating seayakries to third party websites.

113. Plaintiff Priyev began using Google selatin the fall of 2005, while living in
California. Plaintiff Priyev’'s Web History, kepty Google, reinforces this fact, stretching all
the way back to September 2006. Plaintiff Prihag continued to search using Google in
both California, from the Fall of 2005 throutite Spring of 2008, and then in Illinois from
the Spring of 2008 until the present.

114. Priyev has also had a Googleddunt at all relevant times.

115. During all time periods in which Google was transmitting user search queries

to third parties, Plaintiff Priyev conducted numerous searches, including searches for
financial and health information, and clicked links on his Google search results pages.
116. As aresult, Google transmitted Plain#ffiyev’s full search queries to third
parties by sending the URLs containing his cea@ueries to third party websites that
appeared in Plaintiff Priyev’'s Google searcbules page and which &htiff Priyev clicked

on a link.
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117. In other words, when Plaintiff P&y clicked on each link on his Google
search results pages, the owokthe destination website thataintiff clicked on received
from Google Plaintiff Priyev’s searchrias through the Referral Header function.

118. As a result, Plaintiff Priyev has suffered actual harm in the form of Google’s
unauthorized and unlawful dissemination cdiRtiff Priyev’'s search queries, which
sometimes contained sensitive personal information, to third parties.

CLASS ALLEGATIONS

119. Pursuant to Rule 23 of the Federal Rub Civil ProcedureRlaintiffs bring

these claims on behalf of themselves as indivgdaad all other similarly situated persons in

the following class:

All personsin the United States who submitted a search query to
Google at any time between October 25, 2006 and the date of

notice to the class of certification (the “Class”). Excluded from the
Class are Google, its officers andeditors, legal representatives,
successors or assigns, any entity in which Google has or had a
controlling interest, any judge betowhom this case is assigned
and the judge’s immediate family.

120. The Class is composed of numerous people, whose joinder in this action
would be impracticable. The disposition of their claims thraiggclass action will benefit
Class members, the parties and the cougen information and bief, Google’s search
engine has been used by hundreds of millafnssers during the relevant time period.

121. There is a well-defined community ott@mest in questions of law and fact
affecting the Class. These questions of éad fact predominate ovendividual questions
affecting individual Class members, inding, but not limited to, the following:

a. whether and to what extent Google hacltised its users’ search queries to
third parties, and whethéne disclosure is ongoing;

b. whether Google continues to use or stimformation that is part of Web

History after users choose to deleteno@e or to no longer store with Google
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such information;

c. whether Google’s conduct describeddie violates Google’s Terms of
Service, Privacy Policy, Web History Imy and representations to Plaintiffs
and the Class;

d. whether Google’s conduct descrilbdeglein violates the Electronic
Communications Privacy Ac18 U.S.C. § 2702 et seq.;

e. whether Google’s conduct described her@nstitutes a breach of contract or
implied contract;

f. whether Google’s conduct breachedditgy of good faith and fair dealing;

g. whether Google is unjustly enrichad a result of its conduct described
herein; and

h. whether Plaintiffs and members ottflass are entitled to injunctive and
other equitable relief.

122. Google has engaged, and continues to engage, in a common course of condu
giving rise to the legal right®aght to be enforced by Plaifis and the Class. Similar or
identical statutory and commonnaviolations, business practicaad injuries are involved.
Individual questions, if anypale by comparison to the nemous common questions that
dominate.

123. The injuries, actual and imminent, sust by Plaintiffs and the Class flow,
in each instance, from a common nucleus ofaipee facts. In each case, Google caused or
permitted unauthorized communications of private and personally-identifying information to
be delivered to third parties without adequatarmy notice, consent apportunity to opt out.

124. Given the similar nature of the Clasembers’ claims and the absence of
material differences in the statutes anthomn laws upon which the Class members’ claims
are based, a nationwide class action will telgananaged by the Court and the parties.

125. Because of the relatively small size of the individual Class members’ claims,

no Class user could afford to seeggderedress on an individual basis.
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126. Plaintiffs’ claims are typical of those tie Class as all members of the Class
are similarly affected by Google’s uniform and actionable conduct as alleged herein.

127. Google has acted and failed to antgrounds generally applicable to
Plaintiffs and members of¢hClass, requiring the Couriimposition of uniform relief to
ensure compatible standards of contdaward the members of the Class.

128. Plaintiffs will fairly and adequately prett the interests of the Class, and have
retained counsel competent and experiencethss action litigation. Plaintiffs have no
interests antagonistic to, or in conflict withg Class that Plaintiffseek to represent.

129. Plaintiffs reserve the right to reviseethbove class definition as appropriate or
based on facts learned in discovery.

COUNT |

Violation of the SCA, 18 U.S.C. § 2702
(on behalf of all Plaintiffs individually and the Class)

130. Plaintiffs incorporate the foregoing aliations as if fully set forth herein.

131. The Electronic Communications Privacy Act (the “ECPA”) broadly defines an
“electronic communication” a@&ny transfer of signs, signalariting, images, sounds, data,
or intelligence of any nature transmitt@ whole or in party by a wire, radio,
electromagnetic, photoelectronicinotooptical system thaffacts interstate or foreign
commerce...” 18 U.S.C. § 2510(12).

132. The ECPA also broadly defines the s of a communication. Pursuant to
the ECPA, “contents” of a communication, whesed with respect to any wire, oral, or
electronic communications, inclacgny information concernirthe substance, purport, or
meaning of that communicatiob8 U.S.C. § 2510(8). “Contentsyhen used with respect to
any wire or oral communication, includes anformation concerninghe identity of the
parties to such communication or the existesobstance, purport, or meaning of that
communication. The definitiorntis includes all aspectstbie communication itself. No

aspect, including the identity of the partitt®e substance of the communication between
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them, or the fact of the communication itsedfexcluded. The privacy of the communication
to be protected is intende¢o be comprehensive.

133. Pursuant to the ECPA, “electronic sige” means any “temporary storage of a
wire or electronic communication incidentalthe electronic transmission thereof.” 18
U.S.C. § 2510(17)(A).

134. Pursuant to the ECPA, Google opesat@ “electronic communications
service” as defined in 18 U.S.C. § 2510(15)daant to the Stored Communications Act of
1986 (the “SCA”), Google also provides &finote computing service” to the public. 18
U.S.C. § 2711(2).

135. Inrelevant part, 18 U.S.C. § 2702(a) of the ECPA provides as follows:

(a) Prohibitions.— Except as provided in subsection (b) or (c)—

(1) a person or entity providing an electic communication seice to the public

shall not knowingly divulge to any personentity the contents of a communication
while in electronic storage by that service; and

(2) a person or entity providing remaemputing service to the public shall not
knowingly divulge to any person or entitye contents of any communication which

is carried or maintained on that service—

(A) on behalf of, and received by meansl&ctronic transmission from (or created
by means of computer processing of comroatidons received by means of electronic
transmission from), a subscrib@rcustomer of such service;

(B) solely for the purpose of providing shgre or computer processing services to
such subscriber or customer, if the provigenot authorized to access the contents of
any such communications for purposes of gtmg any services other than storage or
computer processing; and

(3) a provider of remote computing see/or electronic communication service to

the public shall not knowinglglivulge a record or othénformation pertaining to a
subscriber to or customer of susdrvice (not including the contents of
communications covered by paragraphdd.(2)) to any governmental entity.

136. As alleged herein, by disclosing thevate search queriesnd Web History
information of Plaintiffs and members thie Class without ahbrization, Google has
knowingly divulged the contentdf communications of Plairits and members of the Class

while those communications wereelectronic storage on iggrvice, in violation of 18
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U.S.C. § 2702(a)(1).

137. As alleged herein, by disclosing thevate search queriesd Web History
information of Plaintiffs and members thie Class without ahbrization, Google has
knowingly divulged the contentd communications of Plairits and members of the Class
carried or maintained on its systenmsyiolation of 18U.S.C. § 2702(a)(2).

138. Google intentionally discloskits users’ communicatns to third parties to
enhance its profitability and revenue. The disales were not necessary for the operation of
Google’s systems or to protggbogle’s rights or property.

139. As a result of Google’s unauthorizeadaunlawful disclosure of Plaintiffs’
and the Class members’ private search quanesWeb History informtion, Plaintiffs and
members of the Class have suffered dam#&ges Google’s violations of 18 U.S.C. § 2702
in an amount to be determined at trial.

140. Plaintiffs and Class members are “perspmajggrieved by [a] violation of [the
SCA] in which the conduct constituting theldtion is engaged in with a knowing or
intentional state or mind...” withithe meaning of 18 U.S.C. § 2707(a).

141. Plaintiff and members of the Clas®&thfore seek remedy as provided for by
18 U.S.C. § 2707(b) and (c), including sucklpninary and other equitable or declaratory
relief as may be appropriate, damages consisténtsubsection (c) ahat section to be
proven at trial, punitive damages to be provetnialt and attorneys’des and other litigation
costs reasonably incurred.

COUNT II

Breach of Contract
(on behalf of all Plaintiffs individually and the Class)

142. Plaintiffs incorporate by refence the foregoing allegations.
143. The provisions of Google’s Terms of See;, which expressly incorporate its
Privacy Policy, and Web History Privacy Poligynstitute a valid and enforceable contract

between Plaintiffs and the Class on the one hand, and Google on the other.
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144. Under the Terms of Service, Web History Privacy Policy and Privacy Policy,
Plaintiffs and the Class agreed to use Defendant’s services and transmit sensitive personall
identifiable information to Google in exchanfpe Google’s promise that it would not share
that personal information with third giees without usersauthorization.

145. Google materially breached the termstsfTerms of Service, Web History
Privacy Policy and Privacy Policy through itdawful conduct allegetierein, including the
disclosure of Plaintiffs and the Class’s pravaearch queries and WHIstory information to
third parties, as more fully set forth above.

146. Google’s conduct also violatgsinciples of equity and justice, which prohibit
Google from retaining the above-described benefits.

147. As a result of Google’s misconduct and breaches of Google’s Terms of
Service, Web History Privacy Policy and Priva&glicy described herein, Plaintiffs and the
Class suffered injury. Plaintiffs, on behalf oéthselves and the Class, seek damages and/or
restitution from Google in an amount to be determined at trial.

COUNT 1l
Breach of Covenant of Good Faith and Fair Dealing

(on behalf of all Plaintiffs individually and the Class)

148. Plaintiffs incorporate by refence the foregoing allegations.

149. Atall times, Google owed Plaintiffsxd the Class a duty of good faith and fair
dealing.

150. Google delivered searchrs&es, and maintained/eb History, pursuant to
contract, whereby Plaintifiand other Class members’ Web History, Personal Information,
search queries, and Referrer Headers were to be stored and used only according to Google
published terms, which promise thaeir information is privateand is their property, as set
forth more fully above.

151. Google abused its discretion as descrideolve for its own benefit, and to the

detriment of the property rightsxd expectations of Plaiffs and the Class. Google’'s
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conduct breached its duty of good faith and d@aling to Plaintfs and the Class and

damaged Plaintiffs and the Class.

152. Google was unjustly enriched by itoegmentioned conduct and Plaintiffs
and the Class are entitled to restitution. Google should account for revenues and profits it
improperly collected from its transmissionRéferrer Headers and Web History information,
including from increased Google AdWords besis, and should have a constructive trust

imposed with respect to such monies until further order of the Court.

COUNT IV

Breach of Contract Implied in Law
(on behalf of all Plaintiffs individually and the Class)

153. Plaintiffs incorporate by refence the foregoing allegations.

154. Google has knowingly, voluntarily andlifully received and retained
benefits by sharing Plaintiffs’ and other €8damembers’ Web History, Personal Information
and search queries or results via Referrer Eesagind/or Google Analytics, as set forth
above, under circumstances that would rendenjitst to allow Google to retain such
benefits.

155. The benefits received by Google framaring Plaintiffs and other Class
members’ Web History, Personal Information @edrch queries via Referrer Headers and/or
Google Analytics were related to the obligatiand duty of Google to use such information
only as outlined in the Google’s Web Hist Privacy Policy which does not include
dissemination to third parties and in Googlelsestabove-described tesmof use, and/or as
prescribed by applicable law.

156. Google has increased itsyemues and profits by peddling Plaintiffs’ and the

Class members’ Personal Information, Web étigt Referral Headers, or search terms or
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results without noticer their consent.

157. Google’s above-described conduct violgtesciples of equity and justice,
which prohibits Google from retaining themleove-described benefits and constitutes a
breach of contract implied in law.

158. As a result, Plaintiffsrad other Class members are entitled to disgorgement
and restitution of Google’s revenues, profits and/or monies received by Google due to
Google’s use of Plaintiffs’ and other Class members’ property i.e., their search terms and

results.

COUNT V

Unjust Enrichment (In the Alternative)
(on behalf of all Plaintiffs individually and the Class)

159. Plaintiffs incorporate by refence the foregoing allegations.

160. Plaintiffs and members of the Classve conferred a benefit upon Google.
Google has received and retaineduable information belonging to Plaintiffs and members
of the Class, and as a result of sharing its usea’ch queries withitld parties without their
consent, Google has improved the qualitf®tearch engine and enjoyed increased
revenues from advertisers.

161. Google appreciates or has knowledge of said benefit.

162. Under principles of equity angbod conscience, Google should not be
permitted to retain the benefits that it ustjy received as a result of its actions.

163. Plaintiffs, on their own behalf and onHadf of the Class, seek the imposition
of a constructive trust on andsteution of the proceeds of Google received as a result of its
conduct described herein, as well as attornfgeés and costs pursuant to Cal. Civ. Proc.

Code § 1021.5.

COUNT VI
Declaratory Judgment and Caresponding Injunctive Relief
28 U.S.C. 88 2201, 2202
(on behalf of all Plaintiffs individually and the Class)
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164. Plaintiffs incorporate by refence the foregoing allegations.

165. Google has violated applicable las more fully set forth above.

166. Plaintiffs and the Class are entitlieda declaration of their rights in
connection with what Google camd cannot do with their Wetlistory and search queries.

167. Plaintiffs and the Class and Google hadeerse legal interests, and there is a
substantial controversy between Plaintiffs arel@tass, and Google, to warrant the issuance
of a declaratory judgment as to wheth@ogGle violated applicable law by its above-
described practice of sharing Plaintiffs’ avitier Class members’ Rerer Headers, and
whether Google is entitled to share the Webdiiets of Plaintiffs and the Class with third-
parties for its commercial gaiin violation of its preexigtig contract and terms of use.

168. Absent injunctive relief, Google is ky to continue its above-described
practices, as Google is endoweitvall of the discretion to das it wishes with Plaintiffs’
and the Class members’ information.

169. As a result of Google’s above-descrilmmhduct in violation of applicable
law, Plaintiffs and the Class are entittedcorresponding injunctive relief, and an order
establishing a constructive trust, for the béarefPlaintiffs and the Class, consisting of
monies received by Google from its unlawfuashg of Plaintiffs’ and the Class’s search
gueries with third-paytpersons and entities.

170. Google’s new Terms of Use do not ditg@address preexisting Web History,
changes to Web History, orehssues described above legvPlaintiffs and the Class
without any indication of what Google intensdo with the Web Histories belonging to
Plaintiffs and the Class creating a need faumnotive relief holding Google to the terms of

previous contract with and tesnof use for Plaintiffs and thélass described in detail above.
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171. As aresult of Google’s above-descrilmuhduct in violation of applicable
law, Plaintiffs and the Classeaalso entitled to an order redng Google not to use or store
preexisting Web History for purposes of prafgiby transmitting their information to third-
parties.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, on behalf of thenhges and the Class, pray that the Court
provide the following relief:

A. Certify this case as a class action ohdleof the Class, as defined above,
appoint Plaintiffs Gaos, Italiano, and Priyewegresentatives of the Class, and appoint their
counsel as counsel for the Class, pursuant te RRiof the Federal Rules of Civil Procedure;

B. Declare that Google’s actions, asdebed herein, violate the Stored
Communications Act (18 U.S.@.2702 et seq.), constitute Breach of Express and Implied
Contracts, and unjust enrichment;

C. Award injunctive and other equitable eflias is necessary to protect the
interests of Plaintiffand the Class, includingjter alia, an order declaring the rights of the
parties as stated above and prohibiting Gedgim engaging in the wrongful and unlawful
acts described herein;

D. Award damages, including statutory dayesa where applicable, to Plaintiffs
and the Class, in an amount to be determined at trial;

E. Award all economic, monetary, actuehnsequential, and compensatory
damages caused by Google’s conduct, and ¢oitgluct is proved willful, awarding Plaintiffs
and the Class exemplary damages;

F. Award restitution against Google for all money to which Plaintiffs and the
Class are entitled in equity;

G. Establish a constructive ttsintil further order othe Court, consisting of
monies Google improperly collected or receiviemm its above-desibed illicit conduct;

H. Order Google to disgorge revenuasl profits wrongfully obtained;
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|8 Award Plaintiffs and the Class their reasonable expenses and attorneys” fees:

L Award Plaintiffs and the Class interest, to the extent allowable; and.
K. Award such other and further relief as equity and justice may require.
JURY TRIAL

Plaintiffs demand a trial by jury for all issues so triable.

Dated: April 26, 2013 Respectfully submitted,

A)

KASSRA P. RASSIRI (215405)
knassiri{@nassiri-jung.com
NASSIRI & JUNG LLP

47 Kearny St, Suite 700

San Francisco, California 94108
Telephone: (415) 762-3100
Facsimile: (415) 534-3200

MICHAEL J. ASCHENBRENER (277114)
mja@aschenbrenerlaw.com
ASCHENBRENER LAW, P.C.

795 Folsom Street, First Floor

San Francisco. California 94107
Telephone: (415) 813-6245

Facsimile: (415) 813-6246

ILAN CHOROWSKY
ilan@progressivelaw.com
ALEX STEPICK
alex@progressivelaw.com
PROGRESSIVE LAW LLC
1 N LaSalle Blvd, Suite 2255
Chicago, IL 60602
Telephone: (312) 787-2717
Facsimile: (888) 574-9038

Attorneys for Plaintiffs and the Putative Class
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Pursuant to Civil L.R. 5-1 (i), the undersigned attests that concurrence in the filing of

FILER’'S ATTESTATION

this document has been obtaineahireach of the other signatories.

Dated: April 26, 2013

NASSIRI & JUNG LLP

By:_/s/ Kassra P. Nassiri

Kassra P. Nassiri
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