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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

PAUL PERKINS, et. al., Case No.: 13-CV-04303-LK

Plaintiffs, ORDER GRANTING IN PART AND
DENYING IN PART DEFENDANT'S
MOTION TO DISMISS WITH LEAVE

TO AMEND

V.
LINKEDIN CORPORATION,

Defendant.

N N N N N N e e

Paul Perkins, Pennie Sempell, Ann Bievein, Erin Eggers, Clare Connaughton, Jake
Kushner, Natalie Richstone, Nicole Crosby, and Leslie Wall, on behalf of themselves and a
putative class (“Plaintiffs”), bring the instanttian against LinkedIn Corporation (“Defendant” or
“LinkedIn”). SeeECF No. 7. The gravamen of Plaintiffs’mplaint is that Defendant, the operator
of a popular social networking wetes violated several state afetleral laws by harvesting email
addresses from the contact lists of email accoasdeciated with Plaifits’ LinkedIn accounts and
by sending repeated invitations to joimkedin to the harvested email addresSe= id{ 2.
Defendant filed a Motion to Dismiss the operative complaint, the First Amended Complaint
(“FAC”). SeeECF No. 17. The Mation is fully briefedeeECF Nos. 24, 30, and the Court held a
hearing on the MotiorseeECF No. 44 (“Tr.”). Having consided the briefing, applicable law,
and the oral arguments presented at thargpahe Court GRANTS IN PART and DENIES IN
PART Defendant’s Motion. The Court also gratsintiffs leave to amend the FAC to cure

deficiencies identified in this Order.
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BACKGROUND

A. Factual Allegations

LinkedIn is a social networkg website geared toward pegkional networking with more
than 200 million users. ECF No. 7 §f 22-23. Usehgy maintain resume-like profiles, utilize
LinkedIn to view each other’s profiles and tachange messages. This case centers around one
portion of the process that a user must cotegi@ sign up for a LinkedIn account. Specifically,

Plaintiffs, nine LinkedIn usersho seek to represent a nationwai@ss of LinkedIn users, allege

that during the sign-up process, Defendant hartlestemail addresses of Plaintiffs’ contacts. The

Court begins by describing the sign-up proceasithchallenged. The Court then turns to the
internal policies that Linkedlallegedly violates through thisgsi-up process and user complaints
about the process. The Court then concludes#uson with a description of the harm that the
challenged process allegeditflicts on Plaintiffs.

When a new member signs up for LinkedIrg Website prompts her to provide her first
name, last name, email address, and a passtdoréig. 1 (which is below). Below the prompts
for this information is a button titled “JolinkedIn,” adjacent tavhich is an asteriskd. The
asterisk points to a linat the bottom of a pageahstates that “[b]y jaing LinkedIn, you agree to

LinkedIn’s User Agreement, Privacy Policy, and Cookie Polity..y 26.

Firat Name: I

Last Name: |

Email: |

New Password: |
Boor mom charactees

Already on LinkedIn? Sign in

Figure 1
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After a user clicks the “Join hkedIn” button, she is directed to a second page, which stg
“let’s start creating youprofessional profile.1d., Fig. 2 (which is below). This page asks the use
to provide LinkedIn with her count of residence, ZIP code, @oyment status, job title, and
industry.ld. Below these fields is a buttditled “Create my profile.’ld.

Build ¥our Profile | Linkedin

ild Your Profile | Linkedln L £ |
B hetps: | "'wwwilinkedin.com/ req/basic-profile?_|=en&flow=1ofgap7-16ka1id &) EI' Google Q) |-Ir
. r
l.ll'lkgd@o:
Simon, let's start creating your professional prafile

*|livein: | U :
heedn:: Lisioied i « A Linkedin profile helps you...

* 2P Code: [10025

0.0 94043

= Showcase your skills and exparience

= He found for new opporiunities

| am currently: (=) Employad Job Seewer | Student «+ Stay In touch with colleagues ard fignds

* dobtitle: | Softwara Testing

=N am salf-emoloyed

*Industry: | Computer Networking

Figure 2

A user who clicks the “Create my profile” buttendirected to a paghat states “Grow
your network on LinkedIn.Td., Fig. 3 (which is below). On thigage, the user is told to “Get
started by adding your email address,” under wthetfield for “Your email” is pre-populated
with the user’s email address, which the werady provided to LinkedIn on the first screen,
which is Figure 11d. § 30. The “Grow your network on LinkedIn” page has a button for
“Continue” under the pre-populated email fididl, Fig. 3 (which is below). Under the “Continue”
button is a statement that reads “We will notestyour password or email anyone without your

permission.”ld. Further, under that statementis option to “Skip this stepld.
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Upload Webmail Contacts | Linkedin
Webmail Contacts | Link... ll + |
wiw.linkedin.com/ reg/ abook-impartffiow=Lofggp F-iwjz4x e ' Coogle Q
Linked [[3].
Grow your netwaork on Linkedin Step 2 of 7 [l

Get sterted by adding your email address

Your email: | simonshamatasi@gmail.com

Skip this step =

Figure 3
A user who clicks “Continue” and who used an email address from Google’s Gmail syg
is led to a screen from Google Accouh8ee id.Fig. 4 (which is below)This page states that
“Linkedin.com is asking for some information froraur Google Account” anthen lists the user’'s
email addresdd. The page then contains two bullet geinThe first bullet point states “Email
address” and contains teenail address of the uséd. The second bullet point states “Google
Contacts.ld. The user then has the option of choodiegiveen “Allow” and “No thanks,” and the

buttons for each are equallyed and are equally prominefd.

! The putative class covers LinkedIn users whed any email address, not just GnéleECF
No. 7 1 75. However, the FAC contains onlg thsclosures that Ganl users receivedbee id. Fig.
4. Furthermore, the FAC does not state whatileseavice each of the named Plaintiffs usede
id. 19 13-21. At the hearing, howevEtaintiffs’ counsel represéed that all of the named
Plaintiffs used a Gmail account$@n up for LinkedIn. Tr. 18:13-16.
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e 00 Google Accounts

W https://accounts.google.com/o/openid2 JauthTzt=ChQINERTNWxnTIU4RFRIUUINSES Le RITSXNGCEdSelhH

simom:
-]

Google Accounts
(i Linkedin.com & [ Google

Linkedin.com is asking for some information from your Google Account simonshamatesti@gmail.com

» Email address: simonshamatest@gmail.com

= Google Contacis

Allow No thanks
@ Remember this approval
Figure 4

A user who chooses “Allow” then proceddsa screen titled “Connect with people you
know on LinkedIn.? SeeECF No. 18-2, Ex. F (which is laleel as Figure 5 below). This page
contains a list of the users’ contacts whe already on LinkedIrtted “people you know on
LinkedIn.” Id. LinkedIn provides this list by matching theers’ contacts’ email addresses, which
LinkedIn has collected from Googlagainst LinkedIn’s own memisdrip database, which contains
email addresses that LinkedIn users utilized ¢ster for LinkedIn accounts. The page contains
images and job titles of email contacts of therwgho have a Linkedlaccount, with check boxes
next to their namesd. The boxes are all checked by defaldt.The user can then choose betwee

two options: “Add Connection(s)” or “Skip this stepd:

2 A screen shot of this page doeot appear in the FAC. Howey®efendant requests judicial
notice of a screenshot of this page, whtwd Court grants for the reasons stateidfim Section
1.
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Linked[T3.

Connect with people you know on Linkedin

Case5:13-cv-04303-|L HK Document1B8-2 Filed12/06/13 Page38 of 38

Steplof 2l

We found 218 people you know on Linkedin. Select the people you'd like to connect to.

™ Select All

Joe DeLucchi
™ gy Business Insurance Broker / Corporate Vice
y President / CAL insurance & Assoclales, Inc.

E Michael Allen
™ :é‘l Managing Principal at Lateral Link
WY Erin Cambeiro
~ B Writer

\

218 Selected

i 4 Debra Niemann
4 'L ! Consultant at MM Management Group
~

, | Meredith Mandell
4 < lournalist
LY
Ron Weng
4 1 Realtor, Hill & Co. Real Estate

™\ Tom Ryglinski

Sales Associale at Alain Pinel investment
B Group

Figure 5

After the page containing contacts whoeally have a Linkedlaccount, the user is
directed to a page titled “iy not invite some people®Id., Fig. 5 (which is labeled as Figure 6
below). Below the heading on this page is the following statement: “Stay in touch with your
contacts who aren’t on LinkedIn yétvite them to connect with youldl. Below that statement is
a list of the user’s email contacts (names andileaddresses) who are not already registered on
LinkedIn.Id. There is a checkbox next éach, and the “Select All” box is checked by defddlt.
While only the first ten appear, there is a scroll baticating that additionantries lay belowd.
Furthermore, next to the “Sele&ll” box is a statement of the t@ number of contacts selectédl.
The screenshot in the FAC, fexample, states “1132 Selectelil” At the bottom of the page, the

user could choose between “AddNetwork” or “Skip this step.1d.

% In the FAC, Plaintiffs allege that signing uptire first instance is not the only way that users ar
led to this page. Rather, existing Linkedlrtssare greeted on the LinkedIn homepage by a link
that states “See Who You Alrealiyjow on LinkedIn.” ECF No. 7 T 42nder that title is a screen
that allows the user to input hemail address. Like new registrarttss field is pre-populated with
the email address affiliated withe user’s Linkedlmccount. If the usetlicks the “Continue”
button under the email address, she is diretttélde “Why not invite some people?” paGee idf
44,
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Linked [T,

Why not invite soms peopla?

Stay in touch with your contacts who aran't on Linketin vet. nvite tham 1o connact with yeu,

i Soloot Al

(¥ Edgar Cho

& Judy Wacht

|v| Alaska Airlines
# Chalsoa Slack

i Chapman Dean

Stop 2 of 2 |—

&2 Samcied
et ek
JeachiPogioriinge. oom
alesia hEalashanirnom
CHEIBCHEN EYE 000

tehapmanEakingums.com

# Joy sebe

sebea washingien.eduy
¥l Maria Ralstan mralstonE pannarong
# John Amaturo ot D Wik e satirin Cos

(¥ Leah LaPorte 125 @ cchsmbiz.ady

™ Kathleen Pakusrewski e Lo i P ] ek

" Add o Netword  ETRaT n thig step «

Figure 6

If a user chooses the “Add to Network” option, LinkedIn sends an email to all of the en]
addresses affiliated with the checked boxesY 44. The emails, to which Plaintiffs refer in the
FAC as “endorsement emails,” come from the’'sseame via LinkedInrd contain the following
text: “I'd like to add you tany professional network!d., Fig. 7 (which is below§.This text is
followed by a signature line thadwtains the LinkedIn user’s nanid. Below this is a button that
says “Accept.1d. If one week after receivingn endorsement email, the recipient has not joined
LinkedIn, LinkedIn sends a follow-up email with the same messdg®46. If after a second
week, the recipient of hendorsement email still has not gihLinkedIn, LinkedIn sends a third
email with the same messagdg. In the FAC, Plaintiffs alleged #t “[e]ach of the reminder emails
contain the Linkedin member’'s name and likenesassto give the recipnt the impression that
the Linkedin member is endorsing LinkedIn ankliag the recipient to jo LinkedIn’s social
network.”1d. f 41. However, at the heag on the instant Motion, Plaifis clarified that only

users’ names—not likenesses—appeandtle endorsement emails. Tr. 26:13-14.

* The parties confirmed after thearing on the instant Motion thaigure 7 of the FAC contains
an accurate version of the endorsement el@ad8ECF No. 42.
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Mal Wiley wia Lirkmilin « e tai (3 bt ah 27 -

Linked|[i].

I'd like 10 add you to my professionai network

- Matt Wiley

Accept

Figure 7

Plaintiffs allege that once this process hasrbset into motion, it is nearly impossible to
stop LinkedIn from sending the reminder endorseraardils. Specifically, Plaintiffs allege that
“[t]he only way a LinkedIn user can stop the tfetlow-up endorsement emails (assuming the us
found out about the initial emails the first place) from going ot the email addresses harveste
from that user’s external emaitcount is for the user to inddually open up each invitation from
within his or her LinkedIn accoulfivhich LinkedIn has intentionally made difficult to find within
the user’s account) and click a button that alltivesuser to withdraw #t single invitation.’ld.
1 50. Plaintiffs allege that there is no medkanby which users can withdraw all endorsement
emails at oncdd. Accordingly, Plaintiffs allege that it@uld take hours to prevent LinkedIn from
sending the repeated endorsement emails to theddmdr thousands of contacts a user may ha
Id. Plaintiffs further allege thdtinkedIn does not take promptmedial action when users contact
LinkedIn regarding stopping the endorsement emlalls.

Plaintiffs allege that Defadant’s harvesting of email addhses and sending of endorseme
emails is contrary to several of Defendant’s owtligpes. More specifically, in the FAC, Plaintiffs
point to the following LinkedIn statements, to whielaintiffs contend the harvesting and emailin

practices are contrary:

e LinkedIn’s statement on the screen orichht seeks a user’'s email address to
trigger the identification of existing cats on LinkedIn omivitation of further
contacts: “We will not store your paword or email anyone without your
permission.”ld. 1 47, 48see also id.Fig. 3.
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e LinkedIn’s statements in blog posts thae are committed to putting our members
first. This means being open about howwse and protect the @athat you entrust
with us as a LinkedIn member”; “Ensnig more privacy and control over your
personal data remains our highest pridrignd “Ensuring you more clarity and
consistency and control over your perdateta continues to be our highest
priority.” Id. 7 47.

e A LinkedIn blog post titled “How to RepbAbusive Behavior on LinkedIn,” in
which LinkedIn states that examples btiaive behavior in violation of LinkedIn’s

terms of service include “examples such as not using a real name/person as the

profile owner, falsifying ind, creating fake profiles,ying to use someone else’s
account, massively inviting people they ddaibw, and using the data in a way not
authorized or intended by LinkedIn’shes of Service. Tis behavior, though
infrequent, strikes at the meroot of a trusted progsional network. We take these
violations very seriously and will not tolerate this behavitat.>

e Two sentences from LinkedIn’s Privacylieg: (1) “You decide how much or how
little you wish to communicate to individigeor groups” and (2) “We do not rent,
sell, or otherwise provide your personatlgntifiable information to third parties
without your consent unless compelled by lald.™] 48.

Plaintiffs also point to a maber of postings by users on LinkedIn’s Help Center pages
complaining about the harvesting and endorsermatil processes to camd that LinkedIn knew
about flaws in its procedsnit nevertheless took no acti®@ee id{{ 31, 33, 36, 41, 49, 50, 58. In a
extended message thread on LinkedIn’s Help Center, one user dekark®tin’s process as
“deceptive, misleading and purposely vague,” whilether stated that she was “extremely upset
the repercussions” of LinkedIn’s “hackindd. { 31. Another user on that message board thread
states “LinkedIn should stop theaspmy practices of sending davitations to people’s address
book without their explicit request to do std’ I 41. Yet another user states: “at this point I'm
finding LinkedIn more of a problemn terms of hurting my repation rather than helping it.
What's more the invitations are NOT peoplemnyg address book. They are people | don’t know. |
find this entire issue extrenyelinprofessional on LI's part.o0 would think with all these
members with the same problem LI would respond with a ligk.{ 50.

In the FAC, Plaintiffs set forth a numbafrtheories regarding how LinkedIn’s sign up
process allegedly injures Plaintiffsirst, Plaintiffs allege the endorsement emails are valuable tq

LinkedIn. Specifically, Plaintiffsiote that attracting new members to LinkedIn is integral to

® Plaintiffs selectively quote thisiog post in the FAC, but theo@rt takes judicial notice of the
entire document, which is available at hfftgog.linkedin.com/2009/027/how-to-report-abusive-
behavior-on-linkedin/, because the documentldess) incorporated by reference into the FAEe
infra Section II.C.
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LinkedIn’s business model (as LinkedIn actively atiges its size), and that endorsement emailg
are a critical component aftracting these new membeid. 1 51-54. Plaintiffs quote Reid
Hoffman, the co-founder and Chairman of LinkedIn, who stated “it's the connection with the
individual that | think lads to the growth rateld. § 35. Plaintiffs suggest that in the absence of
the endorsement email program, LinkedIn would haveay for email adésses to advertise and
promote LinkedIn’s servicetd. { 57. Second, Plaintiffs note tHahkedIn charges its users $10 tq

send a LinkedIn message (known as InMail}ittkedIn users to whom the sender is not

connectedld. T 55. Plaintiffs rely on this to suggest thialhe email addresses that LinkedIn takes

from its users and uses to promote its servicex@uisie name of the LinkedIn user) have value to
user.”ld. Third, Plaintiffs note that #hincreased membership that results from the endorsemen
emails further benefits LinkedIn by expanding tharket to which LinkedIn can advertise its
Premium Membership program, which costs $39.95 to $49.95 per nbrffo6.

B. Procedural History

Plaintiffs filed a class action complaint on September 17, Z2Bd@&CF No. 1. On October
2, 2013, Plaintiffs amended their complaint andififlee FAC that is theubject of the instant
Motion. SeeECF No. 7. The FAC contaitiive causes of action: JViolation of California’s
common law right of publicity; (2)iolation of California’s Unfa Competition Law (“UCL"),

Cal. Bus. & Prof. Code 8 17200; (3) violatiohthe Stored Communications Act (“SCA”), 18
U.S.C. § 2701; (4) violation of the Wiretap Atg U.S.C. § 2511, and (5) violation of California’s
Comprehensive Data Access and Fraud(&ection 502”), Cal. Penal Code 8§ 5@&ze id.

On December 6, 2013, Defendant filed a Motio Dismiss and an accompanying Reques
for Judicial NoticeSeeECF Nos. 17-18. On January 13, 2014jmiffs filed an Opposition and
an accompanying Request for Judicial Not®eeECF Nos. 24-25. On January 31, 2014,
Defendant filed a ReplyseeECF No. 30. The Court held a hearing on April 10, 2@eETT.

While the instant Motion to Dismiss wasnging, the parties haamdiscovery dispute
regarding taking the deposition of Mr. Hoffma.inkedIn co-founder an@hairman. Specifically,

the parties vigorously disputedtimeir Requests for Judicial Notioghether certain quotes of Mr.

10
Case No.: 13-CV-04303-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT’'S MOTION TO DISMISS WITH LEAVE
TO AMEND

D

a

[




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

Hoffman in the FAC and in the Opposition to thstant Motion had been taken out of context.
Accordingly, Plaintiffs sought a deposition Mf. Hoffman. The parties submitted a Discovery
Dispute Joint Report to MagisteaJudge Lloyd wherein LinkedBought a protective order under

the apex doctrine (which requirashowing of particular knowledgand exhaustion of alternative

means before officials of the highest levetofporate management can be deposed under someg

circumstances) to prevent the deposition of Mr. HoffnseeECF No. 34. Judge Lloyd ordered
the parties to further meet and confer becausige Lloyd found that the parties’ discussion
described in the Joint Report was inadequa¢eECF No. 35. After this further meet and confer,
the parties reached a stipulati®@eeECF No. 36. Pursuant to thepstlation, LinkedIn agreed not
to dispute the authenticity or accuracy of the gaaf Mr. Hoffman in the FAC and the Oppositio
to the instant Motion for the purposes of the inshation, and Plaintiffs agreed to withdraw the
deposition notice for Mr. Hoffmand. The parties reserved their rights with respect to any future
challenges to the accuracy of Mr. Hoffman’s quota and any future deposition of Mr. Hoffman
See id.

. LEGAL STANDARDS

A. Motion to Dismiss under Rule 12(b)(1)

A defendant may move to dismiss an actianldck of subject mattgurisdiction pursuant
to Federal Rule of Civil Procedure 12(b)(A)motion to dismiss for lack of subject matter
jurisdiction will be granted if the Complaint on fesce fails to allege facts sufficient to establish
subject matter jurisdictiorbee Savage v. Glendale Union High S843 F.3d 1036, 1039 n.2 (9th
Cir. 2003). In considering a Rule 12(b)(1) motitre Court “is not restricted to the face of the
pleadings, but may review any evidence, sucafdavits and testimny, to resolve factual
disputes concerning theistence of jurisdiction.McCarthy v. United State850 F.2d 558, 560
(9th Cir. 1988). If the plaintiff lacks standingdear Article Il of the U.S. Constitution, then the
Court lacks subject matter jurisdiaticand the case must be dismissgsee Steel Co. v. Citizens fo
a Better Env’t523 U.S. 83, 101-02 (1998). Once a party hageath to dismiss for lack of subject

matter jurisdiction under Rule 1%(1), the opposing party bedhe burden of establishing the
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Court’s jurisdictionsee Chandler v. State Farm Mut. Auto. Ins.,668 F.3d 1115, 1122 (9th Cir.
2010), by putting forth “the manner and degreewflence required” by whatever stage of the
litigation the case has reachédjan v. Defenders of Wildlif&04 U.S. 555, 561 (199Xee also
Barnum Timber Co. v. Envtl. Prot. Agenég3 F.3d 894, 899 (9th Cir. 2011) (at the motion to
dismiss stage, Article Ill standing adequately demonstrateddhgh allegations of “specific facts
plausibly explaining” why the standing requirements are met).

B. Motion to Dismiss under Rule 12(b)(6)

Pursuant to Federal Rule of Civil Procedig¢b)(6), a defendant may move to dismiss an
action for failure to allege “enough facts to statdaam to relief that iplausible on its face Bell
Atl. Corp. v. Twombly550 U.S. 544, 570 (2007). “A claim has &@lausibility when the plaintiff
pleads factual content that allows the court to disweasonable inference that the defendant is
liable for the misconduct alleged. The plausibifitgndard is not akin to a ‘probability
requirement,’ but it asks for more than a sheasjmlity that a defendant has acted unlawfully.”
Ashcroft v. Igbgl556 U.S. 662, 678 (2009) (internal citatiammsitted). For purposes of ruling on aj
Rule 12(b)(6) motion, the Court “accept[s] fadtakegations in the complaint as true and
construe[s] the pleadings the light most favorable the non-moving party Manzarek v. St.

Paul Fire & Marine Ins. Cq.519 F.3d 1025, 1031 (9th Cir. 2008).

However, a court need not accept as trugatlens contradicted by judicially noticeable
facts,Shwarz v. United State®834 F.3d 428, 435 (9th Cir. 2000), and a “court may look beyond
the plaintiff’s complaint to matters of publiegord” without converting the Rule 12(b)(6) motion
into a motion for summary judgmer@haw v. Hahn56 F.3d 1128, 1129 n.1 (9th Cir. 1995). A
court is also not required to “assume the trutleghl conclusions merely because they are cast
the form of factual allegations.Fayer v. Vaughn649 F.3d 1061, 1064 (9th Cir. 2011) (per
curiam) (quotingV. Min. Council v. Watt643 F.2d 618, 624 (9th Cir. 1981)). Mere “conclusory
allegations of law and unwarranted inferencesiasufficient to defeat a motion to dismiss.”
Adams v. Johnsoi355 F.3d 1179, 1183 (9th Cir. 2004g,cord Igba) 556 U.S. at 678.

Furthermore, “a plaintiff may pledterself out of court” if she “glad[s] facts which establish that
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[s]he cannot prevail on h[er] . . . claim¥eisbuch v. Cnty. of L.AL19 F.3d 778, 783 n.1 (9th Cir.
1997) (internal quotation marks and citation omitted).

C. Request for Judicial Notice

The Court generally may not look beyond the fooimers of a complaint in ruling on a
Rule 12(b)(6) motion, with the exception ofadimnents incorporated into the complaint by
reference, and any relevant matters subject to judicial n&#=eSwartz v. KPMG LL.B76 F.3d
756, 763 (9th Cir. 2007);ee v. City of Los Angele250 F.3d 668, 688—89 (9th Cir. 2001). Under
the doctrine of incorporation by reference, @murt may consider on a Rule 12(b)(6) motion not
only documents attached to the complaint, bst dlocuments whose contents are alleged in the
complaint, provided the complaint “necessarily 1€€lien the documents or contents thereof, the
document’s authenticity is uncontested, and the document’s relevance is unco@&sted.
Settlement v. Eisenber§93 F.3d 1031, 1038 (9th Cir. 2016¢e Lee250 F.3d at 688—-89. The
purpose of this rule is to “premeplaintiffs from surviving &Rule 12(b)(6) motion by deliberately
omitting documents upon which their claims are bas@d&rtz 476 F.3d at 763 (internal
guotation marks omitted).

The Court also may take judicial noticeroétters that are either (1) generally known
within the trial court’s territorigjurisdiction or (2) capable @ccurate and ready determination by
resort to sources whose accuracy cannot redgdpibe questioned. Fed. R. Evid. 201(b). Proper
subjects of judicial notice wheamling on a motion to dismiss inae legislative history reports,
see Anderson v. Holdes73 F.3d 1089, 1094, n.1 (9th Cir. 201@)urt documents already in the
public record and documents filed in other cowség Holder v. Holder305 F.3d 854, 866 (9th
Cir. 2002); and publically accessible websisee Caldwell v. CaldwelNo. 05-4166, 2006 WL
618511, at *4 (N.D. Cal. Mar. 13, 2008)ible v. Aetna Life Ins. Ca375 F. Supp. 2d 956, 965-66
(C.D. Cal. 2005).

D. Leave to Amend

If the Court determines th#te complaint should be dismiskét must then decide whether

to grant leave to amend. Under Rule 15(a) offtbéeral Rules of Civil Procedure, leave to amen
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“shall be freely given when justice so requitdsaring in mind “the unerlying purpose of Rule
15 ... [is] to facilitate decision on the meritgther than on the pleadings or technicalitieepez
v. Smith 203 F.3d 1122, 1127 (9th Cir. 2000) (en Pamdernal quotatiomarks and citation
omitted). Nonetheless, a court “may exerciseligsretion to deny leave to amend due to ‘undue
delay, bad faith or dilatory motive on part of thevant, repeated failute cure deficiencies by
amendments previously allowed, undue prejudice to the opposing party . . ., [and] futility of
amendment.”Carvalho v. Equifax Info. Servs., LL629 F.3d 876, 892-93 (9th Cir. 2010)
(quotingFoman v. Davis371 U.S. 178, 182 (1962)) (akions in original).
1. REQUESTS FOR JUDICIAL NOTICE

In connection with thénstant Motion to Dismiss, Defendiarequests that the Court take
judicial notice of the following documents: (1etfull text of an interview with LinkedIn founder
and Chief Executive Officer Reid Hoffman, whialas excerpted in the FAC; (2) the LinkedIn
profiles of the named Plaintiffs; (3) LinkedIn’ssigiption of its “InMail” feature; (4) Google’s
description of the Google Contadésmture; (5) LinkedIn’s desctijpn of its “Invitation Reminders”
feature; and (6) a screen slodt'‘Connect with people you knv on LinkedIn.” ECF No. 18. In
connection with their Opposition the instant Motion to Dismiss, &htiffs request that the Court
take judicial notice of the flmwing documents: (1) amterview with Mr.Hoffman; (2) Google’s
description of its Google ContacAPI version 3.0; (3) Googletdescription of its “Default
contacts groups”; and (4) a New York Times Biksg article about the gtant litigation. ECF No.
25.

The Court rules as follows on the requests for judicial rfotice

e The Court GRANTS the requests (made by bottigs for judicialnotice of the two
interviews with Mr. Hoffman. The parties dotraispute the accuracy of the quotations of
Mr. Hoffman. Accordingly, judicial notice igppropriate under Fed. R. Evid. 201®¢e
Tr. 5:9-14.

e The Court GRANTS LinkedIn’s request for juditnotice of the LinkedIn profiles of the
named Plaintiffs. The FAC refers to thesggm and Plaintiffs cite and rely on these

® In addition, Plaintiffs attach twjudicial documents (an ordemda complaint) to their Request
for Judicial Notice, though they do not expligirequest judicial ntaice of these documentSee
ECF No. 25-2, Exs. E-F. The Court takes judicial notice of these docurSediisabled Rights
Action Comm. v. Las Vegas Events, I8¢5 F.3d 861, 866 n.1 (9th Cir. 2004) (holding that
“undisputed matters of public record” greper subjects for judicial notice).
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documents in Opposition to the instant Moti8eeECF No. 7 1 13-21; ECF No. 24 at 4
n.2.

The Court GRANTS LinkedIn’s request for juditnotice of LinkedIns description of its
InMail feature. The FAC discusses the InMaihture and quoteskedin pages describing
the feature. ECF No. 7 11 8, 9, 55. Furtheem®aintiffs do not oppose the request or
contend that the document is inaccur&eeFed. R. Evid. 201(b).

The Court GRANTS LinkedIn’s request for judithotice of Google’slescription of the
Google Contacts feature. Plaintiffs haviediand relied on this document in their
Opposition to the instant Motion and do ogipose LinkedIn’s request or otherwise
contend that the document is inaccur&eeECF No. 24 at 32; Fed. R. Evid. 201(b).

The Court GRANTS LinkedIn’s request for juditnotice of LinkedIn’s Help Page, which
contains a description of the “Invitation Rerders” feature. Plaiiifts do not oppose this
request or otherwise contend that the document is inacc8esléed. R. Evid. 201(b).
Further, the document is cited in the FAB2eECF No. 7 8.

The Court GRANTS LinkedIn’s request for jedil notice of the seen shot of the
“Connect with people you know on LinkedIrPlaintiffs do not oppose this request or
otherwise contend thateldocument is inaccurat8eeFed. R. Evid. 201(b). Moreover, this
screen appears between tsaveens cited in the FAGeeECF No. 7, Figs. 4 & 5. The
Court therefore finds judicial notice appropridfaievel v. ESPN393 F.3d 1068, 1076
(9th Cir. 2005) (noting thatdicial notice of the conteéof webpages is appropriate
because “[jJust as a reader must absorb dqatistatement in theontext of the media in
which it appears, a computer user necesseaielys web pages in the context of the links
through which the useccaessed those pages”).

The Court GRANTS Plaintiffs’ request for juil notice of Googles description of its
Google Contacts API version 3.0. LinkedIn damt oppose this request or otherwise
contend that the document is inaccur&eeFed. R. Evid. 201(b). In fact, LinkedIn cites
and relies on this document in its Reply in support of the instant Motion. ECF No. 30 a
18 n.10.

The Court GRANTS Plaintiffs’ request for juil notice of Googles description of its
“Default contacts groups.” Linkedldoes not oppose this requesbtherwise contend that
the document is inaccurate. Accordingly, judiciatice is appropriate under Fed. R. Evid.
201(b).

The Court DENIES Plaintiffs’ request for judicial notice of a New York Times Bits blog
article about the instant litigation. This docurmsmot cited or referenced in the FAC.
Furthermore, LinkedIn disputes the accuracthefcontents of the article. ECF No. 30 at 3
n.1. Therefore, the article does not contasteshents “whose accuracy cannot reasonably
be questioned.” Fed. R. Evid. 201(b).

MOTION TO DISMISS

Defendant moves to dismiss the FAC on seversddarirst, Defendanbntends that all of

Plaintiffs’ claims fail because consent is a defdapnsa| of Plaintiffs’ causs of action and that an

objectively reasonable persomavclicked through the varisiscreens after viewing the

disclosures on LinkedIn would hagensented to LinkedIn’s atiedly wrongful conduct. ECF No.

17 at 10-15. Second, Defendant contends that Plaih&ive failed to allege adequate injury for

the purposes of Article 11l standing to pursue thigjht of publicity, UCL, and Section 502 claims.
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Id. at 15-21. Third, Defendant contends that forassireasons, Plaintiffsave failed to state a
claim with respect to each ofdhtiffs’ five causes of actiorsee idat 21-33.

The Court begins by noting that Plaintiffs have actually challenged two separate proce
in LinkedIn’s sign-up process.1Bt, Plaintiffs challenge LirgdIin’s harvesting and collecting
email addresses from the users’ contatsliSecond, Plaintiffshallenge LinkedIn’siseof these
email addresses in sending thut endorsement emails with users’ names. The analytical
distinction between the two challenges is importatause the various causes of action challeng
only one of the two processes. Specifically, 8@A, the Wiretap Act, and the Section 502 cause
of action relate only to theollectionof emails. ECF No. 7 §110-38. Meanwhile, the common
law right of publicity relateso the second step, LinkedIniseof users’ names and likenesses in
the endorsement emaifSee id{{ 88—-109. The UCL cause otiaa relates to both. Tr. 4:13-16.

The Court begins, as it must, by addreséirigele 11l standing. Because the Court finds,
for the reasons stated below that Plaintiffs adetyuatiege Article 11l stading to pursue the right
of publicity, UCL, and Section 508daims (the only causes of action for which standing has bee
challenged), the Court denies Defendants’ Motioit edates to standing. EBnCourt then turns to
the merits of the various causes of action. Ferr#dasons stated below, on the merits, the Court
denies LinkedIn’s Motion as it lages to the common law right ptiblicity cause of action with
respect to LinkedIn’s sending of two remin@mdorsement emails and the derivative UCL
unlawful prong cause of action. The Court gsathe remainder of Defendant’s Motion.

A. Article Ill Standing

A federal court must ask whether a plaintiff has suffered sufficient injury to satisfy the

“case or controversy” requirementAiticle Il of the U.S. ConstitutionSee Clapper v. Amnesty

5SEes

e

U7

-

Int'l USA, 133 S. Ct. 1138, 1146 (2013) (““One element of the case-or-controversy requirement’ is

that plaintiffs ‘must establish th#tey have standing to sue.” (quotiRgines v. Byrd521 U.S.
811, 818 (1997)). To satisfy Article Istanding, a plaintiff must allegét) an injury-in-fact that is
concrete and particularized, aslvas actual or imminent; (2) thataghnjury is fairly traceable to

the challenged action of the defentaand (3) that the injury iedressable by a favorable ruling.
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Monsanto Co. v. Geertson Seed Far0 S. Ct. 2743, 2752 (201@¥jends of the Earth, Inc. v.
Laidlaw Envtl. Servs. (TOC), In&28 U.S. 167, 180-81 (2000). “Tharty invoking federal
jurisdiction bears the buedh of establishing these elements. with the manner and degree of
evidence required at the succeesstages of the litigationl’ujan, 504 U.S. at 561.

In a class action, named plaintiffs represegnt class “must allege and show that they
personally have been injured, not that injury besn suffered by other, unidentified members of
the class to which they belong antich they purport to represenGratz v. Bollingey 539 U.S.
244, 289 (2003) (internal quotation marks and citatamgted). “[I]f none of the named plaintiffs
purporting to represent a class establishes tgisike of a case aontroversy with the
defendants, none may seek relief on behafimiself or any other member of the clag3:Shea v.
Littleton, 414 U.S. 488, 494 (1974).

In the instant case, LinkedIn challenges RI#s’ Article IIl standing to pursue common
law right of publicity, UCL, and Section 502 causes of action because LinkedIn contends that
Plaintiffs have not suffered any injury. SpeciflgaLinkedIn contends #it Plaintiffs have no
coherent theory that they suffered economic harm, and that in fact, the challenged portion of
sign-up process is designed to benafkedIn users, not injure ther8eeECF No. 17 at 15-21. In
their Opposition, Plaintiffs contel that Plaintiffs have standing because their names and likene
have been misappropriated. ECF No. 24 at 19-20hé&wyPlaintiffs contend that LinkedIn values
the endorsement emails, because these eméplgtmv LinkedIn’s membership base, prevent
LinkedIn from having to payjnember acquisition costsy@ help LinkedIn sell premium
membershipdd. at 20-23.

Before turning to the question of whether Plaintiffs have standiagdert their right of
publicity, UCL, and Section 502 claims, theu@iobegins by noting #t LinkedIn has not
challenged Plaintiffs’ standing &ssert claims under the Wia@ Act or the SCA. The Court
nonetheless notes that Plaintiffave standing to assert teedaims. Under Ninth Circuit
precedent, the injury required by Article Il mayisbby virtue of “statutes creating legal rights,

the invasion of which creates standin§ee Edwards v. First Am. Fin. Corp10 F.3d 514, 517
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(9th Cir. 2010) (quotingVarth v. Seldin422 U.S. 490, 500 (1975)). In such cases, the “standin
question . . . is whether the constitutional atwgiory provision on which the claim rests properly
can be understood as granting persons in thetifa position a rightto judicial relief.”1d.
(quotingWarth, 422 U.S. at 500). IEdwards the Ninth Circuit held that the Real Estate
Settlement Procedures Act conferred stantbrg homeowner who sought to challenge the
kickback relationship between thdditnsurer and title agency despthe fact that the homeowner
suffered no independent injury rtlugh, for example, overpaymetd. The Ninth Circuit recently
extended the holding &dwardsto the Wiretap Act and the SC&ee In re: Zynga Privacy Litig.
No. 11-18044, 2014 WL 1814029, at *5 n.5 (9th Cir. N8ay014). The Ninth Cirat’'s decision is
in accord with the decisions of the courts in District that have held that alleged colorable
violations of the Wiretap Act and the SCA alandfice, undeEdwards to establish Article Il
standing without any independent showing of inj@ge In re Google, Inc. Privacy Policy Litig.
No. 12-1382, 2012 WL 6738343, at *5 (N.D.I(aec. 28, 2012) (Wiretap Actdn re iPhone
Application Litig, 844 F. Supp. 2d 1040, 1055 (N.D. Cal. 2012) (Wiretap Act and S&59s V.
Google Inc, No. 10-4809, 2012 WL 1094646, at *3 (NCal. Mar. 29, 2012) (SCA)n re
Facebook Privacy Litigation791 F. Supp. 2d 705, 712 (N.D. Cal. 2011) (Wiretap Act).

The Court now turns to the causes of action for which standing has been challenged: t
common law right of publicity, UCL, and Sectié02 causes of action. This Court has previously
considered the standing of a social networkingsite’s users to raise claims that the social
networking website utilized ghusers’ names and likenesses for marketing purposealey v.
Facebook, InG.830 F. Supp. 2d 785 (N.D. Cal. 2011)FAmaley, this Court found standing where
a putative class of users alleigghat Facebook’s “Sponsored Stafiéeature invaded the users’
privacy rights. “Sponsored Storieg/ere advertisements that @&gped on users’ Facebook pages.
The Sponsored Stories, which were generateddan users’ Facebook posts, likes, and check-i
contained a Facebook friend’s namggfile picture, and an assertion that the friend “likes” an
advertiserld. at 791. This Court concludedhat plaintiffs inFraley had standing. Specifically, this

Court inFraley found that plaintiffs had articulated a cotet theory of economic injury because
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plaintiffs had alleged that “tireindividual, personalized endsement of products, services, and
brands to their friends and aciutances has concrete, provab#tue in the economy at large,
which can be measured by the additional ipfedcebook earns from selling Sponsored Stories
compared to its sale of regular advertisememdis.dt 799. The Court then noted that Facebook
officers and consultants had sugtgsl that advertisements tltaintain endorsements from a
familiar or trusted source had specific increased value. Therefore, the Court accepted plaintifi
assertion that “they have antgible property interesh their personalredorsement of Facebook
advertisers’ products to thdtacebook Friends, and that Facebbak been unlawfully profiting
from the nonconsensual exploitation ohiatiffs’ statutory right of publicity.ld. The Court in
Fraley found particularly persuasive thenaplaint’s quotation of Facebook CEO Mark
Zuckerberg, who stated “[a]usted referral influences peoptere than the best broadcast
message. A trusted referral is the Holy Godiadvertising” and of Facebook COO Sheryl
Sandberg, who stated “[m]arketers have alwkay@vn that the best recommendation comes fron
friend . ... This, in many ways, is the Holy Grail of advertising.The Court concluded that
plaintiffs had standing becauseyhhad “identified a direct, lear relationship between the value
of their endorsement of third-gg products, companies, and bramasheir Facebook friends, and
the alleged commercigkofit gained by Facebookld. at 800.

In Fraley, this Court distinguishe@ohen v. Facebook, In¢Z98 F. Supp. 2d 1090 (N.D.
Cal. 2011) (Cohen 1), andCohen v. Facebook, IndNo. 10-5282, 2011 WL 5117164 (N.D. Cal.
Oct. 27, 2011) (Cohen IT), cases that “appeadghighly similar” toFraley. In theCohencases,
Judge Seeborg dismissed a misrepresentation ofaston due to plaintiffs’ failure to show
harm.Cohen which did not address Article 11l stamdj, considered Facebook’s promotion of its
Friend Finder service. The FrieRthder service allowed users tgout their email addresses into g
system, which “searches contact informatiothiose [email] accounts, compares it to the
Facebook user database, and presents the usex ligtiof other Facebook users he or she alread
knows, but who are not among leisher Facebook ‘friends.Cohen ] 798 F. Supp. 2d at 1092

The challenged conduct @ohenwas Facebook’s promotion of the Friend Finder service.
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Specifically, Facebook promoted the Frienddér service by placing on Facebook users’
homepages a notification of which of each us&i&nds had used the Friend Finder service and
encouraging other users who had not used-tiend Finder service to “[g]ive it a tryld. The
plaintiffs in Cohenwere Facebook users who utilized Fri¢fidder. These users were concerned
that Facebook had “used their names and prpitires to promote the Friend Finder service
without their knowledge or consiby placing the notification thahese users had utilized the
Friend Finder service on thaéebook homepages of these uskishds who had not used the
Friend Finder servicéd.

In Cohen | Judge Seeborg concluded that “Piéfis have not shown how the mere
disclosure to their Facebook friends that thaye employed the Friend Finder service (even
assuming some of them did not) causes them any cognizable harm, ssgafdie extent to
which that disclosure could also be seearasmplied endorsement by them of the servitgk.at
1097. InCohen || Judge Seeborg rejected plaintiffs’ camtion that “Facebook’s use of plaintiffs’
names and likeness can be seen as servingiaercial purpose, undertaken with at least the
intent of achieving growth in Facebook’s usesdyahereby ultimately resulting in monetary gain
for Facebook.'Cohen I| 2011 WL 5117164, at *2. THéohen lICourt found that the mere use of
plaintiffs’ likenesses was insufficient to create tbquisite injury and noted that “this is not a
situation where the defendantadeged to have publicized theapitiffs’ names or likenesses to
any audience or in any context where the/not already appear—rather, the names and
likenesses were merely displayed on the pafesher users who were already plaintiffs’
Facebook ‘friends’ and who woutdgularly see, or at leasave access to, those names and
likenesses in the ordinary course of using their Facebook accoaintst.*3.

Judge Seeborg recently interpre@shenandFraley in C.M.D. v. Facebook, IncNo. 12-
1216, 2014 WL 1266291 (N.D. Cal. March 26, 2014)CIM.D., minor Facebook users filed suit
against Facebook alleging that Facebook viol#tedninor’s rights by using the minor's name an
likeness in “Sponsored Stories” (asHraley) and in Social Ads, a program that allowed

advertisers to pair a statement that a user “likes advertiser with aadvertisement paid for by
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the advertisend. at *1. The Court held that the minorchArticle 11l standing because the case
was closer té-raley than it was t@Cohen TheC.M.D. Court relied on the fact that “plaintiffs have
alleged that their names and likenesses aretoseadorse third-party products, companies, and
brands, with a resulting inference that theedorsements have ‘caete, measurable, and
provable value in the economy at largéd’ at *2.

The Court finds that this case is no different tReadey. The Court’s decision iRraley
was premised on the fact that endorsements or invitations from friends or acquaintances are
valuable than generic advertisements that da@aootain the recommendation of a familiar or
trusted source. It is this measwf personalization of an endorsernthat routinely has a concrete
and provable value, as this Court recognizeferaley and as Judge Seeborg conclude@.i.D.
In Fraley, Facebook allegedly sold personalizeldexrtisements at a higher rate by
misappropriating the names and likenesses ofsigss. This redounded to a measurable economi
benefit for Facebook, which was able to chargeenfior the personalized advertisements, at the
expense of plaintiffs in that case who were nahgensated. Similarly, here, LinkedIn is alleged t

have misappropriated Plaintiffs’ names to proenonkedin and to grow LinkedIn’s membership,

which is indisputably economically valuableltimkedIn. Tr. 14:14-15 (“As a general matter, youf

honor, it is of benefit to LinkedIn to haweore members and a broader networlsé€e alsarr.
15:1-4. Just as the quotations from Martckerberg and Sheryl Sandberd-naley suggested the
value of personalized (as opposed to genendprsements, here, the FAC quotes LinkedIn
documents that highlight the importance of Mimarketing to grow LinkedIn’s membership. ECF
No. 7 11 7, 51, 54. For example, the FAC allegasltinkedIn’s 2012 10-K states that “our
member base has grown virally based on memhbeiting other members to join our network”
and that “our member base has grown virallywe have been able to build our brand with
relatively low marketing costsld. 1 51, 54. One of the principa@asons such viral marketing is
superior to other forms of marketing is the sauwviral marketing comes from a friend or contact

with whom the recipient is familiar and trusis opposed to an unfamiliar or untrusted source.
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To contend that Plaintiffs lackanding, LinkedIn relies heavily @ohen Specifically,
LinkedIn contends that Plaiffs’ sole theory of injury is tht LinkedIn grew its membership base
through the endorsement emails, and that the grimwtiembership base is an insufficient theory
of commercial value undé€ohen This Court is not persuaded Bphen.As Mark Zuckerberg and
Sheryl Sandberg have statec tiest recommendation comes frarfriend and is the “Holy Grail”
of advertisingFraley, 830 F. Supp. 2d at 799. Facebook’s use of users’ names and likenesseg to
promote Facebook’s Friend Finder service is undertatith the intent to grow Facebook’s user

base and ultimately result in commercial adagetto Facebook. Facebook profits from this at thg

U

expense of its users. Similarly, in the insteade, LinkedIn’s use of users’ names to promote
LinkedIn’s services is undertakenttvithe intent to grow LinkedIn'sser base and ultimately result
in commercial advantage to Linde. Similarly, LinkedIn profits fom this at the expense of its
users.

The Court notes that this type of injunsing an individual’s name for personalized
marketing purposes, is precisely the type of hamh @alifornia’s common law right of publicity is
geared toward preventing. The Catifia Court of Appeal has regnized that the “first step
toward selling a product or service is to attract the woess’ attention” and that a defendant may
“gain[] a commercial advantage” by appropriatingragividual’s name or likeness to accomplish
this goal.See Eastwood v. Superior Cquit9 Cal. App. 3d 409, 420 (1983ge also Lugosi v.
Universal Pictures25 Cal.3d 813, 823 (1979) (“[T]he so-called right of publicity means in essence
that the reaction of the public to name and léss) which may be fortuitous or which may be
managed or planned, endows the name anddgseaf the person involved with commercially
exploitable opportunities. The peation of name and likenes®in unwarranted intrusion or
exploitation is the heart dhe law of privacy.”).

In sum, the Court finds that individuals’mas have economic value where those names jare
used to endorse or advertise a peida the individuals’ friends antbntacts. This is so because an

advertisement bearing the imprimatur of a trusted or familiar source, such as a friend or
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acquaintance, has concrete valuéghm marketplace. Here, Plaintitilege that their names were
misappropriated by LinkedIn toeate personalized endorsements.

For all the above reasons, W@eurt finds that Plaintiffs havadequately alleged Article I
standing with respect to all of their causescion. Accordingly, the Court denies LinkedIn’s
Motion to Dismiss on standing grounds.

B. SCA and Wiretap Act

The Court now turns to the merits of Pldiisticauses of action. The Court first addresses
two causes of action related tetbollection of email addresses: the SCA and the Wiretap Act.
LinkedIn moves to dismiss both the SCA and\tfieetap Act causes of Aaon on the basis that
Plaintiffs have consented to LinkedIn’s allegediyawful conduct. That id,inkedIn contends that
Plaintiffs have consented to LinkedIn’s collectmiremail addresses froosers’ contact lists. The
Court begins by providing some background on theitgsatand then applies the consent standarg
in the two statutes to tralegations in the FAC.

Enacted in 1986 as Section Il of the Blentic Communications Protection Act (‘ECPA”),
the SCA creates criminal and civil liabilifgr certain unauthorized access to stored
communications and recordsee Konop v. Hawaiian Airlines, In802 F.3d 868, 874 (9th Cir.
2002). The SCA creates a private right of actioairegf anyone who “(1) intentionally accesses
without authorization a facilitthrough which an electronic communication service is provided,;
(2) intentionally exceeds an autimation to access that facilitgnd thereby obtains, alters, or
prevents authorized access to a wirelectronic communication whiieis in electronic storage in
such system.” 18 U.S.C. § 2701(s¢g id.8 2707 (creating a privateght of action). The SCA
exempts from its coverage conduct “authorizedhy the person or atyt providing a wire or
electronic communications servicéy: 8 2701(c)(1), or “by a user tiiat service withrespect to a
communication of or intended for that used,”8 2701(c)(2). While there is relatively scant
authority on the definition dfauthorized” under the SCA, the Ninth Circuit has analogized
authorization under the SCA to consent tihefieats a common law trespass cldiimeofel v.

Farey-Jones359 F.3d 1066, 1072 (9th Cir. 2004). The Restatement (Second) of Torts, which
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Ninth Circuit cited for this propason, describes the consent egtien as follows: “If words or
conduct are reasonably understoodahgther to be intended as ceng they constitute apparent
consent and are as effective as consefadn” Restatement €eond) of Torts § 892.

The Wiretap Act, which was enacted a#eTlll of ECPA, gengally prohibits the
“interception” of “wire, ora) or electronic communicatiorisl8 U.S.C. § 2511(1). More
specifically, the Wiretap Act provides a paite right of action against any person who
“intentionally intercepts, endeavors to interceptprocures any othg@erson to intercept or
endeavor to intercept, any wjraral, or electronic communitan,” 18 U.S.C. § 2511(1)(a), or
who “intentionally uses, or endeavors to use,dbntents of any wireral, or electronic
communication, knowing or having reason to krtbat the information was obtained through the
interception of a wire, oral, @lectronic communication in viation of [the Wiretap Act],”

id. 8 2511(1)(d)See id§ 2520 (providing a private right attion). Under 18 U.S.C. § 2511(2)(d)
however, it is not unlawful “to inteept a wire, oral, or electronocommunication . . . where one of
the parties to the communication has given pr@rsent to such interception.” Consent to an
interception can be explicit or imptiebut any consent must be act@de U.S. v. Van PoycK/
F.3d 285, 292 (9th Cir. 1996).S. v. Amem831 F.2d 373, 378 (2d Cir. 1981);S. v. Corona—
Chavez 328 F.3d 974, 978 (8th Cir. 2003). “[G]enerallgnsent must be express, but consent m
be implied where there are surrounding circameses indicating that éndefendant knowingly
agreed to the surveillanceJ'S. v. Staves883 F.3d 977, 981 (9th Cir. 2004) (internal quotation
marks omitted). “In the [the Wiretap Act] milies in other settings, consent inheres where a
person’s behavior manifests acegggence or a comparable volnytdiminution of his or her
otherwise protected rightsGriggs-Ryan v. Smit904 F.2d 112, 116 (1st Cir. 1990).

There may be subtle differences between the consent exception to Wiretap Act liability
the authorization exception to SCA liability. Howevine parties conceded, and the Court finds
that for the purposes of the iast Motion, the question under bothessentially the same: Would g
reasonable user who viewed the LinkedInscthsures have understood that LinkedIn was

collecting email addresses from the user’s externail account such that the user’s acquiescen
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demonstrates that she consented to or aizgtbthe collection? Ti31:19-32. The FAC, as
pleaded, suggests that the answehi® question is yes. When aeugenters her Gmail address intg
Figure 3 above and clicks “Continue,” she receivastdication that says “inkedin.com is asking
for some information from your Google accounhpel address]” and themas a bullet point that
states “Google Contacts.” ECF NA.Fig. 4. At this point a usean choose between “Allow” or
“No thanks.”Id. It is only if, after viewng the disclosure that Linkedin.com is seeking a user’s
Google Contacts from her Google account, the uskcates “Allow” that a user’s contacts’ email
addresses are imported from Googlntacts to LinkedIn. Importantl$his disclosure is presented
immediately prior to the momeat which LinkedIn is alleged to have engaged in wrongful
conduct. It was not, as is often the case, a disadsuried in a Terms of Service or Privacy Polic)
that may never be viewed or if viewed dtaad a wholly separate page disconnected from the
processes that led toetfalleged wrongful conducsee In re Google In€&mail Litig. (“Gmail’),

No. 13-2430, 2013 WL 5423918, at *12-14 (N.D. CaptSe6, 2013). Even more significantly,
perhaps, is the fact that alongsttie disclosure is an express opt opportunity in the form of the
“No thanks” button. The opportunity to opt-out oétharvesting process thHaads to the allegedly
wrongful conduct while still utilizing LinkedIn fulner distinguishes this case from cases like
Gmail, where users who sought to use Gmail couldopbbut of the allegedly unlawful conduct.
In light of the clarity of the disclosure, the proximity of the disclosuthéonrongful conduct, and
the ability to opt out, the Court finds that the@Aas pleaded, suggests that Plaintiffs have
consented to or authorized tb@lection of email addresses.

The Court is not persuaded by Plaintiffs’ contensi to the contrary. Plaintiffs contend thaf
LinkedIn’s disclosure that LinkedIn would accelssusands of a users’ contacts’ email addresse
is unclear. Relatedly, Plaintiffs posit that a readx@ user would not undéasd that the contacts
that LinkedIn accesses include everyone to whonmeahes sent an email. The Court finds that th
allegations in the FAC fatally undermine thesatentions for two reasons. First, the initial
disclosure explicitly states that LinkedIn wtagng to access the user’s “Google Contacts.” ECF

No. 7, Fig. 4There are no allegations in the FAC netyiag what any of the named Plaintiffs
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understood “Google Contacts” to encompass. Ha®Plhiatiffs looked to Google’s page regarding
Contacts, they would have encountered Ge'sgltatement that éJmail addresses are
automatically added to your Contacts list eastetyou use the Reply, Reply to all, or Forward
functions to send mail to addresgbat don't already ést in your Contactsst.” ECF No. 18, Ex.

D. This statement suggests that “Google Cdataancompasses all those to whom a user has
replied or forwarded an email. Second, toagktent that the “Googl€ontacts” page was not
viewed or was insufficiently explicit, Plaintiffsanifested consent subsequent to their initial
decision to allow LinkedIn to access their Googttacts. Specifically, thLinkedIn page that
asks users to “Stay in touch with your contacts who aren’t on Linketl Invite them to connect
with you” explicitly selecs all of the users’ contacts and states the number of contacts that hav
been selected. ECF No. 7, Fig. 5eTdxample of this page in the FAC depicted above in Figure
for example, states “1132 8eted” next to “Select All.1d. None of the named Plaintiffs at this
point chose to “Skip this step” sigite having the opportunity to do Sthe fact that Plaintiffs were
explicitly alerted to the fact #t thousands of contacts had bselected but neviheless chose to
proceed further undermines Plaintiffs’ contentioattthey did not know that they were consenting
to LinkedIn’s collection of thowds of email addresses.

Plaintiffs further contend that LinkedIn’s statents do not disclose the fact that LinkedIn
stores the email addresses in perpetuity. Howdaintiffs have cited no case—and the Court
could find none—to suggest thaetturation of maintaining intercegal data is relevant to the
issue of consent under the SCA or the Wiretap Rather, under the SCA and the Wiretap Act,
the violation occurs at the moment of interceptidicommunications in transit or accessing store
communications. Accordingly, th@ourt finds that whether Linkién disclosed the duration for
which it would store email addresses is r@évant to the issue of consent.

Plaintiffs also contend th#te “thousands” of complaintsgarding LinkedIn’s processes
by users posted to the LinkedIn wigbsuggest that there is no consent. As a threshold matter,
Court notes that the FAC does e thousands of user compits. Rather, the FAC contains

citation to a handful of usergrievances regarding Linkedmprocesses. More importantly,
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however, the test for express censor authorization for both tI®CA and the Wiretap Act for the
purposes of a motion to dismiss is an objective st is, the question at the motion to dismiss
phase is whether plaintiffs hapéausibly alleged that a reasdite user who undertook LinkedIn’s
process has not consented te tiollection of email addressésdividualized subjective
experiences of users, while potentially rel@yao not by themselves undermine the Court’s
finding that a reasonable user wdlwked “Allow” consented to theollection of email addresses.
Plaintiffs’ final contention is that theollection of email addresses is contraryLinkedIn’s
clear policy disclosures. SpecifibglPlaintiffs point to the fllowing statements of LinkedIn:
“grow your network”; “get started by addiygur email address”; “we will not store your
password or email anyone without your pernaissi and “LinkedIn.com is asking for some
information from your Google Contacts.” ECION24 at 12. The Court is not persuaded that
LinkedIn’s collection of emails isontrary to any of these statents, because nothing in any of
these statements suggests that LinkedIn woul@aitgct email addressef users who clicked
“Allow.” Further, Plaintiffs missate LinkedIn’s disclosure in ¢ir Opposition. Specifically, while
Plaintiffs’ Opposition suggests that LinkedIn’s disloe states that “LinkedIn.com is asking for
some information from your GoaglContacts,” the scresinot of that page in the FAC actually
states “LinkedIn.com is asking for some infotiaa from your Google Aacount” and then contains
a bullet point that states “Google Contacts.” EGF: R Fig. 4. While the disclosure as modified b
Plaintiffs is misleading as it suggests thatkadin is only seeking “some information from
[users’] Google Contactsthe actual disclosure i®t, as it may suggettat LinkedIn is seeking

all of the users’ Google Contacts. Moxer, even if this disclosuie not completely clear, Figure

5, which discloses 218 people the user knows who have LinkedIn accounts and Figure 6, which

discloses 1132 people the user knows who do nat bemkedIn accounts, notify the user that all
the users’ Google Contacts have been harvested.
Therefore, the Court finds that the consamd authorization defensgplies to Plaintiffs’

Wiretap Act and SCA causes of action, and graimtkedIn’s Motion as to these claims.
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C. Common Law Right of Publicity

Plaintiffs’ next cause adction, the common law right glublicity cause of action,
challenges LinkedIn’s use of users’ names in tidoesement emails. Plaintiffs must allege four
elements to state a claim faplation of California’s commotaw right to pubicity: “(1) the
defendant’s use of the plaintiff's identity; (2) dygoropriation of plaintiff's name or likeness to
defendant’s advantage, commercialyotherwise; (3) lack ofansent; and (4) resulting injury.”
Newcombe v. Adolf Coors €457 F.3d 686, 692 (9th Cir. 1998).dlFornia law has not imposed
any requirement that the unautized use or publication of@erson's name or picture be
suggestive of an endorsement ssa@ciation with the injured persobdul-Jabbar v. Gen. Motors
Corp., 85 F.3d 407, 414 (9th Cir. 1996). In addition taltdnging Plaintiffs’ stading to bring this
claim, LinkedIn contends that Ptaiffs have consented and tha¢tbfore Plaintiffs cannot allege
the third element, lack of consent. Because e€ohis the only element of the merits of the
common law right of publicity cause attion that Defendant challengeseECF No. 17 at 21, the
Court’s analysis below focuses exclusively on this element.

“Consent to use a name or likeness need nekpeess or in writingyut it may be implied
from the consenting party’s conducicethe circumstances of the casihes v. Corbis Corp815
F. Supp. 2d 1108, 1113 (C.D. Cal. 20aff)d, 489 F. App'x 155 (9th Cir. 2012). The Ninth Circui
has held that for purposes of@mmon law right to publicity causé action, “[c]lonsent . . . is to
be determined objectively from tiperspective of aasonable personJones v. Corbis Corp489
F. App’x 155, 156 (9th Cir. 2012)

The Court agrees with LinkedIn that basedLinkedIn’s disclosures, a reasonable user
would have understood that her nawauld be used in invitatiorts join LinkedIn that would be
sent to her contacts who were not already Linkeers with regard to the first endorsement
email. Specifically, before the endorsement enaitssent, LinkedIn users must review a Linked|
page that bears the title “Why not invite somegde?” and that states t& in touch with your

contacts who aren’t on LinkedIn yet. Inviteeth to connect with you.” ECF No. 7, Fig. 5. The

28
Case No.: 13-CV-04303-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT’'S MOTION TO DISMISS WITH LEAVE
TO AMEND




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

Court finds that these disclosures, which werg&@ioed on a page thdtaved users to deselect
some or all of the recipients or to “Skip this Staftogether, combined witthe fact that Plaintiffs
explicitly chose “Add to Network,” suggests that Plaintiffs hamesented to the dissemination of
endorsement emails to their contacts whonatd_inkedIin members. The disclosure explicitly
states that LinkedIn intends to send an invitatmthe email addresses that remain selected. In
fact, Plaintiffs do not challenge the specific fatror content of thenvitation email. Tr. 33:9-20
(The Court: “Let me ask you, with regard ta@#ie 7, is there -- do ydwave an objection or
concern about the format or the consent if it veghrased a different way? Would that alleviate
your concerns if it . . . somehow said . . . “Mafiley has joined Linkedland invites you to join
him on LinkedIn,” or if [it] hal any different phraseology . ?’ Plaintiffs’ Counsel: “I don’t
believe that would cure the problem, your honor, beeadunkedin is using the identities of peoplg
to solicit their friends tgoin LinkedIn . . . .").

The Court is not persuaded by Plaintiffs’ aamtion that the disclosures were not clear
enough to alert Plaintiffs that tleenails sent to their contast®uld contain an endorsement of
LinkedIn. The actual email that iftimately sent to the contactsagts “I'd like to add you to my
professional network” with the na of the LinkedIn user belo®eeECF No. 7, Fig. 7. The Court
finds that a reasonable user wdaw the disclosure “Invite [camtts] to connect with you” has
consented to this language in the email. The lernatains the messageatiLinkedIn discloses to
users: an invitation from the esto the users’ contacts torswect with the user on Linkedin.
Plaintiffs attempt to slice the disclosures tom th arguing for a distiction between invitations,
which LinkedIn clearly discloseand endorsements, which Plaintiéisntend are contained in the
email. The Court finds that Plaintiffs havensented to LinkedIn’s sending of emails inviting
Plaintiffs’ contacts to join Platiffs’ LinkedIn networks. In thisnstance, an invitation and
endorsement are synonymous. Thus, the Courtthedsrms “invitation emails” and “endorsemern
emails” interchangeably.

Plaintiffs’ contention that Linkein is not clear about the kome of endorsement emails

that are being sent because Linkedhly states that is inviting “contacts” isalso unpersuasive.
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SeeECF No. 24 at 14. Plaintiffs cantd that this masks the fact LinkedIn sends emails to every

address the user has contacted. tedlg, Plaintiffs contend that ¢hdisclosure page is deceptive

since only the first ten email addresses thatnedkeive the endorsement emails are listed and the

remaining email addresses are hidden beneath a scrdideardThe Court is not persuaded. As
discussed above, the disclosure pegatains an explicit disclosuoé the number of recipients of
the endorsement emails (in the FAC’s example “138@cted”) and allows users to unselect eith
all or individual email addresseSeeECF No. 7, Fig. 5. The Court findlsat explicitly listing the
number on the top of the page is sufficienalert a reasonable person to the volume of
endorsement emails being sent. Despite this nuapyearing at the top die webpage, Plaintiffs
chose to “Add to Network” rather than skippgithe step. Importantlyefore the endorsement
emails were sent to a user’s email contacts, taehed three separate odoas to opt out of the
entire processSeeECF No. 7, Figs. 3, 4, 5.

Although the Court concludéisat Plaintiffs have coesited to LinkedIn’s initial
endorsement email, the Court finds that Plainh#igse plausibly alleged that they did not consent
to the second and third reminder endorsementlgenvéhile the Court has found that “Invite [your
contacts] to connect with you” disses that LinkedIn intends to send an endorsement email to
user’s contacts, the same canbetsaid of the two reminder endorsement emails. Nothing in
LinkedIn’s disclosures alerts users to the possilitigt their contacts will receive not just one
invitation, but three. In fact, by stating a mereethscreens before the disclosure regarding the fi
invitation that “We will not . . . email anyoneithout your permission,” Linkedin may have
actively led users astrageeECF No. 7, Fig. 3. Specifically, i$ entirely plausible that a
reasonable user would have thouttatt by agreeing to LinkedIn’s irtation of the user’s contacts
to connect, the user authorized LinkedIn to send onginvitation and that further emails would

require further authorizations. Accordingly, the Court finds thatexdndoes not defeat Plaintiffs’

174

er

the

st

common law right of publicity claims as it relateghe second and third endorsement emails at the

pleading stage.
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LinkedIn contends that Plaifis suffer no independent injy from the second and third
emails because “the reminder emails are fferéint in form and @ntent than connection
invitations.” ECF No. 30 at 13r. 29:15-17 (“There’s certainlyothing that Plaintiffs have
pointed to that suggest that somehow thetamdil two reminder e-mails causes any additional
harm.”). The Court is not persuaded by LinkedIn’s contention. It is plauketélaintiffs suffer
additional harm from the second and third endoesgramails. One of Plaintiffs’ key allegations
throughout the FAC is that the endorsement erhaN® a deleterious effegh users’ reputations
by making the users’ contacts believe that thex isssending the contact multiple endorsement
emails.See, e.g.ECF No. 7  50. This theory demonstrates the additional harm that users suff
from the second and third endorsement emailsthiegt would not have suffered from the first
endorsement email. Specifically, the second amd #ndorsement emails could injure users’
reputations by allowing contactsttunk that the users are thges of people who spam their
contacts or are unable to take the hint thair contacts do not watd join their LinkedIn
network. The reputational harm is magnified by tact that the only people who receive the
second endorsement email are the user’s ctsntdw chose not to register for LinkedIn upon
receipt of the first emla Moreover, the only individuals wheceive the third endorsement email
are the user’s contacts who chose not to regiet LinkedIn upon receipt of the first and second
emails. Therefore, individuals who receive second and third email invitations to join LinkedIn
declining one or two previous email invitationgam LinkedIn from the same sender may becom
annoyed at the sender, which could be profesyooapersonally harmful. This is further
exacerbated by the breadth of the recipientsettidorsement emails, which includes all those t
whom the LinkedIn user has seamt email using the reply, reply &tl, or forward functions. ECF
No. 18, Ex. D. This typef reputational harm-incurred additionally anchdependently of the first
endorsement ematitis precisely the harm against whicle ttommon law right tpublicity seeks
to protect.See Lugosi603 P.2d at 431. Accordingly, the Courtds that Plaintiffs have plausibly

alleged that they suffer additional harm frtime second and third endorsement emails.
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In sum, although LinkedIn’s sign-up procesalld and should be clearer, the Court
concludes that Plaintiffs’ allegations that thokgt not consent to therfit endorsement email are
insufficient because LinkedIn’s sign-up progekscloses that LinkedIn will send such an
endorsement email. Accordingly gtlCourt grants Defendant’s Mol as it relates to Plaintiffs’
common law right of publicity action for the firshdorsement email. However, the Court finds
that Plaintiffs have adequately pleaded latkonsent to the sending of the second and third
endorsement emails and that iplausible that these subsequemtails created independent harm.
Defendants have raised no otheguments as to why the comnlaw right of publicity cause of
action should be dismissed. Accordingly, the Cderties Defendant’'s Matn as it relates to the
common law right of publicity caus# action with regard to thsecond and third endorsement
emails.

D. Section502

Section 502 of the California Penal Cod€aifornia’s Comprehensive Computer Data

Access and Fraud Act. The Act prohibits certaimpater-based conduct such as “[k]Jnowingly and

without permission access[ing] or caus[ingpbaccessed any computer, computer system, or
computer network.” Cal. Penal Code § 502(c)CkedIn moves to dismes Plaintiffs’ Section

502 cause of action on two bases. First, Linkedimends that Plaintiffauthorized LinkedIn’s
access to Plaintiffs’ email contacts. Second, Linkedimends that Plaintiffs have not alleged tha]
LinkedIn breached any technical or code-based barrier, which is fatal to Plaintiffs’ Section 50!
claims. The Court agrees with LinkedIn’sead contention and thefore need not reach
LinkedIn’s first contention.

The parties agree that theraisgiolation of the subsection$ Section 502, which requires
action “without authorizatin,” only where defendants circumveathnical or code based barriers
in place to restrict or bar a user’s access= RO. 17 at 30—31; ECF N&4 at 32. As this Court
has previously noted, “individuals may only be subjected to liability for acting ‘without
permission’ under Section 502 if they access ofausemputer, computer network, or website in §

manner that overcomes technical or code-based barifierg’iPhone Application Litig.No. 11-
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2250, 2011 WL 4403963, at *12 (N.D. Cal. S&ift, 2011) (internal quotation marks and

alterations omitted). This is in accord witletimterpretation of this provision by several other
courts in this districtSee In re Google Android Consumer Privacy LitNp. 11-2264, 2013 WL
1283236, at *11 (N.D. Cal. Mar. 26, 2013) (“Courts witthis District haventerpreted ‘without

permission’ to require that a defendant accesdveank in a manner that circumvents technical or|

code based barriers in place to niesor bar a user’s access.” (internal quotation marks omitted)

In re Facebook Privacy Litig791 F. Supp. 2d 705, 715 (N.D. Cal. 2011) (“Individuals may only

be subjected to liability for dalg ‘without permission’ under Seon 502 if they access or use a
computer, computer network, or website in aaxmex that overcomes technical or code-based
barriers.” (internal quotation marks and alterations omitté@gebook, Inc. v. Power Ventures,
Inc., No. 08-5780, 2010 WL 3291750, at *11 (N.D. Cal. July 20, 2010) (concluding after detalil
statutory analysis that “accessing or using a computer, computer network, or website in a ma
that overcomes technical or code-based barngevgathout permission,” ad may subject a user to
liability underSection 5027).

The dispute here centers on whether th€ Béfficiently alleges that LinkedIn has
breached a technical or code-babadier. Plaintiffs’ theory that once a user provides LinkedIn
with her email address, LinkedIn “tunnel[s]dligh any open email program on a user’s desktop
ECF No. 7  43.“Even if a user has never provided a password to LinkedIn, LinkedIn will use

open connection to an email s&wito download a user’s datdd’ In essence, Plaintiffs’ theory is

that when a putative LinkedIn user has her Gaegbunt open in a separate tab or window or has

not logged out of Gmail after using the seevand subsequently begins the LinkedIn sign-up
process, she is not re-asked for her Gmail paskb@iiore she gets todlGoogle Accounts screen.
Tr. 36:21-37:16. The moment that troePlaintiffs occurs whendhuser clicks “Continue” after

her email is pre-prepopulated. “When you click th&du‘Continue,” what idoes is it checks to

" Defendants, in a footnote, move to strikeltheking and tunneling allegations under Rule 12(f)
which empowers courts to strikey “redundant, immaterial, imgiarent, or scandalous matter,”
Fed. R. Civ. P. 12(fiSeeECF No. 17 at 31-32 n.9. The Court lifees to strike these allegations,
as these allegations (though ndtrabtely meritorious) are highly relevant to Plaintiffs’ Section
502 cause of action.
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see whether there’s an open e-mail account ongamputer that matches the address that’s pre
populated in there, and then if so, it queries #tabunt and doesn’t ask for the password becaus;
it knows that you're already logged in to that@aat.” Tr. 38:17—22. There %0 allegation that at
this step of the process LinkedIn has accessedtiffiGoogle Contacts. Thsole concern is that
LinkedIn has accessed the Google Accounts without re-prompting for a password. Tr. 39:2-1]
More succinctly, Plaintiffs allege thainkedIn breaches a code-based barrier by not

seeking the Plaintiffs’ Google Accourgassword between thesvo screens:

ann Google Accounts
S —r W - - % & hrps:/ Jaccounts.google.com/o/apenid2 fauth?zr=CHOINERTN WA TIL4RFR 1 ULINSESLeRISXNGEdSeUn

imon

Linked([]. Gaovgle Accounts

By 2t 7

[ Linkedin.com = Fl Google

Int marterd by pdiy v el g q Linkedin.com i asking for some Infarmation from your Google Account simonshamatestigmail.com

= Email pidress: simonshamatest@gmail com

T SNY: P s
‘m . — SO —— * Google Contacts

Allow No thanks

™ Remember fivs approval

The Court concludes that these allegationa@asuggest that Linkedlhas circumvented a
technical or code-based barrier. RattPlaintiffs allege only that hkedIn merely skips the step of
requiring users to input the passws associated with their Google Accounts when a user is
already logged in to their email account on a difietab or browser window or when the user ha
not logged out of her email account. &shreshold matter, it is not cleahosetechnical or code-
based barriers Plaintiffs allegenkiedIn circumvents. Moreover, toelextent that Plaintiffs rely on
Google’s code-based barrier in placing theo@e Contacts page behind a password, the FAC is
not clear as to howinkedlnovercomes those barriers. Rathlibg FAC and Plaintiff's counsel's
statements suggest that Plaintiffs overc#éimgebarrier by providing a Google password in a
different tab or window or by not logging out of their Google accounts. In the absence of addi
specificity regarding what technical or code-dxhbarriers were in place and as to who overcame
those barriers and how, the Colimds Plaintiffs’ allegations ingticient to allege a Section 502
violation.

Moreover, Plaintiffs suffer no harm from traiegedly wrongful conduct. Importantly, at
the moment when LinkedIn skips the step of emgung users’ passwordsnkedin is still unable
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to access the list of email addresses of contacts of the users’ Google accounts. Rather, the
collection of emails only occurs after the abovesorand after a user hagkcitly authorized the
collection. The Court finds th&tlaintiffs must plead some injury emanating from LinkedIn’s

alleged Section 502 violations sarvive the Motion to Dismis§eeCal. Penal Code § 502(e)(1)
(noting that only an individual “wheuffers damage or loss bgason of a violation” may bring a

private action). The Court grartskedin’s Motion to Dismiss Riintiffs’ Section 502 claims on

the basis that Plaintiffs have redequately alleged that Defendant breaches a technical or codée

based barrier or that Plaintiffs have sufteesy tangible harm from the alleged Section 502
violations.

E. UCL

The UCL broadly prohibits “any unlawful, unfar fraudulent business act or practice.”
Cal. Bus. & Prof. Code § 17200. When the ‘aintompetition” underlying a plaintiff's UCL
claim consists of a defendant’s misrepresentatigraintiff must have actually relied on the
misrepresentation, and suffered economic injurg essult of that relian¢éo state a claim for
relief. See In re Tobacco Il Cases Cal. 4th 298, 326 (2009). Calihia courts have extended
this actual reliance requirement to claimsught under the UCL’s unlawful prong to the extent
“the predicate unlawful conduct lmsed on misrepresentationBuirell, 183 Cal. App. 4th 1350,
1355 (2010)accord Kwikset Corp. v. Superior Coustl Cal. 4th 310, 326 (2011). Moreover, in
Kwikset Corp. v. Superior Coytthe California Supreme Court sugtgd that the actual reliance
requirement applies whenever the underlyingaonduct in a UCL action is fraudulent conduct.
Seebl Cal. 4th at 326. In line with this authoritigis Court has concludéthat the aatal reliance
requirement also applies to claims under thé.d@nfair prong to the extent such claims are
based on fraudulent conduckée Kane v. Chobani, IndNo. 12-2425, 2013 WL 5289253, at *6
(N.D. Cal. Sept. 19, 2013). Accordily, this Court has consistentigquired alleggons of actual
reliance and injury at the pleadi stage for claims under all @& prongs of the UCL where such
claims are premised on misrepresentati®e® Kane v. Chobani, IndNo. 12-2425, 2014 WL
657300, at *5 (N.D. Cal. Feb. 20, 2014).
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This showing of actual reli@e under the UCL requires a pladhto allege that “the
defendant’s misrepresentationramndisclosure was an immediate sawf the plaintiff's injury-
producing conduct.Tobacco I 46 Cal. 4th at 326 (internal gatibn marks omitted). “A plaintiff
may establish that the defendantisrepresentation is an immediate cause of the plaintiff's
conduct by showing that in its albee the plaintiff in all reasonbbprobability would not have
engaged in the injury-producing condudd’ (internal quotation marks omitted). While a plaintiff
need not demonstrate that the defendant’sapissentations were “the sole or even the
predominant or decisive factmfluencing his conduct,the misrepresentations must have “playeq
a substantial part” in thglaintiff's decision makingld.

To make the reliance showing, this Cours$ lkkansistently held that plaintiffs in
misrepresentation cases must allege that élcéyally read the chahged representatiorSee, e.g.,
Bruton v. Gerber Prods. CaNo. 12-2412, 2014 WL 172111, at *9 (N.D. Cal. Jan. 15, 2014)
(holding that a plainti may not “assert claims based statements she did not viewTjs re
iPhone Application Litig.— F. Supp. 2d —,11-2250, 2013 WL 6212591, at *8 (N.D. Cal. Nov.
25, 2013) (“Plaintiffs must have seen the misrepngations and taken some action based on wh
they saw—that is, Plaintiffs must have actuadliied on the misrepresentations to have been
harmed by them.”)see alsdn re LinkedIn User Privacy Litig932 F. Supp. 2d 1089, 1093 (N.D.
Cal. 2013) (dismissing case because “Plaintiffs daemen allege that &y actually read the
alleged misrepresentation”). In the FAC, Pldis have not alleged that they read any of
LinkedIn’s purported misrepresentats. Contrary to Plaintiffcounsel’s contention at the
hearing, Tr. 35:20-25, none of the paragraphs desgrthe named Plaintiffs’ interaction with
LinkedIn suggests that these Ptéfs actually read the alleged misrepresentations. ECF No. 7
19 13-21. Rather, these paragraphs only suggestahed Plaintiffs registed for LinkedIn and
that endorsement emails were sent to theinlesnatacts without their aborization. Furthermore,
the fact that some of the allejmisrepresentations appeared amens that all users had to click
through to register do not by themsedwestablish that any of theaRitiffs actually read or relied

on the misrepresentations in @iesence of allegations that Plaintiffs read these statements.
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Accordingly, the misrepresentation-based UCdirok fail, and the Court grants Defendant’s
Motion as to these claims.

However, Plaintiffs also allege a UCL c&uof action under the unlawful prong, which is
derivative of their common law publicity cause of acti®ae CRST Van Expediténc. v. Werner
Enterprises, In¢.479 F.3d 1099, 1107 (9th Cir. 2007) (noting that a UCL unlawful prong causg
action can be premised on the invasion of a comiawmight). It follows from the Court’s denial
of Defendant’s Motion as to Plaintiffs’ common law right of publicity claim that Defendant’s
Motion as to Plaintiffs’ unlawfuprong UCL claim also fails. Dendant moved to dismiss the
unlawful prong claim only on the basis that thes no underlying unlawful conduct and that
Plaintiffs lack standing to sue. ECF No. dt724—-25. Because both of these contentions were
rejected above, the Court denies Defendant'§diaas to the unlawful prong claim to the extent
that the claim is premised on LinkedIn’s invasiof Plaintiffs’ common law right of publicity
when LinkedIn sends the secondldhird endorsement emails.

V. MOTION TO STRIKE

In the alternative to the Motion to Dismi3efendant seeks to strike Plaintiffs’ class
allegationsSeeECF No. 7 at 33-35. Specifically, Defendanhtends that if any of the claims
proceed, a class cannot be certified because thdilissues will predominate over common iSsu¢
with respect to consent. Accordingly, Defendemitends that a class cannot be certified under
Rule 23(b)(3). The Court is not persuaded byeDdant’s contentions. As a threshold matter,
Plaintiffs seek injunctive relief as well asndages. A Rule 23(b)(2hjunctive class does not
require the Plaintiff to show predominance, timy Rule 23 element that Defendant contends
Plaintiffs cannot show. Accordingly, even if the Court were to agree with Defendant, it would |
inappropriate to strike Rintiffs’ class allegations.

Moreover, the Court finds that the “rigmars analysis” contemplated by the Supreme
Court’s recent class déication rulings requires discovegnd development of the reco&ke
Amgen Inc. v. Conn. Ret. Plans & Trust Fynd33 S. Ct. 1184, 1194 (2013) (“[A] court’s class-

certification analysis must bagorous’ and may ‘entail some avap with the merits of the
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plaintiff's underlying claim.” (quotingWWal-Mart Stores, Inc. v. Duke$31 S. Ct. 2541, 2551
(2011));see also Mazza v. Am. Honda Motor Qoc., 666 F.3d 581, 588 (9th Cir. 2012) (“Before
certifying a class, the trial caumust conduct a rigorous analysis to determine whether the party
seeking certification has met the prerequisiteRue 23.” (internal quation marks omitted)).
Courts that have stricken clasfegations at the pleady stage have recognizéthat the “granting
of motions to strike class allegations befdigcovery and in advance of a motion for class
certification is rare” and have ontione so in rare occasions wlehe class definition is obviously
defective in some way.yons v. Bank of Am., NAo. 11-1232, 2011 WL 6303390, at *7 (N.D.
Cal. Dec. 16, 2011). In fact, in nooéthe cases Defendant cites halass allegations been struck
for a deficiency with respect to predominance. Bgtim these cases, counave generally struck
class allegations (with leave to amend) on thestthsit the class definiins were overbroad, and
therefore, the classes were not ascertain&ae.id(noting that “the proposed class includes man
members who have not been injuredetsworth v. Searg20 F. Supp. 2d 1123, 1146 (N.D. Cal
2010) (striking class allegations where thepgmsed class included individuals who had no
problems with the purptedly defective productanders v. Apple, Ind672 F. Supp. 2d 978, 991
(N.D. Cal. 2009) (striking class allegations bessmthe proposed class definition “necessarily
includes individuals who did not purchase” the aeclproduct). Therefore, the Court will not
strike Plaintiffs’ class alled@ns based on a lack of predmr@ance at the pleading stageeVinole
v. Countrywide Home Loans, In&71 F.3d 935, 942 (9th Cir. 2000Dur cases stand for the
unremarkable proposition that aftéhe pleadings alone will na¢solve the question of class
certification and that some deery will be warranted.”).
VI.  CONCLUSION

For the foregoing reasons, the Court GRANTS IN PART and DENIES IN PART
LinkedIn’s Motion to Dismiss and DENIES the MotitmStrike. The Court grants Plaintiffs leave
to amend the FAC, because the Court doesimbundue delay, bad faith or dilatory motive by
Plaintiffs, repeated failure to mideficiencies, or undygejudice to LinkedIn. Further, additional

allegations may cure the deficiencies identifiethis Order, and thefore amendment would not
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necessarily be futile. Should Plaintiffs elezfile a Second Amended Complaint curing the
deficiencies identified herein, thepall do so within 30 days of tldate of this Order. Failure to
meet the 30-day deadline to file an amended contpaifailure to cure the deficiencies identified
in this Order will result in a dismissal with prejudice. Plaintiffs may not add new causes of actjon
or parties without leave of theoGrt or stipulation othe parties pursuant teederal Rule of Civil

Procedure 15.

IT IS SO ORDERED

Dated:Junel2, 2014 i“‘q {\L KOA,
LUCY H.@OH
United States District Judge
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