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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

Case No.: 5:13-CV-04980
IN RE YAHOO MAIL LITIGATION

ORDER GRANTING IN PART AND
DENYING IN PART DEFENDANT’'S
MOTION TO DISMISS

N N N N N N e e

This case involves putativeads action claims regarding Defendant Yahoo!, Inc.’s
(“Yahoo”) practice of scanning and analyzing emails of non-Yahoo Mail users in purported
violation of federal and Califoraianti-wiretapping laws. Plaiffs Cody Baker, Brian Pincus,
Halima Nobles, and Rebecca Abrams, individually and on behalf of those similarly situated
(“Plaintiffs”), allege that Yaho® operation of its Yahoo Mail seréwiolates theiexpectation of
privacy under the Electronic Communications/&ecy Act (ECPA), California’s Invasion of
Privacy Act (CIPA), and the California Constituti Plaintiffs filed a Consolidated Class Action
Complaint on February 12, 2014. ECF No. 35 (“CbpBefore the Court is Yahoo's Motion to
Dismiss. ECF No. 37 (“Mot.”). Pursuant to Cilibcal Rule 7-1(b), the Court finds this matter
appropriate for resolution wibut a hearing and hereby VACATH® hearing set for August 29,
2014. The Case Management Conference set for A@§u2014 at 10 a.m. remains as set. For tf

reasons stated below, the Court DENIES in pad GRANTS in part Yahoo's Motion to Dismiss.
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BACKGROUND

A. Factual Allegations

Plaintiffs are four individuals representiaglass of individualg/ho do not use Yahoo's
email service (*Yahoo Mail”) but have sent &ifs to Yahoo Mail users from non-Yahoo email
addresses. Com(1 15-18. Plaintiffs allege Yahoojsractices while operating Yahoo Mail
violate state and federal anti-@tapping laws and invade thenrotected privacy interests under
the California Constitutiond. {1 5-7. Plaintiffs seek injunctie and declaratory relief and
statutory damages on behalfaotlass of non-Yahoo Mail usetd. § 7. Plaintiffs’ proposed class
consists of all persons in the United States who are not Yahoo Mail users and who sent emai
received emails from a Yahoo Mail usemtween October 2, 2011 and the predenf] 97.

1. Yahoo Mail and Yahoo's Use of Scanned Emails

Yahoo operates Yahoo Mail as adrweb-based email servidd. {1 20-23. More than 275
million users have registered for YahooiMa create @yahoo.com, @ymail.com, or
@rocketmail.com email addressksk. {1 20-21. Before signing up for a Yahoo Mail account,
potential users must provide Yahoo with persamarmation such as their name, birthday,
telephone number, and account informatidny 31.

In order to provide Yahoo Mail as a free élnsarvice to users, Yahoo charges advertiserg
to display advertisements on Yahoo Mail webpatyed 23. Roughly 75% of Yahoo's revenue in
2013 came from advertising. I 28. Plaintiffs allege Yahoo cancrease its revenues by charging
advertisers higher rates to display taegeddvertisements to Yahoo Mail uséds.Thus, Yahoo
has a financial incentive to scan and store enoaitent to allow advertissito target individuals
based on certain personal characteriskets.

The instant dispute conceriahoo’s interception, scamg, and storage of Yahoo Mail
users’ incoming and outgoing emadits content, specifically theontent of emails to and from
non-Yahoo Mail users with whom Yahoo Mail useommunicate. Plaintiffs allege Yahoo
intercepts and scans Yahoo Mail users’ emailsitdy transit and before placing the emails into
storage.’ld. 1 24. Plaintiffs allege Yahoo scans, amab; collects, and stores user information

without their consentd. 1 1, 3, 5, 26.
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2. Yahoo Terms and Privacy Policy
Three relevant agreemersist between Yahoo and Yahbtail users: Yahoo Terms of
Service (ECF No. 35-1, “TOS”Y,ahoo Global Communications Aditinal Terms of Service for
Yahoo Mail and Yahoo Messenger (ECF No. 35-4TO%”), and Yahoo Privacy Policy (ECF No.
35-2). When creating a Yahoo Maitcount, Yahoo directs usersview the ATOS and Privacy

Policy via hyperlinks. Compl. § 31. The sentence “l agree to the Yahoo Terms and Privacy”

appears above the “Create Account” Buttohd.; see alsdMot. at 7. The phrase “Yahoo Terms”
links to the ATOS. Compl. § 31. The word “Privaty an individual hypdmk to Yahoo's Privacy
Policy.Id. The Complaint does not allege whetheafivo Terms” links to the TOS. However,
Plaintiff’'s Opposition concedes that the TOS,@9, and Privacy Policy comprise the agreement
between Yahoo and its useESCF No. 39 (“*Opp’n”) at 11.

Section 1(c) of the ATOS references Yalwptactice of scanning and analyzing users’
email content. Additionally, the ATOS placespensibility on Yahoo Mail users to notify about
these scanning policies non-userth whom they communicate. The ATOS in relevant part

provides:

Please note that your Yahoo Messenaer account is tied to vour Yahoo Mail account.
Therefore, vour use of Yahoo Messenaer dhdahoo Messenaer services will be subject
to the TOS and laws applicable to thepficable Yahoo Company in Section 10. Yahoo's
automated systems scan and analvze ainmna and outaoina communications content
sent and received from vour account (sucMas and Messenaer cogrit includina instant
messaaes and SMS messaaes) includina thossdsh vour accourtb, without limitation,
provide personally relevantauiuct features and content,rtatch and serve taraeted
advertising and for spam and malware dévecand abuse proteon. By scanning and
analvzina such communications contéfdhoo collects and stores the data. Unless
expressly stated otherwise, vou will not be alldwe opt out of this feature. If you consent
to this ATOS and communicate with nd@&hoo users using the Services, you are
responsible for notifying thesusers about this feature.

ATOS 8 1 (c) (emphasis in original). Plaintiilege that Yahoo addele line “By scanning and

analyzing such communications content, Yahoo ctdland stores the data” “at some time during

the proposed class period. Compl. § 42. The plicatlects and stores” is a hyperlink that leads
the user to a page titled “Yahoo Mail FAQ.” EGlo. 35-7. The FAQ page explains that Yahoo's

scanning technology “looks for pattsfrkeywords, and files” in users’ emails. Compl. { 47. Yah
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further discloses that it “may anonymously shepecific objects from a message with a 3rd party
to provide a more relevant expamce.” ECF No. 35-7; Compl. 1 47.
Yahoo's TOS and Privacy Policy do not explicteference the content of email sent

between users and non-usénstead, the TOS provides:

Registration Data and certain other infotima about you are subjeto our applicable
privacy policy. For more informatiosee the full Yahoo Privacy Policy at
http://info.yahoo.com/privacy/us/yahoo/ ..o understand that through your use of the
Yahoo Services you consent to tt@lection and use (as set foiih the applicable privacy
policy) of this information, including the transfer of this information to the United States
and/or other countries for storage, ggssing and use by Yahoo and its affiliates.

TOS 8§ 4. Yahoo's Privacy Policy also does not explicnention email content. The policy states
“Yahoo collects personal information whgou register with Yahoo, when you use Yahoo
products or services, when you visit Yahoo pagek@pages of certain Yahoo partners, and whg
you enter promotions or sweepstakes.” EGF Bb-2 at 1. Furthermore, the Privacy Policy
suggests it covers only “how Yahtreats personal informationahYahoo collects and receives,
including information relatto your past use of Yo products and services$d. Yahoo goes on
to define personal information as “personadigntifiable” information such as “your name
address, email address, or phone numberthatds not otherwise publicly availabldd. The
Privacy Policy also discloses that Yahoo providessigpersonal informatioto “trusted partners
who work on behalf of or with Yalwounder confidentiality agreement$d: at 2; Compl. § 37.
Yahoo also has a number of other terms angpy documents in its Terms Center and
Privacy Center online. Compl. 11 43-46. PldistiComplaint references one privacy document
that applies to Yahoo Mail. ECF No. 35-6. The doeuntrhas a section titled “Personally Relevan

Experiences” that speaks to the sdag and analysis of email content:

Yahoo provides personally relevant productideas, content, and advertising, and spam
and malware detection by scanning andlyzing Mail, Messenger, and other
communications content. Some of these features and advertising will be based on our
understanding of the content and meaningoofr communications. For instance, we scan
and analyze email messages to identify keyneints of meaning and then categorize this
information for immediate and future use.

ECF No. 35-6.

3. Class Allegations and Relief Sought
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Plaintiffs allege that Yahoo's operatioh'Yahoo Mail violates the Electronic
Communications Privacy Act (ECPACalifornia’s Invasion of Priacy Act (CIPA), and Atrticle |
Section | of the California Constitoth. Compl. § 5-6. Plaintiffs seedlief on behalf of a class of
persons who are not Yahoo Mail users who haveegént emails to or received emails from a
Yahoo Mail userld. § 97. The proposed class period begbctober 2, 2011 and extends to the
presentld. Plaintiffs seek certification of a class of non-Yahoo Mail users, injunctive relief,
declaratory relief, statutory damages, arsfjdrgement of Yahoo’s revenues from unjust
enrichment related to Yahoo's interception, scanning, and storage of emails from and to non-
Yahoo Mail usersld. at p.18.

B. Procedural History

Beginning on October 2, 2013, Plaintiffs fileat separate class agti complaints against
Yahoo in the Northern District d@alifornia, alleging that Yahoo scans and analyzes emails in
violation of privacy laws. On Bcember 18, 2013, this Court rethtdl six pending actions becausé
they involve the same defendant, Yahoo, andstutiially the same basic allegations” that
Yahoo's “interception, storagezading and scanning of emaiblates Plaintiffs’ and other
consumers’ rights of privacy.” ECF No. 14 aiCh January 8, 2014, two of the Plaintiffs filed
stipulations to dismiss their #ans, which the Court granteBee Kevranian v. Yahqd!3-cv-
04547-LHK, ECF No. 36. On January 22, 2014, this Court consolidated the remaining four ca
for pretrial purposes, ECF No. 2ahd appointed interim class coeh€ECF No. 29. Plaintiffs filed
a consolidated class action complaint on February 12, 2014. ECF No. 35.

On March 5, 2014, Yahoo filed a Motion todniss Plaintiffs’ claims. ECF No. 37. On
March 26, 2014, Plaintiffs filed an Opposition¥ahoo's Motion to Dismiss. ECF No. 39. On
April 7, 2014, Yahoo filed a Repl ECF No. 41 (“Reply”).

. LEGAL STANDARDS

A. Request for Judicial Notice

The Court generally may not look beyond the fooimers of a complaint in ruling on a
Rule 12(b)(6) motion, with the exception ofadnents incorporated into the complaint by

reference, and any relevant matters subject to judicial n&e&eSwartz v. KPMG LL.R76 F.3d
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756, 763 (9th Cir. 2007);ee v. City of L.A.250 F.3d 668, 688-89 (9th Cir. 2001). Under the
doctrine of incorporation by reference, the Canaty consider on a Ruli2(b)(6) motion not only
documents attached to the complaint, but distuments whose contsrare alleged in the
complaint, provided the complaint “necessarily €€lien the documents or contents thereof, the
document’s authenticity is uncontested, and the document’s relevance is unco@&sted.
Settlement v. Eisenber§93 F.3d 1031, 1038 (9th Cir. 2016¢e Lee250 F.3d at 688-89. The
purpose of this rule is to “premeplaintiffs from surviving &Rule 12(b)(6) motion by deliberately
omitting documents upon which their claims are basgdirtz 476 F.3d at 763.

The Court also may take judicial noticeroétters that are either (1) generally known
within the trial court’s territorigjurisdiction or (2) capable @ccurate and ready determination by
resort to sources whose accuracy cannot redgdpibe questioned. Fed. R. Evid. 201(b). Proper
subjects of judicial notice wheamling on a motion to dismiss inae legislative history reports,
see Anderson v. Holdes73 F.3d 1089, 1094, n.1 (9th Cir. 201@)urt documents already in the
public record and documents filed in other cowség Holder v. Holder305 F.3d 854 866 (9th Cir.
2002); and publicly accessible websitese Caldwell v. CaldwelNo. C 05-4166 PJH, 2006 WL
618511, at *4 (N.D. Cal. Mar. 13, 2006)¥ible v. Aetna Life Ins. Ca375 F. Supp. 2d 956, 965
(C.D. Cal. 2005).

B. Motion to Dismiss

Pursuant to Federal Rule of Civil Procedig¢b)(6), a defendant may move to dismiss an
action for failure to allege “enough facts to statdaam to relief that iplausible on its face Bell
Atl. Corp. v. Twombly550 U.S. 544, 570 (2007). “A claim has &@lausibility when the plaintiff
pleads factual content that allows the court to disweasonable inference that the defendant is
liable for the misconduct alleged. The plausibifitgndard is not akin to a ‘probability
requirement,’ but it asks for more than a sheasjmlity that a defendant has acted unlawfully.”
Ashcroft v. Igbgl556 U.S. 662, 678 (2009) (internal citatiammsitted). For purposes of ruling on &
Rule 12(b)(6) motion, the Court “accept[s] fadtakegations in the complaint as true and
construe[s] the pleadings the light most favorable the non-moving party Manzarek v. St.

Paul Fire & Marine Ins. Cq.519 F.3d 1025, 1031 (9th Cir. 2008).
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However, a court need not accept as trugatlens contradicted by judicially noticeable
facts,Shwarz v. United State234 F.3d 428, 435 (9th Cir. 2000), and a “court may look beyond
the plaintiff's complaint to matters of publiegord” without converting the Rule 12(b)(6) motion
into a motion for summary judgmet@haw v. Hahn56 F.3d 1128, 1129 n.1 (9th Cir. 1995). A
court is also not required to “assume the trutleghl conclusions merely because they are cast
the form of factual allegations.Fayer v. Vaughn649 F.3d 1061, 1064 (9th Cir. 2011) (per
curiam) (quotingV. Min. Council v. Watt643 F.2d 618, 624 (9th Cir. 1981)). Mere “conclusory
allegations of law and unwarranted inferencesiasufficient to defeat a motion to dismiss.”
Adams v. Johnsoi355 F.3d 1179, 1183 (9th Cir. 2004g,cord Igba) 556 U.S. at 678.
Furthermore, “a plaintiff may pledterself out of court” if she “glad[s] facts which establish that
[s]he cannot prevail on h[er] . . . claim¥eisbuch v. Cnty. of L.AL19 F.3d 778, 783 n.1 (9th Cir.
1997) (internal quotation marks and citation omitted).

C. Leave to Amend

If the Court determines th#te complaint should be dismiskét must then decide whether
to grant leave to amend. Under Rule 15(a) offtbé@eral Rules of Civil Procedure, leave to amen
“shall be freely given when justice so requitdsaring in mind “the unerlying purpose of Rule
15 ... [is] to facilitate decision on the meritgther than on the pleadings or technicalitiéepez
v. Smith 203 F.3d 1122, 1127 (9th Cir. 2000) (en Pamdernal quotatiomarks and citation
omitted). Nonetheless, a court “may exerciséligsretion to deny leave to amend due to ‘undue
delay, bad faith or dilatory motive on part of thevant, repeated failute cure deficiencies by
amendments previously allowed, undue prejudice to the opposing party . . ., [and] futility of
amendment.”Carvalho v. Equifax Info. Servs., LL629 F.3d 876, 892-93 (9th Cir. 2010)
(quotingFoman v. Davis371 U.S. 178, 182 (1962)) (akions in original).

1. REQUESTS FOR JUDICIAL NOTICE

In support of its Motion to Dismiss, Yahoo regtgethe Court take judicial notice of (A) a
transcript of proceedings held on September 5, 20IiBRRe: Google Inc. Gmail Litigatiqri3-
md-02430 LHK (N.D. Cal); and (B) U.S. Sen&eport No. 99-541 (1986) discussing Congress’

intent in passing ECPA. ECF N88. Plaintiffs did not file any opposition to these requests, and
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even cite to Exhibit B in #ir Opposition. Opp’n at 14. The Cowakes judicial notice of both
Exhibit A and Exhibit B. Yahoo's #hibit A is a public document tha part of this Court’s own
recordsSee Jared v. Keahey (In re Keahe\4 Fed. Appx. 919, 923 (9th Cir. 2011)
(unpublished) (“A trial court may take judiciabtice of its own records, even in unrelated
cases|.]”). Exhibit B is a legislatvhistory report, which is alsopgoper subject of judicial notice.
See Andersqr673 F.3d at 1094 n.1.

In support of their Opposition to Yahoo's MotitmDismiss, Plaintfs request judicial
notice of (A) an amicus brief filed by Senator Patrick J. Leatynited States v. Councilman
First Circuit Case No. 03-1383; (B) Senate Rep0Or1097 discussing Congress’ intent in passing
the Omnibus Crime Control and S&teets Act of 1968; and (C)Galifornia state superior court
decision addressing violation$ the California constitutiort)ng v. Facebogkl-12-cv-217244,

Dkt. No. 54 (July 2, 2012). ECF No. 40. Yahoo did filetany opposition to Riintiffs’ request for
judicial notice. The Court also tak@udicial notice of Plaintiffs’ Exlits A, B, and C. All three are
matters of public record and thuslicially noticeable. Exhibit A is an amicus brief that discusseg
the legislative history of the ECP&ourts have taken judicial notice amicus briefs that relate to
the matters at issu8ee Gustavson v. Wrigley Sales, @61 F. Supp. 2d 1100, 1113 n.1 (N.D.
Cal. 2013). Exhibit B is a Senate Report discussigilietive history, which igudicial noticeable.
See Andersqr673 F.3d at 1094 n.1. Exhibit C isedevant state court decisiddias v. Moynihan
508 F.3d 1212, 1225 (9th Cir. 2007) (“[W]e ‘may talatice of proceedings in other courts, both
within and without the federal judal system, if thosproceedings have a direct relation to the
matters at issue.” (internal citations omitted)).

While neither party requests judicial notio€ the following items, the Court sua spont
takes judicial notice of Exhibits A-G attachediaintiffs’ Complaint because they are aspects o
publicly accessible website, Plaintiffs’ Complaint necessarily relies on the contents of
webpages, and Yahoo does not cortestauthenticity of the documeng&ee Coto Settlemeri93
F.3d at 1038Caldwell 2006 WL 618511, at *4. These include) {lahoo Terms of Service (ECF

No. 35-1, “TOS"); (2) Yahoo Privacy Policy (EQ¥o. 35-2); (3) Yahoo Global Communication$
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Additional Terms of Service for Yahoo Mail&ryahoo Messenger (ECF No. 35-4, “ATOS”); an
(4) Yahoo Mail FAQ (ECF No. 35-7).
V. MOTION TO DISMISS

A. Electronic Communications Privacy Act

Plaintiffs allege that Yahoo's email scannim@gctices violate federal anti-wiretapping
laws. Plaintiffs bring causes of action under two ssfgstitles of ECPA: th Wiretap Act, Compl.
19 75-83, and the Stored Commnications Act (“SCA”),d. 11 84-92. The Court provides
background on both statutes before addressimpd’a arguments in its Motion to Dismiss.

Congress passed ECPA in 1986 to proteeftfivacy of electronic communicatior&ee
Konop v. Hawaiian Airlines, Inc302 F.3d 868, 874 (9th Cir. 2002). Title | of the ECPA amende
the federal Wiretap Act to impose liabilityr the interception of certain electronic
communications while they are in transit. Spieeify, a Wiretap Act violation exists when any
person “intentionally intercepts, ez@lvors to intercept, or procurasy other person to intercept or|
endeavor to intercept, anyn®j oral, or electronic commuaation.” 18 U.S.C. § 2511(1)(a9ee
also id.§ 2520 (creating a private rigbt action for violations ofd. § 2511). The Wiretap Act
defines “intercept” as “the aural other acquisition of the conterdsany wire, electronic, or oral
communication through the useanfy electronic mechanical, other device.” 18 U.S.C. §
2510(4). Prior to the ECPA, the Wia@ Act only imposed liability fothe interceptio of wire and
oral communications such asgighone calls. However, the Wiap Act now sweeps more broadly
and applies with equal force to pate email communications and websi®seKonop 302 F.3d at
876 (“We therefore conclude that Konop’s website fits the definition of ‘electronic
communication.”).

The Wiretap Act includes various exemptidassuch interceptions, two of which are
relevant to the instant case. First, the Wiretapphovides that “[i]t shalhot be unlawful . . . to
intercept a wire, oral, or elgonic communication . . . whemwone of the parties to the
communication has given prior consent to sitérception.” 18 U.S.C. § 2511(2)(d). Since the
Wiretap Act concerns thenauthorizednterception of elecbnic communication, the consent of

one party is a complete defense to a Wiretap Act clliomray v. Fin. Visions, In¢.CV-07-2578-
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PHX-FJM, 2008 WL 4850328, at *4 (D. Ariklov. 7, 2008). Second, in the Wiretap Act’s
definition of “device,” there igan explicit exclusion for “any kephone or telegraph instrument,
equipment or facility, or any cqmonent thereof . . . being used bgravider of wire or electronic
communication service in the ordinary coursé®business.” 18 U.S.C. § 2510(5)(a)(ii). Without
use of a “device” as defined by thetAthere is no illegal interception.

In contrast to the interception of elewrtic communications, the SCA prohibits certain
unauthorized access to stored communicationsetatds. Enacted as Titleof the ECPA, the
SCA imposes civil and criminal liability fomgone who “(1) intentionally accesses without
authorization a facility through vidh an electronic communicati service is provided; or (2)
intentionally exceeds an authorizatito access that facility; and tleby obtains, alters, or prevents
authorized access to a wire or @élenic communication while it is ialectronic storagen such
system.” 18 U.S.C. § 2701(a) (emphasis adde®l)J.S.C. § 2510(17)(A) states that “ ‘electronic
storage’ means . . . any temporary, intermeditaeage of a wire cglectronic communication
incidental to the electronic transmission therebhe SCA grants immunity to 18 U.S.C. § 2701(4
claims to electronic communication service pdevs (“ECS providers”) for accessing content on
their own servers. 18 U.S.C. § 2701(c)(1). “A pd®ri of email services is an ECS [provide8ee
Low v. LinkedIn Corp.900 F. Supp. 2d 1010, 1022 (N.D. Cal. 2012). Because Yahoo is an EGC
provider, the SCA permits Yahoo to asse’ahoo Mail communications. 18 U.S82701(c)(1).
However, ECS providers still may not “knowinglvulge . . . the contents of a communication
while in electronic storage by that servickel’§ 2702(a)(1). Similar to thWiretap Act, the SCA
also includes an exceptionltability under 18 U.S.C. § 2701(a) for user consehtg 2701(c)(2),
and to liability under 18 U.S.& 2702(a) due taser consentd. § 2702(b)(3).

1. The Wiretap Act
a. Whether the Wiretap Act Applies to Yahoo’s Conduct

Yahoo first argues Plaintiffs’ Wétap Act claim must be disssed because the SCA, not
the Wiretap Act, applies to Yahoo's conduct. Maitl. Yahoo first notes th#tte Ninth Circuit has
held that for a communication be “intercepted” in violation ofhe Wiretap Act, it must be

accessed during transmission — i.e., while it is insitanand not while it is in “electronic storage.’
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Mot. at 4 (citingkonop 302 F.3d at 878). Yahoo then arguest tine emails Yahoo accessed and
scanned in this cas®ad already reached Yahoo's servand that because such emails “are
necessarily in temporary storagerente to the recipient,” theylfavithin the SCA'’s definition of
“electronic storage.” Mot. dt, 4 (citing 18 U.S.C. § 2510(17){Avhich states “ ‘electronic
storage’ means . . . any temporary, intermeditieage of a wire aglectronic communication
incidental to the electronic transmission thérgoAccordingly, Yahoo agues that its access to
these emails is governed by the SCA becaus®m® has not made any “interception” under the
Wiretap Act. In support of its argument thag tierm “intercept” undethe Wiretap Act does not
apply to the “en route storage @kctronic communications,” Yahootsdorth its interpretation of
a footnote irkKonop,302 F.3dat 880 n.6. Mot. at 5. Plaiffiis respond by claiming th&onopgs
footnoteis dicta, and that out of cud authority makes clear that arerception can occur at any
point “during the transmission of an emadrin the sender to thedipient.” Opp’n at 8.

The Court does not address Yahoo's argurbgranalyzing whether Ninth Circuit law
holds that the term “interceptinder the Wiretap Act applies taethen route storage of electronic
communications” because Yahoo’s argument is prer@aOn a Rule 12(b)(6) motion to dismiss,
the Court must “accept factual alléigas in the complaint as trueManzarek 519 F.3d at 1031.
Here, Plaintiffs allege Yahoo “intercepts emails sent to ad fts Yahoo Mail users while the
emails aran transit” Compl. { 1 (emphasis addedge also id] 24 (*Yahoo intercepts and scans
its users’ incoming emails for conteshiring transitand before placing themails into storagé)
(emphasis addedy. 1 80 (“Yahoo knowingly and purpefully intercepts emails transitto and
from Yahoo Mail accounts.” (emphasis added))J 87 (“Plaintiffs allege that Yahoo intercepts
communications while ‘in transit’ anthus in violation of the Witap Act.”). At this stage, the
Court must accept as true Plaintiffs’ allegatitimst the emails were in transit when Yahoo
accessed them. Because Yahoo's argument reMalwo’s assumption that the emails were in
electronic storage and no longer in transiewfyahoo accessed them, the Court cannot conside
Yahoo's argument because that assuomptiontradicts Plaintiffs’ allegations.

In other words, until the Court can detémeawhen and how Yahoo intercepted users’

emails, the Court must accept as true Plain@ffegation that they were accessed while “in
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transit.” Yahoo does not providegiCourt with any judially noticeable information as supporting
evidence for its claim that the emails hackatty reached Yahoo's servers when Yahoo accesse
them. The Court will consider Yahoo's argum#at the term “intercepunder the Wiretap Act
does not apply to the en route storage of elatrcommunications if and when Yahoo shows, at
the summary judgment stage after discovery, Yiaditoo intercepted users’ emails after those
emails had already reached Yahoo's servers. woogly, the Court DENIES Yahoo's Motion to
Dismiss Plaintiffs’ Wiretap Actlaim on the basis that the Wiap Act does not apply to the
emails at issue.
b. Consent

Plaintiffs allege Yahoo’s opation of Yahoo Mail involve the knowing and purposeful
interception of emails “in tragit to and from Yabo Mail accounts” withoutonsent and “for
[Yahoo's] own profit.” Compl. { 79-81. Yahoo mevt® dismiss the Wiretap Act claim on the
ground that Yahoo obtained expressisent for its interception and email scanning from all Yah
Mail users when they signed up for Yahoo Mail. Mait7. Plaintiffs respond there is no consent k
Yahoo Mail users because none of Yahoo's termgueately discloses thatahoo engages in this
conduct. Opp’'n at 11. The Court GRANTS Yaholgfstion to Dismiss for the reasons stated
below.

Consent to an interception under the WiretaprAay be either explicit or implied, but it
must be actuaSee United States v. Poy@W F.3d 285, 292 (9th Cir. 199@)nited States v.
Amen 831 F.3d 373, 378 (2d Cir. 198Dnited States v. Corona-Chay&28 F.3d 974, 978 (8th
Cir. 2003). The Wiretap Act only requires onetpdo the communication to consent to an
interception to relieve the praler of liability. 18 U.S.C. § 2511(2)(d). Thus, Yahoo has not
violated the Wiretap Act if Yahoo's agreemewith Yahoo Mail users suffice to show consent.
However, consent under § 2511(2)(dJnst an all-or-nothing proposition3ee In Re: Google Inc.
Gmail Litigation 13-md-02430-LHK, 2013 WL 5423918, at *12 (N.D. Cal. Sept. 26, 2013)
(hereinafter Gmail’); see also Watkins v. L.M. Berry & C@04 F.2d 577, 582 (11th Cir. 1983)
(“[Clonsent within the meaning afection 2511(2)(d) . . . can be limitedis the task of the trier of

fact to determine the scope of the consent awnigt¢ale whether and to whaxtent the interception
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exceeded that consent.”). In other woff{is] party may consent to thaeterception of only part of
a communication or to the interceptionasfly a subset of its communicationg’re Pharmatrack,
Inc., 329 F.3d 9, 19 (1st Cir. 2003). Furthermoreiths party seeking the benefit of the
exception,” the burden is on Yahoo to prove it obtained conskefthis Court applies a
reasonable user standard to determine consent under the Wiretg§eé\Eterkins v. LinkedIn
Corp, 13-CV-04303-LHK, 2014 WL 2751053, &4 (N.D. Cal. June 12, 2014Bmail, 2013 WL
5423918, at *14

Yahoo argues that Yahoo Mail users explicitly consértedahoo’s conduct by agreeing
to the ATOS. Mot. at 1, 7-8. As a preliminanatter, Yahoo is corréthat Yahoo Mail users
agreed to the ATOS. When registering for YaMuil, users must clicla “Create Account” button
that appears below the senteritegree to the Yahoo Terms andwicy.” Compl. § 31; Mot. at 7.
The “Yahoo Terms” hyperlink directs users tewithe ATOS. Compl. § 31. The word “Privacy”
is an individual hyperlink to Yahoo's Privacy Polidg. Thus, it is clear based on the allegations
the Complaint that Yahoo Mail users agreed tieast the ATOS and Privacy Policy when they
created an account. Notably, Plaintiffs do not attpa¢ Yahoo Mail users didot read and agree to
these documents when creating accounts, and diigpaite that users can view these agreement
when they sign-up for Yahoo Mail and click ‘&te Account.” Compl. § 31. To the contrary,
Plaintiffs concede that the ATOS, TOS, ant/&y Policy all “comprise the agreement between
Yahoo and its users.” Opp’n at 11.

The question thus becomes whether the AB0f8ciently establishes user consent by
putting users on notice of Yahoo's gésl conduct, and if so, to whattent. Plaintiffs allege that
Yahoo scanned and analyzed emails to “providegrally relevant produdeatures and content,”
“to match and serve targeted advertising,” fggadi; and malware deteati and abuse protection,”
to use the information from the emails to cragger profiles, to shatée information from the
emails with third parties, and to “collect” anddee” the information for “future use.” Compl. {1 1

3-4, 26-27, 29, 41, 46-49, 50, 70-71. The Court thasuates whether the ATOS adequately

1 yahoo does not argue there was implied consgeither party to the communication, nor does
Yahoo contend that non-users conedrio the alleged interceptions.
13
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notifies the reasonable Yahoo Mail user tihair emails with non-Yahoo Mail users will be
intercepted for these various purposes.

The Court concludes that the ATOS eéidies explicit conserty Yahoo Mail users to
Yahoo's conduct. Notably, Section 1(c) of &W€0S explicitly acknowledges that Yahoo scans
and analyzes users’ email for varsgourposes: “Yahoo'automated systenssan and analyzall
incoming and outgoing communicatioosntent sent and received frgrour account (such as Mail
and Messenger content including instant messaggSMS messages) including those stored in
your account to, without limitatiomrovide personally relevant pduct features and content, to
match and serve targeted advertising andsfgam and malware detection and abuse protection.
. Unless expressly stated otherwise, you will noalb@ved to opt out of this feature. If you
consent to this ATOS and communicate witn-Yahoo users usirige Services, you are
responsible for notifying thosesers about this feature.” Comf) 41; ECF No. 35-4 (ATOS)
(emphases added). In light of the clarity of ldr@guage in this discéure, to which Yahoo Mall
users agreed when creating an account, thet@ods that the ATOS provides explicit and
sufficient notification to Yahodail users that any communicati sent via Yahoo Mail will be
scanned and analyzed for the stated purpaiseoviding personal proati features, providing
targeted advertising, and detecting spam dng@ By agreeing to the ATOS, Yahoo Mail users
consented to such conduct. Ptdfa provide no convincing argumetd the contrary other than to
say that “the ATOS does not explicithfamm Yahoo Mail users what Yahoo does with the
contents of its users’ email.” Opp’n at 11. This arguairfails in light of the specific statements in
the ATOS that Yahoo scans the emailsrder to“provide personally releant product features
and content, to match and serve targeted adwveyt@sd for spam and mahne detection and abuse
protection.” ECF No. 35-4 at Plaintiffs’ other argument thaélhe TOS and Privacy Policy “say
nothing about the scanning and analysis of em@pp'n at 11, is unavaryg in light of how the
language in the ATOS itself suffices to eststblexplicit consentAccordingly, the Court
concludes that Yahoo obtained censfrom one party to the eleanic communications to scan
and analyze emails for the purposes of prayggdpersonal product feats, providing targeted

advertising, and detecting spam and ab8se. Mortensen v. Bresnan Commun., L,lO¥.10-13-
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BLG-RFC, 2010 WL 5140454, at . Mont. Dec. 13, 2010) (dismissing ECPA claim because
“through theOnLine Subscriber AgreemetitePrivacy Noticeand the NebuAd link on Bresnan’s
website, Plaintiffs did know of the intercegti and through their comtied use of Bresnan’s
Internet Service, they gave or acquiesced their consent [under 8§ 2511(23(chh timterception”).

The Court further finds that the ATOS alsstablished Yahoo Mausers’ consent to

Yahoo's practice of scanning and analyzing emails for the purposes of creating user profiles for

both parties to the email commurtioa and sharing content from the emails with third parties.
Compl. T 27. Notably, Plaintiffs allege that Yahooteation of user profis serves to “enhance
Yahoo's ability to target advertising” and thathém’s sharing of information with third parties is
for “advertising purposeslt.? Plaintiffs do not allege that crigan of user profils or sharing of
information with third parties serves any othergmse other than targetadvertising. Thus, the
Court concludes that the explicittice in the ATOS that Yahoo scans and analyzes emails in of
to “match and serve targeted advertising” suffimegrove that by agreeing to the ATOS, users
also consented to Yahoo's conduct of scannmdyamnalyzing emails for the purpose of creating
user profiles and sharing content with third pattie light of the ATOS, the Court concludes that
additional allegations cannot sakintiff's claim that there waso consent to scan and analyze
emails for the purposes of providing personaloict features, providing targeted advertising,
detecting spam and abuse, creating user profitessharing information with third parties. Thus,
the Court GRANTS Yahoo's Motion to Dismiss Pigffs’ Wiretap Act claim with respect to
scanning and analyzing for tleegurposes with prejudice.

The only remaining question is whetlleere was consent to Yahoo's conduct of
“collecting” and “storing” the content from exts for “future use.’Plaintiffs claim Yahoo
provided Yahoo Mail users no notice of this cond@gp’n at 12. Plaintiffs note that for part of

the class period, the ATOS did not inform useet ¥ahoo collects and stores email content on it

2 The Complaint also alleges that “Yahoo @atrease revenues by obtaining more detailed
background information about users of the serVimed that “Yahoo benefits from gathering as

much personal information about its Yahoo Mail ssand non-users who email with its users, a$

it can.”1d. § 28. Plaintiffs’ allegations do not expldiow Yahoo increases its revenues other tha
to provide targeted advertisemerntk.(*Yahoo can charge advertisers substantially more to plac
ads that are ‘targeted’ to certain demogragiharps and even to sgific individuals.”).
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serversld.; Compl. § 42. Plaintiffs concede that “at some timerduthe proposed class period,”
Yahoo revised ATOS § 1(c) by adding the liney“&anning and analyzing such communication
content, Yahoo collects and stores the data.” Cofffp41-42; Opp’n at 1N onetheless, Plaintiffs
argue that even after Yahoo added this statgmYahoo did not providsufficient notice of
collection and storage because Yahoo failed toagxpb users “what it does with the data” it
stores or what Yahoo “plans to do with it in faeure.” Opp’n at 12. Th€ourt disagrees and finds
users were on notice and thus consented toYalwwo “collects” and “stees” the content from
emails for “future use,” as explained below.

Plaintiffs concede that for at least the lagiart of the class p@&d, the ATOS explicitly
notified users that Yahoo “ceitts and stores” their emailmeunications. Compl. 1 41-42;
Opp’n at 12. The Court concludtsat this explicit language caihed in the agreement between
Yahoo and its users sufficed to uteasonable user on noticesath collection and storage for
the latter part of the class period. The Court furttmacludes that even for the portion of the clas
period during which the ATOS diabt explicitly reference colléion and storage, the reasonable
user was nonetheless similarly on notice thdtoteengages in collection and storage of email
content. This is because the reasonablewsald know that the ATOS’s language that Yahoo
“scan[s] and analyze[s]” email content necessanbans Yahoo simultaneously collects and stor
the email content, i.e., theasonable user would knowatlfscanning and analyzingéquires
Yahoo to collect and store the email contenpthrer words, the Courtrfds it implausible that
users did not — after agreeing, based on the AT®@%ahoo’s scanning and analysis of emails —
realize that in order to engageanalysis of emails, Yahooould have to store the emails
somewhere on its servers. Indeed, Plaintiffadibprovide any plausiblreason why scanning and
analyzing email content does not require the catiacnd storage of thabntent. If anything,
Plaintiffs’ allegation that Yahoo “scans [email] cent, storing the data it collects” suggests that
the very process of scanning simultaneouslyesttine content. Compl. § 1. Furthermore, the
ATOS stated, all times during the class period, that Yalistore[s]” emails in users’ accounts,
which would have put the reasonable user on notice that Yahoo alreadyastesst some emails

on its servers. ECF No. 35-4 (ABY(“Yahoo's automated systems scan and analyze all incomi
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and outgoing communications cent sent and received from your account . . . including those
storedin your account[.]”) (emphasis added). Thilig Court concludes th#te reasonable user
was on notice and thus consented to Yahoo's calleetnd storage of email content when the usg
agreed to the ATOS.

The only remaining issue is whether Yahomimed users that Yahoo was going to use t
information it was collecting and storing in theittire.” Plaintiffs claim there was no notice of
such future conduct because ssead no notice of what specifiseYahoo would make of the
email content in the future. Opp’n at 12. Ptdis’ argument is unconvincing. Given the explicit
statements in the ATOS that Yahoo scans and/aeslemail content to provide personal product
features, provide targeted advartgs and detect spam and abusés lbgical that Yahoo's future
uses would be the same. Further, Plaintiffs dcatlege what they believe Yahoo was planning tg
do with the email content in the future separaig @part from the various uses of which this Cou
has already found users were on notice: to ppersonal product features, provide targeted
advertising, and detect spam and abuse. wiliegly, the Court finds that Yahoo Mail users
consented to Yahoo's collection and storage eif thmails for future use, and GRANTS Yahoo’s
Motion to Dismiss the Wiretap claim with respé&ethis conduct. However, the Court GRANTS
leave to amend in order to allow Plaintiffsaitege any other “future use” they believe Yahoo
would make of their email content, separate apait from the uses of which this Court has founcg
users had notice.

2. The Stored Communications Act

In the alternative t@a Wiretap Act violation, Platiifs argue that Yahoo's scanning
practices violate the Stored Comnations Act. Compl. { 6. Plaiffs assert this claim in the
alternative “in the event the Cauwoncludes that Yahoo accesses piti#temails after they have

been delivered to the recipientsichare thus in storage. Opp’nRtCompl. at I 87 (“Plaintiffs

3 Because the Court GRANTS Yahoo's MotiorCtismiss the Wiretap Act claim on consent
grounds, the Court need not reach Yahoo's arguthahthe “ordinary course of business”
exception to Wiretap Actability applies. The Court also needt reach Yahoo’argument, raised
for the first time in Reply, that Plaintiffs’ “bamdlegation” that Yahoo inteepts emails while they

are “in transit” fails to stte a Wiretap Act claim undéwombly Reply at 2.
17
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assert this SCA claim in the alternative, ia #tvent the Court findsahYahoo intercepts the
emails while they are in ‘storagather than ‘in transit’[.]”).Yahoo moves to dismiss Plaintiffs’
SCA claim.

Yahoo contends that if the SCA applies taiRtiffs’ claims, Yahoo has statutory immunity
to any alleged 18 U.S.C. § 2701(a) violafiparsuant to 18 U.S.C. § 2701(c)(1) and 18 U.S.C. §
2701(c)(2). Mot. at 11-12. Plaiffs concede that Yahoo has immunity to any alleged § 2701(a)
violation pursuant to § 2701(c)(which grants immunity for altged violations of § 2701(a) to
ECS providers like Yahoo for accessing electronic communications stored on their own’>serve
Opp’n at 14 (acknowledging thahe SCA immunizes electronservice providers like Yahoo
from liability for accessing emails that are is itsers’ mailboxes or in the service providers’
‘backup protection.”)see also In re iPhon&pplication Litig, 844 F. Supp. 2d 1040, 1057 (N.D.
Cal. 2012 Accordingly, the Court GRANTS YahooMotion to Dismiss with prejudice any
claim that Yahoo violated § 2701(3).

However, Plaintiffs also assert Yahodi&ble under 18 U.S.C. § 2702(a)(1), which
prohibits Yahoo frontdisclosingthe content of users’ emailsttaurd parties. Compl. 1 90 (alleging
Yahoo's “sharing of the content with third partigOpp’'n at 14-15 (statg Yahoo is “prohibited
from disclosing the contents of their customers’ emails to any person or entity”). Plaintiffs clai
Yahoo improperly disclosed to third parties domtent from the scanned emails between Yahoo
Mail users and non-uselsl.. Section 2702(a)(1) holds ECS prowisidiable under the SCA if they

“knowingly divulge to any persoar entity the contents of@mmunication while in electronic

* An SCA violation under 18 U.S.C. § 2701(a) ascwhen someone “(1) intentionally accesses
without authorization a facilitthrough which an electronic communication service is provided,;
(2) intentionally exceeds an autimation to access that facilitgnd thereby obtains, alters, or
prevents authorized access to a wir@lectronic communication whiieis in electronic storage in
such system.” 18 U.S.C. § 2701(a).

> Section 2701(c)(1) provides an exception to lighior an 18 U.S.C. § 2701(a) violation when
the conduct is authorized: “(1) by the persorentity providing avire or electronic
communications serviceI8 U.S.C. § 2701(c)(1).

® Plaintiffs’ Complaint does not explicitly seatvhich provision of the SCA Yahoo has violated.

" Because the parties agree that Yahoo hasiimitsnunder 18 U.S.C. § 2701(c)(1), the Court doe
not reach whether Yahoo had its users’ coheaccess the communications under 18 U.S.C. §

2701(c)(2), as Yahoo claims, Mot. at 12 n.9.
18
Case No.: 13-CV-04980-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT’S MOTION TO DISMISS

M

U7




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

storage by that service.” 18 U.S&2702(a)(1). Yahoo argues Plaifgti claim for a violation of §
2702(a)(1) lacks the factugpecificity required byfwomblybecause “plaintiffs have failed to
allege specific information about what infortiea they contend was shared, with whom, and for
what purpose.” Mot. at 13 n.10. The Court findsttthe Complaint adequately alleges that Yahoq
improperly disclosed portions ofdlfcontents of a communication” tbird parties irviolation of

§ 2702(a)(1), as explained below. Accordinghe Court DENIES Yahoo's Motion to Dismiss
Plaintiffs’ SCA claim for impropedisclosure uder § 2702(a)(1).

In order to state a claim for improper disclesunder the SCA, Plaintiffs must plausibly
allege that Yahoo knowingly divulgedh® contents of a communicatiorgée In re Zynga Privacy
Litigation, 750 F.3d 1098, 1109 (9th Cir. 2014). The Ctanmt makes several references to
Yahoo's alleged disclosure of email contenthird parties. Compl. 1 27, 37, 47, 49, 71, 90.
Plaintiffs allege that after Yahoo scans andyed electronic communications between users af
non-users of Yahoo Mail, Yahoo “provides soméhaf information it collects from its users’
incoming and outgoing email to unidentified $tad partners’ and other third parties for

advertising purposes.” Compl. 11 28- Plaintiffs claim their allegatis lack detail in terms of

nd

alleging what content was shared because discovatyan early stage and Yahoo has not revealed

with whom it shares email content. Opp’n at 15.mRitis claim, however, that their allegations are

sufficient because they are “based on Yahoo's own statementstshmattices” contained in two
documents: the Privacy Policy, ECF No.3%nd the Yahoo Mail FAQ, ECF No. 350pp’n at
15.

The Court notes, as a preliminary matter, ®laintiffs are incorret to argue that the
Privacy Policy supports Plaintiffargument that their allegatns sufficiently plead that Yahoo
divulged “the contents of a conumication.” The Plaintiffs cite tone part of the Privacy Policy
which states that Yahoo providess‘users’ personal informaticio trusted partners who work on
behalf of or with Yahoo undeoafidentiality agreemen.” Compl. § 37. The SCA distinguishes
between “contents of a communication” and “mecmformation.” The SCA incorporates the
definition of “contents” from the Wiretap Aci8 U.S.C. § 2711(1). Under the Wiretap Act,

“contents” includes “any information concernitige substance, purport, or meaning of that
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communication.’ld. 8§ 2510(8). The Ninth Circuit has impreted the language and statutory
framework of ECPA to find that “contents” iaues “a person’s intended message to another.”
Zynga 750 F. 3d at 1106. In contrast to “contentsistomer “record information” includes
personally identifiable information such ag ttustomer’s name, address, and identityat 1104.
The Ninth Circuit has clearly held that “cents” under the ECPA “does not include record
informationregarding the characteristiofthe message that is generated in the course of the
communication.’ld. at 1106. As noted above, in ordesstate a claim for improper disclosure,
Plaintiffs must plausilyl allege that Yahoo knowgly divulged “the contents of a communication.
Id. at 1109. Thus, Plaintiffs’ allegations must shihat Yahoo disclosed tmtents,” not “record
information,” to third parties. However, tiiRgivacy Policy appears to refer only to “record
information” rather than th&ontents” of an electronic commication like emails, as Yahoo
argues. Reply at 9. The Privacy Policy states‘{iYathoo] provide[s] the information to trusted
partners who work on behalf of or with Yahoo under confidentialitgegents. These companies
may use youpersonal informatiorio help Yahoo communicate wigtou about offers from Yahoo
and our marketing partners.” ECF No. 35-2 fdasis added). The Privacy Policy, which states
that it “covers how Yahoo treapersonal information,” defines “personal information” as
“information about you that is pemsally identifiable like your mae, address, email address or
phone number, and that is ratherwise publicly availableld. Nothing in this language suggests
that “personal information” includes content from email exchanges. Plaintiffs themselves eve
admit that the Privacy Policy sa$rsothing about the scanning andadysis of email.” Opp’n at 11.
Accordingly, because the Privacy Policy refer&ézord information” rather than the “contents”
of an electronic communicatn, the Privacy Policy languagigat Yahoo shares personal
information with “trusted partners” does nopgort Plaintiffs’ allegation that Yahoo shares
“contents of a communicationwith third parties.

Nonetheless, the Court still finds that Pldfat allegations sufficdo plausibly allege a
claim underfwombly.This is because the Complaint contains sufficient factual detail to plausik
allege that Yahoo shared with third pest“the contents of a communicatioZyngag 750 F. 3d at

1109. As stated above, Plaintiffs allege at varjpiats that Yahoo shared arhcontent with third

20
Case No.: 13-CV-04980-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT'S MOTION TO DISMISS




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

parties.SeeCompl. at { 71 (alleging Yahooi&dributes the content of tlemails to third parties”);
id. at 1 90 (alleging Yahoo shares “the content [oashwith third parties). Plaintiffs further
allege that one question in the FAQ red@ses Yahoo Mail automatically share my messages
with anyone else?” to which Yahoo's respessates, “Yahoo may anonymously shepecific
objects from a messagéth a 3rd party to provide a morelevant experience within your mail.
For example, Yahoo may share a package trackintheuwith the shipping company so that you
can easily see when your package will arrive, oy sfeare your flight numbewith your airline to
enable flight notificions within your inbox.1d. at {1 47, 49 (citing ECF No. 35-7 at 2 (emphasi
added)). The language “specific objects fromessage” falls within the SCA’s definition of
“contents of a communication” because the phtapecific objects” clearly refers to the
“contents” of a “message,” the latter of which is an email communic&®ea Konop302 F.3d at
875 (“The legislative history of the ECPA suggestat Congress wanted to protect electronic
communications that are configured to be privatieh as email and private electronic bulletin
boards.”);see also O'Grady v. Superior CoutB9 Cal. App. 4th 1423, 1443 (2006) (“[The SCA]
clearly prohibits any disclosure of storewhail other than as authorized by enumerated
exceptions.” (emphasis added)). Thus, pursuaRtamtiffs’ allegations, Yahoo's own FAQ page
admits that Yahoo shares email content withdtpiarties. Under thesgrcumstances, the Court
concludes that Plaintiffs haysausibly alleged that Yahoo properly disclosed “contents” of
email communications to third parties.

While Yahoo argues Plaintiffs have failed teegk what specific information was shared
and with what specific third parties, the FAQ alleged in the Complaint, does give at least one
example of the kind of information in emails theds shared with third parties — i.e., a package
tracking number. In any event, Yahoites no case holding that a pk#if must allege the specific
information in the content that was shared or tieatitly of the third partyn order to state a claim
for a violation of § 2702(a)(1). Winately, the Court finds that &htiffs’ allegations as a whole
sufficiently plead “factual content that allows @®urt to draw the reasonable inference that the

defendant is liable fahe misconduct allegedlgbal, 556 U.S. at 678 (internal citations omitted).
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The Court notes that in its Reply, Yahoo argnesne sentence in a footnote that the
language in the ATOS “suffices as consentSQA purposes.” Reply at 6 n.7. Because the Court
has concluded, as Plaintiffs concede, thdtotahas not violated 8 2701(a), the only consent
exception relevant under the SCA is tamsent exception to a § 2702(a) violatiseeS
2702(b)(3). However, Yahoo did not argue inapening brief that there was consent for a 8
2702(a) violation and only focused on how Yahod bansent to a 8 2701(a) violation pursuant t(
§ 2701(c)(2). Mot. at 12 n.9. Thus, the Court doatsconsider Yahoo's consent argument in its
Reply because arguments raised for the first time in Reply briefs are waeaddnt Sys. Intl., Inc.
v. TEK Global S.R.|.5:11-CV-00774-PSG, 2014 WL 1008183F54 (N.D. Cal. March 7, 2014).
Accordingly, the Court DENIES Yahoo'’s Motida Dismiss Plaintiffs'SCA claim for improper
disclosure under 8§ 2702(a)(1).

3. Good Faith Defense
Yahoo raises a good faith defense against f#ffginViretap Act and SCA claims. Mot. at

13. The Wiretap Act provides:

A good faith reliance on—
(1) a court warrant or order, a grand jsnbpoena, a legislative authorization, or a
statutory authorization (itweding a request of a govenental entity under section
2703 (f) of this title);
(2) a request of an investigative owlanforcement officer under section 2518 (7)
of this title; or
(3) a good faith determination that 8en 2511(3) or 2511 (2)(iof this title
permitted the conduct complained of;
is a complete defense against any civil anaral action brought undehis chapter or any
other law.

18 U.S.C. 8§ 2520(dkee alsdl8 U.S.C. § 2707(e) (providing a nearly identical good faith defen
for SCA violations). Specifically, as a defertedPlaintiffs’ § 2701(a) S& claim, Yahoo claims it
relied in good faith on 88 2701(a), (c). As a aesfeto Plaintiffs’ Wiretap claim, Yahoo claims it
relied on (1) the decisions of the Ninth CircuiionopandTheofel v. Farey-Jone859 F.3d 1066
(9th Cir. 2003)that hold, in Yahoo's view, that the SCAhar than the Wiretap Act applies to
email scanning that occurs once emails havehezhan ECS provider’s servers; (2) 18 U.S.C. 8§
2511(c), the consent exception; and (3) 18 U.8.2511(2)(a)(i), the ordinary course of business

exception. Mot. at 13.
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The Court does not reach Yahoo’s good fegllance on 88 2701(a) and (c) because the
Court GRANTS, on other grounds as stated abdahoo’s Motion to Dismiss any claim that
Yahoo violated § 2701(ajee supraPart IV.A.2. The Court alsdoes not reach Yahoo's alleged
good faith reliance on the Ninth Circuit decisigd@nopandTheofelor on 88 2511(c) and
2511(2)(a)(i) of the Wiretap Act because the Court GRANTS, on other grounds as set forth al
Yahoo’s Motion to Dismiss the Wiretap claisge supraPart IV.A.1.b. Thus, the Court need not
reach Yahoo's Motion to Dismiss either the/AS€aim or Wiretap clan based on the good faith
defense.

B. California’s Invasion of Privacy Act (“CIPA")

Plaintiffs bring a cause of actiamder CIPA, Cal. Penal Code § 680seqCIPA is
California’s anti-wiretappingrad anti-eavesdropping statdkeat prohibits unauthorized
interceptions of communicatioms order “to protect the right gdrivacy.” Cal. Penal Code § 630.
The California Legislature enteel CIPA in 1967 in response to “advances in science and
technology [that] have led to the developmenm@iv devices and techniques for the purpose of
eavesdropping upon private communicationdfl]”’Yahoo moves to dismiss the CIPA claim. The
Court DENIES Yahoo's motion.

Section 631 of CIPA makes it unlawful to use “any machine, instrument or contrivance
intentionally intercept the content of a commuticmaover any “telegraph delephone wire, line,
cable or instrument,” or to read, attempt tadrear learn the “contents ameaning of any message,
report, or communication while the same isransit or passing oveng wire, line or cable”
without the consent of gliarties to the communicatioBeeCal. Penal Code 8§ 631(a). The
California Supreme Court has held that 8§ 631qutstagainst three distinct types of harms:
“intentional wiretapping, willfully attempting to learn the contents or meaning of a communicat
in transit over a wire, and attempting to use@mmunicate information adined as a result of
engaging in either of the two previous activitieBdvernetti v. Superior Coyr2 Cal. 3d 187, 192
(1978).

Plaintiffs allege Yahoo hasalated 8§ 631 of CIPA. Comf1{ 53-65.Yahoo moves to

dismiss first on the grounds that § 631 only apgbesommunications intercepted “in transit,” and
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that here the communications at issue were not “in transit” Betantronic storage” because the
emails were already on Yahoo's servers whehoteaccessed the emails. Mot. at 14-15. Second
Yahoo similarly argues that thd-glarty consent provision in 8 6%hould not apply to “recorded
communications” already in the hands of and nextby a provider because that would lead to
illogical resultsjd. at 16, and thus that this Court mugenpret CIPA to find that “when an email
reaches the recipient’s providethe email “is no longer in trait” and CIPA does not apply.
Reply at 13. Finally, Yahoo argues that tBRCA and Wiretap Act would preempt § 68CIPA
applied to emails “on an ECS providers’ serverdike the emails Yahoo contends are at issue
here.ld. at 18-19.

Yahoo relies ofKonopto support its contention that emails an ECS provider has receive
en route to a recipient are in elextic storage rather than “in trsity” and thus that CIPA does not
apply. Mot. at 14. Yet as discussed ab®e suprdart 1V.A.1.a, the Court must accept as true
Plaintiffs’ allegation that “Yahoo tercepts and scans its user€aming emails for content during
transit and before placing the emails into storage.” Cofinpdl. The Court mustefer resolution of
whether Yahoo accessed the emails only difte emails were on Yahoo's servartil after
discovery makes clear where and how Yahoo&nsing technology intercepted the emails. Thus
the Court rejects Yahoo's first argemnt that CIPA does not apply.

Yahoo's second argumethiat CIPA should not apply whem email has reached Yahoo's
servers — based on allegedly illodicaplications that would resuftom applying CIPA’s all-party
consent provision to such emails — similaasumes the emails were on Yahoo's server when
intercepted, which this Court cannot assume atsthige. Even if the Court could make such an
assumption, the Court would still have to rejéahoo’s argument that éhCourt should find the
emails at issue were not “in transit” when inegpted because that wouldntradict the allegations
in the Complaint, which thedZirt must accept as true. Thtlsg Court rejects Yahoo’s second
argument why CIPA does not apply.

Finally, the Court reject§ahoo’s preemption argument for similar reasons. Yahoo
contends that the SCA and Wap Act preempt Plaintiffs’ CIPA&laims, relying on all three

theories of federal preemption. Mot. at @jae v. SLM Corp593 F.3d 936, 941 (9th Cir. 2010)
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(internal quotation marks and citations omitted) (“Federal preemption occurs when: (1) Congr|
enacts a statute that explicitlyepempts state law; (2) state lawwaadty conflicts with federal law;

or (3) federal law occupies a legislative field to sanhextent that it is essonable to conclude that
Congress left no room for stateggrdation in that field.”). Speattally, Yahoo does not contend tha

ECPA wholly preempts CIPA, but argusit CIPA would conflict with ECPAnNly if CIPA

applied to emails that have already reached aigeds servers, as Yahoo argues the emails in the

instant case had. Mot. at 18; Repl 13; Mot. at 19 (arguing tht#te ECPA “preempts parallel
state legislation regulating the conduceatfail providers when accessing emails on their
servers.”). However, again here, Yahoo's argunassumes the emails were on Yahoo's server
when intercepted, which this Court cannot simply assume at this stage when allegations in th
Complaint are to the contrary.

Accordingly, the Court DENIES Yahoo’s Mot to Dismiss Plaintiffs’ CIPA claim.

C. California Constitution

Plaintiffs allege that Yahoo'scanning, storage, and disclosaofdlaintiffs’ email content
violates their right to privacy under ArticleSgction 1 of the Califorai Constitution. Compl. 19
66-74. Yahoo contends Plaintiffs fail to allege sudint facts to state a claim. Mot. at 21. The
Court GRANTS Yahoo's madn with leave to amend.

The California Constitution crezg a privacy right that pretts individuals from the
invasion of their privacy by private partigsm. Acad. of Pediatricd.6 Cal. 4th 307, 326 (1997);
Leonel v. Am. Airlines, Inc400 F.3d 702, 711-12 (9th Cir. 2008pinion amended on denial of
reh’g, 03—15890, 2005 WL 976985 (9th Cir. 2005). To lelsth an invasion of privacy claim, a
plaintiff must demonstratthree elements: “(1) a legally protected privacy interest; (2) a reason
expectation of privacy in thercumstances; and (3) conductdgfendant constituting a serious
invasion of privacy.'Hill v. Nat’l Collegiate Athletic Ass’n7 Cal. 4th 1, 39-40 (1994). These
elements are not a categorical tésit rather serve as thresholamgmnents of a valid claim to be
used to “weed out claims that involve sesignificant or de minimis an intrusion on a
constitutionally protected privadgterest as not even to requae explanation or justification by

the defendant.Loder v. City of Glendalel4 Cal. 4th 846, 893 (1997).
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“A ‘reasonable’ expectation of privacyam objective entitleent founded on broadly
based and widely accepted community norrasll’, 7 Cal. 4th at 37. The decision “must take intg
account any ‘accepted community norms,” advance@&od [Plaintiff] . . ., and whether [Plaintiff]
had the opportunity to consentor reject the very thing that constitutes the invasioBG Ins.
Servs. Corp. v. Superior Cout6 Cal. App. 4th 443 (2002). The piaff in an invasion of privacy
action must have conducted himsaitherself in a manner consistevith an actuaéxpectation of
privacy, i.e.he or she must not have manifested Isydniher conduct a voluntary consent to the
invasive actions of defendaill, 7 Cal. 4th at 26. The “comumity norms” aspect of the
“reasonable expectation of privacglement means that “[tlhe protémn afforded to the plaintiff's
interest in his privacy must belagve to the customs of the tinaed place, to the occupation of th¢
plaintiff and to the habits dfis neighbors and fellow citizensTBG Ins. Servs. Corp96 Cal.

App. 4that 450. Finally, “[a]ctionable invasions of privacy mustshéficiently serious in their

nature, scope, and actual at@ntial impact to constitute an egregious breach of the social norms

underlying the privacy right. Thus, the extent and gravity of the invasion is an indispensable
consideration in assessingaleged invasion of privacyHill, 7 Cal. 4th at 37.

In the event a plaintiff establishes thecih elements, the “diverse and somewhat

\1*4

amorphous character of the privacy right” may still be balanced with competing or countervailing

interests of the defendaid. at 37-38 (“Conduct alleged to be mwvasion of privacy is to be
evaluated based on the extent to which it furtheggimate and important competing interests.”).
“Invasion of a privacy interest is not a violation of the state constitutional right to privacy if the
invasion is justified by a competing interesd’ at 38.Furthermore, if Plaintiffs’ allegations
“show no reasonable expetiten of privacy or an insubstantignpact on privacy interests, the
guestion of invasion may be adjudicated as a matter of Rwrieer Electronics, Inc. v. Sup. Ct. o
L.A., 40 Cal. 4th 360, 370 (2007) (citikgll, 7 Cal. 4th at 40).

The California Constitution sets‘high bar” for establishing aimvasion of privacy claim.
See Belluomini v. Citigroup, IndNo. CV 13-01743 CRB2013 WL 3855589, at *6 (N.D. Cal.
July 24, 2013). Even disclosure of very persami@rmation has not been deemed an “egregious

breach of social norms” sufficient totaklish a constitutional right to privadyl.; see also In re
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iPhone Application Litig.844 F. Supp. 2d at 1063 (holding tha thsclosure to third parties of
unique device identifier number, personal data, and geolocation information did not constitutg
egregious breach of privacy sufficient to peav serious invasion of a privacy intereRi)jz v.

Gap, Inc, 540 F. Supp. 2d 1121, 1127-28 (N.D. Cal. 2088)d, 380 Fed. Appx. 689 (9th Cir.
2010) (unpublished) (holding that the thefiaofetail store’s lajgip containing personal
information, including the sociaksurity numbers, of job applicardgl not constitute an egregious
breach of privacy and therefore wast sufficient to state a claimffplgelstrom v. Lamps Plus,

Inc., 195 Cal. App. 4th 986, 992 (2011) (“Here, supposed invasion girivacy essentially
consisted of [defendant] obtang plaintiff's address withoutis knowledge or permission, and
using it to mail him coupons andhetr advertisements. This condighot an egregious breach of
social norms, but routineommercial behavior.”).

Finally, “[w]hether a legally recognized privacy interest isgant in a given case is a
guestion of law to be decided by the couktill, 7 Cal. 4th at 40. “Whether plaintiff has a
reasonable expectation of privacy in theemstances and whether defendant’s conduct
constitutes a serious invasion of privacy are whigaestions of law and fact. If the undisputed
material facts show no reasonable expectation of privacy or an insubstantial impact on privac
interests, the question of invasion nimyadjudicated as a matter of lawd”

Here, the question is whether Plaintiffs halleged sufficient facts to demonstrate (1) a
legally protected privacy interegR) a reasonable expectationpoivacy under the circumstances;
and (3) conduct by Yahoo that amounts to a sefiouasion of that protected privacy interest.
Plaintiffs allege that Yahoo scaand stores the content of elméetween Yahoo Mail users and
non-users, and distributesaticontent to third pées. Compl. I 71. Plaintiffs allege they have a
legally protected privacy intereh the private email commurations” they send to Yahoo Mail

usersSee idf 69; Opp’n at 24 Plaintiffs assert that theyé&asonably expect that their email

8 plaintiffs allege in the Complaint that they ha/egally protected intest in their private email
communications with Yahoo Mail users.” ComHl69. From the Complaint alone, it is unclear if
Plaintiffs allege that non-Yahoo Masers have privacy interest lioth the emails sent to and
received from Yahoo Mail users. However, irittOpposition, Plaintiffs assert they have a

privacy interest in the “emails they sendvtahoo Mail users.” Opp’at 23-24. This suggests
27
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communications with Yahoo Mail users are private,” and do not expect Yahoo to intercept, sc
and store the content of their a@lsavithout their consent. Comgl. 70. Finally, Plaintiffs allege
Yahoo committed an egregious breach of socialnsowvhen it intercepted these emails, scanned
and stored their content, and distited the content to third parties without Plaintiffs’ conskeht
71. In response, Yahoo argues that Plaintiffs faddbforth facts supportirgll three elements but
merely recite elements of the claim. Mot2at Yahoo argues Plaintiffs ‘labe no facts regarding
the content of their emails, thentent in sending those ens the circumstances under which
those emails were sent, or who theipeents of those emails were[If. at 21-22. The Court
agrees with Yahoo that Plaintiffewve failed to allege sufficiefacts to establish that Yahoo's
conduct invaded their constitutionajprotected right to privacy.

As a preliminary matter, under California law thare only two classes of legally protecte
privacy interests under the Califoa Constitution: “interests in precluding the dissemination or
misuse of sensitive and confidential information (‘informational privaaniy (2) interests in
making intimate personal decisions or conchgipersonal activities without observation,
intrusion, or interfegnce (‘fautonomy privacy.”) Hill, 7 Cal. 4th at 35. It isnclear from Plaintiffs’
briefing and allegations whetheraititiffs assert a claim for farmational privacy or autonomy
privacy. However, the Court construes Plaintiffisim as asserting only an informational privacy
interest,as California courts havestiussed autonomy privacytime context of cases alleging
bodily autonomy See, e.gComm. To Defend Reprod. Rights v. My@8Cal. 3d 252, 275 (1981)
(noting there is a constitutiohaght to privacy in a woman'’s “personal hiydautonomy”); Smith
v. Fresno Irrigation Dist. 72 Cal. App. 4th 147, 161 (1999) (discussing autonomy privacy in the
context of drug testing through use of a urine sample).

Next, the Court notes it is unclear frataintiffs’ allegationsand briefing whether
Plaintiffs claim a privacy interest ingfr emails generally, or in the specifiontentin the emails
they sent to Yahoo Mail users. To the extentrRiffs claim a legally protected privacy interest

and reasonable expectation of privacy in emarerallybased on the mere fact that Yahoo

Plaintiffs only intend to allege that they haveomstitutionally protected privacy interest in their
own outgoing email content rather than thateat they receive from Yahoo Mail users.
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intercepted and distributedeir emails, regardless of the specific content in the emails, Plaintiff
claim fails as a matter of law. Plaintiffs do not cite, nor has this Court found, any case in the
California or federal courts holalj that individuals have a legalbyotected privacy interest or
reasonable expectation of privaayemails generally. Rathehe cases in which courts have foung
a protected privacy interesttine context of email communicatiohave done so in circumstances
where the plaintiff allegedith specificitythe material in the content of the em&ke, e.gMintz

v. Mark Bartelstein & Associates In@06 F. Supp. 2d 1017, 1033-34 (C.D. Cal. 2012) (finding
legally protected privacy interest in the perddimancial and employmenihformation contained

in an email account). The conclusion that ¢hisrno legally protecteprivacy interest and
reasonable expectation of privacy in emails asneig matter is consistent with well-established
California law that in the context of informaitial privacy, the California Constitution protects onl
the “dissemination or misuse sénsitiveandconfidentialinformation.”Hill, 7 Cal. 4th at 35
(emphasis addedilill suggestshat in order to receive peattion under the Constitution for an
email communication, Plaintiffs muatiege that the email interdey actually included content
that qualifies under California law as “confideritiaf “sensitive.” Indeed, courts make their
decisions regarding whether a pl#if has stated a legally protectalprivacy interest based on the|
nature of the information at issugee, e.g.Tourgeman v. CollinEinancial Servs. IncNo. 08—
01392, 2009 WL 6527758, at *2 (S.D. Cal. Nov. 23, 2q68)ding plaintiff had legally protected
privacy interest by citing California case law halglithat financial information is protectablege
alsoZbitoff v. Nationstar Mortgage, LLQNo. C 13-05221 WHA, 201WL 1101161, at *4 (N.D.
Cal. March 18, 2014) (holding plaifftfailed to state privacy clairfwith the requied specificity”
where she “merely state[d] that she had a ‘realslenexpectation that fismdants would preserve
the privacy of [p]laintiff's private information™ andlid “not identify exactlywhat private
information defendants are allegedhave disclosed irelation to the credit checks[.]” (emphasis
added));Norman—Bloodsaw v. Lawrence Berkeley |.4B5 F.3d 1260, 1271 n.17 (9th Cir. 1998)
(“Under California law, a legally recognizable privanyerest arises from the sort of information

revealed[.]”)? Thus, b the extent Plaintiffs claim they haadegally protected privacy interest and

® The nature of the content asile is also examined when coassess whether the third prong of
29
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reasonable expectation of privacy in engaiherally regardless of the specific content in the
emails at issue, Plaintiffs’ claim fails as a matter of law.

However, this Court concludes, as others héhwat there can be agally protected privacy
interest or reasonable expeatatiof privacy in any confidentiand sensitive content within
emails.See, e.gMintz, 906 F. Supp. 2d at 1033-34 (finding legalhptected privacy interest in
personal financial and employmenformation contained in email$j.The problem for Plaintiffs
in the instant case, however, is that t® éxtent Plaintiffs intend to allege thihey have a privacy
interest in the specific content of their emaiiteeir allegations are fatally conclusory. The
Complaint merely alleges that Plaintiftesmails were “private” without allegingny facts related to
what particular emails Yahoo interceptedtloe content within particular emaiSeeCompl. 11
69-70;Zbitoff, 2014 WL 1101161, at *4 (holding allegations éonstitutional pivacy claim were
conclusory because plaintiff “maly state[d]” defendants disclab&er “private information”);
Scott-Codiga vCnty. of Montereyl0-CV-05450-LHK, 2011 WL 4434&] at *7 (N.D. Cal. Sept.
23, 2011) (dismissing constitutional privacy claimgraund that plaintiff had not “specified the
material defendants released to the public mugh detail for the Court to determine whether it
might conceivably fall within a recognizediyacy interest protecteloy the [California]
constitution” (internal citation omitted))Vithout more, Plaintiffs’ allgations are simply a bare
recitation of the elements of a privacy claim, #md Court cannot asseatiether Plaintiffs had a
legally protected privacy interest in the specédmails that Yahoo intercepted, or a reasonable
expectation of privacy in theontent within those emails.

Plaintiffs’ arguments to the caaty are unavailing. First, theargue that they have stated a

privacy claim by emphasizing thtétey do not consent to ¥ao’s conduct. Opp’n at 23-24;

a privacy claim is met — i.e., whether there wasrous or egregious violation of social norms.
See Low v. LinkedIn Cor@00 F. Supp. 2d 1010, 1025 (N.D. Cal. 2012) (declining to find that
defendant violated constitutionatjht to privacy in releasing digital identification information to
third parties in part beaae “it is not clear . .whatinformation, precisely, these third parties have

obtained.” (emphasis added)).
19 While Yahoo cites this Court’s holding @mail that the plaintiffs in that case had not shown
that the email communications were “confidlahcommunications” under CIPA § 632, Reply at
15, Gmail did not suggest or hold that there can ndeea reasonable expatton of privacy in
email content. RatheGgmail confronted a circumstance simik® the instant motion, where
plaintiffs suggested that emailsgeneral were confidential.
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Compl. 11 70-71. However, Plaintiffs cite nolaarity in support of thir argument that an
allegation of lack of consent suffices to state agmyvclaim. Rather, the case law suggests that i
determining whether a plaintiff has satisfied the @ets of the claim, a plaintiff's lack of consent
does not matter so much as the nature of theenmation in which he or she alleges a privacy
interest.See, e.gIn re iPhone Application Litig.844 F. Supp. 2d at 1063 (“Even assuming this
information was transmittedithout Plaintiffs’ knowledge and consera,fact disputed by
Defendants, such disclosure [of information inahgddevice identifier nonber, personal data, and
geolocation information] does not constituteegmegious breach of social norms.” (emphasis
added)).

Plaintiffs also argue that they need atége that each of their emails contained
confidential information in orddp state a claim because thghti to privacy was adopted to
protect the public from the “stockpiling of personal information.” Opp’n at 24. Plaintiffs cite to {
ballot argument for the initiative creating the consiioal right to privacy as evidence that the
people intended to prevent “government andriass interests from collecting and stockpiling
unnecessary information about us and or misusing information gathered for one purpose in 0
serve other purposes or to embarrassldsdt 23 (citingHill, 7 Cal. 4th at 27). According to
Plaintiffs, this history demonsttes that the right to privag@yotects individuals from Yahoo'’s
unauthorized scanning and storage of prieaail content for their own financial gaid. at 23-

24. The Court is not convinced. Plaintiffs cite no authority holdiagdh allegation of
“stockpiling” by itself is sufficient to state aipacy claim, and somehow nullifies the need to

allege facts regarding ttieree required prongs of till test'! To the contrary, this Court has

1 plaintiffs’ cited cases do not so hold. Opp’n atRA&ther, they are inapposite, as they arise in the

Fourth Amendment contexee United States v. Forrestéd2 F.3d 500 (9th Cir. 200)nited
States v. Warshak31 F.3d 266 (6th Cir. 201®jayman v. Obam&57 F. Supp. 2d 1 (D.D.C.
2013). In these cases, courts considered theaatmns of the government’s intelligence gatherin
and surveillance practices, and the compelled disclosure of communications held by an intern
service provider. A person’s reasbteexpectation of privacy onsiderably distinct in the
context of the instant case, where an ECS prowdanned emails that were either written by
Yahoo Mail users through a service Yahoo itself provided (Yahoo Maneog voluntarily sent to
Yahoo's servers. Furthermore, a claim under Artigl&ection 1 requires a plaintiff to show the
privacy invasion is serious and “egreus,” thus setting a higherrgshold than for a federal claim

under the Fourth Amendme@hevron Corp. v. Donzigel2-MC-80237 CRB (NC), 2013 WL
31
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noted that merely alleging stockptins not enough; plaintiffs mustilsallege facts with respect to
the three elementSee Low900 F. Supp. 2d at 1024 n.3 (holdimghere plaintiffs argued that the
intent of the voters was to prevéatockpiling” of information, that[e]ven in light of this ballot
history, the subsequent case law regarding thet@anal right to privacy establishes that only
serious invasions of privacy givise to a priva right of action.”).*?

In sum, because Plaintiffs do not plead sugintifacts to allege an invasion of privacy,
Yahoo’s Motion to Dismiss Plaintiffs’ claims farviolation of Article I, Section 1 of the
California Constitution is GRANTED. Howevehe Court grants leave to amend because

Plaintiffs may be able to plead specific email conterspecific emails that may suffice to state th

D

elements of the claim.
IV.  CONCLUSION

For the foregoing reasons, the Court GRANYahoo’s Motion to Dismss with prejudice
Plaintiffs’ Wiretap Act claim tha¥ahoo scans and analyzes em#talsthe purposes of providing
personal product features, providing targeted advertising, detspimg and abuse, creating user
profiles, and sharing information with tdiparties. The Court GRANTS Yahoo’s Motion to
Dismiss without prejudice Plaintiffs’ Wiretap Aclaim with respect toollecting and storing

emails for future use.

4536808, at *10 (N.D. Cal. Aug. 22, 201(8)ting Norman—Bloodsaw v. Lawrence Berkeley Lab.,
135 F.3d 1260, 1271 (9th Cir. 1998)).

12 \While Plaintiffs rely onung v. Facebook, IncSanta Clara County Superior Court Case No. 11
12-cv-217244, Dkt. No. 54 (July 2, 2018geECF No. 40-1 at 230, that case did not hold that ar
allegation of stockpiling information automaticallyffstes to state a privacglaim. Further, that
case is distinguishable. There,evé it was alleged that Facebookated user proés linked to
Facebook users’ identities by tradfithe internet browsing histoof users across numerous othef
websites even when the user is not logged into Facebook, the court found a legally protected
privacy interest in users’ “iddifiable browsing higiry” because Facebook could link the history
to their identities, or namek. The court also held thabn+acebook users ditbt have a
protected interest in their iwsing history which Facebook tracked because the history “had ngt
been linked to their identitiesld. Plaintiffs in'Yahooare more analogous to the non-Facebook
users inUngwho did not have a privacy interest becatiieeemails Yahoo allegedly intercepts are
not linked to Plaintiffs’ identities, as Yahoo doest necessarily know who Plaintiffs are. While
Plaintiffs allege Yahoo creates “profiles” of the@ompl. § 27, Plaintiffs do not allege that Yahoo
attempts to link the information it acquires to Plaintifé&ntities(i.e., to theimame$ as opposed
to just creating generic profilélsat describe Plaintiffs’ interests and general characteristics

(female, likes shampoo products, etc).
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The Court GRANTS Yahoo's Motion to Dismissthvprejudice with respect to Plaintiffs’
SCA claim for unauthorized access under § 2801{he Court DENIES Yahoo’s Motion to
Dismiss Plaintiffs’ SCA claim for improper sttlosure under § 2702(a)(I'he Court GRANTS
Yahoo's Motion to Dismiss withoydrejudice Plaintiffs’ claim undeArticle I, Section 1 of the
California Constitution. The Court DENIES Yahedotion to Dismiss Plaintiffs’ CIPA § 631
claim.

Plaintiffs shall file any amended complaint witl21 days of this ordePlaintiffs may not
add new causes of action or pastwithout a stipulation or orderf the Court under Rule 15 of the

Federal Rules of Civil Procedure.ilsge to cure the deficiencies addressed in this Order will res

Fuey H. b

LUCY H. KH

United States District Judge

in dismissal with prejudice.
IT 1S SO ORDERED.
Dated:August12,2014
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