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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

NETAPP, INC, ) Case N0.5:13-CV-05058+HK (HRL)
)
Plaintiff, ) ORDERGRANTING IN PART AND
) DENYING IN PART DEFENDANTS’
V. ) MOTIONS TO DISMISS
)
NIMBLE STORAGE, INC., MICHAEL )

REYNOLDS, an individual, DANIEL WEBER)
an individual, SANDHYA KLUTE, an )
individual, TIMOTHY BINNING, an individual)
NEIL GLICK, an individual, CHRISTOPHER )
ALDUINO, an individual, and Does-%0,

Defendan.

N N N N

Plaintiff NetApp, Inc. filed this suit against Defendants Nimble Storage (“Nimble”),
Michael Reynolds, and former NetApp employees Daniel Weber, Sandhya Klutghyim
Binning, Neil Glick, and Christopher Alduin(@ollectively, “employees”) SeeECF Nos. 1
(Compl.), 34 (First Am. Compl.). Nimble, Reynolds, and the group of employees have each
moved to dismiss all claims against them on multiple grouSeeECF Nos. 40, 41, 42\NetApp
has opposed all motions and requested jurisdictional discovery in connection with Reyinads.
Court held a hearing on the motions on May 8, 200l4e Court addresses &lur motions

together. Having considered the briefing, the oral arguments, the recordaas®jsand
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applicable law, the Court GRANTS IN PART AND DENIES IN PART thetionsfor the rasons
stated below.
l. BACKGROUND

A. NetApp’s Lawsuit

NetApp and Nimble are competing companies in the data storage industryAnkirst
Compl. § 31. Defendants Weber, Klute, Binning, Glick, and Alduino are former NetApp
employees who now work for Nimbled. 1 711. Defendant Reynolds is an Australiatizein
and resident who works at Nimble Storage Australia Pty Liméedntityrelated to Defendant
Nimble (discussed below)ld. § 6. This lawsuit stems from NetApp’s belief that “Nimble targetq
NetApp talent and proprietary and confidential information to compete unfairly in the
marketplace.”ld. 1 36. NetApp alleges that “Nimble has achieved rapid growth and customer
adoption” by “rely[ing] heavily on foundational information as to the internakimgrof NetApp’s
products and its proprietary buess processes/id. | 31.

According to NetApp, Reynolds previously worked at Thomas Duryea Consulting
(“TDC"), an “IT infrastructure consultancy business” in Australid. § 39. NetApp contracted
with TDC for certain services, provided Reynolds with access to NetApp’s compstiems, and
offered Reynolds training courses available to NetApp employees, all tstabjdetApp’s
restrictions on unauthorized access and use of its systeeesid [ 4:46. Reynolds left TDC in
April 2013 and took a jolwith Nimble where—NetApp alleges-he accessed NetApp databases
repeatedly from June through August 2013 and used confidential, proprietary inforraitidicit
business for NimbleSee id{{ 47-54.

Regarding its former employees sued here, NetAgmsl that each person worked at
NetApp until earlyto mid-2013, before departing the company for Nimble. NetApp accuses e
former employee of breaching a common “Proprietary Information and Invetgreement” by
taking,copying or destroying voluneeof confidential NetApp data before leavirgee, e.gid.
1162 (alleging that Weber took “sales material; pricing models; sales strateglegetailed

customer information”), 80 (alleging that “two days before his departure fretipy, Glick took
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steps to delete and/or render unrecoverable, inaccessible, and/or unavailable Net¥ppYC
Documents and Materials stored on his NetApp computer.”).

B. Procedural History

On October 29, 2013, NetApp filed this lawsuit, alleging a variety of claimesadgéimble
and individual defendants Reynolds, Weber, Klute, and other unnamed “Doe” defendants, ba
alleged unauthorized access to NetApp’s computer systems and theft of prpprfetanation’
Compl. 11 59-123. On December 20, 2013, the nanedeihdants collectively filed three motions
to dismiss, arguing that NetApp failed to plead sufficient facts to support valammns @and
challenging subject matter jurisdiction, supplemental jurisdiction, and persagdigtion as to
Reynolds.SeeECFNos. 22-24.

On December 23, 2013, NetApp filed a motion for leave to conduct jurisdictional disco
in connection with Reynolds’s challenge to personal jurisdiction, along with a motigpedit a
hearing on its motion for leavé&SeeECF Nos. 26, 25. On January 6, 2014, Nimble and Reynold
each filed an opposition to NetApp’s motion for jurisdictional discov&geECF Nos. 29, 30.
On January 13, 2014, NetApp filed a reply in support of its discovery mdsieeECF No. 36.
On January 7, 2014, Court denied NetApp’s motion to expe8eeOrder, ECF No. 33. On
January 17, 2014, the Court entered an order by stipulation in which NetApp agreed to withdr
motion for jurisdictional discovery without prejudice, subject to renewal aftemding its
complaint. SeeOrder, ECF No. 39. Thearties have since renewed their dispute over
jurisdictional discovery.SeeDiscovery Dispute Joint Report #1, ECF No. 43; Order, ECF No. 6

On January 10, 2014, NetApp filed a First Amended Complaint, adding individual
defendants Binning, Glick, and Alduin&eeFirst Am. Compl. 11 74-82. NetApp pleaded claims

against the various defendants for violations of the Computer Fraud and Abuse Act (18 U.S.C.

8 1030, “CFAA"), trespass to chattel, trade secret misappropriation, breachraictantentional

interference with contract and contractual relations, and unfair competgemid{{83-176.

! NetApp has filed at least two other suits related to alleged misconduct by forme

employees.NetApp, Inc. v. BakeNo. CIV524121 (Cal. Sugy. Ct.),NetApp, Inc. v. WalsHNo.
1:13cv1176 (E.D. Va.).
3
CaseNo.: 5:13-CV-05058LHK (HRL)
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANTS’ MOTIONS TO DISMISS

sed

ery

S

aw i




United States District Court
For theNorthern District of California

© 00 N o o -~ wWw N Pk

N N N N N DN DN NN R R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O 0N WwN B O

On February 18, 2014, Defendants filed new motions to dismiss all claims in the First
Amended Complaint, again challenging the sufficiency of NetApp’s plgadia to various claims
and jurisdictional issues. Nimble sought to dismiss NetApp’s state law claims ldio& tf
supplemental jurisdiction, and moved to dismiss all claims for failure to state a claiim the
alternative—for a more definite statemeuander Rule 12(e)SeeECF No. 40 (“Nimble Mot.”).
Reynolds moved to dismiss for lack of personal jurisdiction and for failure toastatdaim
against him, and further sought to join and incorporate by reference the motions filediddg N
and the individual Defendant§eeECF No. 41 (“Reynolds Mot.”). All of the former employee
Defendants (Weber, Klute, Binning, Glick, and Alduino) collectively moved to disimidadk of
supplemental jurisdiction and failure to state any claims, and also sought tondgaircarporate by
reference the motions filed by Nimble and ReynolseECF No. 42 (“Employees Mot.”).

On March 27, 2014, NetApp filed an opposition to each motion to dismiss, along with
supporting declarations and a request for judicial naticertain facts related to Nimble’s
operations.SeeECF Nos. 45 (“NetApp Reynolds Opp’n”), 50 (“NetApp Employees Opp’'n”), 51
(“NetApp Nimble Opp’'n”), 49 (NetApp Request for Judicial Notice). On April 10, 2014, all
Defendants filed repliesSeeECF Nos 58 (“Nimble Reply”), 59 (“Employees Reply”), 60
(“Reynolds Reply”). The Court held a hearing on May 8, 2014.

. LEGAL STANDARDS

A. Motion to Dismiss Under Rule 12(b)(6)

A complaint must contain “a short and plain statement of the claim showing that the plg
is entitled to relief.” Fed. R. Civ. P. 8(a)(2). If a plaintiff fails to pleadblggh facts to state a
claim to relief that is plausible on its face,” the complaint may be dismissed for tailstate a
claim upon which relief may be granteBell Atl. Corp. v. Twomb|y650 U.S. 544, 570 (2007);
Fed. R. Civ. P. 12(b)(6). “A claim has facial plausibility when the plaintiffgddactual content
that allows thecourt to draw the reasonable inference that the defendant is liable for the
misconduct alleged.’Ashcroft v. Igbal556 U.S. 662, 678 (2009). “The plausibility standard is
not akin to a probability requirement, but it asks for more than a sheer ptystiail a defendant

has acted unlawfully.d. (internal quotation marks omitted). For purposes of ruling on a Rule

4
CaseNo.: 5:13-CV-05058LHK (HRL)
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANTS’ MOTIONS TO DISMISS

pade




United States District Court
For theNorthern District of California

© 00 N o o -~ wWw N Pk

N N N N N DN DN NN R R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O 0N WwN B O

12(b)(6) motion, a court “accept[s] factual allegations in the complaint asnugoastrue[s] the
pleadings in the light most favorable to the nonmoving pafahzarek v. St. Paul Fire &
Marine Ins. Co.519 F.3d 1025, 1031 (9th Cir. 2008).

“Generally, the scope of review on a motion to dismiss for failure to stéeais limited
to the contents of the complaintMarder v. Lopez450 F.3d 445, 448 (9th Cir. 2006). However,
court need not accept as true allegations contradicted by judicially notideetd Shwarz v.
United States234 F.3d 428, 435 (9th Cir. 2000), and the “[C]ourt may look beyond the plaintifi
complaint b matters of public record” without converting the Rule 12(b)(6) motion into one for
summary judgmenhaw v. Hahn56 F.3d 1128, 1129 n.1 (9th Cir. 1995). Nor is the court
required to “assume the truth of legal conclusions merely because thegstairethe form of
factual allegations.””Fayer v. Vaughn649 F.3d 1061, 1064 (9th Cir. 2011) (per curiam) (quotin
W. Mining Council v. Wat643 F.2d 618, 624 (9th Cir. 1981)). Mere “conclusory allegations ofj
law and unwarranted inferences are insufficterdefeat a motion to dismissAdams v. Johnson
355 F.3d 1179, 1183 (9th Cir. 2004xcord Igba) 556 U.S. at 678. Furthermore, “a plaintiff may
plead herself out of court” if she “plead[s] facts which establish that [s]he carawail on hler] . .
. claim.” Weisbuch v. Cnty. of Losgeles 119 F.3d 778, 783 n.1 (9th Cir. 1997) (internal
guotation marks omitted).

B. Motion to Dismiss Under Rule 12(b)(2) for Lack of Personal Jurisdiction

In a motion challenging personal jurisdiction under Rule 12(b)(2), the plaintifiegsarty
seeking to invoke the jurisdiction of the federal court, has the burden of establishing tha
jurisdiction exists.See Schwarzenegger v. Fred Martin Motor,3@4 F.3d 797, 800 (9th Cir.
2004). When the motion to dismiss constitutes a defergdenitial response to the complaint, the
plaintiff need only make a prima facie showing that personal jurisdiction eets Data Disc,
Inc. v. SysTech Assocs., In¢557 F.2d 1280, 1285 (9th Cir. 197X )hile a phintiff cannot
“simply rest on the barallegations of its complaintincontroverted allegations in the complaint
must be taken as true [and] [c]onflicts between parties over statements edirtaaffidavits mat

be resolved in the plaintif§’ favor.” SchwarzeneggeB74 F.3d at 800 (quotirgmba Mktg. Sys,
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Inc. v. Jobar Int’l, Inc, 551 F.2d 784, 787 (9th Cir. 1977), and cithip&T v. Compagnie
Bruxelles Lambert94 F.3d 586, 588 (9th Cir. 1996)).

C. Supplemental Jurisdiction

While a federal court may exercise supplemental jurisdiction overlatatelaims “that are
so related to claims in the action within [the court’s] original jurisdiction that thray part of the
same case or controversy under Article 11l of the UniteedeS Constitution,” 28 U.S.C. 8 1367(a),
a court may decline to exercise supplemental jurisdiction where a state claitaritabyg
predominates over the claim or claims over which the district court has origisdigtion,” id.
81367(c)(2);see als Albingia Versicherungs A.G. v. Schenker Int’l, I1i324 F.3d 931, 937-38
(9th Cir. 2003) (8 1367(c) grants federal courts the discretion to dismistastatiaims when all
federal claims have been dismissed). A court, in considering whether to vgali@nsental

jurisdiction, should consider factors such as “economy, convenience, fairness, atyd cAwri v.

Varian Assocs.114 F.3d 999, 1001 (9th Cir. 1997) (en banc) (internal quotation marks omitted).

D. Leave to Amend

p—

“Dismissal with prejudiceand without leave to amend is not appropriate unless it is cleaf . .

. that the complaint could not be saved by amendméiinence Capital, LLC v. Aspeon, Inc.
316 F.3d 1048, 1052 (9th Cir. 2003). When dismissing a complaint for failure to staie &'al
district court should grant leave to amend even if no request to amend the pleadingdeas
unless it determines that the pleading could not possibly be cured by the @llejather facts.”
Lopez v. Smitl203 F.3d 1122, 1130 (9th Cir. 20@én banc)quotingDoe v. United State$8
F.3d 494, 497 (9th Cir. 1995)). Nonetheless, a court “may exercise its discretion to derig lea
amend due to . . . futility of amendment.Carvalho v. Equifax Info. Servs., LL.629 F.3d 876,
892-93 (9th Cir. 2010) (citation omitted).
1. DISCUSSION

Defendants present numerous legal theoriegtttantiallydispose of various causes of

action on multipleinterdependent grounds. Supplemental jurisdiction over NetApp’s state law

claims dependm part o the viability of its CFAA claim, which is the only federal cause of action

andis asserted against only Nimble and Reynolds. Both of those Defendants challenge the
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sufficiency of the CFAA claims under Rule 12(b)(6), while Reynolds also chaieregsoal
jurisdiction. The Courfirst addresseReynolds’s personal jurisdiction challenge, then the
sufficiency of NetApp’s CFAA claims, followed by supplentanurisdiction and thesufficiency
of NetApp’sremaining claimsvithin the Court’s jurisdiction

As an initial matter, the Court addresses NetAptesjuest for Judicial Notice. ECF No.
49. While a district court generally may not consider any material beyond tkengan ruling
on a Rule 12(b)(6) motion, a court may take judicial notice of deatsireferenced in the
complaint, as well as matters in the public record, without converting a motiomtissliato one
for summary judgmentSee Lee v. City ofds Angeles 250 F.3d 668, 688-89 (9th Cir. 2001). A
matter may be judicially noticed if it is either “generally known within the trial cotetritorial
jurisdiction’ or “can be accurately and readily determined from sources whose accuracy cann
reasonably be questioned.” Fed. R. Evid. 201(b). NetApp requests judicial ndtae Hfmble
webpages andxcerpts from a Nimble filing with the Securities and Exchange Commission
Khachakourian Decl. Exs. L, O-R (ECF Nos. 45-13, -16 to -19). Defendants have not oppos§g
and the materials are either referenced in the First Amended Complaiatters irthe public
record Accordingly, the CourgrantsNetApp’s Request for Judicial Notice.

A. Personal Jurisdiction Over Reynolds

An Australian resident, Reynolds contends that this Court lacks personal jurisdgir
him. Reynolds Mot. at 6-14. NetApp argues primarily that the Court has specific persona
jurisdiction based on Reynolds’s efforts to access NetApp’s computemsystéalifornia with
only a cursory argument regarding general jurisdiction. NetApp Reynolds Q@'ta The
Court agrees with NetApwith respect to specific jurisdiction

Where no applicable federal statute governs personal jurisdiction, thepplies the law
of the state in which it sitsSeeFed. R. Civ. P. 4(k)(1)(A)Panavision Int'l, L.P. v. Toeppet41l
F.3d 1316, 1320 (9th Cir. 1998). “Because California’s lang-jurisdictional statute is
coextensiveavith federal due process requirents, the jurisdictional analyses under state law ang
federal due process are the sam®chwarzeneggeB74 F.3cat 800-01. For a court to exercise

personal jurisdiction over a nonresident defendant,dbé@ndant must have at leasinimum
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contactswith the relevant forum such ththe exercise of jurisdictiordbes not offend traditional
notions of fair play and substantial justiceld. at 801 (quotindnt’l Shoe Co. v. Washingtp826
U.S. 310, 316 (1945)).

To determine whether a defendardttacts with the forum state are sufficient to establish

specific jurisdiction, the Ninth Circuit employs a thigert test:

(1) The non-resident defendant must purposefully direct his activities or
consummate some transaction with the forum or resident thereof; or perform some
act by which he purposefully avails himself of the privilege of conduetttigities

in the forum, thereby invoking the benefits and protections of its laws;

(2) the claim must be one which arises @iubr relates to the defendasforum
related activities; and

(3) the exercise of jurisdiction must comport with fair play and substantial justice
i.e.it must be reasonable.

Id. at 802 (quotind.ake v. Lake817 F.2d 1416, 1421 (9th Cir. 1987)). Plaintiff bears the burde

-

of saisfying the first two prongsSher v. Johnsqr®11 F.2d 1357, 1361 (9th Cir. 1990j
Plaintiff does so, then the burden shifts to Defendant to “set forth a ‘compellingltatsisie
exercise of jurisdiction would not be reasonabl€dllegeSource, Inc. v. AcademyOne, ,[663
F.3d 1066, 1076 (9th Cir. 2011) (quotiBgrger King Corp. v. Rudzewic471 U.S. 462, 476-78
(1985)). The Court addresses each of the three prongs in turn.
1. Purposeful Direction and Availment

The standard under the first prong differs for claims sounding in tort and claims sounding
contract. Yahoo! Inc. v. La Ligue Contre Le Racisme Et L’Antisemitigi®® F.3d 1199, 1206 (9th
Cir. 2006). For tort claims, the “purposeful direction” staddgagnerally applies, and for contract
claims, the “purposeful availment” test generally appliés.Here,NetApp alleges both tort and
contract claims against Reynoloased on the same underlying conduct—unauthorized access o
NetApp’s computergdiscussed below)—so both standaais relevant See Action Embroidery
Corp. v. Atl. Embroidery, Inc368 F.3d 1174, 1180 (9th Cir. 2004) (“Personal jurisdiction must
exist for each claim asserted against a defendanttie Court determines that the first prong is

satisfied as to all claims against Reynolds.
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a. Purposeful Direction
To meet thé purposeful directiohstandardor tort-related condu¢tReynolds’s activities
must satisfyathreepart “effects test” undeCalder v. Jones465 U.S. 783 (1984f1) commission
of an intentional act, (2) expressly aimed at the forum state, (3) causmdhz Reynolds knew

was likely to be suffered in the forum statéchwarzeneggeB874 F.3d at 803In any personal

jurisdiction case we must evaluate alboflefendant’s contacts with the forum state, whether or not

those contacts involve wrongful activity by the defendaitahoo! 433 F.3d at 1207.
The first part of the effects test requires “an intent to perform an actusitphgct in the
real world, rather than an intent to accomplish a result or consequence of th&chevarz-

enegger374 F.3d at 806. Here, NetApp alleges that Reynolderiiionally” accessed computer

systems and obtained secure information without permission. First Am. Compl. 1 16, 85, 87, 88

Additionally, NetApp submitted supportirteclarations with exhibitsSeeECF Nos. 46-48

(Bruce, Dawed, and Sun Declarations). Those materials include records documenting Reynolds’s

access to NetApp’s computers and notices shown to users of those computers, furdtergndic

that Reynolds purposefulbccessed systems in California after receiving notice of where those

systemawvere located E.g, ECF Nos. 47-3 (list of access dates for Reynolds), 48-2 (screenshot of

Synergy Data Privacy Policy)lhese facts and allegations are sufficierdatsfy this part of the
test becausthey demonstrate intentional activities

The second part of the effects test turns on whether Reynolds “expresstly him
intentional acts at CalifornidThe ‘express aiming’ analysis depends, to a significant degree, 0
the specific type of tort at issueSchwarzeneggeB74 F.3d at 807. As explained above, all of
Reynolds’s alleged transgressidnader all pleaded causes of actionsplve improper access to
NetApp’s computer systems in California. NetApp claims that Reymetsved password
protected access to its computer systampart of his work for TDC (First Am. Compl. {1 41, 44
that the NetApp systems and databases at issue were located in California atzall teehes; id.
19 41, 45); that Reynolds received multiple notices that NetApp and the computaissyste
located in Californiaid. 11 16, 45, 5t that Reynolds repeatedly accessed multiple NetApp

systems between June and August 28& leaving TDJid. T 49); and that Reynolds accepé&d
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EULA (end user license agreemetit restricted access to certain databhasas deemed
executed in Californigand is governed by California lawd(f 51). See als®&/enkatesan Decl.
(ECF No. 412) 1 3, Ex. A (purportetNetApp EULA submitted by ReynoldsThis EULA shall be
deemed to have been made in . . . the Sta@alifornia.”).

Reynolds disputes the adequacy of these allegations, pointing out that all of histreleva
acts occurred in Australia while employed with Australian compaarasthat haever knewthat
the systems he accessed were in CaliforBieeReynolds Mot. at 10-12; Reynolds Reply at 5-8.
Reynolds also submits a declaration in which he maintains: “Throughout my enepioghTDC
and to this day, | do not know, and have never known, where the information on these databs
located.” Reynolds Decl. (ECF No. 22-1) 1 10. However, these argumentschfaait
jurisdiction in this caseBased on NetApp’s factual allegations, Reynolds bhadyinimumn reason
to know that he was accessing NetApp’s computer systems in Califdioi@over, cours have
held that similar activities over the Internet can be sufficient to support pepsiosdiction. In
Panavision the Ninth Circuit affirmed personal jurisdiction over an individual defendant who
allegedly registered as Internet domain names tnades of a company with a principal place of
business in California. 141 F.al1321. The court rejected the defendant’s argument that “he
not directed any activity toward Panavision in California” because “the iogoyrred in
cyberspace,” holding that such activities satisfied the “effects tektdt 1322. More recently,
this district found personal jurisdiction over @ftstate parties who accessed the Facebook
website because they specifically directed actions towards the websité, tbose partieslid not
know Facebools physical locatiorf'Here, thee is no dispute that PNS and Williams were fully
aware that Facebook existed, and that they specifically targeted their condonst Bgeebook.
That they were able to do so while remaining ignorant of Facebook’s preciserionay render
this case faoially distinct from prior precedents finding jurisdiction for acts of expressgi but
not in a manner that warrants a different resuidcebook, Inc. v. ConnectU LL.8o. C 07-
01389, 2007 WL 2326090, at *6 (N.D. CAlug. 13,2007).

Reynolds’s conterexamples are distinguishable. Reynolds clasish Defense

Organization, Inc. v. Superior Court of Los Angeles Cauntwhich a California court ruled that
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“defendants’ onduct in registering Rambashame as a domain name and posting passive We
sites on the Internet is not sufficient to subject them to jurisdiction in Gaafdr72 Cal. App. 4th
1045, 1060 (1999). However, the court distinguishadavisionbecause there was no basis to
conclude that the company’s principal place of business was in California, addpet#ically
that the defendant’s activities were “passivil’ at 1059, 1060 n.4By contrastReynolds’s
alleged violations did not involve “passive” activities or merelytivig a foreign website, but
rather deliberately accessiNgtApp’s proprietary databases to takirmation after performing
work for NetApp and receivingepeatedoticesof access restrictions. As another example,
Reynolds relies oRfister v. SellingSource, LLCwhere the District of Nevada rejected the
argument that running a “highly interactive website” would support personaligiios, noting

that “courts within this circuit have rejected the contention that server locatian wighforum
canconstitute a basis for the exercise of personal jurisdiction.” 931 F. Supp. 2d 1109, 1116 (
Nev. 2013).However, that case specifically addresgederaljurisdiction and noted that the

location of a server did not suppocdohtinuous and systematontacts.” ld. (emphasis added).

Thus,Pfisterdoes not foreclose specific jurisdiction based on Reynolds’s alleged conduct hereg.

The Court finds sufficient allegations that Reynolds “expressly aimélitas at California.

Thethird part of the effets testexaminesvhether Reynolds’s acts caused harm that
Reynolds knew would likely occur in California. NetApp has alleged that Reynoldedar
NetApp by taking and disseminating confidential informati®eeFirst Am. Compl. 1 52-53.
Reynolds does not deny that he knew that NetApp was located in California, and as @xplaine
above, if Reynolds did in fact repeatedly misappropriate sensitive informatiorNetApp’s
computers, he would have known that he was injuring NetApp. Accordingly, thid plaet o
effects test is met.

b. Purposeful Availment

All three parts of the effects test are satisfied, which demonstrates “pfufdisection” as
to the tortbased claims. A® the contracbased claims, the parties dispute whether Reynolds’s
acceptance and breachthe Synergy EULA€.g, First Am. Compl. 11 51, 115) suffices to

demonstrate “purposeful availmentSeeReynolds Mot. at 9-10. The Court need not resolve thi
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dispute because “a court may assert pendent personal jurisdiction over aadefeitid respect to a
claim for which there is no independent basis of personal jurisdiction so long assta@ut of a
common nucleus of operative facts with a claim in theessmit over which the court does have
personal jurisdiction.”Action Embroidery368 F.3d at 1180-81 (adopting doctrine of pendent
personal jurisdiction)see alsdVash. Shoe Co. v. A-Z Sporting Goods, @4 F.3d 668, 673 (9th
Cir. 2012) (followingAction Embroidery. Here, both the contrabased claims and the tdrased
claims are based on common factual predicates: Reynolds’s unauthorizedezcanpess.
Therefore, under Ninth Circuit precedesypgcific jurisdiction over the contract claimss
appropriate in this circumstance.
2. Forum-Related Activities

Under the second prong of the Ninth Circuit’'s analysis for specific jurisdichiergdurt
must determine whether NetApp’s claims arise from or are related to Regfoldshirelated
actvities. This inquiry turns on whether NetApp “would not have been injured ‘but for”
Reynolds’s alleged miscondud®anavision 141 F.3d at 1322. Here, there can be no dispute th
Reynolds’s activities towards California relate directly to NetApp'seawf action, which are all
based on his unauthorized access to NetApp’s computers.

3. Reasonableness

Under the third prong, Reynolds bears the burden of presenting a “compellihthease
jurisdiction here would not comport with “fair play asdbstantial justice,” based on seven
established factors: “(1) the extent of the defendants’ purposeful injectiotherforum state’s
affairs; (2) the burden on the defendant of defending in the forum; (3) the extentohthet
with the sovereigntpf the defendant’s state; (4) the forum state’s interest in adjudicating the
dispute; (5) the most efficient judicial resolution of the controversy; (6) thertance of the
forum to the plaintiff's interest in convenient and effective relief; andhg’existence of an
alternative foruni. CollegeSourceg653 F.3d at 1079Here, Reynolds argues that subjecting him

to jurisdiction in California would be burdensome because he lives in Australia aothbagise

2 As explained below, the Court exercises supplemental jurisdiction over tihéastaclaims

against Reynolds because they form a common nucleus of operative facts with hel@RFA
12
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minimal contacts with the stat&eeReyndds Mot. at 13-14. While the Supreme Cduas
counseled that foreign defendantayface “unique burdensAsahi Metal Indus. Co. v. Superior
Court of Cal, 480 U.S. 102, 114 (1987), courts have appropriately exercised jurisdiction over
foreign partiese.g, Yahoo! 433 F.3d at 1211 (personal jurisdiction over French defends3eg).
alsoAjuba Int’l, L.L.C. v. Saharia871 F. Supp. 2d 671, 683-84 (E.D. Mich. 20188réonal
jurisdiction over Indian defendant for trade secret misappropriation ¢ladaklitionally,
California’s interest in adjudicating any harm thaturced here favors jurisdiction, and Reynolds
has not shown that any alternative forum exists.

Reynolds also contends that “NetApp’s assertion impermissibly broadens persona
jurisdiction, as any person in the world receiving materials from a California caigoould be
haled into California court.” Reynolds Mot. at 11. This concemisdeading As explained
above, Reynolds is not accused of passively “receiving materiadghply setting up a website,
but rather intentionally accessing a former client’s databases for fingagialNetApp points out
that the legislative history of the CFAA suggests that Congress intended éssaftiieign activity.
SeeS. Rep. No. 104-357 (1996) (noting that prior version of CFAA omitted “computers used if
foreign communications or commerce, despite the fact that hackers areoofignibased”).
Reynolds has not demonstrated that it would be unreasonable for thigcCassert jurisdiction
over a person who purposefully intrudes on a secure computer system in California.

Accordingly, the Court denies Reynolds’s motion to dismiss for lack of personal
jurisdiction. NetApp’s motion for leave to conduct jurisdictional discovery is desiatoat in
light of the Court’s ruling on personal jurisdiction and the case schedule set atytige 2044
Case Management Conferen(&&CF No. 65).

B. CFAA Claims

The Court next addresses the sufficiency of NetApp’s claims under Rule 12(b)(6)
NetApp’s only cause of action based on federal law is its CFAA claim agambléNand
Reynolds. Because supplemental jurisdiction over all other claims depends offi¢lensy of
NetApp’s federal claims, the Court addresses the CHANG first.

The CFAA imposes civil liability on whoever:
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intentionally accesses a computer without authorization or exceeds authorized
access, and thereby obtains . . . information from any protected computer (18 U.S.C.
§ 1030(a)(2)(C));

knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct furthers
the intended fraud and obtains anything of value, unless the object of the fraud and
the thing obtained consists only of the use of the computer and the value of such use
is not more than $ 5,000 in any 1-year peridd§ 1030(a)(4));

(A) knowingly causes the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally causes damage without
authorization, to a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a
result of such conduct, recklessly causes damage; or

(C) intentionally accesses a protected computerout authorization, and as a
result of such conduct, causes damage andithss 1030(a)(5)).

NetApp alleges that Nimble violated § 1030(a)(2)(C) vicariously by having Reyradds agent,
intentionally and impermissibly access NetApp’s computers and obtain sédoretation; that
Reynolds and Nimble violated § 1030(a)(4) by intending to defraud NetApp; and that Reynolds
and Nimble violated all subsections of § 1030(a)(5) by damaging NetApp’s carspsitems.
First Am. Compl. 1985-88. NetApp also contends that Nimble and Reynolds conspired to violate
the CFAA. Id. 1 84;see als® 1030(b) (“Whoever conspires to commit or attempts to commit an
offense under subsection (a) of this section shall be punished as provided in subseatithms(c)
section.”).

The Defendants raise several challenges to the sufficiency of NetApp’s CFAdSs alader
Rule 12(b)(6), which the Court addresses in turn.

1. “Without Authorization or E xceedingAuthorized Access”

First, Reynolds argues that NetApp failed to plead facts that could supportrandeféhat
he accessed any computers “without authorization” or by “exceeding aath@ccess,” which is
required by all asserted CFAA provisions (88 1030(a)(2)(C), (a)(4), and (a$@&gReynolds
Mot. at 14-17. Reynolds argues that his access to NetApp’s systems was nevel, ewakafter
he stopped working for TDC, and therefore he did not breach any “technologicaldyawiech
Reynolds claims is a requirement to demonstrate lack of authorization und&”he Gee
Reynolds Reply at 9. In response, NetApp contends that CFAA liability does noerequir

circumvention of any technological barriers, and that Reynolds lost his permssiotess
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NetApp’s systems (and knew that he lost that permission) as soon as he left TDCargeno |
performed services for NetApiseeNetApp Reynolds Opp’n at 15-19.

This Court agrees with NetApp that the scope of authorized computer access forurpg
of the CFAA does not depend entirely on circumvention of a technological barrier. irfthe N
Circuit and the Northern District of California have not squarely resolved whaihguter access
is unauthorized or exceeds authorization under the CFAA when a person has authorization u
an employment arrangement, bugnihchanges jobs, and the computer’'s owner has not disabled
that person’s access through technological controls. However, the weight of eutterity
supports NetApp’s interpretation.

In LVRC Holdings LLC v. Brekk#he Ninth Circuit confronted a simail case where a
company accused a former employee of violating the CFAAaiéng himself sensitive
documents while employed and by continuing to access the company'’s privatie \&ébsihis
employment ended. 581 F.3d 1127 (9th Cir. 2009). The court first addressed the definitions
“without authorization” and “exceeds authorized access,” concluding that “withthdraation”
in the CFAA refers only to access without any permissions atw hbld that a person uses a
computer ‘without authorization’ under 88 1030(a)(2) and (4) when the person has not receivg
permission to use the computer any purposésuch as when a hacker accesses someone’s
computer without any permission),when the employer has rescinded permission to access th
computer and the defendant uses the computer anyvdyat 1135 (emphases added). By
contrast, the court observed that “[t|he definition of the term ‘exceedsrengith@ccessrom
81030(e)(6) implies that an employee can violate empiplared limts on accessing information
stored on the computer and still have authorization to access that compaitehccordingly, the
Brekkacourt held that “an individual who is authorized to use a computer for certain purposes|
goes beyond those limitatisms considered by the CFAA as someone who has ‘exceed[ed]
authorized access.” On the other hand, a person who uses a computer ‘without authorization
no rights, limited or otherwise, to access the computer in questidnat 1133.

Based on theseefinitions,Brekkaaffirmed summary judgment that the worker’s access

while employed could not violate the CFAA because “there is no dispute that Brekka had
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permission to access the computdd” at 1133, 1135. As to postployment access, the Ninth
Circuit also affirmed summary judgment of no CFAA liability due to insufficient exadehat any
such access occurred, but noted: “There is no dispute that if Brekka accessed ittir@ation

on the LOAD websitafter he left the compang September 2003, Brekka would have accesseg
protected computer ‘without authorization’ for purposes of the CFAA.’at 1136 (emphasis
added). This indicates that the parties and the court recognized thabpbsiinment access could
be “without authorization,” ean in the absence of a technological barrier.

After Brekka the Ninth Circuit further addressed the scope of “authorization” under the
CFAA in its en banc decision ldnited States v. Nosa$76 F.3d 854 (9th Cir. 2012Nosalalso
involved a former employee, charged under the criminal provisions of the CFAA fatimipl
8 1030(a)(4) by asking current employees to steal confidential informatiomptbihektart a
competing businesdd. at 856. Relying on the text and legislative history of the CFAA and
Brekka the Ninth Circuit rejected the views of other Circuit Courts of Appeals andhatltthe
phrase ‘exceeds authorized access’ in the CFAA does not extend to violations sfriens.”

Id. at 863. Therefore, as an example, a person whpdranission to access customer lists for us
in preparing invoices does not “exceed authorized access” if she imperyngseds those

customer lists to a competitor. The court reasoned that a contrary inteopretatild vastly

expand liability for eeryday electronic activities, and “millions of unsuspecting individuals would

find that they are engaging in criminal condudd’ at 859. Accordingly, the court dismissed the
CFAA charge because “Nosal’'s accomplices had permission to access the cdatphage and
obtain the information contained withinld. at 864.

In exploring the contours of “exceeds authorized accessNabkalcourt interpreted this
phrase narrowly because the CFAA is “a statute whose general purpose is to punmi+-Haeki
circumvention of technological access barriensot misappropriation of trade secreta-subject
Congress has dealt with elsewhertd” at 863 (emphasis added). At the same time, the court
characterized “exceeds authorized access” to “refer to someare avthorized to access only
certain data or files but accesses unauthorized data e+filhat is colloquially known as

‘hacking.” For example, assume an employee is permitted to access onlyt pméatutation on
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the company’s computer but accesses customer data: He would ‘exceed| ] adtaccizss’ if he
looks at the customer listsld. at 856-57. Based on the foregoing stateméidsalstated that the
CFAA targets circumvention of “technological barriers” and “hacking,” but silgjgested that
accessing information that an employee does not have permission to accessudd &llicwithin
the CFAA. MoreoverNosaldid not directly address a situation like Reynolds’—although Nosa
was a former employee, the accomplices who allegedly stole information wexet@mployees
with authorized access. Thus, the Ninth Circuit’s current interpretation GfRA& does not
foreclose liability in Reynolds’ situation.

Furthermore, subsequent cases interpréiredtkaandNosalindicate that a non-
technological barrier can revoke authorizationWeingand v. Harland Financial Solutions, Inc.
another court in this district held that access by a former employee whosetizisdstill
functioned could support a CFAA claim. No0.1d-3109 EMC, 2012 U.S. Dist. LEXIS 84844
(N.D. Cal. June 19, 2012). There, the defendant company sought leave to plead a CFAA
counterclaim alleging that its former employee accessed 2,700 files withoottizatibn “after his
employment with Harlandsaa Senior Field Engineer was terminateldl’at *2. The court
rejected the employee’s contention that the counterclaim would not survive a motismigsdi
concluding: “Previous Ninth Circuit authority (watered byNosa) indicates that if a former
employee accesses information without permis®oan if his prior logn information is still
operative as a technical mattesuch access would violate the CFAAJ. at *9 (emphasis added)

(citing Brekka 581 F.3d at 1136). The court further expdain

Although Plaintiff's counsel contended at oral argument that Plaintiff's level of
verbal (or nortechnical) authorization was irrelevant because the only
“authorization” to which the statute speaks is “code” authorizatien\Whether
someone is terally blocked from certain files by some security measure such as a
password), Plaintiff offers no authority to support such a narrow interpretatisn. It
true thatNosaluses the phrase “physical access” to describe the expansive
interpretation of the CFAA the government proposed (and the court rejected).
Nosal 676 F.3d at 857 (rejecting the government’s proposition that “the language
could refer to someone who has unrestricted physical access to a computer, but is
limited in the use to which he can put the information”). However, the previous
sentence of the opinion makes clear that the court was concerned only with the
distinction between access and use, not with any distinction between types of
authorization pertaining to access.
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Id. at *7-9. ThusWeingandexpressly rejects Reynolds’ theory about the scope of authorized
access under the CFA/See alsddat World, Inc. v. KellyNo. CIV. S-12-01591, 2012 U.S. Dist.
LEXIS 113060, at *14-15 (E.D. Cal. Aug. 10, 2012) (as to CFAA claim that formelogeg
“accessed those computers after he resigned,” “the court concludes thaff plasnsifated a claim
under the CFAA by alleging facts from which the court can plausibly conclude featidat
exceeded his authorized access by continuing to acdesmation stored on company computers
and servers after his resignation”).

Reynolds does not distinguistieingand but rather points out that he “was never employd
by NetApp” and “was authorized to access NetApp’s databases at the time cédled albduct.”
Reynolds Reply at 10. However, neither of those points forecloses liability unddtAlde C
NetApp alleges that Reynolds lost authorization when he stopped working for TDCsakd el
that NetApp’s databases were restricted to “NetApp empkgad registered NetApp partners.”
First Am. Compl. {1 47, 51.

Reynolds relies on several other CFAA cases, but those are distinguishaldearfple,
Reynolds citeg&nki Corp. v. FreedmarNo. 5:13ev-02201-PSG, 2014 U.S. Dist. LEXIS 9169
(N.D. Cal. Jan. 23, 2014), to argue that an employee who has access to an employer&ygomp
cannot act without authorizatiorseeReynolds Mot. at 14-15. Howevétnkidismissed CFAA
claims where, unlike Reynolds, the alleged unauthorized access oauriregemployment:
“Before this terminatiorhowever, Freedman and Zuora accessed the Nimsoft servers on Zuof
network without authorization.Enki, 2014 U.S. Dist. LEXIS 9169 at *3 (emphasis add&be
alsolIntegral Dev. Corp. v. TolaNo. C 12-06575 JSW, 2013 U.S. Dist. LEXIS 153705, at *11
(N.D. Cal. Oct. 25, 2013) (dismissing CFAA claims; “at the time of the alleged #tmus the
materials, Tolat was working for Integral”). Other courts dismissingAC€laims have done so
when unauthorized access occurred prior to terminaiog, Quad Knopf, Inc. v. S. Valley Bio.
Consulting No. 1:13€V-01262, 2014 U.S. Dist. LEXIS 46985, at *11 (E.D. Cal. Apr. 3, 2014)
(dismissing CFAA claims where employees were “employed at the time of thedalle
transmittd’). Reynolds’ reliance osynopsys, Inc. v. Atoptech, Indo. C 13-2965 SC, 2013 U.S.

Dist. LEXIS 153089 (N.D. Cal. Oct. 24, 2013), is also misplacgeeReynolds Mot. at 16.
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Synopsyslid not hold that the CFAA requires breach of a technical barrier; rather, it abseate
“[n]either the Ninth Circuit nor Congress has fully explored the limits ofribenced distinction,”
and that “an alleged breach must be pled with enough clarity and plausibilityetthsttadccess
itsel—not just a particulanse—was prohibited.” 2013 U.S. Dist. LEXIS 153089 at *32-34.

Nimble notes that this district has held that the California Comprehensive Comptder D
Access and Fraud Act, Cal. Penal Code § 502, requires breach of a technologicabbalrie
argues thiathe same limitation should apply to the CFA8eeNimble Mot. at 1718. Nimble is
correct that irfFacebook, Inc. v. Power Ventures, Irtbe court held that § 502 is limited to “use
and access that circumvents technical or dwaked barriers.’No. C 08-05780, 2010 U.S. Dist.
LEXIS 93517, at *35 (N.D. Cal. July 20, 2018ge alsdn re Facebook Privacy Litig-791 F.
Supp. 2d 705, 716 (N.D. Cal. 2011) (“However, Plaintiffs do not allege that Defendant
circumvented technical barriers to gain access¢omputer, computer network or website.”).
However, § 502 is an entirely different statute than the CFAA, and Nimble identfigsthorities
holding that the two laws must be estensive with respect to unauthorized acc&see, e.g Enki,
2014 U.S. Dist. LEXIS 9169 at *9-10 (analyzing CFAA and § 502 separately).

NetApp analogizes this case to a conventional property crime, arguirtffuinder
Reynolds’ theory, a thief has license to burglarize a house because a winefbwpsh.” NetApp
Reynolds Opp’n at 15. However, a closer analogy would be a situation where a houseguest
receives a key, is then told he is no longer welcome but keeps the key, and the homeowatsr r
to change the lock. Reynolds’s arguments suggest that if the former houseguest cantarues
enter the house, the houseguest would not be acting “without authorization” or “exgged]i
authorized access,” even though he knows he may not return. Current CFAA doctrine does 1
allow this result. Accordingly, Reynolds’s arguments do not warrant dismissal of &letApp’s

CFAA claims on this basis.
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2. Fraud Pleading Sandard

For all asserted CFAA provisions (88 1030(a)(2)(C), (a)(4), and (a)(5)), Nimble and
Reynolds argue that CFAA claims require pleading with patticity because they resemble fraug
allegations, which have specific pleading standards under Fed. R. Civ. P. 9(b), and that NetA
failed to set forth sufficient specificity. Nimble Mot. at 20. Defendantspemarily onOracle
America, Inc. v. Servideey, LLG where another court in this district held that Rule 9(b)’s
heightened pleading requirements applied to the CFAA allegations at issieNwerC 12-00790
SBA, 2012 WL 6019580, at *6 (N.D. Cal. Dec. 3, 2012). However, the weight of authority
counsels that Rule 9(b) does not constrain NetApp’s CFAA claims here.

First, NetApp correctly points out that, at minimum, Nimble fails to pa&s&A
§ 1030(a}) from 88 1030(a)(2)(C) and (a)(5As noted above, § 1030(a)(4) targets persons wh
“knowingly andwith intent to defraugdaccesses a protected computer without authorization, or
exceeds authorized access, and by means of such c@urtloets the inteded fraudand obtains
anything of value” (emphases added). By contrast, 88 1030(a)(2)(C) and ¢a}¢h o
reference to “fraud.” Indeed, Nimble cites a case that expressly distueg those provisions for
pleading purposes: “Violations of subsections (a)(2) and (a)(5) do not need to be pled with
particularity.” Prop. Rights Law Grp., P.C. v. Lynddo. 13-00273, 2013 WL 479148%&,*4 (D.
Haw. Sep. 16, 2013). Thus, Nimble provides no basis for imputing a fraud pleading standard
881030(a)(2)(C)r (a)(5).

Second, most CFAA cases in this district have not applied Rule 9(b)’s pleading staodards

all CFAA claims. IneBay Inc. v. Digital Point Solutions, In¢he court ruled that eBay's CFAA
allegations based on violations of a user agreemeamtadequately pleaded, and thdtdud

under the CFAA only requires a showing of unlawful access; there is no need to plelednitats
of common law fraud to state a claim under the Act.” 608 F. Supp. 2d 1156, 1164 (N.D. Cal.
2009);see alsd~acebook]nc. v. Maxbounty, In¢.274 F.R.D. 279, 284 (N.D. Cal. Mar. 28, 2011)

3 Reynolds does not make this argument in his motion, but joins and incorporates by

reference Nimble’s motion. Reynolds Mot. asée alsd-ed. R. Civ. P. 12(g). The Court does
not approve of attempts to circumvent page limits, but addresses this argument las to bot
Defendants for completeness.
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(citing eBay “The Court sees no reason to depart from its previous analydsiit)yen v. Cisco
725 F. Supp. 2d 887, 892 (N.D. Cal. 2010) (“For purposes of the CFAA, ‘[t}he term “defraud”
simply means wrongdoing and does not require proof of common law fraud.”) (citatitteayni
Oracle Am., Inc. v. TERiIX Computer CNo. 5:13ev-03385-PSG, 2014 U.S. Dist. LEXIS 56t
*16-17 (N.D. Cal. Jan. 3, 2014) (refusing to apply Rule 9(b) to CFAA).

Third, Service Keyloes not require a contrary result. There, the court found[ijmate
instant casg the CFAA claims required heightened pleading because Oracle specificajlgdalle
fraudulent inducement and fraudulent trafficking of passwords. 2012 WL 6019580 at *6 (emp
added). The court also discus$ashrns v. Ford Motor Cowhere the NintlCircuit held that a
plaintiff must plead certain statutory claims with particulaififyaud is alleged: “While fraud is
not a necessary element of a clainder the CLRA and UCL, a plaintiff may nonetheless allege
that the defendant engaged in fraudulent conductin that eventthe claim is said to be
‘grounded in fraud’ or to ‘sound in fraud,” and the pleading . . . as a whole must satisfy the
particularity requirement of Rule 9(b).” 567 F.3d 1120, 1125 (9th Cir. 2009) (emphases adde
Thus, read together, the foregoing precedents require that CFAA claims underd (10 2@
pleaded with specificity only when fraudulent conduct is specifically allagehe basis for the
wrongdoing. See TERiIX2014 U.S. Dist. LEXIS 565t *16 (“Even acceptig Service Keys
persuasive authority, the court does not conclude that Rule 9(b) applies to CZ&A&'s
allegations in this case. The reason is that Oracle’s allegations here asamt to rely entirely
on a course of conduct that is fraudulent under California law.”). Here, NetApp lgesiahat
Reynolds and Nimble engaged in wrongdoing under the CFAA, but not any patterns oefnaudu
conduct at issue iBervice KeyandKearns. E.g, First Am. Compl. § 54. Accordingly, Rule 9(b)
does not apply to NetApp’s § 1030(a)(4) claims in this case.

3. “Damage”

Nimble and Reynolds argue that NetApp failed to plead any “damage” underAi#e CF
Defendants raise this argument with respect to § 1030(a)(5) of the CFAA, but not 88 (20@D)a)
or (a)(4). Section 1030(a)(5) requires “damage” to a plaintiff's computer systemsorsect

1030(e)(8) defines “damage” aarly impairment to the integrity @vailability of data, a program,
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a system, or information.” However, Defendants cite multiple cases hohdintglamage” means
harm to computers or networks, not economic harm due to the commercial value of treeliata it
SeeCapitol Audio Access, Inc. v. Umemdum. 2:13ev-00134, 2013 WL 5425324, at *2-3 (E.D.
Cal. Sept. 27, 2013New S. Equip. Mats, LLC v. Keendlo. 3:13CV162, 2013 WL 5946374t
*6-8 (S.D. Miss. Nov. 5, 2013) (collecting casdsaymers Ins. Exchange v. Steele Ins. Agency,
Inc., No. 2:13ev-00784, 2013 WL 3872950, at *21 (E.D. Cal. July 25, 2013) (“Indeed, a number
of courts have noted that ‘costs not related to computer impairment or computer dareaggs
compensable under the CFAA.”” (citation omittedfee alscPNC Motg. v. Superior Mortg.
Corp., No. 09-5084, 2012 U.S. Dist. LEXIS 25238, at *10-11 (E.D. Pa. Feb. 27, 2012) (holding
that harm “in the form of lost customers, lost customer relationships and othexshfiginot
sufficient to state a claim under the CFAAANdritz, Inc. v. S. Maint. ContractokLC, 626 F.
Supp. 2d 1264, 1266 (M.D. Ga. 2009) (holding “lost revenue caused by the misappropriation |of
proprietary information and intellectual property from an employer’s compuges “not
recoverable under CFAA’B 1030(e)(11) (separately defining “loss” as “any reasonable cost”).

NetApp does not plead any such “damage” in plausible detail, alleging only thadhm
integrity of its data, programs, and computer system.” First Am. Compl. T 90.d)idit&pp
alleges only that Reynolds accessed its databases without permission, not&émabed any
systems or destroyed any dagee idJ 49. In its Opposition, NetApp does not distingulsh
casesabove, but instead points to conclusory allegatiortsah under its separate claim for
trespass to chattel, and claims that its databases were damaged becausentiaaibimfaierives
value from its exclusivity.” NetApp Nimble Opp’n at 12-13. Therefore, NetApp hasiftol
plead facts showing any cognizable damage under the CFAA. AccordinghpiNeCFAA
claims against Reynolds and Nimble under § 1030(a)(5) are dismissed with lementb a

4. AllegationsSpecific toNimble

NetApp alleges that Nimble violated the CFAA under two theories: (1) Nirsble

vicariously liable for Reynolds’acts and (2) Nimble conspired with ReynoldSeeFirst Am.

Compl. 11 84-85. NetApp claims that Nimble violated § 1030(a)(2)(C) “with Reynoldg adi
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its agent in the course and scope of his employment and for the benefit of hisezrivntolyle,”
and that “Reynolds and Nimble” violated 88 1030(ag@dd (a)(5).1d. 11 8587.

As to vicarious liability, courts have held that an employer can be vicaricaisly for an
employee’s violations of the CFAA if those transgressions occur in the scopg@lofyamant or the
employer directs the employee’s contuSee, e.g SBM Site Servs., LLC v. Garrdito. 10¢ev-
00385, 2012 U.S. Dist. LEXIS 24130, at *15 (D. Colo. Feb. 27, 2012) (“It is reasonable to infe
that Garrett accessed SBM'’s laptop during the time that he was employed witmdbiethe
scope ouch employment.”YCharles Schwab & Co. v. CarteXo. 04 C 7071, 2005 U.S. Dist.
LEXIS 21348, at *20 (N.D. lll. 2005) (“the Court assumes that Congress drafted th& WilAan
intent to permit vicarious liability”). Here, Nimble argues that NetApp failed taddisets that
could show that Nimble directly employed or controlled Reynolds. The Court agre&sppN
alleges that Reynolds “is a Systems Engineer with Nimble Storage Austkaliarfted (‘Nimble
AUS’), the Australian proprietary companyntmlled by Nimble.” First Am. Compl. § 6. Thus,
NetApp identified “Nimble” and “Nimble AUS” as separate (if related) entitidswever, NetApp
now tries to argue that “Reynolds was a Nimble employee,” NetApp Ninfighén@t 6, even
though NetApp repeatlly pleaded that Reynolds’s employment was “with Nimble AUS,” First
Am. Compl. 11 48-49Cf.id. § 47 (referring to Reynolds “working for Nimble”). Although
NetApp alleges that Nimble handles certain operations like recruitment andfbiridgnble AUS
(id. 11 48), there are no allegations that Nimble AUS was Nimble’s alter ego, or thaeNimb
directed Reynolds’s unauthorized accés3eeCity of Los Angeles v. San Pedro Boat Wp8&5
F.3d 440, 453 (9th Cir. 2011) (noting “ordinary rule that an employee’s knowledge may be
imputed only to his employer, and not to the employer’s parent company”). NetApis Hdsaer
Reynolds “used” stolen information “on behalf of Nimblef. { 54), but even ithese vague
allegationswvere truethey would not establsthat Reynolds violated the CFAA at Nimble’s

behest. Accordingly, NetApp has not sufficiently pleaded vicarious liabjamnst Nimble.

4 NetApp cites correspondence that supposedly shows that Nimble answeregltquerie

Nimble AUS. SeeKhachatourian Decl. 1 8-9, Exs. F, G. Those facts are outside the complai
andshould not be considered in a motion to dism&seMarder, 450 F.3d at 448.
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Regarding conspiracy, NetApp’s First Amended Complaint also falls shorallEgations
under 8 1030(b), other courts have required specific allegations of an agreement and comm
activities to state a conspiracy clair@eelTrademotion, LLC v. Marketcliq, IndB57 F. Supp. 2d
1285, 1294 (M.D. Fla. 2012) (recommending dismissal of § 1030(b) claim due to lack of facts
showing “a knowing agreement with another to commit the unlawful atiation Club Servs.,
Inc. v. RodriguezNo. 6:10ev-247, 2010 U.S. Dist. LEXIS 39572, at *5-6 (M.D. Fla. Apr. 22,
2010). In the context of civil conspiracy, “[t]Jo survive a motiorismiss, plaintiff must allege
with sufficient factual particularity that defendants reached some expligitibunderstanding or
agreement.”Alfus v. Pyramid Tech. Corp/45 F. Supp. 1511, 1521 (N.D. Cal. 1990). In this
case, NetApp provides no factual allegations that indicate a conspiracy othérethanet
statement that “Reynolds and Nimble conspired to commit acts.” First Am. Compl. &3. T
Court need not assume that such legal conclusions areSea#bal, 556 U.S. at 678.

NetApp’s claims against Nimble under the CFAA are hereby dismissed withtteave
amend. In seeking to amend its complaint, NetApp must address the deficiencies above

C. Supplemental Jurisdiction

Because the parties are not completierse seeFirst Am. Compl. 181, NetApp’'s
CFAA claim provides the sole basis for federal subject matter jurisdiction in gasNatApp’s
remaining causes of action against Nimble and Reynolds are based on state |#vaasdsof
actionagainst its former employees involve state law. A federal court may exsugplemental
jurisdiction over state law claims “that are so related to claims in the action withiro[thésk
original jurisdiction that they form part of the same caseoatroversy under Article 1l of the
United States Constitution.” 28 U.S.C. 8§ 1367(a). Conversely, a court may declinecteeexe
supplemental jurisdiction wheréhe claim substantially predominates over the claim or claims
over which the district court has original jurisdictibrid. 8 1367(c)(2). As noted abowegcourt
should consider “economy, convenience, fairness, and confyi; 114 F.3cat 1001 (internal

guotation marks omitted).
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1. Claims Against Former Employees

NetApp has pleaded claims for trade secret misappropriation against Klute bad We
breach of contract against all employees, intentional interference with cardacontractual
relations against Weber, and unfair competition against all emplogeesirst Am. Compl. Of
the eleven enumerated causes of action, seven involve state law claims pleadedebxalyminst
the former employees. The employees argue that these claims do not tommarcnucleus of
operative fadwith the CFAA claims agast Nimble and Reynolds and, in the alternative, that
these claims predominate over the CFAA allegati®@eseEmployees Mot. at-8. The Court
agreedhat supplemental jurisdiction is not appropriate here.

First, the Court is not convinced that a common factual nucleus existsNetAppasserts
that there is a locus for all claims againsafendants because the state law claims involve “(1
Nimble, the employer common to all defendants; (2) interpretation of the termsiti¢adle
NetApp employment contracts, the obligations arising therefrom, to be construeCafiftenia
law; and (3) relate to a common scheme executed by Nimble and by the individnalas to
harm NetApp’s business interest$:irst Am. Compl. 12; see alsdNetApp Employees Opp’n at
7 (claiming a “wideranging plot). These bare allegations of a “common scheme” fail to establi
sufficient factual overlap As explained above, NetApp’s CFAA claims are based on Reynolds’
unauthorized access. Reynolds was a contractor, not a NetApp employee, aeddus all
misconduct occurremh Australiaafter he switchetb NimbleAUS. Reynolds never signed a
NetApp employment contract. By contrast, the former employees allegetdynformation
while working forNetApp in the United Stateand at least Weber and Binning allegedly discuss
stealing secrets for Nimble togeth&eeFirst Am. Compl. § 58, 61. Thus, contrary to NetApp’s
contentions, interpretation of the NetApp employment contract is irrelemaRefynolds.See
Titan Global LLC v. Rasmussedo. 12CV-2104-LHK, 2012 U.S. Dist. LEXIS 171484, at *35-34
(N.D. Cal. Dec. 2, 2012) (declining supplental jurisdiction over claim requiring interpretation of
agreement not at issue in other claim€etApp does nadllege that Reynolds collaborated with

or even knew—-any of the fiveformer NetAppemployeesand herefore offersio basis for finding
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a “common scheme” between Reynolds #mese employees who are titber individual
Defendantsn this case

The parties cite several cases involving supplemental jurisdiction relatedsesoof action
thatdo not involve the CFAA and are not directly analogdasg, Taiwan Semiconductor Mfg.
Co. v. Semiconductor Mfg. Int'l CorgNo. C-03-5761-MMC, 2004 U.S. Dist. LEXIS 29717 (N.D
Cal. Apr. 21, 2004) (patent infringement, trade secret, and unfair competition claimst agai
common defendants)Monolithic Powe Sys., Inc. v. O2 Micro Int’l, LtgdNos. C 04-2000, C 06-
2929, 2006 WL 2839134, at *4 (N.D. Cal. Oct. 3, 2006) (patent infringement and unfair
competitionagainstcommon defendants). However, other courts have declined supplemental
jurisdiction ove state law claims despite retaining a CFAA claifng, Contemporary Servs.
Corp. v. HartmanNo. 08-02967, 2008 WL 3049891, at *4 (C.D. Cal. Aug. 4, 2008) (dismissing
multiple claims under 8§ 1367(c)(2) because “Plaintiffs’ state law claims ieolr@ader scope of
issues and proof than the CFAA claimDeman Data Sys., LLC v. Schessél. 8:12ev-2580-T-
24, 2014 U.S. Dist. LEXIS 13063, at *17-20 (M.D. Fla. Feb. 3, 2014) (dismissing unjust
enrichment clainunder 8§ 1367(a), but retaining othetespite CFAA claim).In other recent
cases, courts have retained state law claims in connection with a CFAA al&im shiuations
where both sets of claims were asserted against the same defeidgntéovelPoster v. Javitch
Canfield Grp, No. 13-cv-05186-WHO, 2014 U.S. Dist. LEXIS 46375, at *15-16 (N.D. Cal. Apr.
1, 2014);Absolute Energy Solutions, LLC v. Troscl&lio. H-13-3358, 2014 U.S. Dist. LEXIS
12772, at *10 (S.D. Tex. Feb. 3, 2014jere, all of NetApp’s claims against the employees are
exclusivelythe province ottate law and bear little factual relation to the CFAA allegations.

Second, eveif the claims against the employees war#iciently related to the CFAA
claims to form a common case or controversy under § 1367(a), the Cexaisex its discretion
under 8§ 1367(c)(2) to decline supplemental jurisdicti®ae United Mine Workers v. GihI383

U.S. 715, 726 (1966) (“It has consistently been recognized that pendent jurisdiction is a doctr

> At oral argument on May 8, 2014, NetApp’s counsel conceded that NetApp does not k

whether any of the six individual Defendants other than Weber and Binameginy knowledge
of each other, further indicating that NetApp has not fully investigated theafdoasis for alleging
an overarching scheme.
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discretion, not of plaintiff's right.”). The factors of economy, convenience dssrand comity
further confirmthatNetApps remaining state law claims should be dismissBus case is still at
the pleading stage, and faymal discovery has taken plac&eeECF No. 63t 2122. Judicial
resources are best conserved by dismissing the case at this[$taggaims againsteynolds and

againsthe employees involveifferentconduct, legal theories, agegographidocations, and will

thus likely require different sources of prodfurthermore, dismissal promotes comity as it enables

California courts to interprehe multiple, overlapping questions of state law that NetApp
presentS For these reasons, the Court declines to exercise supplemental jurisdiction over
NetApp s claimsagainst Weber, Klute, Glick, Binning, and Alduino.

2. Claims Against Reynolds and Nimble

Nimble alleges multiple state law claims against both Reynolds and Nimble. As explai
aboveregardinghe forme employee Defendantslaims based on conduct other than Reynolds’s
illegal computer access are not sufficiently related to the CFAA claims tonwataplemental
jurisdiction. Accordingly, the Court looks the substance of the remaining claims against
Reynolds and Nimble for overlap with the CFAA allegations.

Against Reynolds, NetApp pleads claims for trespass to chattel, breach of tc@mtac
unfair competition. NetApp’s assertions forgbeclaims are based on the samelochalleged for
the CFAA claim namely Reynolds’s unauthorized access of NetApp’s computer systaas.
e.g, First Am. Compl. 1 113 (breach of contract; “Reynolds breached the Use trewstriy
engaging in the unauthorized reproduction andistribution of the Synergy softwareqgram,
data, and portions thereof.”). Accordingly, they form a common nucleus of operatsxitadhe
CFAA allegations. The state law claims do not predominate because the undmsyhdlgt is the
same and will likely involve similar sources of pfo Therefore, the Court elects to retain
supplemental jurisdiction over the state law claims against Reynolds.

Against Nimble, NetApp pleads claims for trespass to chattel, trade secreprogsédion,

intentional interference with contract and coatual reldions, and unfair competition. The

6 NetApp has not provided any reasons why it could not pursue all of its causes ofractio

California state court.
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misappropriation and intentional interference claims degetelyon the former employees’ theft
of proprietary information, not on Reynolds’s alleged CFAA violatidseFirst Am. Compl.
1110204 (“Nimble acquired NetApp trade secneformation from Weber and Klute . . . ."); 157-
59 (“Nimble interfered with the contracts” of the employeé&¥)erefore, the Court declines to
exercise jurisdiction over these claims agahtisnble.

NetApp’s unfair competition cause of action against Nimble is based on Nimble’s
“unlawful” conduct with regard to the CFAAJ. 1 167, and on Nimble’s “‘unfair’ business
practices” regarding NetApp’s former employees and confidential infaymad. 1 16869. As
explained above, NetApp’s CFAA claim against Nimble is dismissed with teearmend. Thus,
the Courtdismisses with leave to ameNetApp’s unfair competition cause of action based on
Nimble’s allegedunlawful conduct with regard thhe CFAA. The Court need not reach Nimble’s
other arguments for dismissal under Rule 12(b)(6) or for a more definite statiemder Rule
12(e). Similarly, NetApp’s trespass to chattel claim against Nimble is loadddnble’s alleged
unlawful conduct wh regard tahe CFAA,see id.f1 9395, and the Coudismisses thislaim
with leave to amendThe Court need not reach Nimble’s other arguments against this claim.

On the other hand, the Court declines jurisdiction dletApp’s unfair competitiowause
of actionagainst Nimbldor Nimble’s alleged unfair business practices the same reasons that
the Court declines supplemental jurisdiction dMetApp’s state lavelaims against NetApp’s
former emplyees.

D. Sufficiency of Remaining ClaimsAgainst Reynolds

Because the Court denies Reynolds’s motion to disNes&pp’s CFAA claim and
exercises supplemental jurisdiction over the remaining state law claims alggiedt him, the
Court addresses Reynolds’s motion to dismiss those claiher Rule 12(b)(6).

1. Trespass to Chattel and Unfair Competition

Reynolds argues that NetApp’s causes of action for trespass to chattel and unfa
competition(Cal. Bus. & Prof. Code § 17208je preempted by California’s Uniform Trade
Secrets Act (“CUTSA). SeeReynolds Mot. at 17-18. The Court agrees.
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By statute, the CUTSA supersedes other civil remedies based on trade secret
misappropriation.SeeCal. Civ. Code 8§ 3426.7(b)(2) (“This title does not affect . . . other civil
remedies that are not basgabn misappropriation of a trade secret.”). California courts have ry
that “CUTSA’s ‘comprehensive structure and breadth’ suggests a legistagme o occupy the
field,” and that CUTSA preempts common law claims that are “based on the samasmmidhcts
as the misappropriation of trade secrets claim for relid.C. Multimedia, Inc. v. Bank of Am.
Tech. & Operations, Inc171 Cal. App. 4th 939, 954-58 (2009) (citations omitfe@he test for
whether a claim overlaps with the CUTSA involves “a factual inquiry, one thatiega the
conduct alleged in the claimfd. at 958. Under this inquiry, courts have found that CUTSA car
preempt claims for unfair competition under 8 172@0.at 961-62 (affirming preemption ruling
because “appellant’s statutory unfair competition claim rests squardty factual allegations of
trade secret misappropriatign Indeed, this Court has dismissed claims including trespass to
chattel and uiair competition due to CUTSA preemptioBeeSunpower Corp. v. SolarCity Corp.
No. 12-CV-00694-LHK, 2012 U.S. Dist. LEXIS 176284, at *38-47 (N.D. Cal. Dec. 11, 2012)
(dismissing claims becausedch ofSunPower’s NofTrade Secret Claims allegim essence that
Defendants violated SunPower’s rights by acquiring, disclosing, and/or using, vatimsenti(e.
misappropriating) SunPower’s proprietary information.”).

Here, NetApp’s allegations against Reynolds regarding trespass &l aehadtunfair
competition stem entirely from misappropriation of proprietary information, enthas
preempted. For trespass to chattel, NetApp alleges its computer systemeptaitories of
valuable proprietary information,” First Am. Compl. 1 93, and the only such value thapiNetA
identifies isderived from “its exclusivity,” NetApp Reynolds Opp’n at 20. Similarly, for unfa
competition, NetApp states only that “Reynolds and Nimble’s conduct “is ‘unlawfodiuse,
among other reasons, they violated the Computer Fraud and Abuse Act and comrapitess ti@

chattels.” First Am. Compl.  167. Therefore, NetApp has not alleged any miscbgduct

! Federal carts have followed California courts’ interpretation of the preemptivetedfe
the CUTSA. SeeMattel, Inc. v. MGA Entm’t, Inc782 F. Supp. 2d 911, 987 (C.D. Cal. 2010) (“In
an effort to align with the California courts that have addressed this issue, the@mludes that
UTSA supersedes claims based on the misappropriation of confidential informatidimemdrenot
that information meets the statutory definition of a trade secret.”).
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Reynoldswith respect to these two claims other than theft of secret informadieaHeller v.
Cepia, LLG No. C 11-01146 JSW, 2012 U.S. Dist. LEXIS 660, at *20 (N.D. Cal. Jan. 4, 2012)
(noting that “common law claims premised on the wrongful taking of information thatabe
gualify as a trade secret are also superseded” by CUTSA).

NetAppdoes not contest the conclusibiat these claims are factually-egtensive with
CUTSA. Rather, NetApprgues only that preemption does not apply because NetApp did not
plead a CUTSA claim againReynolds. SeeNetApp Reynolds Opp’n at 19rhis argument is
meritless. NetApp identifies no authority stating that preemption applies a@UWTSA claim is
actually pleaded; indeed, such a rule would defeat preemption by allowingffsamti
intentionally omit CUTSA claims in favor of other claims. Moreover, courts havkthat
“CUTSA providesthe exclusive civil remedygr conduct falling within its terms.'Silvaco Data
Sys. v. Intel Corp184 Cal. App. 4th 210, 236 (201@mphasis addedyverruled on other
grounds byKwikset Corp. v. Superior Coub1l Cal. 4th 310 (2011)See als&Kovesdy v. Kovesdy
No: C 10-02012, 2010 U.S. Dist. LEXIS 100940, at *8 (N.D. Cal. Sept. 13, 2010) (“The UTSA
provides the exclusive remedy for trade secrstppropriation under California law.” (citing
Silvacq); Mattel, 782 F. Supp. 2d at 961 (“An allegation of trade secret misappropriation is nof
prerequisite to UTSA supersession.Accordingly, NetApp’s claims for trespass to chattel and
unfair competion against Reynolds are dismisseth leave to amendWhile it appears unlikely
that NetApp can allege facts that would avoid preemptidhesfe claim&gainst Reynoldst is
not evidenthat amendment isurrentlyfutile.® SeeReynolds Mot. at 18-19.

2. Breach of Contract

Reynolds further moves to dismiss NetApp’s claim for breach of contraatngripat
NetApp “has failed to plausibly allege Reynolds’s breach or any darhagegnolds Mot. at 19-
20. The Court disagrees. NetApp stated that Reynolds agreed to certain conesirtatbns for
use of NetApp’s Synergy software and breached those restrictions througthnzed

reproduction and/or distribution of the Synergy software program, data, and ptréoes,” and

8 The Court need not address Reynolds’s separate argumetitnigsing the claim for

trespass to chattel. The Court also need not reach the parties’ argumettagegdTSA
preemption of other causes of action against other defendants at this time.
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by “use]] of the confidential and proprietary information contaitimedein.” First Am. Compl.
19112-13. Reynolds argues that the First Amended Complaint is “bereft of any factuatialieyy
that Reynolds engaged in any such activitigReéynolds Mot. at 19. However, NetApp alleged
that Reynolds accessed Synergy six times in June 2013 and obtained confidentietioh
without authorization, in violation of a Download Warning. First Am. Compl. 1 49, 51.
Additionally, NetApp has alleged that Reynolds’s improper access caused ¢ivabeatim by
disseminating confidential informatiorsee idf{ 5354, 114-15. AccordinglyNetApp has
adequately alleged breach of contract against Reynolds.

IV.  CONCLUSION

For the foregoing reasonsef@ndants’ motions to dismiss are GRARD IN PART AND
DENIED IN PART as follows.

Reynolds’s motion to dismiss for lack of personal jurisdiction is denied. Reynoldstgimg
to dismiss NetApp’s CFAA claim with respect to § 1030(a)(5) is granted witk eaamend, and
otherwise denied. Reynolds’s motion to dismiss NetApp’s claims for trespdsattiel and unfair
competition are granted with leave to amend. Reynolds’s motion to dismiss Netigapi for
breach of contract is denied.

Nimble’s motion to dismiss NetApp’s CFAA claim is granted as tplathdedCFAA
provisions with leave to amendNimble’s motion to dismiss NetApp’s claims for trespass to
chattel and for unfair competition (as to the allegations regarding “unlaggntiuct with regard
to the CFAA) is granted with leave to amend. The Court declines supplemestditjion over
NetApp’s state law claims against Nimble for trade secret misappropriation, intentional
interference with contract and contractual relations, and unfair compéétdn the allegations
regarding “unfair’ business practic8s

The employees’ motion to argss all of NetApp’s claims for lack of supplemental
jurisdiction is granted.

NetApp’sRequest for Judicial Notids granted. NetApp’s motion for leave to conduct

jurisdictional discovery is denied as moot.
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Defendantsprior motiors to disniss (ECF Nos. 22-24) and NetAppprior motion for
leave to conduct jurisdictional discovery (ECF No. 26), which were withdrawn withejutpre
by stipulation beforeNetApp s First Amended Complaint, are denied as moot.

If NetApp fails to file an amended complainttiin 21 days of this Order or to cure the
deficiencies addressed in this Order, these claims will be dismissed wittligeeflaintiff may
not add new claims or parties without leave of the Court or stipulation by thesgantgiant to

Federal Rule o€ivil Procedure 15.

IT 1S SO ORDERED. Z m\’
Dated:May 12, 2014 {J-'

LUCY HQKOH
United States District Judge
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