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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION
Case No.: 13-CV-05226-LK

IN RE ADOBE SYSTEMS, INC. PRIVACY
LITIGATION

ORDER GRANTING IN PART AND
DENYING IN PART DEFENDANT
ADOBE SYSTEMS INC.’S MOTION TO
DISMISS

N N N N N N N

In this consolidated litigatn, Plaintiffs Christian Duké&Duke”), Joseph Kar (“Kar”),
Christina Halpain (“Halpain”)Jacob McHenry (“McHenry”)Anne McGlynn (“McGlynn”), and
Marcel Page (“Page”), individually and on behaflithose similarly isuated (collectively,
“Plaintiffs”) bring claims against Defendant AdoBgstems, Inc. (“Adod’) arising out of an
intrusion into Adobe’s computer network2013 and the resulting data breach. Consol. Compl.
(“Compl.”) ECF No. 39. Pending before the CasrAdobe’s Motion to Dismiss, in which Adobe
seeks dismissal of all of Plaintiffs’ claim(8Mot.”) ECF No. 45. Plaintiffs have filed an
Opposition, (“Opp’'n”) ECF No. 47, and Adobe Hasd a Reply, (“Reply”) ECF No. 50. Having
considered the submissions of the partiestaadelevant law, the Court hereby GRANTS IN

PART and DENIES IN PARTRdobe’s Motion to Dismiss.
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BACKGROUND

A. Factual Allegations

Except where indicated, the facts in thisteecare taken from Plaintiffs’ Complaint and
accepted as true for the purposes of this Motion.

1. Adobe’s Products and Services

Adobe is a multinational software company that sells and licenses printing, publishing,
multimedia, and graphics software. Compl. { 1doBe sells a wide range of products, including
Photoshop (a widely-used digital imaging progyamd ColdFusion (used by web developers to
build websites and Internet applicatiorid).| 19. Adobe’s products andrgiees are available in
two forms. Some Adobe software, such as €ofion, is sold through licenses, where customers
pay a single licensing éeto use the softwarkl. Other Adobe products are available through
Adobe’s subscription-based “Ctaee Cloud,” where customers paymonthly fee to use Adobe’s
products and servicekl.

Adobe collects a variety of stomer information. Custonmeof licensed-based products
must register their products, which requicestomers to provide dobe with their e-malil
addresses and create a username and password for Adobe’s Wwetlisttme of these customers
purchased their licenses online frémobe directly, and thus alsogided Adobe with their credit
card numbers and expiration dateswad as other billing informatiork.g, id. 1 19, 78, 96.
Creative Cloud customers are required to keegcéime credit card on filevith Adobe, which is
charged automatically accordingtte customer’s subscription pldd. § 19. In addition, some
Creative Cloud customers statheir files and work products in Adobe’s “clou&’g, id. I 84. As
a result of the popularity ofdobe’s products, Adobe has collected personal information in the
form of names, e-mail and mailing addressdspteone numbers, passwords, credit card number
and expiration dates from millions of customéds Y 22, 50-55.

All customers of Adobe products, includinge@tive Cloud subscribers, are required to
accept Adobe’s End-User License Agreements (“EULA”) or General Terms ofdJ§e29. Both

incorporate Adobe’s Privacy Policy, whichopides in relevant pa “[Adobe] providel[s]
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reasonable administrative, tectali, and physical security conlsdo protect your information.
However, despite our efforts, no security colstare 100% effective arldobe cannot ensure or
warrant the security of your personal infotmoa.” (“Agreement”) ECF No. 46-2 at 4. Adobe’s
Safe Harbor Privacy Policy, which supplement®oBe’s Privacy Policy, similarly provides that
“Adobe . . . uses reasonable physical, electramd, administrative safeguards to protect your
personal information from loss; misuse; or uth@rized access, disclosure, alteration, or
destruction.” Compl. § 32. Adobe makes similar espntations regarding ggcurity practices on
its websitesld. {1 33-39.
2. The 2013 Data Breach

In July 2013, hackers gained unaarized access to Adobe’s serveds.{ 48. The hackers
spent several weeks inside Adobe&work withoutbeing detectedd. By August 2013, the
hackers reached the databasa#a&ining customers’ personal imfioation, as well as the source
code repositories for Adobe produdts. The hackers then spent tgpseveral weeks removing
customer data and Adobe source code fratob®’s network, all while remaining undetectiet.
The data breach did not come to light untip@enber, when independent security researchers
discovered stolen Adobe source code on the Intdthét.49.Adobe announced the data breach g
October 3, 2013d. 9 50. Adobe announced that the haskarcessed the personal information of
at least 38 million customers, including nanlegjn IDs, passwords, credit and debit card
numbers, expiration dates, and mailing and e-mail addrdds§¥.50-52. Adobe confirmed that
the hackers copied the source code foumber of its products, including ColdFusideh. | 53.
Adobe subsequently disclosed that the hackers able to use Adobe’s systems to decrypt
customers’ credit card numbers, whicld teeen stored in an encrypted fotoh.§ 57. The Court
will refer to this sequence of events as the “2013 data breach.”

Following the 2013 data breach, researchers aded that Adobe’s security practices wer
deeply flawed and did not conform to industry standddd4l 59. For example, though customers
passwords had been stored in encrypted fordependent security researchers analyzing the

stolen passwords discovered that Adobe’sygtmn scheme was poorly implemented, such that
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the researchers were able to decrypt a subdtaotigon of the stolen passwords in short ordlekr.
1 63. Adobe similarly failed to employ intrusidetection systems, properly segment its network
or implement user or network level system contriolsy 62. As a result of the 2013 data breach,
Adobe offered its customers one year of freeitradnitoring services and advised customers to
monitor their accounts and credit reports for fraud and tlieff 54, 56.
3. The Plaintiffs

Plaintiffs are customers of Adobe licedg@oducts or Creative Cloud subscribers who
provided Adobe with their personal information. Plaintiffs Kar and Page purchased licensed
products directly from Adobe and provided Adobe with their names, email addresses, credit g
numbers, other billing informattn, and other personal informatidd. 1Y 77-78, 95-96. Plaintiff
McHenry purchased an Adobe licensed prodaicti provided Adobe with a username and
passwordld. 11 98-99. Plaintiffs Duke, Halpain, and McGlynn subscribed to Adobe’s products
and provided Adobe with their names, emdili@sses, credit card numbers, other billing
information, and other personal informatidd. f 74-75, 83-84, 90. Plaintiffs Duke, Kar, Halpain
and McGlynn are Californiaitizens and residentil. 1 10-12, 14. Adobe inforad all Plaintiffs
that their personal information had been cornused as a result die 2013 data breachl. {1 76,
80, 85, 92, 97, 100. Following the 2013 data breRtdintiffs Kar and Halpain purchased
additional credit monitoring servicdsl. 1 81, 86.

B. Procedural History

The seven cases underlying this consolidatgubn were filed irthis Court between
November 2013 and January 20$4eECF No. 1; Case No. 13-CV-5611, ECF No. 1; Case No.
13-CV-5596, ECF No. 1; Case No. 13-CV-5930Hb. 1; Case No. 14-CV-14, ECF No. 1,
Case No. 14-CV-30, ECF No. 1; Case 14-CV-157, ECF No. 1. The Court related the
individual cases in December 2013 and January Z8@&,Nos. 19, 22, 26and consolidated them
on March 13, 2014, ECF No. 34. Plaintiffs fildekir Consolidated Complaint on April 4, 2014.
ECF No. 39. Adobe filed its Motion to Bmiss on May 21, 2014, ECF No. 45, with an

! Unless otherwise noted, all remaining EQ&tions refer to Case Number 13-CV-5226.
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accompanying Request for Judidsdtice, (“Def. May 21 RIN”) ECINo. 46. Plaintiffs filed their
Opposition on June 11, 2014, ECF No. with an accompanying Request for Judicial Notice,
(“Pl. RIN") ECF No. 48. Adobe filed its Repbn July 2, 2014, ECF & 50, along with a second
Request for Judicial NoticéDef. July 2 RIN") ECF No. 51.

. LEGAL STANDARDS

A. Rule 12(b)(1)

A defendant may move to dismiss an actianldcek of subject mattgurisdiction pursuant
to Federal Rule of Civil Procedure 12(b)(A)motion to dismiss for lack of subject matter
jurisdiction will be granted if the complaint on fece fails to allege facts sufficient to establish
subject matter jurisdictiorfeeSavage v. Glendale Union High ScB43 F.3d 1036, 1039 n.2 (9th
Cir. 2003). If the plaintiff lacks standing under Al#idll of the U.S. @nstitution, then the court
lacks subject matter jurisdiction, and the case must be dism&sesteel Co. v. Citizens for a

Better Env’t 523 U.S. 83, 101-02 (1998). In consideraBule 12(b)(1) motion, the Court “is not

2 Although a district court gendlgmay not consider any material beyond the pleadings in
deciding a Rule 12(b)(6) motion, the Court may takkcial notice of documdas referenced in the
complaint, as well as matterstime public record, without conwerg a motion to dismiss into one
for summary judgmentee Lee v. City of L.A250 F.3d 668, 688-89 (9th Cir. 2001). A matter
may be judicially noticed if its either “generally known withithe trial cout’s territorial
jurisdiction,” or “can be accurdieand readily determined from sources whose accuracy cannof
reasonably be questionééred. R. Evid. 201(b).

Here, Adobe requests that the Court takegqatinotice of the transcript of the case
management conference hearing held befaseGburt on March 13, 2014. Def. May 21 RJN Ex.
A. This transcript is an apprapte subject for judial notice, as it is enatter of public record.
Adobe also requests that the Cidake judicial notice of Adobe Privacy Policies of May 7, 2012
and December 20, 2018, Exs. B, C; Adobe’s General Terms of Ugk Ex. D; and the
subscription terms for Adobe’s Creative Cloud,Ex. E. These documents are referenced and
guoted in the Complaing.g, Compl. 11 5, 29, 30-32, 84, 91, 99, 119-120, 129, and the Court n
therefore take judicial notice of these documents under the doathiimeorporation by reference.
See, e.gKnievel v. ESPN393 F.3d 1068, 1076 (9th Cir. 20@8)strict court may consider
“documents whose contents are alleged in a taimtpand whose authenticity no party questions,
but which are not physically attachtxthe [plaintiff's] pleading” (Heration in original) (internal
guotation marks omitted)). Finally, Adobe request the Court take judial notice of three
newspaper articles discussing Adobe’s security problems. Def. July 2 RIN Exs. A, B, C. The
may take judicial notice of the existence of thesports as indication @fhat was in the public
realm, but not for the veracity ohg arguments or facts contained withfsee Von Saher v. Norton
Simon Museum of Art at Pasadeb82 F.3d. 954, 960 (9th Cir. 2010). Accordingly, the Court
GRANTS Adobe’s Requests for Judicial Notice dated May 21, 2014 and July 2, 2014.

Plaintiffs request that the Court take judicial notice of one of Adobe’s End User License
Agreements (“EULA"). Pl. RINEx. A. The EULA is referenced in the Complaisgg, e.g.

Compl. 11 29-32, 41, 105, and is publicly availainieAdobe’s website. Accordingly, the Court
GRANTS Plaintiffs’ Request for Judicial Noticeee Knievel393 F.3d at 1076.

5
Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.’S MOTION TO
DISMISS

nay

Cou




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

restricted to the face of the pleadings, but meayew any evidence, such as affidavits and
testimony, to resolve factual disput@sicerning the existence of jurisdictiodMcCarthy v. United
States 850 F.2d 558, 560 (9th Cir. 1988). Once a pargyrhaved to dismiss for lack of subject
matter jurisdiction under Rule 1%(1), the opposing party bedhe burden of establishing the
court’s jurisdictionsee Chandler v. State Farm Mut. Auto. Ins.,G88 F.3d 1115, 1122 (9th Cir.
2010), by putting forth “the manner and degreewélence required” by whatever stage of the
litigation the case has reachédjan v. Defenders of Wildlif&04 U.S. 555, 561 (199Xee also
Barnum Timber Co. v. Envtl. Prot. Agenég3 F.3d 894, 899 (9th Cir. 2011) (at the motion to
dismiss stage, Article Ill standing adequately demonstrateddhgh allegations of “specific facts
plausibly explaining” why the standing requirements are met).

B. Rule 8(a)

Rule 8(a)(2) of the Federal Rules of Civil Procedure requires a complaint to include “a
short and plain statement of the claim showing that the pleader is entitled to relief.” A complaint
that fails to meet this standard may be dss®d pursuant to Federal Rule of Civil Procedure
12(b)(6). The Supreme Court has held that Rud¢ &quires a plaintiff to plead “enough facts to
state a claim to relief that is plausible on its fa@zll Atl. Corp. v. Twomb|y650 U.S. 544, 570
(2007). “A claim has facial plausibility when tp&intiff pleads factual@ntent that allows the
court to draw the reasonable inference thatdéfendant is liable fadhe misconduct alleged.”
Ashcroft v. Igbgl556 U.S. 662, 678 (2009). “The plausibilitastiard is not akito a probability
requirement, but it asks for more than a shessipdity that a defendaritas acted unlawfully.Id.
(internal quotation marks omitted). For purposéruling on a Rule 12(b)(6) motion, a court
“accept[s] factual allegations in the complaintrag and construe[s] the pleadings in the light
most favorable to the nonmoving partianzarek v. St. Paul Fire & Marine Ins. €619 F.3d
1025, 1031 (9th Cir. 2008).

However, the Court need not accept as trugaliens contradicted by judicially noticeable
facts,Shwarz v. United State®34 F.3d 428, 435 (9th Cir. 200@nd the “[C]lourt may look

beyond the plaintiff's complaint tmatters of public record” wibut converting the Rule 12(b)(6)
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motion into one for summary judgme@taw v. Hahn56 F.3d 1128, 1129 n.1 (9th Cir. 1995).
Nor is the Court required to “assume the truttegfal conclusions merely because they are cast
the form of factual allegations.Fayer v. Vaughn649 F.3d 1061, 1064 (9th Cir. 2011) (per
curiam) (quoting/N. Mining Council v. Wati643 F.2d 618, 624 (9th Cir. 1981)). Mere “conclusor
allegations of law and unwarranted inferencesiasufficient to defeat a motion to dismiss.”
Adams v. Johnsoi355 F.3d 1179, 1183 (9th Cir. 2004g,cord Igba) 556 U.S. at 678.
Furthermore, plaintiffs may plead themselves owtanirt if they “plead facts which establish that
[they] cannot prevail on [their] . . . claimWeisbuch v. Cnty. of L.AL19 F.3d 778, 783 n.1 (9th
Cir. 1997) (internal quotation marks and citation omitted).

C. Rule9(b)

Claims sounding in fraud or mistake are subjedhe heightened pleading requirements g
Federal Rule of Civil Procedure 9(b), which requitest a plaintiff allegig fraud “must state with
particularity the circumstances cangting fraud.” Fed. R. Civ. P. 9(b3eeKearns v. Ford Motor
Co, 567 F.3d 1120, 1124 (9th Cir. 2009). To satRfye 9(b)'s heightened standard, the
allegations must be “specifimeugh to give defendants noticetbé particular misconduct which
is alleged to constitute the trd charged so that they can defagéinst the charge and not just

deny that they have done anything wrorfggmegen v. Weidnet80 F.2d 727, 731 (9th Cir.

1985). Thus, claims sounding in fraud must allege “an account of the time, place, and specifi¢

content of the false representations as well as #itoks of the parties to the misrepresentations

Swartz v. KPMG LLP476 F.3d 756, 764 (9th Cir. 2007) (pewriam) (internal quotation marks
omitted). “The plaintiff must set forth what idda or misleading about a statement, and why it i
false.”In re Glenfed, Inc. Sec. Litigd2 F.3d 1541, 1548 (9th Cir. 1994) (en basuperseded by
statute on other grounds as statedRianconi v. Larkin253 F.3d 423, 429 n.6 (9th Cir. 2001).

D. Leave to Amend

If the Court determines th#te complaint should be dismiskét must then decide whether
to grant leave to amend. Under Rule 15(a) ofRfbeeral Rules of Civil Procedure, leave to amen

“should be freely granted when justice so requires,” bearing in mind that “the underlying purp
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of Rule 15 . . . [is] to facilitate decision on the merits, rather than on the pleadings or
technicalities."Lopez v. Smitl203 F.3d 1122, 1127 (9th Cir. 20den banc) (internal quotation
marks omitted). Nonetheless, a court “may exelitssdiscretion to deny leave to amend due to
‘undue delay, bad faith or dilatory motive on pafrthe movant, repeated failure to cure
deficiencies by amendments previously allowed, urptegudice to the opposing party . . ., [and]
futility of amendment.””Carvalho v. Equifax Info. Servs., L1629 F.3d 876, 892-93 (9th Cir.
2010) (alterations in original) (quotirkgpman v. Davis371 U.S. 178, 182 (1962)).
lll.  DISCUSSION

Plaintiffs assert four cause$action in their Complaint. Adobe seeks dismissal of all four
claims. The Court will addressach claim and Adobe’s corpanding objections in turn.

A. Customer Records Act Claim

Plaintiffs’ first cause of actiors for injunctive relief on behatéf the California Plaintiffs
for violations of Sections 1798.81.5 and 179%8the California Civil Code (“CRA"Y The CRA

provides in relevant part that:

A business that owns or licenses personfarmation about a California resident
shall implement and maintain reasorabsecurity procedures and practices
appropriate to the nature of the infotioa, to protect the peonal information
from unauthorized access, destruction, use, modification, or disclosure.

Cal. Civ. Code § 1798.81.5(b). Section 1798.82, fgpats, requires businesses to “disclose any
breach of the security of the system following disery or notification othe breach . . . in the
most expedient time possible and withaaoteasonable delay.” Cal. Civ. Code 8§ 1798.82(a).
Plaintiffs allege that Adobe digbt and does not maintain “reasorebécurity practices” to protect

customer data, in violation of Secti@i@98.81.5 of the CRA, and did not promptly notify

3 Adobe refers to Sections 1798.81.5 and 1798.82 as the “California Data Breach Notification
seeMot. at 6, whereas Plaintiffs refer to thosetgats as the “Californi€ustomer Records Act,”
seeOpp’n at 6. The Court agreesdth Plaintiffs that Sectin 1798.81.5 deals with more than
notification in theevent of a breacltgeeCal. Civ. Code 8§ 1798.81.5(d) (“[T]he purpose of this
section is to encourage businesed own or license personafanmation about Californians to
provide reasonable security for that informatipn&ccordingly, the Court will refer to these
sections as the Customer Records Act (“CRAfer the name of the Title under which they
appearSeeCal. Civ. Code tit. 1.81 (“Customer Records”).
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customers following the 2013 data breach, inatioh of Section 1798.82 of the CRA. Compl.
17 112-113.

Plaintiffs request injunctiveelief pursuant to Sectioh798.84(e) of the CRA, which
provides that “[a]ny business thablates, proposes to violate, lwas violated this title may be
enjoined.” Plaintiffs also bagteir request for relief on tHenlawful” prong of California’s
Unfair Competition Law (“UCL"), Cal. Bus. & Prof. Code 88 17261Gseq. which allows
plaintiffs to “borrow” violations of other lawand treat them as unlawful competition that is
independently actionabl€el-Tech Commcn’s, Inc. v. L.A. Cellular Tel. @2 Cal. 4th 163, 180
(1999).

Adobe argues that Plaintiffs do not alleggiry-in-fact resultingrom Adobe’s alleged
violation of the CRA and thus do not have Artitllestanding to bring their CRA claim. Mot. at 6-
7. For the same reasons, Adobe contend$laaitiffs do not havstatutory standing under
Section 1798.84(e), which alsajeres a showing of injuryd. As a result, Adobe contends that
Plaintiffs’” CRA claim must be dismissed fiack of jurisdiction. Tle Court addresses both
contentions in turn, beginning, asnust, with Artide Ill standing.

1. Article 1l Standing

To have Atrticle 11l standing, a plaintiff muptead and prove that she has suffered sufficie
injury to satisfy the “case or controversyqrerement of Article Il of the United States
Constitution.See Clapper v. Amnesty Int'l USA U.S. ---, 133 S. Ct. 1138, 1146 (2013) (**One
element of the case-or-controversy requirement’as plaintiffs ‘must establish that they have
standing to sue.” (quotinRaines v. Byrd521 U.S. 811, 818 (1997))). To satisfy Article 11l
standing, a plaintiff must #refore allege: (lipjury-in-fact that is con@te and particularized, as
well as actual or imminent; (2) that the injusyfairly traceable to #challenged action of the
defendant; and (3) that the injuryredressable by a favorable rulilgonsanto Co. v. Geertson
Seed Farmss61 U.S. 139, 149 (201(jriends of the Earth, Inc. v. Laidlaw Envtl. Servs. (TOC),
Inc., 528 U.S. 167, 180-81 (2000). “The party invokinddral jurisdiction bears the burden of
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establishing these elements . . . with the maandrdegree of evidence required at the successi\
stages of the litigationLujan, 504 U.S. at 561.

In a class action, named plaintiffs represegnt class “must allege and show that they
personally have been injured, not that injury besn suffered by other, unidentified members of
the class to which they belong antich they purport to representWarth v. Seldin422 U.S. 490,
502 (1975). “[I]f none of the named plaintiffs parting to represent a class establishes the
requisite of a case or controvemsith the defendants, none may seek relief on behalf of himself
any other member of the clas®"Shea v. Littleton414 U.S. 488, 494 (1974).

In the instant case, Plaintiffs allege that thaye all suffered at leasne of three types of
cognizable injuries-in-fact: (1) incrsed risk of future harm; (2) cost mitigate the risk of future
harm; and/or (3) loss of the lua of their Adobe products. Oppat 7-11. The Court begins by
assessing the adequacy Plaintiffs’ alleged iepirThe Court will then address Adobe’s argument
that even if Plaintiffs have Acle 11l standing to bring a clairhased on Adobe’s alleged violation
of Section 1798.81.5 (the “reasd&’ security measures prowvisi), Plaintiffs do not have
standing to bring a dlia based on Adobe’s alleged violatiof Section 1798.82Ke notification
provision), because Plaintiffs do not allege thaty suffered any particular injury stemming from
Adobe’s failure to reasonabhptify Plaintiffs of the 2013 data breach. Mot. at 7.

a. Increased Risk of Harm

Plaintiffs claim that they ardlat increased risk of future harm as a result of the 2013 data

breach. Opp’n at 7. Adobe counters that such “ineask” is not a cognizad injury for Article
[l standing purposes. Mot. at 10. The Ninth Circuidiesed Article Il stading in the context of
stolen personal information Krottner v. Starbucks Corp628 F.3d 1139 (9th Cir. 2010). In
Krottner, a thief stole a laptop frotarbucks containing the unengtgd names, addresses, and
social security numbers of roughly 97,000 Starbucks emplolked.1140. Some of the affected
employees subsequently sued Starbuckadgligence and breach of implied contrédat.
Starbucks argued that the employees did not beareling because there was no indication that

any of the employees’ personal information hadrbomisused or that the employees had suffered
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any economic loss as a result of the tHdftat 1141-42. The Ninth Ciuit disagreed, holding
instead that “the possibility of future injurgay be sufficient to confer standing” where the
plaintiff is “immediatelyin danger of sustaining sond@ect injury as the result of the challenged
conduct.”ld. at 1142 (alteration omitted) (internal quata marks omitted). As to the specific
facts before it, the Ninth Circuit held that the Btazks employees alleged “a credible threat of re
and immediate harm stemming from the thefa ¢dptop containing theunencrypted personal
data.”ld. at 1143. Based on this “credilifereat of real and immed&harm,” the Ninth Circuit
found that the employees “sufficiently allegediajury-in-fact for puposes of Article 111
standing.”ld.

Adobe does not dispute thatottneris directly on pointSeeMot. at 11; Reply at 3.
However, Adobe contends that subsequent Supeourt authority foreokses the approach the
Ninth Circuit took to standing iKrottner. Reply at 3. Specifically, Adobgaims that the Supreme
Court’s decision irClapper v. Amnesty International US&pressly rejected “[a]llegations of
possiblefuture injury” as a basis fdkrticle Il standing, requiring ingtad that a “threatened injury
[] be certainly impendindo constitute injury in fact.” Mot. at 1@iting Clapper, 133 S. Ct. at
1147). Adobe argues that followi@@apperdistrict courts in data bach cases regularly conclude
that increased risk of future harm is insuffigiemconfer Article Ilistanding under the “certainly
impending” standardd. (citing In re Sci. Applicatns Int'l Corp. Backup Tape Data Theft Litig.
(“SAIC), --- F. Supp. 2d ---, 2014 WL858458 (D.D.C. May 9, 2014Jtrautins v. Trustwave
Holdings, Inc, --- F. Supp. 2d ---, 2014 WL 960816 (N.D. lll. Mar. 12, 20X23jaria v.
Nationwide Mut. Ins. Co--- F. Supp. 2d ---, 2014 WL 689703 (S.D. Ohio Feb. 10, 2@algnco
v. Omnicell, Inc.988 F. Supp. 2d 451 (D.N.J. 201B);e Barnes & Noble Pin Pad LitigNo. 12-
8617, 2013 WL 4759588 (N.D. Ill. Sep. 3, 2018unker v. Pandora Media, IndNo. 11-3113,
2013 WL 1282980 (N.D. Cal. Mar. 26, 2013)). Adob&ms that the only case to hold otherwise,
In re Sony Gaming Networks & Customer Data Security Breach LitigatioR. Supp. 2d ---,

2014 WL 223677 (S.D. Cal. Jan 21, 2014), has been “relegatethud sekreference.” Motat 11
(citing SAIG 2014 WL 1858458, at *8Adobe encourages thioGrt to conclude thatlapper
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implicitly overruledKrottnerand tojoin the district courts that havejected the “increased risk of
harm” theory of standing i€lappers wake.ld. at 10-11. For the following reasons, the Court
declines to do so.

Clapperaddressed a challenge to Section 702 @Rbreign Intelligence Surveillance Act
of 1978 (“FISA”), 50 U.S.C. § 1881a. 133 S. Ctla#2. Respondents were U.S.-based attorney
human rights, labor, legal, and di@ organizations who alleged thheir work required them to
communicate with individuals outside the Unitethtes who were likglto be targets of
surveillance undeSection 702ld. at 1145.The respondents asseriafury based on “an
objectively reasonable likelihood thidseir communications [would] be acquired [under FISA] at
some point in the futureld. at 1146. As an initial mattethe Supreme Court held that the
“objectively reasonable likelihoodstandard was inconsistenitivprecedent iguiring that
“threatened injury must beertainly impendindo constitute injury in fact.ld. at 1147 (emphasis
added) (quotingVhitmore v. Arkansagl95 U.S. 149, 158 (1990)). The Supreme Court emphasi
that “allegations opossiblefuture injury are not sufficientd. (internal quotation marks omitted).
Turning to the respondents’ theory of injuthe Supreme Court found that it was both too
speculative to constitute “certainiyjpending” injury and too attenuatéal be “fairly traceable” to
Section 702ld. at 1147-48.

As the Supreme Court noted, the resporsiditt not allege that any of their
communications had actually beiatercepted, or even that th@@rnment sought to target them

directly.Id. at 1148. Rather, the respondergjument rested on the ghly speculativéear” that:

(1) the Government will decide to targee communications of non-U.S. persons
with whom they communicate; (2) in doing so, the Government will choose to
invoke its authority under Egtion 702] rather than ilizing another method of
surveillance; (3) the Article Il judgesvho serve on the Foreign Intelligence
Surveillance Court will conclude thahe Government's proposed surveillance
procedures satisfy [Section 702]'s manyegaiards and are consistent with the
Fourth Amendment; (4) the Governmentill succeed in intercepting the
communications of respondentintacts; and (5) respondentill be parties to the
particular communications th#te Government intercepts

Id. The Supreme Court held that thisghly attenuated” chin of possibilitiesdid not result in a

“certainly impending” injuryld. The Court observed that thesti three steps of the chain
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depended on the independent choices of the Gmerhand the Foreign Intelligence Surveillancd
Court, yet the respondents couldyospeculate as to what decisitiose third parties would take

at each stepd. at 1149-50 (“[W]e have been reluctanetedorse standing theories that require

guesswork as to how independent decisionmakers will exercise their judgment. . . .”). Moreover,

respondents could not shavith any certainty thatheir communications with the foreign persons
allegedly under surveilla® would be interceptett. As a result, the overall chain of inferences
was “too speculative” to cotigite a cognizable injuryd. at 1143.

The Supreme Court acknowledged that its predsdeio not uniformly require plaintiffs to
demonstrate that it igerally certainthat the harms they identify will come about” in order to ha
standingld. at 1150 n.5 (emphasis added). Rather, in some cases, the Supreme Court has fo
standing “based on a ‘substantial risk’ that therhill occur, which may prompt plaintiffs to
reasonably incur costs to mitigate or avoid that hardh.(citing Monsantg 561 U.S. at 153-54;
Pennell v. City of San Jos#85 U.S. 1, 8 (1988Blum v. Yaretskyt57 U.S. 991, 1000-01 (1982);
Babbitt v. Farm Workers142 U.S. 289, 298 (1979)). The Supredmairt declined to overrule that
line of cases. However, the Court conclude@lapperthat “to the extent that the ‘substantial risk|
standard is relevant and is dist from the ‘clearly impending’equirement, respondents fall short
of even that standard, in ligbf the attenuated chaof inferences necessary to find harm hela.”

Clapperdid not change the law governing Artidlestanding. The Supreme Court did not
overrule any precedent, nor did it reformulateftimailiar standing requirements of injury-in-fact,
causation, and redressabilftaccord Sony2014 WL 223677, at *8-9 (“[T]he Supreme Court’s
decision inClapperdid not set forth a new Atrticle Il &mework, nor did the Supreme Court’s
decision overrule previous precedent . . .Clappermerely held that the Second Circuit had
strayed from these well-established standingagules by accepting @o-speculative theory of
future injury.Seel33 S. Ct. at 1146 (characterizing thex@nd Circuit’s view of standing as

“novel”). In the absece of any indication ilClapperthat the Supreme Court intended a wide-

* Indeed, the “certainly impending” language can be traced back to a 1923 dd@singylvania
v. West Virginia262 U.S. 553, 593 (1923), and has be&danumerous times in U.S. Supreme
Court cases addressing standing in the intervening dec&ekese.gLujan, 504 U.S. at 564 n.2;
Whitmore 495 U.S. at 158abbitt, 442 U.S. at 298.
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reaching revision to existing standing doctrities Court is reluctant to conclude tidapper
represents the sea changattAdobe suggests. Moreov&@lappers discussion of standing arose
in the sensitive context of a claim that atbeanches of governmewtere violating the
Constitution, and the U.S. Supreme Court iteelied that its standirgnalysis was unusually
rigorous as a resulid. at 1147 (“Our standing inquiry has beespecially rigorous when reaching
the merits of the dispute would force us to deavhether an action takdédy one of the other two
branches of the Federal Government was uncotistial.” (alteration omitted) (internal quotation
marks omitted)).

“[D]istrict courts shold consider themselves bound by [{ervening higher authority and
reject the prior opinion of [the Ninth Circuit] &swving been effectively overruled” only when the
intervening higher authority is “clearly irreccilable with [the] prior circuit authority Miller v.
Gammie 335 F.3d 889, 900 (9th Cir. 2003) (en banc). The Court does not firtdrttater and
Clapperare clearly irreconcilabl&rottner did use somewhat differephrases to describe the
degree of imminence a plaintiff musitege in order to have siding based on a threat of injury,
i.e,, “immediate[][] danger of sustaining some direct injury,” and a “credibteahof real and
immediate harm.” 628 F.3d at 1142-43. On the other Halaghperdescribed the harm as
“certainly impending.” 133 S. Ct. at 1147. However, this difference in wording is not substanti
At the least, the Court finds thigtottner's phrasing is closer tGlappers “certainly impending”
language than it is to the Sea Circuit’'s “objective reasonablikelihood” standard that the
Supreme Court reversed@lapper. Given thaKrottner described the imminence standard in
terms similar to those used@iapper, and in light of the fact that nothing @lapperreveals an
intent to alter established standing piples, the Court cannot conclude tKabttner has been
effectively overruled.

In any event, even Krottneris no longer good law, the threaed harm alleged here is
sufficiently concrete and imminent to sati§iiapper. Unlike inClapper, where respondents’
claim that they would suffer future harm resteda chain of eventbat was both “highly

attenuated” and “highly speculati’d,33 S. Ct. at 1148, the risk tHRlaintiffs’ personal data will
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be misused by the hackers who breached Adobéionieis immediate and v real. Plaintiffs

allege that the hackers deliberately targetddl®®’s servers and spesgtveral weeks collecting

names, usernames, passwords, email addrgdgsmse numbers, mailing addresses, and credit card

numbers and expiration dates. Conf{§].48, 50. Plaintiffs’ personal information was among the
information taken during the breadd. 11 76, 80, 85, 92, 97, 100. Thus, in contrastlapper,
where there was no evidence that any of respondemnsnunications either had been or would b
monitored under Section 702e133 S. Ct. at 1148, here there is no need to speculate as to
whether Plaintiffs’ information has been stolen and what information was taken.

Neither is there any need to speculate as to whether the hackers intend to misuse the
personal information stolen in tR®13 data breach or whether tiveyl be able to do so. Not only
did the hackers deliberately targedobe’s servers, but Plaintifidlege that the hackers used
Adobe’s own systems to decryqpistomer credit card numbers. Confpb7. Some of the stolen
data has already surfaced on the Internet, and béwokers have allegedly misused it to discover
vulnerabilities in Adobe’s productkl. 11 49, 70. Given this, the dangeatPlaintiffs’ stolen data
will be subject to misuse can plausiblydescribed as “certainly impending.” Indeed, the
threatened injury here could be more immineny @nPlaintiffs could alege that their stolen

personal information had already been misused. Mewo require Plaintiffs to wait until they

actually suffer identity theft or credit card fraudarder to have standing would run counter to the

well-established principle that hma need not have already occutr@ be “literally certain” in

order to constitute injury-in-factClapper, 133 S. Ctat 1150 n.5see also, e.gMonsanto 561

® The Court further notes that retjng Plaintiffs to wait for the threatened harm to materialize in
order to sue would pose a standing problem ahis, because the more time that passes betwes
a data breach and an instance of identity thedtmbre latitude a defendant has to argue that the
identity theft is not “&irly traceable” to the defendant’stddreach. Indeed, Adobe makes this
very argument in its Motion. Specifically, Adobeesplates that Plaintiff Halpain may also have
been a victim of recent data breaches involving @aagd Neiman Marcus, and thus that Halpain
allegation that her personal data appeared ackanarket websites” is not fairly traceable to
Adobe’s 2013 data breach. Mot. at 9 & n.8. This argpinfails, given that #re is no factual basis
for Adobe’s speculation that Halpaivas a customer of either Tatgr Neiman Marcus, let alone
that Halpain’s personal data was compromised in data breaches involving these companies.
15
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U.S. at 153-54 (finding that a “substial risk of gene flow” frongenetically engineered alfalfa
crops to non-genetically engineered alfalfa craps sufficient to conferticle 11l standing)®

The cases Adobe cites in which district courts have religdapperto dismiss data
breach cases on standing grounds are factdadtinct from the present case.3AIC the case on
which Adobe most heavily relies, a thief broke iatoar in San Antonio, kas and stole the car’'s
GPS and stereo, as well as gqpted backup data tapes containing personal medical informatior
for over four million U.S. military membersd their families. 2014 WL 1858458, at *2. As the
SAICcourt found, the thief would need to haveagized the data tapes for what they were,
obtained specialized equipment to read the tdpeken the encryption ptecting the data on the
tapes, and then obtained specialigeftware to read the data, béfore being in any position to
misuse the datdd. at *6. Such a chain of possibilities, tBAICcourt held, was as attenuated as
the chain the Supreme Court rejecte€lapper, especially given the more likely possibility that
the thief had simply sold the GPS and stereodischrded the data tapts a landfill somewhere
in Texas.”ld. The facts oSAICstand in sharp contrast toode alleged here, where hackers
targeted Adobe’s servers in ordersteal customer data, at leasme of that data has been
successfully decrypted, and some of the infaionmastolen in the 2013 data breach has already
surfaced on websites used by hackers.

Adobe’s other authorities are similarly distinct. The thiePalancoalso stole a laptop out
of a car. 988 F. Supp. 2d at 456. Again, there wadlegasion that the thief targeted the laptop fof
the data contained therein, and the plaintiff “aia#ly concede[d]” thashe had not alleged “any
misuse of her [personal information] or [] that $lva]s now at an increased risk for the misuse of
her information in the future based on the theft of the laptdpdt 467.In both Strautinsand
Barnes & Nobleit was unclear if the pintiffs’ information had ben taken at all. 2014 WL

960816, at *6-7; 2013 WL 4759588, at *4. Finally Yianker the plaintiff did not allege that he

® It is also worth noting thatlapperwas decided on summary judgmeseel33 S. Ct. at 11486,

which requires that a plaintiff come forward wélgreater degree of eedtiary proof to support

her standing allegations than is required at the motion to dismiss stadajjan504 U.S. at 561.
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had provided any sensitive information (such asedit card number orsocial security number)
or that anyone had breached th&ddant’s servers. 2013 WL 1282980, at *5.

The case with facts closest to those at issue h&aealasia. In that case, hackers obtained ¢
variety of personal information, though not creditd information, from the servers of an
insurance companysalaria, 2014 WL 689703, at *1. The court dieed to find standing based on
increased risk of future harm, reasoning tha¢tiar plaintiffs would be harmed depended on the
decision of the unknown hackers, who may or mayatteimpt to misuse the stolen information.
Id. at *6. The Court finds this reasing unpersuasive—after alhy would hackers target and
steal personal customer d#taot to misuse it?—and declines to follow it. Regardl€ssdaria’s
reasoning lacks force here, where Plaintiffs alkbge some of the stolaedata has already been
misusedSeeCompl. 1 49, 70.

In sum, the Court finds that Plaintiffs’ alleégms of a concrete and imminent threat of
future harm suffice to establish Article Il imptin-fact at the pleadgs stage under bo#rottner
andClapper

b. Cost to Mitigate

In addition, Plaintiffs allegéhat Plaintiffs Halpain and Kar have standing based on the
reasonable costs they incurred to mitigate theeimsed risk of harm resulting from the 2013 data
breach. Opp’n at 1GeeCompl. 11 80-81, 86-87 (alleging thddlpain and Kar paid for data
monitoring services). ThBupreme Court held i@lapperthat plaintiffs “cannot manufacture
standing merely by inflicting harm on themselbased on their fears of hypothetical future harm
that is not certainly impendingI33 S. Ct. at 1151. In so holding, the Supreme Court rejected tf
Clapperrespondents’ argument ththey had standing because they had taken on costly and
burdensome measures to protect tafidentiality of treir communicationdd. Even where the
fear of harm was not “fanciful, paranoid, @herwise unreasonabldtie Supreme Court noted,
plaintiffs cannot secure a lower standard fanding “simply by making an expenditure based on

[that] fear.”]d.
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As this last quote indicates, the Suprenoeil€s primary concern was that the Article Il
standing standard would be “water[ed] downd& iplaintiff who otherwis lacked standing could
manufacture an injury-in-fact “for the price of a plane tickit.(internal quotation marks
omitted);accord SAIC2014 WL 1858458, at *7 (“Put anothgay, the [Supreme] Court has held
that plaintiffs cannot createastding by ‘inflicting harm on themseds’ to ward off an otherwise
speculative injury.” (quotinglapper, 133 S. Ct. at 1151)). Therefore,order for costs incurred in
an effort to mitigate the risk of future harmdonstitute injury-in-fact, the future harm being
mitigated must itself be imminehtAs the Court has found that &laintiffs adequately alleged
that they face a certainly impending future harm from the theft of their personaemtaypra
Part Ill.A.1.a, the Court finds &t the costs Plaintiffs Halpain and Kar incurred to mitigate this
future harm constitute additional injury-in-fact

For the foregoing reasons, the Court finds Blatntiffs have plasibly alleged that the
substantial risk of harm Plaintiffs face folong the 2013 data breaclnstitutes a cognizable
injury-in-fact. The costs Plaintiffs Halpain and Kacurred to mitigate this risk of harm constitute
an additional cognizable injury. €Court further finds that Plaiffs plausibly alege both that
these injuries are “fairly traceabl® Adobe’s alleged failure tmaintain “reasonable” security

measures in violation of Section 1798.81.5 andtti@telief sought wouldedress these injuries.

’ The precise degree of imminence required isesghat uncertain. While a “certainly impending”
risk of future harm would undoubtedly be suffidignmminent to confestanding on a plaintiff
who took costly measures to mitigate that riSlapperdid not overrule priocases that have found
standing where a plaintiff incurs costs in ordemitigate a risk of harm that is “substantial.” 133
S. Ct. at 1150 n.5 (there can be standing “baseal‘substantial risk’ that the harm will occur,
which may prompt plaintiffs toeasonably incur costs to mitigate or avoid that harm”). The
ClapperCourt declined, however, to determine whetnésubstantial” risk of future harm is
meaningfully different from a “certainly impending” risk of future haB8ee id(“But to the extent
that the ‘substantial risk’ standard is reletvand is distinct from the ‘clearly impending’
requirement, respondents fall short of even stetdard, in light ofhe attenuated chain of
inferences necessary to find harm here.”). Tosirt need not resawvhether there is any
practical difference between the two formulatieitber, as the Court finds that Plaintiffs’
allegations meet the “caihly impending” standard.
8 plaintiffs additionally allege that they suffereconomic injury in the form of lost value, both
because the software Plaintiffs paid fonav “highly vulnerable to attacks,” and because
Plaintiffs Halpain and McGlynn auld not have subscribed @reative Cloud had they known of
Adobe’s substandard security practiceseOpp’n at 10. As the Court has already found that all
Plaintiffs have Article Il standlig to pursue their CRA claims based on an increased risk of har
and, in the case of Plaintiffs Halpain and Kar, sasturred to mitigate that risk of harm, the Cou
need not address this additional theory of standing.
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The Court therefore concludes that Plaintiffs haglequately pleaded that they have Article Ili
standing to bring a CRA claimifeviolations of Section 1798.81.5.
C. Section1798.82

Adobe argues that even if Plaintiffs haveqaately alleged injurin-fact stemming from
Adobe’s alleged failure to implement reasonable sgcomeasures, Plaintiffs have not alleged any
injury traceable to Adobe’alleged failure to reasonaliptify customers of the 2013 data breach
in violation of Section 1798.82, bacse Plaintiffs do not allege thétey suffered any incremental
harm as a result of the delay. Mot. at 7. The Cagrees that Plaintiffs do not allege any harm
resulting from the delay in their Complaint, dldintiffs do not address this argument in their
Opposition except to argue that tHegve statutory (as opposedAdicle Ill) standing to bring a
Section 1798.82 clainteeOpp’'n at 11.

Article III's standing requiremeds are mandatory and separate from any statutory standi
requirements. Article 11l standing @&so claim- and relief-speatfi such that a plaintiff must
establish Article Il standing for each ofrhgaims and for each form of relief sougiee
DaimlerChrysler Corp. v. Cun®47 U.S. 332, 352 (2006) (“[O]ur standing cases confirm that a
plaintiff must demonstratstanding for each claim he seeks to presd.”};We have insisted . . .
that a plaintiff must demonstestanding separately for each form of relief sought.” (internal
guotation marks omitted)). Plaintiffs’ claim that Adobe failed to reasonably notify its customers
the 2013 data breach is distinct from Plaintiffglici that Adobe failed to maintain reasonable da
security measures—in that the claims arise uddgsrent statutory mvisions and challenge
different Adobe conduct—and Plaiffisi seek different injunctiveelief to remedy each violation.
CompareCompl. 1 116 (seeking injunction orderiAgobe to implement various security
measures)yith id. § 117 (seeking injunction ordering Adotmenotify customers affected by the
2013 data breach who have not gexteived notice that their datas stolen). Thus, the Court
concludes that Plaintiffs museparately establish Article 11l standing under Section 1798.82.
However, by failing to allege any injury resultifrgm a failure to provide reasonable notification

of the 2013 data breach, Plaintiffs have not playslleged that they have standing to pursue a
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Section 1798.82 claim. Accordingly, the Court @RTS Adobe’s Motion to Dismiss Plaintiffs’
Section 1798.82 claim for lacking Afticle 11l standing. Because Plaintiffs may be able to cure
this deficiency in an amended complaihis dismissal is without prejudice.

2. Statutory Standing

The CRA also containsstatutory standing requirenteisection 1798.84, the remedies
provision of the CRA, provides thdia]ny customer injured by @iolation of this title may
institute a civil action to rexver damages,” Cal. Civ. Codel§98.84(b), and the California Court
of Appeal has held that this injury requiremapplies “regardless of the remedies [a plaintiff]
seek][s],"Boorstein v. CBS Interactive, In@22 Cal. App. 4th 456, 466-67 (2018ycord Murray
v. Time Inc.554 F. App’x 654, 655 (9th Cir. 2014). Therefpwhere a plaintiff fails to allege a
cognizable injury, the plaintiff “lacks statuyostanding” to bring a claim under Section 1798.84,
“regardless of whether [the] afjations are sufficient to stageviolation of the [statute].”
Boorstein 222 Cal. App. 4th at 467 (internal quotation marks omitted).

Although Section 1798.84 does not define whatlifjas as an injury under the statute,
other courts in the Ninth Circuit i@ found that an injury that sdtess Article IlI's injury-in-fact
standard suffices to establistatutory injury under the CRA&ee, e.gMiller v. Hearst Commc'ns,
Inc., No. 12-733, 2012 WL 3205241, at *6 (C.D. Cal. Aug. 3, 20B2ayrstein v. Men’s Journal
LLC, No 12-771, 2012 WL 2152815, at *3-4 (C.D.IClune 14, 2012). As Adobe does not
contend, and as the Court has no reason to betletethe CRA'’s statoty standing requirements
are more stringent than Articld’s, the Court finds that Plairfts’ allegations of injury-in-fact
satisfy the CRA’s statutory standing requiremfentthe same reasons these allegations satisfy
Article Ill. See supr#art I11.A.1.

In summary, the Court DENIES Adobe’s W to Dismiss Plaintiffs’ CRA claim for
violations of Section 1798.81.5. The Court GRANA&be'’s Motion to Dismiss Plaintiffs’ CRA

claim for violations of Sdwmn 1798.82 without prejudice.
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B. Declaratory Relief

Plaintiffs’ second cause of action is for declargtrelief on behalf o&ll Plaintiffs. Compl.
11 118-124. As a preliminary matter, the partissgliee over whether the federal Declaratory
Judgment Act, 28 U.S.C. § 2201, applies, as Adargends, or if the California Declaratory
Relief Act, Cal. Civ. Proc. Code®60, applies, as Plaintiffs contet@bmpareReply at 5 n.4,
with Opp’n at 14.

The Court finds that the federal Declaratduglgment Act governs this case. Although
district courts in the Ninth Citgt have at times applied the Califia Declaratory Relief Act when
sitting in diversity see Valley Forge Ins. Co. v. APL Co. Pte. [ i&b. 09-9323, 2010 WL 960341,
at *4 n.5 (C.D. Cal. Mar. 16, 2010) (citing casesheotdistrict courts apply the federal Aste,

e.g, DeFeo v. Procter & Gamble G831 F. Supp. 776, 779 (N.D. Cal. 1993) (“The propriety of
granting declaratory relieh federal court is a procedural matte. . Therefore, the Declaratory
Judgment Act is implicated even in diversity cases.” (citations omitted))For its part, the Ninth
Circuit has indicated, although not explicitly thethat the federal Declaratory Judgment Act
should apply. IrGolden Eagle Insurance Co. v. Travelers C&63 F.3d 750, 753 (9th Cir. 1996),
overruled on other grounds by Gov't Emps. Ins. Co. v. DiZ8 F.3d 1220 (1998) (en banc), the
Ninth Circuit stated that althought]fie complaint [plaintiff] filed instate court was for declaratory
relief under California’s declaraty relief statute,” “[w]hen [defndant] removed the case to
federal court, based on diversity of citizenshi, ¢kaim remained one for declaratory relief, but
the question whether to exercise federal jurisoiicto resolve the controversy became a procedu
guestion of federal law.” Finally, the U.S. Supee@ourt has emphasized {@cedural nature of
the Declaratory Judgment Act, which further supgptre conclusion that the federal Act applies.
See Skelly Oil Co. v. Phillips Petroleum (289 U.S. 667, 671 (1950) (“[T]he operation of the
Declaratory Judgment Act procedural only.” (quotingetna Life Ins. Co. v. Hawort200 U.S.
227, 240 (1937))). The Court will therefore consiB&intiffs’ declaratory relief claim under the

federal Declaratory Judgment Act. In any evastPlaintiffs acknowledgevhether the state or
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federal statute applies makes little difference psaatical matter, as theo statutes are broadly
equivalenf SeeOpp'n at 14.

The federal Declaratory Judgment Act provittest “[ijn a case of actual controversy
within its jurisdiction . . . any court of the Unit&dates . . . may declaresthights and other legal
relations of any interested paggeking such declaration, whethemnot further relief is or could
be sought.” 28 U.S.C. § 2201(a). fadl within the Act’s ambitthe “case of actual controversy”
must be “definite and concrete, touching tegal relations of paies having adverse legal
interests,’ . . . ‘real and substailitend ‘admi[t] of specific reliethrough a decree of a conclusive
character, as distinguisheaifn an opinion advising what the law would be upon a hypothetical
state of facts.”"MedImmune, Inc. v. Genentech, [r$9 U.S. 118, 127 (2007) (alteration in
original) (quotingAetna Life 300 U.S. at 240-241). Plaintiffesk a declaration that: (a) Adobe
fails to fulfill its existing contractual obligation frovide reasonable security measures; and (b)
comply with its contractual oiglations, Adobe must implemespecified additional security
measures. Compl. 1 124.

Adobe moves to dismiss Plaiffis declaratory relief claim on three grounds. First, Adobe
asserts that Plaintifisave not suffered an injury-in-fact@therefore lack standing. Mot. at 13.
Second, Adobe contends that wR#intiffs actually seek is ampermissible advisory opinion
that lays the foundation for futuléigation, rather than adjuditan of an actual controversy
between the partietd. at 13-14. Third, Adobe argues that Rtdfs’ declaratory relief claim is
actually a breach of contract cfain disguise, and that the claim fails because Plaintiffs have
failed to plead all the elements of a breach of contract cldirat 15. The Court addresses each

contention in turn.

® Compare28 U.S.C. § 2201 (“In a case of actual controversy within its jurisdiction . . . any co
of the United States, upon the filing of an appropriate pleading, may declare the rights and ot
legal relations of any interested party seeking sletharation, whether or nairther relief is or
could be sought.”)ith Cal. Civ. Proc. Code 8§ 1060 (“Amperson interested under a written
instrument . . . or under a contract . . . may, in cabastual controversy reiag to the legal rights
and duties of the respective partiesng an original action . . . f@ declaration of his or her rights

and duties . . . . [T]he court may make a bindingatation of these rightsr duties, whether or
not further relief is or codl be claimed at the time.”).
22
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1. Article 1l Standing

Adobe first claims that, just dse California Plaintiffs faito allege injury-in-fact for
purposes of their CRA claim, the California Pldistfail to allege a cogmable injury-in-fact for
purposes of declaratorglief. Mot. at 13see also Dizgl133 F.3d at 1222-23 (“A lawsuit seeking
federal declaratory relief must first present atualccase or controversy within the meaning of
Article 111, section 2 of the United State®@stitution. . . . It must also fulfill statutory
jurisdictional prerequisites.” @tion omitted)). In addition, Adobeaims that the non-California
Plaintiffs do not allege any injury whatsoever. Mot. atAdobe argues that therefore none of the
Plaintiffs alleges injury-in-fact that is fairlyaceable to Adobe’s failute abide by its contractual
obligations.ld.

The Court finds that Plaintiffs have adequatdiaded that they have Article 11l standing t
bring a claim for declaratory reliefirst, as discussed above, the Gdinds that all Plaintiffs have
plausibly alleged that they face a substantedrtainly impending” risk of harm from the 2013
data breachSee supr#art Ill.A.1.a. This alleged injury fairly traceable taAdobe’s failure to
abide by its contractual obligatiom provide “reasonable . . . security controls,” Agreement at 4,
and will plausibly be redressed by the declaratehgf Plaintiffs seek. Accordingly, the Court
declines to dismiss Plaintiffs’ declaratoryieé claim for lack ofArticle Il standing.

2. Presence of an Actionable Dispute

Adobe next seeks dismissal of Plaintiffs’ declaratory relief claim on the ground that
Plaintiffs do not fulfill the Declatory Judgment Act’s statutoryrjadictional requirements. Adobe
contends that there is no actibledispute over whether Adobeisbreach of its contractual
obligation to provide “reasonable . . . . secuctytrols,” given that the Agreement expressly
provides that no security measus “100%” effective and th4Adobe cannot ensure or warrant
the security of your peosal information.” Mot. at 14. Adobe fimér contends that Plaintiffs do nof
allege that a declaration ofjhts is necessary at this timhé. Adobe asserts th&aintiffs’ claim is

consequently unripe, and is instead a regjtad an impermissible advisory opinidd. Adobe
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contends that what PH#iffs actually seek is an advangfpr future litigation by obtaining an
“advance ruling.d.

A claim for relief under the Declaratory Judgnt Act requires a dpute that is: (1)
“definite and concrete, touchingelhegal relations of parties hag adverse legal interests”; (2)
“real and substantial”’; and (3admit[ting] of specific reliethrough a decree of a conclusive
character, as distinguisheaifn an opinion advising what the law would be upon a hypothetical
state of facts.Medimmung549 U.S. at 127 (internal quotation marks omitted). The Supreme
Court has admitted that “not . . . the brightest of lines” separates cases that satisfy the statutg
jurisdictional requirementand those that do ndt. The central question, however, is whether
“the facts alleged, under all the circumstancésysthat there is aubstantial controversy,
between parties having adverse lagterests, of sufficient immeacy and reality to warrant the
issuance of a declaratory judgmentd’ (quotingMd. Cas. Co. v. Pac. Coal & Oil C8812 U.S.
270, 273 (1941)).

The Court finds that Plaintiffs have adetplg alleged the existence of an actionable
dispute for purposes of the Declaratory Judgment Act. Plaintiffs have plausibly alleged the
existence of a “definite and concrete” dispoter the meaning and the scope of Adobe’s
contractual obligation tprovide “reasonable” security measur@seCompl. 11 120-123.
According to the Complaint, &lbugh “Adobe maintains &t its security measures were adequate
and remain adequate,” there were in fact a nurabstandard industry pctices that Adobe failed
to follow. Id. 11 62, 123-124. Although Adobe contends thate can be no actionable dispute
concerning the adequacy of Adobe’s security controls because the Agreement expressly pro
that no security measure is “100%ffective, Mot. at 14, this dismimer does not relieve Adobe of
the responsibility (also camined in the Agreement) fwrovide “reasonable” securitgee
Agreement at 4, Compl. § 120.

The remaining jurisdictional prerequisites &declaratory relief claim are met here as
well. The dispute over the reasonableness of Addearity controls touclseon the parties’ legal

relations, and the parties’ legal interests are advBeeMedImmun®&49 U.S. at 127. Plaintiffs
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plausibly allege that they face a substantial risk of future harm if Adobe’s security shortcomin
are not redressed, making thispiite sufficiently real and immediat®and the dispute underlying
Plaintiffs’ declaratory relief claim concerns Adobe’s current security practices, rather than a
hypothetical set of acts or omissionSee id.

Adobe contends that Plaintiffs seekiampermissible advisory opinion, claiming that
Plaintiffs admit that declaratory relief is necessamnly so that users . . . who suffer identity theft
. will not have to individuayi re-litigate the techni¢assue of Adobe’s security obligations.”

Mot. at 14 (emphasis removed) {(igg Compl. § 5). Adobe is correittat declaratory relief claims
brought solely for the purpose of gaining an adage for future litigation are impermissib&ee
Calderon v. Ashmyu$23 U.S. 740, 747 (1998). However, Rtdfs are not seeking an advance
ruling on whether Adobe’s securipractices in 2013 were reasbleat that time. Rather, the
dispute is over Adobe'surrentpractices. Compl. 1 124 (“Plaintiffs . seek a declaration [] that
Adobe’sexistingsecurity measures do not comply withatstractual obligations . . . .” (emphasis
added)). Thus, the Court finds that Plaintifigclaratory relief claim d@enot merely seek an
advisory opinion for use in futa breach of contract actions.

The Court concludes that Plaffs have plausibly alleged #h they satisfy the statutory
jurisdictional requiements for obtaining declaratory reliédobe is not entitled to dismissal of

Plaintiffs’ claim on this basis.

19 Adobe contends that Plaintiffs do not allégay adverse consequenadssufficient immediacy
and reality [] in the absence of their requested judicial declarations.” Mot. at 14 (emphasis
removed). However, Plaintiffs’ complaint specélly alleges that “Adobe’s customers will remain
at risk of attack until the company completely revamps its security practices.” Compl.  66.
Plaintiffs then substantiate this allegatiortlofeatened harm by listing a number of Adobe’s
allegedly unreasonable security practiegsy 62, and identifying previous instances in which
Adobe has allegedly inadequatedsponded to security threats, {1 43, 55.

1 Adobe resists this conclusion on the groundsttietemedial securitneasures Plaintiffs
propose do not take into account the evolving nmgpof “reasonable” and are not sufficiently
specific or definitive because they refer to “inblystandards” and similar undefined terms. Repl
at 6. This is unpersuasive. For dheng, the Court is not bound &alopt the precise wording of any
potential declaration set forth aplaintiff's complaint in decidingow to award declaratory relief,
and in any event, Adobe’s objections would pitvent the Court from declaring that Adobe’s
current security practices are unreasonable. Sdelcr@e would constitutspecific relief” that
would conclusively address thaatalispute surrounding the scopeAafobe’s existing contractual
obligations.
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3. Breach of Contract Claim in “Disguise”

Adobe’s third and final challenge to Plaintift¥claratory relief claim ighat Plaintiffs are
“seeking a declaration that Adobe has breactsecoihtractual obligatiofisvithout having alleged
all the elements of a breach aintract claim. Mot. at 15. Relying ddgamble v. GMAC Mortgage
Corp., No. 08-5532, 2009 WL 400359 (N.D. Cal. Feb. 18, 2009) Hmdsehold Financial
Services, Inc. v. Northern Trade Mortgage Cpho. 99-2840, 1999 WL 782072 (N.D. Ill. Sept.
27, 1999), Adobe contends that Plaintiffs’ claim #iere falls outside the epe of the Declaratory
Judgment Actld.

Adobe mischaracterizes Plaintifideclaratory relief claim. In botGambleandHousehold
Financial, the plaintiffs sought a judial decree stating that tidefendants had breached their
contractual obligation&samble 2009 WL 400359, at *2 (“[P]laintiffsvant the court to issue a
declaratory judgment declag that defendants breached the forbearance agreemetfas®ehold
Fin., 1999 WL 782072, at *3 (“Plaintiff does not requist court to clarifithe parties’ rights
under the loan purchase agreemBatther, plaintiff requests a judatideclaration that defendant
breached the agreement.”). That is not what Ritsrsteek here. As discussed above, Plaintiffs
seek a declaration clarifying Adobeiagoingcontractual obligation tprovide reasonable
security. Opp’n at 15; Compl. 124 (“Plaffgi. . . seek a declaration [] that Adobejssting
security measures do not comply with its coctral obligations . ..” (emphasis added)).
Plaintiffs’ claim thus requests grisely the type of relief thétte Declaratory Judgment Act is
supposed to provide: a declaratioatttvill prevent future harm &m ongoing and future violations
before the harm occurSee, e.g. Minn. Min. & Mfg. Co. v. Norton C829 F.2d 670, 673 (Fed.
Cir. 1991) (“In promulgating the Declaratadydgment Act, Congress intended to prevent
avoidable damages from beingimred by a person uncertainto$ rights and threatened with
damage by delayed adjudication.”). As the Court fithdd Plaintiffs are not seeking a declaration
that Adobe was in breach of artract at the time of the 2013 déte@ach, the Coudoncludes that
Plaintiffs are not required to plead the elemefta breach of contract claim. The Court therefore

declines to dismiss Plaintiffs’ dectdory relief claim on this basis.
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For the foregoing reasons, the Court finds Biatntiffs have plausibly pleaded that they
fulfill both Article llI's standing requirements artde statutory jurisdictional requirements of the
Declaratory Judgment Act. The Court also finds Blatntiffs have plaubly stated a claim for
declaratory relief. According| the Court DENIES Adobe’s Mimn to Dismiss Plaintiffs’
declaratory relief claim.

C. UCL Injunction Claim

Plaintiffs’ third cause of action is forjumctive relief under th&/CL on behalf of all
Plaintiffs (“UCL injunction claim”).SeeCompl. 1 125-132. The UCL creates a cause of action
business practices that are: (1) unlawful, (2) unéai(3) fraudulent. daBus. & Prof. Code
88 17200et seq.The UCL'’s coverage is “sweepin@ghd its standard for wrongful business
conduct is “intentionally broadlh re First Alliance Mortg. Cq.471 F.3d 977, 995 (9th Cir. 2006)
(internal quotation marks omittedgach prong of the UCL providesaparate and distinct theory
of liability. Lozano v. AT & T Wireless Servs., [s04 F.3d 718, 731 (9th Cir. 2007). To assert a
UCL claim, a private plaintiff mugdtave “suffered injury in factrad . . . lost money or property as
a result of the unfair competitionRubio v. Capital One Bank13 F.3d 1195, 1203 (9th Cir.
2010) (quoting Cal. Bus. & Prof. Code § 17204). ii&s assert claimsnder both the “unfair”
and “unlawful” prongs of the UCL. Compl. § 126.

Adobe seeks dismissal of Plaintiffs’ UCL umction claim on three grounds. First, Adobe
contends that Plaintiffs lackastding to bring this claim. Matt 16. Second, Adobe contends that
Plaintiffs impermissibly seek @ntract remedy without bringirggbreach of contract claird.
Finally, Adobe contends that Plaffd have failed to allege argonduct that is unfair or unlawful
within the meaning of the UCILd. The Court addresses eachAdobe’s contentions below.

1. Standing

Adobe argues that, just as with Plaintiffs’ CRAd declaratory relief claims, Plaintiffs lack
Article 11l standing to bring theildCL injunction claim because no Plaintiff has suffered an injury
in-fact. Id. For the same reason, Adobe contends thattifailack statutorystanding to bring a

claim under the UCLd. The Court finds that Plaintiffs havticle 11l standing to bring their
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UCL injunction claim for the sameasons that Plaintiffs have thale 11l standing to bring their
CRA and declaratgrrelief claims.See supréart I1I.A.1; Part 111.B.1.

Adobe further argues that Plaintiffs lack staty standing under the UCL. Mot. at 16. In
order to establish standing for a UCL claim, pldis must show thepersonally lost money or
property “as a result of the unfair coetpion.” Cal. Bus. & Prof. Code § 1720Kkwikset Corp. v.
Superior Court51 Cal. 4th 310, 330 (2011). “There areumerable ways in which economic
injury from unfair competition may be shown. Aapitiff may (1) surrendein a transaction more,
or acquire in a transachdess, than he or she otherwise vdoihve; (2) have a present or future
property interest diminished; (3) be deprivedrainey or property tavhich he or she has a
cognizable claim; or (4) be required to enter iatimansaction, costingoney or property, that
would otherwise have been unnecessdd;.at 323.

Four of the six Plaintiffs allege they personally spent more on Adobe products than thg
would had they known Adobe was not providing tbasonable securityddbe represented it was
providing.SeeCompl. 1 79 (“Had Mr. Kar known that AdolseSecurity practicesere inferior to
industry standard securifyractices, he would not have puaskd [a] license online . . . .i}. 1 84
(“Had Ms. Halpain known that Adobe employatstandard security actices, she would not
have subscribed to the Creative Cloud servical’)f 91 (“Had Ms. McGlynn known that Adobe
employed substandard security practices, shddvaot have subscribed the Creative Cloud
Service.”);id. 11 98-99 (“McHenry purchased Adobe #ttator . . . for approximately $579.99
.. .. [He] relied on Adobe’s Privacy Policydibelieved that Adobeauld provide reasonable
security . . . .”). Only Plaintiffs Duke and ggado not allege this or any other UCL injury.

The Court finds plausible Plaintiffs Kar, Halpain, McGlynn, and McHenry’s allegations
that they relied on Adobe’s repeggations regarding security teethdetriment. The parties agree
that every Plaintiff was requiregd accept Adobe’s Privacy Polibgefore creating an account or
providing Adobe with their peasial information. Compl. 11 31-3Rjot. at 3. In that policy,
Adobe represented that it woybrovide reasonable measures to protect customers’ personal

identifying and financial informatiorbeeMot. at 12. It is also plusible that a company’s
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reasonable security practices reduce the riskedf tf customer’s personal data and thus that a
company’s security practices have economic véee. Kwiksetc1 Cal. 4th at 330 (Plaintiffs can
establish UCL standing by alleging they paidrenthan they actually valued the produsge also
In re iPhone Application Litig.844 F. Supp. 2d 1040, 1072 (NQal. 2012) (finding UCL
standing was adequately pleaded where plairdifisned they paid more for iPhones than they
would if they had known of defendant’s @t misrepresentations omissions).

Accordingly, the Court finds that Plaifis Kar, Halpain, McGlynn, and McHenry have
plausibly pleaded that they have standing to bring their UCL injunction claim. Plaintiffs Duke 4§
Page, however, have not, though @ourt cannot conclude theyuld be unable to cure this
deficiency in an amended complaint. Accogly, the Court GRANTS Adobe’s Motion to Dismiss
Plaintiffs’ UCL injunction claim ago Plaintiffs Duke and Page without prejudice. As to the
remaining Plaintiffs, Adobe is nentitled to dismissal of Plaiffs’ UCL injunction claim on the
basis of standing.

2. Contract Remedy

Adobe additionally argues that Plaintiffs’ UCL injunction clalike Plaintiffs’ declaratory
relief claim, is actually a contcaclaim in disguise. Mot. at 1Bpecifically, Adobe claims that the
UCL injunction claim is, in rality, a claim for specific peofmance of the Agreemeidl.
(“Plaintiffs’ claim . . . is that Aobe should be ordered to *honoe tferms of its contracts’ . . . .
Thus, what Plaintiffs seek is the contract remedspefcific performancé (quoting Compl.

1 129)). As specific performanceasontract remedy, Adobe contertdat Plaintiffs need to plead
a breach of contract claim in orde seek specific performandd. (citing Forever 21, Inc. v.

Nat'l Stores Inc.No. 12-10807, 2014 WL 722030, at *5 (C.D. Cal. Feb. 24, 2@digiville
Rancheria of Cal. v. United States F. Supp. 2d ---, 2013 WL 6512788, at *13 (N.D. Cal. Dec
12, 2013)). Plaintiffs have not dose, and thus Adobe conterttiat Plaintiffs’ UCL injunction
claim fails as a matter of laud.

Plaintiffs acknowledge that they have not pled a breach of contract claim. Opp’n at 21.

Nevertheless, Plaintiffs contend that their request for an injunistiost that—a request for an
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injunction under the UCL, not one for the contract remedy of specific performdnges.
Plaintiffs are not seeking a coatt remedy, Plaintiffs conteritley do not need to plead the
elements of breach of contralzt.

The Court agrees with Plaintiffs that theaquest is indeed a request for an injunction
under the UCL, and not one for specific performafaintiffs do not allegéhat Adobe violated
the UCL solely on the grounds that Adobe failed to “honor the terms of its cont@ee€dmpl.

19 128-131. While Plaintiffs do allege “systemdieach of [] contracts” as one of Adobe’s
allegedly unlawful practices, Plaintiffs also giethat Adobe’s actiorere independently unlawful
because they violate the duty California impasedusinesses to reasonably safeguard custome
data under the CRA. Compl. § 12@cordOpp’'n at 21 (“Adobe’s duties arose from promises it
made in its contracts and elsewhexeg from statuté (emphasis added)). The Court has already
determined that Plaintiffs have stamglito bring claims under this statuBee supr#art Ill.A.
Thus, contrary to Adobe’s asserti Plaintiffs have alleged a bagor a UCL violation other than
breach of contract. The Court teérre concludes that Plaintiffs’ request is for an injunction to
remedy Adobe’s alleged UCL violations, and tiotemedy an unalleged breach of contract.

3. Unlawful or Unfair

Adobe further challenges Plaintiffs’ UCL umction claim on the giund that Plaintiffs do
not plead any “unlawful” or “urdir” conduct that violates the WCMot. at 18-19. The Court first
considers Plaintiffs’ “unlawful” allegations, theurns to Plaintiffs’ “unfair” allegations.

a. Unlawful

The “unlawful” prong of the UCL prohibits “gthing that can properly be called a busines
practice and that at the satnae is forbidden by law.Cel-Tech 20 Cal. 4th at 180 (internal
guotation marks omitted). By proscribing “any unlawful” business practice, the UCL permits
injured consumers to “borrow” violations of other laws and treat them as unlawful competition
is independently actionablil. As predicates for their clainnder the UCL'’s “unlawful” prong,
Plaintiffs allege that Adobe: (1) violated the CR2&) systematically brehed contracts, and (3)

“failed to comport with a reasohke standard of care and Calif@mpublic policy” as embodied in
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a number of California statutes. Compl. I 136ng the CRA, the Online Privacy Protection Act
(“OPPA”), Cal. Bus. & Prof. Code 8§ 22576, and theormation Practices Act (“IPA”), Cal. Civ.
Code 88 179&t seq).

Adobe argues that none of these allegatioasadequate to sustain a UCL claim. As to
Plaintiffs’ CRA allegation, Adobe contends thicause Plaintiffs lack standing to bring a CRA
claim, Plaintiffs similarly lack standing to puesa UCL claim premised on a violation of the CRA.
Mot. at 18. However, the Caunas found that Plaintifido have standing to bring their CRA
claim, and thus standing presentsbarrier to Plaintis’ efforts to base their UCL unlawful claim
on Adobe’s alleged violation of the CRA. Accorgly, the Court finds tat Plaintiffs have
adequately alleged unlawfabnduct that may serve as a basis for a claim under the UCL'’s
unlawful prong, and Adobe is theredonot entitled to dismissal tie UCL unlawful claim on this
basis. Because Adobe’s alleged CRA violatiosufficient to sustain Plaintiffs’ UCL unlawful
claim, the Court need not address Adobe’s argisnsoncerning Plaintiffadditional allegations
of unlawful conduct.

b. Unfair

The “unfair” prong of the UCL creates a cawudeaction for a business practice that is
unfair even if not proscribed by some other |[&wrea Supply Co. v. Lockheed Martin Corg0
Cal. 4th 1134, 1143 (2003). “The UCL does not defiresterm ‘unfair.’ . . . [And] the proper
definition of ‘unfair’ conduct against consumers Gurrently in flux’ among California courts.”
Davis v. HSBC Bank Nev., N,A91 F.3d 1152, 1169 (9th Cir. 2012) (citingzang 504 F.3d at
735). Nevertheless, there are asetwo possible tests: (1) tftethering test,” which requires
“that the public policy which is a predicatedaa@onsumer unfair competition action under the
‘unfair’ prong of the UCL must be tethereddpecific constitutionaktatutory, or regulatory
provisions,” and (2) the “balancing test,” whicheexines whether the clienged business practice
is “immoral, unethical, oppres&, unscrupulous or substantialhjurious to consumers and

requires the court to weigh the uyliof the defendant’s conduct agsi the gravity of the harm to
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the alleged victim*? Drum v. San Fernando Valley Bar AssI82 Cal. App. 4th 247, 257 (2010).
As predicates for their claim under the UCLismfair” prong, Plaintiffaallege that Adobe’s
conduct fails the “balancing test” ¢teuse the conduct was “immoral, thieal, . . . or substantially
injurious” and caused harm that outweighed thredeict’s utility. Compl. § 131. Plaintiffs further
allege that Adobe’s conduct failse “tethering test” because tbenduct violated public policy as
embodied in the CRA, the OPPA, and the IRA.

Adobe contends that Plaintiffs’ claim umdbe “balancing test” is “conclusory and
formulaic.” Mot. at 19. Specifically, Adobe clainttisat Plaintiffs do not allege any injuries
stemming from Adobe’s allegedly unfair condustlahus that there is no “harm” to balance
against any “utility.” Reply at 9-10. As to theethering test,” Adobe contends that Plaintiffs’
allegations fail because Plaintiffi® not allege any violations ofdfOPPA or the IPA, Mot. at 19,
or any effects that are “comparable to . vicddation of” those statess, Reply at 9 (quotinGel-
Tech 20 Cal. 4th at 187).

Adobe’s argument that Plaintiffs’ “baleimg test” allegations are insufficient is
unpersuasive. Adobe appears to object that Hfaidb not allege any jaries resulting from
Adobe’s allegedly unfair conduct the precise paragraph of tBemplaint asserting a claim under
the “balancing test.Mot. at 19. However, while Plaintifigre required to plead enough facts in
support of their claims, the pleadingustlard is not so rigid as to issthat eachaunt repeat every
factual allegation. Rather, the complaimust be specific and clear enowggha wholesuch that the
Court can evaluate the plausibility of each claimmal the defendant is placed on notice as to the
basis for the plaintiff's claimsSee, e.gMcVicar v. Goodman Global, Inc-- F. Supp. 2d ---,
2014 WL 794585, at *7 (C.D. Cal. Feb. 25, 2014) [Hd thrust of [defendant’s] argument is

12 |n Williamson v. Reinalt-Thomas CorNo. 11-3548, 2012 WL 1438812, at *11 (N.D. Cal. Api.

25, 2012), this Court recognized tlla¢ “balancing test” is sometimes construed as two separat]
tests. InWilliamson this Court noted that some Califor@ippellate courts have interpreted the
balancing test to require onlyatha court “weigh the ity of the defendant’s conduct against the
gravity of the harm to the alleged victin&’ Bay Chevrolet v. Gen. Motors Acceptance C@id.
Cal. App. 4th 861, 886 (1999). On the other hanggappellate state gds have applied a
slightly different version of thbalancing test, which mandates thkintiffs show that a practice
is “immoral, unethical, oppressive, unscrupulaussubstantially injurious to consumerBArdin
v. Daimlerchrysler Corp.136 Cal. App. 4th 1255, 1260 (2006)).

32

Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.'S MOTION TO
DISMISS

(1%




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

simply to point out that under the sectioniged ‘Count One: Violation of [the UCL],” the
[plaintiffs] do not specifically reference the otlsections of the Complaint that identify unlawful
business practices. . . . The UCL does not craath a formalistic pleading requirement.”).
Elsewhere in the Complaint, Plaintiffs allege tAdbbe’s conduct placed Phiffs at a substantial
risk of future harm and caused Plaintiifsoverpay for Adobe products and servicse, e.q.
Compl 1Y 67-73, 139. The Court has already found tregtetallegations of injury are sufficient
for Plaintiffs to have standing taring their UCL injunction claimSee supr#art 111.C.1. For the
same reasons, the Court finds that Plaintiffs remtdorth enough factual allegations of injury to
bring a claim under th#alancing test.”

Turning to the “tethering testthe Court notes that contraxy Adobe’s assertion, Plaintiffs
do not need to plead any direwblations of a statute to imig a claim under the UCL’s unfair
prong. Instead, Plaintiffs need merely to show thateffects of Adobe’'sonduct “are comparable
to or the same as a violation of the lawpthrerwise significantlyhreaten[] or harm(]
competition.”Cel-Tech 20 Cal. 4th at 187. Plaiffs argue that the OPPA, the IPA, and the CRA
collectively reflect Calibrnia’s public policy of “protecting customer data.” Opp’n at 20. The
Court agrees that California legislative intentlesar on this point, and thdisids that Plaintiffs
have adequately alleged that Adobe’s condkitcomparable” to a violation of lavieee, e.g.Cal.
Civ. Code § 1798.1 (“The Legislature declares thatall individuals hava right of privacy in
information pertaining to them. . The increasing use of compwer. . has greatly magnified the
potential risk to individal privacy that can occdrom the maintenance pkrsonal information.”);
Cal. Civ. Code § 1798.81.5(a) (“It is the intent of the Legislature to ensure that personal
information about California residents is prdezt”); Cal. Bus. & Prof. Code § 22578 (explaining
that the Legislature’s intent wés have a uniform policy state-@le regarding pri&cy policies on
the Internet). Accordingly, the Cdwoncludes that Plaintiffs hayteaded adequate facts to bring
a claim under the “tethering tesif the UCL’s “unfair” prong.

In sum, the Court concludes that Plaintifiské and Page have not adequately pleaded th

they have standing to bring a claim underW&.. The Court therefore GRANTS Adobe’s Motion

33
Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.'S MOTION TO
DISMISS

at



United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

to Dismiss this claim as to Plaintiffs Duke dpdge without prejudice. However, the Court finds
that Plaintiffs Halpain, McGlynn, Kar, and Mchig have adequately pleaded both standing and
the necessary elements to bring their UCumafion claim. Accordingly, the Court DENIES
Adobe’s Motion to Dismiss thisa@im as to those Plaintiffs.

D. UCL Restitution Claim

Plaintiffs’ fourth and final cause of action is for restitution under the UCL on behalf of
purchasers of Adobe’s ColdFusion and Creative Cloud products and services (“UCL restitutign
claim”). SeeCompl. {1 133-140. Plaintiffs assert claims under both the “frantfudnd “unfair”
prongs of the UCL on the basis tifatobe “fail[ed] to disclose that it does not enlist industry
standard security practices.” Compl. { 135. Adobjects to PlaintiffSUCL restitution claim on
three grounds. First, Adobe contends that tlip@sed representatives of a restitution class,
Plaintiffs Halpain and McGlynnatk standing to represent Coldi#an customers as both allege
only that they subscribed to Creative Cloud. Mbt20. Second, Adobe ceamids that Plaintiffs
have not adequately pleaded an omissinder the “fraudulent” prong of the Udd. Third,
Adobe contends that Plaintiffs have not adeduatieaded a claim under the “unfair” prong of the
UCL. Id. at 25.

1. Standing to Bring Restitution Claims for ColdFusion Customers

Some courts reserve the questof whether plaintiffs maysaert claims based on products
they did not buy until ruling on a motion for class certificati®ee, e.gForcellati v. Hyland'’s,
Inc., 876 F. Supp. 2d 1155, 1161 (C.D. Cal. 20Cdenas v. NBTY, Ind870 F. Supp. 2d 984,
992 (E.D. Cal. 2012). Others “hold that a plaintifdy have standing to assert claims for unname
class members based on products he or sheotlijurchase so long #s products and alleged
misrepresentations are substantially similsfifler v. Ghirardelli Chocolate C9.912 F. Supp. 2d
861, 869 (N.D. Cal. 2012) (citing casesge also, e.gColucci v. ZonePerfect Nutrition Gdvo.
12-2907, 2012 WL 6737800, at *4 (N.D. Cal. Dec. 28, 20A%)ana v. Dreyer’s Grand Ice
Cream, Inc. No. 11-2910, 2012 WL 2990766, at *11-13 (N@al. July 20, 2012). Still other

courts have dismissed claims for lack of stagdivhen the plaintiff did not purchase the product

34
Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.'S MOTION TO
DISMISS




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

on which the claim is base8liee, e.gGranfield v. NVIDIA Corp.No. 11-5403, 2012 WL
2847575, at *6 (N.D. Cal. July 11, 2012) (“[W]harplaintiff asserts claims based both on
products that she purchased anadoicts that she did not purchaskims relating to products not
purchased must be dismissed for lack of standinG&)rea v. Dreyer’'s Grand Ice Cream, Inc.
No. 10-1044, 2011 WL 159380, at *3 (N.D. Cal. Jan. 10, 2Gifftyl on other grounds475 F.
App’x 113 (9th Cir. 2012).

This Court has previously applied the “substdhyt similar” approach and will do so again
here.E.g, Werdebaugh v. Blue Diamond Groweko. 12-2724, 2013 WL 5487236, at *12 (N.D.
Cal. Oct. 2, 2013)Brazil v. Dole Food CoNo. 12-1831, 2013 WL 5312418, at *7 (N.D. Cal. Sej
23, 2013). Under this approach, both the prodineimselves and the misrepresentations the
plaintiff challenges must be similar, though not itlgad. In this case, thenisrepresentations and
omissions at issue are the same for both B@bn and Creative Cloud, as all Adobe products a
governed by the same privacy poliSeeCompl. 11 29-32. Adobe contends, however, that
ColdFusion and Creative Cloud are sufficiently dissimaaproductghat Plaintiffs lack standing
to assert claims as to ColdFusion. Drawiragrirthe Complaint, Adobiglentifies the following
differences between the two products: (1) Cokié is licensed-based weteas Creative Cloud is
subscription-based; (2) customers use ColdFusidnuild dynamic web sites whereas Adobe use

Creative Cloud to sell software subscriptiozasg (3) ColdFusion costs up to several thousand

dollars per license whereas Creative Cloud plzost “between $19.99 and $79.99” a month. Mot.

at 20 n.11 (citing Compl. 11 19-20). The Court ndtesyever, that Plaintiff Halpain alleges that
she uses Creative Cloud to build websites, Qofnf9, thus suggesting that both Creative Cloud
and ColdFusion can be used for website development. Therefore, assuming the Complaint’s
allegations are true, as the Court must on aando dismiss, the Court is not persuaded by
Adobe’s second-identified difference.

The Court finds that the remaining two difaces between ColdFusion and Creative Clol
are not significant enough to pemt the products from being “sdastially similar” for purposes

of the claims alleged here. Plaintiffs’ theory of harm for their UCL restitution claim is that
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ColdFusion and Creative Cloud are “heavily sectoligpendent” products that Plaintiffs either
would not have purchased or for which Plaintiffsuld not have paid asuch had Plaintiffs
known the truth about Adobe’s inadequate s&cpractices. Opp’'n at 17; Compl. 1 136-139.
Neither the cost of a product nohether the product is license- or subscription-based is relevar
the inquiry herei.e., whether purchasers of the products gdlgecurity, and thus whether they
overpaid for their Adobe produdts light of Adobe’s alleged msrepresentations and omissions
regarding security. This disijuishes this case from caseplgmg the substantially similar
approach in the food mislabeling context, whefeedgnces in the products could be expected to
have an impact on whether the customer puethése product in reliance on the defendant’s
misrepresentation§ee, e.gLarsen v. Trader Joe’s CaNo. 11-5188, 2012 WL 5458396, at *1, 4
(N.D. Cal. June 14, 2012) (plaintiffs lacked steng to challenge label statements on products
plaintiffs did not purchase where productssatie were as disparate as cinnamon rolls, ricotta
cheese, apple juice, and sandwich cookies). Aaegitd the Court concludebat Plaintiffs have
pleaded sufficient facts totablish that Plaintiffs Haain and McGlynn, the proposed
representatives of a restitutioras$, have standing to assediris related to both Creative Cloud
and ColdFusion.
2. Fraudulent

For an omission to be actionable under the.lU@e omission must be contrary to a
representation actually made by ttefendant, or an omission ofact the defendant was obliged
to disclose.Daugherty v. Am. Honda Motor Cd.44 Cal. App. 4th 824, 835 (2006ge also
Berryman v. Merit Prop. Mgmt., Incl52 Cal. App. 4th 1544, 1557 (20q7A] failure to disclose
a fact one has no affirmative duty to disclosgnd] ‘likely to deceive’ anyone within the meaning
of the UCL.” (quotingDaugherty 144 Cal. App. 4th at 838)). €California Courts of Appeal
have held that there are fouratimstances in which a duty to dsge may arise: “(1) when the
defendant is the plaintiff's fiduary; (2) when the defendant hasclusive knowledge of material
facts not known or reasonably assible to the plaintiff; (3) whethe defendant actively conceals

a material fact from the plaintiff; [or] (4) whehe defendant makes partrepresentations that are
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misleading because some other matdect has not been disclose@dllins v. eMachines, Inc.
202 Cal. App. 4th 249, 255 (2011). “[A] fact is desiimaterial,” and obligates an exclusively
knowledgeable defendant to disclose it, if @&@nable [consumer] would deem it important in
determining how to act ithe transaction at issudd. at 256 (citingengalla v. Permanente Med.
Grp., Inc, 15 Cal. 4th 951, 977 (1997)). Plaintiffs chathat Adobe had exclusive knowledge of
the fact that its securifyractices fell short ohidustry standards, and thhts fact was material.
Opp’n at 17-18. Accordingly, Plaintiffs claim thatl8be had a duty to disclose this fact, and that
Adobe’s failure to do so is actionable omission under the UQH.

Adobe does not dispute that facts regardimgecurity practices are material. Rather,
Adobe contends that Adobe did not have exetiknowledge of its secily practices because
Adobe’s security shortcomings were widely repdrin the press before the 2013 data breach. M
at 21-22; Reply at 11-13. Specdily, Adobe notes that its sedyrproblems were detailed in
articles published b€NN MoneytheNew York TimegheWall Street JournalandReuters
Replyat 12, and further that Pldifis knew of these reportg]. (noting that theriginal individual

complaints cite some of these repors®eCompl. 1 42-46 (listing sectyiproblems prior to the

2013 data breach under the heading “Adobe’s AbySwealirity Record”). Adobe notes that court$

in other cases have found that defendarisdt have “exclusive kndedge” of the alleged
omission when the allegedly omitted fact was widelyorted in similarly reputable news sources
Replyat 11-12 (citingHerron v. Best Buy Cp924 F. Supp. 2d 1161, 1175-76 (E.D. Cal. 2013)
(finding that defendants did not\eexclusive knowledgef battery testingonditions when those
conditions had been reportedNiewsweek Gray v. Toyota Motor Sales, U.SAo. 08-1690,

2012 WL 313703, at *8 (C.D. Cal. Jan. 23, 2012) (imgdihat defendant did not have exclusive
knowledge of discrepancy between EPA estimataok gas mileage and real-world results whel
discrepancy was reported@onsumer ReporsndUSA Toda)). Adobe contends that “as a matte
of law and logic,” Adobe could not have exclusive knowledge of the fact that it “had not
implemented several industry-standard security measudesit' 11 (internal quotation marks

omitted).

37
Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.'S MOTION TO
DISMISS




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

The Court is not convinced.ift one thing to have a poor reputation for security in general,
but that does not mean that Adobe’s specific sgcshortcomings were widely known. None of
the press reports Adobe identifies discussesspayific security deficiencies, and Plaintiffs
expressly allege that the extent of Adols@surity shortcomings were revealed acatiter the 2013
data breach. Compl. 1 59. Givemtlprior reports of Adobe’ssurity problems were highly
generic, the Court cannot sagtiAdobe did not have exclusiknowledge of its failure to
implement industry-standard security measti&rthermore, the exact nature of what was in the
public domain regarding Adobe’s security practises question of fact not properly resolved on &
motion to dismiss.

Adobe further argues that even if Pldiistidentify an actionable omission, Plaintiffs
cannot allege that they relied on that omissions asquired for a @im under the “fraudulent”
prong of the UCL. Mot. at 23 (citingpn re Facebook PPC Adver. LitigNo. 09-3043, 2010 WL
3341062, at *9 (N.D. Cal. Aug. 25, 2010)). Adolkasons that both Ham and McGlynn could
have cancelled their subsdrgns to Creative Cloud upoedrning of Adobe’s security
deficiencies. Mot. at 24. Neithdrd so, and indeed, Halpain rebscribed to Grative Cloud after
her subscription had terminatdd. Adobe argues that Plaintiffs’ a@hs are therefarinconsistent
with their allegations that they would not hatoscribed to Creative @ld had they known of
Adobe’s security deficienciefd. (citing Noll v. eBay, InG.No, 11-4585, 2013 WL 2384250, at *4
(N.D. Cal. May 30, 2013)).

The Court disagrees. Plaintiffs allege thaytlvould not have subscribed to Creative Cloud
in the first instance had they known of Adobaflegedly unsound securipractices. Compl. 11 84,
91. Having invested time, money, and energy in BreLloud, however, Plaitfits allege that the

costs to switch to another produactvhich include early cancellation feed, {{ 88, 93—are now

13 Adobe’s reliance onlerronandGrayis misplaced. In both thosases, the press had widely
reported thexactomission for which the plaintiffs sought to hold the defendant lifde.
Herron, 924 F. Supp. 2d at 1175-76 (no actionable omission where both the defendant and the
press had reported the testiconditions used to meas a laptop’s battery lifefzray, 2012 WL
313703, at *8 (no actionable omission where prepsrted that the EPA’s gas mileage estimates
for the Toyota Prius were significantly higher threal-world experience). There is no such
specificity here.

38
Case No.: 13-CV-05226-LHK
ORDER GRANTING IN PART AND DENYING IN PART DEFENDANT ADOBE SYSTEM INC.'S MOTION TO
DISMISS




United States District Court
For the Northern District of California

© 00 N o o A w N Pk

N N N N DN DN DN NN R R R R R R R Rp R
0o N o 0N WN P O ©OW 0o N O o~ WwWN B O

too high to justify abandoningeir Creative Cloud subscriptiorSeeOpp’n at 19 (citing Compl.

1 137). This is a plausible allegati Moreover, a plaintiff need natlege that a product became
totally worthless to her once the defendant’s epsesentation came to light in order to plead
actionable reliance. Rather, it is eigh to allege that the product is wolglssto the plaintiff in

light of the misrepresentatioBee Kwiksetc1 Cal. 4th at 330 (plaintiff may establish reliance by
alleging that she “paid more than . . . she actuallyed the product”). Tus, Plaintiffs need not
have concluded that Creative Cloud is completely worthless, and thus have canceled their
subscriptions, in order to have detrimentallyecon Adobe’s alleged misrepresentations or
omissions regarding securityAccordingly, the Court finds th&laintiffs have not pleaded
themselves out of court by alleging that they kot cancel their CreagvCloud subscriptions upon
learning of Adobe’s omissns regarding security.

For these reasons, the Court concludes tlzantitfs have adequately pleaded that Adobe
had a duty to disclose that its security practigese not up to industrgtandards, that this
omission was material, and that Plaintiffs reliedtwa omission to their detriment. Thus, Plaintiffs
have adequately pleaded their UCL resttnitclaim under the UCL’s “fraudulent” prong, and
Adobe is not entitled to gmissal of this claim.

3. Unfair

Plaintiffs also assert two claims under éL’s “unfair” prong for their UCL restitution
claim. First, Plaintiffs allegéhat Adobe’s competition investéad industry-standard security
practices, and therefore Adobe gairan unfair competitive advantampethe extent that Adobe did

not. Compl. § 138. Plaintiffsonitend that this conduct wédunethical, unscrupulous, and

14 Adobe’s authority is not to the contrary.Nwll, the plaintiffs alleged #t defendant eBay failed
to disclose that listing fees automatigaecurred every 30 days. 2013 WL 2384250, at *2.
Critically, theNoll plaintiffs did not allege thahey would incur any costdjrect or hidden, if they
cancelled their listingdd. Yet theNoll plaintiffs continued to pay the listing fees even after they
discovered that the feescurred automaticallyd. Their behavior after discovering the omission
was therefore exactly the same as their behdatore they knew of the omission, logically
foreclosing any allegations of reliandd. at *4. Here, in contrast, PHiffs plausibly allege that
they faced costs to cancelling their subscriptiemd to not re-subscribing that they did not face
when deciding whether to subscribe to Creative Cloud in the first place.
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substantially injurious.Td. Second, Plaintiffs allege that Ade’s conduct undermined California
public policy as embodied in the OPPA, the IPA, and the GRA.

Adobe’s objection to these claims again is Plaintiffs did not include all of the factual
allegations supporting these claimghe section of the Complaint that lays out the UCL restitutic
claim. SeeMot. at 25; Reply at 15As previously discussedee supr&art I11.C.3.b., the pleading
standard does not require tleaery factual allegation needslie repeated for every cause of
action,e.g. McVicar 2014 WL 794585, at *7. Elsewhere in @emplaint, Plaintiffs identify a
number of specific industry-standard securigasures that Adobe allegjg did not implement,
Compl.§ 62, and allege that Adobe’s competitors did invest in these meadufie$38;see also
id. 1 60 (“[Clompanies like Adobe that do businesthwnajor financial institutions or credit card
issues must certify that their security measuand protocols are compliant with [an industry
standard].”). Plaintiffs therefe plausibly allege that Adobe gained an unfair competitive
advantage by not spending money on security theitwa&ompetitors did. Plaintiffs also plausibly
allege that they were injured by Adobe’s condadhat they overpaid for Adobe products as a
result.ld. § 139.

Adobe also repeats the argument that Plaintiffs’ “publlcpballegations are flawed
because Plaintiffs do not plead violations of the OPPA, the IPA, and the CRA. Mot. at 25. As
previously discussedee suprdart 111.C.3.b, the “unfair” prongoes not require Plaintiffs to
plead direct violations of thesstatutes. Instead, the Cours ladready found that Plaintiffs
plausibly allege that the OPPA, the IPA, d@hd CRA reflect Califorra’s policy objective of
reasonably securing customer d&ae suprdart I11.C.3.b. Plaintiffs futter plausibly allege that
Adobe’s purported failure to prale industry-standard securiijwdermines that policy objective.

The Court therefore finds that Riéiffs have pleaded with suffient specificity all the necessary

elements of a claim under the UCL’s “unfair” prong for their UCL restitution claim, and Adobe|i

not entitled to dismissal dhe claim on that basis.
For the foregoing reasons, the Court DENKf®be’s Motion to Dismiss Plaintiffs” UCL

restitution claim.
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V.  CONCLUSION
For the reasons dis@aexl above, the Court:
1. GRANTS Adobe’s Motion to Dismiss Peiffs’ CRA claim for violations of
Section 1798.82 without prejudice;
2. GRANTS Adobe’s Motion to Dismiss&ttiffs’ UCL injunction claim as to
Plaintiffs Duke and Pageithout prejudice; and

3. DENIES the remainder of Adobe’s Motion to Dismiss.

Should Plaintiffs elect to file a SecoAdnended Complaint curing the deficiencies
identified herein, Plaintiffs shall do so within thirdays of the date of this Order. Failure to meet
the thirty-day deadline to file an amended complaint or failure to cure the deficiencies identifiq
this Order will result in a dismisbaith prejudice. Plaintiffs may not add new causes of actions

parties without leave dahe Court or stipulation of the paigursuant to Federal Rule of Civil

United States District Judge

Procedure 15.

IT IS SO ORDERED.

Dated:Septembed4, 2014
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