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Law enforcement is hailing Facebook for using its
little-known data monitoring technology to spota
suspicious conversation about sex between a man
In his early thiries and 2 13-year-old girl from
Florida.

According to Reuters, Facebook software on March .
9 raised the red flag when it picked up on a conversation about sex between the
man and the girl

The two had only a loose relationship on the network.

The man was chatting about sex with the girl and planned to meet her after
middle-school classes the next day, according to Reuters.

The conversation was automatically flagged for Facebook employees, who read
it and quickly notified the police.

Folice took over the girl's computer and arrested the man the following day,
Special Agent Supervisor Jeffrey Duncan of the Florida Department of Law
Enforcement told Reuters.

The alleged predator has pleaded not quilty to charges of soliciting 2 minor.

Facebook doesn't talk much about this technology, which scans postings and
chats for criminal activity,

In what Reuters called the company's "most
expansive comments on the subject to date”,
Facebook Chief Security Officer Joe Sullivan said
that the monitoring software analyzes relationships
to find suspicious conversations between unlikely
pairings, |.e., between people of widely varying ages
who only have loose and/or newly formed
relationships, for example.

The technology also relies on archives of real-life
chats that preceded sexual assaults, Sullivan told
Reuters.

It's easy to see why Facebook doesn't talk about it much: the last thing the
company wants is for its users to feel like they're being eavesdropped on,
Sullivan said:

To avoid coming off as eavesdroppers, Facebook also aveids probing what it
interprets as pre-existing relationships, Sullivan said.

Reining in its monitoring technology is understandable in light of not wanting to be
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percei\-red as Big Broﬁ'l-er. but a5 Reuters pointed out, a fow false-positive rate

has the serious downside of letting many dangerous & e
communications go through unflagged. s

-

Duncan estimates that for every predator the police
intercept due to tips from Facebook and other
companies, another ten get through the system
undetected,

And while Facebook limits how visible children are to its adult users - minors
don't show Up in public searches, only friends can chat with them, and only
friends' friends can send them messages - children are all too capable of lying
about their age and pretending to be adults.

The converse is true: adults can lie about their birth dates and pretend to be
minars.

One example can be found in Skout, a location-based social networking mobile
app and website that in June barred minors fram using its service, following three
separate incidents in which chiidren were allegedly sexually assaulted by adults
posing as teenagers.

At the time, the New York Times reported that Skout was fully aware that minors
were using its site.

Skout had, in fact, put safeguards in place to protect those minors. Last year,
after noticing minors using its service, Skout put together a separate service for
13-to 17-year-olds with safety features such as parental controls.

In addition, Skout devoted a quarter of its staff to monitoring activity to flag nudity,
and to check chats for inappropriate sexual messages, profanity, spamming,
copyright infringement and viclent behavior, The service also banned tens of
thousands of infringing devices every menth.

In spite of Skout's efforts, three children were

allegedly targeted, raped or molested. vid
There's no lack of security to protect against the S K @ U T
type of age falsification that creates problems on i

Facebook and sites such as Skout.

Reuters pointed to one such provider, Aristotie International Inc., which offers
methods such as having a parent vouch for a child with a token credit card
payment.

The problem is, nobody's buying.
The downsides of such technaology it bleeds away sites’ profits because it costs

money, and it drives away children who crave unfettered freedom of
communication,

Children's natural development includes the need fo break away from their
families as they seek independence.

Tragically, there are no end of online venues that have the look and feel of
sanctuaries where it's safe to do that in the presence of peers.

It's crucial to somehow get through to them that those sanctuaries can be smoke
and mirrars, and that those supposed peers can all too easily be dangerous
predators.

Parents, law enforcement, you have my sympathy. The task seems
overwhelmingly daunting.

How do you get these lessons through to minors? Please, share your
wisdom with us by leaving a comment below.

If you want to learn more about privacy and security threats on the social neiwark
and elsewhere on the internet, join the Sophos Facebook page.

Flngers 21 keyboard and Child at computer images counesy of Shutterstock
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33 Responses to How Facebook catches would-be
child molesters by analyzing relationships and chat
content

f‘.ﬂ Richard - 954 days ago

"_.. a low false-positive rate has the serious downside of letting many dangerous
communications go through unflagged.”

Yeah, let's flag *every® conversation for monitoring, just in case.

Malo periculosam, libertatem quam quietam servitutem.

1 2 RateThis

(ﬁ @0taku2012 - 984 days ago

Kudo's to Facebook on finally doing the right thing. Next, try fixing that crappy
strict TOS so they are more clear and hire competent admin.

1 1 RateThis

@ Madelin Farfan - 980 days avgo

"Kudos" my ass.... Just wait until YOU are on the receiving end of that "right
thing”. Don't think it can't happen, because you're a bigger fool than |
thought . 'Big Brother' (i.e.) Police State totalitarian tactics, are now in full
force. STOP giving "law enforcement” any more power than they already
have!

1 2 Rate This

@ Joe Hayhurst - 984 days ago

Thin end of the wedge. | suppose it's reassuring in one respect that Facebook are
trying to prevent child exploitation, but it's no stretch to imagine law enforcement,
security services etc now working with Facebook to try and detect all sorts of
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other crimes - | probably would it | was the police.

Everyone now has to assume you have abselutely ZERO privacy on the web
unless you are using a full secured and encrypted system that you have
personally set up and understand. If you're using someone else's system, forget
it.

1 1 ReateThis

@ Mike ' 984 daysago

Ok. Why was a 13 year old on Facebook, unsupervised?
0 0 RateThis

(‘i Machin Shin - 984 days ago

Ok, What are the odds you could keep a determined 13 year old off
facebook if they wanted to be? | would be willing to bet a very large sum of
maoney on the 13 year olds ability to get around anything you did te try and
stop or monitor them.

Does not mean should do nothing but really do need to wake up and realize
you can't keep a Kid in a little "perfect world bubble”

0 0 Rate This

g Lisa Vaas ' 984 days ago

Do yau honestly think you can manitor a 13-year-old 24x77

2 1 Rate This

i Dutchology ' 284 days ago

My mother monitors a perfectly happy, well socialised 16 year old girl.
She holds the password to her Facebook page whereas the 16 year old
doesn't. She controls computer time in a public area of the house and
that 16 year old is happy to use Facebook in this manner. She doesn't
rebel against it and is not secretly holding an account elsewhere, she
doesn't feel the need to. She's rarely on Facebook and just uses it to
cafch up with friends on weekends or during school holidays. | can't see
the problem,

0 0 Rate This

{ﬁi Jdclover - 884 days ago

How does ane guarantee that that is the only facebook account?
Although it's against the facebook TOS, | know people that have
mare than one account, one for friends and one for family or
business. I'm sure a teen could easily do this as well.

hitps://nakedsecurity. sophos.com/2012/07/16/facebook-child-molester/

APP. 336

4nz

FB000000379



3272015 How Facebook calches would-be child molesters by analyzing relationships and chat content | Naked Security
1 0 Rate This

(ﬁ Yadont - 983 days ago

"l can't see the problem "

The problem is not everybody lives in Mayberry. Not every parent
has written a GIAC gold paper on properly securing @ home network
and not every kid is a perfectly compliant little angel who wouldn't
dream of circumventing any restrictions you place on them. Many of
those naon-angels are better at getting around controls than their
parents are at implementing them.

3 0 RateThis
—
"ﬁ Freida Gray - 883 days 2go

Facebook allows 13 year old children to set up an account, Thirteen is the
minimum age for an account stated in Facebook's TOS.

0 0 RateThis

Xyan « &84 days ggo

As a parent of young children the openness of the web terrifies me as & concept
for them when they reach ages that they'll start Using services like facebook (or
whatever is the flavour of the manth at the time). As an IT professienal, | set up
dansguardian on the home network as a means to protect our home traffic from
this kind of thing - but that's only one connection. 4G wireless, school, friends’
internet, | can't monitor..

0 0 RateThis

B Lisa Vaas - 983 days ago

| think you've nailed the main problem with trying to institute constant
monitoring of minors' usage: networks are ubiquitous. A parent well may be
able to keep an eye on a child's al-home Internet activity, but can that
parent really be expected to stay an top of Internet activity when their
child's messing around with smartphones, with school networks, with
friends' home networks, at wifi hotspots, and/or af libraries' networks?

It's when the child's outside of parental monitoring that you have to rely on
having educated the kid well enough that they know better than to trust
somebody they met on Facebook.

I'm leathe to blame parenis even when kids fall into traps, though. Their
brains aren't fully developed. They're easy targets for extremely
sophisticaled predation. Hell, we all are, let's face it. Some guy flashed a
badge at me and a traveling companion in Athens years ago, then asked to
see oUr wallets to determine if a supposed pickpocket had managed to rob
us. We, being gullible, law-abiding citizens, gave him our wallets. Luckily, he
handed them back, since they had so liftle cash. It was after he asked to
see our “secret, hidden" money that | smelled a rat and asked to see his
badge again.

It turned out to be a toy plaslic badge.
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People are easy to fool Children are magnitudes easier,
1 1 RateThis

—
(m sharp - 282 days ago

It just requires giving them the tool that you will monitor,
The difference | see, is that parents confront the children, which causes
them to distrust their parents more for spying on them

| believe there Is a difference between monitoring and being there, over
contronting an issue instead of keeping the child safe and allowing them
ta learn from their own mistakes.

These other places you refer to are mostly monitored locations that
prohibit certain things. (School, Library, phones). | believe the Scheools
block facebook, library requires parent permission, and Cell phones
need paid. It's not like it requires much for an |T to pull logs and hand
them to parents, and say here is the data it's yours to monitor through,
unless your paying for monitering. This is what the phone company
does, hands you the logs and leaves it to the parents to investigate

0 0 Rate This

[ﬁ Darlene Wigston 984 daysado

| have nothing to hide and am glad to see this (not that those who want to protect
their privacy have something to hide -- | know they generally don't -- but those
whao do have something to hide will lie and say it's about privacy). | don't care if
Facebook knows | made cupcakes last night. But | do care if no one knows if a
child is about to be molested.

1 0 RateThis

(‘i Simon McAllister - 984 days age

Well said! Being a parent myself, | too would like as much support,
particularly when the said social network has millions of accounts; not all
'real' users. One day | would expect to see some sort of verification for an
account so that it's impossible to setup a ‘fake' user. See what difference
that would make...

1 0 Rate This

(@ Judy K. - 984 days ago

"l don't care if Facebook knows | made cupcakes last night. But | do care if no
one knows If a child is about to be molested.” It's this mentality that got us here in
the first place. Rather than deal with criminals when we're supposed to, we'd
rather give up our freedoms in the name of security. This person has pleaded
“not guilty”, no surpnse there, and he'll probably get off on some stupid premise
that he had too much coffee that day. Then, not anly will he be able to continue
doing what he's doing, we'll agree to give up that much more freedom to protect
our children from him. He should be dealt with naw. And since this is about
minors, parents have to bite the bullet and be firm with their children about what
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they can and can not do. You're not your child's friend, you're their parent. And

they don't need full autonomy prior to the age of majority and with the way many
of these kids are growing up, not even then.

1 Rate This

(ﬁ John - 945 days age

| grew up with facebook and am currently 24. | have read quite a bit about
how personalities and thought processes develop. In my experience and
research supported opinion the 13y/os looking to befriend or lose their
virginity to way older men{or women) generally have parents that are guilty
of emotional abuse.. .not as you claim "trying to be their friend"

the problem is compounded by the slave like work hours many middle class
and all lower class parents face. it is even further compounded if the parent
actually has a personality disorder or hates the situation and avoids the
family then feels guilty and trys to parent the child by "being the adult not
the friend" and picking out something lo try to improve an the child by
discipline....they tune into the teens life for a moment and based on that
single moment disconnected from any knowledge of what led up to it or
even what the teen was intending to do._.._they decide the teen 1s a child, on
a bad track and needs to be punished. ... the parents i am deseribing then
often fail to tune in and notice good things or provide emotional support for
hard times.

what that reaction communicates to the child is: | dont care enough to listen
to the full stery. you are incapable of doing things for yourself and you are a
bad person.

the above can cause many outcomes. a very common one happens to be
the desire to be desired.... and the desire to find an elder that can fill the
void left by negative, inattentive or emotionally abusive parents.

you cant be the friend all the time but focusing mainly on disciplined will
probably screw your child up worse .. BALANCE is the key. if you are going
to be strict you need to be just as rewarding or you will create issues in your
childs head.

all friend no parent tends to manifest in the house where kids get to party
while the parents are there, .. or the house were the parents bought the
booze for them,

if its the house where the parent doesnt pay attention to the kids partying it
can create the seek an elder void but the strict version is far more common
due to the boomers influence.

the main point of all of the above is that black and white will bite you in the
ass...if you parent with it. . it might bite two souls in the ass.

as an addon i think you need to do some research on how strict and usually
unavoidable sentencing is in these cases. there are 18y/os in jail in some
states because the parents of the 17y/o didnt like it. they will for ever carry
the mark of molester because of a black and white law that didnt take inta
account that they were peers. there are also cases of 16 y/o's with various
adults that tell the court it was their idea. .. they lied about their age_..and or
they had a fake... guess who still goes to jail based on the black and white
statutory laws which take away the judges ability to make the punishment fit
the actual crime

many are saved but almost as many are ruined

0 0 Rate This

@ EPB ' 934 days ago
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Freedom is hard to gain and easy to lose, Many of our ancestors fought to gain
this freedom for us and we have the burden to honor them by protecting it.
Although most of us can agree on obvious exceptions, exercising those
exceptions creates precedence that could be used to mit our freedoms beyand
the acceptable. \We are short-sighted beings by nature and need to be cautious
allowing activity that could spread to infringe our core rights.

0 0 RateThis

{m @bosslacdy 2898 - 983 days ago

This is very disconcerting to me...| don't mind catching child molesters, but what
else are they flagging? Democrats? Republicans? ...Fascinating...

0 O RateThis

! chunter - 933 days ago
'

Education Is the only answer. If you don't teach children to avoid trouble, you
won't prevent crime, and still, things will slip through.

It doesn't matter how many children it will save, policing thought is never okay.

0 0 RateThis

(ﬁ anonymous coward * 883 days ago

Exactly! Draconlan restrictions on computer use (or at least restrictions that
the teenager will consider draconian) will work for a while, but without some
education the kid will go around them as soon as they can figure out how.
But the same rules that Facebook is applying can be explained to kids who
are old enough to be on Facebook. Explain to them that, while reasonably
rare, there is danger in people pretending to be something other than what
they really are, and not all of them are nice people. Relationships can start
virtual as long as they stay virtual and no physical location info is
communicated

0 0 Rate This

(@ Robert Latimer - 983 days ago

If you ean't be open and transparent, then go back into your "bubble" and stay
offline!!!!

0 1 RateThis

(@ melinda 983 days ano
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Parents need to monitor their children properly. Too many parents are off doing
their own thing and quite ignorant of the windows they've opened by letting their
kids have smart phones, especially,

0 0 RateThis

(ﬁ Sabbath 983 days ago

This 1s good method but telling people they can't use a computer umonitored till
exactly their 18th birthday is a bit much.... the more you restrict people the less
educated they are and the more problems they'll get into. If your kid isn't in a
bubble all their lives they're not gonna need to be treated like they are 10 at
16...just saying.

0 0 RateThs

@ Ken - 983 daysagno

| apologize in advance for this post.

For those of you who are suggesting enacting mere laws, or stating that only
"bad" people have something to hide. Flease move to a police state and leave my
American freedoms alone. Obviously you do hot care about your freedoms, and
think that an all powerful government / corparation will protect you. | am unsure:
where your disillusionment began, but you are far too trusting, kind of like your
children with predators.

If you believe your children are susceptible to child predators, then educate your
children not to be If you say they are too young to know any better, then teach
them, help them to know better, The argument that | am seeing now is that since
you are unable to monitor your own children, you expect someone else to monitor
them for you. Raise and educate your children properly, and you should be able
to avoid these conditions. Although I'm not saying that it will protect them from
averything, it will help to protect them from some things.

As far as Facebook monitoring, | understand why they are monitoring, there is big
money involved in the data they are collecting. | disagree with the fact that they
are monitoring, but in the end, | signed up for their service, and | continue to use
it even though | know what some of their practices are. That is my fault, but |
made that choice. With that being said, If they were to increase their monitoring
efforts, and start disclosing more information then | will quit using their service.

1 0 RateThis

(ﬁ Internaut - 952 days ago

Most of the comments, and the issue around child protection on the Internet
assumes that a 13 year old today is the same as we were When we were 13.
From the moment they can sit in front of the TV, to their fist sit-down at a
computer, they pickup faster, and a lot more than we ever could at that age. Our
parents taught us about safety and strangers. Kids were rarely alone, and when
outside, usually in groups playing together. Now, they are called 'gangs’ - even if
they are just playing.

I'm 63 and therefore not young enough to know everything anymore. But |'ve
been around long enough to see the changes of where we were, what we are
doina. and where we mav be very soon, Havina worked with vouth arades 4 to 6
hitps://nakedsecurity. sophos.com/2012/07/16/facebook-child-molester/ 91z
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(computers) | say listen to 13 year olds! | think many would be surprised at their
mature approach to life.

Every day our rights are being boxed up and shipped to byte heaven - for our
own safety - so they say. Our emails are scanned, sorted, and labeled. Cur
Internet travels are monitored, and when we buy something with plastic, ask for
air miles, or use a customer discount card, we are recorded and the info used to
make sure they eventually we get an ad in our face and our habits sold to
marketeers. Do we assume the governments haven't considered using that
infarmation to moniter our movements, buying habits, and how much we spend
and on what - for our own safety?

Facebook is helping to lead the way in protecting children on social networks. It is
also helping to lead the way to where any company can read 'personal’ data, and
based on the communication, make an assumption.

The youth of today are becoming complacent to being ‘'monitored’ and are more
likely to accept Big Bro watching their every move. Next, as Leonard Cohen would
say, is".. a camera in the bedrooms of the poor."

No matter where the predator hides, and under what guise, it is still up to the
parents to get educaled, have a good sit-down with their kids at a early age, and
not be afraid to tell it like it is. Talk about the predator and how they might work,
what could happen yadda yadda... What the parent forgets, the kids get off the
TV, at school, an the 'net, from friends anyway.

Bottom line, get use to being monitored, be careful what you discuss lest you
raise a flag - - maybe this post will, and parents - reinforce what they are taught at
school - - educale your kids!

| am glad they caught what they alleged to be & child predator, but wonder if at
the expense of privacy could not have been conducted without affecting others
privacy.

1

0 0 RateThis

(ﬁ Richard - 982 days ago
Shouldn't that be "Big Blud"? :o)
0 0 RateThis

. Sum Guy ' 982 days ago

There are good reasons to lose privacy, as in this case, but there are cons to this
software too.

| think all children's communications should be monitored this way, but adult
communications should remain private unless commumcating with 2 minor. There
are many sick people out there. If all minors are monitored it pretty much
guarantees more pedophiles will be caught. | am sure some will slip though, but it
seems like a good idea.

There are a lot of things that adults talk about that is illegal. Drugs and protest to
name a few. | think what one does to him or her self is their choice. As long as
alcohol is legal | think enforcing drugs is hypocritical.

Our children need to be monitored, The misbehave in way that would shock most
of us when we are rot looking. This current generation or adults is pretty poorly
mannered. monitoring them may help the guality of the next generation to
become important adults.

Of course this wont fix our society but maybe it will increase the good to bad ratio.

N 1 RateThis
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(ﬁ Ken - 982 daysago

Let's look at this from another perspective. Since you are unwilling to educate and
monitor your own children, you decide to pass this job off to someone else to do.
What if the person that is monitering your children is a child predator? You would
then have to monitor the monitors, VWhat if a child predator was able to get a hold
of the logs for your manitored child? That would give them vast more information
on your child and their habits to allow your children to be social engineered that
much better.

What about ancther scenario; What if your child joked about bembing some
place? Or became mad at someone and wished them dead? By monitoring
everything they do, day in and day out, | am sure that something your child has
said could be construed as illegal, or classified as terrorism. | can see the
headline now, "11 year old arrested. Science project classified as a WMD". Or an
anline psychological evaluation deems your child is a threat to society and they
are put inte an institution ("I'm sorry Ma'am we can't risk another Ted Bundy")

| reiterate, educate your children, and leave my American freedoms alone.

2 0 RateThis

- Tony - 881 days aga

"[A] low false-positive rate has the serious downside of letting many dangerous
communications go through unflagged.”

As opposed to other communications media such as email, IM, texting, phone
calls, snail mail or even good old face-to-face encounters — all of which let 100%
of communications go through, even if dangerous or illegal. It's easy to lose sight
of that in the rush to held new technologies to a higher standard.

0 0 KateThis

—
Em oncefallendotcom 250 days ago

When we allow one group to be targeted, we allow all groups to be targeted. We
are growing to accept big brother surveillance.

2 0 RateThis

(ai;l Maxwell - 956 days ago

This is another reason why i feel like I'm different to everyone else, is it really SO
hard to stay safe online I'm 13 and | have never let any stranger be my friend or
talk to me,

Mast of them are idiots for even letting a stranger even talk to them let alone
actually talking back to them, Our schools really should try to teach them how to
be safe online better.
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0 1 RateThis

r - About the author
T I've been writing about technology, careers, science and health since
‘ - 1995. | rose to the lofty heights of Executive Editor for eWEEK, popped

oul with the 2008 crash, joined the lreelancer economy, and am still
writing for my beloved peeps at places like Sophos’s Naked Security,
ClO Mag, ComputerWorld, PC Mag, IT Expert Voice, Software Quality
Connection, Time, and the US and British editions of HP's
Input/Cutput. | respond to cash and spicy sites, so don't be shy.
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Social networking is a great way to keep in touch with friends and meet new
people. But it's also important to be vigilant about what you say to people
you meet online

Facebook has technology in place to monitor user conversations for
suspicious activity and notify police when necessary, Reuters reported
yesterday. The scanning technolegy monitors chats for words or phrases
that may signal that something is wrong, such as personal information being
exchanged or explicit language being used

"We've never wanted to set up an environment where we have employees
looking at private communications, so it's really important that we use
technology that has & very low false-positive rate,” Facebook told Reuters

Facebook security employees don't see any of the conversations until the
scanning technology actually fiags the exchange. The employees then
review the chat to determine whether the police should be notified

"l find the news to be both scary and more than a bit surprising,” Chester
Wisniewski, senior security advisor at Sophos, told Secunty Watch. Most
communication providers tend to take the stance that since they don't
monitor user activity, under the Safe Harbor provisions it isn't their fault if
users do something lllegal, Wisnmewski said

"If you begin analyzing content, you may be hald liable for not stopping
something dangerous that traverses your network,” Wisniewski said

Protect Yourself

While it's nice to know that Facebook is keeping a distant eye on chat logs
for criminal behavior, users should exercise some Internet smarts when
online. And while we are picking on Facebook a bit, these tips apply to other
social networking sites, as well

= Friending Strangers — Study after study have shown Facebook
users accept friend requests from people they don't know. It's
easy lo lie on a profile, and criminals do it all the time on social
networking sites. Sexual predators have pretended to be
teenagers to talk fo younger users on social networking sites. In
a recent analysis, researchers from Barracuda Networks found
several fake Facebook profiles using the exact same
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Facebook Scans Chats for Criminal Activity

photograph of an attractive woman as the main profile picture
Once a fake profile is added as a friend, that scammer has
access to a tremendous amount of personal data. Screen them
out beforehand.

Chatty Profiles — Many people still have not locked down their
social networking profiles, letting people they don't know see
their home address, phone numbers, and all other information. |f
it's that critical to have that much information about you on your
profile, at least lock it so that only friends can see it (and then
be careful about who you friend. .. )

« Know About Privacy — Seme information, such as login
credentials and personal identifying information, should never
be shared, even with best fnends. L2arn how fo use the site's
privacy controls. Google+ has done a good job of giving users
control over who can see their profile data, and Facebook Is
steadily improving.

"The bottom line Is no one should expect any sort of privacy on social
networks and these types of programs just further preve that point,"
Wisniewski said.

Crimes Against Minors Online Rare

Facebook relying on software to pre-scan chats protects the company from
privacy concerns that someone is monitoring all conversations. But it also
means that a lol of other suspicious incidents may be missed.

“| feel for every one we arrest, ten others get through the system," Special
Agent Supervisor Jeffrey Duncan of the Florida Department of Law
Enforcement told Reuters.

However, before anyone panics, it's worth noting that that Internet-related
sex crimes against children are rare. The National Center for Missing and
Exploited Children processed 3,638 report of online "enticement” of children
by adults last year, 10 percent less than 2010,

Most sex crimes against children are committed by people the children
know, rather than strangers. Reuters reporied Facebook's technology is
more likely to likely scrulinize conversations between two users who aren't
already "well-established" in the Facebook universe as friends. In which
case, those chats with non-strangers may never even be flagged.

Protect Children

Despite the fact that strangers approaching children online Is rare, many
parents are still jittery. A recent survey of 1,000 parents by MinorMonitor
found that 74 percent of parents were concerned abot their child's safety
on Facebook, with 58 percent worrying about predators.

There are a number of tools available that parents can use to monitor their
children's social networking activities. PCMag gave an Editors’ Choice
award lo Socialshield, which lets parents menitor their children's Facebook,
MySpace, Twitter, Google+, and Formspring accounts ZoneAlarm's
SocialGuard detects cyberbullying, account hacking, bad links, age-
inappropriate refationships, and contact by strangers. MinorMonitor alsa
tracks the child's Facebook activity and sends parents alerts for poteritial
prablems,

Categories: =county Prvany

Tags: sccial nemorking, Facebook Sybesenunly So0iEl petwoil
I - . S
Comments

blag commants powered by Disgus

CONNECT ZIFF DAVIS SITES

SUBSCRIBE
I

Login AskMen PC/Mac
|

hitp:#/securitywatch.pcmag.com/security/300288-facebook-scans-chats-for-criminal-activity

APP. 347

FB000000389



3272015
Site Map
Privacy Policy
Terms of Use

Advertise

PCMag Digital Edition
Newsletrers

RSS Feeds
Encyclopedia

Contact Us

BT
! L1 996-2015 Zitf Davis, (LG PCMag Digksl Gooup

Facebook Scans Chats for Criminal Activity

Computer Shopper
ExtremeTech

Geek

IGN

TechBargalns

Toolbox

hitp://securitywatch. pemag com/security/300288- facebook-scans-chats-for-criminal-activity

APP. 348

Apple 10S
Amazan Kindle
B&N Nook
Google Android
Sony Reader

Customer Service

n Twitter

I8 Pinterest

bl Google+

Certihed F

r@‘ TRUS1

FB000000390



32725 Facebook's Spying On You For 2 Good Cause | Motherboard

Facebook's Spying On You For a
Good Cause

Wrtten by ADAM ESTES

July 13, 2012 // 01:10 PM EST

Whether you realize it or not, a bundle of sophisticated technology isconstantly

scanning through Facebook interactions — wall posts, messages, chats — looking for sexual
predators. A combination of intelligent software and human moderators can spot when a
predator goes after an underage user and notify police almost in real time as the conversation
is happening. The tools pull clues from users’ mutual friends, past interactions and age
difference to spot potentially abusive conversations and compare them against archives of past

interactions that have lead to assaults.

It's part of an aggressive effort the social network has made over the past few years to protect
the safety of its 13- to 18-year-old users, and few would argue that the stated goals of the
program aren’t sound. Nobody likes pedophiles. And nobody wants them picking up kids on

Facebook.

Still, there's something unnerving about Facebook reading your messages, isn't there?
Preventing crime is one thing, but surveilling the most intimate user behavior is something
completely different. At face value, it treats every Facebook user like a sexual predator.
Facebook is obviously aware of the privacy concerns and insist that their technology only spots
the bad guys. “We've never wanted to set up an environment where we have employees
looking at private communications, so it's really important that we use technology that has a
very low false-positive rate,” the company’s chief security officer Joe Sullivan told Reuters this

week. Nevertheless, authorities say that existing systems are still inadequate for keeping
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pedophiles away from minors online. Said one special agent from Florida, “| feel for every one

we arrest, ten others get through the system.”

From the other side of the fence, though, it's easy to think of Facebook's anti-pedophile
software as just another form of moderation. After all, Facebook employs an army of
moderators to keep illicit photos from being uploaded, abusive language from being used in the
comments and general trollishness from ruining others' experience on the site. What more
despicable trolls could there be than pedophiles looking for some underage kids to hit on? The
vast majority of the scanning is also algorithmic, so it's not like you have a bunch of Facebook
employees poring over your every word. In truth, it's a machine that’s trying to spot patterns

and red flags. And don't forget: it's for a good cause.

CONNECTIONS:

» Anonymous Starts Its Own ‘To Catch a Predator’
« |ntermet Eyes Review; Being an Armchair Vigilante Sucks
e Sorry FBI, There Are Probably No Drug Cartels In Second Life

TOPICS: facebook, privacy, sexual predators, privacy-and-security
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Facebook uses scanning technologies, alerts authorites about content

By: Cale Guthrie Weissman on 16 July 2012
Posted in Atrests and legal action, Internet tools filtering, Survelllance, United States of America, United
States/Canada

In March of this year, authorities in south Florida arrested a man in his thirties who had used Facebook to
make plans to meet up with a minor. According to Reuters, a program designed by the social networking
platform to monitor suspicious communications between adults and minors led to the arrest. Facebook
regularly scans user content for criminal activity, but the manitoring program is something the social media
giant has generally kept quiet about. Reuters explains, “Facebook generally avoids discussing its safety
practices to discourage scare stories.”

Though often hidden from view, this monitoring program is ene of the most advanced of its Kind. CNET
describes the general mechanics of the program:

Facebook's software focuses on conversations between members who have a loose
relationship on the social network. For example, if two users aren't friends, only recently
became friends, have no mutual friends, interact with each other very little, have a significant
age difference, andlor are located far from each other, the tool pays particular attention.

The scanning program looks for certain phrases found in previously obtained chat records from
criminals, including sexual predators.... The relationship analysis and phrase material have to
add up before a Facebook employee actually looks at communications and makes the final
decision of whether to ping the authorities.

According to Reuters, this sort of scanning is commonplace for platforms like Facebook—most large social
media companies scan chats for inappropriate language and exchange of personal information. However,
many social media platforms—especially those tailored for younger audiences--walk a tightrope between
utilizing these tactics to safeguard against illegal activity and providing a less restrictive social media
platform that will engage users. Reuters explains:

From a business perspective, however, there are powerful reasons not to be so restrictive,
starting with teen expectations of more freedom of expression as they age, | they dent find it
on one site, they will somewhere else.

Scanning users' content is not new terrain for Facehook. In April a document leaked showing the kinds of
user information Facebook releases to authorities when subpoenaed. While the document provoked public
backlash, Facebook is clear about what it does with users' information in the “Information for Law
Enforcement Authorities” section of its website.

Facebook acknowledges the difficulties inherent in monitoring content on its platform for criminal activity.
Facebook's Chief Security Officer Joe Sullivan, speaking to Reuters, explains, "We've never wanted to set

up an environment where we have employees looking at private communications, so it's really important that

we use technology that has a very low false-positive rate.” Digital Trends explains that Facebook takes

active measures to limit communication between minors and unfamiliar adults on its site. Examples include

not listing minors within the Facebook search tool and allowing only direct friends of minors into a direct
chat. It then scans communications that do take place for keywords and patterns derived from an analysis
of chat logs taken from prior criminal cases in order to identify possible threats.

Scanning technologies of this design are just beginning to come to the forefront for various websites. While

some sites are reticent to embrace them fully, fearing revenue loss, this example highlights the tactics used

and suggests a possible upward trend in surveillance by social media platforms.
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