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much of the inappropriate behaviour.

In the US, where Facebook's relationship with law enforcement is more established, the site
responds to investigations by providing information about, for example, a suspect's
location. It has called for a UK equivalent to its partnership with government in the US,
which gives it access to data on sex offenders to help identify them on the site. In cases
involving children, information and material will be passed to the US National Center for
Missing and Exploited Children. Though the centre has links to its UK equivalent, the Child
Exploitation and Online Protection Centre, or Ceop, Kelly admitted the procedure needs to
be improved.

"If they tell us the user is in the UK, that data goes to Ceop. We have had several meetings
with [Ceop chief executive Jim] Gamble but that relationship is not working well," he said,
adding that the UK needed a dual reporting system.

Kelly added that the site had to balance its duty to respect its users while meeting its legal
obligations, but emphasised that it "only shares data with very good reason".

"If the warrant relates to the location or certain data about a witness or suspect, the team
won't dump all the data on that user," he said. "It's not our data to share. The corporate
philosophy about data is that the user is in control, and they choose how to share and
distribute it. If we are presented with a legal situation where we have to disclose data to law
enforcement, the philosophy is to provide the minimum amount of data required."

Media coverage of the site's safety procedures have largely focused on the rift with Ceop
over Facebook's refusal to introduce a "panic button" - a logo linking to Ceop - as a
deterrent. Ceop's head of safeguarding and child protection, Dr Zoe Hilton, characterised
talks as "robust" but said the agency's primary concern was that Facebook did not appear to
be passing on reports of grooming and inappropriate contact.

"There is absolutely no legal barrier that would stop a US company passing reports of day-
to-day grooming of children to the UK," she said. "They have internet experts managing and
assessing risks to children - we have social workers and police. We want a better dialogue on
all aspects of their safety, and underage users should be one of those things."

From Ceop's perspective, use of a branded button on popular websites is an important part
of a wider campaign to unify safety reporting procedures. Following an education campaign
in UK schools, it claims that 5.2m children now recognise the Ceop name and logo. With
MySpace and Bebo on the decline, the cooperation of Facebook is essential. Recent research
by Ofcom found that a quarter of children aged eight to 12 had profiles on social networking
sites, even though most require users to be 13 or over. Though Hilton welcomed Facebook's
technical methods of monitoring suspicious user behaviour, she said they were not new and
not a substitute for clear reporting.

Ceop had received 253 reports of grooming on Facebook in the first quarter of this year, she
said, and 75% of those had come through the Ceop site. "That means those people had to
leave Facebook, find our site and then click through 'report a concern’, and that's too many
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stages."

She denied that Ceop was struggling to deal with the volume of reports, and invited
Facebook's team to Ceop to see how they manage their caseload. In the long term, she
emphasised, Facebook and Ceop needed to have a "strong and warm relationship" and that
ideally, a member of Facebook's safety team would be embedded with Ceop to inform its
work across education, new technologies and investigations.

Privacy campaigner Christina Zaba said Facebook needed to do more to stop persistent
stalkers and bullies who could use multiple identities, and cautioned against the automated
profiling of users. Flagging users with too many friends of one sex could penalise gay people
or those organising groups such as the Girl Guides, she argued, while users with many
declined friend requests could be PRs, campaigners or journalists trying to reach a new
audience.

"There are many human variables that are too complex to be monitored in this way," Zaba
said. "I'd be happier if the lines of reporting were clearer, and if concerned users could speak
to a real person."

Facebook's rival MySpace does not carry the Ceop logo, while Bebo, whose members are
generally younger than Facebook's, includes a small Ceop logo on every profile. The
branded links have significantly increased the number of reports being sent to Ceop since
they were introduced.
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don't already have a well-established connection on the site and
whose profile data indicate something may be wrong, such as a
wide age gap. The scanning program is also “smart” — it's
taught to keep an eye out for certain phrases found in the
previously obtained chat records from criminals including sexual
predators.

If the scanning software flags a suspicious chat exchange, it
notifies Facebook security employees, who can then determine if
police should be notified.

Some critics of this method have suggested that keeping most of
the scanned chats out of the eyes of Facebook employees who
could compromise the data may help Facebook deflect criticism
from privacy advocates, but whether the scanned chats are
deleted or stored permanently is yet unknown.

According to Facebook’s chief security officer, Joe Sullivan, at
least one alleged child predator has been brought to trial directly
as a result of Facebook’s chat scanning, Reuters report.

Facebook works with law enforcement “where appropriate and to
the extent required by law to ensure the safety of the people who
use Facebook,” according to a page on its site.

“We may disclose information pursuant to subpoenas, court
orders, or other requests (including criminal and civil matters) if
we have a good faith belief that the response is required by law.
This may include respecting requests from jurisdictions outside
of the United States where we have a good faith belief that the
response is required by law under the local laws in that
jurisdiction, apply to users from that jurisdiction, and are
consistent with generally accepted international standards.

“We may also share information when we have a good faith
belief it is necessary to prevent fraud or other illegal activity, to
prevent imminent bodily harm, or to protect ourselves and you
from people violating our Statement of Rights and
Responsibilities. This may include sharing information with other
companies, lawyers, courts or other government entities.”
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by leaving a comment.

data:text/html;charset=utf-8,%3Cdiv%20class % 3D %22header % 22%20sty le % 3D %22box-sizing % 3A%20bor der -box % 3B % 20padding%3A%200px % 3B%20ma... 22

FB0O00000417
























	(K)
	Ex. K_Implied Consent Articles_Part 6



