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Facebook looks to cash in on user data

Profiles, status updates and messages all include a mother lode of voluntarily provided information. The social media site is using it to
help advertisers find exactly who they want to reach. Privacy watchdogs are aghast.

April 17, 2011 | By Jessica Guynn | Los Angeles Times Staff Writer
Reporting from Palo Alto — Julee Morrison has been obsessed with Bon Jovi since she was a teenager.

So when paid ads for fan sites started popping up on the 41-year-old Salt Lake City blogger's Facebook page, she was thrilled. She described herself as a
"clicking fool," perusing videos and photos of the New Jersey rockers.

Then it dawned on Morrison why all those Bon Jovi ads appeared every time she logged on to the social networking site.

"Facebook is reading my profile, my interests, the people and pages I am 'friends' with, and targeting me," Morrison said. "It's brilliant social media but it's
absolutely creepy."

For Facebook users, the free ride is over.

For years, the privately held company founded by Mark Zuckerberg in a Harvard dorm room put little effort into ad sales, focusing instead on making its service
irresistible to users. It worked. Today more than 600 million people have Facebook accounts. The average user spends seven hours a month posting photos,
chatting with friends, swapping news links and sending birthday greetings to classmates.

Now the Palo Alto company is looking to cash in on this mother lode of personal information by helping advertisers pinpoint exactly whom they want to reach.
This is no idle boast. Facebook doesn't have to guess who its users are or what they like. Facebook knows, because members volunteer this information freely —
and frequently — in their profiles, status updates, wall posts, messages and "likes.”

It's now tracking this activity, shooting online ads to users based on their demographics, interests, even what they say to friends on the site — sometimes within
minutes of them typing a key word or phrase.

For example, women who have changed their relationship status to "engaged" on their Facebook profiles shouldn't be surprised to see ads from local wedding
planners and caterers pop up when they log in. Hedgehog lovers who type that word in a post might see an ad for a plush toy version of the spiny critters from
Squishable.com. Middle-aged men who list motoreyeling as one of their hobbies could get pitches from Victory Motoreyeles. If a Facebook user becomes a fan
of 1-800-FLOWERS, her friends might receive ads telling them that she likes the floral delivery service.

Marketers have been tracking consumers' online habits for years, compiling detailed dossiers of where they click and roam. But Facebook's unique trove of
consumer behavior could transform it into one of the most powerful marketing tools ever invented, some analysts believe. And that could translate into a
financial bonanza for investors in the 7-year-old company as it prepares for a public offering, perhaps as soon as next year.

But privacy watchdogs say Facebook's unique ability to mine data and sell advertising based on what its members voluntarily share amounts to electronic
eavesdropping on personal updates, posts and messages that many users intended to share only with friends.

"Facebook has perfected a stealth digital surveillance apparatus that tracks, analyzes and then acts on your information, including what you tell your friends,"
said Jeffrey Chester, executive director of the Center for Digital Democracy. "Facebook users should be cautious about whether the social networking giant

ultimately has their best interests at heart.”

Bon Jovi fan Morrison has removed some information from her profile to make it more difficult for advertisers to target her. "I thought, "Wait a minute, [
didn't give you permission to look into my life,™ she said.

Facebook says it does not disclose information that would allow advertisers to identify individual users, but filters them based on geography, age or specific
interests. It also lets users control whether companies such as 1-800-FLOWERS can display the users' names to others to promote products. But any

information users post on the site — hobbies, status updates, wall posts — is fair game for ad targeting.

Facebook's first experiment with paid ads was a flop. In 2007 it rolled out Beacon, which broadcast information on Facebook about users' activities and
purchases elsewhere on the Web without their permission. Facebook pulled the program after settling a lawsuit brought on behalf of Facebook users.

This time around, company officials appear to be proceeding more cautiously. David Fischer, Facebook's vice president of advertising and global operations,
says Facebook delivers ads that are relevant to users' lives.

"This is an opportunity for brands to connect with you," Fischer said. "When someone likes a brand, they are building a two-way conversation, creating an
ongoing relationship.”
Alot is riding on getting it right. Last year, online advertising in the U.S. grew 15% to $26 billion, according to the Internet Advertising Bureau.
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People familiar with Facebook say its ad revenue doubled to $2 billion in 2010, and is expected to double again this year as more major advertisers including
American Express, Coca Cola and Starbucks climb aboard.

In February, more than a third of all online display ads in the U.S. appeared on Facebook, more than three times as many as appeared on its closest competitor,
Yahoo, according to research firm ComScore Inc. Facebook's moneymaking potential has wowed investors. Its market value is estimated at $55 billion on the
private exchange SharesPost.

"If you take a look at the history of media, ad dollars go where the eyeballs are," Wedbush Securities analyst Lou Kerner said. "If you look at Google today, with
annual revenue of $29 billion, it's not hard to think of Facebook generating that kind of revenue in four or five years. That's why we continue to be bullish on
Facebook even at these price levels."

Facebook still faces some skepticism from big brands that question how often people click on the ads or how effective they are in getting people to buy
something. One recent survey found that Facebook ads performed about half as well as traditional banner ads.

But Facebook's ability to pinpoint paying customers has dazzled some small-business owners, including Chris Meyer. Over the last 18 months, the Minneapolis
wedding photographer had Facebook aim his ads specifically at female users who divulged the following information about themselves on the social networking
site: college graduates, aged 24 to 30, who had just gotten engaged and lived within a 50-mile radius of Minneapolis.

Meyer says his $1,700 ad buy generated $110,000 in sales.
"I could not have built my business without Facebook," he said.

It's much the same for Anne Puthoff. Her store, Emmy's Bridal, is located in Minster, Ohio, population 2,800. She managed to pack the shop for a special
weekend trunk show of prom dresses — in February, no less. Her secret weapon: $200 worth of Facebook ads targeting high school girls from the surrounding
area.

"Our fan base has grown steadily in an economy where stores are going out of business or not thriving," Puthoff said. "I think that's due largely to the new
customers we are bringing in via Facebook."

Indeed, Facebook users such as Kara-Noel Lawson say they enjoy receiving ads from merchants they like instead of useless spam. The 30-year-old mother of
three from Rancho Santa Margarita in Orange County routinely "friends” businesses on the social media site and clicks on advertising that interests her. More
often than not, she said, she is rewarded with coupons, gift cards and discounts.

"Idon't feel any weird privacy thing," she said. "We are all putting everything out there already.”

jessica.guynn@latimes.com
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one Messages might not reach their recipients until much later. Users can move a
conversation between inboxes once it has started, but Facebook could address
part of the problem by allowing users to opt to have the first Message from

someone they aren’t connected to routed to their main inbox.

Overall, Messages will help most Facebook users. It anticipates the shift to using
multiple devices and interfaces to conduct a single conversation. It also
declutters the inbox by removing spammy and low-value Page and Event
updates. Professionals who are frequently contacted by those they aren’t
connected to will need to pay attention to their Other inbox. But for most, we
advise upgrading or requesting an invitation to New Messages because it
improves one of the core uses of Facebook — instant communication with
friends.

[Note: it’s currently unclear when Facebook shows counters for the Other inbox.

This feature is still undergoing rapid development. ]
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Rove Monteux

Facebook Graph API exploit that let’s you pump
up to 1800 ‘Likes’ in an hour

Posted on October 5, 2012 by rmonteux
Facebook (http://en.wikipedia.org/wiki/Facebook) Graph API

(http://developers.facebook.com/docs/api) hack discovered by Killswitch.me team and Sejwa.com.

You can either script it as described in the video, or simply private messaging an URL

(http://en.wikipedia.org/wiki/Uniform_ Resource Locator) to some people on Facebook will

increase the “like” count for the given URL.

I tested it, and I can confirm that indeed that is correct as of the 5th of october 2012; it also works if
you private message the URL to yourself.

To message yourself, go to the page of any of your friends, press the button to private message the
person, then delete the person’s name by clicking the “x” button beside it, and put your name in
place. From then on, in the message menu you will find a tab to privately chat and share URLs

with yourself.
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Kashmir Hill (http://www.forbes.com/sites/kashmirhill/) Forbes Staff

Welcome to The Not-So Private Parts where technology & privacy collide

b

TECH (/TECHNOLOGY)  10/04/2012 @ 10:12AM | 10,045 views

Facebook Scans Private Messages
To Hand Out Public 'Likes'

Comment Now Foliow Comments

http://blogs-

images.forbes.com/kashmirhill /files/2012/10/Eye-reflects-
Facebook.jpg)Facebook doesn’t just rely on its users to hit the “Like” button

around the Web to tell the world that they endorse a product, news article,
hotel, or LOLcat. It scans their private messages to friends, and when it sees a
link to a ‘Likeable’ page, it doles out ‘Likes’ accordingly. Two ‘Likes’ per private
message sent, to be exact. This is a fascinating find by security researcher
Ashkan Soltani, wr1t1ng for the Wall Street J ournal

messages/ j:

€€ Arecent online video (http://news.ycombinator.com/item?id=4601538) shows that the

social networking site scans the links you're sending — registering them as though you “Like”
the page you sent. ... The video, which was posted this week on Hacker New
(http://news.ycombinator.com/item?id=4601538)s, showed a person who sent links in

Facebook messages in order to inflate the number of “Likes” a page had received. Each time
the link was sent, the page’s “Like” count went up by two, something that the Hacker News
poster said allows people to “pump up to 1,800 ‘Likes’ in an hour.”

I tested it myself. When I sent a link to Soltani’s test page
(http://ashkansoltani.org/fb_test.html) in private messages to my sisters,

Soltani’s page registered two extra “Likes” with each message. When I sent the
link to both sisters at once, the page still got just two “Likes.” His page also got
two more “Likes” when I posted a link to it on Soltani’s wall (publicly). I tried

http://www .forbes.com/sites/kashmirhiil/2012/10/04/facebook-scans-private-messages-to-hand-out-public-likes/ 1/3
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the test again sending a recent article I wrote
hitp: //www.forbes.com /sites/kashmirhill/2012/1 -of -

here-today-gone-more-valuable-tomorrow/) to my sister. It jumped from “5

shares” to “7 shares” after I sent her the message.

Writes Soltani:

€¢ Inaddition to raising privacy questions, then, the video points to potential problems with
“Like frand.”

via How Private Are Your Private Facebook Messages? — Digits — WSJ

Etive W 1# people Ve this, Be the Hest of your frignids.

forbes.com/kashmirhill/files/2012/1 reen-Shot-2012-10-
9.50.26-AM.png)Indeed. When I first started, Soltani’s test page had 4 Likes.
Now it has 12, and the jump is all my doing.

We already know that Google scans our Gmail to target us with ads and that
Facebook scans our inboxes looking for sexual predators and child porn
http: //www.forbes.com s1tes kashmlrhlll 2012/07/13/ves-face ook -scans-

but many users may not have realized that the links they were exchanging
privately resulted in a public — though anonymous — endorsement of said
links.

I reached out to Facebook for comment on this. While I'm not surprised that
links posted to Facebook, whether publicly or privately, are scanned for
security reasons, I am taken aback by the fact that Facebook assigns a public
value to those links. It’s less surprising when the number that jumps is
“shares” rather than “Likes,” as “Likes” implies, you know, actually liking
something. I wonder how many people have sent an article or product link to
Facebook friends out of outrage, only to have it instead get more ‘Likes.” Do
over 6,000 people really “Like” the Placenta Teddy Bea
://www.inhabi

lacenta—tedd -bear/), or is that just reflective of the number of times a link to

that page has been sent around in horror?

Update: Facebook says the double loving is a bug, and that only one “Like”
should be handed out. A spokesperson also emphasizes that this a third-party
Social Plug-in version of the “Like” button and that it is meant to reflect
engagement rather than endorsement. Here’s the full statement from
Facebook:

http://www .forbes.com/sites/kashmirhiil/2012/10/04/facebook-scans-private-messages-to-hand-out-public-likes/ 2/3
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¢¢ Absolutely no private information has been exposed and Facebook is not automatically Liking

any Facebook Pages on a user’s behalf.

Many websites that use Facebook’s ‘Like’, ‘Recommend’, or ‘Share’ buttons also carry a
counter next to them. This counter reflects the number of times people have clicked those
buttons and also the number of times people have shared that page’s link on Facebook. When
the count is increased via shares over private messages, no user information is exchanged,
and privacy settings of content are unaffected. Links shared through messages do not affect
the Like count on Facebook Pages.

We did recently find a bug with our social plugins where at times the count for the Share or
Like goes up by two, and we are working on fix to solve the issue now. To be clear, this only
affects social plugins off of Facebook and is not related to Facebook Page likes. This bug does
not impact the user experience with messages or what appears on their timelines.

7 comments, € called-out Comment Now Foliow Comments
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Facebook updates Messages feature with filtering,
tests a service to let people pay to send them

23 days until TNW Conference Europe. Join 3,500 people on April 23-24.

[hitp://thenextweb.com/conference/europe/]

KENYEUNG
20 December '12, 07:04pm

1 oy §

" acebook [http://www.facebook.com] is making an update to its Messages feature. It’s
adding filters to help solve the problem of finding messages that should be seen and seeing
those that shouldn’t. To do that, it isfollowing through on news it shared last month and will be
replacing its “Who can send me Facebook Messages” setting with two new up-front filters.

As the company sets out to find ways to help bring in relevant messages, it’'salso finding ways to
monetize and one new way that could have privacy groups and businesses reacting is this “pay for
play” program. There are many signals that go into determining what gets through to a user’s
Messages inbox, but one new signal Facebook is testing is allowing some users the ability to pay
in order to help get their messages delivered, regardless of friendship status on the network.

httS/the extwe .c m/flce  k/LLLL/CT/TffDce  k-messDges- w-with-filters/ 10
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Messaging has been an interesting thing for Facebook, both as blessing and acurse. The latter is
because of user complaints that they’re missing out on messages or don’t even know that they
exist. Did you know that hundreds of these communications
[http://thenextweb.com/facebook/2011/11/15/you-might-have-hundreds-of-unread-private-
messages-on-facebook/] could have potentially have gone unseen in your Messages inbox?Sure,
there’san “Other” folder in Facebook that basically acts as the catch-all for all communications
that it deems to have low relevancy. It’s too bad that a few innocent messages get tagged and
removed because of this filter.

Facebook tells us that the experience isbroken and that by adding filters, it will help to make sure
that the messages that should get through actually do. Currently, the experience is that when you
get aphone number from a non-Facebook friend and then choose to text them through
Facebook’s mobile app, it won’t get through. The same will go if you email a Facebook friend at
their facebook.com email address from Gmail. If your Gmail address isn’t associated with
Facebook, it won’t get through. It's weird, isn’t it?

Evolving this process is what the company hopes to do in order to make sure that Messages isn’t
about simply sending one-off dialogues to one another. It'saiming tc make it more of a
conversation where messages should be able to be sent however you want it, whether it's by web,
tablet, or by smartphone — and you should get it.

httS/the extwe .c m/flce  k/LILL/CT/TffDce  k-messDges- w-with-filters/ win|
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