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3127/2015 The Reengineering of Facebook Messages - IEEE Spectrum

Once the hole was plugged and new users started on the new system, the migration went fairly smoothly. When
a user’s messages didn’t migrate successfully, the user didn’t notice; the messages just stayed on the old system
until the engineers figured out what the problem was and fixed it.

This summer, Facebook added a messaging app for mobile phones, further blurring the line between text and
chat and e-mail. The biggest trick to that, Bosworth says, was keeping a connection open between the phone
and Facebook so messages could be sent seamlessly, without gobbling up the users’ data allotments or draining
phone batteries. The solution ended up being a technology that minimizes the amount of data transmitted,
called MOQTT (Message Queue Telemetry Transport) (http://mgtt.org/). MQTT is an open protocol developed by
IBM that was originally used for satellite telemetry.

Today, more than 8 billion private messages fly through Facebook Messages daily. Will this kind of messaging
platform kill e-mail? Bosworth says no. "The post office is still in service. E-mail won’t go away." But, he says,
the future of everyday communications will look a lot more like Facebook Messages.

http://spectrum .ieee.org/computing/software/the-reengineering-of-facebook-messages 6/6
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312712015 Facebook Is Reading Your Messages and Liking Things For You (Updated: Not as Bad as We Thought)
has done it since day one to serve us ads. But there are serious potential personal
consequences here—what if I'm talking about something disgusting, loathsome,
and offensive with a friend? Do I want Facebook to automatically chalk that up
as a Like? No. And I doubt you do either.

The auto-liking could also be a big deal for those who want to artificially inflate
their popularity online—say, people with something to sell. "Yeap, it won't drive
any traffic to your website. But if your [sic] visiting an online store and you see a
lot of likes under the product then this might cloud your judgement,” notes one

commenter on Hacker News, where the mechanism was first reported.

just a very unlikely coincidence that played out in more than one
place—the auto-liking only applies to external links with embedded
Facebook liking. So, say I send someone a private Facebook message
with a Gizmodo post, which contains a Like button. That will increase
the counter, not talking about The-Dream on FB itself.

So your name isn't being associated publicly with something you're talking about
privately—but if even a mention is enough to kick up a Like, it seems like that's
pretty heavily diluting (even further) what "like" even means—from preference to
mere reference. Would you say every single proper noun you utter each day
should be something you like? [Hacker News via Forbes]

Update: According to a Facebook spokesperson, although messaging will auto-
increase a page or link's Like count, it won't publicly associate you with that Like.
In other words, your identity won't be exposed. The full statement is below:

http://gizmodo.com/5948948/facebook-is-reading-your-messages-and-liking-things-for-you 2/4
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Facebook Is Reading Your Messages and Liking Things For You (Updated: Not as Bad as We Thought)

Absolutely no private information has been exposed. Each time a person
shares a URL to Facebook, including through messages, the number of
shares displayed on the social plugin for that website increases. Our
systems parse the URL being shared in order to render the appropriate
preview, and to also ensure that the message is not spam. These counts
do not affect the privacy settings of content, and URLs shared through
private messages are not attributed publicly with user profiles.

We did recently find a bug with our social plugins where at times the
count for the Share or Like goes up by two, and we are working on fix to
solve the issue now. To be clear, this only affects social plugins off of
Facebook and is not related to Facebook Page likes. This bug does not
impact the user experience with messages or what appears on their
timelines.

Update 2: Facebook has further clarified the auto-like mechanism, explaining
that Facebook Pages aren't affected:

http://gizmodo.com/5948948/facebook-is-reading-your-messages-and-liking-things-for-you
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Facebook Is Reading Your Messages and Liking Things For You (Updated: Not as Bad as We Thought)

Absolutely no private information has been exposed and Facebook is not
automatically Liking any Facebook Pages on a user's behalf.

Many websites that use Facebook's 'Like', 'Recommend', or ‘Share'
buttons also carry a counter next to them. This counter reflects the
number of times people have clicked those buttons and also the number
of times people have shared that page's link on Facebook. When the
count is increased via shares over private messages, no user information
is exchanged, and privacy settings of content are unaffected. Links
shared through messages do not affect the Like count on Facebook
Pages.

We did recently find a bug with our social plugins where at times the
count for the Share or Like goes up by two, and we are working on fix to
solve the issue now. To be clear, this only affects social plugins off of
Facebook and is not related to Facebook Page likes. This bug does not
impact the user experience with messages or what appears on their

timelines.

Powered by Kinja

http://gizmodo.com/5948948/facebook-is-reading-your-messages-and-liking-things-for-you
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3127/2015 Facebook 'likes' automatically added without user-clicks - BBC News
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3/27/2015 Facebook auto-liking pages for users without permission [updated)] - SlashGear
like how much you hate a certain band's music. Mentioning the band and linking to its fan
page in a private message to a friend could lead to you liking the page without you even
knowing.

Scanning itself is nothing new. Gmail does it to provide its users with targeted ads, but this
auto-liking debacle takes it to another level that's a little over the line and unnecessary.
Then again, a lot of users are reporting that it works and others are saying that it's not truly
liking the page for you, so it actually might just be an unfortunate bug on Facebook's end.
Either way, hopefully Facebook addresses the issue and brings order to chaos.

UPDATE: Facebook has reached out to us and commented about this issue: "Absolutely
no private information has been exposed and Facebook is not automatically Liking any
Facebook Pages on a user's behalf...Many websites that use Facebook's 'Like',
'Recommend', or 'Share' buttons also carry a counter next to them. This counter reflects
the number of times people have clicked those buttons and also the number of times
people have shared that page's link on Facebook. When the count is increased via shares
over private messages, no user information is exchanged, and privacy settings of content
are unaffected. Links shared through messages do not affect the Like count on Facebook
Pages."
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3/27/2015 Facebook Confirms Peeking At Private Messages

Facebook Confirms Peeking At
Private Messages

Posted Posted in: Technology No
By: Paul date: October Comments
Shea 04,2012

04:48:28 PM

In a surprise announcement today, Facebook Inc (INASDAQ:FB) confirmed that it scans private
messages between users. The statement from the Menlo Park company comes in response to a
video released yesterday, which showed the effects private messages containing links had on the

Like counter of the linked content.

Facebook, which today announced it had reached 1 billion users, has been battling with privacy
concerns even more fervently since its IPO in may. The company today announced it would
allow users to pay to have some of their comments apnear higher up on the website for the first

time. The news was first reported bythenextweb.com today.

data:text/html;charset=utf-8,%3Ch1%20class%3D %22post-tile%20entry-title% 22%20item prop% 3D %22nam e%22% 20style%3D % 22font-size % 3A%2042px%2...  1/4

FB000000301



3/27/2015 Facebook Confirms Peeking At Private Messages

The video, released by a Polish start up company, called Killswitch.me, was removed from
Youtube, because of some objectionable content. anybody who would still like to view it in its

entirety, it’s just over 2 minutes long, can see it on Vimeo.

In a rare move toward openness, Facebook Inc (INASDAQ:FB) has taken the initiative and
confirmed that it does in fact read the private messages that are sent from user to user. It is

these scans that caused the likes of linked content to increase.

Facebook Inc (WASDAQ:FB) is using a series of bots that scan private messages for links to
content that contains “Like” buttons. If a Like button is detected, however, a bug is activated,

whereby the linked content has its likes increased by two.

A tutorial on how to activate the glitch, and thereby artificially increases the Likes of specific
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3/27/2015 Facebook Confirms Peeking At Private Messages
content, appears in the video. It is unlikely that this will lead to an extended period of “Like”

inflation however. It appears from the video that the process is time consuming and repetitive.

The glitch acknowledged by Facebook is not in the increase in “Likes”, or the scanning of
messages. It is, in fact, in the magnitude of the increase in “Likes”. According to Facebook Inc
(WASDAQ:FB), when a link is shared in a private message it should increase the “Like” counter

by one, rather than two.

This may be news to some long time Facebook users. The company’s famous “Like” counter
measures not just clicks on a Like button, but takes into account sharing of the content, as well

as comments on the content, and now private messages.

Emil Protalinski, the writer at thenextweb.com who originally picked up on this story, rightly
points out that the scanning of private messages for data on content is not the same as scanning

for the same data on comments, or public declarations of “Like”.

This is not the first time a company has been indicted for scanning the content of users’ private
messages. Google Inc (INWASDAQ:GOOG) and other web mail providers have been scanning

users’ emails for years, in order to pick the advertisements best suited to them.

Facebook responded quickly to privacy questions, sternly asserting that no user information
was shared, and summarized a definition of a “Like” that left it beyond any user’s ownership. In
the following quote, Facebook essentially claims ownership of the “Likes” of a user through

distribution control.

“Many websites that use Facebook’s ‘Like’, ‘Recommend’, or ‘Share’ buttons also carry a counter
next to them. This counter reflects the number of times people have clicked those buttons, and
also the number of times people have shared that page’s link on Facebook. When the count is
increased via shares over private messages, no user information is exchanged, and privacy
settings of content are unaffected. Links shared through messages do not affect the Like count

on Facebook Pages”.
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3/27/2015 Facebook Confirms Peeking At Private Messages
Facebook Inc (INASDAQ:FB) has certainly not crossed a line with this latest news, any more
than they have on hundreds of other occasions. Because of the nature of the business, the
company will be dodging privacy issues for as long as it operates. A satisfactory solution to who

owns what, and who gets to read what, is unlikely to be formed in our life times.
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3/27/2015 Facebook clarifies how Like plugin works, addresses privacy concerns | Social Times
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Facebook clari feis how Like plugin works,
addresses privacy concerns

3
SHARES
By Brittany Darwell (http://www.adweek.com/socialtimes/author/brittany-darwell)

on Oct. 4,2012 - 2:51 PM

omment (hitp://www.adweek com/sociallimes/facebook-clarifies-how-like-plugin-works-addresses-privacy-concer:

Facebook responded to reports (http://gizmodo.com/5948948 /tacebook-is-

reading-your-messages-and-liking-things-for-you) today

(http://thenextweb.com/facebook/2012/10/04/facebook-confirms-it-is-

scanning-your-private-messages-for-links-so-it-can-increase-like-counters)

that alleged the social network was scanning private messages and Liking
pages on users’ behalf.

The company clarified that the Like count of an article or webpage will
increase when users share the link via direct messages, however no private
information is shared. URLSs sent through private messages are not shown
publicly on user profiles and users will not see a friend’s name or photo next
to a Like button if the person shared the article privately.

When publishers implement social plugins such as the Like, Recommend,
Share or Send buttons, they and site visitors can see a counter of how many
actions have been made related to that link. It isn’t completely clear to
outsiders that the total includes actions that were made by clicking the button

http://www.adweek.com/socialtimes/facebook-clarifies-how-like-plugin-works-addresses-privacy-concerns/285167 17
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directly, as well as the number of times the link was copy-pasted into a
Facebook post or message, which is why some users thought the social
network had a security flaw. However, Facebook explains this in the
FAQ about the Like button plugin
(https://developers.facebook.com/docs/reference/plugins/like/).

Sending link via Facebook message increases Like count

s e g, Be e Test ol o

: doesn't lead user to Like the link or share it publicly

Facebook notes that no human is reading users’ private messages. Its systems
parse the URL being shared in order to render the appropriate preview and to
ensure that the message is not spam. In the process, it also adds to the link’s
share total. The company admitted that the feature recently had a bug that led
the count for the Share or Like plugin to occasionally increase by two instead
of one, but it is working on a fix so that publishers have accurate metrics for
their sites. This does not apply to Facebook pages, only to third-party sites
that have implemented social plugins.

Some people taken issue (http://techcrunch.com/2012/10/04/theres-a-fine-

line-between-private-and-public-and-facebook-might-have-just-crossed-it/)

with Facebook adding private shares to the public total for a link, though we

http://www .adweek.com/socialtimes/facebook-clarifies-how-like-plugin-works-addresses-privacy-concerns/285167 27
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see this as similar to site visitor widgets, which increase whenever a user visits
a webpage but do not reveal who visited. Even if the privacy implications are
minimal, there is the matter of all these actions being combined under the
“Like” or “Recommend” wording, which suggests positive feelings, even
though some users might have shared a link that they disagreed with wanted
to talk about for reasons besides recommending it. This might look good for
publishers but doesn’t necessarily reflect the true sentiment about a post.

http://www .adweek.com/socialtimes/facebook-clarifies-how-like-plugin-works-addresses-privacy-concerns/285167 3
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Like it or not, Web pages can count your Facebook shares as a "Like."

A Facebook Like muitiplier bug going around highlighted a feature of the social
network that may seem unfair to some: If you send a Web site's link to a friend via a
Facebook message or if you post it to your Facebook wall, that Web page's Like
counter ticks upward.

First noticed by The Wall Street Journal, the feature may rankle some users who
don't want to be a part of an overinflated count for some Web site tracking its
visitors, or users may feel violated that Facebook knows what you're sending a
Friend via "private" messaging.

RELATED STORIES

» Facebook's Zuckerberg disses iPhone, removes post
»  Twitter at a crossroads once again

» Has AOL finally unloaded Bebo?
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The count is for any site that has social plug-ins -- those social-media counters
usually sitting next to articles or products. Facebook has confirmed that this is all
true, and says this method of counting Likes has been in place since Facebook
made it possible for Web sites to add Like buttons to their pages. In fact, the social
plug-ins counter also counts comments posted in response to a story, in addition to
the actual number of Likes and the shares. A recent bug adds two Likes to the
count instead of one, and Facebook said it's working to fix that.

But, Facebook says, this feature doesn't affect Like counts on Facebook pages and
it's not an invasion of privacy since the Likes on the plugs-ins are anonymous:

Absolutely no private information has been exposed and Facebook is not
automatically Liking any Facebook Pages on a user's behalf.

Many Web sites that use Facebook's "Like,” "Recommend,” or "Share" buttons
also carry a counter next to them. This counter reflects the number of times
people have clicked those buttons and also the number of times people have
shared that page’'s link on Facebook. When the count is increased via shares
over private messages, no user information is exchanged, and privacy settings
of content are unaffected. Links shared through messages do not affect the
Like count on Facebook Pages.

We did recently find a bug with our social plug-ins where at times the count for
the Share or Like goes up by two, and we are working on a fix to solve the
issue now. To be clear, this only affects social plug-ins off of Facebook and is
not related to Facebook Page likes. This bug does not impact the user
experience with messages or what appears on their timelines.

Facebook does scan any links that pass through the network to look for spam,
according to a Facebook representative. This includes links you send to a friend
through messages -- Facebook automatically reviews the links before generating a
link preview.

This still leaves the issue of an inflated Like count for links -- even if you were
sharing a link to show a friend something you don't like, you'd still be adding to the
page's Like numbers. The lesson here? If you don't have anything nice to share,
don't share it at all.

Tags: Internet, Frivacy, Facebook
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Facebook adding likes on users' behalf, says report

By Mark Langshaw Friday, Oct 5 2012, 4:59am EDT

21Shares

Facebook 1s adding 'likes' to pages on behalf of its users when a URL is shared via private message,
research suggests.

A US security expert discovered that sending a web address to a friend automatically adds two likes to
that page, suggesting that the social network is scanning private messages.

© Facebook
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Adding a comment to a story within Facebook also adds to the tally, regardless of whether the written
remark is positive or negative.

Facebook has responded to the report's findings and issued a statement denying that privacy information
has been exposed.

"Absolutely no private information has been exposed," they told TechRadar in a statement. "Each time a
person Shares a URL to Facebook, including through messages, the number of Shares displayed on the

social plugin for that website increases.

"Our systems parse the URL being shared in order to render the appropriate preview, and to also ensure
that the message is not spam.

"These counts do not affect the privacy settings of content, and URLs shared through private messages
are not attributed publicly with user profiles."

> Facebook clamping down on 'fake likes'

Although Facebook also stressed that the addition likes are anonymous and will not appear on users'
timelines, critics have pointed out that people who share pages to highlight negative content are making
the site appear more popular.

The revelation follows Facebook's announcement that it now reached 1 billion users worldwide.
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