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Bank v. Erhart et al Do

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICTOF CALIFORNIA

Bofl FEDERAL BANK, a federal saving
bank,

Case No.: 15cv2353 BAS (NLS)

[92)

plaintiff.| ORDER DETERMINING JOINT
' MOTION FOR DISCOVERY
v. DISPUTE NO. 3 AND GRANTING IN

CHARLES MATTHEW ERHART, an | ~ART AND DENYING IN PART

o ) . . PLAINTIFF'S MOTION TO
individual; and DOES 1-25, inclusive, COMPEL
Defendant]

[Dkt. No. 54]

Plaintiff Bofl Federal Bank (Bofl) filedn action against its former employee,
defendant Charles Matthew Erhdor federal computer fral and various state claims
based on his alleged thefichdissemination of Bofl’s confidential, privileged and
proprietary information. Bofl and Erhart filed thighird joint discovery motion to
determine the applicability of privilege documents obtained—via a TRO—from
Erhart’'s personal laptop, his girlfriend’s lapt a USB device and a Gmail account. H
the following reasons, the colBRANTS in part andDENIES in part Bofl’'s motion to

compel production of the documents.

! This action came on the heels of Erhdimd a whistleblower action against Bofl base
on retaliation, wrongful termation and other claimsSee Erhart v. Bofl, Case No.
15¢cv2287 BAS (NLS).
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l. RELEVANT BACKGROUND
On March 5, 2015, Bofl management leatieat Erhart, an entry level staff

internal auditor in its headquarters, failecdctonplete internal aut$ assigned to him anc
that he had conducted his own “rogue” amadpproved investigations. FAC {1 28, 29.
The following day, Bofl granted Erhart an unpbadve of absenc&AC 1 40. But Erhart
never returned to work. FAC 1 40. Bofl thiemminated Erhart’'s employment as of Jur
9, 2015 because Erhart abandoned his job. FAC { 41. Erhart filed a whistleblower
in retaliation, after which Bof$uffered a severe decrease irsitsck price. FAC { 46. O
October 19, 2015, Bofl filed this action, contending that Erhart’s disclosures cause
Bofl's stock price to plummet, resulting in hundseof millions of dollars in lost market
capitalization. FAC { 46; Jt. Mtn., p.5.
The court granted the parties’ joint tram for a Temporary Restraining Order

(TRO) against Erhart on November 10, 20([%t. No. 10.) The TRO requires, in part,
that Erhart:

Deliver to counsel for Bofl aBofl records and documents and
any Confidential Information in any form, including but not
limited to documents or electronllyastored information stored
in any medium within his aheir possession, custody, or
control.

(Dkt. No. 10, at 2:15-19.) The TRO also piaits Erhart and his counsel from copying
destroying, deleting,li@ring, disclosing, reviewing, shing, transmitting, and/or using
any confidential inform@on belonging to Bofl.Id. at 2:1-14.) On November 16, 2015

the court issued a supplemental restrainirgothat requires, in part, that Erhart:

Provide a list of all materialse (Erhart) removed from Bofl,
including the date the item waaken (referred to as the
“Inventory”) [and] [p]rovide a lisof all individuals to whom

Erhart or his agents, including counsel, has disclosed each item
on the Inventory.

(Dkt. No. 17, at 2:12-15.) Erhart agreedsign a declaration confirming that the

Inventory and list of individualare accurate and exhaustiviel. @t 16-24.)
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In compliance with the TRO, Erhartqutuced to Bofl his personal laptop, which

Bofl’'s forensic auditors inspected. (Dkt. 54&t 3:22.) The parties, however, now diffe

on the scope of the TRO. Erhart contenasd tte cooperated permitting Bofl to have
forensic auditors inspect hiemputer “solely for the purpose of verifying that he did 1
disseminate confidential informationlt( at 6:22-24.) Erhart argues that Bofl went “f3
beyond the consent given” in itsspection of Erhart’'s computer exceeding the purpo
of determining that he did not disseminate confidential informatidna{ 7:1-3.)

Conversely, Bofl contends that Erhart tednover his computer with no limitatior
except for these: “(1) do not review Erhatti®wser history; and (2) designate “for
attorney’s eyes only” any information trwfl’s outside counsel deemed to be persor
and irrelevant to the lawsuit and do sbare this information with Bofl."1¢. at 3:1-3.)
Bofl argues that its inspection remathwithin this permitted scopdd(at 3:3-4.) Bofl
further argues that “[n]either Erhart nor bisunsel mentioned that there were or may
privileged information in the production ancethdid not instruct Bofl to segregate or
otherwise not review, any privileged communications or work product information.”
at 4:4-7.) Bofl further explains that the computer forensics vendor informed Bofl’s
counsel that they found attorney-client communications, and that Bofl thus refraing
from opening or reviewing those documentd. &t 4:8-14.)

Bofl notified Erhart of its findings, and Bart responded thae was asserting all
privileges available under the lawd(at 7:4-8.) The parties rhand conferred, and four
issues concerning the requested documentaire (1) Whether documents sent to thir

parties for alleged safekeepiare privileged; (2) Whethé#ne attorney-client privilege

applies to Bofl’'s documents sent by Erharhi® counsel; (3) The relevance of medical

issues and whether or not any applicable medical privilege applies; and (4) Whethg
alleged “law enforcement” privilege exisesd whether it applies to Bofl documents s
to law enforcementld. at 2:22-27.)
111
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I LEGAL STANDARDS

A. Relevance.

Under Federal Rule of GivProcedure 26(b)(1), a party “may obtain discovery

regarding any nonprivilegematter that is relevant toaparty’s claim or defense and

proportional to the needs of the case, consigehe importance of the issues at stake|i

the action, the amount in controversy, theipar relative access t@levant information,
the parties’ resources, the importance efdiscovery in resolving the issues, and
whether the burden or expense of the propasstbvery outweighs its likely benefit.”
Fed. R. Civ. P. 26(b)(1). @r the party seeking discoveryshestablished that its requg
meets this relevancy requment, “the party opposing discovery has the burden of
showing that the discovery should be prohibited, and the burden of clarifying, expl4
or supporting its objections.Bryant v. Ochoa, 2009 U.S. Dist. LEXIS 42339, at *1
(S.D. Cal. May 14, 2009) (citations omitted).

B. Law Regarding Privilege.

Erhart argues that under tReie doctrine, the court should apply California law
regarding privilege to this case. (Dkt No. bdat 15:26-27.) Heites Federal Rule of
Evidence 501, which provides that “state lgoverns privilege garding a claim or
defense for which state law supplies the nfldecision.” Fed. R. Evid. 501. Bofl argug
that Federal law governs privilege here, because “Federal law regarding privilege §
to Federal question casesléhad v. Browder, 2016 U.S. Dist. LEXIS 62594, at *10
(S.D. Cal. May 10, 2016). Here, there iddeal question jurisdiction because Bofl's
Seventh Claim for Relief arisemder a federal statuté&seg Dkt. No. 1, at 2:7-9.) The

other seven claims are state law claims.

“In cases where federal privilege law gavethe claim over which the Court has

original subject matter jurisdiction, fedemlvilege law also applies to supplemental
state claims as well&ein v. Tri-City Healthcare Dist., 2013 U.S. Dist. LEXIS 77810, g
*4 (S.D. Cal. Jun&, 2013) (citingReligious Tech. Ctr. v. Wollersheim, 971 F.2d 364,
367 n.10 (9th Cir. 1992) ar@ owe v. County of San Diego, 242 F. Supp. 2d 740, 750
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(S.D. Cal. 2003))Agster v. Maricopa County, 422 F.3d 836, 839 (9th Cir. 2005). For
example, irSein, the plaintiff filed a whistlebloweclaim for retaliatory discharge,
asserting ten causes of actiarising under state and fealdaw. 2013 U.S. Dist. LEXIS
77810, at *2. The defendants argued that taepff could not prosecute a specific sta
claim without revealing information protected by attorney-client privilégjeat 4. The
court held that federal privilege law goverratclaims because undged. R. Evid. 501
“federal privilege law governs the rule of dgon for federal questiotiaims . . . federal

privilege law applies to Plainfi§ state law claims as wellld.

However, “as a matter of comity,” fedé@urts should ascertain and consider the

relevant interests of corresponding state lamderson v. Marsh, 312 F.R.D. 584, 589
(E.D. Cal. 2015). “The ultimatdetermination regarding theeight to be given to the
state interest resides with the federal coud.’Accordingly, the court will examine
privilege assertions undboth federal and state law.

lll. DISCUSSION

A. Documents Sent to Third Parties.

During its review of Erhart’s computer, Badentified one email, dated March 1
2015, in which Erhart forwarded to his motlagremail with attachnmés that he had ser
to his counsel (Dkt. No. 54-1, at 8:11-1Bofl argues that by forwarding certain
documents to a third party—his mother—é&rtwaived any attorney-client privilege
under both Federal ar@hlifornia law. (d. at 9:1-2.) Bofl states that when the parties
met and conferred on June 21, 2016, Erhart arguedlth@fthis communications with
third parties, not just the March 17, 2015agmare privilegedecause he sent the
information for safekeepingtaf fearing for his life.lQ. at 18-22.) Erhart provides no
legal authority for this assertiorid( at 11:15.) Bofl argues that because Erhart had
already sent documents to his attorney, denhot credibly claimthat he needed to
subsequently send them to histher for safekeeping purposell.(at 10:18-21.) Bofl
further argues that “the existence of the doents themselves is evidence in support
Bofl’'s claims against Erhart.’ld. at 10:21-22.)

5
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There is no established federal or statithority recognizing any privilege of
documents sent to third parties for safekegpMoreover, “privileges against forced
disclosure . . . are not lighttyreated nor expansively construed, for they are in derog
of the search for truthUnited Satesv. Nixon, 418 U.S. 683, 709-10 (1974). Erhart’s

documents, therefore, are not privileged sinfgause he sent them to his mother for

safekeeping.

“Federal law ‘recognizes a privilegerfoommunications between client and
attorney for the purpose of obtaining legdvice, provided such communications wers
intended to be confidential.Cohen v. Trump, 2015 U.S. Dist. LEXIS 74542, at *33
(S.D. Cal. June 9, 2015) (quoti@mez v. Vernon, 255 F.3d 1118, 1131 (9th Cir.
2001)). Accordingly, the attorney-client pitege is generally waived when a party
voluntarily discloses private information to thiparties, because “the disclosure destr|
the confidentiality upon which the privilege is premisdd.” However, the disclosure t(
a third party is not in itself dispositive of a waivkt. Where disclosure to a third party
“is indispensable in order for the commurtioa to be made to the attorney, the policy
of the privilege will protect the client.Td. at 34 (quotingHimmelfarb v. United States,
175 F.2d 924, 939 (9th Cir. 1949)). But, whhba disclosure “is merely for convenienc

the privilege is removed from wheater communications are madé&d’

Erhart’s claims do not sufficiently show the necessity of emailing the informati

to his mother. Erhart asserts he did watve the attorney-client privilege by sending
documents to his mother because he senhtbanation for safekeeping after fearing f
his life. (Dkt. No. 54-2  8.) However, Erh&dd already sent the attached documents
his counsel, rendering the forwarding of teeuments to his mother unnecesséagge (
Id. 1 4.) Accordingly, if Erhart felt compelldd delete the information pertaining to Bg
out of fear for his life, he did not have tesalemail it to his mother for safekeeping; he
had already emailed it to his counsel, whasarely securely holding the information.
Erhart thus does not sufficiently shovdispensability of disclosing the present

information to his mother, foregoing any privilege.
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California law equally recognizes an attey-client privilege, which protects
information exchanged between an attornay eient for the purpose of consultation g
furthering the legal interest dfe client. Cal. Evid. Code32. However, disclosure to
third parties constitutes a waiver of {hievilege provided the disclosure is not
“reasonably necessary” for executing tbgal purpose of the attorney-client
communication. Cal. Evid. Code 8 912. Erlfarked to show the necessity of forwardir
attorney-client communication to his mothemys, even under California law, Erhart h;
waived any attorney-client privilegeith respect to this information.

The court, therefore, overrules anyedijon on the basis of Erhart sending
documents to third parties for safekeeping.

B. Attorney-Client Privilege.

Bofl seeks an order confirming that it megview Bofl documents that Erhart se
to his counsel because those documentsgites, are not subject to attorney-client
privilege. (Dkt. No. 54-1, at1:20-21.) Erhart does natidress whether the documents
are privileged and instead argues thatdaressed the issue of whether he waived
attorney-client privilege in a motion currenpignding before the district judge, and th4
it is too late for Bofl to presently raise the issud. &t 12:20-26; See Dkt. No. 34.)
However, at issue here is whether the esfigd documents are privileged, not whethe
Erhart waived any privilege.

“The attorney-client privilege extentis communications between client and
attorney for the purpose of obtaining legal advi€geh-Probe Inc. v. Becton, Dickinson
& Co., 2010 U.S. Dist. LEXIS 49436, at *6 (S.Dal. May 19, 2010)Simply relaying

factual information to an attorney doast activate the attorney-client privilege:

2In his Opposition to Motion for Determinati of Waiver of Privilege (Dkt. No. 34),
Erhart argues that he did not waive his ray-client privilege with respect to the
documents that Bofl found on his computer wkghart turned his computer over to B
for inspection.
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The protection of the privilege extends only to communications
and not to facts. A fact is one thing and a communication
concerning that fact is an ey different thing. The client
cannot be compelled to answibe question, ‘What did you say
or write to the attorney?’ but may not refuse to disclose any
relevant fact within hiknowledge merely because he
incorporated a statement of suelst into his communication to
his attorney.

Upjohn Co. v. United Sates, 449 U.S. 383, 395-96 (1981) (internal quotes and citatio

omitted);see also United Satesv. Burroughs, 167 F.R.D. 680, 683 (S.D. Cal. Feb. 20,

1996).

In general, any documents that Erhart s$eritis counsel that contain mere facts
data concerning Bofl are not protected by raigy-client privilege. Erhart must producs
these documents to the extent that the guealtual information can be extracted from
any privileged communicationSee Fox v. Shinseki, 2013 U.S. Dist. LEXIS 82087, at
*17-18 (N.D. Cal. June 10, 2013) (orderingn-privileged email attachments producef
where the emails themselves were privitdgd he issue of waiver does not apply to
these documents because they were nevetgged in the first place. Conversely, dire
communications between Erhart and his celtigat go beyond facts pertaining to Bof
may be protected by attorney-client privilege.

In sum, Erhart must produce any of Bsfllocuments that contain mere facts or
data. If not already done, Erhart mustdguroe a privilege log as to any specific

documents for which he asseatsorney-client privilege. BAugust 19, 2016 Bofl must

turn over to Erhart’'s counsel a USB drivéiwthe documents from Erhart’'s computer
that she can review them for privilege. Ethaust produce responsive documents an(

privilege log to Bofl's counsel b§eptember 9, 2016

C. Medical Privilege.

Bofl seeks to compel Erhart to produce medical documendts@nmunications
pertaining to his medical leave that he farded to his mother. (Dkt. No. 54-1, at 13:6
10.) Bofl argues that there is no physicianigy privilege recogmied under Federal lav
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and that Erhart has waived any metmavilege recognized by California law by
forwarding his medical informatioand communications to his mothdd.(at 13:12-18.)
Erhart argues that his medical conditis not at issue in this caséd.(at 15:12.) Bofl,
however, contends that Erhart raised hisliced issues during his deposition when he
testified that he was fearfaf bodily harm and that he ldged returning his Bofl-issued
laptop because he was rtieg with his physician.Ifl. at 14:23-25.) Bofl argues that
Erhart also placed his mental state at issiseveral of his defeses and other publicly
filed pleadings, thus rendering the patiBtigant exception to any physician-patient
privilege. (d. at 14: 22-28.)

Bofl offered to stipulate that Erhart's medl condition is not relevant to this cas
and asks him to withdraw the assertion theihg fearful of boilly harm rendered him
unable to work. Erhart has not responded to Bo#{sated offers teo stipulate, which
Bofl contends is indicative that Erhart wilise his medical and mental conditions in
defense.ld. at 15:2-5.) Erhart asserts that he haspled any type of emotional distres
damages, and that he did not put his medioatition at issue merely by stating that h
feared for his life.ld. at 16:15-24.) Erhart argues anydil documents are irrelevant
to this suit. (d. at 16:26-27 — 17:1-2.)

1. Relevance of Medical Documents.

Bofl argues that Erhart’s medical information and communications are releva
because they pertain to Erhantnedical leave from Bofl.ld. at 13:8-9.) But Bofl does
not clarify how Erhart’'s medical informationlages to Bofl’s claims. Erhart asserts the
he “has not pled any type of emotionadtdess damages or placed his medical conditi
at issue in this action.’ld. at 16:15-16.) Bofl counters that Erhart’s statements suggs¢
emotional distress and othmental condition defensedd(at 15:2-7.) Because Erhart
has yet to assert any claimaefense related to his medicandition, the court sustains
his relevance objection & the medical documentSee Redon v. Ruiz, 2015 U.S. Dist.
LEXIS 163801 at *17 (S.D. Cal. Dec. 4, 2018Yledical records unrelated to the

conditions put in issue by a plaintiff are not relevant and are thus not discoverable,
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regardless of whether a specific privilegaplicable") (internal quotes and citations
omitted). If his mental state later comes iisgue, though, the court will re-evaluate the
relevance of the medical documents

2. Privilege for Medical Documents.

If Erhart’s medical conditin is later raised, his md&al communications may
nevertheless be protected fraiiscovery. Under federal lawhere is no physician-patient
privilege protecting medical records from discovéisitsch v. City of Chula Vista, 187
F.R.D. 614, 633 (S.D. Cal 1999). Howev@e Supreme Court has recognized a
limited privacy interest in the confidentialiof one’s medical recos] derived implicitly
from the United States Constitutiorgdto v. City of Concord, 162 F.R.D. 603, 618 (N.D.
Cal. July 17, 1995) (citingvhalen v. Roe, 429 U.S. 589, 599-600 (1977)). But this righ

to privacy is not absolutéd. When determining whether twder a production of medical

—+

records, “a court must balance the requesparty’s interest in reviewing the records
against the patient’s right to maintain the medical records as pritatrson v. Bailiff,
2015 U.S. Dist. LEXIS 94188, at *12 (S.D. Cal. July 17, 2015) (ciistg, 162 F.R.D.
at 619).

An analysis under California law malso render Erhart’'s medical
communications privileged:

California law recognizes a medi records privilege that
allows a patient to refuse to disclose, or prevent another from
disclosing, confidential commurations with a physician in the
course of the patiemghysician relationship.

Johnson v. Northwest Airlines, Inc., U.S. Dist. LEXIS 30731 at *7 (N.D. Cal. March 30,
2009). California courts have also found thredical information falls within the state
and federal constitutiohaght of privacy. Brown v. Mortensen, 51 Cal. 4th 1052, 1071
Peoplev. Stritzinger, 34 Cal. 3d 505, 511.

If medical documents laté&recome relevant, the pias should re-evaluate the
applicability of privilege aso the specific documents.
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D. Law Enforcement Privilege.

The court has already addsed the applicability oflaw enforcement privilege
and found that it does not apply hei®eg Order on Joint Motion for Discovery Dispute
No. 2.) Erhart’s counsel is not a government entity, and even if she could show a
connection to one, she fails to make the reitgii'substantial threshold showing” throu
a personal statement by a responsible offigigh personal knowldge of the underlying
iIssuesSee Perez v. United States, 2016 U.S. Dist. LEXIS 11036, at *10-11 (S.D. Cal.
Jan. 29, 2016). Therefore, the court ovieslErhart’s objections based on the law
enforcement privilege.

IT1S SO ORDERED.

Dated: August 5, 2016 /%% / % :

Hon. Nita L. Stormes
United States Magistrate Judge
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