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et al v. McAleenan, et al Dg

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA

Al Otro Lado, Inc.et al, Case No.:17-cv-02366BAS-KSC
Plaintiffs, | ORDER DENYING WITHOUT

PREJUDICE THE PARTIES’

V. MOTIONS TO SEAL

Kevin K. McAleenangt al, [ECF Nos. 290, 305, 311, 314
Defendants

Before the Courtare: (1) Plainffs’ Motion to Seal Portions of thei

Preliminary Injunction and Class Certification Papers (ECF No. 129Q)
Defendants’ Motion to Seal Portions of their Opposition to PféshtMotion for
Preliminary Injunction (ECF No. 305); (3) the parties’ Joint Motion to Seal Po
of Plaintiffs’ Preliminary Injunction and Class Certification Reply PapetH No.
311); and (4) the parties’ Joint Motion to Seal Portions of Plaintiffs’ (
Certification Reply Papers (ECF No. 314). For the reasons stated below, th
DENIES WITHOUT PREJUDICE the parties’ Motions

! Defendants alsfiled a Responsi Support of(“ISO”) Plaintiffs’ Motion to Seal Portions dlfieir
Preliminary Injunction and Class Certification PapgiiSCF No. 297.)
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l. BACKGROUND

The parties request that the Court sedlexhibits in part or in their entirety
and the portions of the parties’ briefinga Plaintiff's Motions for Preliminary

~

Injunction and Provisional Class Certificatitivat refer to the information contained

in theseexhibits?
Theparties stat¢hat13 ofthe 14exhibitscontain“sensitive law enforceme

information,” including“CBP’s immigration enforcement techniques, contingency

planning, andhe personal telephone numbers and email addresses of seni

pr CBI

officials” (ECF No. 2®-1 at 2), “the number and categorization of detainees and

migrants presenting at certain ports of entry” (ECF No-B413; ECF No. 3141 at

1), and data and information exclusive to internal databases and “the opinions an

2 These exhibitgnclude:

(1) an internal CBP email with subject line “CBP_MCAT_REPORT for February 25, 2018”

(Ex. 41 to Mot. for Prelin. Inj.; Ex. 3 toMot. for Provisional Class Certification

(2) an internal CBP email with subject line “Field Office Queue Management §epor

1.22.2018 (Ex. 42 to Mot. for Prelim. Inj.;Ex. 4 to Mot. for Provisional Class

Certification);

(3) a February 8, 2018mail chain with subject line “CBP MCAT-C Notes 2/8"(Ex. 5 to
Mot. for Provisional Class Certificatigin

(4) acopy of CBP’s Laredo Field Office Contingency Rl&ar. 43 to Mot. for Prelim. Inj.Ex.
27 toMot. for Provisional Class Certificatipn

(5) the portions of a declaration from Rodney Harris (specifically, the sixth throumgn

sentences of paragraph 12) that discuss the contents of a Highly Confideartgald' IEield

Office Contingency Plan(Ex. 3 to Opp’n to Mot. for Prelim. Inj.);

Management Report for December 19, 2018” (Ex. 4 to Reply ISO Mot. for Prelijn. |
(7) aninternal CBP email with subject line “LFO Queue Management Report for Dec2in
2018” (Ex. 3 to Reply ISO Mot. for Prelim. Ijj.
(8) an internal CBP email with subject line “LFO Queue Management Report for Dec2in
2018 @ 1000 hours CST” (Ex. 2. to Reply ISO Mot. for Prelim);In;.

(6) aninternal Cstoms and Border Protection (“CBP”) email with the subject line “LFO Q'Eeue

te

]
er

ber

(9) an internal CBP email with subject line “LFO Qudvanagement Report for February] 2,

2019” (Ex. 1 to Reply ISO Mot. for Prelim. Ijj.
(20) an internal CBP email with subject line “Field Office Queue Management Reglnuidry
22, 2019” (Ex. 8 to Opp’n to Mot. for Prelim. Inj.);

(11) aninternal CBP email with theligject line “Field Office Queue Management Report March

6, 2019” (Ex. 5 to Reply ISO Mot. for Prelim. Ipj.

(12) a spreadsheet dated March 14, 2019 with the title, “Laredo Field Offiee.6 to Reply
Br. ISO Mot. for Prelim. In),

(13) an email and attachmenntteled “Filed Office Queue Management 10.02.18%. 1 to
Reply Br.ISO Mot. for Provisional Class Certificatign

(14) acopy of the waitlist kept for asylum seekers in Ciudad Juarez, M@kical to Reply Br
ISO Mot. for Provisional Class Certificatipn
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reactions of agency official® the information provided{ECF No. 297 at -23).
Defendants argue thaertaininformation if disclosed,risks revealing “resourc
vulnerabilities” and “operational vulnerabilities” thaiuld be exploited by others
undermine border security. ECF No. 297 at 24; ECF No. 3058l at 34; ECF No
311-1 at 4-5.) Regarding the several reports that are the subject of the parties’

motions Defendantstatethat
[tihe Reports contain data that, if made public, could provide hostile
actorsactionable information about which ports of entry are facin
certain operational challenges, and thus reveal when/where/under what
conditions someone or something should try to affect entry or avoid
entry, should create diversions or distractions, or shma@ke moves

to create operational difficulties for the ports, all of which would put
the security of our border in a more vulnerable posture.

(ECF No. 297 at-Z3; ECF No. 305l at 3; ECF No. 311 at 4; ECF No. 314t 3 (al
guoting the Declaration of Randy Howe 1)).10 Further, Defendants claim th
preventing public disclosure of agency officials’ email addresses is a com|
reason to seal the documents containing this information. (ECF No. 297 at 3

Lastly, Plaintiffs state thaa copy of the walist kept for asylum seekers

c
[0

sealing

at
helling

)

in

Ciudad Juareshould be sealed because the list contains the personally idenLifiabIe

information of asylurrseekers, which could lead tioeir further persecution if it i
revealed they are in Ciudad Juarez. (ECF No:-1Ba#2.)
II. LEGAL STANDARD

“[T]he courts of this country recognize a general right to inspect and
public records and documents, including judicial records and documeiih v.
Warner Commc'ns, Inc435 U.S. 589, 597 (1978). “Unless a particular court reg
Is one ‘traditionally kept secret,” a ‘strong presumption in favor of access’
starting point.”Kamakana v. City & Cty. of Honoluld47 F.3d 1172, 1178 (9tir.

2006) (citingFoltz v. State Farm Mut. Auto Ins. C831 F.3d 1122, 1135 (9th Gi

2003)). “The presumption of access is ‘based on the need for federal cthurtgyld

independent-indeed, particularly because they are indeperdémhave a measuye
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of accountability and for the public to have confidence in the administration of

justice.” Ctr. for Auto Safety v. Chrysler Grp., LL809 F.3d 1092, 1096 (9th C
2016) (quotindJnited States v. Amodenol F.3d 1044, 1048 (2d Cir. 1995)). A pa
seekng to seal a judicial record bears the burden of overcoming the
presumption of access-oltz, 331 F.3d at 1135. The showing required to mee
burden depends upon whether the documents to be sealed relate to a motig
“more than tangerdlly related to the merits of the caseCtr. for Auto Safety809
F.3d at 1102. When the underlying motion is more than tangentially related
merits, the “compelling reasons” standard applidd. at 109698. When th
underlying motion does naurpass the tangential relevance threshold, the °
cause” standard applietd.

lll.  DISCUSSION

Plaintiffs’ motions are more than tangentially related to the merits O(I: this

consolidated disputeSeeid. at 1099-1102(applying compelling reason standar
motion for preliminary injunction)see also Baker v. SeaWorld Entm’t, Jndo.
14CV2129MMA (AGS), 2017 WL 5029612, at *3 (S.D. Cal. Nov. 3, 20{fif)ding
motion for class certification to be more than tangentially related to merits of th
and citing casgs Hence, these motions and #ahibitsattached to them are subj
to the“compelling reasast standard?

“In general, ‘compelling reasons’ sufficient to outweigh the public’s inter¢
disclosure and justify sealing court records exist when such ‘court files migh
become a vehicle for improper purposes,’ such as the use of records to gratify
spite, promote public scandal, circulate libelous statements, or release trate”
Kamakana447 F.3d at 1179If a court chooses to seal documents, it must “ba

decision on a compelling reason and articulate the factual basis for its ruling, \

3 Defendants do not dispute this characterization; indeed, they concede this feaECE No.
30541 at 2 (“When the documents to be protected are ‘more than tangentially relétederits,’
as is the situation heygparties must show compelling reasons to keep those documents s¢
(emphasis addeq).
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relying on hypothesis or conjectureMagestad v. Tragesse49 F.3d 1430, 143

4

(9th Cir. 1995. This requires the party seeking to seal documents to “mpke a

particularized showing . . . supported by specific factual findings that outwei

important public policies favoring disclosure of that docuniebnknown Parties V.

JohnsonNo. C\-15-00256TUC-DCB, 2016 WL 8199309, at *4 (D. Ariz. June
2016)(citing Kamakana 447 F.3d at 1178, 11881). Therefore, blanket claims
privacy or law enforcement are insufficient; instead, the partyst demonstra
specific prejudice or harm flowing from the disclosure of a specific docunh
Id.

Below, the Court addresst#g twocategories oéxhibitsthat are the subje
of the Motions to Seal: (Defendantsemail chains antheattached reportsind (2)
the Ciudad Juarez waitlist.

A. Email Chains andAttached Reports

As explained below,he partiesargumentsdo notsatisfy the “compelling
reasons’standard regardinDefendantsemail chains antheattached reports

First, that theaccompanying email chainsontain “internal opinions an
reactions”of agentds not compelling reasons to protect them from disclosure.
emailscontainbrief and innocuousbservations by agents about capaaitihe port
of entry. Defendants do not identify a specific harm that would be causée
public disclosure of thesstatementsand the Court does nbhd that any of thg

statementsould be used for scandalous or libelous purposes.

4 Plaintiffs include twaoadditional documents in set of Sealed Lodged Proposed Documgiets
on October 21, 2019: the Supplemental Declaration of Roberto Doe (Ex. 2 to PlaintiffsBRe
ISOtheir Motion for Provisional Class Certification, ECF No. &)&and the Declaration ofrBlget

Cambria, the executive director of a nonprofit providing representation to fardéi@ined in

Pennsylvania (Ex. 3 to Plaintiffs’ RepBr. ISOtheir Motion for Provisional Class Certificatig
ECF No. 35-4). Plaintiffs do not state in any of their MotidiesSealthat they seek to seal theg
particular documents. In any event, after review of these documents, the Goerhsling
compelling reason to protect them from public disclosure and denies without prénedp=eties
Motions as to these two documents, to the extent the parties sought to seal them.
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Secondlit is unclear to the Court what vulnerabilities are disclosed by tht
in the Queudanagement Reports or the Contingency Plan that can be explo
“hostileactors.” Defendants’ vague, generalized concern abadtactors potential
frustrating the operations @brts of entrydoesnot articulatea particularized harr
flowing from public disclosurenecessary tesatisfy the heightened “compelli
reasos’ standard. See Motley v. City of Fresno, Califorpido. 115-CV-00905
DAD-BAM, 2016 WL 1060144, at *2 (E.D. Cal. Mar. 17, 2016ihding concern

b data
ted by

y

=)

g

lv2)

that disclosure of a procedure would “somehow allow criminals to evade law

enforcement and inflict harm on the publidid not meetcompelling reasor
standard). Further, much of the informatjmovided in the Contingency Plas

superficial in substance, sometimes including only a silggeof instructionper

S

topic and frequentlyreferring only to unspecified “existing CBP policies and

procedures In addition, ®meof its most sensitive detailgppear to have alreq
been redacted

This case is distinguishable from other cases in which courts havetfat
security concerns warrasealing documents from public view. Hetlegre are n
details revealing the location afjents such that certain areas offihgs would bs
susceptible to security breaches if the information was discldSdd.Bell v. Hom
Depot U.S.A., IngNo. 212-CV-02499GEB-CKD, 2015 WL 6082460, at *2 (E.L

Cal. Oct. 15, 2015)finding compelling reasons to seal security standarg

y

nd

\V

(D

D.

s of

procedurghatcontained protocols “including when doors are unlocked, when glarms

are deactivated, and where employees are positioned during this psadsshag

the store’s security and employee safety could be compromised by discldsesg.

documents alsalo not contain information regarding how the border is monif
and secured against unlawful ent@.f. United States ex rel. Kelly v. Serco, |ido.
11CV2975 WQHRBB, 2014 WL 12675246, at *2 (S.D. Cal. Dec. 22, 2q%éaling

documents that contained “locations, technical specifications and oper
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capabilities of restricted Homeland Security microwave communications S\
along the United States bort)er

The parties similarly fail to make this showing regarding agents’ ¢
addresses and personal telephone numbers. The only specific argument of
support of sealing any of this information is Defendants’ circular claim
preventing disclosure of email addresses “provides a compelling reason to
document.” (ECF No. 297 at 3.) The cases Defendants cite in suppors
propositionrelate to the email addresses of private individuals, not public offic

However, the Court recognizes that these agents ratane interest in the
personal privacyLissner vU.S. Customs Sen241 F.3d 1220, 1223 (9th C2001)
(“individuals do not waive all privacy interests in information relating to them si
by taking an oath of public office, but by becoming public officials, their pri

interests are somewhat reddl’) (citation omitted) see also Lahr v. Nat'l| Trans

Safety Bd.569 F.3d 964, 977 (9th Cir. 2009) (recognizimgFOIA context, publi¢

employees’ “legitimate interest in keeping private matters that could conce
subject them to annoyance or harassment”) (citations and internal quotatior
omitted) Generally, lower level officials “have a stronger interest in personal pr
than do senior officials.ld. (citing Dobronski v. FCC17 F.3d 275, 280 n.4 (9th ¢
1994)).

Here,Defendants seek to conceal the phone numbers and email addr
senior agency officials(ECF No. 2961 at 2.) While the public has a strong inter
in the contents of the emails and their attachmemtsn their relevance to thport
capacity claims at the heart of tltiase the publichas no comparable interestor
need for the office phone numbers and cell numbétke agency officials. The
redaction of this information will not compromise the public’s understanding ¢
case or the judicial proces§&ee Pintos v. Pac. Creditors AssGd5 F.3d 665, 67

(9th Cir.2010) Theagency officials do nphoweverhave a similar privacy intere
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in their email addresses. First, these emails appgaheir domainto be official
CBP email accounts, not persoraacounts Second Defendants do not seek

to

prevent disclosure of the officials’ names, andheamail username is simply the

name of each official. Third, the disclosure of email addressemslike phong
numbersleaves agency officials less susceptible to annoyance or harassment
of the ease with which spam or other unwanted messages can be filtered and r
Therefore, the Court does not permit redaction of the email addresses.

In sum, theparties have not stated compelling reasons for sealing the ir
CBP emails, attached reports, and Contingency. Rtioweverthe Court concldes
thatlimited redactions of the agency officiatdfice phone numbers arwbll numbers
IS warranted.

B. Ciudad JuarezWaitlist

Plaintiffs request that the Court seal the Ciudad Juarez wdtishuse the

individuals listed could face further persecutibtheirlocationin Ciudad Juareis
publicly disclosed The list, which is almost 3,000 pages lommgnsists of
spreadsheet of information about the asykervkersncluding, but not limited tothe
names of what appear to lieeir emergency contactgorrespondingemergenc)
phone numbers, birthdates, city/state/countrgrafin, CBP identification numbe
gender, sexual orientation, medical conditioni®od type, previous occupatio
level of education, criminal and immigratibistory, and the type of persecution €
individual is fleeing in their home countryt is not entirely clear to the Couftthe
list contains theames of the asyluseekers themselves.

The Court must balance these individuals’ privacy inteireghe above
information with the interest in public access to this recoithese individuals
interest inensurirg their personalsafety by preventing public disclosure of ti
information is critically important. However, the list itself isalso vital to the

enforcement of the injunctive relief requested in this action. Balancing

8
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interests, th&€ourt therefore concludes that the document should be made publicly

<

available with redactions concealiogrtainidentifying information. See Hedrick y.
Grant, No. 2:76CV-0162GEB-EFB P, 2017 WL 550044, at *2 (E.D. Cal. Feb.|10,
2017)(finding that redactions sufficiently protected class members’ privacy interests
but also preserved public access to a document that would “be among the gviden:
considered Y the court . . . in determining the merits of the motion to enforc¢ and
thus are an important part of the record of the case”).

The waitlist appears to contain enough personal information that, if disglosed
in its entirety, could allow someone familiar with an asyseeker to deduce their
identity. However, many of the data points in the list, if viewed without reference to
the other personal information provided, will not expose the identities of|these
individuals. For example, without more infornaatj disclosing thegender, sexual
orientation, country of origin, blood type, level of education, and type of
identification document of individual asyluseekersvill likely not permit memberg
of the public todetermine their identitigseven when viewed in the aggregate.
Similarly, neither would each individuals’ location of entry into Mexico, methgd of
travel, or their reason for leaving their country of origin, which is stetdatoad
categorical terms with no reference to any specific actors ordasat

Thus, theCourt permits redactions of tlesylumseekers’names gssuming
their namesppear on the list), previous occupatiaisy/state of origin, birthdates,
and the names and telephone numbers of their emergency contacts
V.  CONCLUSION AND ORDER

Accordingly, the CourtDENIES WITHOUT PREJUDICE the parties
Motions to Seal. Both partiesay file amended motiathatmore fully address the
“‘compelling reasons” supporting sealing of the releeatibits Further, Plaintiff$
may file an amendkmotion identifying other information in the waitlist that they

seek to redact in addition the categories of information list@athis Order
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However, if the partieshoose not tdile amended motias the partiesnust
submit therelevantexhibitswith redactions to the Cousyy December5, 2019 The
information to be redactddom the exhibits includes

(1) CBP officials’ office phone numbers and cell phone numbers;
(2) On the Ciudad Juarez waitlist, the asylaaekers’:
a) Names;
b) Previousoccupations;
c) City/state of origin;
d) Birthdates;
e) Emergency contact information (names and phone numbers
The unredacted versions of feeexhibitswill be sealed and the redacted vers
will be publicly filed. If the parties’ briefings for the preliminary injunction or ¢
certification motions refer to any information now subject to redactiwnpartie:
shall also submiversionsof these briefing redacting only the information lists
above The unredacted briefings will remain sealed.
IT IS SO ORDERED.

Dated: November 21, 2019 {'.;-é‘f']l(.-{f{i. 4 ‘-;;.}Ef' ko

LY LA
Hon. Cynthia Bashant
United States District Judge
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