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IN THE UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLORADO
Honorable Marcia S. Krieger

Civil Action No. 07-cv-02697-M SK -BNB
KHALFAN KHAMISMOHAMMED,
Plaintiff,
2
ERIC HOLDER, The U.S. Attorney,
HARLEY LAPPIN, Director of B.O.P.,
RON WILEY, ADX Warden, and
HARRELL WATTS, Administrator of National Inmate Appeals, and
FEDERAL BUREAU OF INVESTIGATION,

Defendants.

FINDINGS OF FACT, CONCLUSIONS OF LAW, AND ORDER

THISMATTER came before the Court for a bench trial on May 5 to May 8, 2014.
Having considered the evidenced and argumpresented, the Court makes the following
findings of fact and conclusions of law, as wadIresolving (implicitly, if not explicitly) the
remaining pending motions in this mat(g343, 352, 354, 359, 367, 387).

BACKGROUND"

Mr. Mohammed is a terrorist currently seny a sentence for hggarticipation in the

bombing of the U.S. embassy in Tanzania.idH®oused at the Federal Bureau of Prisons’

(“BOP”) Administrative Maximum facility (“ADX") in Florence, Colorado. He objects to

! The Court offers only a brief substantaed procedural backgund here, making more

elaborate factual findings as part of itasis. Mr. Mohammedommenced this actigoro se

in 2007, challenging various aspecf his confinement. Counsghs appointed to represent him
during the pretrial phase. Through various dispositive motions, all but one of Mr. Mohammed’s
claims were dismissed or resolved.
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certain Special Administrative Measures (“SAMs”) imposed upon him. SAMs are imposed
pursuant to 28 C.F.R.. § 501.3(a), which provides tie Attorney Generaf the United States
may direct the BOP to “implement special admirative measures” upon the Attorney General’'s
conclusion “that there is a substantial risk tharisoner’'s communications or contacts with
persons could result in death or serious bodjlyryi to others. These special measures “may
include . . . limiting certain privéges, including, but not limited, correspondence, visiting, . . .
and use of the telephoneld. The SAMs at issue limit Mr. Bhammed’s communications with
members of his family and his friends. Mr. Monmed contends that tleeestrictions violate
his rights to freedom of speech and freedorassiociation guaranteed by the First Amendment
to the United States Constitution.
ISSUES PRESENTED

There are several issues torbeolved. First, the Court reudefine the nature of Mr.
Mohammed’s claim and the standard of revie&second, the Court must determine the scope of
evidence to be considered. Hipathe standard of review mubg applied to the applicable
record.

ANALYSIS

A. Standard of review

The first difficulty faced by the Court gefining the precise character of Mr.
Mohammed’s claim. Originalljhe asserted claims with regdodhis detention both against
individuals and agencies—the BOP and FBI. Bdidosing arguments at trial, he clarified that
he asserts his claims only against the naDefeéndants in their offial, not individual,

capacities and that he seeks no monetargfranly prospective injunctive relief.



The Court had assumed Mr. Mohammed'’s claivese in the nature of those arising
underBivens v. Six Unknown Federal Narcotics Age#®s8 U.S. 388 (1971), which recognizes
“an implied private action for damages agafesteral officers alleged to have violated a
citizen’s constitutional rights.Correctional Serv’s. Corp. v. Malesk34 U.S. 61, 66 (2001).
Although sometimes described as a fatlanalogue to 42 U.S.C. § 1982g e.g. King v.

Federal Bureau of Prisong15 F.3d 634, 636 {7Cir. 2005), these type of claims are actually
narrower. The United States Supreme CouMaheskq expressly noted th&ivens type claims
had been recognized in alleged violations of fAdBendment’s Due Process clause and the 8
Amendment’s Cruel and Unusual Punishments clause. 534 U.S. at 519-20. It emphasized that
these extensions were intendedprovide an otherwise nonistent cause of action against
individual officersalleged to have acted unconstitutionally, or to provide a cause of action for a
plaintiff who lackedany alternative remedipr harms caused by an individual officer’s
unconstitutional conduct,” and daned that “we have consently refused to extenivens

liability to any new context onew category of defendants.ld. at 521 (emphasis in original).

The 1¢ Circuit has “note[d]” the SupreenCourt’s narrow construction Bivensin subsequent
opinions. See e.g. Reyes v. Sedi@2 Fed.Appx. 753, 754 (1@ir. 2007). In light of Mr.
Mohammed’s clarification in his clogy arguments, the Court agrees tBatensis not

applicable.

Mr. Mohammed argues that his claimsarunder the Administrative Procedures Act
(“APA”), 5 U.S.C. § 70%et seq. That statute grants a rightadtion to “a person suffering legal
wrong because of agency action.” 5 U.S.C. & 70nder the APA, a court may “hold unlawful
and set aside agency action” that is “arbitrarpricéous, an abuse ofsliretion, or otherwise not

in accordance with law” or “contrato constitutional right.” ®J.S.C. § 706(2)(A), (B). APA



claims are limited to those “seeking relief atbigan money damages” and may only be brought
against federal officens anofficial capacity. 5 U.S.C 8§ 702. jis would necessarily require
the dismissal of Defendants Wiley and Watts, wh®not officers of a federal agency amenable
to suit under the APA.)

Treatment of Mr. Mohammed’s claims asARA challenge is a colorable approach, but
not an exact fit. Imposition of s is an administrative decision made pursuantto 28 C.F.R. 8§
501.3(a). But, there are several administragingties involved in tl creation, adoption and
enforcement of the SAMs. The decision t@pore, modify, and maintain SAMs against Mr.
Mohammed is made by the FBI. Its recoamdation was considered and approved by the
Department of Justice’s Office of Enforcem@perations (“OEQ”), with then directed the
BOP to enforce the SAMs.

There is some suggestion tlaat administrative review GAMS is appropriate in the
provisions of 28 C.F.R. 8§ 501.3(é}. directs inmates subject ®AMs, such as Mr. Mohammed,
to “seek review of any special restrictiangposed . . . through the Administrative Remedy
Program, 28 CFR part 542.” The referencednidstrative Remedy Program is the process for
challenging BOP policies, howeviedoes not reach to decisiommade by the FBI and OEO.
Thus, the Court finds that administrative tygfeeview under the APA is approprigteut
because it was not the BOP that made the adesdb implement the SAMs that are challenged,
the Court will examine the sufficiency of the FBI/OEQ’s decisionmaking.

An APA review is “very deferential to the exgcy,” presuming that the agency’s action is
valid and permissible. This places the burderMr. Mohammed to deéd that presumption.

Council Tree Investors, Inc. v. FCZ39 F.3d 544, 555 (10Cir. 2014). The Court reviews legal

> See Royer v. Federal Bureau of Prisg®33 F.Supp.2d 170, 180-82 (D.D.C. 2013).
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guestiongle novg but as to matters confined to @gency’s discretion, the Court merely
considers whether the agency has abused tharetion, as the Court “isot to substitute its
judgment for that of the agencyltl. To establish that a decisian“arbitrary and capricious,”
Mr. Mohammed must show that “the agema&s relied on factorwhich Congress has not
intended it to consider, entirely fad to consider an important aspef the problem, ordered an
explanation for its decision thains counter to the evidenbefore the agency, or is so
implausible that it could not keescribed to a difference inew or the product of agency
expertise.”ld. To the extent Mr. Mohammed allegeattthe Defendants’ actions are “contrary
to law” because they violate his First Amendnmgitts, the constitutional analysis is controlled
by Turner v. Safley482 U.S. 78 (1987), and its progeny.

Turnerrecognizes that “when a prison regulation impinges on inmates’ constitutional
rights, the regulation is valid if reasonably related to legitimate penological interedts.at
89;see Beard v. Bank548 U.S. 521, 528 (2006) (“imprisonment does not automatically deprive
a prisoner of certain important constitutibpeotections, including those of the First
Amendment. But at the same time the Constitusometimes permits greater restriction of such
rights in a prison than would allow elsewhere”) Turneridentifies four factors that inform that
inquiry: (i) there must be a valid and @tal connection between the regulation and the
legitimate governmental interesttgarward to justify it (put diffeently, the regulation may not

be based on arbitrary or irrational go3l€)) whether there are alteative means of exercising

3 Turnerexpressly noted that, where the regioin impinges on an inmate’s First

Amendment rights, the Court should also coesighether it “operates in a neutral fashion,
without regard to the content of the exgsien.” Although the reed reflects that Mr.
Mohammed was briefly subject éocontent-based SAMs restricti(ne that limited his ability
to communicate with certain members of his ifgrito those matters having a connection with
this litigation), the current SAMs he challenges operate in a content-neutral manner.



the right; (iii) the impact thaaccommodation of the asserted rigittuld have on other inmates,
guards, and on the allocation of prison resougegerally; and (iv) the presence or absence of
ready alternatives to thregulatory path chosend. at 89-90. The inmate bears the burden of
persuasion on these factoBeard 548 U.S. at 529.
B. Theevidenceto be considered

The first question with regard to thei@ence presented is whether Mr. Mohammed'’s
background and history is relevarithe Defendants contend thaétparticular SAMs that are at
issue are justified because Mr. Mohammeal tierrorist and his behavior continues to
demonstrate his risk to the Unitedaféts. As is set out more fullgter in this opinion, there is no
issue as to whether Mr. Mohammed moperly been subjected to SAMsThe question is
whether the specific SAMs imposed were arbiti@mg capricious. Thus, the Court will consider
the following background information only insofaribbears on the partical SAMSs at it issue.

Mr. Mohammed was one of several conspiagffiliated with the terrorist group al-
Qaeda that participated in the bombing ofith€. Embassy in Dar es Salaam, Tanzania on
August 7, 1998, resulting in the deaths of 11 people. Aftdvdhebing, using an alias provided

by a friend, Mr. Mohammed fled to South Africithe FBI's criminal iwvestigation into the

4 A large amount of the evidence offewmgdrial concernedeasons for the FBI's

imposition, modification, and renewal of Mr. Mammed’'s SAMs, generally. For example, FBI
Agent Robert Moen contended that Mr. Mohammed engaged in a variety of actions “straight
out of the al Qaeda playbook,”duas leading hunger strikesaking false allegations against
the BOP, and generally disparaging prison dadfiall with the purpasof consuming federal
resources and “radicalizing” others agath&t United States. The Defendants also put on
evidence that Mr. Mohammed had attempteevade his SAMs on one occasion by having his
sister forge return addresses in order to send him certain books, and that Mr. Mohammed refused
to cooperate with the FBI in various other resped hese incidents weapparently offered to
explain why Mr. Mohammed continued to ramander SAMs, but, as the discussion below
makes clear, the Defendants never specificallyldibeany of these evenas justifying the
particular SAMs restrictions & Mr. Mohammed challenges.



embassy bombing discerned Mr. Mohammed'’s involvement, and the FBI alerted South African
Immigration authorities about Mr. Mohammedoush African officials arested Mr. Mohammed

in October 1998. Thereafter, vas indicted in the United States various offenses relating to

the embassy bombing.

In October 1999, FBI Agent Abigail Perkitraveled to South Africa and interviewed
Mr. Mohammed. Mr. Mohammed adftted his participation in tnbombing. He also explained
that, in 1994, he had attendaa al-Qaeda training camp ingkfanistan where he received
training in the use of weapons and explosivelggious training, and struction on operational
and logistical issues.He stated that he was instructed abgirtaal against the United States
and stated that “according to Isisidy of Islam, it was his respabiity to be involved with the
bombings.” Ms. Perkins asked him whether, ihlagl not been apprehended or if he were to be
released from custody, he would continue to pigste in other terrorist activity. According to
Ms. Perkins, Mr. Mohammed responded that ftould continue on if he could, and he hoped
that others continued on in his steawlv that he had been arrested.”

Mr. Mohammed was extradited to the Unit&tétes and tried on kiaus charges in the
Southern District of New York. On May 28001, he was convicted on humerous charges and
sentenced to life in prisorSee generally U.S. v. Bin Lad&2 F.Supp.2d 225, 227-232
(S.D.N.Y. 2000) (background informationi re Terrorist Bombingsf U.S. Embassies in East
Africa, 552 F.3d 93 (2d Cir. 2008)ffmming convictions).

As explained by FBI Agent Robert Moghg purpose of imposing SAMs on inmates like
Mr. Mohammed is “to try to preant the dissemination or evegceipt of messages that would

cause harm . . . whether that's messaging going out [from the inmate] that might inspire attacks

> Mr. Mohammed subsequently attende@eosd terrorist training camp, where he was

assigned the role of a trainer.



or whether it's messages coming in that miginid to further radicalize the inmates, making
them more difficult for the [BOP] to handle.”

Inmates subject to SAMs in ADX are pladadhe “Special Security Unit Program.”
That program has several phases with incrggsiivileges, and inmates move through the
phases based on various criteria (most notablyn&gns of good behaviorpt present, Mr.
Mohammed is at Phase Two of igram, which entitles him to tsocial telephone calls per
month, with each call limitetb no more than 15 minutes.

SAMs are imposed for a one-year period, amrdraviewed annually for possible renewal.
28 C.F.R. 8 501.3(c). The FBI initiates each anneiaewal, first seekminput from the agent
in the Colorado Springs office responsibletfte day-to-day moniting of Mr. Mohammed’s
telephone calls and mail correspondence, frdmroagents involved ithe National Joint
Terrorism Task Force, and from a representaiiibe U.S. Attorney’ ©ffice from the Southern
District of New York familiar with the emlsay bombing and criminal case against Mr.
Mohammed. The FBI also seeks some limited information from the BOP, but only as to certain
administrative matters, such as whether the inmatkany prison disciplinary actions or medical
conditions that were of noté)e BOP’s recommendations rediag whether SAMs should be
modified or continued are not generally givegngicant weight. (Inded, the record reflects
that, to some extent, the BOP believes thatraints on Mr. Mhammed’s ability to
communicate with his family are counterproduetto its penological mission.) The FBI then
drafts a recommendation regargithe SAMs renewal or modification and forwards it to the

OEO. The OEO's representaitestified that th OEO does not conduct any independent

6 It appears that the BOP has some latiindenforcing this restriction. Mr. Mohammed

testified that he is usually permitted three phone calls per month, and there is some suggestion
that extra phone calls are permitted during certain holiday periods.



investigation of the issues; its reviewgisided entirely by theantents of the FBI’s

recommendation letter. The OEapproves the recommendatioiiien submits the request for
renewal or modification to the Deputy Attorn&gneral for final approvalThe record does not

reflect whether the Deputy Attorney Generarttengages in any significant review of the

merits, or whether his signature is given as a mere formality. In any event, once approved by the
Deputy Attorney General, the $4s are then provided to the BQwith the instructions to

implement them.

Mr. Mohammed was initially placed und8AMs in 1999. His SAMs have contained
(and continue to contain) a vaseidf restrictions, most of whicaire not particularly pertinent.
There are three categories of riesions that he challenges.

First, Mr. Mohammed was permitted to make telephone calls of a social rature (
telephone calls with his attorney or in furtheraof legal or administrative proceedings) only to
certain, specifically-identified individuals. &m 1999 to approximately 2001, he had fairly
broad telephone contact withmediate and extended family and friends. However, upon his
arrival at ADX in 2001, his telephone contacts wemdted to his “immediate family,” a term
defined as his “parents, siblings, spouse,raatdral children.” Mr. Mohammed has no spouse
or children, and his father is apparently decéasais, his “immediate family” consists of his
mother and his eight siblingg.his provision was modifiedightly in or about 2010, allowing
Mr. Mohammed to have telephone calls wibluif additional non-immediate family members.
All of Mr. Mohammed’s telephone calls are monitbia real time by an FBI agent and/or a FBI

designated linguist (for calls condad in languages other than English, which essentially all of

! Although he bristled at the characteriaatof OEO as just a “rubber stamp,” Mr.

O’Brien acknowledged that the OEO had naegected a recommendation by the FBI for
approval of a renewal or modifition of SAMs for any inmate.
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Mr. Mohammed'’s are) and are recorded for futengew. The linguist or agent are authorized
to immediately terminate a tg@lkeone call if they believe thatformation harmful to national
security is being conveyed, although it is undisgukat there can be a brief delay before the
order to terminate a call is effectuated.

Second, the SAMs restrict Mr. Mohammedlslity to receive in-person socialg. non-
attorney) visits. The restricins on those who may visit Mr. Mamaned essentially parallel the
restrictions on his telephone communicationsish@ermitted in-person visits only from his
“immediate family” members or the additional pmrs specifically cleared for visitation, and all
visits are contemporaneously nitoned and their audio recorddThe visits are “non-contact,”
with a pane of glass separating Mr. Mohamrrech his visitor and the parties communicating
by telephone handsets.

The third category of SAMs at issue com=ethe processing dr. Mohammed'’s social
mail correspondence. For the bulk of the reh¢veme period, the SAMs have provided that the
FBI would have up to 60 business days to translate and review Mr. Mohammed’s incoming or
outgoing mail correspondence to determine Wwhethat correspondence poses any security
risks. After that review haseen satisfactorily completed, tR8I returns the correspondence to
the BOP, who either supplies it to the U.S. PoStalice for delivery tits addressees (for
outgoing mail) or provides it to Mr. Mohamed (for incoming mail). Until 2005, Mr.
Mohammed was essentially unrestricted im shope of persons with whom he could

communicate by mail; since 2005, his mail correspnoddnas been limited to his immediate

8 Due to a variety of factors, includinlistance and cost, diffitiies with immigration

authorization, and Mr. Mohammed’s owrsdbouragement, no one in Mr. Mohammed'’s
immediate or extended family has atfged to visit him since his trial.
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family, although, as discussed below, more recsrdifications have allowed him to have mail
contact with certain additional individuals.

As noted, Mr. Mohammed has received extensive training as a terrorist and was found
guilty of participating in a bombing that caused heardozen deaths and scores of injuries. He
also played a role in another inmatassault on a Corrections Officer. Although Mr.
Mohammed now denies anydie to be involved injihad” against the United States, and the
Defendants are unable to identa#gything but the most minor and seemingly harmless violations
of SAMs by Mr. Mohammed over the past 15 pedhe Court will nevertheless defer to the
FBI's experience and knowledge in such nratend assume, consistent with his 1999
statements to Ms. Perkins that he would attkmpt to support and assist anti-U.S. terrorist
organizations overseas in any way possible, \&arepportunity to do so to present itselfhe
Court also accepts, at face valthe FBI's belief that Mr. Mohammed is a highly intelligent
person, that the passage of time has not necesshniied his enmity towards the United States,
and that the al Qaeda-affiliatéstrorist group al-Shabaab igi@e in Tanzania (although that
group did not come into existence until after Mr. Mohammed had been imprisoned). In short,
the Court will operate on the assumption that Mohammed still poses, at least in the abstract,
a considerable risk of harm to the United States.

At the same time, the Court also finds that granting Mr. Mohammed the maximum

permissible opportunity to have contact wiik family (both immediate and extended) and

° That being said, the Court is utterly urpaeded by Mr. Moen’s contentions that Mr.

Mohammed’s engaging in hunger k&$, making false accusations against BOP or its staff, and
his disparaging of the U.S. or the BOP in commurooatwith others are reflective of his efforts
to wage a continuinghad against the U.S. The examptggen by Mr. Moen of such conduct

by Mr. Mohammed are entirely mundane and indgtishable from the sarbf behavior that

this Court sees from ordinary inmates.(those who have not recew training “out of the

al Qaeda playbook”) onraear-daily basis.
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friends serves important social and penoldgycels. Mr. Mohamma, obviously, retains a
strong personal interest in preserving communications with his family and friends,
notwithstanding his life sentence. The BOP hasessly stated that it encourages inmates to
maintain social ties with family and friendss it “has a positive impact on his or her
incarceration period” and increases “their abiliyserve their sentence in a peaceful, meaningful
way.” And, as a matter of societal interesit® First Amendment to the U.S. Constitution
strongly discourages restraims Mr. Mohammed’s ability to comunicate with his family and
friends.

The Court carefully limits itself to euadting Mr. Mohammed'’s specific challenges to
specific components of his SAMs. The Coumas considering whethé&SAMSs in general are
permissible or useful, whether Mvlohammed should be subject t@th, or whether it is fair or
unfair that other inmates are are not subject to similar SAMs as Mr. Mohammed. Moreover,
the Court gives no consideration to the poments of the SAMs other than those being
challenged by Mr. Mohammed, nor does it consider any other aspects of Mr. Mohammed’s
confinement.

The second source of evidencetmsider is classified farmation that the Defendants
submitted to the Couith camerain the discovery process, rather than during trial.

The Defendants have consistently cadied that many matterslating to the 1999
embassy bombing, the investigation into ie grosecution of Mr. Mohammed, and other matters
relating to the imposition and maintenance of his SAMs all involve certain items of classified
information. In response to thiigation, the Defendants hageught to have some of that

information de-classified so that it could ppesented publicly, anddeed, much of the
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documentary evidence produced at trial appedbe tormerly-classified records that are now
unclassified.

Throughout the trial, however, defense counspéatedly raised @grtions and sought
instructions to witnesses thi&iey limit their testimony so de not reveal any classified
information. At times, this instruction left witsges only able to testiBbout certain matters in
general terms; at other timegitnesses acknowledged tha¢yhcould not answer certain
guestions at all without realing classified information.

At the close of trial, the Court asked defe counsel to “confirm . . . that you are not
relying on, and you do not want me to consideriafgrmation that is a ate secret.” Defense
counsel initially agreed that “w&ould not be relying on that maial,” but stated that if the
Court were to “conclude thatehunclassified record . . . is maifficient to support the SAMs of
Mr. Mohammed, | think the Government would resfuie opportunity ahat point to provide
briefing to the Court on the consequences ofaeal of that classified information, and the
extent to which that information would provittee government with a valid defense.” The Court
expressed some doubt about thepasition that “you get a secondebat the apple,” but invited
defense counsel to address the isaoee fully in closing arguments.

At closing arguments, defense counsel agaitedtthat “the government is not relying on
classified information or classified evidencdrél, is not relying orclassified evidence now,
and does not intend to rely on classified evidandbe future to prevail on the merits of
plaintiff's claim.” However, when the Court inied as to what would happen if the Court were
to conclude that the unclassified recordraated a judgment in Mr. Mohammed’s favor.
Defense counsel stated that “at that stage, thet@ould need to consd the effect that the

exclusion of the privileged classified imfoation has on the coustability’ to enter
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judgment” — in other words, that the Courtduld need to consider the classified excluded
information” in order to evaluate whether thasdified information would alter that conclusion.
The Court asked whether the Defendants had ‘s the Court all of the information that
you believe is subject to the statecrets doctrine that beapon the issues presented to the
Court.” Defense counsel responded with refees to certain declations and supporting
classified material that tHeefendants had previously fil¢g 340, 376) ex partewith regard to a
discovery dispute, suggesting that “we still dbdaee that the specific information presented to
the Court in [thosegx partedeclaration[s] would need to kensidered by the Court if and only
if it goes to an issue on whichetlCourt finds the unclassified evidence at trial insufficient.” The
Court asked what result would occur if theu@t concluded that thBefendants’ unclassified
evidence produced at trial,ysl the contents of the tvex partedeclarations, still remained
insufficient. Defense counselsmonded that “in that event.. . believe the answer would be
judgment against the government.”

When the Government invokes the statersts privilege texclude evidence of
classified matters, “the privileged information is excluded and the trial goes on without it,” to the
detriment of whichever party ¢hevidence would have favore8ee General Dynamics Corp. v.
U.S, 131 S.Ct. 1900, 1906 (2011). Here, that detrimams to the Defendants, who seemingly
would rely upon classified information knownttem to explain theijustification for their
otherwise seemingly-arbitrary demns. Having objected to thosects being presented at trial,
the Defendants may not now ask the Court to consider them inesopatecapacity.

Arguably, the Defendants’ requekat the Court consider timeaterial previously
submittedex parteappears to be invoking a mexure discussed in cases likge U.S, 872

F.2d 472, 476 (D.C. Cir. 1989). There, the conpl@ned the potentiabmifications of the
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Government’s successful invoaati of the state secrets privieeg Addressing the situation
where the privilege impaired the Governméetendant, the court explained that “summary
judgment against the plaintiff roper if the district cotidecides thathe privileged
information, if available to the defendantowd establish a valid defense to the claird’ at
476. Although the Court has some doubt thatteEendants’ invocation of this issue for the
first time in closing arguments,fezencing material that was nevdentified or tendered at trial,
is a proper way to seek the “summargigment” permitted by cases suchrase U.S, the Court
will nevertheless treat the Defendants’ post-triguesst that the Court consider the classified
information as such a request for relief pursuarFed. R. Civ. P. 52. The Court will address
that request as part of its analysisach of Mr. Mohammed’s contentions.
C. The SAM s challenged

There are three SAMs that Mr. Mohammed challenges — 1) his inability to orally
communicate with his brother Nassor; 2) higigtto communicate \ith nieces, nephews and
others; and 3) his inability to receive inspected mail during the time promised by the FBI.
Consistent with the prior discsisn, the Court reviews the ratideaiven and the process used
for determining to impose these restrictions ttedaine whether they aegbitrary or capricious
in light of theTurnerstandards.

DISCUSSION

A. Oral communication with Nassor

As noted above, Mr. Mohammed was permitted to have telephone contacts and in-person
visits with his “immediate family” — namely, his parents and siblings — from 2001 until

approximately October 2009. The record reflélet, during this time period, the FBI and BOP
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understood that permission to include Mr. Mimaed having contact with his brother, NasSor.

In or about October 2009, Mr. Mohammedsvealvised that he was no longer being
permitted to make telephone calls to Nasg6xhibit 15, an October 27, 2009 FBI memo to the
BOP, instructs that “Due to national secudtncerns by the FBI, Inn@Mohammed’s request
for telephonic contact [with Nassor] is deshie (The memo prowded that Mr. Mohammed
would still be permitted to communicate by mail withssor.) It appears that the prohibition
against Mr. Mohammed havingéphone contact with Nassor sveormalized as an explicit
modification to the SAMs in or about Janu&@11 (although some witnesseestified that the
modification occurred at some point in 2019).

The record before this Court does not identify any clear precipitating event for the
decision to revoke permission for Mr. Mohammeadntake calls to Nassor in or about October
20092 In other words, the Defendants have cmitended that a spic SAMs violation by
Mr. Mohammed in or around that time that jfistl the removal of Nassor from his list of
permissible telephone contacts, or thatkB¢ had recently obtained some new, adverse

information about Nassor in that time frameappears that the decision to revoke permission to

10 As mentioned below, the record setm reflect that Mr. Mohammed has only

communicated by telephone wiassor once, in January 2018assor wrote a letter to Mr.
Mohammed in 2000, but has not written to hintsimor has he responded to several letters Mr.
Mohammed has written to him.

1 The modification also prohibited Mr. Motmmned from having in-person visits with
Nassor.

12 Mr. Mohammed believes that the precipitatewgnt for the change is the fact that, during
a January 2010 telephone conversation betwesn,tNassor had expressed an interest in
coming to visit Mr. Mohammed in person. Nitohammed believes that the FBI terminated
Nassor’s ability to have telephone and in-persamtact with him in order to prevent the visit
from occurring. However, as noted above, FBbres indicate that oral contact with Nassor
was terminated in 2009, prito that telephone call.
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communicate orally with Nassor was made by KBent Christopher Johnson. Mr. Johnson did
not testify, and the Court’'s und@ading of Mr. Johnson’s rationalkelimited to another FBI
Agent, Robert Moen, attempting to interpneemoranda from Mr. Johnson discussing his
reasons. (The memoranda themselves were discussed at trial but never offered for admission,
and thus, they are before the Court only todktent referenced in Mr. Moen'’s testimony.)
Mr. Moen acknowledged that the reasons giveMMr. Johnson were “number one, [Nassor is]
not [Mr. Mohammed’s] brothegnd number two, he’s susped of providing substantial
assistance to [Mr. Mohammed] abrtaining a fraudulent passportwsa.” These matters require
some explanation.

In 1999, during the investigan into Mr. Mohammed'’s possible involvement in the
embassy bombing, FBI officialsstiovered a copy of a July 199&(pre-bombing) letter that
Mr. Mohammed had faxed to Nassor, who was thang in Canada. The letter made mention
of Mr. Mohammed’s difficulties in obtaining a vige an unspecified destination); asked Nassor
to make contact with their other brothBtphammed Mohammed, living in London; and
requested that Mohammed Mohammed make contact with Mr. Mohammed by August 6, 1999,
which happened to be the day before the emdamsiping occurred. Aceding to Ms. Perkins,
the letter also made some reference to “somgthery important for Mr. Mohammed to tell ‘the
boys,’ that he wanted to share with bhisther, Mohammed in London,” although neither
Ms. Perkins nor any other witsg was able to say what théemence to “the boys” meant or
what information Mr. Mohammed had for themM/hen FBI agents contacted Nassor in Canada,
he told them that his name was “Nassor 8alns,” that he wasdapted by Mr. Mohammed'’s
family as a young boy. Both of these statementg\Wes. Nassor admittetat he had received

the July 1998 fax, but stated thet had ignored its ingtctions. Separatel¥Bl agents had also
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discovered that, after the bomf, Mr. Mohammed had managedescape to South Africa by
obtaining passport and visa in the name dfd#an Nassor Maulid Hussein.” Based on these
facts, FBI agents initially concluded that, givelr. Mohammed’s contact with Nassor about a
visa in July 1998 and his usetbk alias “Nassor,” his brother Blsor had assisted in facilitating
his post-bombing escape by providinigh a false passport and visa.

Eventually, however, the FBI canto realize that this belief was mistaken. In actuality,
Mr. Mohammed had used the birth certificateaqgderson named Nassor Maulid, a friend of Mr.
Mohammed’s in Tanzania, to obtain the falsegp@rt and visa in that name. The record does
not clearly reflect precisely whehe FBI realized its mistakalthough Ms. Perkins testified that
she interviewed Nassor a second time in 1999tithis in South Africa (where he had been
deported after Canadian authorities determinednhmigration documents were fraudulent). In
that later 1999 interview, Nassor admitted that he was actually Nassor Mohammed, not “Nassor
Solomons”; that he was Mr. Mohammed’s bloodther, not adopted; aridat he had received
the July 1998 fax and had sent some monéyirtdvlohammed, but did not otherwise contact
Mohammed Mohammed as instructed or othesw&spond to the fax. The record also reflects
that Nassor Maulid was called as a witness inMtshammed’s criminal trial, suggesting that
the FBI was aware of Mr. Mohammedsnnection to him as early as 1999.

Although the FBI realized by approximately 2ah@t it had been mistaken about brother
Nassor facilitating Mr. Mohammé&sipost-bombing escape, thisatization did not prompt the
FBI to return Nassor to Mr. Mohammed’s listpgrmissible telephone cauts. Rather, the FBI
maintained the prohibition on contagith Nassor, simply articulating different reasons for it.
Agent Moen testified that, by January 2011, whenprohibition on telephone contact with

Nassor was memorialized as an official patiof Mohammed’s SAMs, 1 FBI’s justifications
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for that action were now that: (i) Nassor haatllio the FBI about various matters when first
contacted in Canada in 1999; and (ii) Nassoy b&“embittered” or “angry” towards the United
States because he may believe that the Uitatks was responsible for him being deported
from Canada to South Africa, and thieam South Africa back to Tanzarfi.

Granting full deference to the knowledge axgerience of the FBthe Court finds that
the stated justification for phibiting Mr. Mohammed fronhaving telephone contact with
Nassor — that such contact poses a risk to national security because Nassor lied to FBI agents in
1999 and may be “embittered” towards the U.S. due to its involvement with his deportation from
Canada and South Africa —asbitrary for several reasons.

First, the Court notes thatete justifications are based facts that have been known to
the FBI since 1999. By the time Ms. Perkinadaacted her second imtgew with Nassor in
South Africa in 1999, she knew that he had H#edbout being “Nassor Solomons,” about being

Mr. Mohammed’s adopted brother, about the extéhis contacts with Mr. Mohammed prior to

13 Mr. Moen seemed to suggest that thesee not “new” reasons for prohibiting contact

with Nassor, even though they had not been mentioned by Mr. Johnson in the memo outlining
the initial decision. Mr. Moepxplained that FBI memos justihg SAMs restrictions are not
intended to comprehensively address all ofrdasons underlying the decision, but merely to set
forth just enough information to justify the recommaation, even if doing so results in relevant
supplemental information being omitted.

The Court finds Mr. Moen’s contention thitae FBI had always considered these facts —
Nassor’s untruthfulness and Ipisrceived animosity towardsetJ.S. — as further supporting
Mr. Johnson’s October 2009 decision to limit @rtwith Nassor to bieacredible. Mr. Moen
explained that when the FBidught that Nassor had assisted Mbhammed in escaping, “the
rest of the stuff is sort of irlevant — not irrelevant, but less impamt if you have that fact.” He
went on to state that “had [M¥ohnson] known that [brother Nassdiegedly assisting with Mr.
Mohammed’s escape] wasn't thase, | would certainly hope h@uld have dug further in the
file or reached another conslon.” The suggestion that Mfohnson should have “dug further
in the file or reached another conclusion” seémsuggest that Mr. Johnson'’s initial decision to
prohibit telephone contact with Nassor was motivated, even tacitly, by concerns about
Nassor being untruthful in interviews or embittered towards the United States. Otherwise, Mr.
Moen would have testified that Mr. Johnson neetlhave done anythingftérently, even if he
knew that Nassor had not actually atsil Mr. Mohammed in escaping.

19



the bombing — during her interview with him in Canada, and she also observed at that time that
he was "angry” and “upset” at “having sortloét everything that he had worked for,” knowing

he was going to be deported back to Tanz&hi@espite having knowledge since 1999 of

Nassor’s untruthfulness, the FBI permitted Nassor to be on Mr. Mohammed's list of permitted
telephone contacts from 2001 to 2009. The Defesdaate offered no explanation as to why

facts that have been known to the FBLsithe earliest days dr. Mohammed’s SAMs and
apparently deemed inconsequential suddenlyfipastrestricting Mr. Mdhammed'’s oral contacts

with him in 2009.

Second, these justificationsedacially implausible and inconsistent with how the FBI
treats other members of Mr. Mohammed'’s figmiMs. Perkins taffied that, during the
investigation into the embassy bombing, selymembers of Mr. Mohammed’s immediate
family — his brother Rubeya and his twin sistamong others — were arrested by Tanzanian
police and charged with lying to authoriti@sNevertheless, Mr. Mohammed retains the ability
to have telephone contact with these individua@he Court can conceive of no colorable
justification that suggestshy Nassor’s lying to FBI agentsarrants prohibiting telephone
contact with him, yet Rubeya’sr(others’) lying to Tanzaniarfficials does not warrant similar

restraints.

14 Curiously, Ms. Perkins described Nassobeisig “angry at the circumstances,” but she

did not “correlate that [anger] to an act of terrorism or enmity that . . . [Nassor] may have
articulated with regard to America. . . | wasttordinating that to — #t [Nassor] was going to
go do a terrorist attack or bombing.” Askedlife thought Nassor posed a risk of committing
terrorist attacks, Ms. Perkins sdtthat, at least as of 1999 whsdre last spoke to him, she “did
not have information that suggested that he was involved in terrorism.”

5 See alsdxhibit 162 (SDNY’s 2013 concurrencehiBl’'s recommendation to continue
SAMs, noting that “several members of Mohammédraily have lied to BFBI agents and other
investigators”) (emphasis added).
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Similarly, Mr. Moen stated that he stilhs concerns aboutelextent of Nassor’s
involvement with Mr. Mohammed’s post-bombing esedpe, in part, to the July 1998 fax from
Mr. Mohammed to Nassor. However, that sdexealso implicatedheir brother Mohammed
Mohammed — even more so than Nassor (whe agparently just being asked to relay a
message to Mohammed Mohammed; Mohammed khoied was, in turn, being asked to make
contact with Mr. Mohammed to receive further rastions). Moreover, asls. Perkins testified,
the FBI has no concrete conceat®ut Nassor’s involvement in tenist activities, but when she
was asked that same question about Mohathmiohammed, the Defendants objected that
answering that question mighweal classified information,ra Ms. Perkins stated that she
could not answer the questiamhout doing so. Thus, by alppearances from the record,
Mohammed Mohammed presents at least as ratialsecurity concern as Nassor does, if not
more, yet he remains on Mr. Mohammed'’s dispermissible teleph@contacts while Nassor
does not. In the absence of some clear exptamas to why the FBI is less concerned about the
similarly-situated Mohammed Mohammed, the Gasiteft with the conclusion that the
exclusion of Nassor from telephone contacit, hnot Mohammed Mohammed, is arbitrary.

Similarly, the FBI's suggestion that Nassaanger or bitterness towards the United
States is grounds to perceive him to be sonatisecurity threat is equally unpersuasive. The
Court will assume that the FBI is correct and thassor is indeed embittered towards the United
States for its role in bringingoaut his deportations back to Tanzania. But even with the broad
deference the Court grants to tigl’s expertise in such mattetbe FBI failed to articulate any
facts that would warrant conclundj that such bitterness is itisgufficient to render Nassor a
national security threat. As reat above, Ms. Perkins stated tehe was unable to “correlate”

Nassor’'s anger with any apparent intention tgagye in terrorism. No witness testified that
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Nassor had received terrorist traigj or that he engaged in aogrticular conduct or associated
with persons known to harbor terroristic inclirmeus (other than the fact that, Mr. Moen points
out, he and known terrorist MMohammed “gr[e]w up togeth®r Several FBI witnesses
professed a lack of knowledgetasvhether Nassor was radie&ld like Mr. Mohammed was,
nor could they even state with knowledge whetli@ssor considered himself to be a Muslim.
(Mr. Mohammed testified that Nassor is a Muslbuat not a practicing one-e said his family
complains about Nassor’s “pro-western behavior.”)

The mere fact that Nassor might be “embittered” towards the U.S., without any other
evidence, is hardly grounds to justifystections on Mr. Mohammed contacting him by
telephone when it is entirely logical to assuimt many of Mr. Mohammed'’s family members
are equally embittered towards the United States for its arrest and incarceration of their son and
brother'® For example, Agent Moen pointed to@12 letter to Mr. Mohamied from his sister,
Zuhura, in which she states tiste “pray[s] for [him] who aanot even enjoy the pleasure of
reading the Quran.” Mr. Moen testified that thissvilm response to an apparently fruitful attempt
by Mr. Mohammed to “radicalize” his sisteraagst the United Stas by lying about the
conditions of his confinement, and that a claieing denied access to the Quran is “a serious
affront to Muslims.” Yet despite concrete esiite of far more recentitterness” towards the

United States by Zuhura, she remains on the list of persons whom Mr. Mohammed is permitted

16 Conversely, it may be logical to assumattsome (or even much) of Nassor’s anger

might be directed at Mr. Molnamed himself. “Pro-western” Nassor was apparently living
safely in Canada, until his extremist brotlsarivolvement with the embassy bombing set in
motion a chain of events thatléo attention being focused on$sar, which in turn led to him
being deported from Canada and eventually back to Tanzania. This might possibly explain
Nassor’s general refusal to have more thantelephone call with MMohammed in a decade
and his refusal to respomal Mr. Mohammed'’s letters.
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to telephone while Nassor, whdsiterness towards the United States was merely inferred by
Ms. Perkins some 15 years ago, does not.

Although they are not found in any of the FBI memos setting forth the basis for
modifying or continuing Mr. Mohammed’s SAMSMr. Moen offered two additional
justifications for the decision to permit Mr. Mohammed to have only mail, not telephone, contact
with Nassor. Mr. Moen poistout that, although Nassor hhg ability to send written
correspondence to Mr. Mohammed, he has not dongMr. Moen supposes that “Nassor
doesn’t seem to want to [communicate] unlessdredo it contemporaneously in a way that we
couldn’t readily stop the communication,” althoubis appears to be pure supposition by Mr.
Moen as to Nassor’'s motivations.) Mr. Moeatss that if Nassor “hacbmmunicated with his
brother via a series of letters, . we could get a sense dfievhe is, what he’s about, how he
communicates that would help usajgprove [him]” for telephone contact.

Arguably, if the FBI is articulating a positidhat it did not generally approve persons for
telephone correspondence until they had an ksttebl track record ofiritten correspondence
with a SAMs inmate, the Court might find this just#ion to have merit. There is support in the
record for the FBI's contentiaimat real-time oral communicat poses greater security risks
than written correspondence, it being easierdp delivery of a mail message that it is to

process a security threat iiedephone call (particularly oneahdepends upon a translator to

1 The Court has concerns about Mr. Moestatement that his recommendation letters

simply recite that information that he deeenough to justify the recommendation. Doing so
deprives reviewing entities, sl as the OEO and this Courf,a full understanding of the
reasons for the decision. TypigalAPA reviews are limited to thedministrative record itself.
See Kappos v. Hyatt32 S.Ct. 1690, 1696 (2012). If,Ms. Moen contends, renewal or
modification letters fail to sdorth a full statement of the BB reasons for its recommendation,
the “true” reasons for the recommendation will thos be apparent on the face of the record
itself. This, in turn, raises the specter that‘tftated” reasons for the agency’s actions are not
actually its “true” reasons.
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perceive of the threat and act to terminagedall). And the Courhight even accept the
premise that knowledge of an inmate’s noro@hmunication patterngleaned from written
correspondence, makes it easier to detethtih messages later conveyed via telephonee—
because they stray into atypical subject mattenvolve reference to a heretofore unknown
person or idea.

But these arguments spring from the premise that a history of harmless mail
correspondence is necessary to dispel a tegi# concern that ¢hcorrespondent poses a
significant security risk. Asxplained above, the FBI simply iaot shown that its vague and
unsupported concerns about Nassor have any derableshrasis in fact,ral that they warrant
treating him as a greater riskathMr. Mohammed'’s other siblings his in-laws. As Paul
O’Brien, former OEO Director, explained, all 8 begin from a standardized template that
permits telephonic contact with “immediate family¢luding siblings likeNassor. Mr. O’Brien
stated that immediate family are “presumed teehability to have telghone contact,” and Mr.
Moen stated that “there is a preferenag[p@rmitting telephone contact with] immediate
family.” Mr. Moen went on to explain that “itsur assessment that family has more to lose, if
you will, by violating the terms of the SAMs . . shmother enjoys talking to him once, twice,
whatever it is per month, and would be moleatant to breach the SAM and be removed from
it [by engaging in acts agnst the United States] than, sage of his buddies he knew from a
terrorist training camp.” Like Mr. Mohammisdother siblings, Nassor falls into the
“presumptive” zone of family members who havgraater interest in talking to him and “more
to lose” by breaching the SAMs than non-relatiyes,the FBI offers no colorable justification
for not extending that same presumption of hassriess to Nassor. There is no showing that the

FBI required other members of Mr. Mohammeid'snediate family — his mother, his sisters,
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Mohammed Mohammed — to establish a “traekard” of written communication before they
would be permitted to telephone him. Accordinglven assuming that the FBI actually asserted
the “absence of a track record of written conmmgation” as a justi@ation for revoking the
privilege of oral contact with N&or, the Court finds that justification to be arbitrary as well.
Mr. Moen’s second unwrittejustification for restrictingelephone contact with Nassor

refers to an FBI memo written in May 199%(fbit 168). That memo, in which the FBI
requests the assistance of Canadian law enfenceim the FBI's investigation into Nassor,
mentions “new developments in the istigation have revealed” the following:

A fax was sent from Canada torizania in care of Zahran Nassor

(close variant of [Mr. Mohammed’s alias]. The fax was in

reference to the possible acceyaa of employment by Zahran

with Sea Cruise Enterprises [atatdress in Toronto]. Initial

checks have revealed that thisifictitious company name but the

address corresponds to a homigcefof National Tilden Inter

Rent, which is Nassor['s] employer.
The 1999 memo goes on to observe that the Torawdress is “in close proximity” to Nassor’s
own home address, and thatd¥ar “has access to the fax machine” where the letter was sent.
The memo also repeats the now-discrediteltef that Nassor &nt [Mr. Mohammed]
documents in furtherance of [him] obtaining ag@ort and visa,” poimig to the discovery of
the July 1998 fax from Mr. Mohammed to Nasd@cussed previously (which asked Nassor to
have Mohammed Mohammed contact Mr. Mohammed). Mr. Moen testified that he considered
the May 1999 memo as being “the one that disesisn some length sort of why the FBI thought
as they did at the time that [Nassor] wasnplicit in helping him to obtain fraudulent
documentation to avoid capture following the bamgli’ Mr. Moen testified that “it's my

understanding for the purposes of this litigatithe, United States has conceded that brother

Nassor didn’t help [procure false documentsMs. Mohammed after the bombing]. My point
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IS just as a case agent, from what I've réaal much less convinced &t's the case, going back
to [the May 1999 memo]. | think there’s quédit of circumstantial evidence that brother
Nassor is involved.”

Once again, the Court emphasizes that ittgraonsiderable deference to Mr. Moen’s
experience and expertise. But his purported reliance on the May 1999 memo is problematic for
several reasons. First, as heasothe Defendants here have sapedl that the FBI's belief “that
Nassor has provided [Mr. Mohammed] with a false passport and visa . . . is inaccurate, and is not
currently relied upon as a basis for resing telephone contact with NassoDocket# 361 at
31, 1 4. Although Mr. Moen apparently disagrees this conclusion “ignaccurate” and “is not
currently relied upon,” the Court is bound by therte of the stipulation and must therefore
reject Mr. Moen’s contention &t lingering concerns abobitassor’s involvement with Mr.
Mohammed’s escape to South Africa warrant3Aé/s restrictions concerning Nassor. Second,
even if the Court were to agree with N#foen that the May 1999 memo does suggest some

vague connection between Nassor and Mshi¥mmed’s post-bombing flight from justitithe

18 The Court is troubled by thesence of meaningful detailtime record on this point.

Assuming, for the moment, that the fax warsathie inference that Nassor was communicating
with Mr. Mohammed (under his “Zahran Nas'salias) and was purporting to extend
employment to Mr. Mohammed (or perhaps fygrsuch non-existent employment) at a
fictitious company with the same addrassNassor’'s own employer, the remaining
circumstances of the communiice remain murky. The May 1999 memo does not identify the
date of this fax, making its temporal connectto the bombing and Mr. Mohammed'’s flight
from justice unclear. Nor is there evidencehia record that clearly discloses Nassor’'s
understanding that the frauduléamployment” is part of a scheme to help Mr. Mohammed
evade prosecution post-bombing. Assumingéixeoredated the bombing (or even that it
predated Nassor’s knowledge of Mr. Mohamreedvolvement in tike bombing), the fax
suggests nothing more than Nassor’s offering tesakss brother in the same type of ordinary
immigration fraud that Nassor himself participatiedather than the more troubling situation of
Nassor knowingly assisting a known tersbin escaping prosecution.

Mr. Moen conceded that “my understandjofthis issue] comes not from personal
knowledge but from reading the case file.” el@ourt assumes, thehat Mr. Moen knows
nothing more than the May 1999 memo recithse;Defendants didot offer any other
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Court is still left with the obsgation that the FBI had been ame of this information since 1999,
yet had no apparent conceatsout Mr. Mohammed having t@lleone contact with Nassor from
2001 to 2009. Absent some cogerplanation of new develomnts occurring in or about 2009
regarding Nassor, or some other contemporanedoisnation justifying the FBI's change in
position, the Court must conclude that tieeision then to revoke Mr. Mohammed’s
longstanding permission to communichiephone with Nassavas arbitrary.

Because the Court intends to grantafeio Mr. Mohammed, it must address the
Defendants’ position that it shoulitist consider the effect of certain classified information
submitted at an earlier stage of this case. The Court has carefully examiagg#nee
submissions at Docket # 340 and 376, includingcthssified informatiotendered as exhibits.
Based upon that review, the Cofintds nothing therein that wadiloffer a colorable reason for
revoking Mr. Mohammed'’s permission to talk todsar that has not already been addressed, nor
any information that would explaiaway the apparent arbitragss of the FBI's decisions as
discussed above. Accordingly,esvif the Court were to peitrihe Defendants to supplement
their evidentiary presentation with the classifiehrmation filed pre-trial, that classified
information fails to rebut the conclusioratithe decision to revoke permission for Mr.

Mohammed to speak to Nassor in 2009, caitig to date, was aribary and capricious.

documents or evidence that followed up on the matters raised in the fax, and Mr. Moen’s
testimony did not indicate anything Mr. Moen dielyond simply interpreting the contents of the
May 1999 memo. Given this lack of subsequedaboration on stale anpdirtially-discredited
information, coupled with the Defendants’ stigitihn that Nassor did hassist Mr. Mohammed

in avoiding capture, the Court simply canoggdit Mr. Moen’s contention that the May 1999
memo can independently justify the restrictiorie@d&phone contact with Maor. Indeed, as Mr.
Moen testified regarding Mr. Johnsomé&scommendations in 2009, once Mr. Moen became
aware that the FBI had rejected the theoat tassor had helped Mr. Mohammed avoid capture
post-bombing, Mr. Moen was obligated to “d[i]gtleer in the file” tofind more evidence to
support his theory or else “reach[ ] another conclusion.”
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Accordingly, the Court finds that the FBId&cision to modify the SAMs, informally
beginning in October 2009 and formally aslahuary 2011, to prohibit Mr. Mohammed from
having telephone or in-person cacts with Nassor, was arbitraand capricious in violation of
5 U.S.C. § 702(2)? The Court will address the appropriate remedy below.

B. Communication with extended family members

From 2001 to 2005, Mr. Mohammed was permitted to communicate by mail with anyone
he wanted. He testified that,rthg this time period, he wrotetters (and made telephone calls)
to various extended family members, includimg nieces and nephews. However, in 2005, the
FBI discovered that certaterrorist inmates at ADX (dibugh not Mr. Mohammed) had
managed to maintain mail contact with associeteslved in a terrorist dein Spain and that the
inmates’ letters were successfully used byddléto enhance its ragiting capability. In
response to this incident, the FBI tightened SABrictions on all inntas, essentially limiting
all communication — mail, telephone, or iefpon — to immediate family members only.

The apparent justification for narrowly limiting communication to immediate family
members, to the exclusion of extended familyrie of resources. The parties’ stipulated facts
refer to a declaration made by FBI Agent Didnahannon in another SAMs case, in which Mr.
Shannon stated:

Members of extended families, such as in-laws, nieces, nephews
and cousins, are not included ire ttiefinition of immediate family
because that number of copesdents would overwhelm review
and translation resources, which must be allocated among all
SAMs inmates. By narrowg the universe of potential
correspondents, this limitation ensures that the quality of the

analysis can be maintained. However, SAMs are sometimes
modified to permit the inmate to communicate with those who do

19 Because the Court finds no reasonable rationale has been articulated for this (and other)

decision(s), it need not (anddeed, cannot) address how Theneranalysis would apply to the
restraint on Mr. Mohammed&irst Amendment rights.
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not fit within the SAMs definition of immediate family,
particularly for those inmatesho have fewer correspondents who
fall within the immediate family definition.

Docket# 361 at 36, 1 47.

In November 2009, Mr. Mohammed’s SAMsreanodified to allow him to make
“requests for additional nonlegig&lephone] contacts” beyond his immediate family, with such
requests “considered on a case-bgechasis” by the FBI. Although the record is fairly vague
and incomplete on this issue, it appears ith@009 or 2010, Mr. Mohammed made a request
that he be allowed to add 36 names to his ligtesimissible contactdMost of the names on the
list were Mr. Mohammed’s in-laws, his nieceslarephews of varying ages (from 4-5 years old
to adults), an uncle, and certain frisrfdom Tanzania or South Africa.

Precisely how this request was addressed and resolved by the FBI remains’finclear.
Mr. Mohammed testified that, at one peIADX Warden Blake Davis and BOP official
Christopher Synsvol told him that the Hgad completed background checks on and

provisionally approved at least 31 of the 36 namidowever, Mr. Mohammed testified that he

was later told that only four additional contaetsuld be approved, and that he must select the

20 On the one hand, some of Mr. Moen’stimony seemed to suggest that, except as

discussed below, Mr. Mohammed'’s request foa8@itional contacts wadenied. Speaking of

the request in the past tenb&r, Moen expressed concerratithe number of individuals

requested by Mr. Mohammed “was unprecedented as far as how it would have overwhelmed our
resources, both translation dedility, agent availability to ndew mail, would have opened up a
much broader aperture for him to write.”

On the other hand, Mr. Moen also appedcetéstify that Mr. Mohammed’s request for
additional correspondents was still being considekdel explained that Here is a significant
vetting process that has to take place” in ptdeexpand an inmatetontact list, requiring
searches of various FBI databssed contacts with law enforcent officials in Tanzania, and,
in some circumstances, other locaas well. Mr. Moen testifiethat, when he left the FBI's
Colorado Springs office in 2013, “that [vettingppess had been undertaken” and that, to his
knowledge as of the date of {ri&ts not yet been completdzbcause they’re still waiting for
Tanzanian authorities to opine.” Thus, it epps that, at least nonailly, Mr. Mohammed'’s
request to add the 36 additional contacts remains pending in some respect.

29



four from his list that he wished to have desigda He chose two sisters-in-law, his brother-in-
law Msellem, and his cousin Seif.

The Defendants’ evidence did not specificatdress Mr. Mohammed’s belief that most
of his requested contacts wgmvisionally cleared by the FBI. Except as noted in the
preceding footnote, Mr. Moen, the only witnésslirectly address this issue, began his
explanation of the issue at the point in timattthe FBI had a meeting “in which it was decided
that we would aim for approximately plus fooreaning four additional social contacts [beyond
immediate family] for each of the [SAMs] inmateslhis appears to be a “universal’ change,
applying to all inmates under SAMs, not simpy. Mohammed. The record suggests this
meeting took place in either 2009 or 2010, and thlirisMoen was not actually involved in it.

In December 2010, Mr. Mohammed’s SAMs were modified to permit him to have mail,
telephone, and in-person contact with his tvetess-in-law and Msellem, in addition to the
permissible mail, in-person, and telephone comiatiins with his immediate family members
(except Nassor). It appears that there wereydetathe FBI's background check into Seif, and it
was not until July 2011 that approval was follgngiven to also add Seif to Mr. Mohammed’s
list of permissible contacts.

However, in February 2012, the FBI withdrawthorization for phonealls with Seif and
Msellem, citing “national secity concerns with the innta contacting [the] telephone
number[s]” given for those twadividuals. Mr. Moen testified #t the FBI's concern regarding

Msellem was strictly limited to concerns abthg telephone numbemiolved, not with any

personal characteristics of Mselleth.The issue is less clesgarding Seif. Mr. Moen

21 That being said, Mr. Mohammed'’s counasked Mr. Moen if Mr. Mohammed could

restore his ability to havelephone contact with Msellesimply by Msellem obtaining a new
telephone number. Defense counsel instructed Mr. Moen not to answer the question, citing
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appeared to suggest that thel RBd certain concerns aboutf3emself, stating “it's my
understanding Mr. Seif is notlaved telephone contacegardless of the telephone number he
puts forward.” (Mr. Moen tesidgd that, as with Nassor, Mr.dlhammed is still authorized to
have mail correspondence with Seif.) Beyond thess,ftat record is silerats to the status of
Mr. Mohammed'’s request for the 36 (now 32) additional contacts.

The Court has some difficulty in addressMg Mohammed'’s challeng® the denial of
his request for 36 additional contacts, because osslpe interpretation of the record is that the
request remains under active consideration. AsMden explained, the RBs still awaiting the
results of background checks on som&lof Mohammed's requested correspondéfts.

Arguably, then, Mr. Mohammed’s chatige on this point is premature.

concerns about the answaisclosing classified informationThus, the record does not reflect
whether simply obtaining a non-objectionablepdone number would be sufficient to resolve
the prohibition against tgdaone contact with Msellem.

22 Giving due deference to the needdomprehensive background checks and the

inevitable delays that arise from relying ugbe assistance of law enforcement agencies in

foreign countries, the Court nevertheless finndsiplausible that it has taken the FBI or

Tanzanian authorities more than four years to complete a background check on someone like Mr.
Mohammed’s five-year old niece.

Mr. Moen testified that any person, inclndia young child, poses some national security
threat, as even young children might unwittinglyabeehicle by which an inmate passes along a
message to a genuine threat. Mr. Moen gageeample of an inmate who “reached out to his
minor daughter and said, hey pass this messagmitdrother that he should go see our friends
in a certain area of the worldAnd the daughter responds with ‘we don’t have any family there,
what are you talking aboutThe inmate says, ‘pass the ssage, he’ll understand.” The
message was passed, he understood, and the sotovaaindining camp in a foreign country.
Probably unwittingly, but the minor daughter wasized to pass a message through that we
really were unable to@p from being passed.”

Accepting this concern as valid, the Court nokes it is also a universal one: the risk
that a permitted contact might be unwittingly usegass along a message to a prohibited person
accompanies permitting the inmate to have acintvith_anyone. The example given by Mr.

Moen would be the same if, instead of the itetseadaughter being the conduit for the message,
the inmate was speaking to his mother or to hifs yar even to his lawyer), asking them to pass
along a seemingly nonsensical message. ThusyVigien’s example establishes nothing more
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If, on the other hand, the FBIf®sition is that the requefstr 36 additional contacts was
formally addressed, the FBI's dsitin on that request remains uncleathe Court. The record
does reflect that at some point in 2009 or 2@A4€,FBI decided that each inmate subject to
SAMs would be allowed four additional non-immaidi family contacts. The Court understands
that the Defendants may be contending that the decision to permit four additional contacts was a
partial granting (and partial denial) of Mr. Mohammed’s request for 36 additional contacts, but if
S0, it is not entirely clear that the two eventsiadeed related. Carhly, no witness clearly
testified that the FBI's decisidn add four contacts for all SAMs inmates was prompted by and
specifically intended to fully resolve Mr. Moimmed’s request for 36 additional contacts.

Indeed, if it was intended to be the finadoution of Mr. Mohammé’'s request, this would
contradict Mr. Moen’s appamné suggestion that Mr. Mohaned’s request remains under
consideration.

Moreover, if the Defendantgosition is that Mr. Mohamead's request for 36 additional
contacts was fully-resolved, being granted ®ektent of him being allowed four additional
contacts, the record is inadequate to explain @Bl determined that four additional contacts
were the maximum that could reasonably tgd to Mr. MohammedThere are some general
statements about the need to preserve scamsgldtor and analystgeurces by witnesses like
Mr. Moen and the affidavit of Mr. Shannon, butmag in the record expssly states how those
concerns about resources justifibie decision to permit four adidinal contacts, nor address the
resolution of Mr. Mohammed'’s request for thiber 32 additional contact If the FBI has

indeed denied Mr. Mohammed'’s request for theamming requested contacts, and scarcity of

than the unremarkable proposition that anyonenimate is permitted to have contact with is a
potential vector for unwittingly corying coded messages to others.
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resources is the ostensible justification, the riét®too incomplete on this point to permit the

Court to determine whether resource constsgustify the limitation to four contacts.

2 This is not to say, however, that scarcityegources could neversjiify denial a request

like Mr. Mohammed’s. Mr. Shannon’s statedcern that granting innbas large numbers of
permitted contacts would “overwhelm review arghslation resources,” and that restricting
those numbers “ensures that the quality of thedyars can be maintained,” is, at least on the
surface, a plausible justification. As Mr. Moand others made clear, the FBI relies upon
linguists and translators to monitor and Mr. Mitmaed’s telephone calls withis family and to
translate his non-English mail correspondence. dlseevidence in the record that recruiting
qualified linguists is a difficult task, as they stunot only be capable of rapid and accurate
translation, they must also pass a rigoraaskiground check, be familiarnth the particular
circumstances of the inmate they are momigpriand be capable of rapidly and accurately
assessing whether a telephoné isdbeing used to pass a coded message and should be
immediately terminated. Givenatthe pool of qualified linguisis likely small (especially for
languages such as Mr. Mohammed’s native Sébr which there are comparatively few
American speakers), there is some valid logith®FBI's concern thdiroadening the list of
permitted contacts for an inmate like Mr. Mohammed would quickly drain the pool of available
linguist time.

But in this case, such logic does not stantbugose scrutiny. Theecord is clear that,
like all SAMs inmates, Mr. Mohammed is sabj to restrictions on the frequency of his
communications. He is nominally limited ttwo 15-minute phone calls per month and 6 pages
of written correspondence per week (although th® B@parently has discretion to permit him
to exceed those limits). In that sensgyanding the pool of potential contacts for Mr.
Mohammed from, say, 10 people to 30 does not mean that Mr. Mohammed will suddenly be
making three times as many phone calls orgugimthree times as much linguist time.
Presumably, he would still be limited to twbort phone calls per month, and thus, the time
spent on translation would remain largelychanged. And although the BOP has apparently
permitted Mr. Mohammed to exceed the stated restni€ton frequency or length of some of his
permitted communication (allowing, for example, Z8ge letters instead of the 6-page letters
permitted by the SAMS), it could arguably exercise its discretion to more strictly enforce those
limitations if Mr. Mohammed were to obtain a greater number of permitted contacts, so as to
ensure that scarcanfjuist and translator resource® not being unduly consumed.

Arguably, the most precious resource at issue is not transkae, but analyst time.
Even if Mr. Mohammed continues to make only the maximum communications expressly
permitted by the SAMs — say, two 15-minute pdlene calls per month — he does indeed use
more resources by spreading thoalts around to numerous recipiettian he would if the calls
were routinely made to the same people each tlkseMr. Moen explained, the FBI prefers to
keep a single linguist assignedagarticular inmate for an eended period of time, as that
linguist would “build up an understanding of hgeople write, how they communicate, who the
recipients are, [and whether] what they’re saymakes sense in light of what they said in the
past.” It may be reasonable for the FBI to assert that familiarity with the nature of an inmate’s
past communications with a particular contaggmimake the FBI more ssitive to a deviation
from those typical communication patterns and makeore likely that the FBI could identify
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Accordingly, the Court finds that the recdadls to demonstrate a reasoned, non-arbitrary
explanation for the FBI's disposition (if ang) Mr. Mohammed’s request to add 32 additional
contacts. The Court further finds that the classified information previously submitted by the
Defendants does not address this issue or otheeldtisr this conclusion. Thus, the Court finds
that decision to be in violation of 5 U.S.C. § 702(2).
C. Delaysin mail processing

Since mid-2003, Mr. Mohammed’'s SAMs hagwevided that his incoming and outgoing
mail correspondence may be held by the FBI forreogeof 14 days (if tb correspondence is in

English) to 60 days (if the correspondencmianother languagas Mr. Mohammed’s

and intercept attempts to pass coded messaipiding new contacts for Mr. Mohammed would
thus increase the number of people that a giveyuist or case agent would have to be familiar
with, requiring the linguist or agent to remesnithose additional casmtts’ backgrounds and
their own communication pattermgth Mr. Mohammed, etc. Thus, although there may be no
legitimate justificatiorto contend that broadening Mr.dlammed’s contacts list would unduly
strain_translation resources, there may a legitimagament to be made that expanding that list
would unduly tax analytical resources.

Assuming that will be thpustification the FBI offersipon remand, the Court emphasizes
that such a justification will require somethingnaéhan a conclusory assertion that “resource
constraints require only foudditional contacts.” At the same time, this Court has neither the
authority nor the inclin&n to scrutinize details of FBI budgetr opine as to the wisdom or
sufficiency of the FBI's allocation of its finantiar personnel resourcedVhat is necessary is
some showing that correlategtleasonable amount of linguistd#or analyst time that is
devoted to Mr. Mohammed'’s case to the particular incremental demands that each additional
contact would pose. Arguably, there may be squoaditative component to such an analysis:
Mr. Mohammed’s communications with his dtchieces and nephews might be expected to
range over a broader array of subjects thagdnsmunications with ave-year old girl would,
and thus, it may be appropriatsource-wise for the FBI to grant permission for the latter but
not the former. (Indeed, this would be psety the sort of “case-by-case” consideration
promised by the SAMs.) Moreover, to fully addressTtheneranalysis, it might also be
appropriate for the FBI to consider the exte which it may be possible to permit Mr.
Mohammed to have partial permission to caiminate with some diis requested contacesg.
to permit more easily reviewable mail corresparagewith some or all suitable contacts, while
prohibiting the more difficult tanonitor real-time communicationsa telephone or in-person.

34



correspondence typically is). During this tiperiod, the BOP transmits a copy of the letter to
the FBI, who, in turn, forwards a copy of any foreign-language qunetence to a trained
linguist. The FBI requests thatthnguist either provide a genésammary of the contents (if
neither the linguist reviewinthe correspondence or the FBI Agent reviewing the summary find
any issues of concern) or a verbatim translation of some or all of the document (if closer
inspection is deemed warranted). If the Agamicludes that the lettes acceptable, the FBI
communicates that decision to the BOP, who tletgases the letter for delivery. If the Agent
concludes that the letter sholdd rejected, that decision min& approved by superiors within
the FBI and notice of the jextion of the correspondea is given to the inmate.

Occasionally, the mail review process is delayed, either due to higher priority demands
on the linguists€.g.the need to contemporaneously monitor and translate wiretap evidence in
furtherance of an existing investiga) or on the supervising FBI ageatd.immediate criminal
investigations within the jusdiction of the local office). Up until 2005, Mr. Mohammed’s mail
was reviewed by FBI agents in the Southerstrict of New Yok, where he had been
prosecuted. However, possibly doedelays in that processings(eeflected in Exhibit 228), the
task of reviewing Mr. Mohammed’s mail was ssayned in 2005 to FBI agents in the Colorado
Springs office. From 2011 to 2013, that tasks performed by Mr. Moen. Mr. Moen supplied
exhibit 164, his log of Mr. Mohammed’s corpesmdence, showing the dates on which he
received such correspondence, the dates orhvtlhéccorrespondence was sent to and received
from linguists, and the date on which Mr. Maereased the corresponderback to the BOP.

Mr. Moen concluded that in 201the average time to compldtee FBI's processing of Mr.
Mohammed’s mail was 50 business days, Withail items exceeding the 60-day deadline

contained in Mr. Mohammed’'s SAMs. 2012, the average processing delay shrunk to 24
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business days, due in part to a policy changedhowed copies of correspondence to now be
sent between agencies electronically, rathan th paper form. The average delay in 2013 was
26 business days.

Separate from the issue of timelinesshaf mail processing is Mr. Mohammed'’s request
that, once his mail is approved by the FBI, thatFBI be required to send the mail to his
attorney who can, in turn, forwart(either by e-mail or regular mail) on to the named recipient.
This was the procedure used when his SAMs were first implemented in 2001, but by 2003, the
SAMs provided that approved mail would be reéshby the BOP for digbution via ordinary
postal channels. Mr. Mohammed t&stl to his belief that the FBI, BOP, or other unidentified
forces are withholding his mail and not informing hofrthat fact. He explained that this belief
arises from the fact that higters address important issues, lyis recipients do not respond to
them. He testified that, on some occasiond)dseasked his sister whether she received a
particular letter, and she responded thatlsdd not. Mr. Mohammed acknowledges that the
postal service in Tanzania can be unreliable heutoes not believe thitte undelivered mail is
attributable to that. The rembdoes not clearly reflect whéir. Mohammed actually requested
to route his mail through his attorney, noegisely how that request was described.

Although the Defendants deny that Mr. Mohaetlis letters are being withheld without
notice to him or lost while on the FBI or BOP’s watélthey do not dispute that Mr.

Mohammed did indeed request to have the mailkthrough his attorneyit is not clear that
this request was ever formally considered, mesk expressly denied tiye FBI; all of the

testimony about the disposition of the request plaased in fairly abstract and hypothetical

24 Mr. Moen posited that it was likelyahMr. Mohammed'’s family was ignoring his

“important” letters because of their length onakty, and then lying to him about never having
received them.
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terms. Mr. Moen stated that the FBI's objectiorthis request had tdo with the component of
Mr. Mohammed’s attorney sending the correspoeddo the recipients via e-mail. As Mr.
Moen explained, Mr. Mohammed holds an elevatadus in the terrorist community due to his
completion of a successful bomb attack. Mr. Metated that a putative terrorist’s physical
possession of one of Mr. Mohammed'’s letters \@dbkreby elevate th&grrorist’s statute by
showing that he was personal friends with Mohammed, or perhapsileance that terrorist’s
ability to recruit others. (Thisoncern was independent of the @onitof the letters, as Mr. Moen
testified that even possession of an ordinargiéttould still be used asort of bona fides [to
show that the terrorist is] coaated with people who are the relalal.”) Mr. Moen expressed
concern that letters sent elextically to recipients posed aegter risk of dissemination beyond
their intended recipients due to the eaeopying and forwarding electronic messages.

Mr. Moen stated that he would have lessufobjection to Mr. Mohammed’s request to
send correspondence via his attorifgiiat correspondence wouldlsbe sent via paper mail.
Asked “if [the attorney] were to not use e-mail and send a paper copy to the family member,
... what would your recommertitan be about that?,” Mr. Moen responded “obviously, it would

be less concerning then.” Asked “would you adcei,” Mr. Moen acknowledged that “I would

25 There is some inherent tension betwegnthe one hand, Mr. Moen’s suggestion that a

putative terrorist’s physicglossession of a piece of Mlohammed’s correspondence would
verify that terrorist’s relationship with MMohammed, and, on the oth®and, the observation
that electronic communications could be readdpied and widely disseminated to audiences
well beyond Mr. Mohammed'’s own circle of acqutances. Presumably, a putative terrorist’s
possession of a printout of a widely-forwardedail from Mr. Mohammed would do little to
establish that terrorist’s “borfale” connection to Mr. Mohamnake Nevertheless, the Court will
accept the general proposition that the diseation of Mr. Mohammed'’s correspondence
electronically poses a greater risk that scmtrespondence will be digiuted to those who
would seek to harm the United States.
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say | wouldn’t object to it,” buposited that he could not represtrat his supervisors, other
members of the FBI, or the OEO would necessarily &jree.

There are two components to Mr. Mohamnsechallenge to the handling of his mail
correspondence. First, he contends that tHa$=Bot meeting the 60-day deadline in the SAMs
for processing his mail. Mr. Mohammed concetited the problem has largely abated since
2011 (and indeed, since 2005), butahgues that this does not “mdbe issue.” In his closing
argument, Mr. Mohammed requested “an inflorcrequiring the deferaht to deliver the
plaintiff's non-English mail withirthe 60-day period in the SAMs.”

The Court declines to award any relef this portion of Mr. Mohammed’s claim.

Indeed, the Court has some doubt that it enesognizable as an APA claim. Individual
instances of mail handling are metadily characterized as “finagjency actions” subject to APA
review. Arguably, the imposition of the 60-dagadiline in the SAMs might be an agency action
capable of being reviewed, but it is difficultdee how an argument that the 60-day period was
arbitrary could ever work to Mr. Mohamulis benefit. Assuming Mr. Mohammed could
demonstrate that the FBI routinely takes moentB0 days to screen his mail, the Court might
find that 60-day deadline to have been arbitrarily-selected by the FBI and remand that decision
back to the FBI for further cormeration. The likelyresult is simply thathe FBI would grant

itself even_more time to process Mr. Mohamreadail. Short of a showing by Mr. Mohammed
of some plain systemic dadt in the FBI's processing sgm — and Mr. Mohammed has
identified none — his complaint about the length of time spent reviewing his mail is nothing

more than a subjective desire that it be dmoee quickly. Such subjective desires are

26 Mr. Moen admitted that although he pmrally met with Mr. Mohammed in 2012 and

2013 to discuss the SAMs renewals, he had soudsed the request to route mail through the
attorney, and thus, had not attempted to asicevthether Mr. Mohammedould be willing to
limit his request to having his attorneyndethe mail in paper, not electronic, form.
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insufficient to demonstrate that the FBI's belief thaequires 60 days teview mail is arbitrary
or capricious.

Arguably, the delay in processing Mr. Mohimed’s mail is amenable to review under
theTurnerstandard. Delaying his mail for revia@es inhibit, to some extent, Mr.
Mohammed’s First Amendment rights, as it ipteses a lengthy (albeshrinking, at least since
2011) delay between letter and response, so@ewipairing prompt communication. Thus, the
Court will briefly consider whether the delay is justified by Thenerfactors. First, the Court
finds that there is a valichd rational connection between tleguirement that Mr. Mohammed'’s
mail be analyzed prior to delivery to its ngeint. As noted aboyé¢he Court accepts the
Defendants’ assertion that thature of Mr. Mohammed'’s offenses and his background pose the
potential for him to attempt to facilitate oreaurage future terroristcts. Moreover, the 2005
incident in which other terrorist inmates were able to send mail messages to a terrorist cell
overseas adequately demonstréites rigorous monitoring of teorist inmates’ correspondence
may be necessary to prevent harmful communications from occurring. Thus, this factor tips
substantially in favoof the restriction.

Second;Turnerinquires whether thereaalternative means of escising the right. Mr.
Mohammed does have some ability to have more rapid communicatien wa telephone —
with at least some of his perssible contacts. However, mailasrrently his only means to have
contact with persons such as Nassor, MsellerSeift (On the other hand, the record reflects
that both Mr. Mohammed and Nassor speak Ehgéad that English-lamgge letters require
less processing time than foreign-languaggets do, providing Mr. Mohammed with another

means to communicate more rapidly with an English-speaking cokiaddissor.) Because
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Mr. Mohammed has some ability to communicate more rapidly with most of his permitted
contacts, this factor tips sligitin favor ofthe restriction.

Thethird Turnerfactor inquires into the impactahaccommodation of the asserted right
would have on other inmates, guards, and onltbeagion of prison resources generally. In this
case, the “accommodation” requested is simpyefaprocessing of Mr. Mohammed’s mail. The
FBI has taken the position thathas taken steps to lesgbat burden by, for example,
communicating documents electrodigarather than in paper forat. Beyond that, neither party
has made a substantial showing@whether there are otherommmies that can be found in the
system by which Mr. Mohammed’s mail is presed, nor shown what deleterious effects (if
any) might result if those econ@s were obtained. Thus, tligctor is largely neutral.

Finally, the Court considers whether thare any ready alternatives to having Mr.
Mohammed’s correspondence translated and rexddwefore it is sent. With the exception of
suggesting that approved mail toeited through his &irney, which the Court discusses below,
Mr. Mohammed has not identified any alternatittest would meet the Government’s legitimate
purpose of ensuring that his correspondence doesontain harmful messages, yet would allow
that purpose to be met in some less restristiang. In the absence of some proffered or obvious
alternative, the Court finds that this factovdes the current restricth as well. Thus, taken
together, th&@urnerfactors indicate thatlthough the review dfir. Mohammed’s mail does
inhibit, to some extent, his First Amendnheights, it does so ia permissible way.

Accordingly, the Court finds that the dsicin by the FBI to require up to 60 days for
processing and reviewing Mr. Mohammed'’s cqomeslence does not violaggher the APA or

the First Amendment.
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Turning to the second component of thesiirl, Mr. Mohammed requests that his mail be
routed through his attorneytef FBI review, rather than famg it given to the BOP to be
deposited with the Postal Service. Mr. Moet@'stimony made cleardhhe (and, by extension,
since no other witness from the FBI testifiedatdt, the agency) would not oppose this request
if the mail was thereafter to be dispatched lydtiorney in paper form, but that the FBI had
concerns about widespread dissemination afMbhammed’s correspondence if the attorney
was allowed to send it in electronic form.

Once again, the Court will defer to the FBdspertise in such matters and accept the
proposition that a putative terrorist who comes into possession of a piece of correspondence from
a high-profile person like Mr. hammed may find his own sta¢ elevated. And the Court
accepts the general proposition that e-mail epwadence and electronically-stored documents
are much more readily capable of broad apidrdissemination than ordinary paper documents
are, at least initially. However, as Mr. Mohaed'’s counsel pointed out, even paper mail could
be scanned by its recipient andted into the same easily-disseminated electronic version that
the FBI fears. Mr. Moen acknowledged that fact, suggested that “it would be more difficult,
especially in Tanzania, to go through the scanpmogess.” Assuming th&b be the case, it
would be a simple matter for a recipient of ondlof Mohammed’s letters to simply retype its
contents into an e-mail and distribut to others that way. Thuke Court finds that the skeletal
rationale offered here by the FBI for its pamitthat routing mail through the attorney for
electronic delivery poses national security consebut routing such mail through the attorney
for paper delivery does not, to be ephemeral as to be arbitrary.

The record makes clear that Mr. Moen, theyamikness to testify laout this issue, would

have had no objection to apping a SAMs modification thatould permit Mr. Mohammed’s
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attorney to route paper mail to its recipienthus, there is no apparent reason why Mr.
Mohammed’s request for such a modificatios hat been granted, even conditionally on these
more limited terms. The Court has considereddhissified information previously tendered by
the Defendants, but such material does not addfes issue. Accondgly, the Court finds that
the FBI's apparent rejection dfr. Mohammed'’s request toute mail through his attorney is
arbitrary and capricious inaefation of 5 U.S.C. § 702(2).

Remedy

Having concluded that the FBI has acted aabiir in violation of 5 U.S.C. § 702 when it
revoked Mr. Mohammed’s permission to have craitact with Nassor, denied his request for 32
additional permitted contacts, and refused Mohammed'’s request to route his mail to
recipients through his attorney, the Caurist consider what remedy to afford.

Generally, when a court finds that an ageimay acted arbitrarily imiolation of the APA,
the appropriate remedy is to remand the issok ttathe agency faieconsideration and, if
appropriate, further investigati or an explanation adequabesupport the agency’s decision
upon remandFox Television Stations, Inc. v. F.C.280 F.3d 1027, 1047 (D.C. Cir. 2002).
When the Defendants concede that there may be certain relevant information bearing on the
issues herein that has not b@eesented to the Court, it is pyaropriate for the Court to assume
the mantle of decisionmaker and conduct its d@movodeterminatioff’ of Mr. Mohammed’s
requests.See e.g. Kroger Co. v. Regional Airport Authority of Louisva&6 F.3d 382, 387 {6

Cir. 2002).

27 Suchde novareview is appropriate only wher@) there were (and are) inadequate

factfinding procedures used in an adjudicajmyceeding; or (ii) the APA claim is brought to
enforce an administrative determiiioa that has already been madeé. Neither situation is
present here.
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For the reasons discussed ab@/eemand is most properly diredtto the FBI. It is the
agency that initiates the annual SAMs reveavd the agency most directly involved with
assessing whether factual circumstances wactanges to the SAMs. Nominally, the FBI's
“recommendations” concerning SAMs must beedaipon by the OEO and the Deputy Attorney
General, but the record reflects that these @gerdo not conduct anydapendent investigation
into the circumstances underlying the FBEsEommendation and have never reached a
conclusion different than that recanended by the FBI. Thus, atlst in practice, it appears that
the FBI is the actual decision-making agency, tand, the proper party to whom to remand the
decisions.

Mr. Mohammed argues that a remand to the FBI, rather tHamavaresolution by this
Court, will merely delay an already prolonged @toif his ability tocontact his relatives.
Although the Court is sympathetic Mr. Mohammed’s situation, felieves that reconsideration
can be accomplished within the annual renewalecgind will so direct.n addition, the Court
will retain jurisdiction over this matter amday, upon appropriate recgidoy Mr. Mohammed or
of the Court’s own accord, require the FBI to pdevperiodic status reports regarding the status
of the issues on remand.

Indeed, increased cooperation and candor opahteof both sides tthis dispute could
help resolve disputes of this type beftirey blossom into litigation. Although the Court
understands the FBI's conceriooaut disclosing information thaight reveal investigatory
methods or targets (or accidelty reveal situatins where its knowledge about an issue is
deficient in some respect), it appears that concern has ledeH=BI to be needlessly
parsimonious with information it shares wifr. Mohammed. For example, Mr. Moen made

clear that the FBI's concerns about Mr. Mohaaahinaving contact witMsellem are limited to
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concerns about Msellem’s phone number, not antycpdar characteriste of Msellem himself.
Were the FBI to advise Mr. Mohammed of specstieps that Msellem coutdke to resolve that
issue, Mr. Mohammed might be aldéerestore his ability to gak to Msellem without having to
resort to grievances and litigation thahsume precious FBI resources. Similarly, Mr.
Mohammed’s refusal to constructively particgpat interviews with the FBI concerning SAMs
renewals perpetuates an adversaekationship that is only likelyo lead to more conflict, and
potentially more restrigins, in the future.

CONCLUSION

For the foregoing reasons, the Court finds thatDefendants violated the APA, 5 U.S.C.
§ 702, in that: (i) the 2009 deodn, continuing to date, toveke Mr. Mohammed’s permission
to have oral communication with Bisor; (ii) the denialif any) of his request to add 32 more
persons to his list of permitted contacts was; and (iii) the denial of his request (of unspecified
date) that he be permitted to have his outganag), once cleared by the FBI, delivered to his
attorney for distribution to recipients, wezach arbitrary and capricious and unsupported by
substantial evidence in the record. These decisiorREMEANDED to the FBI for further
consideration and resolution within the currentleyof SAM’s review in accordance with the

terms of this Order. Judgment consistent whisse findings shall emteontemporaneously.
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The remaining pending motioi# 343, 352, 354, 359, 367, 387), to the extent not expressly or
impliedly granted herein, are deeni@dNIED.

Dated this 17th day of June, 2014.
BY THE COURT:

Drcutce . Fhcye

Marcia S. Krieger
ChiefUnited StateDistrict Judge
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