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Page 242 Page 244§
1 taith & fair shake. 1 to show that Facebook practices the Invention?
2 And [ know ywi can doit. | have 2 The puwer uf (he patent holder is to exclude J
3 every cnfidence in you. 3 anyone [roin usfitg i, That's g weighty
4 | represent Facebauk, I'm 4 decisiun, Tlars a weighty deeision.
5 assuiing that yuu know wlrat Facehook is, 5 If Facebook infringes the patent,
] Fatebuak is a sicial network, And 5 it cannot wse that invention. Please give us
7 the evidenee is gaing )y show v that 7 yuur full, and fair and undivided attentiun,
B Leader-to-Leader is a husiness and enterprise B t think it's going to be an
9 suftware conspany. Social networking, business ! @ interesting week for vou. This is the patent,
10 and enterprise suftware, 14 | kauw yuu've seen it, but | want to actually
11 During the emtirety of the trial, 11 take sutne tirme fo do through it
1z it's guing 10 be one yersion and anotlser 1z That's a big number. You know
13 version, Il dive you two simple ideas, You 13 whalt fhat nwmber means? Seven miliion other
14 can adupl them if(\-;11u want, if vou don't come upl 14 patents ont there,
15 with your own. 15 Remember the video where you saw
is Generalities, speeitics. 16 the guy nim it fhrough' the mail taorm of the
17 Confusion, elarity. You choose. 17 patent offiee, stuff was everywhere, It's 2
ie Ag you listen ta the arguments of 1B busy nffice, There’s a lot of things that have
1% the lawvers aind this uverwhelining evidence, 19" been invented.
2¢ think for yourself, fisten to what | say, 20 This is the title of the patent. ;
21 Hlease take it into consideration, bat ywn think | 21 And as | was lislening to the wpe, | wrote this
22 for yourself. 22 down. The man on the tage said a title fhat
23 Y ou make up your own minds abuut 23 deseribes the invention,
24 what that patent covers, what Facebook docs and! 24 Look at the title. MNothing abowt
Page 243 Page 246G i
1 whether that patent is velid. Becavse we 1 networking. 1 refers to the Dynamie
2 believe and we will attermpt t show you that 2 Association of Electrunically Stared Infunnation
3 Facebook does sot infringe the patent. 3 with fterative Workflow Changes.
4 Remnember the videu they showed yuu 4 That desenbes what this invention
G where the inan expressed the idea ol a patent 5 is ahont. It says nothing about shcial
& being like a deed. We sametimes use a surveying & networking.
T term, the metes and the bounds uf the patent. 7 There are the two inventors, Mr
B Well, if yuu have a corner it and B MeKibben and Mr, Lamb. There are these figure
9 kids run over the eomer of vour lot all the e in the patent, and they are intended to show you :
10 time, you have aright, as the property. owner, 10 the logie, i you will, of the invention or the
11 to control that. But the deed confines your 11 way vou could put together a systein or a method
12 progerty rights w the deed. That'swhat a 1z And as you listen to the evidence
13 patent is like. 13 zoine in, (hink about when you go debberate
14 And everything Mr., Andre said 14 looking back at this evidence and lgoking at
1% eould be tnie ghout the inventive prucess on 15 these figures for vouvself and looking lur
15 their side of the house. But it could be just 16 things,
17 a3 true that we du not trespass on that 17 As the Chaust hag instructed vou,
1g pruperty, 1B the next seetion ol the patent is ealled a
12 So the gplestion you're going to 18 gspecificatiun, Now, this is where they describe
26 have to be grappling with is, not listening 1o a 26 what was leading 1o the invention, what thie
21 bunch of snippets uF things (hrown at von: What{ 21 background is, how they dot there, what they
22 does the patent cover? What does Facebook do? | 22 were lrying to accaniplish, another pood place tu
23 And are yon satisficd at the end 23 look.
24 24

And then as vou heard, there are i

3

of the day that they have carried their burden
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Page 470 Page 472 §

1 And that changed over time, toa, 1 lawyer ihar took my depusition instrucred me
2 as we canie up with ather applications that we 2 that [ could review it and niake those
3 bhilt into tiat, we added thai te the mental 3 correstions. 5o when | read it saw itin
4 pictures of what Leader2l.cader was i the 4 print, felt tat thar clarificaiion was niore
5  product. 5 uccurate, | felt tha made schse 1o do that,
6 Q. Soneritnes when you talked ahont & (). Sodid vou just wam 10 make sure :
7 |.eader? Leader during yous time at Leader, did 7 voiir sysrem testinouy wag really acourmcand b
8 that inclhude shings like LeaderPhone? 8 precise?
g A. Yeah, so LeaderPlione was one of g A, Yes. i

10 the products | developed, lelped develop, led | 10 MS, KEEFE: Objection.

11 the temn i developing ar Leader Technologies.{ 11 THE COURY: 'l sirike that

1z Q. is thers any other names that come 12 apswer. The objection is suiained.

13 1o mind that would have - 13 MS. KOBIALKA: | have no further g—

14 MS. KEEFE: Objection, Beyondthe | 14 questions,

15 scope, 15 THE COURT: Okay. Thank you, You

is THE COURT: Overruled. 16 may siep down.

17 THE WITNESS: Smart Camers was | 17 THE WITNESS: Thank vou.

18 another application that stood ont as something ; 18 MR. ANDRE: Your Honor, af this

1% that we didn't conceive of when we originally | 18 ne, wi were going W be playing some \--'n:Iec«:a;:n}:"E

20 started, buf then later on, hey, this wonid he a 20 deposition. | don't know if you wan 1o start {

21 cool addition 1o thirow that in. 21 this up before lunch or izke the lunch break ;_

22 G, Tuming 1o the technology that you 22 early.

23 developed that you understand is the invention | 23 THE COURT: We'll keep going umil

24 of the '761 patent, when you iniplemented ir, dig 24 12:3%, 50 you tan go abead and play what you  §

Page 471 Page 473

1 it have the ability to share phoveas? 1 need 1o play.
2 A. Yes. 2 MR, ANDRE: Azthis time, ladies
3 Q. 13ig it have the ahility 10 share i 3 and gentlemen, we're going 1o be shiowing you af:
4 videos? ; 4 videotape deposinon of ane of Facebook's seniol
5 A, Yes 5 engineers by the name of Josh Wiseman. :
6 0. And how do you know this? & Fle's going to talk zbout the :
7 A It had the ability 1o share any 7 Facehook technelogy for the first time.
8 file by design. Ut was intentionally trying ta ‘; 8 (Beginning of videotape excerpt of
9 noi just solve the problems that we knew of it ! Joshua Wiseinan:} £

10 tliat paint, but every, you know, gvery data 10 Q. Wonld the court reporter please —

11 problem ever, so if soincone came up with anew! 11 swear in the witness? 5

1z video forntat or a new image fonnat or a new 3D} 12 Q. Good moniing.

13 wedidn't bave 10 know, we built it1o liandie 13 A, Geod morning.

14 any of that steff 3o all of the stuff thar 14 Q. Can yon please state your full

15 exisred 2 the 1ime, inages, photos, video would | 15 name and address for the record?

16  all have been supported by the file application. | 16 A. Yes. Its Joshua Wiseman. And iny

17 Q. Nuw, just luming 10 your 17 address is 15238 Church Swreei, San Francisco,

18 deposition, you mentioned that you have made | 18 California 94131,

1s some clarilications? 19 Q. Are you carrently employed,

20 A Yes. 20 Mr, Wiseman?

21 Q. Whar made you think you could niake | 21 A. Yes.

22 clarifications or ¢corrections To your 22 (. Where are vou employed? :

23 deposition? 23 A. At Facebook. __

24 24 (). And how lonz have you been working [

A, At the deposition, the Facebook

b,
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Page 474 Page 476 |
1 a1 Facchook? 1 The Wiess: So ihey wounht see -
2 A. Fve been there for a finle over 2 on 1he 1op, they wonld see the Facchook Togo.
3 thrge years, 3 “They would see @ nuniber of navigmional Jinks.
] Q. And wha is your curren e at 4 Similarly on the icf, they would
5 Facebook? 5 see navigarional finks 10 reach varinus portims
6 A. My cumem ritle is engingering 6 of the shie. In tins mpinframe of 1he page, 1hey :
7 mANager. T would see whar we call our News Feed, and on :he;
8 Q. Do you umdersiand 1oday 1ha in 8  iigh side of 1he page they wonld see various
L addition 10 vour personal testimony, you'll be 9 advertising univs and other teatures ol he
10 1estifying on behal€ of Faeekook for cetfain 10 she
11 rechmical topics? } 11 By Mr. Hannah:
12 A. Yes, { 12 Q. And wha is the - what is the
13 Q. Facebouk naimains a website; is 13 code thar is used 10 generwe 1he Facebook homne
14 than right? 14 page]
15 A, Correel. 15 The Wingss: So the code ihar is
16 Q. Andihm webshe Ts found at 16 nsed 10 generaie the home page is, again, what
17 www. facebiook.com; 18 this correct? 17 -wecall our web gode. So irs mosily a PHP code
18 A, Yes, thar's the URL. 18 hat's processing 1he Tequest and spitiing om
1% Q. If] was on1he iniernet, correct 19 the home page.
20 10 3 exrpuier and | wem www. facchook com, what 20 By Mr. ftannah:
21 would happen? 21 Q. Canvon recall any specific files
22 A. Soifyou ener www. laeebook.com 22 that are nsed 10 generaie the Facebook home
23 imo a web browser, yeu would arrive a1 the 23 pape?
24 Facebook websiie. 24 A, Yes.
Page 475 Page 477
1 By M. Hannsh: 1 Q. And what are thosc?
2 Q. And whar would be displayed? 2 A. So one thar | can recall i3
3 A. Soifyou are amiving for the 3 HTML/Home I"HP,
4 [irs1 Vitne, you would see whan we callour 4 Q. Any others?
L log-in screen, which presems You with a prorupt 5 A. That's the mosi clear one that |
& 16 enier your email and password. On subsequemt & ean remember off the rop of my head,
7 visits yon might be — you night be within a 7 Q. Allright. From the nser's home
B jogeed in experience, which would be accusiomied 8 paze, vou mentioned thu there was several
g 10 whaiever nser you are. g different areas that a user van go to; is that
e £). And if a user emers a user naine io right?
11 and password, then what happens? 11 A_ Correct,
1z A. Thenihey areaken vo wha we 12z The Witness: Yes.
13 call1he Facebook home page. 13 By Mr. Fannah;
14 Q. So you suid afier a user jogs m, 14 Q. And is one of those profile?
15 thenhey're wken 10 1he Facebook hoine page;is { 15 AL Yes
16 that righ? lg Q. What happens if a user clicks on
17 A, Yes. 17 the profile 1ab?
bY: Q. Ang wha does anser see on the 18 The Witness: There is no prafije
18 Facebook home page. i3 iab o - on the home page, There's a profileg
29 The Whness: A user onthe —~ when 20 link or button? ;
21 they're looking a1 1he Facebook home page would| 21 By Mr. Hannah:
22 see varions pieces of conrent thar are relevan 22 Q. Okay. So what happens when you
23 10 1thar user within the Facebook cxperience. 23 click on the link or button?
24 Q. Like wha pigces of conteni? 24 A. You arc taken 10 wha we call ihe

TR

w
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Page 478 Page 4B}
1 profile page, whieh is avother rendering of your L There is an opliun (o chiose an 2
2 information 1 the site. 2 existing plune frum one uf your phote albums -
3 Q. And whal is displayed (0 4 user un 3 actually, | betieve (s only front your priile
4  the profile page? 4 photb album, which is a special album of :
5 The Witness: So like the home 5 exisiing profile photos.
§  page, ihere is 3 top navipalioual element you & (). So if's user clicks on the upload
7 ean tize Lo gel w other parts of the site. You 7 a profile pieture link, whal huppens? %
8 will alsp see what we eall a profile pieture, a 8 The Winess: 1T -- okay, Soifa 4
8 photo of the person who's profile you're lovking 9 user elieks on the upload link in that — in
10 at. 10 tha - iu that hover meny, they'll be presented
11 T'here is a tabbed interface for 11 with z browser fife chooser, which will aliow [
1z browesing to various subparts of the profife. 12 tliem (o choose a file on their — tm (leir file ‘
13 And depentling on whaose profile vou're tooking {13 syslem.
14 at, there will be differeut information 14 By Mr. Haumnazh: i
15 displaved by defaulis on that puge. 15 Q. And, presumably, that file would m
16 By Mr. Hanualc i6 be o pieture; right?
17 Q. What eode is userl 0 generate 17 The Witness: Su the file chooser
14 the profile page? 18 (hat is dispiayed shows you poientiaily every
19 The Witness: So, again, like the 19 file m your file system, bul if% resirieted ti :
20 home page, our web code, our PHP code is used ig 20 only aliow you (o select one of severai eummﬂn%
21 gencrate Lhe grofile. 21 image formals.
22 By Mr. Hannols 22 By Mr. Hannah: E
23 Q. Do you reeall any specific I'HP 23 . Ta nser seleels an knage Tormal :'
24 files? 24 and uploads it then what happens?
Page 479 Page 481
1 A. Yes. 1 The Wiincss: S0 they are nol :
2 Q. Wharare those? 2 seleeling an image formal, but -~
3 A, HTML/Protiie. P HP is (he prain Tile 3 (3. Ch, sorry. If they scieet a file
4 used for rendering the profite. 4 whieh is iu an inage format, what happets?
5 Q. You mentioned there was a photo ou 5 A. Soif they select 2 file and using
€ your profile page thar's displayed; is that 3 whateser tile syslam cirooscr is presented, they ;
T right? 7 cliek thal. :
g A. Carrect. g Ckay. That fiic would then be -
g €. How does a oser upload a profife 9 wonid go through a mullistep proeess (o uploud
10 ohoio? _ 1¢ it 1o our servers and then retm the resubt (o
11 The Witness: There ure several 11 the browser.
12 ways a user zan upload a profile photo, 'I‘h::}”re 12 0. And what is that multistep
13 all accessed by - in & current interfuce by 13 process.
14 lovering over the profile photo with your monse 14 T'he Witnesy: So the file is part
15 There's 3 drop-down mienu wherg you 15 of an WTML post request 1o our server, So die
16 caut choose frouw g few differcat options. 16 byres of the file itsel are piggybacked on an
17 I3y Mr. Hanngh: 17 HTML reguest, which arrives at our web gode thatf:
16 Q. So whal arc those options? 18 progesses photo uploads.
19 A. Lets see. So you can-- ong 19 frrom there, the photo is stored in
20 aption is called something like upload a photo, 20 our — in our ~ oue of our fifer systems thal
21 which wilf affow vou to upioad & siugte pholo 21 - that stores the aemal bytes persistentiy.
22 from your hard drive. There is an option to 22 The data about the pliota is stored
23 tske a photo, which is refersing to like 2 23 it gne of cur databases. And then the URL (0
24 24

webeam funciionality,

the image on -~ whieh will be served frow onc of |

A T

i R e
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Page 482 Page 484
1 obr content distribtiion networks, like 1 A. Yes.
2 basically one uf onr web cashing partners, wilk 2 (). What are those?
3 be returned te the oser, such that the profile 3 A. There are figlds that can be
4 picture on their profile can be replaced with a 4 stored for other types uf photos. So not - F
5 new one. 5 they wouldn't be used for profile photos, but :
6 Q. You mentioned the photo is stored. 6  they might be used for some cther type of photo.
T Where is the photo stored at? 7 (. ‘The handle, the photo 11, the
8 The Witness: So the photo itself 8 width and height, the technology throogh which |
g is stored in essentialiy a big file system o - g it's oploaded, the owner D, are those the only
1o invur -- one ol our data centers. 10 fiekds that are stored with the profile photos?
11 By Mr Hannale 11 The Witness: Mo. Itiselso
12 Q. s it fair 1y call that the photo 12 possitile to store a caption with a phote, bt
13 database? 13 the -- throogh the interface | explained,
14 The Witness; That's not what we 14 there's no way tu enter that caption in the UT.
15 would call it, We woold call it a filer. 15 There is 2 way tu enter that on other parts of
16 By Mr. Hannah: 16 the site.
17 ). The photu filer? 17 By Mr. Hannah:
18 A Correct, 18 Q. Any other Tiglds that relate (o
1g 3. You also mentioned that data about | 12 the profile photus?
20 the photo was stored; is that right? 20 The Witness: So there is ~- and -
21 The Witness: Cormrect. 21 there is #n albom 1D field in this table m
22 By Mr. Hannah: 22 describing in the database. I'm notsure >
23 Q. And where is that stored? 23 whethet or not it's used For prafile photos.
24 A. So the data about the photo is 24 By Mr. Hannah:
Page 483 Bage 485 ,
1 stored iu one of our vser databases. 1 Q. Any uther ficlds voua can think of? :
2 . What data abuut 1he photo is 2 A, Yes. Thereis atime field as
3 syored in the oser database? 3 well which we used to store the time at which §
4 The Witness: So in the vser 4  the photo was uploaded.
5  datzhase, we will store the -- we will sfore 5 Q. Any others?
6 handle to - that will allow vs 1o reference the & A, 1 think that's if.
7 actoal file in the fifer. We will store an 13 7 Q. You mentioned carlier that there
8 that represents that photo, a uniqoe 1D, 8 are two different types of photus. Thers is a
G We will sore the width and height 9 profile photo and there’s other types uf photos;
10 of the photo. And we will store 2 -- 10 is that right?
11 essentially, 2 nomber that tells os throagh 11 The Witness: So profile photos are
12 which technalogy the photo was uplozded. Sobe 12 a type of photo and there are other types of
13 it a file chouser of our Java upleader, which we | 13 photos.
14 use for other parts of the site, in this case 14 By Mr. Hannal:
15 for & profile photo, it wauld just be the file 15 Q. So what are the other fypes of
16  chupser as the main option. 15 photos?
17 . How is the photo associated with 17 A. There are photos which are placed &
18 the aser that oploaded the photo? 1g in wiher contexts around the site. So un album :
198 The Witness: S we also store 19 would be one example.
20 the -- what wa call the uwner D of the photo as | 20 ., How would & user upload & photo o
21 well on the database. ‘That was g field I forgot § 21 a regolar album nsing the create albom photo
22 o meniion. 22 path?
23 By Mr, Hannah: 23 The Witness: S¢ vou can create an
€. Arcahere any ather fields? 24 albuimn, ag,aln from =~ [rom several locations |

3 N
I &
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Page 488

Page 486,

1 meniioned. o the first one |mentioned was 1 By Mr. Hammaht

2 the - [roim the phoios application, there is a 2 (). And the technology asseciated with

3 ereate — | can't remember exactly what the texi {2 it?

4 is, but something slong the lines of create 4 A, Currect.

5 album or apload photos. 5 (. How does the flow change if you

8 Once you enter fhat Hlow, you 6 oplaad a phote osing & group, for instance?

7 enter the album details, such as the album nmne} 7 The Witness: So are voo referring

8 and then after filling out those details, you 8 ta when you opload a photo direcily 1o a groop?

3 Thave a choice ta vse either our robost uploader | 8 By Mr. Harmah:
1a  or vor simple file chooser oploader. io (. Right. Dwoes it change? Does the |
11 3. Sure. We can just do the simple 11 Hawe change
1z opleader, 1z The Witaess: The phota upload code :
13 The user clicks an a file and 13 will be very similar. The contexi fhat ig
14 ¢hooses ta opload an image fle off theirhard | 14 passed in the reqoest will contain the group 11> |
15 drive, then what happens? 15 rather than, say, the atbom 1D. ,
15 The Witness: So opan submitting 18 I’m nor actoally famniliar with the -
17 that file i ihe UL the file will -~ the bytes 17 exact details of the database entry that's
18  ofthe file will be sent alony with a -- like 18 created, b | know that there will be a :
1g HTML post reqoest (o oor servers. Oneof our ¢ 19 database eniry for flie pheto ihat is similar to
20 phote-related PHE end points will get that 20 the other entries that we talked aboot.
21 reqoest. 21 By Mr. Hannah:
22 It will he able fo parse the file 22 Q. And that woold be stored i the :
23 as well as the infonation on the reqoest, which] 23 oser database as well? 5
24 woold be the oser ID of the person oploading. | 24 A. Conrect.

rage 487 Pagae 4BS

1 And -- and depending on what context you're 1 (3. Can a oser import a phota fiom the

2 osing might ave sooe other information. 2 regolar phote albon into & gioop”

3 It will take the bytes of the Tile 3 A, Yes.

4 and store thein in our photo filer, /And tien 4 Q. And how does that happen?

&  will create a database entry that represents S The Wituess: Are yoo referring —

6  that phato, &  are yoo referring tu the Ul ar in the code?

7 By Mr. Hannah: 7 By Mr. Hannah:

8 (Yoo said depending on the context, 8 Q. Well, lets start with the Ul

9 different things might happen. What do yoo meaix 9 A, Okay. So when yoo're looking at a
10 by that? 16 groop profile, there 15 a pheto section and yoo
11 A. So'in the exampls we wers talking 11 can click a link o add photos to that group.
12 ahoot, you're uploading to a pew photo albom, 12 Upon clicking that link, yoo have & choice
13 Sothe 1) of (hat albom would be on that request 3 13 betuwen oploading photos in — from yoor file |
i4 as well, 14 systein, from yoor hard drive or choosing an :
15 (. Any other intormation? 15 exisfing photo. :
16 A. €an yoo clanfy” is if voo choase an exisang phote,
17 (3. Swre. Yoosaid that the user 1D, 17 yau're presenied with an interfage fhat allows
18 tie albom ID woold he -- would be stored. Is 18 yoo to browse all ol the photos in yoor alhumsag;
i9 there any other information regarding the photo | 18 and then yoo can select the one or more phatay
20 that weold be stored? 24 you want to add to that groop.
21 The Witness: Yes, that we woold 21 . And then if | select 2 photo and f
22 store ihe width of the plioto, the height of the 22 add it to the groop, what happens on the user
23 phcto, whether 1he oser emered 2 ¢aption on the § 23 interface? -
24 phato, 24 The Witness: On the oser

ﬁ
i
&
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Page 492 @

Page 490
1 interface, after that request Is issued to our 1 group 11, and it inserts it as an entry into the
2 servers and returned, yan will see that phata 2 Mini Feed table?
3 shiows np i the photo seetion of the group. 3 By Mr. Hannah
4 By Mr. Hannah; 4 Q. Do you know where each of these
5 (3. Now:, what huppens in the code? 5 databases is loeared?
& A. S¢in the code, there is a PHP end & The Witness: You mean where
7 point which receives those types of reguests. 7 they're physically located?
8 The regrests will contain, again, the nser 10, 8 By Mr, Hanngh:
9 the group TD. In this case, ir would alsa 9 3. Physically located, yes.
16 contain the phato HY since if's an exiseing 10 A. Yes. | know whiere the data
11 photo. 11 centers ihat liouse all of our — our -~ our
12 The code wonld - the database 12 darabases are.
13 entry oF the photo wouldit be touched atall, | 13 Q. Where is that at -~ or where are
14 The code would store in a separare table, It 14 they!
15 would store the user 1D or ihe photo 113 and the; 15 A. We have severzl daia eenters oh :
16 group 1D, such that when you're viewing the 1¢ the Wast Coast of the U.S., several on the East
17 group, it will look in tha table to find out 17 Coast. And, ves, all our databases ars spread
18 which phatos have been attached tu the grong, | 18 between those — thoss twa areas.
19 Q. And wonld that be stored iu the 19 (3. They are all in the United Stares?
20 nser database? 20 The Witness: Allofour databases
21 A. Yes. 21 are in the United States, yes,
22 Q. Mr. Wiseman, if a user imports a 22 By Mr, FHannzh:
23 phato frut a regular phota album inta a group,i 23 3. How aboat your filers, whers are :
24 does that generate a story? 24 those located? J
Pags 491 Page 493
1 The Wimess: 1o you wiesn 2 Nows 1 The Witness: They are similarly
2 Feed story? 2 spread between the East Coast and the West Coas
3 By Mr. Hamuah 3 of the United States.
4 Q. Yes. 4 By Mr. Hannah:
5 A, Yes, it doss, 5 Q. Thev're ail in the United Stajes,
5 Q. And how does it do that? 6  though?
7 A, hithe PHP -~ intiie PHP request 7 A. As far as  know, yes,
8 that processes that action, similar fo the way 8 (Conclusion of videotape excerp!
g all ather News Feed stories work, we create a g of Mr. Wisenman.}
10 sot of data which contaius all the relevant 1I2s | 10 MR. ANDRE: Your Honor, that
11 {or that acrion. S the user 1D, the group 13, 11 concludes the videotape deposition of Josh
12 and in this ease the photo 11, as well as the 12 Wisanan.
13 time and the tvpe ol aetion that it was, in this 13 THE COURT: 1iake it the next
14 case adding a photo from an existing albuin intg, 14 videotape would last longer than tvo imiuutes.
15 a group, 15 MR, ANDRE: | believe so, yeah,
18 We package that dara and send it 16 THE QOURT: Then we'il let the
17 in a single request to the News Feed service, 17 jury go for lench now and il remind the jurors
i8 which can then serve as a story later. is nar io, during the break, discuss the case and
13 Q. Dous that action alsg generale 4 13 retirn b iimie to be baek in yuur seats ar 1:30,
29 story for Mini Feed? 20 THE CLIERK: Al rise.
21 AL Yes. 21 (Tury leaving the courtroon) at
22 Q. And haw dass it do that? 22 1227 pm)
z3 The Wimess: [t uses thar same set 23 THE COURT: And we will stand in
24 al data with the user 1D, the photo 1D, the 24 reeess until 1:30L

2
5
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Page 506 Page 508y
1 excerpts, You're seeing bnly porions of the 1 Q. How many times have you doue that? o
2 deposition. And, therefore, these nuterials 2 A. Hundreds, maybe thausands.
3 ltave been edited so that you can see the 3 Probably hundreds.
4 portions thal ) ant permitting you to see, And 4 Q. When's the last tiue you wrote on
5 that explains the ] suppose jerky nature of what; 5 somuebody’s wall?
6 vou're seging and yot can expect {0 5¢¢ Mok off € A. Probably a eouple days ago.
1 that s we zo forvard. 7 Q. What happeus from a user :
8 Mr. Andre. 8 perspeetive whett you wiile ON SCRICOUE'S wall!
g ME. ANDRE: Thank you, Your Honorz 9 Tle Wituess: From a user
10 We're guiug to be playing another video excerpd 19 perspeelive, | then see nuy wall post published
11 ol a Facebook engineer by fhe name of James | 11 on that person's wall, aud then ] — | wiay or
12 Wang. 12 My RO see a stiry o my owi wall that just
13 {Videotape deposition;) 13 shows recent activity that | wrote on this tither
14 Q. Gooed moming, Mr. Wang. 14 person’s wall.
15 A, Moming, 15 By Mr, Harmale
16 Q. Can you please state your full 16 €. Well, let's start with a user st
17 name and address for the record? 17 the Iumee page, How would a user go and write o
18 A, Tames Howard Wang, | Hve at 24 18  somebady else’s wall?
18 Walter Street, Sau Francisco, California, 94114 19 The Witness: If ] knew the person
20 (}. Areyot currently emiployed, 1 20 that} wamed -- whose wall ] wanted to write on
21 Mr. Wung? 21 --first of all, they need] to be my fricud, But
22 A, Yes. 22 so then § would go and | would go ttumy search
23 Q. Whore are you enuployed? 23 box aud start typing their nime, and beeause we i:_f
24 A, I'ni emploved at Facebook. 24 have a search iype shead that looks first at :
Pagea 507 Page 508
1 Q. How long have you been employed ail 1 vour [riends, tigy probably shiow up in oue off:
2 Facebotrk? 2 those boxes aud dien ! would click tat bic,
3 A. A Tittle over lour vears, 3 It would navigate me to (heir
4 Q. Aud what is your current job title 4  profile. 1 would go o their wall table, and ut
5 at FacebookT 5 the top, I would type my message inlo i “
6 A. My current title is eugiueering 6  composer interface aud the 1 would hit post.
7 maRdger. 7 By Mr. Hannalt :
g Q. Do you understzand that you are 8 G. Do you know what lapoens lroma ¢
g testifving today as a facl wilness bn your own 8 tecimical perspective? -
10 behatf? 10 The Witness: Are you speaking
1% A, A Tat wittess? 11 sbout the - at the PHP seript lével or fron i
12 Q. Fact witness. 1z database level? ?
13 A. Fact wilness. Yes, 13 By Mr. Hananal:
14 Q. And you also understand thit 14 Q. Well, startwith the PHP seripe
15 you've been designated for certain technical 15 level
16  topiecs on behalf of Facebook? 18 A, Okay.
17 A, Yes 37 The Witness: So s s - 1 don't
1g Q. Wlen did you start working at 18 owi this code. 1 didn®t write this code, but |
15 Facebook? 19 Fui pretty sure that what goes on 13 you - youl;
20 A. 1 believe iny start date was in 20 make a Forta submissiotr, so you make a —- vow
21 February of 2006. 21 make a post request.
22 (. lave you ever wrote on sgngone’s 22 And actually no, 1 --that's one
23 wall? 23 tplementation, ] think now it uses
A. Yes. 24 dsync hrnn()us. req ugsts, Se thr: page doesu't }

4 M
&
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Page 510 i Page 512§
1 refresh, but under the hond we're siili sending 1 siory, the fme smmp of the sction, and -- snd
2 aweb request ta a Pacebuok end paint, witich 2 then, | think, in the -- there's likea i !
3 . contains ailthe relevani data in the post guery 3 free-form section that has additional data,
4 parameters thal inciudes the coment of the data 4  would probably incTude the rargef - the 1
S thar's being submiited. 5 vecipient of the weail post 1D, 1 think that tnay :
& Also, because I'm a logged in 6 he i1,
7 user, it's subtnliting all tny user cookies that 7 Again, 1 would defer to fhe code.
8  (ells Facebook who | am, s then when Facebookt B {Conclusion of the videotape
] recebves this incoining asynchronous request, g depositen excerpt of Mr. Wang.)
10 ir's gor the user that's Togged in, it's gof the 10 MR, ANDRE: That eoncludes Mr.
11 variables For who - you know, for the message | 11 Wang's videosape deposition. We're guing 1o
iz jlself. 1's gol the target user 1D whose wall 12 show you a coaple tnore small clips.
13 1in writing on. 13 The next clip is of a Facebook
14 1r's alsp gat some addilional 14 vice presidentand it will be very short, abour
15 security checks m make sure that this requess 1s a two-tnipute clip,
16  isn'tspeofed, and then -- and then, basicatly 16 {Beginning of videotape deposition
17 the seript procasses it, i calls a function 17 excerpt of Mr. Dan Rose.}
18 thitt -~ that §s in charge of Togging and sioring 18 The Vidcographer Would the court
i9 the wall past, and then, you know, the 15 seporier please swear in the wilness? i
20 appropriate enries inie the daighase are 20 (3. Could you please stat2 your full -
21 writters and then the function returns, 21 natne and address for the record?
22 By Mr. Hannah: 22 A. Dan Rose, 448 Addison Avenue, Pajol i
23 Q. Do you knay whar's wriften into 23 Alo, Caltfornia 94301, :
24 the database? 24 Q. When did vou start working ar
B Page 511 Page 513 |
1 The Witness: So | belicve that -- 1 Facebook?
2 and this is 1tke — and | defer o the code, bwt ¢ 2 A. 2006. |
3 | beiteve what's written on the target user’s ¢ 3 Q. What was your iiile?
4 dmtabuse i@ igtheir wall able we have the 4 A. What is my tiile?
S "esm" the 1D of the user that wroge the wall S Q. Whal was your iitie in 20067
6 post, we have the tilne stamp of the wall post & A. 1 joined the company as dircetor
7 and wee have the conterst of the wall post, and we 7 of business development,
8 probably aiso have a unique identifier Tor that 8 ). Did that tirle — has that title
9 wall past, a global unique identifier. ¢ changed since (o the present?
10 And then on the user who wrote the 10 AL Yes. % |
11 wall posts, in their own database, as mentioned § 12 Q. What {s it changed w0? ¢ l
12 earlier, well probably have an enury in their 12 A. Vive president of the business ;
13 - in their Mini Feed able of the action they 13 development and tnonctization.
14 performed. And we weny over the meradata thas 14 0. When did sthat title change?
15 was siored there, 15 A. It changed o vice president of A
16 By Mr. Hannzh! 16  business development in 2006, and it changed w a |
17 Q. 3ust so the record fs clear, what 17 the cupent fitle in 2008,
18  nelzdata would be srored therc? 18 Q. Does Facebook coitect any kind of
1g The Winess: So the data thar T 19 information regarding fts users and whal they : |
20 believe is stored on the Mini Feed data - the 20 are doing on the website in tenns of clicks that ‘
21 Mini Feed 1able of the home user's database 21 they might have, muking connections, beconing 4 ‘
22 would be their own user 1D, a unique identifier i 22 fan?
23 for rhat Mini Feed story, the story 1D type, 23 The Witness: When a user becomes 2
24 which you know, identifies this as a wall post | 24 fan of a page, we - that informarion gets added
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Page 514

lo their prafile. $o, by definilion, we're
tracking onse people become fang of pages.
By Ms, Kobialka:
£), Are there any other examples thai
you track what a nger is deing on the Facebook
wehsile that you cait Hiiuk of?

The Witness: We — when something
slhiows up on the website, by delinition we're
tracking it. We have to track it ip order for
it to show up on the website.

! don’t know what vou're relerring
to by tracking, but logging an selion in a
Jatabase sounewhere 50 that we can present that
action on the website is something that —
thai's what we do. That's what the site dees.

{Conclusion of videotape
deposition excerpt of Mr. Dan Rose.)

MR. ANDRE: That concludes the
videotape deposition ol Dan Rese. And our fina]
videotape deposition lip is of another Facebook
enginger by the name of Andrew Bosworth.

{Beginning ol videotape deposition
excerpt of Andrew Boswortli)

The Videographer: Would the court

WM = AN R W

ig

By Mr. Hamah:

Page 516§

those Lechnical topics is the News Feed system™®
A, Yes. :
). You stated News Feed faanched in
the Fall of 2006, is that Tight?
The Witness: Yes. Daes [ail begin
Qctober, September? Let's say in the last -
tast third of the year of 2000, E

Q. So at the time that Multi Feed was }
taunched in June 2008, can yon deseribe fo me §
how News Feed s a service operated? :

A. Sure. So, again, with the ongoing
caveat that to be 100 percent cettahn of this, |
would have to foak at code.

Fo the best of my knowledge, the
way it would haye operated wvas thal actiong
that - that actions users look, that gevcrated
Falcon jog events, would be logged via Falcon |
and stored in the Faleon fogs. Aggregated -~
not aggregated, but collected in the Falcon
logs.

L

Multi Feed would then be tailing
those logs and foading the logs into mermory,
essentially creating a memory log as oppused tg;

[T~ T« JEES W . WY B P I S

Page 515

reporter please swear in the witness?
By Mr. Hanmnah:
. Can you please state yoor fuil
name and address for the recerd?
A. Andrew Garrod Bosworth, 120
Kingsley Avenus, Palo Alto, Califomia 45301,
Q. Are vou curtently eriployed, Mr.
Posworth?

A. Yes.

(. Where are you emplayed?

A, Facebeok.

Q. Hosw leng haye you been working al
Facebook?

A. To what degree of specificity”
Four years, two monihs, a day.

Q. Aud whal is your corrent title at
Facebuok?

A. Manager af engineering.

Q. Do you understand that in addition
to your personal lestimiony today, you have beer
designated for certain technical topics for --
on behal f ol Facebock?

A. 1do understand that.

W Mmoo o W e
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Page 517 F

anon-disk log. And at that point, when sowe
user -- you land on a page that prompted
generalion of stories, such as their home pags,
they would go -~ the News Feed code in the frontf;
end would query Jo Mulli Feed via RCP, receive
data in returm, apply privacy o that data to
make sure that all of the things that can - it
could possibly show would be shown.

80, you know, already ranked in
relevance, now if's going Lo apply privacy.
Having golten to this core sef of stories that
it's going to display for each slory, given the
core data, would go and feich the additional

data required to display that stury to the uyer.

And then go aboui the husiness of
rendering, as we've discussed kind of & conuple
of tinies,

(. And when you say rendering, thal's
displaying it to the user?

A. Specifically, rendering is
senerating the HTML and fext and CSS such ihad
when the browser receives it, ii's able {o parse
it and format that data to the user and proper
setting and also fetch any images thal are-

s,

Q. Do you understand that one of
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Fage 51B
1 specified by thar HTML. 1 tine 80,
2 Q. And what is your understanding of 2 By M, Hamah:
3 how the Mews Feed service operates loday? 3 Q. How did Miui Feed operate in
4 A. So, pretty 1ninch identical. The 4 Qciober 20067
5 only exception being that rather than 5 The Wilness: Again, what level -
6 exclisively tailing the Falcon logs, logs cen 6 whiat are we dealing with here, what level of
7 also be loaded direcily - you can also load 7 angwer wonld you Jike? From a product
B logs directly into inemory Jrom user aciiuns B perspeetive?
9 basically, i{" (Tt inakes any sense. - & By Mr. Hanuali:
10 Q. And ihen ~- and then what happens? | 10 . Yeal, {echnieal perspective.
11 A. 30 from there, the sume process 11 A. Technical perspective. Soota
12 thai 1 have just described applies again. Do 12 produet perspeetive.
13 yuu want e to go over it again? 13 Q. Lersstart with a product
14 Q. Sure. 1z perspective themw --
15 A. Fair enough. Some user lands ana 15 The Witness: I'rom a produet
l6 nage that proinpls the generation of News Feed 16 perspective when any user would view a profit
17 It's their home page. 17 - fiat they had the pecmission tu view, accordin
18 That — the News Feed code that 18 lo privacy, diey would ses a series af recent :
19 exists in their kind of PHE layer will then 10 actions taken by 1har user, provided, of course
20 ferch the RPC for Multi Feed dara thav's 20 that gach individual action was also a publicly
21 refevant and ranked and ready 10 go. 21 visible kind of crearion of some new cunlent. |
22 Apply privacy to that data fo 22 8y Mr. Harmah:
23 ensure that flie user does not see anything that § 23 Q. And how did it work froni a
24 theyTe not suppesed 10 see, At which point, 1t | 24 tcchuical perspective?
Page 519 Page 521
1 will then endeavor {o feteh additionad data 1 The Witnsss: When a user took an
P4 required to render and display the story i s 2 agtion is an the site ihat was something we felt
3 Fullkingd of rich glary. { 3 couldbe displayed - well, Iind, you know, kind:
& I'm getting beiter at answering b4 af a public aspect to it T could he
5 this question the Tourth or fifth tine, start 5 discovered, we would log to that nser's
6 using flourishes. And then, having -- that data 6 database, (hat action, with data similar, thoagh
? will go about the business af rendering HTML. ? not necessarily identical fo what was disensse
B €SS in such a way and text, in such a way thati B earlier for logging 1o Falcon,
g when the Drowser receives that, it will be able 7 9 So thal would be at that poiut in
10 to display ia ricli fashion the story to the 10 that table. At somie point fater, some other
11 user., 11 user, really any ather user that Tiad aceess ru
12 Q. Are you famniliar with Mini Feed. 1z that profile, could conie to that profile and
13 The Witness: Yes. 13 upon arriving would trigger the generation Low:
14 By Mr. Hanuah: 14 of Minj Feed stories.
1B (. When was Mini Feed first available { 15 And, again, the slory describes :
16 10 wsers? 16  what is displayed to the user. The data behind
17 The Witness: 1t was first 17 it is the kind of data [ nientipned in the Mini
18 available at the same time as News Feed, 18 Feed rable of that user's dutabase. So when
19 By Mr. Hannal: 19 somne user, any other user arrives at thal
20 Q. That was the fall of 2006 or 20 profile, the Mini Feed cude would fetch Iroin
21 Orelober 20087 21 that user's Mini Feed table, the data, which is
22 the Witness: | believe e unswer 22 just kind of a fittle data, as Jirde as d
23 is October 2006, hul, yes. The last half of 23 necessary, using thal -- or apply privacy, make
24 2006, 1 was there, 1just -- it was a long | 24 surg ir's allowed 10 be seen. [
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1 And tien yo and ferch whatever 1 professor at the University of Califomia in |
2 additional infurmaten is needed in ordér ;2 Santa Barbara. 1n 2004, | becanwe an associate
3 display thai to the user. 3 professor ai the same upiversity. Andin 2009, |
4 And agam, the display is rich, 4 | becaie a full professor at that universily.
5 atedia tieh, sa the rendering of it is HTML, €S8} 5 €. 1o you have any awards or honors :
& links to 17 TME., links — links 1o inlages, witich € It yonr research?
7 when the browser receives them, itwill go and 7 A. | have several thar ure based
8 feicht that image and render 1t onto thie screen 8 pasily on my research and parily on nty teaching. i
3 for the wser. g | havee best paper awurds ot awards due 1 how mf

10 50 that's ~thal's how it wotls, 10 work was fnfuetial in cerain areas. And 2150

11 (). Hlad there been significan! clianges 11 | zot 1esching awards, for example, front the

12 1o the Minileed shice s launch? 12 Academic Senate, University of Culifornia Samu

13 A. Not that | know of, 13 PBarbara. :

14 {End of videotapc.} 14 ©. Have you received any funding for

15 MR, ANDRIZ Your Flonor, that 15 yowr research?

18 concludes e videotape deposition ol 15 A. That's part of my job is 10 get

17 wiv. Boswarth, 17 funding so | can pay studens who do reseurch

18 THE COURT: You may call your next | 18 for we, | should say with ine. And | received

1% whness. : 19 around $10 ndllion in lfunding so far.

20 MR, ANDRIE: Your lHonor, we'll be 20 Q. And do you have uny publications

21 calling Dr. Giovanny Vigna He's out of the 21 relevant 10 the computer science industiv!

22 courtroom. Can we pass ool jury binders? i 22 A. Yes. | tave a nuntber ol

23 MS. KEEFE: Go ahead. | was going %23 publications. | have joumal publication, |

24 to say subject to onr previous objection, it's 24 have conference publicstion, around sixiy, that |

Page 523 Page 525

1 e, 1 are Lhe mahs way i which we publisk gur i
2 THE COURT: You have may do so. 2 research and our resubs. | bave book chapiers ,
3 Thank you. 3 and workshop peblications. i
4 THE WITNESS: My namte s Giovanni i & Q. And have yau given joy onosials
5 Vigna. G-1-0-V-A-N-N-I, V-1-G-N-AL 2 5 an the compiler science indusiry qugide ol yebr |
& &  classroom wark?!
7 GEOVANNI VIGNA, Ph.i, 7 A. Yes, seversf lhbes | bave been {
g the deponem herein, having first 8 asked 1o give ronals on dilferent wplcs "
9 been duly sworti an oatl, was &  within eompuley seience.

10 exarnined and testified us follows: 10 Q. And are you a member of any

11 THE COURT: Good sfternoon, 11 professiunal organizations relited to cumputer

12 THE WEVNESS: Good afiernoon 12 seiepee?

13 MRECT EXAMINATION 13 A Vo a menber of the TERE which is

14  BY MR, ANDRE: } 14 the Insifwte of Electonic and Clectrical

15 Q. Good aliernuon, Dr. Vigna., Would 15 Enginecrs. | am a ntenber of the ACM, which is

16 yon please aive s your educational background.: 16 the Associgtion Per Computing Machirery, | am

17 A, lreceived a masters in elecironic 17 menber ol BSENIX and o member of The Compies

18 engineering and a Ph.1D. in elecoronic 18 Socicty.

15 engineering in 1994 and 1998 respectively Irom | 19 Q. Da yuu have wy editorships?

20 the Poliiccnico Milano in Italy, 20 A. 1 was onhe edberisl hoand an o

21 €3. ‘What has been your employment 21 nvamber of jomaly inomy feld. And | also

22 BListory since that time period’! 22 edived proceedings of conferenees and boeks,

23 A. So I was post doc for two years al 23 Q. Which techuical progrom comnitees

24 UJCSB and then in 2040 | becarme an assistant 24 have yon been involved with?
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Page 528 »

1 A. Well, | have been hirvolved with 1 Facehook website, Then 1was given access fu
2 very nany as a conmitiee member, as a chairofg 2 the Facebook souree vode. 1 had access to
3 cornniitee, 1 have been involved wilh three, 3 docuraentation, pubilc docwnents that are
4 pantely RAID and NDSS and IEEE Security and; 4 availuble to everybody, help files, for example,
5 Privacy widch is the nsin coufertnce in my 5 description of the APH with which people can
6 field. 6 interact witl: the website, And the depositiun
7 . Have vou been on any comnmiitees af 7 of key people within Facebook, And ! wonld say:
8 the Universiiy of California? g that's pretty wnuch it. Lmight have lefl 4
9 A, Yeah, | bave been on several S something oul. y
10 commiitees, buth at the deparimental level and | 30 Q. Did yau read the Lonstruction .
11 af the college level, i1 order?
12 Q. What type uf classes have you 12 A, Absolately T did.
13 taught ai ihe University of California? 13 Q. When vou're falking abont e
14 A, | have taught sort of a range of 14 difierent types of documients thal you are
i5 classes in computer science such as graturzl 15 talking about, were vou able to loak at some
15 computing, operating sy stemss, computer security) 16 developer documents as well?
17 analvsis, things lke that, 17 A, Correct. So | had agcess boih ai
i8 (). How mauy graduate students do you 18 publicly availzble doctiments and at docaments
19 supervige? 19 ihat were used internathy to describe partichlar
20 A, Currently | directly supervise six 20 aspects uf the Facchook websites (o the
21 Ph.D. students. | also have two post does, s¢ 21 developers at Facebook. é
22 they are students tUsat after the Ph.D, continue 22 Q. Aud based o all thai yeu :
23 fheir resvarch work with me. And sometimes 1 { 23 reviewed, what did you come io the conclision
24 work with undergrad students. 24 of? i
Paga 527 Page 529§
1 MR. ANDRE: Yuour Honor, af this 1 A, Well, iy conclusion was that
2 point we would like to tender Dr. Vigna as an 2 judeed Facebook infringes on the '76] patent. V
3 expert in LOMPUter sCience. 3 Q. Before we get started, could you
4 MS. KEEFE: o objeciion, 4 explain to the Court e selup yuu have in here
5 THE COURT: He is so recogstized. 5 in front uf you. A loi of computers guing on.
g MR, ANDRE: Thank you, Your Honor. 6  Canyou expizin wlat’s happening?
7 BY MR. ANDRE: 7 A. Yeah, especially the cables, there E
g Q. Dr Vigna, you have been retained 8 is way too many cables. This is a sciup that | .
a by Leader Technologies to provide an opinton i 9 will uge during my tesiimony to sort of explain [
1¢ ihis case; is that correci? 10 wity Facebook infringes in my opinion, There atreg
11 A. That i gorrect, 11 two cotnputers. There is a compuier down here :
12 0. And whai were you retained to do 12 . whose display will appear here and of sourse in
13 by Leader? 13 front of you as wetl,
14 A, S0l was asked ssan expert to 14 And this comnpufer containg
15 deiernine whether or noi Facebook was infringiog 15 Facebook's source vode, so the source code that
16  the 761 puient. 16 actually makes the wehsiie work and do whateverl:
17 3. And before vor were asked to be an 17 it does. This is my personal computer, and § :.
iR expert in this case, did you have any opinions 18 have some material on ii that | will use w0 r
19 un this topic? 19 desnonstrale several aspects of this kssue.
20 A. No, absolvtely nol, 20 And since we don’t have infernet,
21 ¢}, And what did you rely ¢pon in 21 { wiil actually shiow you somne movies that | _
22 forning your opinion? 22 recorded when | did have internet, and 1 used in
23 A. Well, | relied on a number of 23 this pariictifar case a conple ol tovls to make
24 24

apparen| what goes on under the hood it a way.

things. Of course | examived directly th
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Page 530 Page 532 H
1 When users interact with 2 website 1 And in particular, we will sce 2 [or of PHE
2 like Facebook, they usually have & browser. And} 2 cude, 1t's one type of code. There are many ‘
3 the browser presenis some kind of preny picture 3 languages that are used in computer science. i :
4 uof whar the website wanis ihe user 1o sce. OT 4 this particnlar case the seurce code rhat we
5 course, there is a lot that goes un i the 5 wili review is PHP. So this is the code that :
£ backaronnd in terns ul the informatiun that is 6  acwslly implements he behaviur of the Facebook
7 captured and exchanged with the website. 7 applicaiion. :
8 And thank God we dun't see thas, ] So at the very end is the daia
9 because it's not premy. and in general we g that represent the execiiable behavior ul the

10 should nur be cancemned with that pare. 10 applicagiuu.

11 In Fact, in this particular 11 Q. And we've heard some tenninulogy

1z technical matrer, we wam w understand exacsly 12 here. | wyuld fike you tu explain it as well-

13 what happens between the bruwser and the serverj 13 Whay is a UI?

14 And, therefors, [ create a setup where there is 14 A. A Ulisa user interface. Soas|

15 an intereeptor, if's like a component that $its 15 said belore, there is a lor that pues in the :

14 berween the bruwser, thart is the tool used by 15 background, we don't want 1o knuw, we wou id

17 the user, and 1the Facebouk side. Su that every 17 never like hey, you want 1o fioar a picture ur

iB time an operation happens, this intercepier can 18 1wo pna web application, {uuk at this code. “

19 siun the request geing tw the Facebook website, i% Nobopdy wants to do that. | don't care about

20 alluw us o see srhat is going on really under 2a that. Suthe U is the user interface that is

21 the houd, and then les it 2o and perform the 21 the only thine that the user uses in order tu

22 aciual portion. 22 intcract with the application. :

23 So iv's surt al'like raking 4 23 And wsually the premier the U,

24 snapshor of sumething that would otherwise move; 24 the easier 1o use, The bewer. And whatever

Page 031 Page 533
1 very fast away and would not aliow us ! 1 happens in the hackgruund is Tor the user
2 understand what is poing on, 2 irrelevani. :
3 Inaddition, | will use something 3 Q. And whar is an API! 5
4 thatallows us Ty inspect the exact code in 4 A, The APl is more complex 1
5 termis of HTML cods thar is seni tu the nser. | 5 deserilie. t's an application prugraning ;
6 And | will, ol coutse, explaintothe besiofmy| &  imerface. Sothe idea is that there are
7 cayrability everything when we get there, 7 applications that provide sonie kind of ?
8 THE COURT: Huld on. Ms. Keeleis; B functionality. And @ a certain point they will ‘
£} an her feet. G use this [unctivnality internally, but they ’

10 MS, KEEFE: Your Honor, ai this 1a mighi wenr other people 1o use it. So how :

11 thine | would like 1o reflect fur the recard this | 11 should other peuple use this funcriunality.

12 objection that we nade carfier this morning ang 12 Well, in a stylish practice in comnpuler science

12 just mainiain thai. 13 is fu create one ol these AP and say okay,

14 THE COURT: That ubjection is on 14 these are all the way in which you canuge my |

15 the record, but my ruling stands. Go ahead. 15 application. ;

16 MS. KEREFE: Thank vou. 16 To make an example with the

17  RBY MR. ANDRE: 17 Facebaok website, suppose that I want sumebodjé!

18 3. ust befure we ger viarted, couid 18 to be able 10 come to my persunal account and

19 vou just give an undersianding, a description off 19 find out about all my friends. Well, Facebook

20 syuree code thar we can probably anderstand, ¢ 29 pravides a function so that you can fnd all he

21 what g source code? 21 friends ol 2 specific user given the padicular ¢

22 A. Yes. Well, sotrce code is a 22 1D of' the user. So iv's like a way w--a :

23 series of instruciiuns in & specific language 23 well-deiined way Tu interact with an

24 24 applicanion, For example, Facebook 10 get

thar tett a cumputer what o du fundamemally.

i

o
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Page 534

information out of'il.

Q. Now, | would like to draw ynur
sttention 1o PTX 1, the 761 patent. And can
yon geaerally st ielime what the 7161 patent
discloses?

A. Sothe 761 patent deseribes sott
of a callaboraion teol in which nsers can share
data, son of they have a share of (he world,
and when users do things in This world, they arg
tracked. Aqd there is information that is
maintained about these nsers 5o that they caq
interaei with gach other amd share data
effectively,

Q. And what is an onling
eollaboration tool generally speaking

A Well, generally speaking il s
anything that allows multipie neople to do
things they want to do together, They waiit o
share pictires, they want (0 send messages to
cach other, that's a eollaborathion tool.

(. And gencrally, whal is the
Facebook websie?

A. Well, the Facebook website is a
sollaboration tool, and it perfoims the

o @~ ;o W N
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Page 536

pictnre that is eaptired. This is cantet
infermation that, for example, is the album

where this pieture should appear, the name af

the year, the [ of the creator and so forth.
And this information is captured and is stored
in metadata as context information.

Ga1a the next,

And as 2 side effect, for example,
my pieture is now uploaded 1o the site and
appears there and can be aceessed whenever I
aeeess my profile.

Then 1 ean move from one
environment 10 another, For example, inthis

case, | ¥ you ga 1o the next, yon will see
that | wmoved to the page of a friend, inthis - [
case Mary Sith, and we're friends of each
ather. ) 2

Actually it's diffieult lo seein
this particular case, bt there ave little
pictures down there of each other. [have a
Jaser pointer. Let's see if | can do this

without lurting anvbody. This is Yhe pieture ©

me, and this is the picture of her. And we're
Iriends. So | can qove and go ta a differenl

[ I~ RS . S SV S
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Page 535

fimetions deseribed in the 761 patent.

Q. You prepared some demonsiratives.
And | wuauld ke for vou just o walx through
with the jury #nd explain how the system
eaptures the coniex) and tracking infonn ation,
how Facebook system eaptures sonlext and
tracking infonnation?

A. Okay. Sowe wil] revisit this
coneepts & number of imes, 5o if samething is
not elear, I'm sure that eee will repeat 4 number
of imes.

But the main idea is that there is

the concept of an aceount and a particutar
context or envirenment in which a nser operdles.
And, Far example, in this particular case we'rs
in the home page ot Juhn Vineyard, which happeng
i be the English translation ol my [alian

z
£
H
1

name.
And go 1o the next one. In tlis
ease, for example, 1 wani o npload some usey
defined data. [or example, there (s a picture
of me that | wanit 10 upload 10 the website,
And vou can see that there i
additional information in addition o the

D~ Mo e W N

RN
o
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sontext, a different environment whieh is the
profile of this nther user.

And, for examgple, | gan perform
some aetions m that second environment, for
axumple, | can post on the wall that person a
message 1hat says, “How are yon?”

When | do that, what happens is
far eontent, i was created in the firsl
enviromnent is used i tie second environmer
You can see here, lor example, that in this
seeond environment, the content that | just
introduced in |his first enviromment is nsed
together with the data that | just introduced,
the sorminent how are you,

And tiis 15 also generating
tracking informstion that says that xcmething
happenctl, And this is stored in the metadata
down here. The tracking information contains
several kind of data, like the uger 113, the type
of event or type of story that is being created
and so forth.

So the aspeet of the palent 1§
ihat there is this coneept of capturing eontexr
information that is stared in the metadaty,

e =
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Page 538 Page 540
1 tracking n user a$ il moves arcvnd, and then 1 Q. First of afl, 15 your
2 generaling lracKing informarion as whenever 2 understanding that in order for & pradusi 1o
3 eartain actigus fiappen, Tike vriling onthe 3 infringe, it must ineet alf the elentents of the
4 wall, juining a group, oplcading a photo 1w an 4 claim?
5  albur and so forth. 5 A Yes
6 Nexd. And you can Saé that this & 0. Isalso your understanding thai
7 wacking informaion is also retlecied had back T you only look 10 the claims 10 determing
8  inthe original accoum beeause 1here is a news 8 infringemem?
g fezd and a Minifeed whick is lwo ways whieli st & A Yes.
10 information is presenied 1o this user. In this 10 2. ifyou look at1the Claiin 1,
11 particular case i iy origial file a note 11 elemesn one, the context corponent; do you seq:
12 appears thal Joitn wiole on Mary Smii's wall, [ § 12 ihar?
13 think we'rc done, 13 A. Yes.
14 Q. Now, lel ne ask you some even mnore 14 ). Can you pul the sereer up?
15 fundauremal quostions, How do you gel 1o the 1s Survy. [ realized thar slhie was
16 Facebook wehsile? 16 standing there. [ thougin she was going to sit
17 A, Huw do you get there? 17 back down.
18 {J. Yes. 18 bS. KEEFE: | thoughr you were
13 A. Yo open a browser and you Type i 15 going 10 do something with iL
20 URL in the bruwser, and you actnally are semio | 20 THE COURT: [think if she — if
21 the websie, 21 you believe she's going to need 1o stand, if
22 €1, 130 you know the website address” 22 vourte going 1o direst us 1o the bourd, feel
23 A. It www . Facehook com. 23 free 1o hrning a chair over so it you can -
24 ). And how do you get 10 an accoent? 24 you don't have 1y s1and for the whole rime. :
Page 539 Page 541 [
1 A, Well, usually when you start 1 MS. KEEFE: Thauk you, Your Honor i
2 imeracting with the Facebock websie, if you 2 RY MR, ANDRIZ:
3 dom't have an zecoun, if you haye never beenonj 3 Q. Dr. Vigna, wouid you please i
4 {1, or maybe y e have an account bul vou'te net 4 briefly describe the clemenis of Claim 17 :
5 logeed in, and tierefors you will gela page 5 A. Sothe [irst eleimem says tha
6 that invites you 1o either joit Faceb ook and 6 ihere is a compmerinplemented contexi -
ki CIEdlE @ New actounl of 10 fog it rvith rhe 7 componem of the nerwork-based sysren: for
g aceounl that you already created. g capluring comext information assoeiated with
g MR. ANDRE: Your Honor, at this 9 user-de(iited dara eremed by user imeraciton of
10 tiwe I'd like 10 go se1 uvp a white board next 10 10 a user in a first context of e neawork-based |
11 1hie witness, May | approach? i1 sysiem, the context component dynamicaliy
12 THE COURT: . Yes, you may approach. | 12 sloring the eontext information n metadaa
13 MR, ANDRE: Thank you. Is tha "1 13 asseciged with the user-defined dama, the
14 okay? 14 user-defined data and meradaia siored ona
15 THRE COURT: Yeah, as long as the 15 srorage component of the nelwork-based sysiem.
1é jury can ses i, And Ms, Keefe, if you need 10 16 Q. Couid yon give us a~ your
17 move so You et gel a bewer view, that's fine. 17 understanding of what that claim elentent is :
18 MS, KEEFE; {'li have 10 move. 18 refeming to?
1¢ Too many things in the way, Your Honor. Sorry! 18 A. Sothis clain elemem deseribes in :
20 BY MR. ANDRE: 20 very technical werms hasic concept tha thereas |
21 (. Allrigin. Dr. Vigna, ler's logk 21 a context compoirent. Whenever a cser wanis 1o
22 at the claims of the "7& [ paem thar's been 22 provide some data, it will caplere 1hat dala, '
23 asserted against Facebook. 23 plus other dara, some conlex1 infurmation.
24 A, Yes. Okay. 24

‘Take borh these things and store
et v - =

B TR

i

SRR £
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Page 542 Page 344§
i themi in 4 storage using u storage component inioj 1 It could be an array of disks. 1t
2 metadata which iz additional dala aboul a 2 could be a network systein like a Jistributed h
3 ¢eriain data. Okay. 3 system. Ircould be even spread across the
4 Ko ilis rother abstract. So it 4  pation.
5 describes & generic coinponent like that can he 5 Thal would be hardware. 115 --
6 implemented in imany different ways, but the gisg 6 il a compnsition of hardware elements.
7 ol it is that there is sone data ol'a user, lot 7 €. And when you see one skilled in
] exemple, a personal picture and there 1% 8 the art when they see that the word in
9 sornething else that is captured of that 3 combination of hardware and software, what woul
10 particular envirorment, which that data s 10 that mean lo you? :
11 enlercd and this information is stored as 11 WIS, KEEFE; Same objecfion, Yonr
12 meladata on a storage componenl. 12 Hanor. | mean -
13 Q. Now, I'd like 10 show you the 13 THE COURT: We will see counsel at
14 court order for the clainn interpretation in this 14 side-bar,
15 case. | want to direct your attention 1 the 15 MS. KERFE: ¥Your Hauar, it's the
15 term compiortent. 16  Court's claim consiructian. The Court's claim
17 Dao vou gee that? L 17  constretion is what itis.
18 A, Yes. 1s And it seems Iike we're trying lo
13 Q. Do you recognize tis as the arder 1% reargue claim construction by redefining whal
20 from the Court interpreting the cliims? 20 the consfruction is,
21 A, Yes. 2% THE COUR'T; 3. Andre?
22 . And could you read what the term 22 MR. ANDRE: Your Honor, the ¢laim
23 coponent means? 23 constmiction is defermined based on ene skilled &
24 A. Sointhis document, it say the 24 in the art. ‘Words in construction have special
Page 543 Page 545
1 {enn compenent means a computer-related entityy 1 meaning to these skilled in the art. ' just :
2 either hardware, a coinbination uf hardwore and | 2 asking what those words sre and what they mean
3 software, sofiware, or software in execution. i3 THE COURT: | think in this case, :
4 . Now, what does thot inean 10 4 the jury needs some trenslation o English
5 computer scientists? 5 gssentially to understand the concepts, And
6 A. Well, in this particular case, | 6 that‘s my understanding of what these QUESLIONS
7 would say -- 7 are seeking to elicit, not reconstruing claims.
8 THE COURT: Hold on. There's an g But just trying to help the jury umlerstand what
8 ohjection. g it is that the Court's construction says.
10 MS. KEEFE: Objection. ¥our 1¢ MS. KEEFE: | think he's going a
11 floner, that's the delinition, not what itmeans 11 fittle bit far, Your Honor. We are talking :
12 fo him. ['s what it means io the Coust and the 12 about weords that ars supposed to have plain :
13 Coust's construed it that way. 13 meaning. This is the definition they propose. i
14 MR, ANDRE: I'll rephrase it that 14 It comes from the patent,
15 way, Your Honar, 15 THE COURT Vm overruling the
16 THE COURT: Sustsined. Sustain 16 objection.
17 the guestion, 17 (Conclusion nt conference held at
18 MR, ANDRE: [ will. 18 side-bar)
19 Y MR. ANDRE: 13 BY MR. ANDRE:
20 (3. When you're talKing abotil 20 Q. Dr. Wigna, 1o back (o my previnus
21 hardware, what's that referring lo? : 21 question. What does it mean when there's a
22 A. Well, it's referring 1o any Kind i 22 combination of hardware and software?
23 of equipment, group of equipment, it zould be [ 23 A. Well, usually a combination of
24 nne CPU. 1t conld be a CPU on 4 disk, g 24 hardware and softwure is 2 system that is

60 (Pages 542 to 545)

Hawkins Reperting Service
715 North King Strect - Wilmington, Delaware 19801




Page 546

Page 548§

1 composed of hardware and saftware that nsuatly: 1 lyased on the specilication of the patent,
z determines hote the hardwarg is guing to behiuve} 2 THE COURT: 1n going to sustaiy ;
3 And this can be any kind af comnposition. 3 te aljection Lo the guestion as asked, Youoan f
4 It could be in an embedded s pstemn 4 ask the expert what his opinion is as long as
5 like celt phone is a cumbination of hardirare and! 5 he's npplring the Courd’s construction,
& softtrare. And it could be 2 large-scale srstem 6 BY MR. ANDRE: ,
7 comnposed uf thousands of toinputess, 7 Q. Okay. Dr. Yigua, do you have an
8 There are compositions of hardirare 8 opinion as to whether or not a storage cmnponen%
g an softivare that niakes thent srork topether. g has to be a sivgle server?
10 Q. | think e all got a prefty zood 10 A. ldo. In-- the storage compenent [
11 feel of whit saftirare is, but whal is soltwirg 11 is an architectural coneept in the design of an
12 in exetution? 12 application. Htis not bouud to ove particular
13 AL Well, suftirare in execuation is 13 implenuentation of owe server or multiple
14 when the cade that deterniines what the softvare; 14 servers. And actuabiy [ think iryou pull up
15 is. So it receives the instruction, it's 15 the patent itsell, and in the specification ol
15 telling hardware wltat to do. They are 16 the patent, | think it's in Colunin 3 tarvards the
17 effectively exeented ind the hardware dues srhat] 17 boitom.
i8 the instruction tells the hardware e do. 18 Seit's goig 1o be around --
19 Q. Anrd would source code be just 19 yeah. In this case, there are -- o -- thiey say
20 sofnvrare? 20 ORE OF tNOFe Components may reside withina |
21 A. Yeuh, software usunlly refers o 21 process andfor thread ol excention and a
22 souree ¢ide -- not soorce code. Software 22 comiponient inay he localized ou one computer
23 nsually imports instructions for the hardirare. 23 and/or distribated betireen two or riore C
24 So it conld be sonrce code. 1t could be 24 computers. ;
Page 547 Page 549}
1 inferpreted source code like in the case of PHD, 1 And | think that what it's trying
z h could be conipiled source code 2 to 3ay here is that this componeni is, like it
3 in i ease of libraries. And in this case, the 3 is aficn done W coinpuater sciencs, 1tisa tay
4 source ¢code becontes cxeentable code in manner of 4 1o express a functionality.
5  form. 5 The way in which you perfonin the
6 Q. Going back to Claitn |, there’s a 6 functianality is lergely imelevant, mewning if
7 claiin efernent cailed the storage eowponent at ki it's 3 storage coponent, it's something that,
8 the end of Clain 1. 3o yon see that? 8 you knotw, atbows you to store semething and &
9 A Yes. 9 later when yoo ivantit, it's still there. You
10 ). Does the starage conrponent of the 10 can get it out,
11 ‘761 patent hare to be a single server? 11 ‘ THE COURT: Allright. Boctor,
12 A, Weil, | think that — 12 forgive he for intermpting yoo. ;
13 MS. KEEFE: Objection. Sorry, 13 I3 it the same objection?
14  Your Honor. Objection. 14 MS. KEEFE: | rery moch apologize. :
15 Again, the Court's claim 15 It's a slight treak on the objection.
16 eonstroction says Wvliat it says and 1ve have & 16 The problem here is that we havea |
17 delinition for component, 17 ciaien constroction and the law ou claim
18 THE COURT: Mr, Andre? 18 coustruction says that you do not need ]
19 MR, ANDRE: Your Honor, i 19 limitations Iroin the specification into the
20 asking: The storage comgponent in this claitn bas | 20 claims, 5
21 been inferred in couused’s opeyiing (o be 2 21 THE COURT: I'm overruling the
22 singleserver. And | doi't believe hat's the 22 objection. The record will note Poor objection
23 CiSE. 23 1o this ling of questioning,
24 24

13r. Vigna can support liis opinion

b

THE COUR'T: Go shead.
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1 NE. ANDRE: Thank you, Your Honorp 1 compater, your computer stops it [rom goiny an

2 BY MR. ANDRE: 2 shows you what you're sending; is that eorreet?

i} Q. [%id you linish your answer? 3 A. Carrect.

4 A, Well, | was almast close to 4 (. And then after it goesto

S finished. 5 [ acebook’s servers in Caltformia or an the ast

8 Q. Gkay. ) Coast wherever they are, and it cownes back,

7 A. Letne go. Sothe storage 7 before it shows il on your screen, your compnte

8 eonponent typieaily can use different types of | 8 stopsitagain?

9 starage, ean use 4 nemory cash, ean usc adisk,} 9 A. Okay. Yes. That’s eorrect.

10 e use an array of disks organized in a certain i¢ Q. ) just wanted to make snre |
12 way, can use 4 database, can use a set ol i1 understand.
1z federated dalabase, a database that talks ta i 12 A. Yeah,
13 each other so that they can hold even more 13 (. Ckay. And youhave a
14 information. 34 representation of that on your computer?
15 The basie concept is that 2 115 A. That is correct.
16 storage component is something that stores dutai 16 Q. Okay. Could you please
17 sp that you can retrieve it afterwards. 17 demonstrate ta the jury how that actualiy
18 Q. 1n going to show yau what was 18 happens?
19 marked as a demonstrative in this ease earlier. © 19 A Okay.
20 | know yon haven't seen this document, though { 20 . Before you begin that, et me just
21 Drr. Vigna, but when yau see server ane, server 21 ask you one mane guestion.
22 twa and server three — or strike that gnestion. § 22 A. Yeah,
23 let ine try another oue. 23 Q. Why da you think Facebook has a
24 What would be the storage z4 eontext eormponent?
Page 551 Page 5532

1 camponent in this figure? 1 A, Well, it has 2 eoutext companent

2 A. Well, in this here as tinterpret 2 because it wants to capiure user data, pius

3 W, 1 wonid say that the three servers tagether 3 additional eontext infarmation so that it can

4 perform the function afa storage component. 4 use it to share it with ather people. F

5 Beeanse i'm here seeing thal there are database 5 Q. Okay. Okay. Conid you

5 tables, activity logs, tracking information and & demmistrate that on your pragram here?

7 there i Taw data. 7 A. Yes, (s here

8 S0 these are all things that vou 2 So here what vou see 18, you know,

g want to store so that later you can relrieve ] of course, not Facebaok, another well-kiiown
10 them. So altogether, regardless of the type of ic¢ website, And we see the user 40 mto Faeeboo
11 information, would present a storage comgponent 11 Youi can see it on the top bar,

12 Q. Going back to the first eleinent of 12 And this particular case, the nser

13 Clain 1, i8 it your opinion ~ do you have an 13 goes to the log-in page and puts in the email

14 opinion as to whether or not Faeebook’s website | 14 address of the user and the password ta be able
15 contains 4 context compunient? 1%,  tologin.

16 A. Yeg, | do. And | think that it ia And onee the uger logs W, it's

17 dowes, 17 sent to the hoine page that is in this case

18 Q. Now, you said earlier that you had pA] empty. Then the user goes to the profile.

19 a prygram on your computer in which you could? 19 And here von ezn see that the

20 show the Facebook website in action under the | 20 mament — let ine stap here really fast. Okay. |
21 hoad you said; correct? 21 What yim see here is that ) switehed from — yoik
22 A. Yesh, Thalis correet. 2z ~an see here the moment here at this point |

23 Q. S just inaking sure | understand, 23 clicked on prafiie up there to go to the profle
24 24 pagc of',lohn Vinevard account,

swhen vou send a request to Facebook from your
i
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1 And thent Tonved 10 this b3 yonimteeser with the Facebiok website. And s

z interceptor, which s ihe toel ihat [ was 2 if ntw | gt on, you can see thart there ts my :

3 telling you aliour that is able w1 intercept he 3 picwre here. | say, [ dun’ like it very inuch

4 communicition berween the user and the Facebook 4 and | want 1o uplnad a new profile piciire.

5 website. 1n this particular case, e nang 5 S0 | press amither button, so

6  bump. & another action is generated. And liese |

7 1t's ot 1he most inspiring naine, 7 switched again. | grabbed that communicaton £

8 but it's a too] that's very useful thav | use 8 befare it reached Facebuok, and 'n going 1o

9 routinely in iny work. So what you gan see here 9 examine it.

10 is diat this is the raw riakz that is sent 1o 10 For exanple, in tlis particular -

11 Facebook wleneves ihe user clicks on thal P91 inthis particular place, we can see that the

12 bumoen. 12 ajax prufile picture npload. PHP file is

13 Sy the experience of the nser is | 13 requested passing some paranictert.

14 click on-- 1 wait 1o go o profile. What 14 And as a result of this, whal

15 happens inder the hood is that an PHP requasy, 15 happens is that what is sent back  me is this

16 and iU's jusl a way 10 say connngmication is 16 pop-up dialoghe that atks me for a new picture.

17 perforned and the conrent ofthe comnunicaion | 17 And when it £clects nne, ahother regnest s ]

18 s displayed fight here. 18 performed. And that is the request thatis

19 Now, it's [ike a bird lefi from 18 performed.

20 tlie broveser and is going to Facebook with 2 20 And you can see up there that

21 message. And | jusi grab that bird and 'm 21 there is -- that there i5 a bunch of dara, in

22 opening up and say, Okay, What are you sending § 22 particular, at the botom ~~ sty W@ semll it

23 10 Facchook? Letine look ai ihe inessage. 23 You sec all this gibberish at the bittont is -

28 And if i's okay once 'm done 2% fet imc just go back for a second jutt 1o - 50
Page 5585 Page 557

1 jaoking at i, ! can et it continue towards 1 4l this information that vou see here right

2 Facebook, Okay. 2 liere, this is the raw infunmation about the

3 S0 itt this particu lar case, for 3 picture thai F'm up hrading,

4 example, | see hat by pressing that burkon, 4 And Lhis inlformation 1§ sent

5  there is a request for the module Profile. PMP. 5 together with other inlormation, and 'm going

&  Anditis - | highlight ir up there. 6  ioclick. | want texplain to you, | chck en

1 You can see tiis is geiprofile. PHP 7 params. You can see that there are ihose four

B passing a sumbes uf parameters. And also there | 8 headers hiere.

9 isacookie that as we will see it's all that B There is one that sgy raw, one tay !
10 data that | highlighred that is iinpertant. And 1o param. So when it show yon the raw version, |
11 we will see later when we talk about irucking 11 show yiu exacily the commnnication that
1z how that i3 hnportant. 1z happened. When | clicked on params, what the ff
13 So now, | will just slide okay 13 too! did is actually parsing that data 2nd s :
14 forward, let the bird go and go to Facebook. | 14 presenting you {hat same inforniation in a muchta
15 gt the results back and here | am inmy profile | 15 — it & much cleaver faslion where it can show :
16 page. Okay. Sa this simple interaciion shows | 18 vinu exactly the ilifferent infonnulion that is
17 you that yon, that UL, which would be theone ! 17 sent,

18 with the bitton 10 sat profile imeract with ihe 18 So the two infornation that | show

13 nser, actually the infer - users interacy with 15 is the content ik exactly the smne. 1t's just ‘
20 a UL | 20 shows 1o you in two different ways. “
21 ‘There was a click. There was some 21 And, for exaniple, liere Fou can see i
22 information that was sent 1o Facebook. And this; 22 that there is the (D of the user, the fype, the -
23 page is sent back and is displayed 10 the user. 23 profile, picture. And so this informaltion is

24 Okay. $o that's pretty much how 24 sent 1o Facebook. And as a resull, how we gctjé
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page 560 k

1 back infunmation from Facebook und niy picture w1 A, Yes. | will follow my expert
2 achially updated, 2 report jus( becanse | dou't know by heart all
3 And (his shows how by interacting 3 the things that | have (o show you.
4 wilh the Facebnok wehsite, we're able (o captire 3 5o whal you see here as T was
5 nor anly the mw data associated wiih the 5 telling you al the beginning, this i5 the scmree
6 picture iself, bul now they're - but other 6 code conypmler, and let's see here. So s i
7 context information like twe type af 7 pretty much the -~ ane of the snapshots of the
8 infornation, the idea before the user that this 8 code, aud i's the one that | mainly reviewed.
3 picture refers ta znd so fortL 2 S0 nosy I'm 20iug to open @ tditor.
it MR, ANDRE: And, Your Honor, we're 10 (2. What is an editer?
11 zoing lo bry execuliity the source code al this 11 A. Sorry. An editor is just - this
1z point, su | think we're a few minutes carly {or iz editor is called Eimacs and it's used to review
i3 the break. but maybe we could do (itat and close j a3 any type of text, including source code that in
id tlie couriracm. 14 this case is text. So il's jusl, if you're
i3 THIE COURT: Right. lrwillbea 13 familiar with the Windows operating system, |
16 pood time for onr hreak. And wlien we come hack; 16 conid also use Notepad. 1t would be exactly the
17 we'll close the courlraom. |-t the jury step 17 same thing. :
18 out first. 18 So, if you remember when I show
19 MR, ANDRE: I'm sorry, 19 vou the uploading of the picture, I me jusl go
20 THE COURT: We'll be baek in |5 20 back for one secand here, Yuau see up here lhera
21 winutes. 21 is this pic upload. PHP. So (lis is actually
22 {A brief reeess was taken. ) 22 {estimony source code component that reeeive
23 THE COURT: We're ready 1o have 23 inforinatiun of the picture, prafile picture in
24 v, Yigna teke the stand again. W'l bring the 24 addition to more information. ‘
Page 5583 Page 561
T jurvin 1 And now | will show you what pic ﬁ
2 FFor the record, has the courtroom 2 upload actually is. As you will see it isone |
3 heen closed? |5 there anybody that - 3 of themostimglamorous things thai you can \
4 MS, KEEFE: 7lere are people that 1 inagine.
5 | don't recognize that aren’t even ini the law 5 Q. Ts pic upload, is that the link ot
6 firm on the ather side, & folder name? What would that be?
T THE COURT: Couusel confer with 7 A. Sorry. Say agaii
] ane anoll:ér after the jury gefs setiled. 3] Q. Wouid (he pic upload, woild that
5 {Jury entering can eourtroom at a bz the naine of the file?
10 3:20 pan. . 10 A. Correct. It's (e nume of the
11 THE CILERK: Please be seated. 11 file. | mean, what | show you, s0 in this is :
12 THE COURT: Welcome hock everyone! 12 technically pic upioad is technically the
13 for the last segsion of the aflemoon. 13 resouree Lhat is requested by the browser, but
14 Is there any issue? 14 of caurse that is mapped to & source code file
15 MS$. KEEFE: No. 15 an the Facebook server.
16 TIE COURT: You may coutinue, 16 8o what Pz gaing o show you now
17 MR, ANDRE: Thauk vou, Your [Honor.} 7 is (hat Facebook. Sofry, this is not the best
18 RY MR. ANDRIE: 18 environment to do this. But ['li do my best lo
13 Q. Dr. Vigna, when we took & bresk 19 nal be completely -~ so that reguest [ shaw yo
20 you had just shows: an example ola profile phatd 20 wilf actually invoke (s soures code, Okay?
21 uging your interceptor proymm. 21 Ard, af course, this sonrce code to ¢ (hink mosii_
22 Al Yes, 22 af the people in this room doesn't say really ‘
23 €. Could you show us in the Facebook 23 anything, but what this source code represents
24 24 is a series of instructions thal represents

source code where that's taking place as well?

=
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- recetve that image and in addiion will capture

Page 562

software (it when executed will perform a
particular task.

So | always explaiu sofiware sart
of like a recipe, when you read a recipe, you
say okity, ke out three eggs and seramble the
eggs and put this buller oo Lhe pan, so i's a
series of tasks that have 1o be exzcited ing
certain order in order 10 achieve a certain
poal.

Solbware iy exactly the same. You
can see every Jine here has a particular meaning
and altogether ane instruction after another
will end up executing some kind ef task fo
achigve a cerfain paal.

1t this particular case, the
source gade in the ple upload PHP 1ile will

comtext ttformation and stare this in the
metadata,

So this is @ rather camplex thing,
hut what you et sa¢ is, for examiple, 1his Tilo
pels exccuted, und this file calls other files,
actually it invokes a mumber ol pichures, you
cin see that here are a number _ol‘ instructions,

W o =1 ;i od Wk e
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=

functions in differeat 1Hes umil there 15 2
lunction, And | will spare yvau haviug to track
all these functions across becanse irs
excruciatingly painful, md Pm goinga get lo
one importaid poist Is liis mportant point is &
funetion called add plhoro which is ina
different file called Yist photos PHP, so
execulion ol this code eventually will getio
ihis file which is another not very interesting
sotirce code file.

But if we go W -~ thexz 1§ a lot
of code here, and this code al! specilies some
kind of behavior. But at a certain point wheu
we gel samewhese, a function called add photos
This is the Function add phote. And you can s¢
that at a centain paint, we'll get there, there
is this canstruction that you see righl here,
You sea this. This is something thar say insert
into photo 1D, albusa_FRID, user, creator 11,
link, arder, vigibie, el celera, el ceterd.

What this is is another piece of
eade in a different language catled sequel.

Mow, thig is justia make things a

little mare complicated. There is this source
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and this, for example, call this pic upload
funetion that you can see right here. And this
funiction calls -- so what's a functian? Sarry.
A funciion is like a group of instruction that
does a specifiz task.

And, of course, we eculd have one
very large file with everything that has 1o be
done, but human beings are not really goed at
handling very complex, very large scale set off
iistruction. We like to, you knew, put iide
snippets together 10 achieve 4 specific subgoal
and so that we can undersiand it

So, Tar exan:ple, there 15 - if §
say, Jor exanple, prepare seane scrambled -- no,
prepare some scrambled cags is an overail goal,
tul if' | tzke (he eizizs and heat them, there are
a number of suiitasks that are invalved and |
just pul. them together and say prepare the egg.

S0 a function, it's sort of taking
a munber of instrectiou and package them so they
ean be reused muliiple times,

So this is, lor example, a
function to upload a picture. And this function

will call other Numction tat will call other

S =3 M Lo N e

Page 565 :

code that is preparing another luvocation ofa ¥
difTercui type of code called sequei code
acarally store in the siorage cemponent senie
data, g

Q. When we tafk about the seque! and
this code, this is all Fagehook?

A, This i3 all Facebook code.

Q. Ckay.

A. And so in this particular case,
the net effect of this istrucrion is to store

in (he datzhase context information as metadata. §
So, for example, who created a
certain picwre. In what album we want 10
create a picture. Al diis hformation is
context information that las been capared by
Foeebook in addition 1o the data. So the data
as | show you - i we 2o (0 the dala, the raw
data that we see is this gibberish right here,
al} this data represents actually the image that
you wan! to upioad.
But we go back to the scurce code,
in addition 10 1hat data, there is all this
additional data that is captred by the context
component and stored as meladata in the storage

FoIEAry EM Ry
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K
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companent alang with the actial data of the
aser. And this is where it the code the context
cQmponent is,

(. Now, gaing back tq yoar next
pragram, could you give us another axaniple of
uploading a phata perliaps into an albutn of
something?

THE COURT: Let nie stop you there,

[ apologize. | wan 1o see coumsel at side-bar
real quiek,

(Side-bar discussion:)

THE COURT: 1'm sure I'm being
annecessarily fearful, but there is a number of
people that are milling about ontside the !
couriroan wying oo peer in through the :
windows, | can't intage they can see and copy it
down off the board, but | don't knaw iF you have
any coneen abont that. If you want me to ask
conrt security to do anyvling.

NS KEEFE: | do, because | dan't
want la see the code shawing up in the Wall
Street Journal or the New York Times.

THE COURT: | have seens & number
of --

W om o~ @nse W N e
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that they should noy be peering Yuaough those
windows.

THE MARSHAL: Okay.

THE COURT: Thank you. Jusrio
let the jury know, as you may be seeing, we're
going 10 be covering up the windows that are in
the back of the counroom jusi 10 e exXira sure
that the confidential information that you all
are hearjng s not going 1o be disclosed 10 the
publie. S0 that we'll Just take a briel inoment.

MS. KERFE: Thank you, again, Your

ot T e e N e e

Honor.

MR, ANDRE: And Your Honor, we're
about ready 1o get out of the source code and go F
into something that's not as conlidential, but
we're going 1o come back 10 the source eode in al:
few minutes. But wecan do this, )

T

B

THE COURT: | sec it'sdone. Go
ahead.
BY MR, ANDRE:
Q. Okay. Dr. Vigna, would you walk
us through another exainple nsing imerceptar

prograni?
A, Yeah., For - in this ease, what

[Yo B> - HEPNC Y+ R £ S-S PSR S I
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MS, KEEFE: That wouldn't be goad
Jor anybody, Could we pot a piece of paper over,
the window.

THE COURT: | think so. M is i
going o be 2 little annoying at the moment, but
prokably Il have the court security officer ©
ask him 10 step back (o the door lor notv and if
he has the resources W cover the windows now,
fine, if not, are you eamfurtable with going
farward for the hour or do you want 1o take a
break to let him do it? _

MS. KEEFE: §have got paper and
tape.

THE COURT: Lets 1alk to them.

Stay here.

1" just eoncerned because | have
seen a number of people Irying to peer inf
threugh the windows back there, and this is very
conlidential inlormation on the screen, so if
you could --

THE MARSHAL: Do you have any
letterhead paper | could 1ape up?

THE COURT: | think counsel does.

I
RN - RS- RS - T R S T I N

NN NN R ek e e
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I'n going fo shew is the uploading of a picture §
1o an album instead ol using -- befora we saw
how ore would chauge his own prolile picture. |
In this case, we're going 10 see how somebody
can upload the picture to an albur,

S0 here we are azam. This s
John Vineyard profils,

He decides 10 go 1o an albumn that

comains pictures of his recipes. And here :
clicks on add more photos and decides to try 1!:&{
simple uploader. Brawse and decide 1o click on
this granita picture. ;

And cliek on upload phota. So
whenever it clicks on 1his pic buiton, again a
request is miade 10 Facebook, And 1 wantto
claly that there ase other requests that are
made under the hood that I'm not showing here
because ii would be excrucizgtingly boring 1o :
see.

Everything I'm showing ydu, only
the ones that are direcily related 1o uploading
a picture and that makes sense in thig

particular context.
But websites are very complicated.

7l

Could you alse go ourside and fust te!l them
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Page 573 Page 5721}
1 And tar each actian, multiple requests are 1 and tor the Facebouk website, at Ieast itsa
2 performead, 2 versian aroupd Seplember 23rd, 20108, 1t says :
3 S just 16 be ubsolntely complete, 3 any things, and one interesting thing is :
q this is the important one that I'm showing you. 4 somewhat Jater in this where it says that - 1
5 So in this particular case, photos upload. 5 think ii's -- maybe I can't, :
6 PHP is invoked again. And 48 you & Q. Puge 27
7 can see below here, when 1 show the parameters, ] 7 A. N says that Facebyok can make
8 2 nmnber of things are capured. For example, B copies of ~ I think maybe that, et me check
9 i rasv infonnation, the 11D of the user, the 9 inny copy.
10 album I in whieh the picture is loaded, and 10 Yeal, exaclly. The second :
11 there s also & cookie ot the nser that plays an 11 paragraph, it says when you post nser cantenty:
12 important role as will be deseribed Jater, 12 fo the site, you anthorize and direct us to makg:
1z So as aresult, the picture ot 13 such copies thereot as we deem necessary in
15 this delicicus granita is now part here — is 14 order to Tacilitate the posting and storage of
15 part of tic album and has been nploaded. And 15 the user content on the site,
16 that's pretty much it. 1lg So this show that zemiglly the
17 Q. And could you go back to the 17  data is caplured and stored on the website as
18 source code and show us where that happens in § 18 pat of their ferms of use.
19 the albuin when you upload a photo? is MR. ANDRE: Your Honor, 14 like
20 A. Yeah, Thisis avthe - slightly 20 to move exhibii PTX-628 into evidence.
21 differens, but very shnilar sort ot Hke flow. 21 M3, KEEFE: No objeetion.
22 As you can see, again, we saw this pic upload 22 THE COURT: That's admitted.
23 execution, and this finction eventually calls 23 BY MR. ANDRE:
24 sgain the photos.php. And in padticular, the 24 Q. Okzy. Also, could you look at
Page 571 Page 573
1 add phato tanction. 1 PIX-G29
4 And this is the code that nserts p2 A. Yeah, this ia the terms of use. |
3 the phota znd then specifies exacily the album 3 think vou want 10 --
-3 15 as saptured by the conlexd companent, And] 4 Q. [apalogize, 1belicve that may
5 can take -- no, we're cavered, so there s no 5 have beoen madvertently omitted (rom the
&  problem. &  binders
7 Q. Okay. |s that it for the souree 7 Pro yon have 2 ~ eaunld you go 10
B code®? B Page 3 with that?
9 A. Yes, thanks, q A. Again, the second paragroph shows
10 Q. Okay. Now, | wanted to siart 190 that Vacebook, you know, make copies, captur
11 directing your atlention to some of the 11 ihe user infarmation, make copies and stores
12 documents that were produced inthis case by | 12 those copics su they can e used by the site.
13 Faccbook that reflect what vou're talkiug about | 13 MR. ANDRE: Your Honor, 'd like
14 aswell. 14 10 move PTX-62% inta evidence,
15 Al Yeal, 15 MS, KEEFE: No ebjection, Just
18 Q. Could 1 get you 1o gato what's 15 nole for the record that these are ald, 2008,
17 been marked as PTX-6287 Andthese will be i) 17 MR. ANDRE: Yezh.
1B the jury binders as well. P18 THE COLRT: Yeah. They arc
19 AL Yes. 19 admitied ar it is admitted, | should say.
20 Q. Dr. Vigna, are you familiar with 20 BY MR. ANDRE.
21 what's marked PTX-628? 21 Q. Dr. Vigna it you tum to PTX-882.
22 AL Yes, 22 A. Yeah, Thisis an interesting
23 Q. And what is this document? 23 docrunent that describes a havstack, which af

k)
1

A. This describes their tcnns ot use

4 N
gnb

least at a cerfain point in Tife of Facchook was
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Page 574 Page 576 |
1 or is used 10 More aciually the picinres of 1 0. Those areheecufihe public ':
2 users. 2 documenms that you reviewed; is thay correar?
3 Sc if you go 10 1he nexy page, you 3 A, Yeah
4 can see 1ha -~ that, yon know, it says (he 4 . e me show you some of 1he
5 phistos applicarion is one of Facebook's most 5 confidemial documems. Fims, wha is a wiki?
g popnlar Teaures. 6 A. Soawiki is 2 web-based means 10
7 People hive uploaded, yon know, 7 share nformmion. Se hnaging hai you go1o
8 billions of phowos. And Pacebook is 8 & the web page of CNN.cem and imagine ihin insicz
g phoio-sharing sive, witich is rou know in fine g of jus passively locking m e informaion,
10 witlh 4 collabormive nawre of sharing 10 you could acally edit some ohihe articles and
11 informaiinn and uploading, 11 sdd corrections or comniems.
iz I gives, y1iu know, sialsics 12 That wype of imersciion is wha
13 gbow how much dma is uploaded and laer 13 nowadays we kno as a wiki, 80 wiki is
14 describes differem wypes of infrasruciuce tha 11 fundamemally 2 way m docunent vhings in a way :
15 rely cn disiribuwed sysiems in order 10 siore 15 \hz1 allows many people 10 connnem and
14 \Iie coment, ihe nser uploaded infonamion. And | 16 comribuie ic tha particular iopic.
17 i's very 1echical sa - bun i mainly, you 17 Okay. Soahere are wikis on
ig kmow, describes how 1he siorage can be oprintized 18 any\hing. One ihing tha vou migh be laniliar
19 . soibat, you know, it can be accessed in 1he 19 witl is Wikipedia i3 the idea of creming an
20 fasrest way possible. 20 encyelopedia by using 1his shared sert of like b
21 And it shows ha, for example, 21 informarion produciion sysem,
22 when Wiey usc ithe photo architectnre, there is 22 So, sorry. Now, 10 answer your
23 a - since each image is stored in s olvn Iile, 23 quesicn, wikis are ofien used for documemaion
24 whiere is an enennons amamn of maadaa 24 of sofrware, because all ihe developers can
Page 575 page 577§
1 generaed on the sorage. 1 comribure and make sure Wb e docmnent i u;f
2 And so s i one example how 2 10 dare and reflects what's going on. =
3 hey use 10 siote this rype of infonmaion. 3 Q. And did vou happen io review
4 Q. IFyou go down a bi lower inbis 4 docwnents from Faceboek's confidemial imemall
s documem, you'll see somerhing viled siorage. 5 wiki?
6 Do you see1hat? 6 A, Yes, [ did
? A Yeah, 7 €. And il you will go 1o Exhibit 252,
e (. Is Ikm -- 0 savs the wypical e PTX 252. Could you briefly deseribe wha's in
9 lurdware configurmion of a U2 siorage blade & his documem?
16 provides. 151har indicaning 1ha e phoros 10 A. Yeak. Sotlis is a documembat
11 are s1ored on hardware? 11 describes for iniernal developers how 10 ~ how
12 A. These are - whatiheyTe 12 uploading a picnmre happens.
13 specifying here is acrually ong -- 1 mean, il's 13 So how 1he acruzl capturing of
14 ong — like one computer. They call it blade. | 14 user datg and comexy information is perfonned
15 Bu in's pretry much a compaer exacily as the 15 by differem snbeomponems ol 1he sysiem. And
18 one sining down here. 16 it describes how developers can 1est diflerent
17 B they use jusy a nuniber of 17 Jlavors of the system if 1hey are ro develop
18 thuse compuiers organized in disnbued systems 18 enhanceinent ot Yhings like that.
19 s0 they can store billions cf piciures. 1% 0. And under the basic upload flow,
20 1*d like 10 move Exhiba §82 imo 20 \here's numbers one, Two and ez, Could you
21 gvidence, 21 jus desgeribe generally whzt's going on?
22 MS. KEEFE: Noobjeciion. 22 A. Well, prety much ir describes,
23 THE COURT: Iy adimned. 23 you know, in - sort of in layman’s 1erms how
24 BY MR. ANDRE: 24

ke differen wals in which dava can Be uploade
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Page 578 Page 580§
1 to the system using the companents of Facebooks I two Are very ilnportant, one is get, one is post. :
2 Q. And number one, where it talks 2 And both get parameiers, buth can provide this
3 about user pavigates w fonin cditioo.php page on 3 type of informatinn that you see right here, so
1 www tier, that fet thein up load data to 4 that's the information that tey're referring to
5 Facebook. 5 in the text that you were showing. :
6 A, Mm-hmm. 6 ME. ANDRE: Your Honor, | would :
7 £). Whien they 1alk about fonn 7 like to move Exhibir 232 inte evidence. :
8  editfoo.php, what is that referring ro? B MS. KEEFE: No objeciiun,
8 A. So if's referring to one of 8 THE COURT: It's admitted.
10 differem possibie components Hiat can be used 10 BY MR ANDRE:
11 to npluad different kinds ol information infe 11 €. Dr, Vigna, would yon please turn
12 rhe systerm. 12 to PTX -- diy you have a copy ol the —
13 I¢s trying to be a fittie more 13 A. T have it soineshere.
14 generic in forms of describing hosw the generic | 14 MR, ANDRYE: | just realized Your
15 process of uptoading differan kinds uf 15 Jionar, | dow't know if we gave hiin a binder or
16 wdformaniot is perfonined. 16 not.
17 Q). Then on the number two, it talks 17 THE WTITNESS: |go i
18 abeut the data is posred, And atthe end iv 18 Q. if you goro FIX 190
19 says stoted in our starage or daialiase. 15 A. Okay. Seihis docuinent describes
20 Yo you see that? 2G Mulfigan which i some kind of code natne to
21 A. Yeah. Correct 21 deseribe an improvement to Facebook photos
22 . Do ynu understand what that's 22 product. So rhe goal is pretty mucho vimnplify !~
23 referring to? 23 the way in which photos are updated. And ifym?_
24 A, Well, f ihink that refers o the 24 look st the uploader paragraph, they deseribe,
Page 579 Page 581 ;
1 storage voinpunen and storage capability of 1 you know, that a1 a verfain peim their photo
2 Fucebook, | mean, of course, there is data thar 2 uplaader wasi't good ennugh, and it wisn't up 0
3 is uploaded. 3 parwith respext to their request that users bad
4 And as we have seen, g nomen ago, a in ierms of uploading pictures. And so they
5 there is other informaiion in addirian 1o the 5 decided to try a new component that would
g dama tha is captured and that has to be put 6  capture users pictures, phatos in adlition 1o
7 somewhere. And that's the storage compunentof 7 nretadata that fs stored in ibe sforage :
B Facehook. B componeit.
3 Q. And then on number three, there's 9 Q. And is this another docunent from :
10 a second sentence. I¥ 8ays orher nietadais abeut | 1.0 Facchook's confidential internal wiki?
11 the write is passed In 1he get args. 11 A Yes, itis. ’
12 A, Yeah. 12 Q. Have vou heard of the tem context
13 Q. What is rhar referring to? 13 swiching? ?
14 A, Well, that's - it's similar to 14 A. Yes,
15 the get - args are addirional arguments. Azgs 15 Q. Andwhat does that term refer to?
16 is a - sort of like a computer nickname Tor 1& A, Well, context switching in
17 arguments so this iz additional data thut is 17 differen crmtexr can ruean different things. 1t
18 passed av paraineters, ani if you rermember inthd 18 lisually means that you can have ceriain
19 movie when 1 showed — 50 can | show this. 19 operation or certain data sceessed in diffRerenr
20 For example, in this case, these 20 congext er environments, and when you move fro
21 are arguments past as part of a pest ina 21 one to another, you have a confex switeh.
22 different, but similar iype of arguments canbe | 22 MR. ANDRE: Your Honor, may | have
23 passed as a get. There are 1wo operafions that 23 one moment, please?
24

24

can be performed on the web, more than that, b

THE COURT: Youmay.

A >
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