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The following equations define the MAC slot boundaries, using attributes defined in the MIB, which are
such that they compensate for implementation timing variations. The starting reference of these slot bound-
aries is again the end of the last symbol of the previous frame on the medium.

TxSIFS = SIFS — aRxTxTurnaroundTime
TxPIFS = TxSIFS + aSlotTime
TxDIFS = TxSIFS + 2 x aSlotTime.

The tolerances are specified in the PHY MIB, and shall only apply to the SIFS specification, so that toler-
ances shall not accumulate.

9.3 PCF

The PCF provides contention-free frame transfer. The PC shall reside in the AP. It is an option for an AP to
be able to become the PC. All STAs inherently obey the medium access rules of the PCF, because these rules
are based on the DCF, and they set their NAV at the beginning of each CFP. The operating characteristics of
the PCF are such that all STAs are able to operate properly in the presence of a BSS in which a PC is operat-
ing, and, if associated with a point-coordinated BSS, are able to receive all frames sent under PCF control. It
is also an option for a STA to be able to respond to a contention free poll (CF-Poll) received from a PC. A
STA that is able to respond to CF-Polls is referred to as being CF-Pollable, and may request to be polled by
an active PC. CF-Pollable STAs and the PC do not use RTS/CTS in the CFP. When polled by the PC, a CF-
Pollable STA may transmit only one MPDU, which can be to any destination (not just to the PC), and may
“piggyback” the acknowledgment of a frame received from the PC using particular data frame subtypes for
this transmission. If the data frame is not in turn acknowledged, the CF-Pollable STA shall not retransmit the
frame unless it is polled again by the PC, or it decides to retransmit during the CP. If the addressed recipient
of a CF transmission is not CF-Pollable, that STA acknowledges the transmission using the DCF acknowl-
edgment rules, and the PC retains control of the medium. A PC may use contention-free frame transfer
solely for delivery of frames to STAs, and never to poll non-CF-Pollable STAs.

A PC may perform a backoff on retransmission of an unacknowledged frame during the CFP. A PC that is
maintaining a polling list may retry the unacknowledged frame the next time the particular AID is at the top
of the polling list.

A PC may retransmit an unacknowledged frame during the CFP after a PIFS time.

When more than one point-coordinated BSS is operating on the same PHY channel in overlapping space, the
potential exists for collisions between PCF transfer activities by the independent PCs. The rules under which
multiple, overlapping point-coordinated BSSs may coexist are presented in 9.3.3.2. As shown in Figure 47,
the PCF is built on top of the CSMA/CA-based DCF, by utilizing the access priority provisions provided by
this scheme. An active PC shall be located at an AP, which restricts PCF operation to infrastructure net-
works. PCF is activated at a PC-capable AP by setting the CFPMaxDuration parameter in the CF Parameter
Set of the MLMEStart.request to a non-zero value.

Data frames sent during under the DCF shall use the data subtypes Data or Null Function. Data frames sent
by, or in response to polling by, the PC during the CFP shall use the appropriate data subtypes based upon
the usage rules:

— Data+CF-Poll, Data+CF-Ack+CF-Poll, CF-Poll, and CF-Ack+CF-Poll shall only be sent by a PC.
— Data, Data+CF-Ack, Null Function, and CF-Ack may be sent by a PC or by any CF-Pollable STA.
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STAs receiving Data type frames shall only consider the frame body as the basis of a possible indication to
LLC, if the frame is of subtype Data, Data+CF-Ack, Data+CF-Poll, or Data+CF-Ack+CF-Poll. CF-Pollable
STAs shall interpret all subtype bits of received Data type frames for CF purposes, but shall only inspect the
frame body if the frame is of subtype Data, Data+CF-Ack, Data+CF-Poll, or Data+CF-Ack+CF-Poll.

9.3.1 CFP structure and timing

The PCF controls frame transfers during a CFP. The CFP shall alternate with a CP, when the DCF controls
frame transfers, as shown in Figure 59. Each CFP shall begin with a Beacon frame that contains a DTIM ele-
ment (hereafter referred to as a “DTIM”). The CFPs shall occur at a defined repetition rate, which shall be
synchronized with the beacon interval as specified in the following paragraphs.

The PC generates CFPs at the contention-free repetition rate (CFPRate), which is defined as a number of
DTIM intervals. The PC shall determine the CFPRate (depicted as a repetition interval in the illustrations in
Figure 59 and Figure 60) to use from the CFPRate parameter in the CF Parameter Set. This value, in units of
DTIM intervals, shall be communicated to other STAs in the BSS in the CFPPeriod field of the CF Parame-
ter Set element of Beacon frames. The CF Parameter Set element shall only be present in Beacon and Probe
Response frames transmitted by STAs containing an active PC.

Delay (due to a busy medium)

CFP repetition interval d ~ Foreshortened CFP
Contention Free Period ~ Contention Period CF Period Contention Period
DCF
—1B PCF DeF Busy 1g|  pcF
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|
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Figure 59— CFP/CP alternation
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Figure 60—Beacons and CFPs

The length of the CFP is controlled by the PC, with maximum duration specified by the value of the CFP-
MaxDuration Parameter in the CF Parameter Set at the PC. Neither the maximum duration nor the actual
duration (signaled by transmission of a Control frame of subtype CF-End or CF-End+ACK by the PC) is
constrained to be a multiple of the beacon interval. If the CFP duration is greater than the beacon interval,
the PC shall transmit beacons at the appropriate times during the CFP (subject to delay due to traffic at the
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nominal times, as with all beacons). The CF Parameter Set element in all beacons at the start of, or within, a
CFP shall contain a nonzero value in the CFPDurRemaining field. This value, in units of TU, shall specify
the maximum time from the transmission of this beacon to the end of this CFP. The value of the CFPDurRe-
maining field shall be zero in beacons sent during the CP. An example of these relationships is illustrated in
Figure 60, which shows a case where the CFP is two DTIM intervals, the DTIM interval is three beacon
intervals, and the aCFPMaxDuration value is approximately 2.5 beacon intervals.

The PC may terminate any CFP at or before the aCFPMaxDuration, based on available traffic and size of the
polling list. Because the transmission of any beacon may be delayed due to a medium busy condition at the
nominal beacon transmission time, a CFP may be foreshortened by the amount of the delay. In the case of a
busy medium due to DCF traffic, the beacon shall be delayed for the time required to complete the current
DCF frame exchange. In cases where the beacon transmission is delayed, the CFPDurRemaining value in
the beacon at the beginning of the CFP shall specify a time that causes the CFP to end no later than TBTT
plus the value of aCFPMaxDuration. This is illustrated in Figure 61.

Target Beacon Transmission Time

14— aCF MaxDuration >

/—Beacon Frame

DFC Traffic D Nominal CF repetition interval Contention Period

(foreshortened)
Max RTS +CTS+ Contention Free Period

MPDU + ACK time

li—

Figure 61—Example of delayed beacon and foreshortened CFP

9.3.2 PCF access procedure

The contention-free transfer protocol is based on a polling scheme controlled by a PC operating at the AP of
the BSS. The PC gains control of the medium at the beginning of the CFP and attempts to maintain control
for the entire CFP by waiting a shorter time between transmissions than the STAs using the DCF access pro-
cedure. All STAs in the BSS (other than the PC) set their NAV's to the CFPMaxDuration value at the nominal
start time of each CFP. This prevents most contention by preventing non-polled transmissions by STAs
whether or not they are CF-Pollable. Acknowledgment of frames sent during the CFP may be accomplished
using Data+CF-ACK, CF-ACK, Data+CF-ACK+CF-Poll (only on frames transmitted by the PC), or CF-
ACK+CF-Poll (only on frames transmitted by the PC) frames in cases where a Data (or Null) frame immedi-
ately follows the frame being acknowledged, thereby avoiding the overhead of separate ACK Control
frames. Non-CF-Pollable or unpolled CF-Pollable STAs acknowledge frames during the CFP using the DCF
ACK procedure.

9.3.2.1 Fundamental access

At the nominal beginning of each CFP, the PC shall sense the medium. When the medium is determined to
be idle for one PIFS period, the PC shall transmit a Beacon frame containing the CF Parameter Set element
and a DTIM element.

After the initial beacon frame, the PC shall wait for at least one SIFS period then transmit one of the follow-
ing: a data frame, a CF-Poll frame, a Data+CF-Poll frame, or a CF-End frame. If the CFP is null, i.e., there is
no traffic buffered and no polls to send at the PC, a CF-End frame shall be transmitted immediately after the
initial beacon.
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STAs receiving directed, error-free frames from the PC are expected to respond after a SIFS period, in accor-
dance with the transfer procedures defined in 9.3.3. If the recipient STA is not CF-Pollable, the response to
receipt of an error-free data frame shall always be an ACK frame.

9.3.2.2 NAV operation during the CFP

The mechanism for handling the NAV during the CFP is designed to facilitate the operation of overlapping
CFP coordinated infrastructure BSSs. The mechanism by which infrastructure BSSs coordinate their CFPs
is beyond the scope of this standard.

Each STA, except the STA with the PC, shall preset its NAV to the CFPMaxDuration value (obtained from
the CF Parameter Set element in beacons from this PC) at each target beacon transmission time (TBTT) (see
Clause 11) at which a CFP is scheduled to start (based on the CFPPeriod field in the CF Parameter Set ele-
ment of the Beacon frames from this PC). Each non-PC STA shall update its NAV using the CFDurRemain-
ing value in any error-free CF Parameter Set element of the Beacon frame that the STA receives. This
includes CFDurRemaining values in CF Parameter Set elements from Beacon frames received from other
(overlapping) BSSs.

These actions prevent STAs from taking control of the medium during the CFP, which is especially impor-
tant in cases where the CFP spans multiple medium-occupancy intervals, such as dwell periods of an FH
PHY. This setting of the NAV also reduces the risk of hidden STAs determining the medium to be idle for a
DIFS period during the CFP and possibly corrupting a transmission in progress.

A STA joining a BSS operating with a PC shall use the information in the CFDurRemaining element of the
CF parameter set of any received Beacon or Probe Response frames to update its NAV prior to initiating any
transmissions.

The PC shall transmit a CF-End or CF-End+ACK frame at the end of each CFP. A STA that receives either
of these frames, from any BSS, shall reset its NAV.

9.3.3 PCF transfer procedure

Frame transfers under the PCF typically consist of frames alternately sent from the AP/PC and sent to the
AP/PC. During the CFP, the ordering of these transmissions, and the STA allowed to transmit frames to the
PC at any given point in time, shall be controlled by the PC. Figure 62 depicts a frame transfer during a typ-
ical CFP. The rules under which this frame transfer takes place are detailed in the following subclauses.
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Figure 62—Example of PCF frame transfer
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In a STA having an FH PHY, control of the channel is lost at a dwell time boundary. It is required that the
current MPDU transmission and the accompanying acknowledgment of the MPDU be transmitted before the
dwell time boundary. After having been polled by the PC, if there is not enough time remaining in the dwell
to allow transmission of the MPDU plus the acknowledgment, the STA shall defer the transmission of the
MPDU and shall transmit a Null frame or CF-ACK frame. The short retry counter and long retry counter for
the MSDU shall not be affected.

In a STA having an FH PHY, the PC shall not transmit a CF-Poll to a STA if there is insufficient time
remaining before the dwell boundary for the STA to respond with a Null frame or CF-ACK frame.

9.3.3.1 PCF transfers when the PCF STA is transmitter or recipient

The PC shall transmit frames between the Beacon that starts the CFP and the CF-End using the SIFS except
in cases where a transmission by another STA is expected by the PC and a SIFS period elapses without the
receipt of the expected transmission. In such cases the PC may send its next pending transmission as soon as
one PIFS after the end of its last transmission. This permits the PC to retain control of the medium in the
presence of an overlapping BSS. The PC may transmit any of the following frame types to CF-Pollable
STAs:

— Data, used to send data from the PC when the addressed recipient is not being polled and there is no
previous frame to acknowledge;

— Data+CF-ACK, used to send data from the PC when the addressed recipient is not being polled and
the PC needs to acknowledge the receipt of a frame received from a CF-Pollable STA a SIFS period
before starting this transmission;

— Data+CF-Poll, used to send data from the PC when the addressed recipient is the next STA to be per-
mitted to transmit during this CFP and there is no previous frame to acknowledge;

— Data+CF-ACK+CF-Poll, used to send data from the PC when the addressed recipient is the next STA
to be permitted to transmit during this CFP and the PC needs to acknowledge the receipt of a frame
received from a CF-Pollable STA a SIFS period before starting this transmission;

— CF-Poll, used when the PC is not sending data to the addressed recipient, but the addressed recipient
is the next STA to be permitted to transmit during this CFP and there is no previous frame to
acknowledge;

— CF-ACK+CF-Poll, used when the PC is not sending data to the addressed recipient but the addressed
recipient is the next STA to be permitted to transmit during this CFP and the PC needs to acknowledge
the receipt of a frame from a CF-Pollable STA a SIFS period before starting this transmission;

— CF-ACK, used when the PC is not sending data to, or polling, the addressed recipient, but the PC
needs to acknowledge receipt of a frame from a CF-Pollable STA a SIFS period before starting this
transmission (useful when the next transmission by the PC is a management frame, such as a bea-
con); or

— Any management frame that is appropriate for the AP to send under the rules for that frame type.

The PC may transmit data or management frames to non-CF-Pollable, non-power-save STAs during the
CFP. These STAs shall acknowledge receipt with ACK frames after a SIFS, as with the DCF. The PC may
also transmit broadcast or multicast frames during the CFP. Because the Beacon frame that initiates the CFP
contains a DTIM element, if there are associated STAs using power-save mode, the broadcasts and multi-
casts buffered shall be sent immediately after any beacon containing a TIM element with a DTIM count field
with a value of 0.

A CF-Pollable STA that receives a directed data frame with any of subtype that includes CF-Poll may trans-

mit one data frame a SIFS period after receiving the CF-Poll. CF-Pollable STAs shall ignore, but not reset,
their NAV when performing transmissions in response to a CF-Poll.
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Non-CF-Pollable STAs that receive a directed frame during the CFP shall transmit an ACK, but shall not
reset their NAV.

For frames that require MAC-level acknowledgment, CF-Pollable STAs that received a CF-Poll (of any
type) may perform this acknowledgment using the Data+CF-ACK subtype in the response to the CF-Poll.
For example, the Ul frame in Figure 62 contains the acknowledgment to the preceding D1 frame. Also the
D2 frame contains the acknowledgment to the preceding U1l frame. The PC may use the CF-ACK subtypes
to acknowledge a received frame even if the data frame sent with the CF-ACK subtype is addressed to a dif-
ferent STA than the one being acknowledged. CF-Pollable STAs that are expecting an acknowledgment shall
interpret the subtype of the frame (if any) sent by the PC a SIFS period after that STA’s transmission to the
PC. If a frame that requires MAC level acknowledgment is received by a non-CF-Pollable STA, that STA
shall not interpret the CF-Poll indication (if any), and shall acknowledge the frame by sending an ACK Con-
trol frame after a SIFS period.

The lengths of the frames may be variable, only bounded by the frame and/or fragment length limitations that
apply for the BSS. If a CF-Pollable STA does not respond to a CF-Poll (of any type) within the SIFS period fol-
lowing a transmission from the PC, or a non-CF-Pollable STA does not return the ACK frame within a SIFS
period following a transmission from the PC that requires acknowledgment, then the PC shall resume control
and may transmit its next frame after a PIFS period from the end of the PC’s last transmission.

A CF-Pollable STA shall always respond to a CF-Poll directed to its MAC address and received without
error. If the STA has no frame to send when polled, the response shall be a Null frame. If the STA has no
frame to send when polled, but an acknowledgment is required for the frame that conveyed the CF-Poll, the
response shall be a CF-ACK (no data) frame. The null response is required to permit a “no-traffic” situation
to be distinguished from a collision between overlapping PCs.

The CFP shall end when the CFPDurRemaining time has elapsed since the Beacon frame originating the
CFP or when the PC has no further frames to transmit nor STAs to poll. In either case, the end of the CFP
shall be signaled by the transmission of a CF-End by the PC. If there is a received frame that requires
acknowledgment at the time the CF-End is to be transmitted, the PC shall transmit a CF-End+ACK frame
instead. All STAs of the BSS receiving a CF-End or CF-End+ACK shall reset their NAVs so they may
attempt to transmit during the CP.

9.3.3.2 Operation with overlapping point-coordinated BSSs

Because the PCF operates without the CSMA/CA contention window randomization and backoff of the
DCEF, there is a risk of repeated collisions if multiple, overlapping, point-coordinated BSSs are operating on
the same PHY channel, and their CFP-Rates and beacon intervals are approximately equal. To minimize the
risk of significant frame loss due to CF collisions, the PC shall use a DIFS plus a random backoff delay (with
CW in the range of 1 to aCWmin) to start a CFP when the initial beacon is delayed because of deferral due
to a busy medium. The PC may optionally use this backoff during the CFP prior to retransmitting an unac-
knowledged, directed data or management frame.

To further reduce the susceptibility to inter-PC collisions, the PC shall require the medium be determined as
being idle for a DIFS period plus a random (over a range of 1 to aCWmin) number of slot times once every
aMediumOccupancyLimit TU during the CFP. This results in loss of control of the medium to overlapping
BSS or hidden STA traffic, because the STAs in this BSS are prevented from transmitting by their NAV set-
ting to CFPMaxDuration or CFPDurRemaining. For operation of the PCF in conjunction with an FH PHY,
aMediumOccupancyLimit shall be set equal to the dwell time. For operation in conjunction with other PHY
types, aMediumOccupancyLimit may be set equal to CFPMaxDuration, unless extra protection against PCF
collisions is desired. The aMediumOccupancyLimit is also useful for compliance in regulatory domains that
impose limits on continuous transmission time by a single STA as part of a spectrum etiquette.
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9.3.3.3 CFPMaxDuration limit

The value of CFPMaxDuration shall be limited to allow coexistence between contention and contention-free
traffic.

The minimum value for CFPMaxDuration is two times MaxMPDUTime plus the time required to send the
initial Beacon frame and the CF-End frame of the CFP. This may allow sufficient time for the AP to send one
data frame to a STA, while polling that STA, and for the polled STA to respond with one data frame.

The maximum value for CFPMaxDuration is the duration of (BeaconPeriod x DTIMPeriod x CFPRate)
minus (MaxMPDUTime plus (2 x aSIFSTime) plus (2 x aSlotTime) plus (8 x ACKSize)), expressed in
microseconds, when operating with a contention window of aCWmin. This allows sufficient time to send at
least one data frame during the CP.

9.3.3.4 Contention-Free usage rules

A PC may send broadcast or multicast frames, and directed data or management frames to any active STA,
as well as to CF-Pollable Power Save STAs. During the CFP, CF-Pollable STAs shall acknowledge after a
SIFS period, the receipt of each Data+CF-Poll frame or Data+CF-ACK+CF-Poll frame using Data+CF-Ack
or CF-Ack (no data) frames, the receipt of each CF_Poll (no data) using Data or Null (no data), and the
receipt of all other data and management frames using ACK Control frames. Non-CF-Pollable STAs shall
acknowledge receipt of data and management frames using ACK Control frames sent after a SIFS period.
This non-CF-Pollable operation is the same as that already employed by such STAs for DCF operation.

When polled by the PCF (Data+CF-Poll, Data+CF-ACK+CF-Poll, CF-Poll, or CF-ACK+CF-Poll) a CF-
Pollable STA may send one data frame to any destination. Such a frame directed to or through the PC STA
shall be acknowledged by the PC, using the CF-ACK indication (Data+CF-ACK, Data+CF-ACK+CF-Poll,
CF-ACK, CF-ACK+CF-Poll, or CF-End+ACK) sent after a SIFS. Such a frame directed to a non-CF-Pol-
lable STA shall be acknowledged using an ACK Control frame sent after a SIFS period. A polled CF-Pol-
lable STA with neither a data frame nor an acknowledgment to send shall respond by transmitting a Null
frame after a SIFS period. A polled CF-Pollable STA with insufficient time before the end of the CFP or cur-
rent medium occupancy limit, to send its queued MPDU and receive an acknowledgment, shall respond by
transmitting a Null frame, or a CF-ACK frame if polled using Data+CF-Poll or Data+CF-ACK+CF-Poll,
after a SIFS period. The CF-Pollable STA may set the More Data bit in its response to permit the PC to dis-
tinguish between an empty STA queue and a response due to insufficient time to transfer an MPDU.

The PC shall not issue frames with a subtype that includes CF-Polls if insufficient time remains in the cur-
rent CFP to permit the polled STA to transmit a data frame containing a minimum length MPDU.

9.3.4 Contention-Free polling list

If the PC supports use of the CFP for inbound frame transfer as well as for frame delivery, the PC shall main-
tain a “polling list” for use in selecting STAs that are eligible to receive CF-Polls during CFPs. The polling
list functional characteristics are defined below. If the PC supports the use of the CFP solely for frame deliv-
ery, the PC does not require a polling list, and shall never generate data frames with a subtype that includes
CF-Poll. The form of contention-free support provided by the PC is identified in the Capability Information
field of Beacon, Association Response, Reassociation Response, and Probe Response management frames,
which are sent from APs. Any such frames sent by STAs, as in noninfrastructure networks, shall always have
these bits set to zero.

The polling list is used to force the polling of CF-Pollable STAs, whether or not the PC has pending traffic to
transmit to those STAs. The polling list may be used to control the use of Data+CF-Poll and Data+CF-
ACK+CF-Poll types for transmission of data frames being sent to CF-Pollable STAs by the PC. The polling
list is a logical construct, which is not exposed outside of the PC. A minimum set of polling list maintenance
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techniques are required to ensure interoperability of arbitrary CF-Pollable STAs in BSSs controlled by arbi-
trary access points with active PCs. APs may also implement additional polling list maintenance techniques
that are outside the scope of this standard.

9.3.4.1 Polling list processing

The PC shall send a CF-Poll to at least one STA during each CFP when there are entries in the polling list.
During each CFP, the PC shall issue polls to a subset of the STAs on the polling list in order by ascending
AID value.

While time remains in the CFP, the delivery of all CF frames has been completed and all STAs on the polling
list have been polled, the PC may generate one or more CF-Polls to any STAs on the polling list. While time
remains in the CFP, the delivery of all CF frames has been completed and all STAs on the polling list have
been polled, the PC may send data or management frames to any STAs.

In order to gain maximum efficiency from the CFP, and the ability to piggyback acknowledgments on suc-
cessor data frames in the opposite direction, the PC should generally use Data+CF-Poll and Data+CF-
ACK+CF-Poll types for each data frame transmitted while sufficient time for the potential response to the
CF-Poll remains in the CFP.

9.3.4.2 Polling list update procedure

A STA indicates its CF-Pollability using the CF-Pollable subfield of the Capability Information field of
Association Request and Reassociation Request frames. If a STA desires to change the PC’s record of CF-
Pollability, that STA shall perform a reassociation. During association, a CF-Pollable STA may also request
to be placed on the polling list for the duration of its association, or by setting the CF-Poll Request subfield
in the Capability Information field. If a CF-Pollable STA desires never to be placed on the polling list, that
STA shall perform Association with both the CF-Pollable subfield false and CF-Poll Request subfield true.
Never being polled is useful for CF-Pollable STAs that normally use power-save mode, permitting them to
receive buffered traffic during the CFP (since they have to be awake to receive the DTIM that initiated the
CFP), but not requiring them to stay awake to receive CF-Polls when they have no traffic to send. If a STA
desires to be removed from the polling list, that STA shall perform a reassociation.

CF-Pollable STAs that are not on the polling list, but did not request never to be polled during their most
recent association, may be dynamically placed on the polling list by the PC to handle bursts of frame transfer
activity by that STA.

9.4 Fragmentation

The MAC may fragment and reassemble directed MSDUs or MMPDUs. The fragmentation and defragmen-
tation mechanisms allow for fragment retransmission.

The length of a fragment MPDU shall be an equal number of octets for all fragments except the last, which
may be smaller. The length of a fragment MPDU shall always be an even number of octets, except for the
last fragment of an MSDU or MMPDU, which may be either an even or an odd number of octets. The length
of a fragment shall never be larger than aFragmentationThreshold unless WEP is invoked for the MPDU. If
WERP is active for the MPDU, then the MPDU shall be expanded by IV and ICV (see 8.2.5); this may result
in a fragment larger than aFragmentationThreshold.

When data is to be transmitted, the number of octets in the fragment (before WEP processing) shall be deter-
mined by aFragmentationThreshold and the number of octets in the MPDU that have yet been assigned to a
fragment at the instant the fragment is constructed for the first time. Once a fragment is transmitted for the
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first time, its frame body content and length shall be fixed until it is successfully delivered to the immediate
receiving STA. A STA shall be capable of receiving fragments of arbitrary length.

If a fragment requires retransmission, its frame body content and length shall remain fixed for the lifetime of
the MSDU or MMPDU at that STA. After a fragment is transmitted once, contents and length of that frag-
ment are not allowed to fluctuate to accommodate the dwell time boundaries. Each fragment shall contain a
Sequence Control field, which is comprised of a sequence number and fragment number. When a STA is
transmitting an MSDU or MMPDU, the sequence number shall remain the same for all fragments of that
MSDU or MMPDU. The fragments shall be sent in order of lowest fragment number to highest fragment
number, where the fragment number value starts at zero, and increases by one for each successive fragment.
The Frame Control field also contains a bit, the More Fragments bit, that is equal to zero to indicate the last
(or only) fragment of the MSDU or MMPDU.

The source STA shall maintain a transmit MSDU timer for each MSDU being transmitted. The attribute
aMaxTransmitMSDULifetime specifies the maximum amount of time allowed to transmit an MSDU. The
timer starts on the attempt to transmit the first fragment of the MSDU. If the timer exceeds aMaxTransmit-
MSDULifetime, then all remaining fragments are discarded by the source STA and no attempt is made to
complete transmission of the MSDU.

9.5 Defragmentation

Each fragment contains information to allow the complete MSDU or MMPDU to be reassembled from its
constituent fragments. The header of each fragment contains the following information that is used by the
destination STA to reassemble the MSDU or MMPDU:

— Frame type

— Address of the sender, obtained from the Address2 field

— Destination address

— Sequence Control field: This field allows the destination STA to check that all incoming fragments
belong to the same MSDU or MMPDU, and the sequence in which the fragments should be reas-
sembled. The sequence number within the Sequence Control field remains the same for all frag-
ments of an MSDU or MMPDU, while the fragment number within the Sequence Control field
increments for each fragment.

—  More Fragments indicator: Indicates to the destination STA that this is not the last fragment of the
MSDU or MMPDU. Only the last or sole fragment of the MSDU or MMPDU shall have this bit set
to zero. All other fragments of the MSDU or MMPDU shall have this bit set to one.

The destination STA shall reconstruct the MSDU or MMPDU by combining the fragments in order of frag-
ment number portion of the Sequence Control field. If WEP has been applied to the fragment, it shall be
decrypted before the fragment is used for defragmentation of the MSDU or MMPDU. If the fragment with
the More Fragments bit set to zero has not yet been received, then the destination STA knows that the MSDU
or MMPDU is not yet complete. As soon as the STA receives the fragment with the More Fragments bit set
to zero, the STA knows that no more fragments may be received for the MSDU or MMPDU.

All STAs shall support the concurrent reception of fragments of at least three MSDUs or MMPDUs. Note
that a STA receiving more than three fragmented MSDUs or MMPDUSs concurrently may experience a sig-
nificant increase in the number of frames discarded.

The destination STA shall maintain a Receive Timer for each MSDU or MMPDU being received, for a min-
imum of three MSDUs or MMPDUs. The STA may implement additional timers to be able to receive addi-
tional concurrent MSDUs or MMPDUs. The receiving STA shall discard all fragments that are part of an
MSDU or MMPDU for which a timer is not maintained. There is also an attribute, aMaxReceiveLifetime,
that specifies the maximum amount of time allowed to receive an MSDU. The receive MSDU or MMPDU
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timer starts on the reception of the first fragment of the MSDU or MMPDU. If the receive MSDU timer
exceeds aMaxReceiveLifetime, then all received fragments of this MSDU or MMPDU are discarded by the
destination STA. If additional fragments of a directed MSDU or MMPDU are received after its aMaxRe-
ceiveLifetime is exceeded, those fragments shall be acknowledged and discarded.

To properly reassemble MPDUs into an MSDU or MMPDU, a destination STA shall discard any duplicated
fragments received. A STA shall discard duplicate fragments as described in 9.2.9, duplicate detection. How-
ever, an acknowledgment shall be sent in response to a duplicate fragment of a directed MSDU.

9.6 Multirate support

Some PHY's have multiple data transfer rate capabilities that allow implementations to perform dynamic rate
switching with the objective of improving performance. The algorithm for performing rate switching is
beyond the scope of this standard, but in order to ensure coexistence and interoperability on multirate-capa-
ble PHYs, this standard defines a set of rules that shall be followed by all STAs.

All Control frames shall be transmitted at one of the rates in the BSSBasicRateSet (see 10.3.10.1), or at one
of the rates in the PHY mandatory rate set so they will be understood by all STAs.

All frames with multicast and broadcast RA shall be transmitted at one of the rates included in the BSSBasi-
cRateSet, regardless of their type.

Data and/or management MPDUs with a unicast immediate address shall be sent on any supported data rate
selected by the rate switching mechanism (whose output is an internal MAC variable called MACCurrentRate,
defined in units of 500 kbit/s, which is used for calculating the Duration/ID field of each frame). A STA shall
not transmit at a rate that is known not to be supported by the destination STA, as reported in the supported
rates element in the management frames. For frames of type Data+CF-ACK, Data+CF-Poll+CF-ACK and CF-
Poll+CF-ACK, the rate chosen to transmit the frame must be supported by both the addressed recipient STA
and the STA to which the ACK is intended.

Under no circumstances shall a STA initiate transmission of a data or management frame at a data rate
higher than the greatest rate in the OperationalRateSet, a parameter of the MLME-JOIN.request primitive.

In order to allow the transmitting STA to calculate the contents of the Duration/ID field, the responding STA
shall transmit its Control Response frame (either CTS or ACK) at the same rate as the immediately previous
frame in the frame exchange sequence (as defined in 9.7), if this rate belongs to the PHY mandatory rates, or
else at the highest possible rate belonging to the PHY rates in the BSSBasicRateSet.
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9.7 Frame exchange sequences

IEEE
Std 802.11-1997

The allowable frame exchange sequences are summarized in Table 21 and Table 22. A legend applicable to

both tables follows Table 22.

Table 21 —Frame sequences

Frames in
Sequence Usage
sequence
Data(bc/mc) 1 Broadcast or multicast MSDU
Mgmt(bc) 1 Broadcast MMPDU
{RTS - CTS -} [Frag — ACK -] Last - ACK 2 Directed MSDU or MMPDU
PS-Poll - ACK 2 Deferred PS-POLL response
PS-Poll - [Frag — ACK -] Last — ACK 3 Immediate PS-POLL response
DTIM(CF) — [=CF-Sequence> -] {CF-End} 2 or more Start of CFP
[<CF-Sequence> —] {CF-End} 2 or more Continuation of CFP after missing
ACK or medium occupancy
boundary

Table 22—CF frame sequences

CF frame sequence Frames in Usage
sequence

Beacon(CF) 1 Beacon during CFP

Data(bc/mc) 1 Broadcast or multicast MSDU

Mgmt(bc) lor2 Broadcast MMPDU

Mgmt(dir) - ACK 20r3 Directed MMPDU

Data(dir)+CF-Poll{+CF-Ack} — Data(dir)+CF-Ack — {CF- 2 Poll and ACK sent with MPDUs

Ack(no data)}

Data(dir)+CF-Poll{+CF-Ack} — CF-Ack(no data) 2 Poll of STA with empty queue, insuf-
ficient time for queued MPDU, or too
little time remaining before a dwell or
medium occupancy boundary to send
a queued frame

CF-Poll(no data){+CF-Ack} — Data(dir) — {CF-Ack(no 2 Separate poll, ACK sent with MPDU

data)}

CF-Poll(no data){+CF-Ack} — Data(dir) - ACK 3 Polled STA sends to STA in BSS

CF-Poll(no data){+CF-Ack} — Null(no data) 2 Separate poll, STA queue empty, or
insufficient time for queued MPDU
or too little time remaining before a
dwell or medium occupancy bound-
ary to send a queued frame

Data(dir){+CF-Ack} — ACK 2 ACK if not CF-Pollable or not polled
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LEGEND (For Table 21 and Table 22)
1 —Items enclosed in brackets “[...]” may occur zero or more times in the sequence.
2—Items enclosed in braces “{...}” may occur zero or one time in the sequence.

@

3—An isolated hyphen “-” represents a SIFS interval separating the pair of frames.

4—“Data(bc/mc)” represents any frame of type Data with a broadcast or multicast address in the Address] field.
5—“Mgmt(bc)” represents any Management type frame with a broadcast address in the DA field.

6—“RTS” represents a Control frame of subtype RTS.

7—“CTS” represents a Control frame of subtype CTS.

8—“ACK?” represents a Control frame of subtype ACK.

9—*“Frag” represents an MPDU of type Data or an MMPDU of type Management with an individual address in the
Address] field that has the More Fragments field set to “1.”

10—*Last” represents an MDPU of type Data or an MMPDU of type Management with an individual address in the
Address] field that has the More Fragments field set to “0.”

11—“PS-Poll” represents a Control frame of subtype PS-Poll.

12—“DTIM(CF)” represents a management frame of subtype Beacon and that contains a DTIM information element
with a nonzero value in the CFDurRemaining field of its Parameter Set element.

13—“CF-End” represents a Control frame of type CF-End, or (if the final frame of the immediately preceding <CF-
Sequence> was a directed data or management frame requiring acknowledgment by the AP) of type CF-End+Ack.

14—“Beacon(CF)” represents a management frame of subtype Beacon with a nonzero value in the CFDurRemaining
field of its CF Parameter Set element.

15—“Data(dir)” represents any MPDU of type Data with an individual address in the Address1 field.
16—“Mgmt(dir)” represents any MMPDU of type Management with an individual address in the Address] field.
17—“CF-Ack(no data)” represents a data frame of subtype CF-ACK (no data).

18 —“CF-Poll(no data)” represents a data frame of subtype CF-Poll (no data).

19—*“Null(no data)” represents a data frame of subtype Null Function (no data).

20—The notation “{+CF-Ack}” indicates that the frame may or may not include a contention-free acknowledgment.
21—The notation “+CF-Ack” indicates that the frame includes a contention-free acknowledgment.

22 —The notation “+CF-Poll” indicates that the frame includes a contention-free poll.

23 —<CF-Sequence> represents a sequence of one or more frames sent during a CFP. A valid <CF-Sequence> shall con-
sist of one of the frame sequences shown in Table 22. The collection of sequences of frame exchanges corresponding to
the [<CF-Sequence>] from may occur in any order within the CFP.

Individual frames within each of these sequences are separated by a SIFS.

9.8 MSDU transmission restrictions

To avoid reordering MSDUs between pairs of LLC entities and/or unnecessarily discarding MSDUs, the fol-
lowing restrictions shall be observed by any STA that is able to concurrently process multiple outstanding
MSDUs for transmission. Note that here the term “outstanding” refers to an MSDU or MMPDU that is eligi-
ble to be transmitted at a particular time. A STA may have any number (greater than or equal to one) of eligi-
ble MSDUs outstanding concurrently, subject to the restrictions below.

The STA shall ensure that no more than one MSDU or MMPDU from a particular SA to a particular individ-

ual RA is outstanding at a time. Note that a simpler, more restrictive invariant to maintain is that no more
than one MSDU with a particular individual RA may be outstanding at a time.
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In a STA where the optional StrictlyOrdered service class has been implemented, that STA shall ensure that
there is no group-addressed (multidestination) MSDU of the StrictlyOrdered service class outstanding from the
SA of any other outstanding MSDU (either directed or group-addressed). This is because a group-addressed
MSDU is implicitly addressed to a collection of peer STAs that could include any individual RA.

It is recommended that the STA select a value of aMaxMSDUTransmitLifetime that is sufficiently large that the
STA does not discard MSDUs due to excessive Transmit MSDU timeouts under normal operating conditions.
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10. Layer management

10.1 Overview of management model

Both MAC and physical layers conceptually include management entities, called MAC sublayer manage-
ment and PHY layer management entities (MLME and PLME, respectively). These entities provide the layer
management service interfaces through which layer management functions may be invoked.

In order to provide correct MAC operation, a station management entity (SME) shall be present within each
STA. The SME is a layer-independent entity that may be viewed as residing in a separate management plane
or as residing “off to the side.” The exact functions of the SME are not specified in this standard, but in gen-
eral this entity may be viewed as responsible for such functions as the gathering of layer-dependent status
from the various layer management entities, and similarly setting the value of layer-specific parameters.
SME would typically perform such functions on behalf of general system management entities and would
implement standard management protocols. Figure 11 depicts the relationship among management entities.

The various entities within this model interact in various ways. Certain of these interactions are defined
explicitly within this standard, via a service access point (SAP) across which defined primitives are
exchanged. Other interactions are not defined explicitly within this standard, such as the interfaces between
MAC and MLME and between the PLCP and PLME, represented as double arrows within the figure. The
specific manner in which these MAC and PHY management entities are integrated into the overall MAC and
PHY layers is not specified within this standard.

The management SAPs within this model are the following:

— SME-MLME SAP
— SME-PLME SAP
— MLME-PLME SAP

The latter two SAPs support identical primitives, and in fact may be viewed as a single SAP (called the
PLME SAP) that may be used either directly by MLME or by SME. In this fashion, the model reflects what
is anticipated to be a common implementation approach in which PLME functions are controlled by the
MLME (on behalf of SME). In particular, PHY implementations are not required to have separate interfaces
defined other than their interfaces with the MAC and MLME.

10.2 Generic management primitives

The management information specific to each layer is represented as a management information base (MIB)
for that layer. The MAC and PHY layer management entities are viewed as “containing” the MIB for that
layer. The generic model of MIB-related management primitives exchanged across the management SAPs is
to allow the SAP user-entity to either GET the value of a MIB attribute, or to SET the value of a MIB
attribute. The invocation of a SET.request primitive may require that the layer entity perform certain defined
actions.

Figure 63 depicts these generic primitives.
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Figure 63—GET and SET operations

The GET and SET primitives in fact are represented as REQUESTSs with associated CONFIRM primitives.
These primitives are prefixed by MLME or PLME depending upon whether the MAC or PHY layer manage-
ment SAP is involved. In the following, XX denotes MLME or PLME:

XX-GET.request (MIBattribute)
Requests the value of the given MIBattribute.

XX-GET.confirm (status, MIBattribute, MIBattributevalue)
Returns the appropriate MIB attribute value if status = “success,” otherwise returns an error indica-
tion in the Status field. Possible error status values include “invalid MIB attribute” and “attempt to
get write-only MIB attribute.”

XX-SET.request (MIBattribute, MIBattributevalue)
Requests that the indicated MIB attribute be set to the given value. If this MIBattribute implies a
specific action, then this request that the action be performed.

XX-SET.confirm (status, MIBattribute)
If status = “success,” this confirms that the indicated MIB attribute was set to the requested value,
otherwise returns an error condition in status field. If this MIBattribute implies a specific action, then
this confirms that the action was performed. Possible error status values include “invalid MIB
attribute” and “attempt to set read-only MIB attribute.”

Additionally, there are certain requests (with associated confirms) that may be invoked across a given SAP
which do not involve the setting or getting of a specific MIB attribute. One of these is supported by each
SAP, as follows:

— XX-RESET.request: where XX is MLME or PLME as appropriate.
— XX-RESET.confirm

This service is used to initialize the management entities, the MIBs, and the datapath entities. It may include
a list of attributes for items to be initialized to non-default values. The corresponding .confirm indicates suc-

cess or failure of the request.

Other SAP-specific primitives are identified in 10.3.
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10.3 MLME SAP interface

The services provided by the MLME to the SME are specified in this subclause. These services are described
in an abstract way and do not imply any particular implementation or exposed interface. MLME SAP primi-
tives are of the general form ACTION.request followed by ACTION.confirm. The SME uses the services
provided by the MLME through the MLME SAP.

10.3.1 Power management

This mechanism supports the process of establishment and maintenance of the power management mode of
a STA.

10.3.1.1 MLME-POWERMGT.request

10.3.1.1.1 Function

This primitive requests a change in the power management mode.
10.3.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-POWERMGT.request (
PowerManagementMode,
WakeUp,
ReceiveDTIMs
)
Name Type Valid range Description
PowerManagementMode Enumeration | ACTIVE, An enumerated type that describes the desired
POWER_SAVE | power management mode of the STA.

WakeUp Boolean True, false When true, the MAC is forced immediately into
the Awake state. This parameter has no effect if
the current power management mode is
ACTIVE.

ReceiveDTIMs Boolean True, false When true, this parameter causes the STA to
awaken to receive all DTIM frames. When
false, the STA is not required to awaken for
every DTIM frame.

10.3.1.1.3 When generated
This primitive is generated by the SME to implement the power savings strategy of an implementation.
10.3.1.1.4 Effect of receipt

This request sets the STA’s power management parameters. The MLME subsequently issues a MLME-
POWERMGT.confirm that reflects the results of the power management change request.

10.3.1.2 MLME-POWERMGT.confirm

10.3.1.2.1 Function

This primitive confirms the change in power management mode.
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10.3.1.2.2 Semantics of the service primitive

The primitive parameters are as follows:
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MLME-POWERMGT.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration SUCCESS, Indicates the result of the

INVALID_PARAMETERS,
NOT_SUPPORTED

MLME-POWERMGT.request

10.3.1.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-POWERMGT.request to establish a new
power management mode. It is not generated until the change has completed.

10.3.1.2.4 Effect of receipt

The SME is notified of the change of power management mode.

10.3.2 Scan

This mechanism supports the process of determining the characteristics of the available BSSs.

10.3.2.1 MLME-SCAN.request

10.3.2.1.1 Function

This primitive requests a survey of potential BSSs that the STA may later elect to try to join.

10.3.2.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.request
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Name Type Valid range Description
BSSType Enumeration INFRASTRUCTURE, Determines whether Infrastructure BSS,
INDEPENDENT, Independent BSS, or both are included in
ANY_BSS the scan.
BSSID MACAddress Any valid individual or Identifies a specific or broadcast BSSID
broadcast MAC address
SSID Octet string 0-32 octets Specifies the desired SSID or the
broadcast SSID
ScanType Enumeration ACTIVE, Indicates either active or passive scanning
PASSIVE
ProbeDelay Integer N/A Delay (in us) to be used prior to
transmitting a Probe frame during active
scanning
ChannelList Ordered set of Each channel will be Specifies a list of channels that are
integers selected from the valid examined when scanning for a BSS
channel range for the
appropriate PHY and
carrier set.
MinChannelTime Integer = ProbeDelay The minimum time (in TU) to spend on
each channel when scanning
MaxChannelTime Integer = MinChannelTime The maximum time (in TU) to spend on
each channel when scanning

10.3.2.1.3 When generated

This primitive is generated by the SME for a STA to determine if there are other BSSs that it may join.

10.3.2.1.4 Effect of receipt

This request initiates the scan process when the current frame exchange sequence is completed.

10.3.2.2 MLME-SCAN.confirm

10.3.2.2.1 Function

This primitive returns the descriptions of the set of BSSs detected by the scan process.

10.3.2.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.confirm (
BSSDescriptionSet,
ResultCode
)
Name Type Valid range Description
BSSDescriptionSet Set of BSSDescriptions | N/A The BSSDescriptionSet is returned to
indicate the results of the scan request. It
is a set containing zero or more instances
of a BSSDescription.
ResultCode Enumeration SUCCESS, Indicates the result of the MLME-
INVALID_ SCAN.confirm
PARAMETERS
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Each BSSDescription consists of the following elements:
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frame format

format

Name Type Valid range Description
BSSID MACAddress N/A The BSSID of the found BSS
SSID Octet string 1-32 octets The SSID of the found BSS
BSSType Enumeration INFRASTRUCTURE, | The type of the found BSS
INDEPENDENT
Beacon Period Integer N/A The Beacon period of the found BSS (in
TU)
DTIM Period Integer As defined in frame The DTIM period of the BSS (in
format beacon periods)
Timestamp Integer N/A The timestamp of the received frame
(probe response/beacon) from the found
BSS
Local Time Integer N/A The value of the STA’s TSF timer at the
start of reception of the first octet of the
timestamp field of the received frame
(probe response or beacon) from the
found BSS
PHY parameter set As defined in As defined in frame The parameter set relevant to the PHY
frame format format
CF parameter set As defined in As defined in frame The parameter set for the CF periods, if
frame format format found BSS supports CF mode
IBSS parameter set As defined in As defined in frame The parameter set for the IBSS, if found
frame format format BSS is an IBSS
CapabilityInformation As defined in As defined in frame The advertised capabilities of the BSS

BSSBasicRateSet

Set of integers

1 through 127 inclu-
sive (for each integer
in the set)

The set of data rates (in units of 500 kb/
s) that must be supported by all STAs
that desire to join this BSS. The STAs
must be able to receive at each of the
data rates listed in the set.

10.3.2.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-SCAN.request to ascertain the operating

environment of the STA.

10.3.2.2.4 Effect of receipt

The SME is notified of the results of the scan procedure.

10.3.3 Synchronization

This mechanism supports the process of selection of a peer in the authentication process.

10.3.3.1 MLME-JOIN.request

10.3.3.1.1 Function

This primitive requests synchronization with a BSS.

10.3.3.1.2 Semantics of the service primitive

The primitive parameters are as follows:
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MLME-JOIN.request (
BSSDescription,
JoinFailureTimeout,
ProbeDelay.
OperationalRateSet
)
Name Type Valid range Description
BSSDescription BSSDescription N/A The BSSDescription of the BSS to join. The
BSSDescription is a member of the set of
descriptions that was returned as a result of a
MLME-SCAN.request.
JoinFailureTimeout Integer =1 The time limit, in units of beacon intervals, after
which the join procedure will be terminated
ProbeDelay Integer N/A Delay (in us) to be used prior to transmitting a
Probe frame during active scanning
OperationalRateSet Set of integers 1 through 127 The set of data rates (in units of 500 kbit/s) that the
inclusive (for STA may use for communication within the BSS.
each integer in The STA must be able to receive at each of the data
the set) rates listed in the set. The OperationalRateSet is a
superset of the BSSBasicRateSet advertised by the
BSS.

10.3.3.1.3 When generated
This primitive is generated by the SME for a STA to establish synchronization with a BSS.
10.3.3.1.4 Effect of receipt

This primitive initiates a synchronization procedure once the current frame exchange sequence is complete.
The MLME synchronizes its timing with the specified BSS based on the elements provided in the BSSDe-
scription parameter. The MLME subsequently issues a MLME-JOIN.confirm that reflects the results.

10.3.3.2 MLME-JOIN.confirm

10.3.3.2.1 Function

This primitive confirms synchronization with a BSS.
10.3.3.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOIN.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration SUCCESS, Indicates the result of the MLME-JOIN.request
INVALID_PARAMETERS,
TIMEOUT
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10.3.3.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-JOIN.request to establish synchronization
with a BSS.

10.3.3.2.4 Effect of receipt

The SME is notified of the results of the synchronization procedure.

10.3.4 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.
10.3.4.1 MLME-AUTHENTICATE.request

10.3.4.1.1 Function

This primitive requests authentication with a specified peer MAC entity.

10.3.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request  (

PeerSTA Address,
AuthenticationType,
AuthenticateFailureTimeout
)
Name Type Valid range Description
PeerSTAAddress MACAddress Any valid Specifies the address of the peer MAC entity
individual MAC with which to perform the authentication
address process
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY to use during the authentication process
AuthenticationFailure- Integer =1 Specifies a time limit (in TU) after which the
Timeout authentication procedure will be terminated

10.3.4.1.3 When generated

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC
entity in order to permit Class 2 frames to be exchanged between the two STAs. During the authentication
procedure, the SME may generate additional MLME-AUTHENTICATE.request primitives.

10.3.4.1.4 Effect of receipt

This primitive initiates an authentication procedure. The MLME subsequently issues a MLME-AUTHENTI-
CATE.confirm that reflects the results.

10.3.4.2 MLME-AUTHENTICATE.confirm
10.3.4.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.
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ResultCode
)
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Name

Type

Valid range

Description

PeerSTAAddress

MACAddress

Any valid individual
MAC address

Specifies the address of the peer MAC entity
with which the authentication process was
attempted. This value must match the peer-
STAAddress parameter specified in the corre-
sponding MLME-AUTHENTICATE.request.

AuthenticationType

Enumeration

OPEN_SYSTEM,
SHARED_KEY

Specifies the type of authentication algorithm
that was used during the authentication process.
This value must match the authenticationType
parameter specified in the corresponding
MLME-AUTHENTICATE.request.

ResultCode

Enumeration

SUCCESS, INVALID_
PARAMETERS,
TIMEOUT,
TOO_MANY_
SIMULTANEOUS_
REQUESTS,
REFUSED

Indicates the result of the MLME-AUTHENTI-
CATE.request.

10.3.4.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-AUTHENTICATE.request to authenticate
with a specified peer MAC entity.

10.3.4.2.4 Effect of receipt

The SME is notified of the results of the authentication procedure.

10.3.4.3 MLME-AUTHENTICATE.indication

10.3.4.3.1 Function

This primitive reports the establishment of an authentication relationship with a specific peer MAC entity.

10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication (
PeerSTAAddress,
AuthenticationType
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Name Type Valid range Description
PeerSTAAddress MACAddress Any valid individ- Specifies the address of the peer MAC entity
ual MAC address with which the authentication relationship was
established
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY that was used during the authentication process

10.3.4.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an authentication relationship
with a specific peer MAC entity that resulted from an authentication procedure that was initiated by that spe-
cific peer MAC entity.

10.3.4.3.4 Effect of receipt

The SME is notified of the establishment of the authentication relationship.

10.3.5 De-authenticate

This mechanism supports the process of invalidating an authentication relationship with a peer MAC entity.
10.3.5.1 MLME-DEAUTHENTICATE.request

10.3.5.1.1 Function

This primitive requests that the authentication relationship with a specified peer MAC entity be invalidated.
10.3.5.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.request (

PeerSTA Address,
ReasonCode
)
Name Type Valid range Description
PeerSTA Address MACAddress Any valid Specifies the address of the peer MAC entity with which
individual to perform the deauthentication process
MAC address
ReasonCode As defined in As defined in Specifies the reason for initiating the deauthentication
frame format. frame format. procedure

10.3.5.1.3 When generated

This primitive is generated by the SME for a STA to invalidate authentication with a specified peer MAC
entity in order to prevent the exchange of Class 2 frames between the two STAs. During the deauthentication
procedure, the SME may generate additional MLME-DEAUTHENTICATE.request primitives.

10.3.5.1.4 Effect of receipt

This primitive initiates a deauthentication procedure. The MLME subsequently issues a MLME-DEAU-
THENTICATE.confirm that reflects the results.
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10.3.5.2 MLME-DEAUTHENTICATE.confirm

10.3.5.2.1 Function

This primitive reports the results of a deauthentication attempt with a specified peer MAC entity.
10.3.5.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.confirm (

PeerSTAAddress,
ResultCode
)
Name Type Valid range Description
PeerSTAAddress | MACAddress Any valid individual MAC Specifies the address of the peer MAC
address entity with which the deauthentication pro-
cess was attempted
ResultCode Enumeration SUCCESS, Indicates the result of the
INVALID_PARAMETERS, | MLME-DEAUTHENTICATE.request
TOO_MANY_SIMUL-
TANEOUS_REQUESTS

10.3.5.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-DEAUTHENTICATE.request to invali-
date the authentication relationship with a specified peer MAC entity.

10.3.5.2.4 Effect of receipt

The SME is notified of the results of the deauthentication procedure.

10.3.5.3 MLME-DEAUTHENTICATE.indication

10.3.5.3.1 Function

This primitive reports the invalidation of an authentication relationship with a specific peer MAC entity.
10.3.5.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.indication (
PeerSTAAddress,

ReasonCode

)
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Name Type Valid range Description
PeerSTA Address MACAddress Any valid Specifies the address of the peer MAC entity with
individual MAC which the authentication relationship was
address invalidated
ReasonCode As defined in As defined in Specifies the reason the deauthentication procedure
frame format. frame format. was initiated

10.3.5.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an authentication relationship
with a specific peer MAC entity.

10.3.5.3.4 Effect of receipt

The SME is notified of the invalidation of the specific authentication relationship.

10.3.6 Associate

The following primitives describe how a STA becomes associated with an access point (AP).
10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.1 Function

This primitive requests association with a specified peer MAC entity that is acting as an AP.
10.3.6.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request (
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,

ListenInterval
)
Name Type Valid range Description
PeerSTAAddress MACAddress Any valid individ- | Specifies the address of the peer MAC entity
ual MAC address | with which to perform the association process
AssociateFailureTimeout Integer =1 Specifies a time limit (in TU) after which the
associate procedure will be terminated
CapabilityInformation As defined in As defined in The operational capability definitions to 