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SYSTEMS AND METHODS FOR MESSAGING
TO MULTIPLE GATEWAYS

This application claims the benefit of U.S. Provisional
Application No. 60/320,133, filed Apr. 22, 2003, and U.8.
Provisional Application No. 60/514,873, filed Oct. 29, 2003.

This disclosure contains information subject to copyright
protection. The copyright owner has no objection to the fac-
simile reproduction by anyone of the patent disclosure or the
patent as it appears in the U.S. Patent and Trademark Cifice
files or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND

1. Field of Invention

The present invention relates to the field of communica-
tions and, more specifically, to methods and systems for trans-
mifting and receiving messages.

2. Description of Related Art

In today’s world, information exchanges between people
in many ways. In that regard, numerous types of communi-
cation systems exist for this purpose, including, for example,
radio, television, cable, internet, two-way radio, cellular tele-
phone systems, LANS, WANS, and optical communication
systems. Advances in technology enable the distribution of
information faster and more efficiently then was possible just
several years ago. Some infonmation is trivial, while other
information can be critical and needs to travel immediately to
the recipients.

In responding to emergency situations, the need for par-
ticular information relating to the emerrency 1s sorely acute.
Such emergency related information may include a threat of
a disastrous event, terrorism induced threats and evenits, loca-

tion and description of the event, evacuation instructions and 3

status, and the status and coordination of the response to the
threat or event. This information is invaluable to government
and private agencies responsible for preventing, assessing,
and responding to such events, and also by those on the front
lines that are present at such an event and are dealing with it
directly (e.g., “first responders” such as police, fire and res-
cue, emergency medical personnel). Fast and reliable dis-
semination of emergency information to emergency response
personne] is necessary in order for the emergency to be con-
tained and neutralized with minimal loss of life in terms of
hoth emergency personnel and the general population.
Therefore, systems have been deployed to assist emer-
gency personne]l and responsible agencies in disseminating
emergency alerting messages and notifications to emergency

response personnel. However, such existing systems are noto- 5

riously slow and unreliable. Furthermore, many of these sys-
tems lack any practical confirmation mechanism from which
the ajert originator can ascertain whether or not 2 sufficient
response team has been assembled or dispatched. Far
example, many agencies at all levels of government may
employ a telephone based auto-dialer system in which emer-
gency response personnel are contacted by telephone indi-
vidually seriatim. Such systems may include, for example, a
human dispatcher who simply begins contacting, one at a
time, individual members of an emergency response team by
dialing ihe emergency comtact telephone number for each
team member whose name appears on a predefined list cor-
responding 1o the type of threat or emergency. Alternatively,
multiple operators may dial emergency personne] in parallel,
or a computer-based anto-dialer may be used in which a voice
message is played over the telephone to the answerer. Such
systems and methods are plagued with limitations and inef-
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ficiencies, not the least of which is the slow spaed at which a
response team can be contacted and assembled, and provided
with relevant information conceming the emergency. For
example, telephone based auto-dialers typicelly contact
eINergency lesponse personnel coe-at-a-lime, resulling in a
slow notification process. Even in the case in which multiple
dispatchers or auto-dialers are used, coordination problems
may enste in tracking which persconel have been reached
and given positive confimnation of their response. For com-
puter-assisted auto-dialers, the voice mail message played 1o
an individual may not provide significant information spe-
cific to the emergency and, firther, may not be customizable
to include important information concerning the particular
nature of the threat or evenl leading 10 the emergency situa-
tion.

Over and above all of these limitations, all voice-based
existing systems and methods depend on the reliability and
availability of the telephone service in providing emergency
message notification. Unformunately, both land line based and
mobile telephone communication are vulnerable in times of
emergency, in terms of bath reliability and availability.
Because telecommunication systems are designed io accom-
modale a statistical average number of voice users having a
particnlar call duration {(e.g., commonly modeled using the
Erlang probability density faonction), voice circuits may
become saturated or overloaded in an emergency situation in
which many callers are atfempting to connect using the voice
carryingnetwork. Wireless voice-based communications sys-
tems such as cellular telephone systems and their digital
counterparts are also susceptible to overloading due io band-
width limitations of and shared access to the radic channel.
These situations occurred in certain metropolitan areas dur-
ing the events of Sep. 11, 2001.

First responders may also use one or more radio-based
systems for coordination and statns of response activities,
typically at the site of the emergency. Such radio systems may
be simplex systems (i.e., one-way voice traffic only) and have
a limited number of frequency channels for communications.
In addition, different agencies and teams typically use differ-
ent frequency channels, radios, and/or air interface technolo-
gies and modulation technigues (e.g, Single Side Band (SSB),
Very High Frequency (VHF), spread specirum). Thus, coor-
dination ammong multiple government agencies responding to
a large scale event is problematic, if possible at all. The
current situation engenders at least confusion and inefficiency
for those responding fo emergencies and, of most concern, the
potential for additional loss of human life.

Thus, there is a need for reliable and fast commumication
systems and methods that overcome these limitations of
voice-based communications for disseminating alerts and
notifications that may be, for example, associated with emer-
gency prevention and response.

SUMMARY

The present invention is directed generally to providing
systems and methods for communication among multipla
communication gateways, Furthermore, embodiments may
provide non-voice message delivery (o intended recipients
with increased speed and reliability. Embediments may also
provide efficient and vser-friendly systems and methods for
non-voice messaging to multiple users on multiple platforms.
In particular, the advent of consumer wireless devices has
provided a powerfill, butunderutilized, communication infra-
structure. Many such devices may be included in an overall
strategy to place vital information guickly and reliably to
many recipients.



US 7,409,428 Bl

3

More specifically, the systems and methods may relate to
non-voice messaging to multiple messaging gateways, and, in
at least one embodiment, to messaging vsing channels con-
fignred for data or control traffic. Embodiments may also
include a packet-based eleclronic messaging application that
may include a process for optimizing text message delivery to
electronic mail and SMS (or “text-messaging™) gateways. For
example, in an embodiment, methods and systems may be
provided for Internet based electronic messaging to multiple
messaging gateways, Embodiments may include an Internet
based messaging application that incorporaies a process for
optimizing message delivery to electronic mail and Short
Message Service (SMS), or “text-messaging” gateways.
Embodiments may also include message delivery using pager
systems. The systems and methods may be device and camier

agnostic and conform to industry Internet and wireless stan- -

dards allowing it to work with existing carriers and equip-
ment. Embodiments may provide refiable and fast alert deliv-
ery, simple web-browser based management, and a
networking option for forming messaging coalitions for
cross-jurisdictional message sharing that supports agency
interoperability. Embodiments may also include easy inier-
facing with exisling emergency-management infrastrociure
to provide flexible and improved message distribution within
and across organizational boundaries.

Still further aspects included for various embodiments are
apparent to one skilled in the art based on the study of the
following disclosure and the accompanying drawings thereto.

BRIEF DESCRIPTION OF THE DRAWINGS

The wtility, objects, features and advantages of the inven-
tion will be readily appreciated and understood from consid-
eration of the following detailed description of the embodi-
ments of this invention, when taken with the accompanying
drawings, in which seme numbered elements are identical
and:

FIG. 1 is a top level system block diagram of a system
according to at least one embodiment;

FIG. 2 is an iltustration of message groups associated with
multiple messaging subsystems according to an embodiment;

FIG. 3 is a functicnal block diagram of a messaging sub-
system according to at Jeast one embodiment;

FIG. 4 is an example group membership interactive page
according 10 at least one embodiment,

FIG. 5 is an example of a Graphical User Iuterface (GUI)
interactive page for configuring remote user messaging
groups according at least one embodiment;

FIG. 6 is an example of a GUI for an alert tracking inter-
active page according to at least one embodiment;

FIG. 7 is a functional block diagram of one embodiment of
a computing platform;

FIGS. 82 and 85 are an example of a GUI for a registration
interactive page according to at least one embodiment;

FIG. 9 is an example of a grid illustrating cross-jurisdic-
tional messaging for emerpency management according to at
least one embodiment;

FIG. 10 is an example of a GUI for 2 management console
interactive page according to at least one embodiment,
including one or more quick alert icons;

FIGS. 11a and 1ib are example interactive report pages
according to at least one embodiment,

FIG. 12 is a Jow chart of a method according to at least one
embadiment;

FIG. 13 is a flow chart showing further detail regarding
registration of users according 1o an embodiment;
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FIG. 14 is a graphical illostration of message transfer
according to at least one embodiment;

FIG. 15 is a fiow chart showing further detail regarding
determining a set of receiving users according to an embodi-
ment;

FIG. 16 is a flow chart showing further detail regarding
converting an alert message to a gateway message according
to an embodiment;

FIG. 17 is an example of a GUI for an interactive delivery
channels page according to at least one embodiment,

FIGS. 184 through 18¢ are flow charts of a detailed mes-
saging method according to an embodiment;, and

FIG. 19 is a flow chart of a method of response tracking
according 1o at least one embodiment.

DETAILED DESCRIPTION

The present invention is directed generally to providing
systems and methods for non-voice based communication.
For example, the methods and systems may relate to Internet
based electronic messaging to multiple messaging gateways.
In at least one embodiment, the systems and methods may
include an Internet based messaging application having a
process for optimizing text message delivery to one or more
communication gateways such as, for example, electronic
mail and SMS (or “Text-messaging”) gateways.

In particular, exemplary embodiments may include stan-
dards-based systems and metbods that provide emergency
communications to text message enabled appliances such as,

)y but not limited to, wireless devices and other such e-mail

addressable delivery points. Such embodiments thereby com-
bine the inherent redundancy of communication networks
such as, for example, the Infernet with delivery to multiple
devices per user to provide a high delivery success rate that
persists even in the case of breakdowns within or overloading
of public communication infrastructures.

At least one embodiment of a communication system 100
according to the present invention may be as shown in F1G. 1.
Referring to FIG. 1, the communication system 100 may
include at least one messapging subsystem 101. The messag-
ing subsystem 101 may be coupled to an alert originator 102
via a network 103 and one or more communication gateways
104 via a network 106. Each communication gateway 104
may he coupled to one or more vser terminals 105 via a
network 107, Further, in an embodiment, the system 100 may
include more than one messaging subsystem 101 (e.g., up to
“n” such subsystems as shown m FIG. 1). In such embodi-
ments, one or more of the messaging subsystems 101 may be
coupled to each other using a network 108.

The alert originator 102 may bea communicalions enabled
terminal provided in commuonication with the messaging sub-
system 1071 via the network 103, For example, the alert origi-
nator 102 may be a personal computer having a network
connection, such as a dial-up moedem connection to a pet-
work. In such embodiments, the network 103 may be a
packet-switched network such as, for example, the Internet.
In some embodiments, the alert originator 102 may include an
electronic mail application for receiving electronic mail mes-
sages in accordance with, for example, the Simple MWail
Transfer Protocol (SMTF). Further, the alert originator 102
may include a web browser capable of fransmitting and
receiving and displaying information in accordance with the
HyperText Transfer Protocol (IITTP) using the network 103.
The alert originator 102 may send a first message, such as an
alert message, to the messaging subsystem 101 via the net-
work 103 in the form of an electronic message such as, for
example, an SMTP electronic message, an HTML or XML
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message, or an SMS message from the wireless device. Fur-
ther, in an embodiment the alert orginator 102 may be a
remote Sensor or a sensor monitoring device or system that
automatically generaies a message to the messaging sub-
system 101 in response 1o the occurrence of a conditional
event (e.g., flood gates opened at a dam). In an embodiment,
& message or alert generated by a remote alert originator 102
(including, for example, an autcmated process), the alert
originator 102 may provide an identifier (e.g., for authentica-
tiom), the intended target recipients of the message/alert, and
the content of the message/alert. In an embodiment, the origi-
nator identification may be provided in the form of a Persconal
Identification Number (PIN) code. In at Jeast one embodi-
ment, the messaging subsystem 101 may only provide mes-
saging for authorized senders or alert originators 102.

In an embodiment, the communication gateway 104 may
be an access point for a communication network 107 that
provides communication services for a plurality of user ter-
minals 105. For example, the communication network 107
may be a landline based network such as the Public Switched
Telecommunications Network (PSTN). In an embodiment,
the network 107 may be a wireless telecommunications net-
work such as a cellular service provider or a Personal Com-
munications Services (PCS) service provider. Such networks
107 may be, for example, but not Hmited to, based on the
Global System for Mobile Communications (GSM), Code
Division Multiple Access (CDMA) such as the system
described in Interim Standard (IS)-95 for digital cellular radio
systems, 1S-54 dual mode analog and digital cellular tele-

phone service, [S-54B digital Time Division Multiple Access 3

(TDMA) cellular telephone service, 1341 based Advanced
Mabile Phone Service (AMPS, ar “anzlog™) lelephone ser-
vice, 15-136 Digital AMPS telephone service, or other stan-
dards-based telecommunication system, paging networks,
Blackberry™ networks, or a variation or combination
thereof,

The networks 107 may include a conirol channel, a channel
for data traffie, or both, separate and distinet from the voice
traffic bearing channel or channels. For example, the GSM
series of standards includes a Short Message Service (SMS)
channel useful for sending text based messages. Furthermore,
telecommunications services providers commonly utilize
out-of-band signaling, such as the signaling based on Signal-
ing System No. 7 (S87), in order fo maximize the voice traffic
capacity and availability of the bearer channel. Other tele-
commumications services standards include separate chan-
nels for slow signaling or for data-only traffic. In all such
schemes, the data or control traffic may be routed and trans-
ferred throughout the petwork 107 using commmunication
channels that are separate from voice traffic chanpels. Such
arrangements may prevent data traffic from adversely impact-
ing the voice traffic capacity of the network 107. The inven-
tors of the present invention have discovered that this sepa-
ration of data/control channels from voice fraffic channels
may have advantages for reliably and quickly transmitting
and receiving text messages via the data or control channelsin
situations in which voice channels or circuits are overloaded,
overutilized, or otherwise unavailable to a user. Thus,
embodiments may allow messages (0 be delivered to frst
responders, coordinators, and other emergency response per-
sonnel reliably and quickly, preventing loss of life and prop-
erty.

In at least one embodiment, the terminal 105 may be a
cellular telephone, a Personal Digital Assistant (PDA), a Per-
sonal Computer (PC) such as a PC workstation, mobile PCor
lapiop PC, ar a tablet PC, a Blackberry™ device, a pager, 2
Wi-Fi device, a Bluetooth™ enabled device, a radic receiver,
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or any other such wireless or wired terminal capable of receiv-
ing non-voice communications. In an embodiment, the ter-
minal 105 may include a text message application for recejv-
ing and displaying non-voice messages using a display on the
terminal 105 via the network 107. Allematively, the terminal
105 may be coupled io a remote output device for output of a
non-voice message for review by auser of the terminal 105.1In
some embodiments, the terminal 105 may include an elec-
tronic mail application forrecetving electronic mail messages
in accordance with, for example, the Post Office Protocol
(POP/POP3).

Stili forther, the terminal 105 may include a web browser
capable of transmitting and receiving and displaying infor-
maticn in accordance with the HyperText Transfer Protocol
(HTTP) using the network 107. In at least one embodiment,
the user terminal 105 may be, for example, 2 web-enabled
personal computer provided with the capability to receive and
display graphical user interfaces included on, for example,
HyperText Markup Language (HTML) formatted or Exten-
sible HyperText Markup Lacguage (XML) formatied pages,
private network (e.g., intranet) pages, etc., provided in accor-
dance with, for example, HyperText Transport Protocol
(HTTP) as well as the capability to {ransmil and receive
electronic mail messages in accordance with Simple Mail
Transpart Protoce] (SMTP). In at least one embodiment, the
terminal 105 may be in general any device capable of receiv-
ing electronic mail (“email™) or paging messages such as
pagers, cell phones, PDAs, and the like. For pagers, the mes-
saging subsystem 101 may support many different paging
protocols such as, for example, bt not Hmited to, Wireless
Communication Transport Protocol (WCTP), Post Office
Code Standardisalion. Advisory Group (POCSAG) (various
baud rates), Flexible wide-area synchronous protocol
(FLEX™), Golay sequential coding, Telocator Alphanu-
meric Protocol (TAP) (e.g., version 1.8), and COMP
(COMP1 and COMP2). Furthermore, the messaging sub-
systern 101 may support delivery of messages to terminals
105 configured to accept and output instant messages. For
example, the messaging subsystem 101 may support termi-
nals 105 that use a popup message output such as the Wire-
dRed instant messaging protoco] using WiredRed Software
of San Diega, Calif.,, or the Computer Emergency Notifica-
tion System (CENS) used by, for example, the United States
Department of Agriculture (USDA), further information
regarding which is available from the USDA Naticnal Infor-
mation Technology Center of Washingtor, D.C. Still further,
the terminal 105 may be another device or system capable of
displaying message or alert information such as, for example, |
but not limited to, an electronic highway sign, AMBER alert
sign. In addition, the lerminal 105 may be or include a siren or
other device capable of providing an audible or visual output
in response to receiving a message or alert from the messag-
ing subsystem 101. Further, the messaging subsystem 101
may re-send messages or alerts to other systems (e.g., exter-
nal to systemn 100) for distribution fo users or other systems.
This is not an exhaustive list of the terminals 105 for which
the messaging snbsystem 101 may be configured to support
for messaging, but is provided herein as an example of the
hreadth of output means supported for message delivery by
the messaging subsystem. In at least one embodiment, the
messaging subsystem 101 may be configured to cutput one or
more second messages or alerts to one or more of these
terminals 105. The messaging subsystem 101 may be
included in a system 100 that provides message processing
and transfer as described herein.

In operation, referring to FIG. 1, the messaging subsystem
101 may cause messages, such as the second messages, to be
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sent to one or more of the user terminals 105 such as, for
example, cell phones and pagers, via one or more of the
gateways 104 using a non-voice traffic channel of the com-
mumnication network 307. In at least one embodiment, 2 mes-
sage may be transferred to one or more terminals 105 nsing an
SMS channel of a GSM based wireless communication net-
work 107. Furthermore, a message may be transferred to one
or more terminals 105 using a paging network 107, Alterna-
tively, a message may be transferred to one or more terminals
105 using a control channe] of the communication network
107. In an embodiment, the network 106 may be a packet-
based network having a logical termination at the gateway
104. Far example, the network 106 may be a Transmission
Conlrol Protocol/Iniernet. Protocol (TCP/IP) network such
as, for example, the Internet, for which the gateway 104 is a
destination IP socket for receiving non-voice based informa-
tion, or messages, ultimately destined for one or more termi-
nals 105 served by the network 107. Message delivery to the
user terminal 105 may be accomplished with high reliability
because the non-voice channel bearing the message remains
available in the event that the voice chamnel is saturated or
otherwise not accessible for completing a voice call.
Furthermeore, the user terminal 105 may provide a confir-
mation o the messaging subsystem 101 via the network 106
signifying that the notification information contained in the
pateway message has been received by particular user termi-
nals 105, I at least one embodiment, the messaging sub-
system 1071 may provide reply tracking as described herein to
inform the alert originator 102, as a minimum, of the success-

ful dissemination of a message such as an alert message. 3

Furthermore, messaging subsystem 101 may collect the sta-
tus of individual replies and report the status to the alert
originator 102 to assist emergency personnet in responding to
an emergency or potential emergency situation.

In at Jeast one embodiment, the networks 103, 106, 2nd 108 3

may be a public network such as the Internet. However, com-
munications systems used t implement the networks 103,
106, and 108 may inchude, but are not limited to, telephone
landline based modem or a wireless network such as a cellutar
digital packet data (CDPD) network or a wireless local area
network (LAN) provided in accordance with, for example,
the IEEE 802.11 standard.

In at least one embodiment, the messaging subsystem 101
may use the networks 107 of different carriers to deliver text
messages to user terminals 105 including, but not limited to,
pagers, wireless PDAs, cell phones, IP-based phones (e.g.,
veice over IP), and satellite phones. In an embodiment, cell
phone fext message networks 107 may communicate ovet the
control channel of the respective cellular networks. As
described hereinabove, the control channel may be a channel
separate from the voice channel that confimues to be available
for message traffic when voice charmels are saturated and
unavailable to complete voice calls. In an embodiment, the
underutitized contrel channel may not require a persistent
connection and is also capable of providing reliable commu-
nications under degraded channel situations. When used in
combination with another communication medium such as,
for example, one or more paging networks, cellular text mes-
saging by the messaging subsyslem 101 provide reliable and
fast emergency communication when other means of com-
mepication such as, for example, voice systems, arenot avail-
able.

In an embodiment, each of the user terminals 105 may be
associated with at least one message group 200 as shown in
FIG. 2. Message groups 200 may include multiple user ter-
miinals 103, such as, for example, the devices 1, 2, 3 through
“n” as shown in FIG. 2. Each terminal 105 may be associated
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with 2 user. Each group 200 may have af least one defining
characteristic. For example, a message group may include a
set of user terminals 105 accessible using the same Internet
domain name (e.g, user__I@common_domain.gov). Alterna-
tively, a message group may inclide a set of user tenminals
105 accessible by a particular network 107 such as, for
example, a particular carmrier or wireless telecommunications
service provider {e.g., T-Mobile) as shown in FIG. 2. More-
over, inan embodiment, a first messaging subsystem 101 may
be coupled to at least a second messapging subsystem 101,
wherein the first and second messaging subsystems 101 are
configured to provide message transfers between the user
terminals 105 coupled to the first messaging subsystem 101
and associated with one or more message groups 200, and the
user terminals 105 coupled to at least a second messaging
subsystem 101 and associated with one or more second mes-
sage groups 201. This capability supports cross-jurisdictional
communication and cooperation for responding to emergen-

-cies, because diverse or previously isolated communications

systems may be networked together for message transfer
among the systems.

Furthermore, user ferminals 105 may be categorized
according to response proup (oot shown}. For example, a
response group may include the user terminals 105 associated
with individual mermbers of an emerpency response team for
a given government agency {e.g., the U.S. Secret Service). In
at Jeast one embodiment, the messaging subsystem 101 may
maintain status for each user registered user terminal 105
classifying the user assoctated with the user terminal 105 as
one of an administraior, amanager, and a non-originating user
for the messape group. In an embodiment, administrators
may have greater syslem privileges relative 10 managers, and
managers may have greater system privileges relative to non-
originating users. For example, in at least one embodiment,
an admimstrator(s) of an orgapization may be allowed to
build and send an alert message as an alert criginator 102. In
an embodiment, the alert originator 102 may utilize a user
terminal 105 to access the messaging subsystem 101 and to
generate an alert message. The messaging subsystem 101
may include features to assist an administrator in building an
alerl such as, for example, but not limited o, using different
colors in the build page (e.p., red background) to remind the
alert originator of the type of alert be is building (e.g., red for
a biological alert). Also, the messaging subsystem 101 may
provide partially completed alert build pages for particular
emergency sitations, having predefined fields and message
text, such that the administrator only bas to “fill in the blanks™
for additional information, in order to increase the speed in
which an administrator may originate an alert. In at least one
embodiment, the messaging subsystem 101 may provide
fully completed alert message templates. Such completed
messape termplates may include, for example, but not limited
to, predefined messape text and predetermined recipient or
user groups. Furthermore, an administrator may be provided
the capability to define the additional questions posed to an
individual user during registration of the user, in order o
collect particular information nseful in assembling an emer-
gency response team in the case of threat or actual emergency
evenl, For example, a hospital administmator may wish 1o
collect information identifying employees having four-
wheel-drive vehicle, in case of a snow emergency.

In an embodiment, users of the system 100 may be classi-
fied according to a vanety of criteria for message generation
privileges and varying degrees of system access. For
example, a user of the system 100 may be a sender. A sender
may be assigned s unique PIN for message origination to
allow the messaging subsystem 101 to determine that the
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sender is an anthorized sender. A user may also be a mapager,
an administrator, or a non-originating nser. An administrator
has the highest level of messape sending and information
access. For example, an administrator may be provided
access to an interaclive page that provides an administrator
console, By interacting with the administrator console, an
administrator may add, change, or delete user or device
related information maintained by the messaging subsystem
101. In an embodiment, the administrator console page may
provide interactive fields and icons that are not provided to or
accessible by other users. The administrator may also define
the access privileges of other users in a group or particular
organization. A manager may be able send only those mes-
sages for which an administrator has pramed send privileges
to the sender, in an embodiment, but may however be permit-
ted fo add, delete, or modify user registration information or
device information, or to undertake other maintenance activi-
ties using the messaging subsystem 101. In an embodiment,
managers may also authorize particular nsers in their group to
be senders. Non-originating nsers may be able to receive
messages via their associated user terminal(s) 105. Non-
originating users may also be nble to access, add, or modify
only (he information for themselves. In an embodiment, Lo
de-register, a non-originating user must cbtaip permission
from a manager or administrator.

Further detail regarding the messaging subsystem 101
according to at least one embediment is shown in FIG. 3.
Referring to FIG. 3, the messaging subsystem 101 may
include a mmessage engine 301 which may be coupled to a web
sarver 302, and a user messaging database 303 which may be
coupled to both the message engine 301 and the web server
302. The message engine 301 may further include a self-
contained electronic mail processor 304 configured to, as a
minimum, fransfer electropic messages to cormmunication

gateways 104. The message engine 301 may inchude a 3

sequence of prograrmmed instructions that when executed in
cooperation with the web server 302 and the database 303
cause the messaging subsystem 101 to perform the functions
described herein. In at least one embodiment, the instructions
may be implemented in the form of Practical Extraction and
Reporting Language (Perl) script code. Furthermore, the
message sending process may be launched by, for example, a
Hypertext Preprocessor (PHP) as code implemented using
Perl scripts such that the Perl code is executed by 2 PHP-
driven web interface. Alternatively, the Perl scripts may be
implemented as Common Gateway Interface (CGI) scripts
wsed to transfer information between the web server 302 and
the message engine 301. Alternatively, the messaging sub-
system 101 may be implemented using instructions provided
in accordance with the C/C++, Java™, or Python™ program-
ming languages.

In an embodiment, the message engine 301 may be con-
figured such that multiple different modules (i.e., communi-
cation system/device capabilities) are sopporied and will
interact with the mail processor 304. Thus, multiple message
delivery methods may be supported and capabilities to sup-
pott new alert/message target devices added as needs and
communication capabilities evolve. In at least one embodi-
ment, the user terminals 105 or devices may be grouped by the
message engine 301 by delivery method {(e.g., communica-
tions system) to allow messages or alert messages to be sent
1o several devices in a single delivery attemnpt to minimize the
number of connections (e.g., IP connections) made by the
message engine 301,

In an emsbodiment, upon receiving a first message, such as
a first alert message, the message engine 301 may cause a
corresponding second message, such as a second alert mes-
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sage, fo be delivered 1o one or more user terminals 105, In
particular, the second message may be transferred or broad-
cast {0 a large number of user terminals 105 associated with
one or multiple response groups within a very short period of
time. In at least one embodiment, the time from the first
message being initiated by the alert originator 102 1o the time
that the first of the intended recipient user terminals 105
receive a corresponding second message or alert via the net-
work 107 may be within two seconds.

The message engine 301 may group user terminals 105 by
their carriers to deliver messages to multiple devices in a
single gateway message transmission. By thus transferring
messages fo multiple carriers via the communications gate-
ways 104, combined with the parallel processing of indi-
vidua! carriers, zllows the systern 100 to process and submit
for delivery messages for tens of thousands of users in a few
seconds. The message engine 301 may moniior the arrival of
the first messages or alert messages through various arrival
methods and interfaces. In case the first message confains
special characters and/or formatting (e.g., multi-media mes-
sages), the message engine 301 may also parse the message
recetved from the alert originator 102 to extract the actual
textual information and, if necessary, dissect the message into
smaller pieces appropriate to the user terminal 105 (e.g., a
mobile device) memory and display limitations. Thus, in
converting the first message or alert message recetved from
the alert originator fo a gateway message, the message engine
301 may reformat, for cach of the cne or more gateway
messages, the first message received from the alert onginator
102 to a format in which the communication gateway 104
associated with the gateway message will accept and perform
operalions in response fo the incoming gateway message.
Further to the conversion process, the message engine 301
may form an address for each of the one or more gateway
messages to include the domain name information associated
with the communication gateway 104 and the user identifica-
tion information (e g., “username(@goverment_agency.gov’")
associated with the registered user receiving the second mes-
sage. Thus, in an embodiment, the message engine 301 may
reformat and adapt the first message into a mobile device text
message adaptation (i.e., e-mail dissection).

Furthermore, in at least one embodiment, in converting the
first message or first alest message to a gaieway message, the
message engine 301 may accommodate the text message
limitations of the particular network 107, For some networks
107, the full message as received from the alert originator, or
as originated by an administrative user via the web server 302,
may not it into a single text message due to character limits
sel by the individual carriers. For example, the Sprind™ net-
work supports 100 characters per message. Therefore, in
order to receive a 500-character mnessage, a user would need
to receive five messapes via the Sprint™ network to his user
terminal 105. In such a case, the message engine 301 may
dissect the message received from the alert originator into
multiple text messages. The inventors have discovered an
optimal character limit for each device or user terminal on
particular networks 107. The optimal character limit may be
determined based on achieving ease of output for user quick
recognition on a display of the user terminal, as well as for
efficient routing flroughout the particular network 107
These parameters may be stored using the database 303 and
retrieved by the message engine 301 as required for particular
gateway alert messages. For electromic messages (ie.,
“z-mail™), the message engine 301 may further include the
sender, subject and the text in the body of the e-mail message
transferred to the communication gateway 104. The message
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engine 301 thus epables message orginators to focus on the
content of their message and not the final format for delivery
to specific mobile devices.

In addition, in an embodiment, the message engine 301
may parse or strip all or 2 poriion of the header and message
content of the first message as received from the alert onigi-
nator 102 based on the message parameters required by the
network 107 for the type of message to be delivered. Such
parsing may include sending only the actual textual partof the
e-mail, stripping out possible headers, HTML code, or cc’ed
address information. Thus, the message engine 301 may asso-
ciate a umique set of message parameters with each of the
communication gateways 104. The messaging subsystem
may then transmil a gaieway message or pateway zlert mes-
sage to one or more of the user terminals 105 via one or more
of the communication gateways 104 in accordance with the
set of the unique message parameters for each communica-

tion gateway 104, inresponse to receiving an alert message or -

first message from the alert originator 102.

The message engine 301 may also provide the capability
for non-originating users to be organized into administrator
defined alert groups. The message engine 301 may then be
configured by an administrator 1o send alert messages to one
or more of the alert groups, thereby allowing for communi-
cation to specified subsets of users depending on the nature of
the message. An example of a group membership interactive
page 400 provided in at least one embodiment is shown in
FiG. 4. Referring to FIG. 4, non-members 401 may display a
list of all registered users on the system. Members 402 may
display a fist of all registered users who are members of the
particular group. An Adminstrator can select any number of
non-members and click “Add” 1o make them members of the
group.

Furthenmore, users in one alert group served by a first
messaging subsystem 101 may exchange alert messages with
the users of a remote alert group served by another messaging
subsystem 101. In an embodiment, remote groups (ie.,
groups set up by adminjstraiors of other messaging sub-
systems 101) may be displayed (or otherwise output) to a user
2¢ regular local groups in the send alert user interface. FIG. 5
depicts a Graphical User Interface (GUI) for configuring
remote user messaging groups in at least one embodiment.
Referring to FIG. 5, the form field Group Name 501 may be
the name of the group to be created The form field Short
Group Name 502 may be an abbreviated name for the group
to be created. The form field Group Code 503 may assign a
code to the group to be created. The form feld Remote Server
504 may designate the server on which the remate group is
stored.

In at leasi one embodiment, users can have multiple
devices (i.e., multiple user terminals 105} each having the
capability to receive messages from the messaging subsystem
101. For example, each nser terminal 105 may have e-mail
access to the same or different netwaorks 107. This diversity
provides for redundancy over different carriers and infra-
structures to increase the probability of successful delivery of
2 message 1o a ser.

Furthermore, the message engine 301 may track the con-
firmation or other response received back from the user via
the user terminal 105 in real-time in order to collect and
maintain the status of user responses to alert messages and
lists users that have not responded as well as providing infor-
mation on bounced/undeliverable messages or out of office
replies. A GUI including an alert tracking interactive page
600 provided in an embodiment is shown in FIG. 6. Referring
1o FIG. 6, the “Alert #* field 601 may display a unigue
pumeric identifier for a particolar alert message. The
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“Groups"” field 602 may show the name of each group ofusers
a sender has assigned to receive the alert message. The “To”
field 603 may display a graphical icon for each delivery
channel or “device type™ a sender has selected to receive the
alert message. The “#” field 604 may show the number of
users who received the alert message. The “Responses Con-
firmed™ field 605 may display the number of users who have
responded to the alert message. The “Responses Other” field
606 may display the numnber of replies to a message that are
not confimmed as valid responses from users, e.g. invalid
message recipient replies or “bounce-backs”, “out of office™
replies and other such responses.

In at least one embodiment, the messaging subsystem 101
may be deployed as a standalone server schution with no
softwareto install on other servers, user’s client computers, or
mohbile devices. Alternatively, the messaging subsystem 101
may be implemented as an Application Service Provider
(ASP) based setvice hosted separately from the user organi-
zation’s existing systems and accessible via a network such as
the Internet. [n an embodiment, the messaging subsystem 101
may be implemenied using, for example, open scurce oper-
ating system software such as Limix. In an embodiment, the
vser messaging database 303 may be a Structured Query
Language {SQL) database. In at least one embodiment, the
messaging subsystem 101 may be based on the Linux oper-
ating syster. Altematively, the messaging subsystem 101
may be based on Microsoft Windows™ NT/XP™, Sun
Solaris™, or Open BSD™ Unix™ provided by Berkeley
Standard Desipn, Inc. of Berkeley, Calif.

Users may access the system 100 via, for example, a
packet-based network such as the World Wide Web. In at least
one embodiment, the web server 302 may provide a web
imterface by which users may subscribe, enter, and manage
information specific to their user terminals 105 or mobile
device(s) and/or e-mail accounts. In particular, the messaging
subsystemn 101 may be setnp entirely by an administrator to
centralize the initial registration process (as described
herein). Furthermore, in an emboediment, users of all levels
may be provided the capability to register themselves,
thereby relieving the administrative burden on the user orga-
nization.

In at least one embodiment, the web server 302 may pro-
vide the interface between the user and the systerm 100 to
collect and display information related to messaging sub-
system 101 acconnts and operational settings. Referdng to
FIG. 3, the web server 302 may forther include a user web
section 305 and an administrator web section 306. The user
web section 305 may include a sequence of programmed
instructions that configure the web server 302 to allow users
1o sign up for an account, or register, and enter their device or
user terminal 105 information. For example, a registering
user may enter her cell phone number and carrier (or wireless
device/e-mail address). Users with existing accounts may
access a “MyService” account page provided for the purpose
of, for exampie, allowing users to modify their profile and
terminal 105 information, send alerts if they are authonzed
users, and aceess the online help via the FAQs and help papes.
Furthermore, the user weh section 305 may allows users to set
up multiple devices inchiding e-mail addresses for alert deliv-
eries. For example, a user may select his cell phone, work
e-mail, home e-mail, and his spouse’s cell phone, pager, and
work e-mail. In at Jeast one embodiment, a user may send a
selftest message to all of his selected devices, By entering the
necessary access information for each of these user terminals
105 associated with the user, the system 100 will provide an

e
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alert message 1o each such user terminal 105 associated with
the user for messages or alerts intended for receipt by that
user.

The administrator web section 306 may allow users having
administrator level access zuthorization {e.g., “adminisira-
tors™) to send alerts or messages, view and modify all account
information, create and assign mernbership to groups, modify
system seftings, view usage and summary statistics, prodoce
reports, and backup the messaging, subsystem data. Admin-
istrators may enter new users and modify their information
allowing for setup and use of the system 100 without any end
userinvolvement. Administrators may send messages or alert
messages to one or more groups. Further, the administrator
web seclion 306 provides an advanced group sending capa-
bility that allows members of one or more groups that are not
members of other particular groups to receive messages. This
is useful for situations in which a user is a member of several
groups and the same message is sent to each of those different
groups over time. Thus, the advanced group sending capabil-
ity eliminates duplicate messages going to the same recipient.

In at least one embodiment, the web server 302 may pro-
vide detailed Jogging of all messages. The web server 302
may also provide a reporl generalion capability for rendering
and outputting to a requesting administrative user an indica-
tion of all previous alert messages along with alert source,
date, time, and delivery information. Further, the web server
302 may also provide response logs for rendering and output-
ting to a requesting administrative user real-time information
to track the replies that users send in response to receiving the

second messages, thus providing true receipt status. This 3

response log information may incude an indication of par-
ticular users that have nol responded as well as devices or user
terminals 105 that have bounced (i.e., not accepted the mes-
sage) or for which messages are undeliverable. Futhermmore,

in an embodiment, the web server 302 may include a tool to 3

create a group on the fly allows administrators to quickly send
a message to users that have not responded, for example.
Secure Socket Layer (SSL) security may be optionally pro-
vided to ensure privacy during connections to the web server
302. [n at least one embodiment, the web server 302 may be
based on lbe upen. source Apache Web Server originally
developed by the Apache Group, the source code for which is
publicly available from various sources including the World
Wide Web. Alterpatively, the web server 302 may be imple-
mented using the Microsoft Internet Information Server
(8™ for Windows™ NT platforms. In at least one embodi-
ment, the database 303 may include a preprocessor such as,
far example, the open souree, server side Hypertext Prepro-

cesser {PHP), for creating dynamic World Wide Web pages..

PHP scripts are compalible with many database syslems.

The user messaging database 303 may be used to siore
message and user account information for the system 100.
Upon user request, information contained in the database 303
may be retrieved and provided to the web server 302 for
rendering and outpuiting to the requesting user using, for
example, an HTTP interface to the web server 302. Further-
more, the message engine 301 may obiain information stored
in the database 303 to prepare and deliver messages to the user
terminals 105 via gateway message sent to the communica-
tion gateways 104.

In an embediment, the user messaging database 303 may
include a database manapement system (DBMS) software
application such as the MySQL® open source Relational
Database Management System (RDBMS) available from
MySQL AB of Sweden, the source code for which is publicly
avatlable from varicus sources including the World Wide
Web, for storage and retrieval of, for example, user accoumt or
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message format data in accordance with the Structured Query
Langpage (SQL) database format. Alternatively, the database
303 may be implemented using SQL Server 7.0 provided by
Microsott Corporation, or similar products provided by
Oracle® Corp. of Redwood Shores, Calif. or the open source
PosigreSQL.

In one embodiment, the database 303 may execuie a
sequence of SQL scripts operative fo store or retrieve particu-
lar items arranged and formatted in accordance with a set of
formatting, instructions. For instance, the database 303 may
execute one ormore SQL scripts in response to a request from
the web server 302 to receive particnlar items of user account
information in a format suitable for transmission to and dis-
play by the user terminal 105 using a web browser software
application such as, for example, Internet Explorer™ pro-
vided by Microsoft Corporation. In one embodiment, the
datahase 303 may commumnicate with the web server 302 and
the message engine 301 in accordance with the Open Data-
base Connectivity (ODBC) standard developed by Microsoft
Corporation.

Furiher, the web server 302 may be used in an embodiment
to generate and transmit inferactive HITML or XML pages to
the alert originator 102 via the network 103 and to the user
termmal 105 via the networks 106 and 107. In particular, the
web server 303 may receive requests for information as well
as user entered data from the alert originator 102 or the user
terminal 105. Such user provided requests and data may be
received in the form of user emtered data contained in an
interactive HTML or XML page provided in accordance with
the Java Server Pages™ standard developed by Sun™ Micro-
systems. Aliernatively, user provided requests and data may
be received in the form of user entered data contained in an
interactive [TTML or XML page provided in accordance with
the Active Server Pages (ASP) standard. In response to a user
entered request, the web server 302 may generate a report in
the form of an interactive HTML or XML page by obtaining
user and alert data, which may include alert tracking date,
corresponding to the user request by transmitting 2 corre-
sponding command to the database 303 requesting retrieval
of the associated data. The database 303 may then execute one
of more scripls Lo obtain the desired information and provide
the retrieved data to the web server 302. Upon receipt of the
requested data, the web server 302 may build an interactive
HTML or XML page including the requested data and trans-
mit the page to the requestor in accordance with, for example,
HTML and Java Server Pages™ (JSP) formatting standards.

In an embodiment, the messaging subsystem may further
include a firewall (not shown) to protect the system 100
against unauthorized access. The firewall functions to
exclude unknown or upauthorized users from sccessing the
100.

The message engine 301, web server 302, and user mes-
saging database 303 may be implemented in the form of
application software executing on at least one computing
platform. FIG. 7 is afunctional block diagram of one embodi-
ment of a computing platform 400 useful for hosting software
application programs implementing the message engine 301,
web server 302, and user messaging database 303, Referning
now to FIG. 7, the computing platform 700 includes a pro-
cessor 705, a network interface 710, a user interface 729,
operating system instructions 733, application executable
instructions/APT 740, all provided in functional communica-
tion nsing a data bus 750. The processor 705 may be any
microprocessor or microcontroller configired o execute
software instructions implementing the functions described
herein. Application executable instructions/APIs 740 and
operating system instroctions 735 are stored using compuling
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platform 700 nonvolatile memory. Application executable
instructions/APIs 740 include software application programs
implementing the message engine 301, web server 302, and
user messaging database 303. Operating system instructions
735 include software instractions operable te control basic
operation and centrol of the processor 705. In one embodi-
ment, operating system instructions 735 may include the
NT™ operating system available from Microsoft Corpora-
tion of Redmond, Wash. In at least one embodiment, the
computing platform may be a PC provided by Dell Computer
of Round Rock, Tex.

As described previously, the message engine 301, web
server 302, and user messaging database 303 may each reside
on a sirgle computing platform 700, or on more than one
computing platform 700, or each application may reside on a
separate computing platform 700. In an embodiment, the
messaging subsystern 101 may be scaleabie such that addi-
tional message engines 301, web servers 302, and user mes-
saging databases 303 may be added to the messaging sub-
systemn 101 as required to increase message transfer speed ar
to maintain system 100 capabilities as subscribers 1o the
service increase. Application executable instructions/APIs
740 and operating system instrucions 735 areleaded into one
or more allocated code segments of computing platform 700
volatile memeory for runtime execution. In one enbodiment,
computing platform 700 includes 256 MB of volatile memory
and 20 GB of ponvolatile memory storage.

Application executable instructions/APIs 740 may include
ope or more application program interfaces (APIs). The mes-

saging subsystern 101 application programs may nse APTs for 3

inter-process communication and to request and return inter-
application function calls. For example, an AP may be pro-
vided in conjunction with the database 303 in order io facili-
tate the development of SQL scripts useful to cause database
303 to perform particular data storage or retrieval operations
in accordance with the instructions specified in the script(s).
In general, APIs may be used to facilitate development of
application programs whick are programmed to accomplish
the messaging functions described herein, such as the addi-
tion of new communication modules and integration with
third party produocts.

Returning to FIG. 7, the network interface 710 may provide
the computing platform 700 the capability to transmit and
receive information over the Internet, inctuding but pot tim-
ited to electronic mail, TTML or XML pages, and file transfer
capabilities. To this end, the network interface 710 may fur-
ther include a web browser such as, but not limited to,
" Microsoft Internet Explorer™ provided by Microsoft Corpo-
ration, The user interface 720 may inclade a computer termi-
nal display, keyboard, and mouse device. One or more
Graphical User Interfaces (GUIs) also may be included to
provide for display and manipulation of data contained in
interactive HTML or XML pages.

Thus, the system 100 may provide a solution for emer-
gency alert notification. Ie particular, the messaging sub-
system 101 may be device and carrier agnostic, adhering to
applicable Internet and wireless standards to atlow the mes-
saping subsystem 101 to work with existing carriers and
equipment. Furthermore, the system 100 provides reliable
and fast message delivery, simple web-browser based man-
agement, networking capabilities for forming coalitions
between multiple messaging subsystems 101, and easy inter-
facing with existing emergency-management infrasiructore.
For example, a first messaging subsystem 101 may be
coupled to a second, third, etc. message processing system
101 using, a network 108 for exarnple as shown in FIG. 1, 10
allow messages to be shared between diverse users and
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groups served by any particular messaging subsvstern 101.
This permits, for example, an alert message criginating from
the Department of Energy and received at a first messaging
subsystem 101 to be shared with a member of a local govern-
ment fire and rescue team via a second messaging subsystem
101. This capability permits interoperability among different
organizations and agencies, thereéby improving inter-jurisdic-
tional coordination among agencies at various levels of gov-
emment in effectively responding to an emergency. Thns,
emerpency response personnel are provided with flexible and
powerfill message (e.g., alert message) distribution within
and across organizational boundaries. Finally, by utilizing,
certain aspects of existing technologies and infrastructure
that most companies and organizations already have in place,
the system 100 provides for fast, incremental, and cost-effec-
tive installation.

Furthermore, the system 100 may include, in at least one
embodiment, certain capabilities that further serve to improve
the ability of users to communicate effectively. For example,
the system 100 provides very high rcliability due to, for
example, redundancy of delivery channels to multiple user
terminals 105. In an embodiment, use of a non-voice channel
10 transfer messages fo user lerminals 105 also provides
increased reliability with respect to voice-based systems and
methods. In fact, the messzging subsystem 101 is in many
cases able to continue to function effectively when other
communication methods have failed. By sending messages to
all mobile devices and e-mail boxes registered for each user,
the likelihood of successful message delivery to the uscr by at
least one of the redundant communication channels is high.
Further, because most of these channels are disjoint any out-
age on one will not affect delivery throngh the others.

Still further, the messaging subsystem 101 may be made
redundant across several servers to provide for service with

" reduced points of failure. The features of the messaging sub-

system and design may ensure that the alert message is
received, processed, and delivered to the users at their defined
devices. Once users are registered with the system, the mes-
saging subsystem simplifies the alert originator’s task in
drafting the emergency alert. The messaging subsystem may
handle packaging the message and ensuring it is delivered in
the best legible format appropriate for the users” device(s).

In addition, the systemn 100 may deliver messages very
quickly to user terminals 105, thus increasing response time
and response force for an emergency response team. Emer-
gency messages, for example, are usually time-critical. The
system 100 may be able to deliver messages to thousands of
recipients within a few seconds.

Furthermore, in an embodiment, users of the system 100 do
not need to substantially modify their existing mufies o
implement the system 100. The messaging subsystem 101
may be implemented by a new user without adding new
system interfaces, for example. In addition, the messaging
subsystem 101 may be implemented in conformance with
industry standards and eguipment. In at least one embodi-
ment, the messaging subsystem 101 may be implemented
using open source software components. Therefore, the sys-
tem 100 is not intrusive o the user’s existing systems and
does not require retrofitting or software modification of exist-
ing systems. The messaging subsystem 101 may be able to be
used with standards based or proprietary existing systems.
Thus, the messaging subsystem 101 may be added even for
situations in which the insiallation of any integration software
is not feasible. However, these same characteristics allow the
messaging subsystem 101 fo be integrated with existing alert
initiation technology for users that already have systems in
place that monitor events and trigger alerts accordingly.
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Purthermore, the system 100 may include plug-and-play
installation functionality with existing systems. In particular,
the system 100 may be a server-based soluiion that may be
delivered and installed as a network appliance. Inan embodi-
ment, few sieps are required to depluy the systerm 109, Por
example, adding a messaging subsystem 101 capability may
be accomplished by: 1) Connect the bax into the network; 2)
Assign an internal or publicly available name 1o the system
for easy web hrowser access; and, 3) Either establish two
external e-mail boxes or modify Domain Name Server (DNS)
M entries to direct SMTP traffic for any specific domain into
the messaging subsystem box. The last step may be a quick
customization of the system through the administrative con-
sole. DNS MX records identify the mail server(s) responsible
for handling electronic mail for 2 domain name.

In an embodiment, the sysiem 100 may provide high data
integrity and accuracy. For example, by allowing users 1o
self-register, data integrity is increased because at least one
step in database population or registration of users is elimi-
nated. Fer example, registering users do not have to first enter
their contact, etc. information onto a standard form for later
data entry by clerical personnel. Furthermare, because users
can enter (heir information directly, the system 100 may pro-
vide for relatively easier maintenance for both users and
administrators inmaintaining the consistency of the database,
Furthermore, the system 100 may provide nser friendly initial
user registration. In particular, to register, a user may provide
basic information such as his or her name, e-mail address and
optionally one or more mobile devices, and this may be the
only step each nser has to take to register and participatein the
system 100. In an embodiment, rio changes to any other setup,
no installation of additional sofiware or periodical mainte-
nance is required. An example of a registration interactive
page 800 provided in at least one embodiment is showa in
FIGS. 8a and 8b. Referring 1o FIG. 8a, the form fields Name
and Email Address 801 may be for the user’s name and email
address. The email address uniquely identifies the user in the
database. The form field Cell Pbone/Mobile Device Carrier
802 may altow the user to select a carrier or device identifier
for each device registered. The form field Password 803 may
allow the user io create a password to protect the account.
Referring to FIG. 85, the field 804 may be an example of a
Supplemental Information question. An Administrator may
add any number of these questions to the regisiration process
through the Administrator Console (See FIG. 10). A user's
response o these questions may trigger secondary questions
designed to capture more information about each indrvidual
user during the registration process.

Further, message and user information may be shared
among muliiple organizations that may be served by a differ-
ent one of multiple messaging subsystems 101, For example,
some emergencies cross boundares of jurisdictions and thus
neighboring or otherwise related organizations may need to
be included on some alert messages. In at least cne embodi-
ment, the system 100 may allow differentusers to form a grid
of messaging subsystem 101 deployments for cross-jurisdic-
ficnal alert messaging and emergency management. An
example of a grid 900 according to at least one embodiment 15
shown in FIG. 9. Referring to FIG. 9, therein is depicted an
exemplary system 100 for The Metropolitan Washingion
Council of Govemnments (“COG”) deployment. COG is a
repional organization of Washington, D.C. area local govern-
ments, plus area members of the Maryland and Virginia leg-
islatires, the U S. Senate, and the U.S. House of Representa-
tives. COG provides a focus for action and develops regional
responses to issues such as the environment, economic devel-
opment, public safety, transportation and regional coordina-
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tion for major disasters. Fairfax County 901 is one of the COG
member jurisdictions. In this example. Fairfax County can
use the system 100 to send messages to user groups 201 from
any of the other jurisdictions shown on the map using Remote
Groups features (See FIG. 5).

8till further, in at least one embodiment, the system 100
provides for multiple weys for alert origination as described
herein For example, an alert originator 102 may send an alert
message, ot first message, to the messaging subsystem 101 by
HTML -formatted web page including alert originator added
data in accordance with the HTTP protocol, by SMTDP-for-
matted electronic mail message, by SMS-formarted text mes-
sage, by eXtensible Markup Language (XML) formatted
message, by Instant Message (IM™) provided by, for
example, America Online™ of Dulles, Va., and by Short
Message Service (SMS) for GSM-based networks, or from
any e-mail enabled device (e.g., any e-mafl client, 2-way
pager, cell phone, etc.). By thus allowing anthotized senders
to originate an alert in various sitvations, multiple ways to
submit alerts are provided.

In addition, the system 100 may provide instant delivery to
carrier networks. For example, the messaging subsystem 101
may, for each alert message, organize devices by carrier, and
then transfer to each carrier via communication gateway 104
only one gateway alert message with all the target devices
listed within this message. This multicasting speeds up the
message processing time within the sysiem 100 significantly.

Still further, the system 100 may include a simple manage-
ment console that provides a straightforward yet powerful
administrator console that allows authorized personnel to
add, remove and modify user and device information and to
form groups of individual users and authorize specific users lo
post alerts to defined groups. Administrators as well as autho-
rized users can post messages to groups and/or individnal
users and review zlert logs as well as response logs. Also,
follow-up messages can be sent to non-responders, users who
responded in a certain way, or any other arbitrary groups of
users. Inan embodiment, the home pape may be a “send alert”
page. An example of a management console interactive page
1000 provided in accordance with at least one embodiment is
shown in FIG. 10. Referring to FIG. 16, Quick Alerls 1001
may be graphical icons that when clicked load pre-formatted
alert templates and content. For example, when an Adminis-
trator or authorized seader clicks the “EVAC™ icon, a prefor-
matted alert loads automatically, saving the sender the time it
would take to type the text, select the groups of recipients and
configure the various sending options. The text might say,
“Bxit the West Office Building immediately” Or, if the mes-
sage is a follow-up, “The West Office Building is now safe
and secure. You may return.” The sender need only click the
“Send” button to send the message to pre-selected groups and
devices. This process is illustrated in FIG. 14. Referming to
FIG. 14, there is also shown an example of a received alert
message on the display of a mobile telephone handset.
Returning to FIG. 19, the Alert Category 1002 may allow the
wser to select a predefined alert type, so that the “from™
address of the alert and potentially the source of the alert are
automatically configured. The Send to Members Of 1003
may allow a sender {o select individual user geoups to be
recipients of the alerf message.

In addition, the messaging subsystem 101 may provide a
report geperator for producing ome or more reports that
incInde statistics and charts showing the distribution of types
of user terminals and communication media or channels.
Such reports may be provided in response to receiving a
corresponding request from an administrator user using the
administrator console. Example interactive report pages 1100



US 7,409,428 Bl

19

provided in at least one embodiment are shown in FIGS. 11a
and 115. Referring o FIG. 114, the System Summary 1101
may output anumber of system statistics Administrators find
useful to track, System Management 1102 may output alistof
downloadable reports, hyperlinks 1o their comresponding files
in at least two formats and a hyperlink to download a full
system backup file. The Group Distribution section 1103 may
output information regarding all user messaging groups. An
interactive report page 1100 illustrating an example camier
distribution report 1103 is shown in FIG. 114. Refarring to
FIG. 114, the carder distribution report 1103 may include
information in numeric and visoal form such as, for example,
a pie chart, showing the relative distribution of communica-
tions carriers used for sending one or more messages.

Furthermore, the messaging subsystem 101 may provide
systemis and methods for reply fracking inchiding, but not
limited to:

an alert tracker page,

a snmmary of log messages,

message log detail,

aresponse log,

an auto-refresh alert tracker,

the ability to send responses from wvsers to additional
recipients,

the ability to log responses by alert pumber,

alert tracker detail,

the ability to view alert recipients, respondents, non-re-
spondenss, and responses from identified senders, responses
from unidentified senders.

Furthermare, the messaging subsystem 101 may provide :

systems and methods for system management including, but
not Hmited 1o:

web-based system management,

the capability to be implemented as ‘an internal (e.g.,
behind an crganization firewall) or third-party hosted system,

the antomated sending of an electronic mail to 2 newly-
registering user on enrollment or registration,

text message confirmation,

optional privacy via 8S8L,

nse of encrypted passwords,

use of open source sofiware components such as Linux™,
terms of service included with the system 100,

carrier and contact information included with the system
100,

the ability to edit user information received from an admin-
istrator,

several reports pages, including real time reporting of alert
messages and replies, reports showing details such as user
information and devices used by a group (e.g.. pie chart and

dala indicating distribution of device types within a group) as 3

well as summaries of databases, carriers, and alerts,

multi-threaded processing for message delivery,

intrusion detection mechanisms included with the system,

a built-in firewail,

redundant server mirroring and capability,

voice module integration,

the ability to send HTML, or XML formatted hyperlinks for
certain pages,

including a network server with other system servers,

remote group integration (via other servers),

the ability io administer carrier information,

real-time monitoring of the network,

remote electronic mail generation,

the ability to recetve remotely electronic mail reply mes-
sapes,

the ability to remotely originate an alert message and to
remotely receive replies,
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the abilitv to export database information to external sys-
tems that mey include spreadsheet applications,

the ability to easily backup the database,

the ability to customize the system, the ability to optimize
system performance,

optional remote server backup of the database for a given
messaging subsystem,

the ability for an administrator to specify supplementary
user information to be provided at registration,

the ability to search messages for particular characters,

providing access to the system according to a multi-level
access scheme,

use of a Breadcrumbs™ navigation system,

the ability lo add branding to a messaging subsystem (e.g.,
company, corporate logo, device test message, index pape
master, index page test),

the ability 1o define contacts parameters such as contact
e-mail and contact string,

providing look and feel parameters (e.g., alert templates,
device class, excluded groups, incidents, multi-content, reply
delivery, datestamp, prictity, tagline, registraion group
prompt, regisiration signup, tracker refresh),

the ability to define and specily mail server paramelers
including; alert check frequency, alert password, alert
mailserver, alert protocol, alert usernarne, reply password,
reply mailserver, reply protocol, reply usemame,

definition of and amjomatic sending of custom registration
messages, including: update email, update cell, update pager,
update ematil subject, welcome email, welcome cell message,
welcome pager message, welcome email subject,

the ability to define and specify server setup parameters,
including: an alert email, company email domain, daemon
email, default email subject, keep log, network server name,
product server, a reply email, sender alert identifier, and

the ability to define and specify user parameters, including:
global remote alert, max invalid count, single user messaging,
super IADAEET, User remove, and user sending GUT.

Furthermore, the messaging subsysiem 101 may provide
systems and methods for user management including, but not
limited te:

the ability to edit personal account information {e.g., edit
an email account, address, school; unsubscribe; and choose
an alert device to receive alerts),

the ability to self subscribe to alert types and groups,

the ability to view a user’s groups,

send a forgotten password to a user,

online help,

scalable to millions of users without increasing message
delivery delay,

advanced user grouping (using, e.g., a group page),

on the fiy group selection and sending,

group sending authorization,

nested group capability,

multi-level access to the system for managers,

designation of groups as poblic or managed,

remcte gemeration of Personal Identification Number
(PN),
searchable database of user information,

ad hoc grouping,

user self testing,

custom grouping, and

search groups.

Furthermore, the messaging subsystem 101 may provide
systems and methods for other miscellaneous functions
mcluding, but not limited to:

an alert incident page that may be edited for lock and feel
for the incident, and
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providing an incident page link in the alert messages

A method 1200 according to at least one embodiment is
shown in the flow chart of FIG. 12. Referring 1o FIG. 12, a
method 1200 may commence at 1205 apd proceed to 1210, at
which a method may inchude regislering a plurality of users lo
receive messages from at least one alert criginator. Contrel
may then proceed to 1215, at which a method may enter a
state awaiting reception of an alert message from an alert
oniginator. Upon receiving an alert message from an alert
originator, control may proceed to 1220 in which a method
may include determining a set of user terminals to receive a
user alert message corresponding to the received alert mes-
sage. In at least one embodiment, the set of user terminals
may be associated with the registered users of at least one
message recipient group.

Control may then proceed to 1225, in which a method may
include converting the alert message to one or more pateway
alert messages. Alternatively, for SMS received alert mes-
sages, conversion at 1225 may be bypassed and the SMS
message output as a gateway alert message. In an embodi-
ment, this may be accomplished by transferring the first mes-
sage Teceived from an alert originator to an SMS ar priority
gateway Tor distibution of the SMS message to user lermi-
nals. An example of an SMS gateway is the Bunny Hop™
Short Message Servicing Center (SMSC) product provided
by TeleCommunications Systems, Inc. of Anpapolis, Md. In
either case, control may then proceed to 1230, at which a
method may conditionally determine whether or not another
gateway alert message is to be prepared. If so, control may
return to 1225 for conversion. If not (e.g., there are no more
gateway alert messages to be prepared), contrel may then
proceed to 1235. A1 1235, a method may include transferring
each of the gateway alert messages to its corresponding com-
munication gateway. Control may then proceed o 1249, at
which a method may include distributing or delivering an
alert message by the communication gateways, upon their
receiving a gateway alert message, to each of the registered
users associated with the at least one message group. In at
Jeast one embodiment, the transfer may be performed using a
non-voice channel of the communication netwerk. Control
may then proceed 10 1245, at which a method may include
tracking replies recejved from each user in response to the
alert message(s) received by the user. Comntrol may then pro-
ceed to 1250, at which a method may end.

Turther detail regarding, registration of users per 1210 is
shown in FIG. 13. Referring now to F1G. 13, registration 1210
in at least one embodiment, may further commence at 1305
and proceed to 1310, at which registration may inchide asso-
ciating each registered nser with a user terminal. Further,

control may also proceed to 1325, at which ap administrator 3

may define and add additional questions designed to cbtain
particelar infornmation from users during the registration pro-
cess. Control may then proceed to 1315, at which a registra-
tion method may include conditionally determining whether
anotheruser terminal should be associated with the user. I so,
then control may retum to 1310. If not (L.e., nc further user
terminals to be associated with the user), then confrol may
proceed to 1320. At 1320, the registration method may
include eategorizing the user. In at least one embodiment, the
registering user may be registered as one of an administrator,
a manager, or a non-originating user. Control may then pro-
ceed to 1330, at which a registration methed may include
collecting information from the registering user. In an
embodiment, user information may be collected using an
interactive page such as, for example, a World Wide Web
page, which inciudes data fields in which the registering user
may enter information in response to corresponding ques-
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tions provided on the page. In an embodiment, the questions
on the registration page may be previously defined by an
administrative user. The vser provided information may then
be stored in a database, at 1335. Control may then proceed o
1340, at which u registration method may end. An illustration
of an example registration page 800 provided in conjunction
with registration 1210 is shown in FIGS. 8¢ and 85.

Further deizil regarding determining a set of recejving user
terminals per 1220 is shown in F1G. 15, Referring to FIG. 14,
determining a set of receiving user terminals may, in at least
ope embodiment, commence at 1505 and proceed to 1510. At
1518, a determining method may include analyzing the col-
lected user information for the presence of one or more par-
ticnlar informational items based on criteria selected by the
aleri originator. For example, an alert originator may wish to
send an alert message to all registered users in a group that
speak Spanish, During registration, the capability may be
provided for the user to specify in which language(s) she
wants to receive messages on her devices. Further, the user
may specify during registration the language in which he
wishes to interact with the registration page and enter vser
information. Control may then proceed to 1515, at which a
detenmining method may include selecting the group of user
terminals based on the users associated with the user termi-
nals whose wser information matches the criteria specified
the analyzing (for example, users whose information indi-
cates that he speaks Spanish). Control may then proceed 1o
1520, at which a determination method may end.

Further detail regarding converting an alert message to a
gateway alert message per 1225 is shown in FIG. 16. Refer-
rng to FIG. 16, converling a message to a gateway alert
message may, in at least one embodiment, cormmence at 1605
and proceed to 1610. At 1610, a converting method may
include retrieving parameters from a database that are asso-
ciated with the communication gateway to which the gateway
alert message is intended. Such parameters may incluode the
maximum word length, header information, routing informa-
tion, and other information particular to the communication
gateway and its network. In at least one embodiment, the
database 303 may mclude an optimum number of characters
for the messape based on the memory and display capacity of
the user termina)l 105. For example, a messape destined fora
wireless terminal such as a cell phone handset with a Liquid
Crystal Display {L.CD) may be limited to 40 characters maxi-
rum, Purthermore, the information may include a specifica-
tion of the maximum number of characters for the gateway
alert message specifically chosen for maximum likelihood of
message delivery by the network 107 to the user terminal 105
based on, for example, historical data characterizing network
traffic reliability. Control may then proceed to 1615, al which
the converting method may include reformatting the received
alert message (for each gateway alert message to be pro-
vided}, the alert message received from the alert originaior fo
a format in which the communication gateway associated
with the gateway alert message will accept and perform
operations in response to the incoming gateway alert mes-
sage. Contro] may then proceed to 1620, at which a convert-
ing method may include forming an address for each of the
galeway alert messages (o include the domain name informa-
tion associated with the communication gateway and the user
identification information associated with the registered user
receiving the alert message (e.g, user_name{@verizon.net).
In at Jeast one embodiment, forming an address may also
inclnde forming a pager address by entering a ten digit tele-
phone number. In an embodiment, forming an address may
include appending a suffix to an electronic mail address or TP
socket that specifies a fast route through the network 107, for
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increased speed in alert message delivery to user terminals
105. For example, the address suffix may specify a particutar
access point or IP socket within the network 107 bypassing
ome or more routing points in the network 107, for faster
message rouling and delivery. During registration, the user
may also be prompted to enter the identifier for his device.
The user’s entry may be validated by the system, and if the
entered number does not match an expected formar (stored
using a database 303), the messaging subsystem 101 may
select the associated carrier’s standard prefix and suffix. If
this resuits in a valid address, then this address is used by the
system. If not, the user may be prompted to edit his entry, If
necessary, the messaging subsystem 101 may also append a
prefix to the device access number (e.g., “<prefixs.<cell
Phone number>@<domain name>"}. Control may then pro-
ceed to 1625, at which the converting method may include
determining if another pateway alert message is to be pre-
pared. If so, contro]l may return to 1610. If not, then control
may proceed to 1630, at which a converting method may end.
Because the networks 107, user terminals 105, and commu-
nication gateways 104 may be different, any one of the gate-
way alert messages may be formatted differently than one or
more olher gateway alert message. An example GUI inferac-
trve delivery channels page 1700 which may be used to con-
figure delivery channel settings is shown in FIG. 17. These
settings are automatically applied to a device based on the
carrier a user chooses when creating it, such as during regis-
tration 802. Referring to FIG. 17, Delivery Channel Name
1301 may output the name assigned to the delivery channel.

Character Limit Per Message 1302 may output the number of =

characters for that delivery channel, beyond which a message
must be sent in multiple parts. Delivery Method 1303 may
output the protoco) used to deliver a message to this delivery
channel. Automatic Prefix 1304 may output any loformation
that must be added in fromt of a delivery channel address.
Automatic Suffix 1305 may ouiput the delivery channel
address suffix. Class 1306 may output the channel type, e.g.
email, cell phone, pager, desktop alerts, instant message,
SMS, etc. Comment 1307 may output any pertinent informa-
tion an Administrator wishes to add.

Furthermore, the transferring of galeway alert messages
may also include prioritizing the order in which each pateway
alert message is trapsferred according to communication
gatewgy characteristics. In an embodiment, cutgoing mes-
sages may be grouped by delivery method and by a demain
name within a delivery method. For example, an administra-
tor may specify a particular order in which the messaging
subsystem transfers or sends each of the gateway alert mes-
sages to the respective communications gateway. Alterna-

tively, the messaging subsystem may transfer gateway alert s

messages in a predefined order. Furthermore, the order in
which particular users receive alert messages may be priori-
tized by the administrator. The order may be stored in a
database, For example, the messaging subsystem may irans-
fer messages to users based on the group or organization with
which they are associated, or other user specific information,
as entered during registration. Furthermore, a sender is pro-
vided the capability to select and transfer messages to users
individually. In an exrobodirnent, gateway alert inessages may
cause the network to disseminate alert messages to user ter-
minals via, for examnple, but not limited to, electronic mail per
SMTP, interactive World Wide Web pages per HTML or
XML, and short text messages per SMS or IM. In at least one
embodiment, the messaging subsystem may cause the com-
munication gateway to output one or more HTML or XML
popup screens that, when recefved by the user terminal,
appear at the top level (i.e., take over the screen) of the user
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terminal display. An example of such a popup message ser-
vice is the “a/pop”” service available from WiredRed Software
of San Diego, Calif, or CENS. Such popup messages may
inclnde visnal and andio effects.

In at least one embodimenl, o send an alert message,
authorized users may send an authentjcated and/or encrypted
¢-mail directly to the messaging subsystem, log onto a secure
capable web page to fill cut a web form of the alert message,
and send an authenticated wireless text message.

An alert originator may send an alert message to a group of
users by different methods. First, an alert originator may send
an alert message via weh interface. Second, an alert message
may be sent via extemal trigger (e.g., incoming email, other
incoming data stream from a pariner system).

A flowchart of 2 detailed messaging method 1800 is shown
m FIG. 184, Refarting to FIG. 184, in at least one embodi-
ment, a messaging method mzay include a sender initiating a
message, which may be an alert, at 1805. To initiate a mes-
sage, a sender may send via web interface to the messaging
subsystem 101a request for an interactive page. Upon receiv-
ing the request, the messaging subsystem may render and
transfer to the sender an interactive page, which may be, for
example, a World Wide Web pape formatied in accordance
with HTML or XML. Upon receiving the interactive page, the
sender’s terminal, which may be a user terminal 105, for
example, may output the interactive page to the sender to
allow the sender to select and enter and otherwise define
various parameters associated with the message by interact-
ing with data entry/selection fields on the interactive page
provided by the messaging subsystem 101 for this purpose.
For example, the sender may select properties cfthe message,
including, baut not linited to, Alert Category (e.g., weather,
traffic, . . . ), Recipient groups (standard groups and/or indi-
vidual users via custom group), Excluded groups (groups of
users who should not be receiving this alert or message),
Graphic profile (the receiving devices will take advantage of
suggesied coloring scheme, font styles and other formatting
1o the extent of their capabilities, (e.g., no formatting for cell
phones, full formatting for instant messaging clients), Subject
and Content of the alert or message (either one shared by all
catepories ol devices, such as cell phones, pagers, email
accounts, or each category of devices can have a different
content), Tag lines for each device class (e.g., ‘Sent by John
Smith to Group A, Group B . . . *}, Attachments (files, pre-
defined responses, timestamps, etc—only the devices thatcan
handle will benefit, 2.g., cell phones will get no file attach-
ments, etc), Pricrity of message (e.g., high/normal, which
may affect visnalization of the alert depending on the delivety
target), and Forwarding of responses (e.g., have the system
Jorward recipients” responses o specified email address(es)).
As explained herein, these properties ¢an also be prepopu-
lated via a quick alert in which a message can be sent as
defined in quick alert or the quick alert can be used as a
template where blanks are filled pror to sending. Further-
more, during the building of a message, a sender may enfer a
different sending address prefix or different message subject
1o reflect a different alert oniginator or originating organiza-
tion.

Afler selecling and entering the message information, the
alert originator 102 (sender) may initiate transfer of the mes-
sage to the messaging subsystem 101 by selecting, for
example, a “send” button on the interactive page using a
computer mouse or keypad. At this point, control may pro-
ceed to 1810 at which the web server 302 (which may be, in
at least one embodiment, a PHP web page processor) may
store the collected information selected or entered by the
sender. In an embodiment, the collected information is stored
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into the database 303. Further, the web server 302 may also
copy members of current custom group to individual alert
recipients and trigger the send alert function of the message
engine 301

As described earlier, aliernatively the alert originator 102
may select, build, and send a message using a variety of
communication devices including, but not limited to, a web-
enabled mobile telephone terminal, SMTP formatted elec-
tronic mail, SMS, Instant Message, Blackberry™ message,
or any other such device configured to generate similar non-
voice messages, such as text messages or telemetry data.

Forthermeore, in an embodiment, the alert originator 102
may send a messape via external trigger mechanism soch as,
for example, a remote sensor that includes a communication
interface for reporting event statas. Such a device may have,
for example, an 8MS message processor configured to trans-
mit an SMS message to another devicenpon the occurrence of
a particular event such as, for example, a utility meter remote
reading device. Embodiments may include other industrial
control applications and devices that generate messages as the
alert ariginator 102. In such embodiments, the weh server 302
may receive an alert-triggering data stream, and perform mes-
sage processing functions in response thereto including mes-
sage decode, identity individual parameters of the alert, and
use of default values for those not included. Further, if the
external data stream refers to 2 quick alert, the web server 302
may pophlate a message using predefined parameters stored
in the database 303 associated with the particular quick alert.
Inaddition, the web server 302 may confirm authorizations of
the entity (sender or device) that delivered the data stream for
sending alerts with these properties. Finally, the web server
302 may submil the message or alert for delivery io the
message engine 301.

Control may then proceed to 1815, at which the message
engine 301 may perform group processing as follows. First,
the message engine may feich the message or alert specifica-
tion as created by one of the above steps from the database
303. Next, the message engine 301 may expand the list of
explicitly listed destination groups and excluded groups with
all their subgroups.

Control may then proceed to 1820, at which the mnessage
engine 301 may build tag lines from the information provided
according io the specified tag line format for each carrier
class. Furthermore, the messape engine 301 may bundle all
alert-defining data into a single data structure. At 1825, a
method may include determiming if any destination groups
are ‘remote groups.” H so, control way proceed to 1830 at
which the message engine 301 may submit the alert definition
inte the corresponding remate servers.

Following 1825 or 1830, control may proceed 10 1835, al
which the message engine 301 may perform device specific
processing for message delivery to multiple user terminals or
devices. In an embodiment, the message engine 301 may
perform device specific processing for each user priority level
separately. In at least one embodiment priority level process-
ing may proceed from highest priority to lowest priority.
Further details regarding device specific processing at 1835
are shown and described herein with respect to FIG. 1825,

Referring to FIG. 185, in at least one embodiment device
specific processing 1835 may commence at 1860. Control
may then proceed to 1862, at which the message engine may
find carriers that have capcodes defined for at least one of the
destination groups identified to recetve the message (ie.,
capcoded carriers). A capcode may be a unique address or
ideatifier associated with a particular device or user terminal.

Control may then proceed to 1864, at which the message
engine may find all devices of delivery class this message or
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alert is supposed to go to that belong to nsers with the cur-
rently processed level of priority that belong to at least one of
the destination groups of this 2lert, and add te list of devices.
Contro]l may then proceed to 1866, at which the message
engine may add all these devices into a destination device list.
Control may then proceed to 1868, at which the message
engine may mark all devices whose carrier is ‘capcoded’ for
removal later, Control may then proceed to 1870, at which the
message engine may ook up dynamic properties of the des-
tination groups and add all users that match these search
criteria inte the individval user recipients list. Control may
then proceed to 1872, at which for each individual user recipi-
ent of the currently processed user prordty, the message
engine may look up all their devices that match the carrier
class used for his alert, and add resulting devices to the list of
devices, Control may then proceed to 1874, at which the
message engine may find devices of all users (of current
prority) that belong to at least one excluded group, and
remove such devices from the list of devices. Control may
then proceed to 1876, at which the message engine may
remove all devices that were marked for remnval earlier (dne
te capcodes). If this is the highest priority loop, then control
may proceed to 1878, at which (be messape engine may add
capcodes for all iowolved groups into the list of devices.
Control may then proceed to 1880, at which device specific
processing 1835 may end

Returning to FIG. 18a, wherein following device specific
processing at 1835, if this is a local message such as a local
alert (i.e., not a remote alert), the message engine may store
all the collected information in the database 303 for alert
tracking and reporting purposes. Control may then proceed to
1840, at which the message engine may execute message
delivery. In at Jeast one ambodiment, for each different deliv-
ery module (i.e., delivery via emal, instant messaging, voice
call, etc.), the message engine may load the code responsible
for delivering through this method and launch the code with
the messape or alert information and the list of devices to be
handied by this module. Control may then proceed to 1850, at
which 2 methnd may inclnde repeating 1835 through 1850 for
the next user priority level. In at least one embodiment, the
messaging subsystemn 101 may include one or more message
delivery modules for delivering messages via particular com-
munications nterface and medium suchas, for example, elec-
tronic mail (email), paging, cell phone, SMS, and the like.

Further details regarding module specific delivery 1845 are
shown and discussed with respect to FIG. 18¢. Referring to
FIG. 18¢, in at least one embodiment, the message engine
may 301 may include 2 mail processar 304. that may he
configured to support email delivery (e.g., an email delivery
module) commencing 2t 1882. Control may then proceed to
1883, at which the mail processor may accept a list of devices
to deliver messages 0. In an embodiment, the dispatcher may
only provide those that apply to this moduale, not for all
possible devices). For each Delivery Method handled by this
module (for example, delivery methods “AT&T* and “Cin-
gular” under module ‘SMS delivery”), the mail processor
may perfoun 1884 throngh 1894.

Following 1883, control may proceed to 1884, at which the
mail processor may drop file attachments if this is a limited
message length delivery method. Control may then proceed
ta 1886, at which the mail processor may calculate how many
pieces this alert needs to go outin for this delivery method (for
example, using the maximum number of characters per mes-
sage info associated with this delivery method). Control may
then proceed to 1888, at which for each email piece the mail
processor may generate the message content of that pisce and
store it in, for example, local non-volatile memory such as 2
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hard disk. Control may then proceed to 1890, at which the
mail processor may calculate how many individual emails
will be sent using the information about the number of pieces
necessary and nwnber of devices targeted and considering
also how many devices can be bundled together in a single
email. Further, at 1890, the mail processor may calculate,
given the number of available parallel delivery processes
(buckets), how mamy emails to put to each bucket 1o distribute
the load evenly across them. Control may then proceed to
1892, at which the mail processor may generate headers for
each outgoing email (put the sarne number of emails into each
bucket)yusing the list of devices, bundle devices with the same
email domain (destination server) together to mimmize the
number of outgoing connections, link the body of the email
generated above with this header (note that each body is
shared by many headers thus making this process more effi-
cient) and, after both header and body of the message is
creafed, providing the email ready to be fetched by the deliv-
ery daemion. For each bucket, there may be several delivery
daemons that are monitoring the bucket locking for any new
messages submitted there for delivery. When these daemons
find any such message, they identify the recipients and initiate
SMTP connections with the destination servers. Contol may
then proceed to 1894, at which a method may include repeat-
ing 1884 through 1894 until messages for all devices have
been delivered.

Furthermore, at least one embodiment may inchide a
response bandling method for tracking responses to delivered
messages following message transfer and delivery as shown
and described with respect to FIGS. 18a-c above. In particu-
lar, FIG. 19 is a flow chart of a method 1900 of response
tracking in accordance with at least one embodiment. Refer-
ning to FIG. 19, a respense handling method 1900 may com-
mence at 1905. Control may then proceed to 1910, at which
the message engine may receive one or more responses from
user terminals via communication channels (e.g., via email,
via other channels). For each received response, the message
engine may process the response as follows. Contrel may
then proceed to 1915, at which the message engine may
identify the device or user terminal that (he response came
from (sender’s email address, instant megsage client identi-
fier, other IDY). Confrol may then proceed to 1920, at which the
message engine may identify which message or alert this is a
response for (i.e., comelate response with messape/alert).
Control may then proceed to 1925, at which the message
engine may look for this identifier in a device table. If found,
the messageengine may detenmine thatthis message is a valid
response from a device that received the alert. If not found, the
message engine may determine that (he response came back
from an unknown sender. This may occur, for example, due to
the message or alert having been sent fo an invalid destination
and this is a bounced message {e.g., sent by a remote server
telbng the messaping subsystem the destination (email
account, cell phone, etc.) doesn’t exist). In both cases, control
may then proceed to 1930 at which the message engine may
store the response in a response log for the given message or
alert but mark the response as either identified or other. Con-
tro! may then proceed to 1935 if the respoose is identified, at
which the message epgine may mark the cwner of the device
as a person who responded to the message/alert and adjust the
message/alert statistics accordingly. Control may then pro-
ceed to 1940, at which if the sender of this alert requested
responses to be forwarded, the message processor may for-
ward the response to specified destinations at 1945. Countrol
may then proceed to 1950, at which a method may end.
Furthermore, 1n at least one embodiment, an auto-scrubber
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capability may be provided to automatically remove bounced
addresses from reply tracking,

In atJeast one embodiment, the messaging subsystem may
include severnl predafined quick alert messages. Examples of
user selectable icons for exemplary guick alerts is shown in
FIG. 10. Referming to FIG. 10, quick alerts may include Bie
Atrack, Dirty Bomb, Barthquake, and Mass Casualty Inci-
dent, as a minimum. In an embodiment, an administrative
user may initiate a quick alert by selecting an icon corre-
sponding to the desired quick alert message by, for example,
clicking on the icon with a computer mouse. Upon adminis-
trative vser selection of a quick alert message, the messaging
subsystem 101 may retrieve predefined alert message text
from a database, assemble one or more gateway alert mes-
sages as specified in the database, and transfer the gateway
alert message(s) to a predefined set of communication gate-
ways, with no further user involvement. In an embodiment, in
order to send a quick alert, no PIN code may be required.

In at least one embodiment, users may interact with the
messaging subsystem 101 via the web server 302. To access
ihe web server 302, in an embodiment, a user may enter the
URL associated with a web server 302 of the messaging
subsystem 101 into the address Line of a World Wide Web
browser application. Alternatively, a user may select an asso-
ciated hyperlink contained on an interactive page using a
pointing device such as a mouse or via keyboard corumands.
This causes an HTTP-formatted electronic message o be
transmitted to the web server 302 (after Internet domain name
translatton to the proper IP address by an Internet proxy
server) requesiing a FITMI or XML page. In response, the
web server 302 generates and transmits a corresponding inter-
active HTTP-formatted HTML or XML page o the requesl-
ing tenminal, and establishes a session. The HTMI. or XML,
page may include data entry fields in which a user may enter
information such as the client’s identification information,
contact information, etc. The user may enter the prompted
information into the appropriate data entry fields of the
HTML or XML page and cause the terminal to transmit the
entered information via interactive HTML. or XML page 0
the web server 302. In response to receiving the user trans-
milted page populated with user provided information, the
web server 302 may validate the received information by
comparing the information received to corresponding stored
data. This validation may be requested by the web server 302
to be performed by a database server by executing one or
more validation scripts. Ifthe database server 302 determines
that the information is wvalid, or in response to an entry
request, then the weh server 302 may generate and transmit a
report page to a terminal. In this way, page content for pages
provided by the web server 302 may be dynamic, while page
frames may be statically defined. The dynamic and static
mformation may be included in a database.

Thus, the systems and methods of the embodiments
described herein may provide to emergency management
agencies, first responders, government, near government and
educational organizations and businesses the ability fo com-
municate to large groups of individuals quickly and reliably
when other menaps of communication such as, for example,
Jand voice lines, cell voice comumunication, corporate e-mail
are down or otherwise not available. In particular, such
embodiments may provide the capability for individuals and
groups to be notified of emerpency sitmations through the
delivery of text messages. Such messages may also describe
the nature of the emerpency, recommend next steps, and
provide situation updates. Furthermore, the systems and
methods may also be used for non-emergency daily commu-
nication to reach large numbers of users. In addition, the
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systerns and methods may inchude multiple interconnected
messaging subsystems in a message processing network in
which autherized senders of one messaging subsystem at a
first messaging center can send alerts and notifications to
users other messaging subsystems al other messaging cen-
ters.
While embodimenis of the invention have been described
above, it is evident that many alternatives, modifications and
variations will be apparent ic those skilled in the art. Accord-
ingly. the embodiments of the imvention, as set forth above,
are intended o be illustrative, and should not be construed as
limitations on the scope of the invention. Various changes
may be made without deparfing from the spint and scope of
the invention. Accordingly, the scope of the present invention
should be determined not by the embodiments illustrated
above, but by the claimy appended hereto and their legal
equivalents.

We claim:
1. A communication method comprising;
registering a plurality of users for receiving messages;
determiming, i response 1o receiving a first message from
at least one alert originator, one or more user terminals 1o
receive a second message corresponding to the received
first message, each of the one or more user terminals
being associated with at least one registered user;
converting the first message to one or more gateway mes-
sages; and
transferring each of the one or more gateway messages to
one or more corresponding commumication gateways
for distdbution of the second message by the one or
more communication gateways to each of the registered
users assoclated with al least one message group,
wherein the transfer is performed using a non-voice
channel;
wherein converting farther comprises reformatting, for
each of the one or more gateway messages, the first
message received from the alert originator 1o a format in
which the communication gateway associated with the
gateway message will accept and perform operations in
response to the incoming gateway message and forming
an address foreach of the one or more gateway messages
to include the domain name information associated with
the communication gateway or the nser identification
information associated with the repistered user receiv-
ing the second message.
2. The communication method of claim 1, in which the
registering further comprises:
categorizing each registered user according to one of an
adminisirator, a manager, and a nop-originating user;
collecting information from each user in response to ques-
tions defined by an administraior associated with the
message group; and
storing the collected user information in 2 database.
3. The cammunication method of claim 2, in which the
determining further comprises:
analyzing the collected user information [or the presence
of one or more particular informational items based cn
criteria selected by the at least one alert criginator, and
selecting the group of user terminals based on the users
associated with the user ierminals whose user informa-
fion matches the criteria specified in the analyzing
4. The communication method of claim 1, wherein at least
one of the communication gateways requires a different for-
mat for the received gateway message than the format for
gateway messages for every other communication gateway.
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5. The communication method of claim 1, in which at least
one communication gateway is associated with wireless ser-
vice provider.

6. The communication method of claim 1, in which the
transferring further comprises prioritizing the order in which
each gateway message is transferred according to communi-
cation gaieway characteristics.

7. The communication method of claim 6. in which the
galeway characteristics include at least one of a common
domain name and a particular communications medinm.

8. The communmication method of claim 1, in which the
elapsed time from the first message being initiated by the alert
originator to the time that at least one intended user terminal
Teceives a corresponding second megsage s within two sec-
onds.

9. The communicaticn method of claim 1. in which the
nen-voice channel is a data channel.

10. The communication method of claim 1, in which the
non-voice channel is a control channel.

11. The communication method of claim 1, further com-
prising tracking replies received from the registered users via
the communication gateway confirming at least user terminal
receipt of the second message.

12. A communication system comprising:

a first messaging subsystem which may be coupled to an
alert originator and to one or more commupication gate-
ways, wherein each of the gateways is also coupled to at
least one user terminal, and wherein the first messaping
subsysiem associates a unique set of message param-
eters with each of the communication gateways:

wherein the first messaging subsystem is configured to
transmil at Jeasi one gateway message (o a plurality of
the user terminals via the ane or more communication
pateways, in accordance with each set of the unique
message parameters for each communication gateway,
upon receiving a first message from the alert originator,

wherein the first messaging subsystem is configured to
reformat, for each of the one or more gateway messages,
the first message received from the alert originator to a
format in which the communication gateway associated
with the gateway message will accept and perform
operations in response to the incoming gateway mes-
sage; and

wherein the first messaging subsystem is configured to
form an address for each of the one or more gateway
messages 1o include the domain name information asso-
ciated with the communication gateway or the useriden-
tification information associated with the registered user
receiving the second message.

13. The communication system of claim 12, wherein the
first messaging subsystem includes at Jeast one message
engine.

14. The communication systern of claim 13, wherein the
messaging subsystem incledes at least one web server and a
database coupled to the at least one messaging engine.

15. The commnunication system of claim 12, wherein the
messaging subsystem further inclodes user information col-
lecting means for obtaining a plurality of informaticnal items
for each user, wherein the nser information collecting means
is configured to collect each of a set of informational items
defined by an administrator.

16. The communication system of claim 12, wherein each
of the user terminals is associated with at least one message
gronp and in which each of the user terminals associated with
cach message group is further associated with one of an
administrator, 2 manager, and a non-originating user for the
message group.
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17. The communication system of claim 12, in which the
clapscd time from the first message being initiated by the alert
originator to the time that at least one intended user terminal
receives a corresponding second message is within two sec-
onds. :

18. The communication system of claim 12, farther com-
prising at least a second messaging subsystem coupled to the

32
first messaging subsystem, wherein the first and second mes-
saging subsystems are configured to provide message trans-
fers between the user terminals of a first message group and
the user terminals of a second message group.



