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DYNAMIC DISTRIBUTED DATA SYSTEM
AND METHOD

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 09/972,831, entitled “Dynamic Distributed
Data System And Method”, filed Oct. 5, 2001, now U.S. Pat.
No. 6,631,449 and claims priority from U.S. Provisional
application entitled Extending Snoopy Cache Consistency to
Networks, Ser. No. 60/238,774 filed on Oct. 5, 2000, the
specification of which is herein incorporated by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates generally to systems and methods
for maintaining storage object consistency across distributed
storage networks and more particularly to a dynamic dis-
tributed data system and method which provides for mini-
mized latency, reduced complexity and is extensible, scal-
able and isotropic.

2. Background of the Invention

Processors in a multiprocessor configuration are conven-
tionally designed with a cache. A cache is a type of memory
that is smaller and faster than other memory types. Caches
are used by processors to store data retrieved from main
memory. When a processor requests data and the data is not
in its cache, the main memory supplies the data and a copy
is then stored in the processor cache. A subsequent request
from the processor for the same data results in the cache
providing the data instead of the main memory because the
cache is faster.

Since each processor has a cache with its own copy of
data, data inconsistencies can result. For example, consider
two processors A and B, each with caches with the same
data. If processor A updates its cache data while processor
B does not, then A and B have caches with inconsistent data.
Furthermore, computations by B using its cached data will
result in other data inconsistencies. The inconsistent data
between caches is called the cache coherence problem.

The cache coherence problem exists at all levels in a
computer memory hierarchy such as in multiple levels of
caches, main memory, and secondary and tertiary storage
(typically disks and tapes).

Prior solutions to the cache coherence problem typically
fall into two categories. One known solution is the snoopy
cache coherence protocol. In accordance with the snoopy
cache coherence protocol, each processor “snoops” or
eavesdrops on a shared interconnect, such as a bus or ring,
to check if data blocks shared with other caches have been
changed or modified, for example. If a snooping processor
discovers that its copy of data is out-of-date, then the
snooping processor will invalidate its data to force a fetch of
the data from the memory or another cache on a subsequent
data request. A typical snoopy cache coherence protocol
solution includes the MOESI model as is well known in the
art.

A uniquely identified data block 100 is identified with an
address tag 105 as shown in FIG. 1. In accordance with the
MOESI model, a valid bit 110 indicates the state of data
block 100 in the cache of the snooping processor. Such states
include valid and invalid states. Other state bits such as an
owned bit 120 and a shared bit 130 are conventionally used
to represent states of data block 100. Owned bit 120 is used
to indicate ownership, that is, permission to write, of the data
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block 100. Shared bit 130 is used to indicate that the data
block 100 is shared, that is, other caches have a copy.

The three state bits including the valid bit 110, the owned
bit 120, and the shared bit 130 yield eight possible states.
The MOESI model includes a modified (M) state, an owned
(O) state, an exclusive (E) state, a shared (S) state, and an
invalid (I) state. These state bits define whether cache data
has been modified, is owned, is exclusive, is shared, or has
invalid data. The other three possible states are not defined
in a standard MOESI implementation.

While the snoopy cache coherence protocol has been used
in a system of connected processors on a shared
interconnect, performance is typically limited to an optimum
number of processors connected to the shared interconnect.
The optimum number of processors is determined by the
traffic handling capabilities of the shared interconnect. Thus
the snoopy protocol is not scalable to arbitrarily large
systems of connected processors. Additionally, the snoopy
protocol is not extensible without modifying existing
resources, because a solution to the scalability problem
includes changing the bandwidth of the shared interconnect.

A second known solution to the cache coherence problem
includes a directory-based cache coherence protocol. In the
directory-based cache coherence protocol, a processor per-
forms a table lookup in a directory when data in its cache is.
to be updated. Typically, the directory stores a table of cache
locations that contain the same data block as the data block
to be updated by the requesting processor. Data inconsis-
tency arises because the data update may cause data stored
in other caches or memory to become inconsistent. To
resolve this, the other caches are notified of the impending
data update and those copies are invalidated. Then the
requesting processor can safely perform the data update.

A directory-based scheme is not scalable or extensible,
since each cache needs to keep a directory entry for other
interested caches in the system and as new caches are added,
the existing tables must be expanded. Additionally, table
lookups require more time as more processors are added to
the system because added table entries for the added pro-
cessors must also be checked. This increased lookup time
leads to increased latency throughout the system thereby
limiting the effectiveness of the directory-based cache
coherence protocol. The directory-based cache coherence
protocol also requires increased memory for the directory
(which can be distributed) as the system of connected
Processors grows.

A generalization of a coherent cache system where the
system contains only cache memories and discards the
requirement for main memory by requiring at least one of
the caches to keep data persistent is called a “main-
memoryless” system or a “cache only memory architecture”
(COMA).

When a system of storage elements, computer memory,
disk devices, network switches, routers, or other computing
system devices are networked together (hereinafter network
of attached devices), a data inconsistency problem similar to
the cache coherence problem results. Regardless of the
extent of the network, common data residing on any device
on the network can become inconsistent.

Additionally, the network of attached devices typically
includes devices from various manufacturers, each of which
implements and configures its devices differently. This leads
to great complexity and extremely high costs in administer-
ing the network of attached devices. Adding a new device to
the network of attached devices increases the complexity of
the network of attached devices by requiring increased
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administration. The administration cost increases with
increasing complexity because human capacity is finite and
more personnel are required for the administration of each
new device. This problem can be mitigated if the network is
made isotropic, that is, the ability of the network to look the
same to any attached device looking into the network from
any direction. In such manner a single administrator with
finite capacity can administer an indefinite size network of
attached devices.

What is needed therefore is a system and method for
maintaining data consistency which provides for minimized
latency, reduced complexity and is extensible, scalable, and
isotropic.

SUMMARY OF THE INVENTION

The invention provides a dynamic distributed data system
and method which includes at least one migratable reposi-
tary of last resort (RLR). The RLR provides a facility for
storing a last or only remaining data replica that may not be
deleated. In this manner the RLR ensures the persistence of
the data replica. the process of the invention monitors data
requests to the RLR and determines whether to migrate the
RLR to a requesting node.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a data block and associated
state bits;

FIG. 2 is a block diagram of a system architecture in
which the invention is practiced;

FIG. 3 is ablock diagram of a node in accordance with the
invention;

FIG. 4 is a block diagram illustrating a Routing Table in
accordance with one embodiment of the invention;

FIG. 5 is a block diagram illustrating an alternative
Routing Table in accordance with an alternative embodi-
ment of the invention;

FIG. 6 is a diagram illustrating a spanning tree; and

FIG. 7 is a flow diagram illustrating the method of the
invention.

DETAILED DESCRIPTION OF THE
INVENTION

The system and method of the invention maintain storage
object consistency in a network while providing for
extensibility, scalability, and minimized latency. The inven-
tion integrates aspects of the snoopy protocol with aspects of
the directory-based protocol and extends an integrated pro-
tocol to arbitrary network topologies. Further a facility
known as a Repository of Last Resort (RLR) enables per-
sistence as described herein.

The invention can be implemented using any known
communication paths such as busses, rings, point-to-point
links, virtual channels including Fibre Channel, TCP/IP
packet-switched networks including Asynchronous Transfer
Mode (ATM), and cellular packet radio. The efficiency of the
snoopy protocol is combined with the distribution capability
of the directory-based protocol thereby providing for a
system that is both extensible and scalable.

The snoopy protocol is used over a dynamically created
and maintained tree of interested nodes. The architecture
operates-in a manner-somewhat similar to cellular automata,
where each node knows only about its own storage objects
and its connections to its neighbors. This results in reduced
complexity for deployment, administration, and operation of
dynamic distributed data systems.
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Further, such a peer to peer or decentralized nature of the
integrated protocol of the invention reduces the complexity
of implementing the integrated protocol by allowing every
node in the system to be viewed isotropically. In this manner
nodes can be added to the system indefinitely without further
need for administration except for physically installing the
node.

The invention may be practiced in a system architecture
as illustrated in FIG. 2 including such items as a plurality of
nodes 210, shared interconnects 220, links 230, clusters 240,
compound clusters 250, and super-clusters 260.

Nodes 210 typically include at least a processor 310, a
storage 320 such as memory or disk, and one or more
network interfaces 330 as illustrated in FIG. 3. Nodes 210
(FIG. 2) are connected to each other by network connections
or links 220 forming a cluster 240. Network connections 220
typically include communication paths such as networks,
sub-networks, busses, rings, and cellular packet radio.

Point-to-point links 230 can also provide communication
between nodes 210 rather than network connections 220.
Examples of point-to-point links include virtual channels
such as Fibre Channel, TCP/IP and packet-switched net-
works.

As will be appreciated by one skilled in the art upon
having read the detailed description herein, clusters 240,
compound clusters 250, and super-clusters 260 can each be
viewed as a node 210. As such, references hereinafter to
node 210 include those logical constructs. Furthermore, in
accordance with the invention, all nodes 210 behave the
same and no node 210 requires human intervention.

Viewing a node at the compound cluster 250 level, the
eavesdropping nature of the snoopy protocol on the network
connection 220 allows for local broadcasts within the node
comprising compound cluster 250. Thus, within the node
comprising compound cluster 250, snoopy protocols are
used in the invention to maintain data consistency in their
typical expression.

Between nodes 210, broadcasts can saturate the network
connection 220. Therefore multicast operations, which
include messages to a subset of a broadcast group, are used
in structures larger than the available bandwidth can support.
Such multicast operations include partite addressing. In
partite addressing, all destinations are grouped into parti-
tions within which network connections 220 can provide
local broadcasts. When using partite addressing, communi-
cation begins at an originating node 210 and at a maximum,
traverses one communication path to each node 210 in the
compound cluster 250.

Multicast operations can also be implemented using tree
forwarding. In tree forwarding, communication begins at an
originating node 210 and traverses a spanning tree to each
node 210 in a communication path. The spanning tree is
defined by a set of communication links defining a commu-
nication path between multiple nodes 210 that does not
include loops or cycles. An example of such loops or cycles
includes a communication path that originates and ends at
the same node without using the same communication path.

The integrated protocol utilizes a facility called the
repository of last resort (RLR). The RLR provides a facility
for storing a last or only remaining copy of a data replica that
may not be deleted. In this manner the RLR ensures the
persistence of the data replica.

FIG. 2 shows RLR 280 in a first node 210. In accordance
with one embodiment of the invention, RLR 280 may
migrate from the first node 210 to another node 210.

The RLR 280 may end its life by an explicit instruction to
delete the data by an owner who has the authority, by
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migration to another physical location in another node 210,
or by transfer of ownership through some input/output
device to another storage system not participating in the
system.

Every node 210 has an associated Routing Table. The
Routing Table provides a forward path, that is, a path for
transactions destined to the RLR 280 to use. Such transac-
tions include data consistency related messages between all
of the nodes 210. Such transactions also include flush
operations by nodes 210 which no longer have space to
retain modified data. Such transactions further include a
request ownership transaction and a response transaction as
further described herein.

The Routing Table provides a pointer indicating a direc-
tion to the RLR 280. As such, in terms of network topology,
each node 210 knows only about itself and its neighbors.

FIG. 4 shows a storage object 410 having a name tag 420
and associated state bits 440 (ownership pointer), 450
(shared direction bits), and 460 (RLR pointer) for the
Routing Table. Storage objects include any consistent stor-
age entity such as a file, a block or an extent which may need
to be updated atomically. Routing Table bits 460 show a
Routing Table with a single RLR. The Routing Table bits
460 define four (2°=4) possible directions, or forward paths,
to RLR 280. Those skilled in the art will appreciate that any
number of Routing Table bits 460 can be used as needed to
define any number of directions. Additional sets of Routing
Table bits 460 can be used to point to additional RLRs 280.

FIG. 5 shows a storage object 510 having a name tag 520
and associated state bits 530, 540, 550, and 560 for each
entry in the Routing Table. The Routing Table stores mul-
tiple RLR pointers 560 for each RLR required per storage
object entry in the Routing Table.

The Routing Table includes both a direction of shared
copies (four are shown corresponding to up to four links to
other nodes 210) and a direction of a unique. owner using
shared bits 450 and owned bits 440 (FIG. 4) respectively.
The valid bit 530, together with the owned bits 540 and
shared bits 550 implement the MOESI state bits for the
cache coherence protocol.

With continued reference to FIG. 5, a channel ID, such as
an IP address (not shown), for each path, used for network
routing, is stored in a pointer field 570. Pointer field 570 can
represent any number of links to neighbor nodes 210. The
owned bits 540 correspond to one of the directions (or itself
if zero, indicating that this node is the onwer), indicating
which path (pointer field 570) leads to the currently owned
copy of the data (which is an exclusive property in the
MOESI model).

The shared bits 550 indicate which of the directions lead
to a shared copy of the data, that is for example, zero
indicates that the data is not shared in that direction and one
indicates that the data is shared in that direction.

In the network of attached devices, basic mechanisms are
required to manage the resources of the network. Publish,
unpublish, subscribe, and unsubscribe form such basic
mechanisms for the management of resources according to
the invention. These mechanisms provide a means of man-
aging operations such as initial configuration and reconfigu-
ration of network resources.

Publish includes a process used by RLR 280 to announce
the availability of a storage object to the network of attached
devices. When storage objects are published, a spanning tree
(not shown) is constructed for performing the multicast
operations of the invention. Spanning trees may be con-
structed using any well known algorithm. Each node 210
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maintains a direction or forward path for all published
resources in the associated Routing Table. By following the
reverse path, the spanning tree is traversed to the published
resources.

Subscribe includes a process used by nodes 210 to request
access to a published storage object. The subscription pro-
cess traverses the spanning tree to the RLR 280 using the
associated Routing Tables for each node 210 that it
traverses. The RLR 280 then validates the request and
provides acknowledgement to the requesting node 210.
Once the node 210 has subscribed to a storage object, the
node 210 is free to access the closest available copy in the
spanning tree and cache a copy.

Unpublish includes a process used by RLR 280 to recall
publication of a storage object and deconstruct the associ-
ated spanning tree. Unsubscribe includes a process of revok-
ing access rights to a subscribed storage object. The nodes
210 with shared copies of that storage object respond with
acknowledgment of the unsubscribe process, and cease
access to the storage object.

In accordance with the invention, multicasts over the
physical or virtual paths within the network use a situational
combination of multicast methods including partite
addressing, tree forwarding, and snoopy protocols and
locally limited broadcasts within nodes 210 connected to a
shared interconnect, such as a subnet.

With reference to FIG. 6, an exemplary system in accor-
dance with the invention is shown including a plurality of
nodes labeled A through Z and spanning tree paths shown as
connecting lines 605, 610, 620, and 630. Nodes A and B
contain the RLRs 680a and 6805 for storage objects 1 and
2 (not shown), respectively.

In the case where a node D requests ownership of storage
object 1, a request ownership transaction is routed along
paths DC and CA to the RLR 680z following the paths
stored in Routing Tables of nodes D and C, respectively.
Node A services the request and issues a response that
progresses to node D via node C, each node caching a copy
as the storage object passes through it. Node A marks the
path state AC as the owner direction using owner bits
440/540 (FIG. 4, FIG. 5) in its associated Routing Table and
node C marks the path state CD as the owner direction using
owner bits 440/540 in its associated Routing Table. Future
transactions are routed toward the owner node D rather than
the RLR 680a. If node C now receives a request transaction
for storage object 1 (e.g., from the direction of node B, E, or
F), the request will be routed down the owner path CD rather
than the RLR path CA to ensure that the latest version of the
data is obtained.

In another aspect, the system and method of the invention
include a combination of transactions that share the same
path. For example with continued reference to FIG. 6, nodes
P and Q could concurrently request a copy of storage object
1. The transactions are routed along paths PM and QM
respectively toward RLR 680a. The requests are combined
into a single request (within a request-response time
interval) where they meet, at node M, and are passed along
path MD to the owner node D. If the requests are not
received by node M concurrently, the second received
transaction need not be sent from node M to node D since
the first transaction for storage object 1 is already outstand-
ing. The response from node D progresses along path DM to
node M, where it is split into two responses, one for each of
the two requests, one to node P and one to node Q.

In accordance with the invention, transactions for storage
object 1 need not progress all the way to RLR 680a that
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contains a valid copy of storage object 1. For example, in the
case where node D is the owner of storage object 1 and
nodes P and Q have a copy, then a request for storage object
1 by node R will be routed toward the RLR 680a along path
RQ. Since node Q has a copy of storage object 1, it will
supply the data to node R and mark path QR as a sharing
path in the node Q associated Routing Table. Nodes D, P, Q,
M, and R now form a multicast group for storage object 1.

In accordance with the invention, multicast group routing
information is distributed in the network as routing and state
information at each node 210. As a response transaction
progresses away from the RLR 280 or owner, following the
reverse path, each node 210 updates the state of the local
links in its subtree. Reverse path state and routing informa-
tion is used for multicast operations.

For example, in a case where node D decides to update
storage object I the transaction is routed along path DM,
which is marked as a sharing path in node D. Similarly, the
transaction is routed along paths MP, MQ, and QR.

With continued reference to FIG. 6, lines 610 include
dormant paths, that is, paths for which a connecting node
possesses no data information. However in accordance with
the invention, all nodes 210 possess the name tag 420/520
along with a Routing Table entry of each storage object,
which is a means by which any node can gain access to the
storage object. As each storage object is created, the name
tag 420/520 is published.

When a transaction is generated by a node) and all paths
are dormant for that storage object, the transaction is routed
in the direction as specified by the owner direction in the
associated Routing Tables of each node.

Lines designated 620 include active paths, that is, ones for
which routing as well as data exists in a connecting node
Routing Table, but the data may not be valid. Lines desig-
nated 630 include live paths, that is, ones for which valid
routing and valid data exists in connecting Routing Table
and to which updates should be applied if changes are made
to the storage object. Consistency threatening transactions
must traverse all live path lines 630 but need not traverse
active path lines 620 and dormant path lines 610. For
example, an invalidate message generated in sub-tree D, M,
P, Q, and R for storage object 1 need not progress beyond
node D since path DC does not connect to nodes which are
actively sharing that storage object.

With reference to FIG. 7, the method 700 of the invention
includes a step 710 in which data requests to the RLR 280
are monitored. In a step 720, a decision is made whether to
migrate the RLR 280. If the RLR 280 is not migrated, the
process returns. to step 710. If, on the other hand, a decision
is made to migrate the RLR 280 in step 720, then in a step
730 the RLR 280 is migrated and in a step 740 the RLR state
bits in the subtree of the node to which the RLR 280 is
migrated are updated.

In one embodiment of the method 700 of the invention,
the determination made in step 720 includes whether the
data is the least recently used (LRU) data. In a case where
the data is the LRU data, then the RLR 280 is migrated in
step 730 to node 210 where the data has been more recently
used.

In another embodiment of the invention, an administrator
determines in step 720 whether to migrate the RLR 280.
Such a determination is made based upon criteria such as the
level of activity in an area of the network including the RLR
280.

Several embodiments are specifically illustrated and/or
described herein. However, it will be appreciated that modi-
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fications and variations are covered by the above teachings
and within the scope of the appended claims without depart-
ing from the spirit and intended scope thereof.

What is claimed is:

1. A system comprising:

a plurality of connected nodes; and

a storage object,

wherein each node of the plurality of connected nodes is

configured to maintain a storage object routing table;
wherein a first node of the plurality of connected nodes is
further configured to:
identify one or more neighbor nodes of the first node;
send a message to each neighbor node of the one or
more neighbor nodes, indicative of an availability of
the storage object at the first node; and

wherein each neighbor node of the one or more neighbor

nodes is further configured to:

create an entry for the storage object within a storage
object routing table at the neighbor node in response
to the message;

store an indication of a path to the first node within the
entry.

2. The system as recited in claim 1, wherein the message
is sent during a publish process for the storage object.

3. The system as recited in claim 1, wherein the one or
more neighbor nodes are selected by the first node from a
spanning tree for the plurality of connected nodes.

4. The system as recited in claim 3, wherein the plurality
of connected nodes comprise three or more connected nodes,
wherein each neighbor node of the one or more neighbor
nodes is further configured to propagate a message indica-
tive of the availability of the storage object to an additional
node selected from the spanning tree.

5. The system as recited in claim 1, wherein the first node
is a repository of last resort for the storage object.

6. The system as recited in claim 1, wherein the storage
object is a file.

7. The system as recited in claim 1, wherein the storage
object is an extent.

8. The system as recited in claim 1, wherein the storage
object is a data block.

9. The system as recited in claim 1, wherein each node of
the plurality of connected nodes comprises a cluster of
connected devices, wherein each device of the cluster of
connected devices includes at least a processor, a disk and a
network interface.

10. The system as recited in claim 1, wherein the message
is sent over a virtual channel.

11. The system as recited in claim 1, wherein the message
is sent over a TCP/IP packet-switched network.

12. The system as recited in claim 1, wherein the message
is sent using partite addressing.

13. The system as recited in claim 1, wherein the message
is sent using a multicast operation.

14. The system as recited in claim 1, further comprising
a plurality of additional storage objects, wherein the storage
object routing table at each node of the plurality of con-
nected nodes includes a plurality of entries, and wherein
each entry of the plurality of entries includes an indication
of a path towards a repository of last resort for a corre-
sponding storage object.

15. The system as recited in claim 14, wherein each entry
of the plurality of entries includes an indication of a path
towards a shared copy of the corresponding storage object.

16. The system as recited in claim 14, wherein each entry
of the plurality of entries includes an indication of a path
towards an exclusive owner of the corresponding storage
object.
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17. The system as recited in claim 14, wherein each entry
of the plurality of entries includes an indication of a validity
of a cached copy of the corresponding storage object.

18. A method comprising:

maintaining a storage object routing table at each node of
a plurality of connected nodes;

identifying one or more neighbor nodes of a first node of
the plurality of connected nodes;

sending a message to each neighbor node of the one or
more neighbor nodes from the first node, indicative of
an availability of the storage object at the first node;

creating an entry for the storage object within a storage
object routing table at each neighbor node of the one or
more neighbor nodes; and

storing an indication of a path to the first node within the

entry.

19. The method as recited in claim 18, wherein the
message is sent as part of a publish process for the storage
object.

20. The method as recited in claim 18, wherein the one or
more neighbor nodes are selected by the first node from a
spanning tree for the plurality of connected nodes.

21. The method as recited in claim 18, wherein the first
node is a repository of last resort for the storage object.

22. The method as recited in claim 18, wherein the storage
object is a file.

23. The method as recited in claim 18, wherein the storage
object is an extent.

24. The method as recited in claim 18, wherein the storage
object is a data block.
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25. The method as recited in claim 18, wherein each node
of the plurality of connected nodes comprises a cluster of
connected devices, wherein each device of the cluster of
connected devices includes at least a processor, a disk and a
network interface.

26. The method as recited in claim 18, wherein the
message is sent over a virtual channel.

27. The method as recited in claim 18, wherein the
message is sent over a TCP/IP packet-switched network.

28. The method as recited in claim 18, wherein the
message is sent using partite addressing.

29. The method as recited in claim 18, wherein the storage
object routing table at each node of the plurality of con-
nected nodes includes a plurality of entries, and wherein
each entry of the plurality of entries includes an indication
of a path towards a repository of last resort for a corre-
sponding storage object.

30. The method as recited in claim 29, wherein each entry
of the plurality of entries includes an indication of a path
towards a shared copy of the corresponding storage object.

31. The method as recited in claim 29, wherein each entry
of the plurality of entries include an indication of a path
towards an exclusive owner of the corresponding storage
object.

32. The method as recited in claim 29, wherein each entry
of the plurality of entries include an indication of a validity
of a cached copy of the corresponding storage object.

* #* #* #* #*



