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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MICHAEL SUSSMAN,

Plaintiff,

V. Civil Case No. 03-610 (HHK)

UNITED STATES MARSHALS
SERVICE,

Defendant.

MEMORANDUM OPINION

Introduction.

Plaintiff, Michael Sussman, brings thisiao under the Freedom of Information Act
(FOIA), 5 U.S.C. § 552, and Privacy Act, 5 U.S§552a, against Defendant, the United States
Marshals Service (USMS), allegy that Defendant violatedelOIA by improperly withholding
requested records about Plaintiff and thatendant violated the Privacy Act by making
improper disclosures of records about Plaintiffiiod parties without proper accounting. The
Court has summarily adjudicated most of thelaems in favor of Defendant in decisions on
earlier motions for summary judgment; all thatain are part of Count I—the FOIA claim—
and Counts Il and VIl—the Privadict claims. Presently befe the Court are Defendant’s
motion for summary judgment on all remainirguats and Plaintiff’'s cross-motion for partial
summary judgment on Count Ill. Defendant’'s motiah be granted in part as to Counts | and

Il but will be denied in part as to CountlV Plaintiff’'s cross-motion will be denied.
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Il. Background.

In his amended complaint, Plaintiffeges 16 counts of FOIA and Privacy Act
violations. Seelst Am. Compl., ECF No..7In August 2004, the Court summarily adjudicated
Counts IV through XVI in favor of Defendant in August 20@eeMem. Op., ECF No. 33. In
October 2005, the Court summarilyjadicated all remaining claims also in favor of Defendant.
See Sussman v. USM®. 03-cv-610, 2005 WL 3213912 (D.D.Oct. 13, 2005). Plaintiff
appealed those decisions and in July 2007, thet@f Appeals for the District of Columbia
Circuit affirmed part of this Court’s decisi@md vacated and remanded the remainder for further
proceedings.See Sussman v. USM94 F.3d 1106, 1124 (D.C. Cir. 2007). In September 2009,
the Court denied cross-motions for summary judgm&ee Sussman v. USM®. 03-cv-610,
657 F. Supp. 2d 25 (D.D.C. 2009). Most recenthSaptember 2010, the Court granted in part
and denied in part another of Defantls motions for summary judgmerseeSussman v.

USMS 734 F. Supp. 2d 138 (D.D.C. 2010).

Those opinions lay out the history of thiseawhich the Court will not belabor here.
Suffice it to say that Plaintiff seeks, pursttmFOIA and the Privacy Act, records in
Defendant’s possession relatingotoreferencing himsél Defendant has documents pertaining
to Plaintiff because it conducted a threat invesiigeof Plaintiff after hesent a letter to the
home of a federal judge. Idldition, some materials responsivePiaintiff's requet appear in
records regarding an individual named Keith Malkdvho was a businesssaciate of Plaintiff
and who may have used Plaintiff's name as ars aiéaintiff also bringslaims for violation of
the Privacy Act’s prohibition o@efendant’s disclosing infornian about Plaintiff to third

parties and the Privacy Act’s requirenhémat disclosures be accounted for.



All that remains live in this case is part@bunt I, which seeks disclosure of records
under the FOIA; Count Ill, which seeks dagea under the Privacy Act based alleged
disclosures of information aboBtaintiff by Defendant to the Beral Bureau of Investigation
(FBI); and Count VII, which seeks damages urnttlerPrivacy Act based on alleged disclosures
of information about Plaintiff by Defendant to mbers of the public atRlaintiff's news shop.
Seelst Am. Compl. 1 5-12, 22-31, 83-99. Defendamt moves for summary judgment on
those remaining counts. Def.’s 3driReved Mot. for Summ. J., ECF No. 1@&eDef.’s Mem.
in Supp. of 3d Renewed Mot. for Summ. J., EGF N)4 [hereinafter Def.’Mlem.]. Plaintiff
concedes Count |, opposes Defendant’s motidn &ounts Il and VII, and cross-moves for
partial summary judgment on Count Ill. Pl.dlael Sussman’s Mot. for Partial Summ. J., ECF
No. 105;seePIl. Michael Sussman’s Mem. of L. iuf. of his Mot. for Partial Summ. J., ECF
No. 105 [hereinafter Pl.’s Opp’'n & Ment].

lll.  Legal Standard.

A court may grant summary judgment if “the pleadings, depositions, answers to
interrogatories, and admission on fitegether with the affidavit#, any, show that there is no
genuine issue as to any matefait and that the moving partyestitled to [summary] judgment

as a matter of law.’Anderson v. Liberty Lobby, Inel77 U.S. 242, 247-48 (19868ge alsd-ed.

! In his reply to Defendant’s oppositiontits motion for partial summary judgment,
Plaintiff also repeats allegans from Count IV, which seeks damages based on alleged
disclosures of information about Plaintiff Befendant to the Commaodities Futures Trading
Commission. PI. Michael Sussman’s Mem. ofriLReply to Def.’s Opp’n to PI.’s Mot. for
Partial Summ. J. at 5—7, ECF No. 108 [heregrafll.’s Reply]; 1st Am. Compl. 1 32-48. The
Court has previously summarily adjudicated Count 1V in favor of Defendant. Mem. Op. at 9,
ECF No. 33. That adjudication has begrineld by the Court of AppealSussmam94 F.3d at
1122 (“[SJummary judgment was proper as to Cuit. . ..”). Those disclosures are
therefore no longer at issue in this case will not be revisited in this decisiorsee Indep.
Petroleum Ass’n of Am. v. Babbi@35 F.3d 588, 596—-97 (D.C. Cir. 2001) (quotBrgygs V.
Penn. R.R. Cp334 U.S. 304, 306 (1948)) (“Under the matedaile, ‘an inferior court has no
power or authority to deviate from the nakate issued by an appellate court.™).



R. Civ. P. 56(c). Only facts which, if dispdté‘'might affect the outcome of the suit under the
governing law” prevent the couroim granting summary judgmenAnderson477 U.S. at 248.
Similarly, disputes over “irrelevant or unnesary/” facts should not be considerdd. A
“genuine” issue is one in which the evidence ishstinat a reasonable faotder could return a
verdict for the nonmovantSee i¢dsee also Scott v. Harti®50 U.S. 372, 380 (200Htolcomb
v. Powel] 433 F.3d 889, 895 (D.C. Cir. 2006).

When considering a motion for summaguggment, evidence presented by the non-
movant is to be believed antl jaistifiable inferencesre to be drawn in the nonmovant’s favor.
See Andersqrl77 U.S. at 255Adickes v. S.H. Kress & C&98 U.S. 144, 158-59 (1970). The
nonmovant must provide more than mere allegatior denials, but stead must support his
assertions with affidavits, declarations, or otb@mpetent evidence that set forth specific facts
that show there is a genuine bliaissue. Fed. R. Civ. P. 56(sge also Celotex Corp. v. Catrett
417 U.S. 317, 324. The nonmovant must provide evidence that would permit a reasonable fact-
finder to find in his favor.See Arrington v. U.S473 F.3d 329, 333 (D.C. Cir. 2006). If a

nonmovant'’s allegations are “merely coloralde™not significantly probative,” summary
judgment may be granted\nderson477 U.S. at 249-50. The nonmovant must have more than
a “scintilla of evidence in support ofiffj position” to avoid summary judgmenid. at 252;see
also Freedman v. MCI Telecommc’'ns Cogb5 F.3d 840, 845 (D.C. Cir. 2001).

In accordance with the Local Civil Rulestbfs Court, a party moving for summary
judgment must submit a “statement of materiatdas to which the moving party contends there
is no genuine issue.” D.D.CCvR 7(h)(1). The nonmovant reuprovide a “separate concise

statement of genuine issues setting forth all matiacts” as to which the nonmovant contends

litigation is necessaryld. When considering a motion feummary judgment, the court may



consider the facts set forth in the moving party’s statement of material facts to be admitted,
unless controverted in the nonmovarstatement of genuine issudd.; see alsdHopkins v.
Women'’s Div., Gen. Bd. of Global Ministrj&84 F. Supp. 2d 15, 25 (D.D.C. 2003).

IV.  Analysis.

As to Count I, Defendant claims to havéeesed information previously withheld and
Plaintiff concedes that the FOI@laims are no longer at issuBefendant’s motion for summary
judgment will therefore be granted as to Count I.

As to Count Ill, Defendant argues that ithist required to account for disclosures made
between the USMS and the FBI because thepreesingular agency: thi@epartment of Justice
(DOJ). The Court finds that although theMS and the FBI may be considered separate
agencies under the Privacy Act for certaingases, they may also be considered mere
components of a singular agency—DOJ—for the pwpads intra-agency gclosures. Because
there is a need-to-know exceptimnthe prohibition on intra-agency disclosures and accounting
requirements for such disclosures, Defendant’s motion for summary judgment will be granted as
to Count Il and Plaintiff's cross-motion will be denied.

Finally, as to Count VII, Defendant may beld liable for improper disclosures made
from records containing informati about Plaintiff even if that information was maintained in
the another person’s records. Therefore, Defatisl motion will be denied as to Count VII.

A. Defendant’s Motion Will Be Granted as to Count I.

An agency generally must disclosgyaecords requested under FOIA unless an
exemption or exclusion applieSee§ 552. Plaintiff alleges in Count | of his amended
complaint that Defendant viated that disclosure oblitian by improperly withholding

requested records relagimo Plaintiff. 1st Am. Compl{ 5-12. The Court recently summarily



adjudicated most of that countfenvor of Defendant, but denied summary judgment in part after
finding several improper withholdisgf “redacted information [that] is reasonably segregable
from that to which an exemption appliesSussman734 F. Supp. 2d at 146—-47. The Court
directed Defendant to releathat further segregable information to Plaintitf.

Defendant claims to have released allifartsegregable information to Plaintiff in
compliance with that order. Def.’s Mem. at 2E&f.’s Stmt. of Mateal Facts in Supp. of 2d
Renewed Mot. for Summ. J. § 3, ECF No. 1044¢hefter Def.’s Facts]; 7th Supp. Decl. 1Y 3—4,
ECF No. 104-1 [hereinafter 7th Boeg Decl.]. According to Plaiift, these disclosures “satisfy
Plaintiff's requests” such thattlhe FOIA claims are no longer ssue.” Pl.’'s Opp’n & Mem. at
1 n.1. Plaintiff has therefore conceded that beémt is entitled to summary judgment on Count
l.

B. Defendant’s Motion Will Be Granted as to Count lll and Plaintiff's Cross-
Motion Will Be Denied.

The Privacy Act prohibits agencies fronsclbsing a person’s records to any other
person or agency, with several exceptionserEwhere an exception applies, however, an
agency still must account for a permitted disale—except, among other situations, where the
permitted disclosure is made to a person iratiency that maintains the record disclosed and
that person has a need to know the informatidhénrecord. Plaintiff claims that the USMS
made prohibited disclosures to the FBI ardirbt account for them. Although the USMS and
FBI may themselves be considered agencies,dheglso components of DOJ, which is itself an
agency. It makes sense in this case to aealhether Defendant made improper disclosures or
failed to keep proper accounting of disclosuresm the top-level perspective of DOJ, not the
component-level perspective the USMS. When analyzed from the perspective of DOJ, the

alleged disclosures were permitted as intra-agency disclosures made on a need-to-know basis for



which the USMS was not required to keepaanounting. The Couwtill therefore grant
Defendant’s motion as to Count #8hd deny Plaintiff's cross-motion.

1. The Privacy Act Generally Prohibits Agencies From Disclosing
Records and Generally Requires Agencies to Account for Disclosures.

The Privacy Act broadly providethat “no agency shall disse any record which is
contained in a system of reds by any means of communicati@nany person, or to another
agency.” 5 U.S.C. 8§ 552a(b). Such disctesuare permitted, however, “pursuant to a written
request by, or with the prior wign consent of, the individual tehom the record pertains,”

§ 552a(b), or where any of 12 enumerateckpiions applies, § 552a(b)(1)—(12). For all
disclosures, except those madwler subsection (b)(1) or (2)—i.¢hose made to “officers and
employees of the agency which maintains tloemre who have a need for the record in the
performance of their duties” (the “intra-agy need-to-know disclosure exception”) and those
made in response to a FOIA request, respalgt—the agency making a disclosure murster
alia, “keep an accurate accounting of (A) the da&gure, and purpose of each disclosure . . . and
(B) the name and address of the person or ageneiiom the disclosure is made,” § 552a(c)(1),
and “retain [such] accounting . . . for at least fp@ars or the life of #arecord, whichever is
longer, after the disclosure for which the acdognis made,” § 552a(c)(2). A Plaintiff may
pursue civil remedies for alleged violations d%2a(c)(1)—(2), so long dke plaintiff suffers
some “adverse effect” as a resultloé alleged violations. 8 552a(g)(1)(D).

2. The USMS Disclosed Informatia About Plaintiff to the FBI.

Plaintiff alleges that Defendant violated 8§ 552a(c)(1)—(2) bydpto keep and retain an
accurate accounting of all disclosures it madBlaintiff's records. 1st Am. Compl. 11 22-31.
“The record . . . demonstratdsat the Defendant has maaldeast one—and possibly more—

undocumented disclosures,” Plaintiff says. 0pp’n & Mem. at 1. The key disclosures:



communications between the USMS and FBI in October 2002. Plaintiff asserts that “sometime
during the week of October 7, 2002” the USkéfphoned the FBI to implicate Plaintiff in

various financial crimesld. at 4; PI. Michael Sussman’s Strof Material Facts as to Which

There Is No Genuine Dispute 1 1, ENB. 105-4 [hereinafter Pl.’s Facfs]As evidence of that
communication, Plaintiff points to an emailted October 15, 2002 that was written by an
unidentified FBI source and seotan unidentified recipientPl.’s Opp’n & Mem. at 4see

Email from [Redacted] to [Redacted] (Oth, 2002, 12:40), ECF No. 1a5fhereinafter FBI

Email]. That email provides, in relevant part:

[L]ast week . . . [redacted] from the UMarshals Service in Pittsburg contacted

me to advise that the [redacted]Michael Sussman, a businessman (kook) on

Long Island, has been arrested. Theyehall sorts of finacial records that

implicate Sussman in credit card fraand, | believe other financial crimes.

FBI Email. Plaintiff asserts that “this ematilavs that the USMS contact the FBI, at its own
initiative, and divulged” Plainti’'s name, occupation, and address, as well as “the substance
of ... Defendant’s . . . ingtigative files on Plaintiff.”Pl.’s Opp’n & Mem. at 6.

Nowhere does Defendant attempt to rebut tlegations that it made that disclosure to
the FBI. SeeDef.’s Mem.; Def.’s Facts; 7th Bordléyecl.; Def.’s Combined (1) Reply in Supp.
of its 3d Renewed Mot. for Summ. J. and@p’'n to Pl.’s Mot. for Summ J., ECF No. 106
[hereinafter Def.’'s Reply & Opp]; Def.’s Reply in Supp. of its Stmt. of Material Facts in

Support of 2d Renewed Mot. for Summ. J., ECF No& [hereinafter Def.’s Facts 2d]. There is

therefore no genuine issuetaghe truth of materidhct of that disclosure.

2 In his statement of facts and responsBefendant’s statemenf facts, Plaintiff
mentions a disclosure in October 2005, not ®et®002. PI.’s Facts 1 B}. Michael Sussman’s
Response to Def.’s Stmt. of Material Fac®, £CF No. 105-5. The email to which Plaintiff
refers in his facts, howey, is dated October 15, 20@2eFBI Email, and the year discussed in
Plaintiffs memorandum isupport of his motion is 2008eePl.’'s Opp’n & Mem. at 5. The
Court therefore presumes that Plaintiff meanseter to “2002” where he refers to “2005.”



Rather, Defendant opines that Plaintiff “misunderstahdsontours ofhe legal
obligations regarding discloswender the Privacy Act.” Déf.Reply & Opp’n at 3. The
USMS and the FBI are “both part of the Department of Justice,” aridexefore not separate
agencies under the Privacy Act, says Defendmht.see alsdef.’s Facts 2d at 3 (“[T]he FBIl is
not a separate agency from the USMS undePthecy Act . . . .”) (nternal citation omitted);
8th Supp. Decl. 11 4, 8, ECF No.G6t0 [hereinafter 8th BordleRecl.]; Def.’s Supp. Mem. in
Supp. of its 3d Renewed Mot. for Summ. J., ECF No. 113 [hereinafter Def.’s Supp. Mem.].
Defendant then asserts that the FBI hadegetinto know” the information about Plaintiff
disclosed to it by the USMS, which falls undlee subsection (b)(1) exgion to the Privacy
Act’s general disclosure prohila, and which also falls under thebsection (c)(1) exception to
the Privacy Act’s accounting requirements. BeReply & Opp’n at 38th Bordley Decl. 1 4—
7. Plaintiff counters that the USMS and FBé arstead separate agencies, subject to all
provisions of the Privacy Act inatling restrictions odisclosure and accounting. Pl.’s Reply at
2—4; Pl. Michael Sussman’s Mem. of L. indpeto Court’s July 21, 2011 Order, ECF No. 111
[hereinafter Pl.’s Supp. Mem.Both parties are partially righind both parties are partially
wrong: though the USMS and FBI may be con®deseparate agencies, they may also be
considered a single agency for the purposdkeintra-agency need-to-know disclosure
exception and corresponding exception from accounting requirements.

3. The USMS and FBI Are SeparatéAgencies but Are also a Single
Agency with the Department of Justice.

The Privacy Act defines “agency” by refeoento 5 U.S.C. 8 552(e), the definition given
in the FOIA. § 552a(a)(1). Since § 552a(a)(dstfincorporated § 552(d&)y reference, § 552(e)

has been moved to § 552(fpeeFreedom of Information Reform Act of 1986, Pub. L. No. 99-



570, tit. I, subtit. N, § 1802(b), 100 Stat. 3207-48, 3207-&kction 552(f) defines “agency”
first by reference to 5 U.S.C. § 551(1)—the déifam given in the Administrative Procedure Act
(APA)—and second by noting that “agency” alswludes any executive department, military
department, Government corporation, Governngentrolled corporatiomr other establishment
in the executive branch of the Governmentl(iding the Executive Office of the President), or
any independent regulatory agency.” 8 552ff)(Ihe APA defines “agency” to mean “each
authority of the Government tfie United States,” 8 551(1), witlertain exceptions that are not
applicable in this caseee8 551(1)(A)—(H). The APA definitin further specifies that a U.S.
government authority is an agency regardless tietiver or not it is withiror subject to review
by another agency.” 8 551(1). The Privacyt #hais incorporates the definition “agency” found
in both the FOIA and the APA.

Defendant urges that the USMS and 4 are components of one single agency—
DOJ—because, among the specifically enumerated eabagencies found in § 552(f)(1), the
USMS and FBI can only be considered part of an “executive department” and because
§ 552(f)(1) “does not designate ctingent offices and bureaus apaeate ‘agencies.” Def.’s
Reply & Opp’n at 4; Def.’s Supp. Mem. at 2-But, as Plaintiff rightly points out, that
interpretation wholly ignores ¢hincorporation of § 551(1) by § 552(f)(1). Pl.’s Reply at 3. It
does not necessarily matter whether a componenbtpanparent agency sithin or subject to
the review of an agency. 8 551(&ge alsaCloonan v. Holder768 F. Supp. 2d 154, 162
(D.D.C. 2011) (quoting.air v. Dep’t of TreasuryNo. 03-cv-827, 2005 WL 645228, at *3
(D.D.C. Mar. 21, 2005)) (“[N]Jaming componergs defendants under the Privacy Act is

appropriate since the stié¢’s plain language isedr that ‘an agency needt be a cabinet-level

3 Although no conforming amendment has beemle to the Privacy Act, the Court
interprets the reference to old 8 58R(0 now refer to new 8§ 552(fPpong v. Smithsonian Inst.
125 F.3d 877, 878 n.1 (D.C. Cir. 1997).

10



agency such as the DOJ’ to be liable.”). Winattiters, then, is whethan agency component
operates with “substantial independent authontthe exercise adpecific functions.”Soucie v.
David, 448 F.2d 1067, 1073 (D.C. Cir. 1971).

The USMS exercises substantial independeittority to “provide for the personal
protection of Federal jurists, court officeratwvesses, and other threatened persons in the
interests of justice where criminal intimidationpedes on the functioning of the judicial process
or any other official proceeqly.” 28 U.S.C. § 566(e)(1)(A¥ee als®8 C.F.R. § 0.111(e);
Overview of the U.S. Marshals Serviti SMS, http://www.usmarshals.gov/duties/factsheets/
general-2011.html (last visdeAugust 31, 2011) (showing the USMS refer to itself as a
“federal . . . agency”). Thus, several colrése entertained actionsder the Privacy Act or
FOIA against the USMS in its own nam8ee, e.gCloonan 768 F. Supp. 2d at 162 (quoting
8 551(1)) (“The USMS . . . is undoubtedly ‘anthority of the Government of the United
States’—and thus an agenayder the [Privacy] Act.”)Saldana v. Fed. Bureau of Prisoid.5
F. Supp. 2d 24 (D.D.C. 201@pyd v. Criminal Div., DOJNo. 04-1100, 2005 WL 555412
(D.D.C. Mar. 9, 2005).

Similarly, the FBI has been vested withbstantial independent authorityitder alia,
investigate all federal crime not assigned exeklg to another federal agency, 28 U.S.C. § 533,

crimes involving government officers and employe&s§ 535, aircraft piracyid. § 538,

* Defendant argues that reliance@wucieis inappropriate because that case “was
decided before the Privacy Act was enacted aadt thstead with FOlAand not with any inter-
or intra-agency sharing of information.” DefSupp. Mem. at 5 n.2. The Court disagrees. The
text evaluated bgouciewas that of the APA, which is méyancorporated into the FOIA, just
as it is merely incorporated into the Privacy ASbucie 448 F.2d at 1073. In other words, the
Soucietest for whether something is an “authpof the Government of the United States,”
8 551(1), has nothing to do with whether thathority has incurgedocument-production
obligations under the FOIA as opposed to dsaife restrictions and accounting obligations
under the Privacy Act (or, for thatatter, whether that authority is engaged in “the process of
rulemaking and adjudication” under the APA itsefHoucie 448 F.2d at 1073.

11



felonious killings of state docal law enforcement officerg]. § 540, violent crimes against
travelersjd. 8 540A, and serial killingsd. 8 540B;see also Introduction to the FB¥BI,
http://www.fbi.gov/stats-services/publications/facts-and-fige2810-2011/introduction-to-the-
fbi (last visited August 31, 2011)igtussing the FBI'snvestigative authoriy Thus, several
courts have explicitly concludedatthe FBI is an agency under tBeucietest. See, e.g.
Varona Pacheco v. FB#56 F. Supp. 1024, 1027-28 (D.P.R. 19F&mlin v. Kelley 433 F.
Supp. 180, 181-82 (N.D. lll. 1977). Moreover, @aurt of Appeals for the District of
Columbia Circuit has suggestttht the FBI is an agencysteptible to siiunder the FOIA,
Peralta v. U.S. Attorney’s Offic&36 F.3d 169, 173—74 (D.C. Cir. 1998), which would make it
equally susceptible teuit under the Privacy ActiNot surprisingly, the, several courts have
entertained actions under the Privacy ACEQMA against the FBih its own name.See, e.g.
Alston v. Fed. Bureau of Investigatiofd7 F. Supp. 2d 28 (D.D.C. 2018yown v. Fed. Bureau
of Investigation744 F. Supp. 2d 120 (D.D.C. 2010).

The Court therefore considers the USEI®I FBI to possess sufficient independent
authority to fall within the “agency” definitioaf the APA, and thus the FOIA, and thus the
Privacy Act. However, the USMS and FBI aiteo components of DOJ. 28 U.S.C. § 531 (“The
Federal Bureau of Investigation is in the Department of Justice’§;561(a) (“There is hereby
established a United States Marstdsvice as a bureau within theg2etment of Justice . . . .").
DOJ, of course, is amxecutive departmentd. § 501 (“The Department of Justice is an
executive department of the United States at the seat of Government.”). The Privacy Act,
through incorporation of definition of “agency” in the FOIA, specifically defines “agency” to

include executive departments. 88 551(1), 5%2(f The USMS and FBI thus appear to be

12



separate agencies while at the same time omecgggDOJ. The Court must now reconcile this
apparent contradiction.

4, The Intra-Agency Need-to-Knav Disclosure Exception Will Be
Applied from the Perspective of DOJ, not the USMS.

Plaintiff urges the Court to focus on the clus@on that the USMS and FBI are separate
agencies, to the exclusion of the conclusiontiey are also one agency, by pointing to the text
and structure of the Privacy Act, as wellgasdance provided ih975 by the Office of
Management and Budget (OMB) on implementation of the then-new PrivacysAeRl.’s
Supp. Mem. As to the text, Plaintiff notes that disclosures permitted by subsection (b)(1) may
only be made *“to thosefficers and employees of tlagency which maintains the recard. .’
There is no question that thkisSMS—not the FBI—maintains the records at issue in this case.”
Id. at 2 (quoting 8 552a(b)(1)). Therefore, sBRiaintiff, disclosure by the USMS to the FBI
cannot fall under the subsection (b)(1) exceptiBaot that analysis merely begs the question:
Does DOJ not itself maintain the records at isauhbis case? Plairifirecognizes this problem,
answering that “one could argue that the ‘ptiragency, DOJ, ‘maintains’ the record at issue
because it in a sense administers the USMS,tontends that “the same cannot be said,
however, of a ‘sibling’ agency such as FBIl,igthhas no such administrative responsibility over
USMS.” Id. at 2 n.1. Plaintiff thus mischaractass the relationship between DOJ and the
USMS and FBI. From the perspective of thpatément level, DOJ, insofar as it maintains the
USMS records at issue, does not disclose thaseds to the FBI as a separate agency that does
not maintain such records; instk@®OJ discloses those recordstself, insofar as it maintains
FBI records as well.

As to the structure of the Privacy Act, Pigif proffers that “the restrictions and

responsibilities imposed by the Privacy Act are tailored to those ‘agencies’ that maintain

13



particular systems of records,” and thus contehds“[b]ecause the USMS was the agency that
maintained the records at issue and theWw& not, only disclosures to USMS officers and
employees could possibly fall under” the subsection (b)(1) discboexceptionld. at 3—4. But
that analysis simply disregards @her DOJ is itself an agencyatrmaintained the records, such
that disclosures nominally made to the FBlactially intra-agency disclosures to itself.

Finally, Plaintiff points to guidance providen 1975 by OMB to federal agencies on
implementation of the then-new Privacy Adédl. at 5—6 (citing Privacy Act Guidelines, 40 Fed.
Reg. 28,949 (OMB July 1, 1975)). That guidancedtiyeaddressed “[w]hether or not entities
within an agency are to be considered agesiainder the Privacy Act, which “is particularly
important in applying subsection (b)(1), in detenimgnwhat constitutes anteragency transfer.”
Privacy Act Guidelines, 40 Fed. Reg. at 28,950. niifaiseizes on part of a letter from the
DOJ's Office of Legal Counsel (OLONhich OMB discussed in its guidance:

[T]here should be a consistency betwéasn practice under the Privacy Act and

the practice for comparable purposes under the Freedom of Information Act. For

this reason it seems to us doubtfhlbofigh not entirely impossible) that a

Department or other over-unit whichshieated its components as separate

agencies for all purposes under the Freedom of Information Act could

successfully maintain thail of its components can be considered a single

‘agency’ under the Privacy Act, simply facilitate the exchange of records.
Letter from Assistant Attorne§general, OLC, DOJ, to OMBApr. 14, 1975) [hereinafter OLC
Letter], quoted inPrivacy Act Guidelines, 40 Fed. Reg2&,950, and Pl.’s Supp. Mem. at 5.
“The USMS and FBI are separate agenciegt@ry FOIA and Privac}ct purpose,” Plaintiff
says, because “they receive separate FOyasts, are sued under the FOIA under their own

names, maintain separate systems of Privat¢yr@cords,” and . . . are each subject to the

Privacy Act requirements and prohibitions lzhea the different systems of records they

14



maintain.” Pl.’s Supp. Mem. at 5-6. But Plainsffjuotation of the OLC lettés selective. Just
before the portion Plaintiff quotes, OLC advises:

[I]t may be desirable and in furtheramafethe purposes of the [Privacy] Act to

treat the various components of a Depennt as separate “agencies” for purposes

of entertaining applications for access amithg upon appeals from denials, while

treating the Department as the “agenfoy”purposes of those provisions limiting

intragovernmental exemge of records.
OLC Letter,quoted inPrivacy Act Guidelines, 40 Fed. eat 28,950. When read in totality,
then, OLC'’s letter shows how one can recornttileapparent conflict between finding that the
USMS is an agency while also finding that D®an agency: What matters when examining the
subsection (b)(1) exception is whether it is ddd&@and serves the purposes of the Privacy Act
to apply that exception from tiperspective of DOJ as a whaefrom the perspective of a
component thereof.

In this case, it is desirable and sertrespurposes of the Privacy Act to apply the
subsection (b)(1) disclosureaption from the perspective of DOJ, not the USMS. Among its
other responsibilities, the USM®nducts protection investigatis of perceived threats to
protectees, such as fedemadges. 8th Bordley Decl. | $ee28 U.S.C. § 566(e)(1)(A); 28
C.F.R. 8 0.111(e). In conduetj those investigations, the USMS “focuses on determining
whether the suspect has the intent, motwe] ability to harm the protectedd. It does so
through coordination with the FBI. 8th BordlBecl. § 6. Thus, for example, a “USMS Threat
Investigator must notify the local FBI office afy receipt of an mppropriate communication
related to a Marshals Servipeotectee,” because “the FBIrissponsible for investigating
possible crimes,” includindhbse against protectedsl. 1 6—7. Thereatfter, “[i]f the FBI

chooses to open a criminal investigation onddu®e case, the Threat Investigator will work

jointly with the FBI agent” assigned to the camed “[i]f FBI officials donot investigate, the
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Threat Investigator will keep the FBI informefithe progress of the giective investigation.”
Id. 1 6.

Defendant thus contends that “the overiobvious” betweethe USMS’s and the
FBI's need to know the sort of informatiohaut a potential threat @ protectee that was
allegedly disclosed in this caskl. § 7;see alsdef.’s Supp. Mem. at 7-8 (“[I]t is clear that the
FBI has a need to know information about thegilde commission of crimes, just as it is also
clear that the USMS routinely and properly mis the FBI about possible criminal violations
the USMS has reason to believe occurred.”). Chert agrees. In suchsituation, the USMS
and FBI are not acting as independent agenitistead, they are working together as mere
components of one overarching action of the D6de28 C.F.R. 8§ 0.17 (recognizing the
existence of “areas of overlapping jurisdictiortlod criminal investigative agencies” of DOJ,
which include the USMS and FBI). The purpos¢hef subsection (b)(Bxception is to allow
agency personnel to access records held by theicagiest they need tdischarge their duties.
SeePrivacy Act Guidelines, 40 Fed. Reg28,954; S. Rep. No. 93-1183, at 66 (1974)
(reporting, on the bill that became the Privacy Attt subsection (b)(1)siincluded to prevent
the logistics involved in compliance with thebsection from impeding éhday-to-day internal
operation of the agency™eprinted in1974 U.S.C.C.A.N. 6916, 6984 hat purpose is well
served by viewing the records at issue from thepgeetive of DOJ as a whole, such that they
may be disclosed within DOJ as needed to ingat threats to protectees and the crimes those
threats may involve.

Plaintiff argues that instead of being intrgency exchanges properly considered under
subsection (b)(1), “these ardger-agency exchanges” that shdilde considered under the

subsection (b)(7) law-enforcement exception. sPupp. Mem. at 6. The Court disagrees.
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Subsection (b)(7) permits disclaswf records from one agency “to another agency or to an
instrumentality of any governmental jurisdictioitimn or under the control of the United States
for a civil or criminal law enforcement activityftifie activity is authorized by law,” so long as
“the head of the agency or instrumentality n@ade a written request to the agency which
maintains the record specifying the particular portion desired and the law enforcement activity
for which the record is sought.” 8 552a(b)(The distinction is important because disclosures
must be accounted for if made under subsectil@)dut not if theyare made under subsection
(b)(1). See§ 552a(c)(1).

Although at first glance subsé&m (b)(7), not (b)(1), might seem like the appropriate
exception to apply—after all, the USMS and FBI are engaged in law-enforcement activities—
closer examination shows that the purposthef(b)(7) law-enforcement exception does not
align with the situation in this case. Subsec{imx(7) is primarily desiged for situations where
law-enforcement agencies seek informatprotected by the Privacy Act from non-law-
enforcement agencies, so as to the furthefdtv-enforcement agency’s goals during, say, an
investigation. SeeS. Rep. No. 93-1183, at 69, 1974 U.S.C.C.A.N. at 6987 (recognizing that, as
opposed to routine disclosures made under subs€bdi®), “the less routia disclosure to a law
enforcement agency involves a law enforeetragency request of a non-law enforcement
agency” and reasoning that subsection (b)(7)t&xspermit such “non-routine requests only
where written requests and permission avemgyion a case-by-case basis by the agency
maintaining the record”see, e.g.United States v. Collin®96 F.2d 166, 169 (6th Cir. 1979)
(holding that disclosure of susgted fraudulent Medicare casports by the Department of
Health, Education, and Welfare to DOJ iiovestigation fell undethe subsection (b)(7)

exception). That purpose differs from the &mguof needed information among the USMS and
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FBI when both are engaged in related law-erdorent activities under ¢hsingular auspices of
DOJ.

The Court therefore concludesthn this case, the appligat of the subsection (b)(1)
exception should be made from the perspectiM@@d. This conclusion is buttressed by a floor
statement given in the House of Representativeing debate of House version of what became
the Privacy Act, also quoted by OMB and Defendant:

The present bill is intended to give ‘agghits broadest statutory meaning. This

will permit employees and officers of thgency which maintains the records to

have access to such records if they reawneed for them in the performance of

their duties. For example, within tdastice Department—which is an agency

under the bill—transfer between divisioofisthe Department, the US. Attorney’s

offices, the Parole Board, and the FedBualeau of Investigation would be on a

need-for-the-record basig.ransfer outside the Jice Department to other

agencies would be mospecifically regulated.

120 Cong. Rec. 36,967 (1974) (statement of Rep. Moorhgaoled inPrivacy Act Guidelines,
40 Fed. Reg. at 28,950, and Def.’'s Supp. Merh. athis conclusion is further supported by
what little on-point caselaw exist§ee, e.gDoe v. DOJ 660 F. Supp. 2d 31, 46 (D.D.C. 2009)
(approving need-to-know disclosures between a Aittdrney’s Office and the Executive Office
for U.S. Attorneys, both of which are components of DAdperts v. DOJ366 F. Supp. 2d 13,
24 (D.D.C. 2005) (approving need#taow disclosures between the FBI and DOJ’s Office of the
Inspector General),ora v. DOJ No. 00-cv-3072, slip op. at 14-15 (D.D.C. Apr. 9, 2004)
(approving need-to-know disclosures betweenlthmigration and Naturalization Service,
which was then a DOJ component, and DOJ prosecutors becausegigogsite legislative
history of the Privacy Act, “disclosure to variodisisions of large agees is appropriate”),
summarily aff'd No. 05-5147 (D.C. Cir. Mar. 7, 20068)alker v. AshcroftNo. 99-cv-2385, slip
op. at 18-20, 19 n.6 (D.D.C. Apt. 30, 2001) (appmg need-to-know disclosures between the

FBI and DOJ prosecutors because “FBI empésyand federal prosecutors are considered
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employees of the same agency, namely, the Department of Justicetharily aff'd No. 01-
5222, 2002 U.S. App. LEXIS 2485 (D.C. Cir. Jan. 25, 2002).
5. Conclusion.

Disclosures made between the USMS BBdltherefore qualify as intra-agency
disclosures and, as discusséd\e, those disclosures weredaaon a need-to-know basis.
Accordingly, the alleged disclosures made by Defendant were permitted under 8§ 552a(b)(1). As
a result, Defendant did not need to keep an accounting of those disclosures. Defendant’s motion
will therefore be granted as to Count IficaPlaintiff's cross-motion will be denied.

C. Defendant’s Motion Will Be Denied as to Count VII.

The Privacy Act generally prohibits agencies from disclosing personal information to any
person, including members of thelytia, regardless of whether thaformation comes from the
person’s own record or another person’s récd’laintiff allegeshat Defendant made
disclosures of information about him to membarghe public at his place of business, which
Defendant denies. Because a question existsths toaterial fact of whether Defendant made
the alleged disclosures, for which Defendant wdaé liable if they were made as alleged,
Defendant is not entitled summary judgment on Count VII.

1. Defendant Allegedly Disclosed lormation About Plaintiff to the
Public.

As discussed more fully above, the Privacy Biwadly provides #i “no agency shall
disclose any record which is contained in stegn of records by any means of communication to
any person.” 8§ 552a(¥eediscussiorsupraPart IV.B.1. In Count VII, Plaintiff alleges that
Defendant violated that diesure prohibition sometime in 2002 by “yelling and screaming”
“information the USMS collected pertaining to [Plaintiff's] financial transactions, employment

history, business transactions, and other inftiongrom their files” to people at Chrissy’s
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News, which is allegedly one of Plaiifit businesses. 1st Am. Compl. 11 84, e generally
id. 11 84-99. Defendant admits that its agersised Chrissy’s News in December 2001, not
sometime in 2002, “in an attempt to locate an eteean arrest warrafor Keith Maydak,” not
Plaintiff. 7th Bordley Decl. 6. Defendant disgs that the allegedstilosure took place during
that visit. Id. 11 6, 12; Def.’s Facts § 2 (“USMS mauade disclosures . . . to non-governmental
entities, other than to Plaintiff . . . .”).

2. The Privacy Act Prohibits Disclosure of Information About a Person
Even if that Information Is Located Within Another Person’s Record.

Plaintiff argues that the Chrissy’s News distloe was entirely inappropriate and was not
accounted for. Pl.’s Opp’n & Mem. at 7-8. Dedant, however, argues that because the alleged
disclosure predated the creation of a rectwaba Plaintiff, Defendant cannot have improperly
disclosed Plaintiff's record. Def.’s Mem. at 3—4; 7th Bordley Decl. 11 7-8, 12. If anything,
Defendant disclosed information about Pldiritom Mr. Maydak’s record—a disclosure that
Defendant claims is not actionalby Plaintiff. Def.’s Memat 3—4; 7th Bordley Decl. {{ 10-12.

In addition to general prohibath on disclosure of a persom&xord to someone else, the
Privacy Act also gives a person the rightlieclosure of records about that persGee
8§ 552a(d)(1). Earlier in this litigation, the D.Circuit discussed thaight, concluding that
8 552a(d)(1) “give[s] parties accesdyoto their own records, not @l information pertaining to
them that happens to be contd in a system of recordsSussmaj494 F.3d at 1121. The
Circuit relied on the text of the statute, OMB’s 1975 guidelines, and common $éngel1120—
21.

Concerning the text, an agency’s disclesobligations undesubsection (d)(1) are
“triggered by an individal’s request for either (1) ‘his record’ or (2) ‘any information pertaining

to him which is contained ithe system [of records].”ld. at 1120 (quoting 8 552a(d)(1))
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(alteration in original). Howeve*in either case the agency is required only to present ‘the
record,” not the other infornteon contained elsewhere in thgstem, to the requestdd.
(quoting 8 552a(d)(1)). Thus, agcies “are right to exclude from mandatory disclosure those

materials pertaining to a requestiindividual but contained only wtherindividuals’ files.” Id.

The OMB guidelines are in accord: “If an individual is named in a record about someone else . .

. and the agency only retrieves the portion peirtgito him by referece to the other person’s
name . .., the agency is not requiredrant him access” to that record. Privacy Act
Guidelines, 40 Fed. Reg. at 28,9gidpted in Sussmard94 F.3d at 1120. Finally, as a matter of
common sense, “this seems the only reasonatdgpietation, as the opposite approach would
force agencies to search every last datum thegtena, in case it mighpertain to the requesting
party”—an “onerous task” that Congress is unlkiel have “imposed . . . upon federal agencies
sub silentic® Sussma/94 F.3d at 1120-24accordPrivacy Act Guidelines, 40 Fed. Reg. at
28,957 (“Indeed, if this were not the case, ald be necessary to establish elaborate cross-
references among recordsetbby increasing the potentfar privacy abuses.”).

Defendant now argues that “the same anabgies with respect to Plaintiff's claims
under 8§ 552a(b).” Def.’s Mem. at 3. In otherrds Defendant urges ti@ourt to conclude that
because a plaintiff may not recover for an agenfgsal to disclose information about him to
him that is located in someone else’s recoaddaintiff also may natecover for an agency’s
disclosure of information about him to othersnr someone else’s recordhe Court disagrees,
because the text of the statute, OMB’s guidaand,common sense dictdlat the analysis of
the right to disclosure under selotion (d)(1) is not the same the analysis of the prohibition

on disclosure under subsection (b).
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Textually, while subsection (d)(1) permits a requester access orflystetord,”
subsection (b) prohibits disclosure aifyrecord.” 8§ 552a(b), (d)(1) (emphases added). Thus,
the prohibition on disclosure isdader, not tied to the identity tfe person to whom the record
primarily pertains. Common senbears this out: unlike thght to disclosure, which would
impose the onerous task recognized by the Giukppeals if requesterenjoyed a right to
access information about them in every record maintained by an agenanglitetion on
disclosure is necessarily baer, designed to protect persbimkormation from disclosure
regardless of the record in which it is helsee, e.gSussmap494 F. Supp. at 1121 n.9
(recognizing that where the right to disclosaoaflicts with the pohibition on disclosure,
prohibition trumps). The OMB gdance is in accord: “Nothing the Privacy Act should be
interpreted to authorize . . . disclosure of redspnot otherwise permitted or required, to anyone
other than the individual to whoenrecord pertains . . . .” Privacy Act Guidelines, 40 Fed. Reg.
at 28,953. Therefore, an agency is not fregisolose information about a person simply
because that information is heidthe record of another person.

3. Conclusion.

“Sussman has . . . put forward sufficient eride to support a finding that the materials”
allegedly disclosed to the pubkt Chrissy’s News “were contaithén a record, &leit potentially
one pertaining primarily ttaydak or a judge."Sussmam494 F.3d at 1121. Because such
disclosure is prohibited evehdugh made from someone else’s rdgc@efendant is not entitled
to summary judgment on Count VII.

V. Conclusion.
For the reasons discussed above, Defendant’s motion for summary judgment will be

granted in part as to Counts | and 11l but denrefart as to CounIl and Plaintiff's cross
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motion for partial summary judgment will be denigdll that will remainin this case is Count
VII. The Court will order the p#ies to confer and propose a sghle for the resolution of that
count. A separate order consistent witls themorandum opinion shall issue this date.
Date: 9/6/11 K

HENRYH. KENNEDY, JR.
Lhited States District Judge
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