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Summary of Arqgument

The government’s Motion to Amend the Protective Order should be denied because this
Court’s orders on January 15 and 30, 2009 intérngdehe protective order did not allow the
“disclosure” of classified or protected infortita, because one cannot “disclose” information to
the source of that information. the intelligence field, the term “disclosure” is not, and has never
been, used to describe the repeating back ofrigtion to the source of that information. It does
not become “disclosure” based upon the natuthefnformation in question. It does not become
“disclosure” because only part of the informatiomapeated back to the source. Contrary to the
government’s strange assertion that this would constitute “disclosure” of information, it is an
indisputable fact that obtaining information freources necessarily requires repeating information
back to that source, frequently in a selectiveitastthis technique is referred to as “asking follow-
up questions.” This Court’s orders of Janubsyand 30, 2009 did nothing more than recognize, and
comport with, that reality. As a result, the govaent’s motion to amend the protective order is
unjustified and unwarranted.

Procedural and Factual History

On January 6, 2009, counsel for petitioner TAtmpwam had a trip to Guanatanamo Bay,
Cuba, scheduled for February 3, 2009. Though the classified and unclassified factual returns had
been filed (on October 20, 2008 and DecembeQ@8, respectively), the government had not yet
declassified her client’s statemts. Upon inquiry of the governmeshe was told that they could
not commit to having her client’s statements desiféed in time for her to review them with her
client during her visit to Guantanamo Bay. Believiingt it was important to discuss with her client

what the government claimed her client had todarthshe consulted with the privilege review team
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(“PRT") to confirm her understanding that the gaitve order allowed her to review her client’s
statements (contained in classified documents) lwith and that it did not constitute “disclosure”
of classified information to dso. Based upon those discussiong at the suggestion of the PRT,
she created a document which contained only lremtts statements. A nmeber of the PRT then
reviewed this document to emsuthat it contained only her client's statements, marked it
“SECRET,” and planned to have it sent to Guantam8ay via the courier for classified materials
for counsel’s use during her planned legal visdtter, the PRT advised her that government counsel
had contacted the PRT and taken the positionthieaPRT could not authorize counsel to review
a detainee’s statements with that detainee. Based on this assertion by the government, the PRT
informed counsel it would not send the documei@tantanamo Bay as planned. Counsel for Mr.
Alsawam filed a motion to allow her to review the document she had created with her client.

Upon referral from the merits judge, on Jayukb, 2009 this Court held that it would be
appropriate for counsel to share with her client his alleged statements. To ensure that only the
client’s statements would be shavdth the source of the statemerite.(the detainee), this Court’s
order adopted the procedure initially proposed BYyRRT. Specifically, the PRT would review the
document created by counsel to be certain tizantained only the detainee’s statements, mark it
as “classified,” and have it shipped in a sedahion to Guantanamo Bay so that it could be
reviewed with the detainee.

The government filed a motion to vacate this €ewrder and sought to stay its application.

The government indicated, among other things theatleclassification process was now complete,
and offered the substitution of the declassified statements for the document collecting the statements
that counsel had created. On January 30, 2009, this Court denied that request.

On March 11, 2009, the government filed the Motion to Amend the Protective Order that is
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the subject of this Response. The government aithaéthe Court’s orders of the 15th and the 30th
allow for the “disclosure” of classified or protedtinformation (the detainee’s own statements) to
the detainee. In support of this Motion, the gowaent submitted three declarations. The first and
second of these declaratidiim that repeating information back to the source of that information
constitutes “disclosure” of that information. Theseldrations further allege that it is “disclosure”

of classified or protected information to reveathe sources of those statements what the agents
chose to record, because it may reveal whatgutof the complete statements were believed by
the agents to be important.

Law and Argument

In the September 11, 2008 Protective Order entered by this Court in the consolidated
Guantanamo detainee cases, paragraph 29 plainly entitles habeas counsel to disclose to their clients
classified information originating from that client:

Petitioners’ counsel shall not disclose to a petitioner-detainee classified information

not provided by that petitioner-detaine®@hould a petitioner’'s counsel desire to

disclose classified information not provided by a petitioner-detainee to that

petitioner-detainee, that petitioner’'s counsél provide in writing to the privilege

review team . . . a request for release tyestating the classified information they

seek to release. . . .

Protective Order and Procedures for Counsel Access to Detainees at the United States Naval Base
in Guantanamo Bay, Cuba, September 11, 200&a(&fmphasis added). As the Protective Order

recognizes, any statement or information provigiethe petitioner himself must already have been

known to the petitioner, regardless of whethesgomdents deem the information classified. This

! The third declaration, by Wendy Hilton, Assate Information Review Officer for the
National Clandestine Service of the Central Intelligence Agency, cannot be addressed by
petitioners because it has been fiedparteandin camera 1:08 cr 0442, dkt. 1685, March 11,
20009.
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Court recognized that it would make no sense to forbid counsel to “disclose” to a petitioner
information that originated from that petitioner, and the Protective Orderrddedo so. The
Protective Order applies the same common sense rule to “protected” information:

Petitioner's counsel shall not discloseopected information not provided by a

petitioner detainee to that petitioner-detain@athout prior concurrence of

government counsel or express permission of the Court.

Id. at T 39 (emphasis added). The government makssto amend the protective order to prevent
counsel from reviewing classified or protected information with petitioners even when that
petitioner is the source of that information, watihexception for statements made by petitioners to
counsel.

Essentially, the government’s Motion to Amend the Protective Order is built upon one
argument: that repeating a detainee’s statementtbablat detainee after the statement has been
memorialized in a report and marked classified constitutes the unauthorized “disclosure” of
classified informatiod.For a number of reasons, the government is fundamentally wrong in this
assertion. First, and most obviously, this positis inconsistent with the commonly understood
definition of “disclose.” Disclose is defined as “to make knovw8et e.g, http://www.merriam-
webster.com. The disclosure of information doesmudtide repeating the information back to the

source of the information. Nothing is “made known” to a petitioner by repeating his statements back

to him.

2 The government’s brief raises a series of reasons why “disclosure” in this fashion may
be problematic: for example, separation of poswconcerns regarding the judiciary treading
upon executive prerogative in foreign affairs, and the PRT’s lack of authority to declassify
information.See, e.g.Motion to Amend, 2-3, 5, 18-21. These arguments fail for the central
reason given above, namely that repeating information back to its source does not constitute
“disclosure” of that information. Thus the judiciary is not intruding on executive prerogative,
because the Court is not ordering the disclosticassified information. Likewise the PRT is
not declassifying information.

-5-



Unsurprisingly, the government’s motion does ritat t any case in which a court held that
one can “disclose” information to the sourcehaft information. A diligent search by undersigned
counsel has discovered no case in which repeating information back to its source was characterized
as “disclosure” of that information.

Attached to this response are two declarations from intelligence experts, both of which
confirm that even within the intelligence fielttlisclosure” is still defined in a common sense
manner, and does not include repeating informatamh ko its source. The first is by Arthur Brown,

a twenty-five year veteran of the Centrateltigence Agency (CIA) whose experience includes
“personally conduct[ing] interviews of various tygpef foreign sources and prepar[ing] at least 800
reports based on these interviews,” as wakkakwing “at least 10,000 ‘raw’ or unfinished reports
prepared by CIA, the Defense Intelligence AgeByA), and military services ‘collectors’
reflecting ‘human intelligence’ (HUMINT).” ¥, Brown Declaration. Mr. Brown’s declaration
makes it clear that repeating statements batketsource of those statements is never considered
“disclosure” in the intelligence field:

Repeating a source’s statements back to him/her was never considered a matter of

“disclosure” of classified information undany scenario no matter what the content

of those statement$n fact, it is normal in almst all intelligence interviews of

consequence to repeat the source’s priortanbse statements to ensure the fullness

of your understanding. This is in factagessary in scenasavhere language and

cultural differences can cause misunderstaggland, if left uncorrected, the basis

for error._| have personally done so andéddirected subordinates to do the same,

and have never considered such an action “disclosure” despite the fact that the initial
report of those statements may have been classified

12, Brown Declaration (emphasis added).

The content of the source’s original statemeirtédevant to the issue of whether repeating
that statement back to the source constitutes “discloddrd=br example, eveifi the detainee’s
statements involved allegations of illegal intggation techniques which the government considers
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“classified,” that does not change the fact that it is not “disclosure” to repeat the detainee’s
statements concerning those techniques back to him.
Mr. Brown is similarly clear tht it is not considered “disa$ure” even when only parts of
the source’s statements are selectively repeateddhik. On the contrary, the effective gathering
of human intelligence requires this to happen every day:

The normal HUMINT collection process rinely utilizes a series of follow-up
guestions based on subsequent analysis of the source’s prior statements or
information. Itis, by nature, focusediwse statements the intelligence community
deems significant. | have never met, heard of, a foreign intelligence source who
possessed a US Government classified security clearance. Accordingly, if the
selective repetition of the source’s statements back to the source were considered to
be “disclosure” of US Government classified information, the HUMINT process
would grind to a halt. You cannatreduct meaningful HUMINT operations without

the ability to reference previous source statements and ask follow-up questions.

There has been an argument that by favgahe fact that we noted some, but not

all, of a source’s statements may indicate some unique value we place on a particular
statement._Selectiveness in follow-up dioess was probably true in almost every
source interview | conducted but at no time was my follow-up guestioning
constricted because of a potential “distire” issue based on that selectivitlyis

simply not “disclosure” to repeat verbatarsource’s statement back to him/her in

any scenario | know from twenty-five years of actual practice.

11 3-4 Brown Declaration (emphasis added).

In short, Arthur Brown, a twenty-five yeaeteran of the CIA, who was previously the
Senior Agency Representative in Asian capitatsl the CIA’s East Asia Division Chief, is
unequivocal in his rejection of the foundatibasyument upon which the Government’s Motion to
Amend the Protective Order is based, and insteagksitahis declaration that it is not considered
“disclosure” to repeat statements back to the source of those statements.

Petitioners also offer the declaration of Liewart Colonel (Ret.) Stephen Abraham, whose
service in military intelligence spans two decadesCldl. (Ret.) Abraham’s declaration indicates
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his experience also leads him to the common sems#usion that repeating statements back to the
source of those statements is not considered “disclosure”:
Specifically, the use of the term “disclosure” to refer to the repeating back of a

detainee’s statements to him, without #uaelition of anything else, is a misuse of
that term. Simply put, giving a detainee his own statements is not a “disclosure.”

* k% %

Disclosure, as the term has been used during my 26 years of experience in the US
Army Intelligence Corps, has meanetlkommunication of information by one
person (or entity) to another other than the source of the information.

* k% %

[T]he presentation to [a detainee] of phis own words, without comment, should

not constitute a “disclosure”, whether of classified ansgese information or

otherwise.

11 6-8, Abraham Declaration. Combining the Abratigeclaration and the Brown declaration, it is
clear that the government’s assertion that respga detainee’s statements to him would constitute
“disclosure” of those statements to him is cortedieinconsistent with the manner in which military
and civilian intelligence agencies use the term “disclosure.”

The government attempts to use the Wells @tapper declarations to bluster past the
obvious point that one does not “disclose” informatby repeating it back to its source. Neither of
these declarations addresses whether it is coesiddisclosure” to repeat information back to its
source. Instead, both declarations avoid the topic by ambiguously raising the possibility that
repeating a detainee’s statemeraskito him might reveal somethitmthe detainee. For example,
the Wells declaration makes claims regarding “possible” compromising of “legitimate law
enforcement and criminal investigation interests” because these reports “may” focus only on limited
details from the interrogation:

The manner by which CITF gathers information from detainees is sensitive and
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release of that information could jeagize pending law enforcement proceedings,

risk national security, and/or interferetvfuture judicial proceedings. Disclosure

of the information contained with CITF interview reports, even if limited to

detainees own statements, would permit detainees who are interviewed on future

occasions to modify their prior statements or activities to take into account the
information that law enforcement V& focused upon in their reports. CITF
interviews with detainees frequently coaewide range of topics, but the interview

reports memorializing those interviews may focus on limited details and topics of

particular interest to criminal inviégators. Allowing a detainee to see this

information, absent review by CITF in the firstinstance, risks compromising CITF’s
legitimate law enforcement and criminal investigation interests.
1 6, Wells Declaration.

Similarly, the Clapper declaration makes thieuieus claim that there is “often significance”
contained in “what is documented”:

There is often significance from an intelligence perspective in what is documented

in an intelligence report following a detairiaterview, and also in how it is written,

and those issues prevent the statements from being declassified...For example, the

fact that a report records specific detaitsiran interview, but ignores others, may

be enough to indicate the unique value of what the detainee may have considered

trivial information.
15, Clapper Declaration.

Neither these declarations nor the governrseiotion actually asserts that any of the
reports in the instant cases actuallyiammmplete versions of detainee statements and that there is
intelligence value that could be gleaned fretodying what was not written down. Regardless, the
government’s argument that repeating back only a portion of the information to the source of that
information constitutes a second kind of improfdisclosure” also ignores reality. In the real
world, agents repeat back only selected portions of a source’s information to them all the time in
course of gathering information. 1 3-4, Brown @eation. This is referred to as “asking follow-up
guestions.” If this were prohibited, an agent wadder be able to refer back to something a source

said during a previous interview, becauseauld “disclose” that the agent thought that piece of
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information was significant. As the Brown Dachtion notes, the gathering of intelligence from
human sources would “grind to a halt” if the govaemt’s definition of “disclosure” were correct.
Unsurprisingly, this absurd result is inconsisteith standard practice in the intelligence field.
Interrogators routinely cover the same ground ¢hercourse of multiple interrogations, as well
they should for obvious reasons. The Brown Declaration puts it succinctly as follows:

You cannot conduct meaningful HUMINT opg&aas without the ability to reference
previous source statements and ask follow-up questions.

1 3, Brown Declaration.

It also should be noted that this Court ungieesibly has authority to review the adequacy
of a government declaration filed support of a classification tigmination, and to reject that
declaration where it lacks reasonable detail and specificity, fails to account for contrary record
evidence, or is filed in bad faitBee Campbell v. Dep’t of Justjdé4 F.3d 20, 30 (D.C. Cir. 1998)
(rejecting declaration). In addition, while courts frequently defer to government declarations
concerning likely harm, “deference is not equivalent to acquiescddcesée also Gavin v. DIA
330 F. Supp. 2d 592, 601 (E.D. Va. 2004) (quoGotgiron v. Dep’t of Justice810 F. Supp. 2d 44,
53 (D.D.C. 2004) (“No matter how much a court deteran agency, its review is not vacuous. An
agency cannot meet its burden of justifying misclosure simply by invoking the phrase national
security.”)).

Further, it should be noted that interpreting the Protective Order to allow for attorneys for
a detainee to discuss with hinslawn statements is entirely catent with the law that governs
classification of information. The Executive’s autlyto classify information derives specifically
from the National Security Act, 50 U.S.C. § 4&Xlseq. and generally from the limited powers

vested in the President by the Constitution and laws of the United States. The Executive’'s
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classification authority is currently govexhby Executive Order 13,292, 68 Fed. Reg. 15,315 (Mar.
25, 2003) (amending Exec. Order 12,958). Sectlta) lof Executive Order 13,292 provides that
information may be classified only where the infation fits one of the msible categories and “the
original classification authority determines thlé unauthorized disclosure of the information
reasonably could be expected to result in daniadgige national security, which includes defense
against transnational terrorism, and the original classification authority is able to identify or describe
the damage.” The information ordered “disclosed” by the Court’s interpretation of the protective
order thus falls squarely outside the requieats of Executive Order 13,292 because “disclosing”
statements to the detainees who uttered them could not “reasonably be expected to result in damage
to the national security.” Exec. Order 13,292 88 1.1(4).

Requiring a detainee’s own statements to beadsifled before they may be “disclosed” to
him is also directly contrary tthe Supreme Court’s explicit orderBoumedienghat “the costs of
delay may no longer be bourne by the petitioneBstimediene v. Bush _ U.S. |, 128 S.Ct.
2229, 2275 (2008). The Supreme Court and this Cawe repeatedly recognized that the Writ of
Habeas Corpus is meant to provide a rapid etialuaf the legality of detention by the Executive.
Seege.g, Peyton v. Rowe891 U.S. 54, 63 (1968) (holding tha&][principal aim of the writ is to
provide for swift judicial reviewef alleged unlawful restraints on &lty”). If this Court requires that
a detainee’s own statements must be declassified before they can be discussed with him, the
“principle aim” of the great writ, “swift judicial review,” will be further thwarted by needless

procedural obstaclés.

% This has already occurred in at least one case before this Honorable Court, in which
petitioner has been waiting for several months for the process of declassification of his own
statements to be complete so that he may review them with counsel, with no end Ansight.

v. Obama04-cv-1194, dkt. 456 (Status Report, attached as Ex. C.).
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In addition, denying petitioners the ability to review their own statements is flatly
inconsistent with the meaningful habeasiew mandated by the Supreme CouBoumediene
because it effectively deprives the merits judgesit€al evidence: at the very least, a judge should
know whether a petitioners admits or denies the setenattributed to him. This cannot be squared
with the Supreme Court’s holding Boumedienghat the Combatant Status Review Tribunals
(“CSRTs") were not an adequate substitute for habeas review. In enumerating the defects of the
CSRT proceedings, the Court notdtat the detainee “may nbe aware of the most critical
allegations that the Government relied upon to order his detentibmaf 2269. If a detainee may
not review his own alleged statements thatwsed to justify his detention, then these habeas
proceedings will suffer the same defects as the CSRTSs.

Conclusion

In sum, the government’s Motion to Amend the Protective Order should be denied. This
Court’s orders on January 15 and 30, 2009 ingiqg the protective order did not allow the
“disclosure” of classified or protected information, because one cannot “disclose” information to

the source of that information.

“If this Court does accept the government’s proposition that it would constitute
“disclosure” of classified information to repeat a detainee’s statements back to him, it should
further make clear that the government may not use a detainee’s statements to defend its
detention of him unless that detainee has the opportunity to review those statements, so as to
allow him to “rebut the factual basis” for his detentiddoumediengl28 S.Ct. at 2269.

-12-



May 11, 2009 Respectfully submitted,
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o Reserving objections to the requirement to file a single consolidated brief.
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