"LES" PARAGRAPHS DESIGNATED AS
PROTECTED INFORMATION
PURSUANT TO GUANTANAMO BAY
HABEAS PROTECTIVE ORDER
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UNITED STATES DISTRICT cauaw
FOR THE DISTRIC'I‘ OF COLUMBIA

\

‘ "IN THE MATTER OF THE WRITS OF HABEAS CORPUS FILED BY DETAINEES AT

THE U.S. NAVAL 'STATION GUANTANAMO BAY, CUBA

DECLARATION oOF ARTHUR M CUMMINGS II, EXECUTIVE ASSISTANT DIRECTOR

~-NATIONAL SECURITY BRANCH™
FEBERAL BUREAU OF INVESTIGATION

Ccity of Washlngton
5s.

as pu wb

District of Columbia

I, Arthur M. Cummings IL, hereby detlare the following:
1. €9U) I am the Execut:LVe Assn.stant Dlrectex (EAD) of the National

Securlty Branch NSB) af the Federal Bureau cacf Irwestigatwn ("FBIM),

Unlted States Department of Justice, a component of an Executive

‘ Depdrtment of the Un:.ted States Goverrment (USE} . ®ne of my-

resp@nsibllitles is to ov{e:r&ee the national securlity Qperatlons of

" +*he FBI's C;ounterterrorlsm Division.

2. (U) Thematters stared herein are based ypon my personal knowledge,
my review and considgration of decyments and informatien available
zo me in my official capacity, and infeormation furnished by Special

Adents and ,oth._er employees of the FBI. My conelusiens have beeh

'reached in accordance therewith.

3. (U} This declaratiem is submitted to prov:Lde information regardlng

the type and seope of FBI infermation provided to the Guantaname

‘Review Task Forge (“Task Forcae”) established pursuant to Executive
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Omder 13492 fer its c-:'.@nsideratiion in reviewing detainees» held at

. the 0.8 Naval St t'on Guantanamo Bay Cuba,

Tk (\

thlS declaratlon will . address the resources and ta.me requlred t:o
goﬁduc.t searches of FBI datgbases aVailable to the Tgsk Force and
preducing information pfovi&e'd by the FBI in fhe context of the habeas
cases. |
4. (U} on January 22, 2009, the President is:sv.-,ze'd three wvelated
‘Executive Orders‘{EO) regard{irig national secﬁriﬁy-maftera. Execubtive
Qrder 13492 ‘c:alled for an immediatd review of the st’atué of
individoals cﬁr,r;ently detained at G‘I'MO In furtherance of this EO,
the Attérney ‘G.ene'rall greated an intpragency Guantanamo Review Task

' ~ Forge, The Attorney 'General‘ ineluded employe‘és of the E"edex\al Buresu

of InVestigation lFBI5 o0 the Task Foxge gtaff.

5, (U) =®. b. 13492 requires that the Atterney @eneral, to the :extent o

reaso‘nably pra;cti.‘dable; assembls all information ifr the posse’smon

of the Federal G@vemn&nt that pertalns to any individual currently

detalned at Guantaname Bay .and that is relevant te determlm.ng the,

proper da.sposmt:.on of any such md:.v:.dual 'In furtherance of this

of@er, the Office of the Dire¢tot of Natibnal Intelligence (ODNI)

igsued a f.omai r.e;;uest to all i:h,,e-, inEelligencg agencies, inclu,d;lng |

the FBL, to provide te the Task Force all reasonsbly available

informatiofi on any individual cﬁrrently detained at GTMO.
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() Doqlmflents Provided to Task Force ‘ !
6. (V) In xesponse to the EQ and the ODNI reguest, the FBI previded
the following documents, information or acgess to the Task Forcer
(a) a copy of theudapabasa of documents and,inforﬁation thé
’FBI cﬁmpiled; for the Departuent of Justice (DOJ) Civil Division for

‘the habeas litigation. These documents were originally compiled in.

" rgsponse to DOU’s reéguest for information as well as eourt orders

relalting to discevery in the habeas litigation. This database was
uploaded inte the Task Foree ne'two'r]g. |

{b) FBI documents previeusly prm}ided te the Departwment of
Defen&e fbr review ;Ln Office of Miliﬁary Commission (OMC] proceedings -
and included in the OMC OEfiece of the Chief Proaecutox s. database
kiown a8 the EAGLE databagse. The FBI conducted prudential searbhes,;
for records éertai'ning to i@ta:.nqeg, that were be1ng a.nvest:i.gated
and/for charged wnder the M:Llitary Commission Act of 20@6 (1o ‘U s.c.
8§ 94$a) Prudentlal searches are a Process the FBI uses Whe‘n
performlng sears:hes ‘of 1rxfmrmatimn tec}mclagy syatems at the reguest
of prosecutors seeking to identify any potenta.ally dipcoverable
inferthation cohtained within the FBI electrenic records system.
Thegse documents have been upioade,d into t-he Task Faorce nétvm:rk;

| (lc)', FBI dccume:nts relied upon by the Office for the
Administrative Review of the Detentlon of Enemy Combatants (OARDEC})

for Cbmb.atant Status' Révie'w Tribum:zl's and Adninistratlve Review Board
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hearings. These& decuments haye been uploaded iﬁtovthe Task Foree
network.
The FBT uhderstands that DOJ Civil Division would have similar aceess

to the FBI information discussed in paragraphs 6 (a) & (¢) in the

:habeas'litigatiqn through the various USG aﬁencies.

7. {(U) The FBT personhel assigned te the Task Foree staff also have

.access te and the ability-to condust searches of FBI databases To

"information pertaining to Guantaname detainees. FBI personnel

assigned to the Task Force are not oénducting system wide searches
for informati@n regaiﬁing‘eagh detainée,?but targetad searchés based
)2 specific.factual'inéuiries.‘ The relevant information cbtained
from.theltargéted searchées of FBI databases is,then made part of

the Task Férece netwerk.

8. (U/




wm 'Elec'tronic Searches

g, (U} The FBI hag two methods to seaxch FRI databases, "The first.

is 'té search the FBI'g Automated Case Support Systew (AES), the
eleétro,nic gysten which has the most conplete repasitery of FBI
material. ACS is an operational system used to support -every FBI
fupction from white-gollar and viclent crime inves.%t:i-gationé to
counterespiponage and ceunterterrorism inveéﬁiga,tigns .. The second

methed iz to search the Investigative naita,..Ware\house (IDW) system,

IDW ie a “warehouge” of information that provides a single sourve

repository for information utilizing éxtansive data aburqés,
ineluding thope logated in FBI files and information'from»‘sourees
outside PBI‘-s,ources. The highest glassificaticn of 'dO‘c-u-ment.s.on thése
s;}stems is SECRET. |

10. - (U} ACE is an old mainframe gomputer system and s.e,arches of.

ites data must be "literal." Fox example, in owder te search for

. docuitents relating to a particular petitioner, geparate searches

must be run fer each gpelling variant of each name (first, middle,

last and alias). Additional searches must ke run for every

comvination of names (e.g., first-last, first-middle-last,
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the approx1mately 27 m 11115)1’1 documents in the electronw files.

e e T

The FBI d@es not mamtam d.etainee rel

dedi cated system. .

1z, (U} Searches 1ike the one described abeve encumnber ACS because

all of the electronlc fmles of the FBI are be:mg searched feor the
variocus terms. These searches generally take plage after nermal

business hours and on weekends: so as not. to impair the FBI's.electronic
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reqerd search capagity and thereby adversely affeet the ability of
othér FBI -e'mpldyegs to mse ACS in support of the FBIL's pximary

migsiors.® Even if AUE searches were run around the clock Eom

. multiple computers, the FBI :wguld have \d'iffi-culby meeting the shert

deadlines. -

13, (U} As au alternative teo searching ACS, the FBI could condict

' these searches through IDW, IDW s populated with approximately

two-thirds of the information that is contained in ACS. -As is

pertinent te these cases, IDW does not gohtain information £rom AES .

that has restricted access, guch as tax records and grand . Jjury

materialg. Because commterterrorism records are ge'nerally not

reskricted, however, IDW searches are likely to reveal most, if not

all of the documents that would bé reyealed through ACS gearches.

If IDW were an accepteble reute through which to conduet these

s.‘earcihés', tle FBI- cotld conduct ACS searches only when there is some

reasen to beligve that information pertaining to a paxrticular

‘petitioner ig in restricted files.

14, (U) Unlike ACS, IDW can be efficiently used to conduct batch
ter bulk) data sedrches. ‘Those searches can be conducted in a moke

condensed -time frate and will have ne affest on ACS, because the

1 (U) ACS is used for investigative and analytical searches,
uploading ot dowtilgading documents, arid getting investigative leads

not only in national secuxity operations and foreign intelligence

collection, but all criminal investigations.
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searches are not run agaimst the ACS wainframe compuber system.

This approach would significantly veduce the ncgéti\-xe impact on FBI .

operational matters, as compared with an: Approach fogused on nES:,

That said, IDW ig no more easily searohed now by the FBI members
of thée Task Force than it would haveé been by the FBI itself last’
fa}l when. o the Government’ s wotiern for reconsideration of the
initial case management ordex, the 'é.ourt: relieved the Government,
of any dgeneral disbmvg'ry obligation that .WOuld hawve nec'e-ssi.t';ated
s-ear«;hé's within IDW as a matter of gourse .

(0) Review of-Reséo‘nsive Poétments

15. (), In additien to the foregoind issues, if potentially

‘pesponsive docupents were identified through either ACE or IDW

gedrthes, the FBT would have to pravide the documents. to the DOJ.

are actually pertlnent to & partlcular pet:Lt;Loner amd respensive

tp the Court's ordsr, once the pracass is cempleted, the DOJ would
then petnir those pertinent d@cumar‘it’s to the FBI to detérmine what

gengicive @r clagsified information way be released. Agents and

analysts would be required to review the documents carefully in oxder

to identify any highly sensitive informatien and technigues.
() While it is net pesmble at thHis time to estimake the nundbet
of agents and analysts who would be requ:.red te perfem such a final

review of respons:.ve documents, it is likely to ke gignificant.

UNCLASSIFIED/ - o 8

The DOJ would then coriduet its own reéviewteo determine which documents '




“

L]

UNCLASSIFIED/ ,-

Due ,té the specialized subject mai-;ter oF the documents, it 18 expected
that the review would be performed by ggenks and analysts assigned
to the Counterterror:ism Divigion (CTD) of the FBI, taking then away
from daily operational duties.

(o) éonclusi'pn.

17. (M 'I‘herefore, to the extent reascnably practicable, the -FBI
has provided the FBI records compiled for the habeas litigation to
the Task Foree for their review and cons:.deratlen‘ Add;\.t:u.onallly,
the Task Foree has been px&'ova.cled'w:tth FBI records previously provided
to the Dep.artmeﬁt_ of ‘Defense for review in the: Office of 'ﬁilif:ary
Commission proceedings, the Combatant Status Review Triburals and

Administrative Review Board hearings. Furthermore, additional

\ . .
gearches of FBI databases, document reviews and clearances of FBI.

documents are a significant ondertaking, both in time and regources;
. , :

on the counterterrorism. operationdgl units of the FBL.

Pursuant tO 28 B.8.C. § 1746, I declare under ;pgnalty of perjuty

that the foregeing is true and carrect.

Executed orl [Y]law \ , 2008

e

ATTRuUr #7 Cummings EI
. Executive Asgistap Plrecter

Naticnal Seeurity  Braleh
Federal Bureau of Inves.tlgatlen

-— \
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