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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

)

ANTHONY SHAFFER, )
)

Plaintiff, )

)

V. ) Civil Action No. 10-2119 (RMC)

)

DEFENSE INTELLIGENCE AGENCY, )
etal., )
)

Defendants. )

)

OPINION

After a career as a military intelligence officer, Anthony Shafferaevagloyed by
the Defense Intelligence Agenaile alsosening in the Army Reserve as a Lieutenant
Colonel. After 9/11, hevassent to Afghanistan for two tours of duty. Upon his return, he wrote
a bestselling book,Operation Dark Heart: Spycraft and Special Ops on the Frontlines of
Afghanistan and the Path to Victof$t. Martin’s Press 2010)As required by the secrecy
agreements he signed during his career, Lt. Col. Shaffer (Ret.) submittechhiscnya for
review before publication. hie Army Reserve cleared the manuscaipd the publisher printed a
first edition. The Defense Intelligence Agency, Department of Defense, and Centraybriedi
Agency (Ddéendants) then obtained a copy of the manuscript and insisted on hundreds of
redactionof allegedly classified informationThis lawsuit ensued. Lt. C@haffercontends
that Defendants violated his First Amendment rights by insisting uppacessary redactigns
while the Defendantassert theiresponsibility tgorotect classified informatioand Lt. Col.

Shaffer’s contractual obligation of secrecy
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Via this litigation,Defendants slowland with utmost reluctanagere compelled
to concedé¢hatLt. Col. Shaffer’s testimony befotbe House Armed Services Committae
February 15, 20Q6vas officially released and can be publishéd to the remaindef the
redactednaterial Defendantsubmitedin cameraa precise explanation for eacihe Court
reviewed all of tk material including Lt. Col. Shaffes allegatiorthat the narrativef his
accomplishments thauppored his Bronze Star awaweas publishable because it had been
officially releasegdand finds that Defendants supportieelir reasons for non-disclosure.
Defendantsimotion for summary judgment will be grantedpart and denied in part.

I.FACTS

A. Background

Anthony Shaffer retired fio the United States Army as a lieutenant colonel and
thereafter continued to serve in the Army Reserve. From 1995 to 2006, Ls$h@thér worked
as a civilian employee of the Defense Intelligence Agébd¢A), within the Department of Defense
(DOD), while serving simultaneously in the Army Reserlé. Col. Shaffer was mobilized as an
Army Reserve Officer from December 2001 to June 2004, during which time he seovieditsy
in Afghanistan. Over the course of his Army career and at DIA, Lt. Col. Shaffer signed several non-
disclosure agreements to maintain the secrecy of classified informatiadloauments. Pursuant to
these non-disclosure obligations, Lt. Col. Shaffer must submit any written materiatsetheontain
classified information to the military for prepublication security revi&eeMot. for Summ. J.
(MSJ)[Dkt. 63], Ex. A (Scheller Decl.) [Dkt. 63-3], Attachments A-G (Nondisclosure Agreesnent
executed by Lt. Col. Shaffer). He has been assiduous in his compliance.

In early 2007, aér he lefthis position aDIA, Lt. Col. Shaffer teamed with a
ghostwriter to write a memaoir of his time in Afghanistatbed Operation Dark Heart: Spycraft and

Special Ops on the Frontlines of Afghanistan and the Path to Vigte@yBook). The Book v&a
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accepted for publication by Thomas Dunne Books/St. Martin’s Press (St. Martin’s Press). Lt. Col.
Shaffer describe®peration Dark Hearts

a direct, detailed eyewitness account of the 2003 ‘tipping point’ of the
war in Afghanistan . . . [that] provides an unemotional examination of
the events and decisions where mistakes were made in strategy[,] . . .
[and] recommends a detailed, alternate strategy to the current failing
[c]ounterinsurgency strategy that could result in victory in
Afghanistan.

Am. Conpl. [Dkt. 35] § 7. The Book also “details protected disclosures made to the Executive
Director of the 9/11 Commission on pre-9/11 intelligence failures . ld..”

Much of the Book focuses on Lt. Col. Shaffer’s career after September 11, 2001. It
details his tours of duty in Afghanistan, where he particip@atedch “high risk/high gain
operations” as the search for the senior leadershb @aedafor which he received a Bronze Star.
Id. 1 2. The Book also covers Lt. Col Shaffer’s involvement in a military intelligencegbtajown
as ‘Able Danger’ As described in a separate lawsuit brought by Lt. Col. Shaftée, Danger
allegedly identified at least one of the September 11 hijackers prior tddbksaSee Shaffer v.
Defense Intelligere Agency601 F. Supp. 2d 16, 19-20 (D.D.C. 2009). Lt. Col. Shaffer writes in
Operation Dark Hearthat he informed the 91 Commission abowtble Danger

Lt. Col. Shaffer first notified his Army Reserve chain-of-command in March 2009
that he was writing book. Army Reserve leadership provided guidance on how to comply with all
security and ethical regulations, and he submitted a draft manuscript of the Book tmthe A
Reservechainof-command in 2009. For reasons that are not revealed in the record, Lt. Col. Shaffer
did not submit the draft manuscript to DIA or any other component @®1e.

Two officers in Lt. Col. Shaffer's Army Reserve chain-of-commenede appointed
to reviewOperation Dark Heart Am. Compl. § 12. The first, &taff JudgeAdvocate for the

Headquarters $4Training Division, U.S. Army Reserve Center in Fort Lee, Virgimsaued a



memorandum on December 26, 206i@ing that “it was his understanding that [Lt. Col.] Shaffer
used only unclassified information and open sesiia his memoit Id. § 15. He opined that Lt.
Col. Shaffer could accept payment for his memudr. The second, an Assistant Division
Commander of the Headquarter$"3aining Divisionissuedon January 4, 201#favorable
security review and approval of the Book for publicatitoh.§ 16.

Lt. Col. Shaffer sent the manuscript to St. Martin’s Press for publication in February
2010. However, at some point before the Book’s scheduled distrilalatierofAugust 31, 2010,
DIA obtained a copy of the mascript, reviewed it, and determined that it “contained a significant
amount of classified information,” the release of which “would cause harm tatiomal security of
the United States.MSJ at 5. The CIA alsaeviewedOperation Dark Hearand reached the
same conclusionld.

On August 6, 2010, due to the DIA and CIA’s objections to publication of allegedly
classified materiathe Army Reserve revoked its publication approval. Am. Coff{p27-28.
Although St. Martin’s Presalreadyhad printed the Book, it agreed to delay distribution so that
classification concerns could be addresddd{] 30. Consequently, Lt. Col. ShaffeA officials,
DOD officials,and agents from St. Martin’s Press spent August and September 2010 discussing
potential revisions to the manuscript. 1132, 36. The upshot of these negotiations was a modified
manuscript: Lt. Shaffer agreed to the revision of certain passages and themneofeaititext on
which the parties could not agree to modificatiolus.{ 36. At the end of this process,
approximately 250 of the Book’s 320 pages contained redactidn$.37.

On September 24, 2010, St. Martin’s Press published the redacted version of

Operation Dark Heart Id. 1 41. By then, however, St. Martin’s Press alreadyskatiout a small

1 St. Martin’s Presslso published a paperback editiorOgferation Dark Heartn October
2011, which'contained all the redactioms the hard cover version . ...” Am. Compl. T 49.
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number of copies of the original unredacted draft—without redacifariassified materiatfor
pre-distribution critics’ review and comment. DOD allegedly paid St. Martin’ssRoedestroy all
copies from the first printing of the Book, but the publisher was unable to retrievetad afpies
circulated for predistribuion critical review. MSJ, Ex. BShaffer Decl). [Dkt. 63-4] {1 35, 46.
Unredacted copies diie first printing ofOperation Dark Hearbegan appearing for sale online in
September 2010ld. 1 49. Various media, such as Mew York Timesstarted to report on the Book
and DOD'’s efforts to prevent publication of classified informatiSee e.gid. 144 (citingScott
Shane, Secrets in Plain Sight in Censored Book’s Reprint, TNines, Sept. 8, 2010, at A9) A
group focused on national security issues posted a purpidiebly-side comparison of the two
versions of the Book on its website, therelgiming to identifythe redacted information. Shaffer
Decl.[Dkt. 63-4] 1 51.

B. Procedural History

On December 14, 2010, Lt. Col. Shaffer filed a Complaint against Defendants,
alleging thatheydeprived him of his First Amendment right to publish by designating as classified a
substantial amourdf classifiedinformation in the Book.SeeCompl. [Dkt. 1] 1 56. Defendants
moved to dismiss for lack of standing, arguing that Lt. Col. Shaffer had transferred all ghtsgai
the Book to St. Martin’s Press, so that only St. Martin’s Press could claim a comsaikutijury.
Judge Ricardo M. Urbina, to whom the case was originally assigned, denied Defendaats’ mot
without prejudice and ordered Lt. Col. Shaffer to amend the Complaint to address the issue of
stending. SeeJan. 12, 2012 Order [Dkt. 34].

Lt. Col. Shaffer filed an Amended Complaint on February 13, 2012. In addition to
making new allegations regarding standing alleged three Counts:

Count | claims @&irst Amendment right to publigie information
redaced from the Book;



Count Il claims a First Amendmernght touse a secure government

computerfor the purpose ofhallenging Defendaritglassification

decision; and

Count Il claims a First Amendment right to give Plaintiff's counsel

access tahe allegedly classified informatiofor the purpose of

challenging classification.
Am. Compl.f162-90.

Upon Judge Urbina’s retirement, the case was reassignedefiendantsifed a
second motion to dismiss, again arguing that Lt. Col. Shaffer lacked standing becaase he h
assigned all rights t6t. Martin’s PressSeeMot. to Dismiss [Dkt. 37].This Court disagreed. It
found that Lt. Col. Shaffer has standing “because he maintains rights to publish an udredacte
version of his book and, if the redactions are overbroad, to otherwise ‘publish’ tictassified
information in his book.”Shaffer v. DA (Shaffer ), 901 F. Supp. 2d 113, 115 (D.D.C. 2018e
alsoOp. [Dkt. 44].

In the meantimelt. Col. Shaffer decided to move forward with a foreign language
edition ofOperation Dark Heart In anticipation of publishing the foreign language edition, on
August 3, 2012, Lt. Col. Shaffer submitted a formal request to the DOD’s Office of Sdvewvigw
(OSR) for another classification reviev8eeMSJ, Ex. D (Langermabecl)? [Dkt. 63-7] 1 2. OSR
is a component of DOD that “conducts the security and policy reviews for clearanceiaf off
Department of Defense (DOD) information proposmdfficial public release by the DOBN its
enployees (military and civilian)."Defense Office of Prepublicaticand Security Revievavailable
at http://www.dtic.mil/whs/esd/ogflast visitedMarch 26, 2015).

On October 17, 2012, OSR and other DOD personnel met with Lt. Col. Shaffer in

connection with the re-review of the Book. During that meetirity, the full text of the Book in

2 Mark Langerman is the Chief of the OSR.



front of them, the participants discussed substituting unclassified languagéate rearious
redactions. They also discussed whether, as asserted by Lt. Col. Shaffer, the Govedment
officially disclosed some of the redacted information so that it could be printied Bobk.
Specifically, Lt. Col. Shaffer contended that these two documents had beeallpffeleased: (1his
prepared testimony for the open hearing befloeeHouse Armed Services CommittegeFebruary
15, 2006 and (2) the Bronze Starrative i.e., the text describing Lt. Col. Shaffer’'s meritorious
conduct for which he was awarded the Bronze Star in Afghanistan (Narrative).

As a result othese discussiorend the OSR review, the Government determined that
information in 198 of the 433 passages redacted in the September 2010 edition were properly
declassified.SeeLangerman Decl., Ex. 6 (Jan. 18, 2013 OSR Letter) at 1. In addition, Lt. Col.
Shaffer agreed to replace @8ssagewith OSR’s suggested substitute language and to delete 139
passagesld. With this accord, only 2passagesemainedn dispute Id. Lt. Col. Shaffer asserted
that the informatiomunderlyingthese23 passages wasvailable through unclassified, open sources
and that the information had been officially released. These passagesembitirmation from his
February 15, 2006 testimony before the House Armed Sel@mesnitteeand from the Bronze Star
Narrative. OSR agreed to review thgensource material$ Lt. Col. Shaffer specifically identified
such materialsand to review any evidence Lt. Col. Shaffer submitted regarding his claim that the
February 2006 testimony and the Narrathad been officially released

Lt. Col. Shafferidentified open sourcmaterialto OSR but he did not include
pinpoint citations to the page numbers where the disclosures in thecBalokbe locateth the open
source documents. On December 19, 2012, OSR told Lt. Col. Shaffer that it could not conduct a
meaningful reviewvithout the pinpoint citations and requested a supplemental submission.

Langerman Decl., Ex. 4 (Dec. 19, 2003R Letteyat 1 OSR also alerted Lt. Col. Shaffer to the



fact that none of the materials he had submitted addressed whetBeorihe Star ldrrative had
been officially releasedld.®

The next daylt. Col. Shaffer responded to OSR. He did not provide any pinpoint
citationsand instea@xplairedthat he needed access to an unredacted copy of thebBoalsédne
could not recall all of the text that had been redacted. Langerman Decl., Ex. 5 (Dec. 2h& &2 S
Letter) at 1. He also suggested that OSR did not need pinpoint citagiceass€OSR personnel
“took detailed notes” during the October 17 meeting and Lt. Col. had “identifigde specific text
in question anavhatthe public source informatiomas” Id. Further, with respect to the Narrative
accompanying his Bronze Star award, Lt. Col. Shaffer stated that this doauaségiven to [him]
as part of [his] award,” and “was provided to both the United States Senate and House of
Representatives as part of thiele Dangercongressional hearings held in 2005 and 2006."

OSR completed iteeview ofOperation Dark Hearand informed Lt. Col. Shaffer of
its determinationsSeeJan. 18, 2013 OSR Letter. In sum, OSR determined that 198 of the 433
passages redacted in the September 2010 edition had “been properly declassifizdiameeavith
Executive Order 13526” and could be published. Jan. 18, 2013 OSR Letter at 1. Fqudbsa?@s
that included information alleged to come from open sources, OSR concluded that “none of the
source materials show[ed] a relevant official release of any’kilndat 2. OSR did not find any
record indicating that thBronze Star Idrrativedocumenhad ever been released officialllg.
OSR also indicated thathile Lt. Col. Shaffer submitted his “prepared testimony for review prior to

testifying in theAble Dangerhearings, theestimonywas never cleared for public release . *.1d.;

3 The December 12012 letter from OSR did not refer to the congressional testimony.

4 The Able Dangehearings includednter alia, a hearing before the Senate Judiciary
Committee orSeptember 20, 20GHd a hearing before the House Armed Services Committee
on February 15, 2006 Lt. Col. Shaffer does not dispute that the September 2005 proposed
testimony was not officially cleared for release. The September 2005 pidpesmony was
prepared for Lt. Col. Shaffer’s potential testimony before the Senate Judiciemmitee. See
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Langerman Declf 5 (Lt. Col. Shaffer did not “produce a DD Form 1790 signed by an authorized
Government oftrial .. .").

TheJanuary 18, 2013 OSR determination letter enclosed a spreadsheet explaining
which passagesf the Book remained classified and which were no longer classtiedlan. 18,
2013 OSR Letter, Attachment. Provided that Lt. Col. Shaffer consented to the redadi®23f t
passages ifitin dispute, OSR deemed the Book cleared for public relel@seat 2.

On April 26, 2013, Defendantged a motion br summary judgment, supported by
unclassified and classified declarations submigtgolarte for in camerareview. SeeMSJ[Dkt. 63]
& Exs. A - J [Dkts. 63-2 — 63-13]; Sealed Ex. [Dkt. 64]; Reply [Dkt.; 70tice of Ex Parte Filing
[Dkt. 74]; Notice of Lodging [Dkt. 76]. According to Defendants, the redacted information has not
been officially disclosed or acknowledged aisdelease would cause serious harm to the national
security of the United States.t. Col. Shaffer opposesseeOpp’n [Dkt. 69].

On April 9 and 29, 2014, after the summary judgment motion was ripe and a
hearing was held, the Court found that the briefing was inadequate as to tifieati@ssstatus
of (1) theFebruary 2006 testimony before the House Armed Services Comantig@) the
Bronze Star NarrativeThe Court ordered the partiesfiited sealeddeclarationsegarding Lt.
Col. Shaffer’s allegationthat these documents were officialgleased.SeeScheduling Order
[Dkt. 77]; Apr. 29, 2014 Minute Order. The parties have submitted additional declarations and
briefs regarding the February 2006 testim@®g e.g, Zaid Decl. [Dkt. 83]; Supplemental

Shaffer Decl. [Dkt. 83-1]; Resp. to Pl. Supplemental Decl. [Dkt. 87]; 2d LangermdnDieic

Shaffer 601 F. Supp. 2d at 2He submitted it to DOD for classification review, but when DOD
failed to respond, his counsel, Mark Zaid, testified in his st&hgdsee alsZaid Decl. [Dkt. 83]

1 9. OSR failed to search for Lt. Col. ShaS8erepared testimony to the House Armed Services
Committee in February 2006, but as explained below, when Deferioheati investigated they
found that thé=ebruary 200@estimony wasin fact, officially released.SeeResp. to PI.
Supplemental Dec|[Dkt. 87] at 2.



87-1]; Leatherwood Decl. [Dkt. 87-5], and with regard to the Bronze Star Narsgwye,q,
Supplemental Shaffer Decl. [Dkt. 83-1]; Olivero Decl. [Dkt. 90-1]; Resp. [Dkt. 92];
Leatherwood Decl. [Dkt. 92-1].
[I.LEGAL STANDARDS

A. Summary Judgment

Under Rule 56 of the Federal Rules of Civil Procedure, summary judgment shall
be granted “if the movant shows that there is no genuine dispute as to any mateaiad e
movant is entitled to judgment as a matter of law.” Fed. R. Civ. P. 38@)d Anderson v.
Liberty Lobby, InG.477 U.S. 242, 247 (1986). Moreover, summary judgment is properly
granted against a party who “after adequate time for discovery and upon motion . . . faketo m
a showing sufficient to establish the existence of an element essentialgarthiat case, and on
which that party will bear the burden of proof at triaCélotex Corp. v. Catretd77 U.S. 317,
322 (1986). In ruling on a motion for summary judgment, the court must draw all justifiable
inferences in theanmoving party’s favor and accept the nonmoving party’s evidence as true.
Anderson477 U.S. at 255. A nonmoving party, however, must establish more than “the mere
existence of a scintilla of evidence” in support of its positioh.at 252. In addition, the
nonmoving party may not rely solely on allegations or conclusory statentgrdgsne v. Dalton
164 F.3d 671, 675 (D.C. Cir. 1999). Rather, the nonmoving party must present specific facts that
would enable a reasonable jury to find in its faviak.at 675. If the evidence “is merely
colorable, or is not significantly probative, summary judgment may be drard@derson477

U.S. at 24%50 (citations omitted).
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B. Review of Government Classification Decisions

The Executive Branch has the autihoand responsibility to control classified
information,seeDep’t of the Navy v. Eagad84 U.S. 518, 527 (1988), and cannot be compelled
to release itsee Holy Land Found. for Relief & Dev. v. Ash¢rd&3 F.3d 156, 164 (D.C. Cir.
2003); Executive Order 13,526 (published at 75 Fed. Reg. 707 (Dec. 29, 200®)material
redacted fronDperation Dark Hearincludes the following five types of classified information:

(1) military plans, weapons systems, or operations;

(2) foreign government information;

(3) intelligence activities (including covert action), intelligence
sources or methods, or cryptology;

(4) foreign relations or foreign activities of the United States,
including confidential sources; or

(5 wvulnerabilities or capabilities of systems, installations,
infrastructures, projects, plans, or protection services relating to the
national security?
SeeExecutive Order 13,526 § 1.4(@)}, (9).
At the outset, it is important to note what is not in dispute. Lt. Col. Shaffer does
notchalenge the validity of the nodisclosure agreements he sigraedl dbesnot present a
facial challenge to Defendants’ prepublication review prockeigsagreeshat he is required to
submit his writings for prepublication revieieeAm. Compl. § 3. Further, he acknowledges

that he has no First Amendment right to publish information that has been properfiedassi

See Stillman v CIA319 F.3d 546, 548 (D.C. Cir. 2003) (“If the Government classified the

5> Executive Order 13,526 revoked two predecesgorscutive Order 1,292 and Executive
Order 12958. SeeEO 13,526 § 6.2(Qg).

% “National security,” as defined in § 6.1(cc) of EO 13,526, means “the national defense or
foreign relations of the United States.”
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information properly, then [an individual] simply as no first amendment right to publish it
However,Lt. Col. Shaffer alleges that Defendants violatedFirst Amendment rights three
ways: (1) by prohibiting publication of unclassifiadformation;(2) by denying Lt. Col. Shaffer
access to aecure computer for the purpose of challenging Defendants’ classificatio
determinations; and (®)y disallowing his counsel access to classified informagitegedly
necessary to counsel’s representatidim. Compl., Counts IH.

The law in this Circuit is clearcurrent and former government employees have
no First Amendment right to publish properly classified information to which thegd@access
by virtue of their employmentMcGehee v. Casey18 F.2d 1137, 1143 (D.C. Cir. 1988¢e
alsoStillman 319 F.3d at 548 (when the Government has properly classified information, there
is no First Amendment right to publish iffhe Government has a compelling interest in
protecting the secrecy of information iorpant to national securitgndcensorship oflassified
informationprotecs this substantial interesMcGehee718 F.2d at 114&iting Brown v.

Glines 444 U.S. 348, 354 (198®nepp v. United State$44 U.S. 507, 510 n.3 (1980)).

Nonetheless, when a manuscript contains information that is unclassified,
wrongly-classified, or derived from public sourcése Government may not censor such
material. Id. at 1141. Further, classified information may be disclosed over Government
objection if the information has been “officially acknowledged,” that is, if (1stmae
(2) specific informatior(3) already has been “made public through an official and documented
disclosure.” Fitzgibbon v. CIA911 F.2d 755, 765 (D.C. Cir. 199@jting Afshar v. Dep't of
State 702 F.2d 1125, 1133 (D.C. Cir. 1983))hese criteria are important because they
acknowledge the fact that in the arena of intelligence and foreign relatioas#mebe a critical

difference between official and unofficidisclosures. Id.
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A plaintiff asserting a claim of prior disclosure bears the “initial burden of
pointing to specific information in the public domain that appears to duplicate that being
withheld.” Afshar, 702 F.2dat 1130. Merely pointing to publspurceshoweverjs
insufficient. “[T]he fact that information resides in the public domain does nonelienthe
possibility that further disclosures can cause harm to intelligence sporethods and
operations Fitzgibbon 911 F.2cat 766 see als id. at 765 (quotindilfred A. Knopf, Inc. v.
Colby,509 F.2d 1362, 1370 (4th Cir. 1975) (“It is one thing for a reporter or author to speculate
or guess that a thing may be so or even, quoting undisclosed sources, to say that isis so;
quite another thing for one in a position to know of it officially to say that it is;dx8cutive
Order 13,526 §.1(c) (“Classified information shall not be declassified automaticalyrasult
of any unauthorized disclosure of identical or similar informatjoh.

In Stillman the D.C Circuit established &wo-stepprocesdor analyzing
challenges to Governmecg¢nsorship otlassified information

The district court should first inspect the manuscript and consider
any pleadings and declarations filed by the Government, as well as
any materials filed byplaintiff] . . . . The court should then
determine whether it canconsistent with the protection of
[plaintiff's] first amendment rights to speak and to publish, and with
the appropriate degree of deference owed to the Executive Branch
concerning classification decisiomgsolve the classification issue
without the assistance of plaintiff’'s counsklnot, then the court
should consider whether its need for such assistance outweighs the
concomitant intusion upon the Governmestinterest in national
security. Only then should it decide whether to enter an order
granting [counsel] access to the mascript and, if simildy
necessary, to the Government’s classified pleadings and affidavits.
If the court enters such an order, then the Government may appeal
and we will have to resolve the constitutional question.

" Thus, the fact that one or more copies of the unredacted Book (released by the publisher i
2010for critical review beforalistribution) may beavailable for purchase on the Interrget
immaterial to the Court’s analysis.
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Id. at 548-49 (emphasis added). In other wordsstaiat court must firsattemptto resolve a
classification challengex parteandbeforereaching any associated constitutional questions,
such as whether the author hdsrat Amendment right to publish classified information or
whether Iis counsel must be provided access to classified informstidhat he can ably assist
in pursuit of the author’s First Amendment rightd.

Generally,courts afford deference to Executive Branch classification decisions,
see, e.g.Salisbury v. United State690 F.2d 966, 973 (D.C. Cir. 1982), because the Executive
Branch generally is better positioned than the Judiciary to assess the okesdifp certain
information. “Due to the mosald<e nature of intelligence gathering, what may seem trteial
the uniformed may appear of great moment to one who has a broad view of the scene and may
put the questioned item of information in contex¥ftGehee718 F.2d at 1149 (internal
guotations and citations omittedhn prepublication review casgBoweve, courts musteview
the Government’s classification decisid® novo McGehee718 F.2d at 1148Prepublication
review cases involve plaintiffs, like Lt. Col. Shaffer, who wish to publish inform#tiatthey
alreadypossess Such plaintiffs hava strongrirst Amendnent interest in ensuring that
Government censorship results frompraper classification of the censored portichsd.
(emphasis added). Accordingly, the D.C. Ciraesgtablished de novareview standard, giving
deference to reased and detailed Government explanations of the classification dedidion.

Courts mustlefer to theGovernment’sudgment as to the harmful results of

publication, but they must nevertheless satisfy themselves from the raoardmeraor

8 Because prepublication review implicates First Amendment rights, the starfdawiew is
higher than the standard applied in cases filed under the Freedom of Informat({&om), 5
U.S.C. 8 552, where a plaintiff is merely seeking access to records pursuatatihoays
entitlement. See McGehe&'18 F.2d at 1148 (citinGardels v. CIA689 F.2d 1100, 1104-05
(D.C. Cir. 1983).
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otherwise, hat thefGovernment] in fact had good reason to classify, and therefore censor, the
materials at issué.ld. at 1148. In such circumstances, there is no “presumption of regularity”
without “rational explanations.” Courtsustrequirethat theGovernment “justify censorship
with reasonable specificity, demonstrating a logical connection between tileddetimrmation
and the reasons for classificatiorld. at 1148-49.
[11. ANALYSIS

As to the firstapproved printinggf Operation Dark Heartthe partiesagreed in
September 2010 to the revision of certain passages and the redaction of all text ohevbectigs
could not agree to modifications, resulting in redactions from approximately 250 pageSosupl.
1136-37. On September 24, 2010, St. Martin’s Press published this redacted Melsjofl.
Upon rereview, the parties agread October 2012 to redact 212 passadés Jan. 18, 2013 OSR
Letter at 1 After the October 2012 agreement, onlyp23sagesemained in disputepassages that
included material from Lt. Col. Shaffer’'s February 2006 testimony before the House ArmegServ
Committee and material from the Narrative that accompanied his B&taze

A. February 2006 Congressional Testimony

Lt. Col. Shaffer fileda Declaration on June 6, 2014, describing the preparation of
testimony for both unclassified and classified hearings before the House Senéce
Committeeand the official release of an unclassified version of the testimaegSupplemental
Shaffer Decl. [Dkt. 83-1] 1 13. His TS/S€tlearance was temporarily reinstated for a two week
period starting February 6, 2006 through the date of his testimony on February 15, 2006, so that
he could prepare his testimony on a TS/SCI computer at the DIA fagiltiarendon, Virginia.

Id. § 14-15. Salvatore Fierro, an official with the DIA Office of Congressional ablicP

® TS/SCI stands for Top Secret/Sensitive Compartmented Information.
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Affairs, wasthe liaison between Lt. Col. Shaffer and DIA. { 15. On February 10, 2006, Lt.
Col. Shaffer provide®IA officials a sirgle versionof his proposed testimorfgr classification
review. Id. 1 16, 18.

On February 15, 2006, Mr. Fierro gave the prepared testimony back to Lt. Col.
Shaffer at the Rayburn House Office Building on Capitol H& a result of the classification
review,DOD split the testimony into two versions: one was an unclassified/clearednatpy.
Col. Shaffer could use in the open congressional hearing and the other was a Toge8aoret
to be used in the closed congressional hearichg] 19. Mr. Fierro provided the unclassified,
clearedcopy to Lt. Col. Shaffer in the presence of his attorney, Mr. Z&e.Zaid Decl. [Dkt.

83] 1 11.

Based on these Declarations, Defendants finally aghe¢dhe February 2006
testimony before the House Armed Services Committee was authorized, waslypretdased
through an official and documented disclosure,” and could be published by Lt. Col. Shaffer in
the Book. SeeResp. to Pl. Supplemental Decl. [Dkt. 87] at 2. Defetsdaontacted Mr. Fierro,
who is now retired, to confirm the official release of the 2006 testim8eg2d Langerman
Decl. [Dkt. 87-1] T 10. Because the February 2006 congressional testimony has been mad
public through an official disclosure, Lt. Col. Shaffer may include it in his B&#e
Fitzgibbon 911 F.2d at 765.

Defendants did not concede official release of the February 2006 congressional
testimony untilAugust 8, 2014, when they filed their Response to Plaintiff's Supplemental
DeclarationsPkt. 87. Defendants explain their sudden turn-around by stating that (1) Lt. Col.
Shaffer bore the burden of proving official release and (2) it was nothmdiine 2014iling of

Lt. Col. Shaffer and Mr. Zaid’s Declaratiotigat Defendantdinally hadthecritical information
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they needed-the name of the DIA official (Mr. Fierro) who handled the release dF#euary
2006 congressional testimon$ee2d Langerman Decl. [Dkt. 87-1] 1 9. Mr. Fierro, who
worked in the DIA Office of Congressional and Public Affairs, released the 2006dagt
without the knowledge of the DIA Directorate of OperatioSse Leatherwood Decl. [Dkt. 87-
5].1° Defendants were able to confirm official releagecontacting Mr. FierroSee2d
Langerman Decl. [Dkt. 87-1] 1 10.

Defendantsexcessive delay in confirming official release is not excu&gd.
Col. Shaffer long ago provided significant information that should have allowed Defemnolant
confirm official release of the February 2006 testimony. On March 22, 2013, over a month
before Defendants filed their motion for summary judgment on April 26, 2013, Lt. Col. Shaffe
described the fact that DOD cleared his testimony before Congress uafeP006 andhe
provided to Defendants links to webpages that included the cleared testimonyastivel
transcript of the congressional hearirf@geShaffer Decl. [Dkt. 63-4] 1 71 (citing
http://www.abledangerblog.com/2006/03/It-ablafferswritten-testimony.htrhand
http:/www.abledangerblog.com/hearing.pdf). Lt. Col. Shaffer did not have access to records of the
official release or to DOD employees involved in making the release dedsiddefendants
clearly did. Theyhad access to the relevdites, officials, and former officialandthey did
nothingto locateindividuals with knowledge of the key facts. Defendants’ blinkered approach
to the serious First Amendment questions raised here caused Defendantsncetateemus
legal position on classifican, wasting substantial time and resourckethe parties and the

Court.

10 David Leatherwood is the Director for the DIA Directorate for Operations
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Defendantsiow concede that the information has been released officially
cannot be censored, aitdan be publishedAs a resultLt. Col. Shaffer’'s First Amendment
claim ofa right to publish his February 2006 congressional testinsovindicated Becauset
was this litigation that compelled Defendants to investigatecanfirm official releaseLt. Col.
Shafferis the prevailing party othis issue'* Summary judgment Wibe enteredn this pointn
favor of Lt. Col. Shaffer.

B. Bronze Star Narrative

With regard to the Bronze Star Narrative, Lt. Col. Shaffer contendbehzdn
publish information from the Narrative because it Weslassified after reviely the Arny
chain of commandSeeSupplemental Shaffer Decl. [Dkt. 83-1] 11 7, 9. Defendants insist that
the Narrative is classified and has never been officially released. While Befsseek
summary judgment, Lt. Col. Shaffer contends that there is a gassueeof material fact
regarding whether the Narrative was officially released.

Lt. Col. Shaffer submittedis own declaration as well as the declaration of
Special Forces Col. (retl)pse Oliverowho nominated hinfor the Brorze Star*? See
Supplemental Shaffer Decl. [Dkt. 83-0jivero Decl. [Dkt. 90-1]. Col. Olivero described the
background to his October 2003 nominatioh.ofCol. Shaffer for the Bronze StalMajor Rich
Milner, Lt. Col. Shafferdirect command officemprovided detad of Lt. Col. Shaffer’s

accomplishments to Major Tim Loudermilllivero Decl. [Dkt. 90-1 1 4. Major Loudermilk

11 As a prevailing party, Lt. Col. Shaffer may proceed on a claim for attoeesyunder the
Equal Access tdustice Act (EAJA), 28 U.S.C. § 2412.

12 Col. Olivero is a West Point graduate who served 27 years in the Army befazreiment

as a Colonel of Special Forces in December 2005. Olivero Decl. § 2. Col. Olivero cotdinue
work for the Department dhe Army as a civilianld.
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put together an “award pacKemot further described, that Col. Olivero signed and forwarded to
headquarters for endorsemetd. The packet waapproved by Brigadier General (now full
General) Lloyd Austin, Commanding Officer, Combined Joint Intelligenck Fasce (CJTF)

180. Id. Upon approval, Col. Oliverpresented thBronze Star on Lt. Col. Shaffer a small
ceremony at Bagram Aird&e, Afghanistam November 2003Id.

Lt. Col. Shaffer contends that after the ceremtimy Bronze Star certificate and
supporting Narrative underweatclassification reviewSeeSupplemental Shaffer Decl. [Dkt.
83-1] 1 7.He assertghat the Narrative was officially releasetien, in May 2004t the Joint
Field Support Center, the Army returned a packet of documents to Lt. Col. Shdtfdmga
new Bronze Star certificate, a redactedsion of theéNarrative, and the medal itseléee d. 1
7, 9. Lt. Col. Shaffer included information from the unredabtadative inhis Book.

Defendants agree that the Bronze Star itself and the certifiedtaccompangat
areunclassified but they point out thdheunredactedNarrative inclidesdifferent text from the
certificate andhey assert that fcontains national security information that was then, and
remains now, properly classifiedSeelLeatherwood Decl. [Dkt. 92} 5% see also id
Attachment gnredactedertificatg.

Col. Olivero’s Declaration describes the creation of the Narrative, the\amf
the award, and the ceremony at which the award was presented at Bagram AwBaskes

notdescribeanofficial release othe Narrativeto anyone outside DOEY. Lt. Col. Shaffeis

13 David G. Leatherwood is DIA’s Director for Operations.

14 Although Col. Olivero states that he never understood the “award” or the “documents
discussing the award” to be classifiadhe first placehe does not actually ogras to the
“narrative.” Olivero Decl [Dkt. 90-1] 5. Further, Col. Olivero does not have, or purport to
have, authority to make classification determinations, and his personal opiniatinggar
whether information is or was classified is not controlliggeGardels v. CIA689 F.2d 1100,
1106 n.5 (D.C. Cir. 1982) (former CIA employee’s personal opinion did not undermine the
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Declarationfails to provide evidence that the Narrative was officially releasedact, he

concedes thatfter Army review, heeceivedonly aredactedcopyof the Narrative.See
Supplemental Shaffer Decl. [Dkt. 83-1] 1 9. Further aiiesgation thahe was given a copy of

the Narrative at a government facility in May 208deid. 11 7, 9, does nabnstituteevidence

of official release to the public. When Lt. Col. Shaffer received the Narrévead appropriate
clearance, he aady knew the information in the Narrative, and he was required by contract not
to publish it without prepublication review.

Lt. Col. Shaffer has nadentifiedinformation in the public domain that duplicates
the censored informatidnom his Bronze StaNarrative andhehas not pointed to evidence
supportinghis claim that the Narrativieself has been officiallyeleased While there is no doubt
that he understood the Army'’s full review to provide that residtetidence fails tanswer Mr.
Leathewood’'sDeclaration The Narrative remasxlassified.

C. Remaining Redactions

Despite theparties’ September 2010 agreement that the first edition of the Book
could be published with agreed revisions and redactsaegym. Compl.1136-37, 41, and their
October 2012 agreement that the foreign language edition could be published withredaeéons,
seeJan. 18, 2013 OSR Letter at 1, Lt. Col. Shaffer continues to assert his right to példlish a
unredacted version @peration Dak Heart SeeOpp’n [Dkt. 69];Statement of Facts in Dispute

[Dkt. 69-3] 1 14; seealsoAm. Compl.{ 37 (disputesall redactions from the Book).

Government showing that the information was classifidd)perin v. Nat'l Sec. Counci452 F.
Supp. 47, 51 (D.D.C. 1978) (nothing in the record justified “the substitution of the Court’s
judgmaent or the informed judgment of the [p]laintiff for that of the officials constitutigna
responsible for the conduct of United States foreign policy as to the propeiicasiesi of [the
documents].”) Notably, Lt. Col. Shaffer does not contend thataliee was never classified.
He argues only that it was officially released.
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As mandated b$tillman 319 F.3d at 548, the Court reviewed all of Defendants’
redactions from the Booéxparte Based on the entire record including itheamera
submissions oDperation Dark Hear{in full and in redacted form), classified Declarations, and
a passagey-passage explanation of the bases for classificatitre Court finds that the
passagesdacted fronDperation Dark Hear{(other than those concerning Lt. Col. Shaffer’s
February 2006 congressional testimoogstituteclassified material and Defendants have
presented “reasonably convincing and detailed evidence of a serious riskethgente sources
and methods would be compromised” if the redacted information were publisto€&khee
718 F.2d at 1149. Defendants were able to show, with reasonable specificity, thei@onnec
between the information redacted and their reasons fesifitation. Because the Cohds
been able to resolve the classification challemgparte it does not reacthe First Amendment
issues raised in the Amended Complaint—whether Lt. Col. Shaffer has a Fastiduent right
to publish classified information, whether he should be provédedss to the classified portions
of his Book, and whether his counsel should be provided access to classified infotfn&tan.

Stillman 319 F.3d at 548 (if a court cannot decide whether the information is properly classified

15SeeMSJ, Exs. AJ [Dkt. 632 — 63-13] (Unclassified Decls., Classified Decls., Table of
Classified Material Redacted from Manuscripgated Ex. [Dkt. 64] (notice of filing unredacted
Book); Notice of Ex Parte Filing [Dkt. 74] (notice of filing redacted Book with classifiegaues
highlighted; Notice of Lodging [Dkt. 76] (classified declarations)

16 With regard to the issue of counsel access, Lt. Col. Shaffer claims that baticofihsel,

Mark Zaid and Bradley Moss, hold valid and current Secret security cleaeartitésg them to
review the classified material at issue heseeAm. Compl. § 83. This is not entirely accurate.
When representing other clients, Plairgifittorneys have been given temporary clearance for
the purpose of reviewing specific information related to those cases, blganance was
provided for this case. Elsewhere in his Amended Complaint, Plaintiff conced&xthiSee

id. 58 (“[B]oth of Shaffer’'s counsel[ ] hold active Secret security clearances, althougir not f
this specific case.”) Counsel clearance was not necessary in this case because WesGdlet
to resolvethe challenge to the Government’s classification decision lmasexl partein camera
submissions of classified information, as require®byman 319 F.3d at 548.
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on anex partebasis, oly then should the court decide whether to gemeess to the manuscript
and, if necessary, to the Governmsrifassified pleadings and atfiits).
V. CONCLUSION

This litigation has been long and arduous. It was extended unnecessarily by
Defendants’ failure to locate Government officials with knowledge of theailfrelease of the
February 2006 prepared testimony before the House Armed Services Comméspae he
Court’s dismay at the waste of its time and the litigants’ money and energydBetemave
finally acknowledged that the February 2006 testimony was officially rele&@sszhuse it was
this litigation that compelled Defendants to concede offrelase, Lt. Col. Shaffer is the
prevailing party on this issue. With regard to all other redactions from the BodEkotine
concludes that Defendants have provided sufficient evidence that that the irdarredacted is
properly classified and hastizeen officially releaseand Lt. Col. Shaffer has failed to
demonstrate a genuine issue of material fact otherwise.

For the foregoing reasori3efendantsSecond Motion for Summary Judgment
[Dkt. 63] will be grantedin part and denied in part. Judgment will be entered in favor of Lt. Col.
Shaffer with regard to his claim of a right to publish information from his Febdgr2006
testimony before the House Armed Services Committee. On all other issuesenidgll be

entered in favor of thBefendants A memorializing Ordeaccompaniethis Opinion.

Date: March26, 2015 Is]
ROSEMARY M. COLLYER
U.S. District Judge, Washington D.C.
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