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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

YASIR AFIFI a5 1 (hary bt (A S0
| e {0003 Case: 1-11-0v-00460
Plaintiff Assigned To . Howell, ?ery
Assign. Date 3/2/201 Non-Employ.
v Description: Civil Rights-

ERIC H. HOLDER, JR., in his official
capacity as Attorney General of the

United States; ~ JURY DEMAND
ROBERT S. MUELLER, 1L, in his
FOR INJUNCTIVE AND

official capacity as Director of the
Federal Bureau of Investigation; and DECLARATORY RELIEF
AND DAMAGES

“COMPLAINT

UNKNOWN AGENTS, in their

individual capacities. (Violation of First, Fourth and
Defendants Fifth Amendment Rights, the
Privacy Act and the

Administrative Procedure Act)

COMPLAINT SEEKING INJUNCTIVE AND DECLATORY RELIEF AND DAMAGES
FOR CONSTITUTIONAL AND STATUTORY VIOLATIONS

COMES NOW, Plaintiff, Yasir Afifi, hereby alleges and complains against Defendants

Attorney General Holder, Director Mueller, and Unknown Agents the following:

INTRODUCTION
1. On a date unknown to Mr. Afifi, Unknown Agents—who would later disclose their
association with the Federal Bureau of Investigation (“FBI”)—surreptitiously attached an
electronic tracking device to Mr. Afifi’s vehicle. This device monitored all of his activities 24
hours a day and provided a foundation of facts that those agents used to assemble a

comprehensive mosaic of Mr. Afifi’s life. These actions were taken without obtaining a warrant.
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2. On October 3, 2010, while at a car repair shop, Mr. Afifi discovered the device. Terrified and

believing that the device might be a pipe bomb, Mr. Afifi had the device removed from his

vehicle.

3. On October 5, 2010, Unknown Agents, using three unmarked vehicles, detained Mr. Afifi in
front of his home in a bizarre mission to retrieve the device. These Unknown Agents then
engaged in a hostile interrogation, demanded that Mr. Afifi immediately return the device, and
pronﬁéed to bring federal charges against Mr. Afifi if his cooperation was not immediately
furnished. Unknown Agents extended the encounter beyond Mr. Afifi’s consent, refusing to

honor Mr. Afifi’s request for the immediate presence of his counsel.

4. In response to a Freedom of Information Act request, on January 26, 2011, Mr. Afifi received
a package sent by Defendants via overnight mail. The receipt of this package came on the same
day that FBI agents contacted Mr. Afifi’s counsel and disclosed their desire to further interrogate
Mr. Afifi. The investigation of Mr. Afifi appears to be ongoing and the threat that Defendants

will repeat their unlawful actions is objective and real.

JURISDICTION AND VENUE
5. This is a complaint for injunctive and declaratory relief and damages based upon civil rights
and constitutional violations committed by Unknown Agents, the Federal Bureau of
), and U.S. Department of Justice in violation of the First, Fourth, and Fifth

Investigation (“FBI”

Amendments to the U.S. Constitution, the Privacy Act, and the Administrative Procedure Act.

6. This court has personal jurisdiction over Defendants Mueller and Holder as both are residents

of the District of Columbia in their official capacity as Director of the FBI and Attorney General



of the United States. Regarding Defendants Unknown Agents, Plaintiff knows neither who they

are nor where they reside.

7. This Court has subject matter jurisdiction pursuant to 28 U.S.C. § 1331 insofar as this
complaint alleges violations of the First, Fourth, and Fifth Amendments to the U.S. Constitution,

the Privacy Act, and the Administrative Procedure Act.

8. The Court has the authority to grant declaratory relief pursuant to the Declaratory Judgment

Act, 28 U.S.C. § 2201 and 2202.

9. Venue is proper in this Court pursuant to 28 U.S.C. § 1391(e) because Defendants are officers
of agencies of the United States sued in their official capacity. Furthermore, 28 U.S.C. §

552(g)(5) grants this Court venue and jurisdiction for any action brought under the Privacy Act.

PARTIES
10. Plaintiff, Mr. Yasir Afifi, is a 20-year-old who resides in San Jose, California. He is an
American citizen by birth. Currently, Mr. Affifi is a college student at Mission College in Santa

Clara, California. His major is business marketing. In an FBI agent’s assessment, Mr. Afifiis a

“pright hardworking student, trying to support his family...[who] would be great to work for the
FBL” (Exhibit A). '

11. Defendant Eric H. Holder, Jr. is the Attorney General of the United States and heads the

Defendant Holder promulgates the Attorney General’s

Department of Justice ("DOJ").

Guidelines for Domestic FBI Operations. This document specifies the procedure that Defendant

! For privacy reasons, the entirety of Defendant Mueller’s response to Plaintiff's FOIA request is not attached.



Holder has directed Defendants Mueller and Unknown Agents to follow when using an
electronic tracking device. As Section V (a)(5) of the Guidelines establishes, the “use
of...monitoring devices” by FBI agents to surreptitiously gather information on a person are
“subject to legal review by the Chief Division Counsel or the FBI Office of General Counsel.”
(Exhibit B). Thus, as Defendant Holder has ordered, prior to using an electronic tracking device,
FBI agents must receive approval either directly from Defendant Mueller or from his

subordinate, wholly controlled subdivision. Defendant Holder is named here in his official

capacity.

12. Defendant Robert S. Mueller is Director of the Federal Bureau of Investigation. To
implement Defendant Holder’'s AG Guidelines, Defendant Mueller promulgates the FBI’s

Domestic _Investigative Operational Guidelines. Thg¢se guidelines require FBI agents to

document any use of electronic tracking devices in the “investigative ELSUR (electronic
surveillance) file” that the FBI centrally maintains. (Exhibit C). These files are “available for

compliance and monitoring review” by FBI headquarters. (Exhibit C).

13. Defendant Mueller maintains such records, along with innumerable others, within a
centralized information technology infrastructure that retains records which individual agents
colleét, enter, and can subsequently access. This database is called the Central Records System
and it maintains “common records” accessible nationally, that include “investigative files,

personnel files, and criminal identification records.” (Exhibit D).

14. The FBI department which manages the Central Records System is the Records Management

Division. Located in Washington, D.C., the Records Management Division operates at the



direction and under the supervision of Defendant Mueller. Defendant Mueller is sued in his

official capacity.

15. Defendants Unknown Agents are the individuals who directed, facilitated, tolerated, allowed
and physically placed the tracking device onto Mr. Afifi’s vehicle. Defendants Unknown Agents
are sued in their individual capacity. The names, home offices, and residences of the agents
involved in establishing and maintaining the electronic surveillance of his vehicle are yet
unknown. Plaintiff will amend this complaint to incorporate their true names and capacities

when ascertained.

COMMON FACTUAL ALLEGATIONS

A. The Tracking Device

16. Upon information and belief, the device Defendants Unknown Agents affixed to Mr. Afifi’s
vehicle is a product manufactured by Cobham called the Guardian ST 820 (hereinafter “Tracking
Device”). (Exhibit E). As a matter of policy, Cobham markets and sells its products exclusively

to law enforcement agencies. Upon information and belief, members of the general public

cannot purchase the Tracking Device for private use.

17. The Tracking Device incorporates a receiver capable of establishing the location, speed, and

direction of Mr. Afifi’s vehicle through the Global Positioning System (hereinafter “GPS”).

18. GPS is a network of satellites developed by the United States Department of Defense for
military purposes. Receivers that atilize this network of satellites can calculate the longitude,

latitude, altitude, direction, and speed (hereinafter “locational information”) of the object to

which the receiver is affixed. These GPS receivers establish locational information by soliciting

and processing transmissions from GPS’s network of continuously orbiting satellites. By
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analyzing the time elapsed between when a receiver sent a signal to a satellite and when a GPS

satellite responded, such receivers are able to establish location information about the targeted

subject continuously.

19. Using GPS, the Tracking Device collected, stored, and delivered locational information to
Defendants regarding the whereabouts of Mr. Afifi’s vehicle in either one of two ways. First, the
Tracking Device transmitted in real-time or at frequent intervals the locational information
pertaining to Mr. Afifi’s vehicle that Defendants then stored and analyzed. Or in the alternative,
the Tr;acking Device collected and saved locational information in real-time or at frequent
intervals within the Tracking Device’s hardware itself. Defendants periodically uploaded this

stored locational information by physically retrieving the Tracking Device or otherwise

electronically soliciting the stored data.

0. The Tracking Device’s technology allowed Defendants to continuously monitor Mr. Afifi’s
vehicle—and thus, Mr. Afifi himself—accurately within meters. This monitoring continued

even when Mr. Afifi drove his vehicle into enclosed garages and other private spaces.

21. Based on the operation of devices similar or identical to the Tracking Device, the Tracking

Device likely produced over 100 printed pages of data explicating locational information

pertaining to Mr. Afifi’s vehicle for each day Defendants operated the Tracking Device.

B. Capacities of the Tracking Device
7. The Tracking Device permits Defendants to discover and retain an individual’s complete and

uninterrupted  pattern of movement for an unlimited duration, in an unlimited space,

encompassing both public and private spaces, and thus compiling a digital history not simply of a




driver’s whereabouts, but also his associations, affiliations, practices, and preferences, ranging
from the intimately personal to the political. The comprehensive sum of information discovered
and retained by use of the Tracking Device allows Defendants to make inferences that reveal

private information regarding the subject surveilled.

23. This private information—obtained by analyzing the comprehensive sum of information
discovered and retained by the Tracking Device—would not otherwise be made public by a
person observing a vehicle in the normal course of a day. Even a phalanx of law enforcement
agents physically monitoring a vehicle could not collect the same quantity and quality of
information that a Tracking Device is able to gather due to the logistical difficulties and inherent

limitations of maintaining uninterrupted 24-hour visual surveillance.

24. The Tracking Device also directly reveals private information, aside from the private
information the Tracking Device reveals through an analysis of the comprehensive sum of
information it gathers. The Tracking Device identifies a person’s location—while operating a

vehicle—as well as what a person does with a vehicle in private space.

75. On an expanse of private property, the Tracking Device discloses the location of one’s

vehicle that could be determincd only by an unlawful trespasser. Likewise, in a garage, the

Tracking Device would disclose private information regarding the position of the vehicle within

an enclosed space that could be determined only by an unlawful trespasser. In locations that

entities properly consider private and protected——suéh as a corporation’s parking garage or the

non-public space of a mechanic’s shop—the Tracking Device would disclose on what level a

corporation’s employees park as well as when a mechanic places a car on hydraulic lifts. Such

information is not available but through the technology deployed by the Tracking Device.



C. Defendant Mueller’s Policies

26. Defendant Mueller maintains a policy that authorizes its agents to use, without a warrant,
devices similar or identical to the Tracking Device in order to collect and retain locational
information pertaining to vehicles and their individﬁal operators. This information is then used
by Defendant Mueller and its agents to establish the associations a person maintains and

otherwise reveals protected information.

77. The existence of such a policy is made clear by the “Attorney General’s Guidelines for
Domestic FBI Operations.” This document specifies the procedure that Defendant Holder has
directed Defendants Mueller and Unknown Agents to follow when using an electronic tracking
device. As Section V (a)(5) of the Guidelines establishes, the “use of...monitoring devices” by
FBI agents to surreptitiously gather information on a person are “subject to legal review by the
Chief Division Counsel or the FBI Office of General Counsel.” (Exhibit B). Thus, prior to

using an electronic tracking device, FBI agents receive approval from a department located

within FBI headquarters in Washington, D.C.

28. In accordance with the FBI’s Domestic Investigative Operational Guidelines, which
implémcnt the AG Guidelines, FBI agents must document any use of electronic tracking devices
in the “investigative ELSUR (electronic surveillance) file” that the FBI centrally maintains.

(Exhibit C). These files are “available for compliance and monitoring review” by Defendant

Mueller. (Exhibit C).

The Warrantless Search

D.

29. On a date unknown to Mr. Afifi but prior to October 3, 2010, Defendants Unknown Agents

requested Defendant Mueller’s approval to attach the Tracking Device to Mr. Afifi’s vehicle
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without a warrant or did so in accordance with Defendant Mueller’s existing policy. (Exhibit B).
Upon information and belief, Defendant Mueller either provided Defendants Unknown Agents

the approval requested or furnished the policy that generally authorized such actions.

30. On October 3, 2010, Mr. Afifi took his vehicle to a local mechanic’s shop for an oil change.
When the mechanic elevated his vehicle on hydraulic lifts, Mr. Afifi noticed a wire sticking out
between the right rear wheel and exhaust. Upon closer inspection, the wire ran between a long,

black fectangular object and a smaller black rectangular object that had an antenna. (Exhibit F)

31. The mechanic asked Mr. Afifi if he wanted the device removed. Mr. Afifi said yes, and the
mechanic pulled the wire and two rectangular objects off of the underside of Mr. Afifi’s vehicle.

The objects were attached to the vehicle by circular magnets embedded on the surface of the two

rectangular objects. (G).

30, Mr. Afifi took the objects he found under his car home with him and stored them in his

apartment. Mr. Afifi was concerned that the object was a pipe bomb.

33. Later on October 3, 2010, Mr. Aﬁﬁ not knowing what was attached to his vehicle nor who
attached it, uploaded pictures of the devxce onto the internet. A reader suggested that the two

rectangular objects were a single device: a GPS receiver sold exclusively to law enforcement

agencies.

34. On October 5, 2010, Defendants Unknown Agents arrived at Mr. Afifi’s apartment complex

to retrieve the Tracking Device they had previously attached to Mr. Afifi’s vehicle. While in his

apartment, Mr. Afifi observed a man and a woman looking into his vehicle which was parked in

front of his apartment. Regardless, Mr. Afifi left his apartment, got into his vehicle, and began

driving.
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35. Immediately upon leaving the parking lot, two dark unmarked SUV’s behind Mr. Afifi
turned on their police lights. A third car trailed slightly behind the two SUV’s. Mr. Afifi pulled

his vehicle over to the shoulder of the road.

36. Four individuals, all wearing bullet proof vests, approached his vehicle and one came to Mr.
Afifi’s window. This person said that he was with “the police” and asked Mr. Afifi about his

license plate being expired.

37. Irﬂmediately thereafter, another agent approached Mr. Afifi’s vehicle. This agent identified
himself as Vincent, though he refused to give Mr. Afifi his last name or a business card. The

person said he was an FBI agent and directed Mr. Afifi to exit his vehicle.

38. On the side of the road in front of the entrance to Mr. Afifi’s apartment complex, in full view
of his neighbors and friends, Vincent began interrogating Mr. Afifi. Vincent asked Mr. Afifi if
he had recently taken his car to a mechanic, if he had found a device on his car, and if he was in
posseésion of the Tracking Device. Mr. Afifi cooperated with the questioning and answered
affirmatively to the inquiries. Mr. Afifi, however, specified that he was not going to give the

FBI agents his consent t0 search or enter his apartment to retrieve the Tracking Device.

39. Vincent began threatening Mr. Afifi. Vincent said that if Mr. Afifi did not consent to the

demands, and since the device in Mr. Afifi’s possession was federal property, he would make

sure Mr. Afifi faced federal charges if he did not respond to the demands immediately. Vincent

said that he had a warrant to retrieve the device but refused to show it to Mr. Afifi when

requested to do so.

40. Mr. Afifi, feeling threatened by the FBI agents and eager to end the encounter, asked again

for the agent’s business card and told him that his attorney would contact him and make
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appropriate arrangements. Vincent began yelling at Mr. Afifi and emphatically refused Mr.
Afifi’s request. Mr. Afifi repeatedly requested that the encounter be brought to an end and that it

resume only when Mr. Afifi’s lawyer was present.

41. Duﬁng the encounter, the FBI agents acknowledged that the device belonged to them and
that they attached it to Mr. Afifi’s vehicle. Even after requesting counsel, the FBI agents
continued to make demands of Mr. Afifi and interrogate him. They asked him whether he was a
national security threat, whether he was excited about an upcoming (but undisclosed) trip abroad,

whether he was having financial difficulties, whether he had been to Yemen, why he traveled

overseas, and many other questions

42. Mr. Afifi eventually relented and agreed to return the device to the FBI agents. Mr. Afifi
returned to his apartment on foot with the FBI agents, requested that the agents remain outside,
and retrieved the Tracking Device. After returning the device back to the FBI agents, a female

agent that identified herself as Ms. Jennifer Kanaan made clear that she knew intimate, private

details of Mr. Afifi’s life. Ms. Kanaan congratulated Mr. Afifi on his new job and commended

Mr. Afifi on his taste in restaurants. Ms. Kanaan went on to suggest that Mr. Afifi himself might

work for the FBL

43. On October 12, 2010, after Mr. Afifi had disclosed the behavior of FBI agents to local and

national media, Unknown Agents wrote an internal report describing their retrieval of the

Tracking Device from Mr. Afifi. That report included at least three articles that quoted Mr.

Afifi. (Exhibit A).

44. This file, compiled by Defendants Unknown Agents but maintained by Defendant Mueller,

indicates that at least three articles quoting Mr. Afifi were incorporated into his file, because 1t
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was believed that Mr. Afifi’s comments to the media manifested “gross inaccuracies.” (Exhibit
A). The newspaper articles were compiled by Defendants Unknown Agents and retained by
Defendant Mueller in order to note “[s]everal of the more _s_igniﬁcant issues” Defendants had
with Mr. Afifi’s comments to the press. (Exhibit A). The substance of the quotes from Mr. Afifi
explicate his opinion on Defendants’ law enforcement practices as well as Defendants’ specific

conduct in regards to him.

45. Defendant Mueller also maintains a record of Defendants Unknown Agents’ use of the
tracking device against Mr. Afifi. In accordance with the FBI’s Domestic Investigative
Operational Guidelines, which irnplement the AG Gnidelines, Defendant Unknown Agents have
documented their use of the Tracking Device against Mr. Aﬁﬁ rin the “investigative ELSUR
(electronic surveillance) file” Defendant Mueller maintains. (Exhibit C). As those guidelines
make elear, records documenting vthe use of the Tracking Device against Mr. Afifi, as other

records documenting the use of similar or identical devices against others, is “available for

compliance and monitoring review.” (Exhibit C).

46. Defendants Unknown Agents compiled and Defendant Mueller retains a file on Mr. Afifi

containing. records that describe the gssociatiens Mr. Afifi maintains and the activities in which

he engages. These records include the locational information collected directly from the

T racking Device itself. The locational information detailed in records identifies the persons with

whom Mr. Afifi associated, the hospitals he at_tended, the organizations of which he was a

member, the religious services he frequents, the restaurants he went to with friends and families,

among other activities and associations.

13



COUNT1
BIVENS’ ACTION: UNLAWFUL SEARCH
FOURTH AMENDMENT

47. Defendants’ actions described above and incorporated herein as if fully restated violated the

rights of Plaintiff under the Fourth Amendment to the Constitution.

48. The actions, orders, authorizations, and other conduct of Defendants subjected Mr. Afifi to a
warraqtless search forbidden by the Fourth Amendment. Defgndants’ actions, orders, and
authorizations, which deprived Plaintiff of his right to be free from unreasonable warrantless
searches, give rise to a cause of action for damages directly under the Fourth Amendment,
pursuant to Bivens v. Six Unknown Named Agents of Federal Bureau of Narcotics, 403 U.S. 388

(1971).

49. Defendants are liable for violating Mr. Afifi’s Fourth Amendment rights, because they

directed, authorized, conspired to effect, and actively and substantially participated in subjecting

Plaintiff to a warrantless search.

50. Each Defendant had actual or constructive knowledge that the use of the tracking device

against Mr. Afifi violated his Fourth Amendment rights, and each had actual or constructive

knowledge that her actions, orders, policies, practices, and/or omissions would lead to such

violations.

51. Specifically, Defendants Holder and Mueller know, or should know, about the warrantless

use of devices like the Tracking Device used against Mr. Afifi. Thus, Defendant Holder and

Mueller have engaged in a pattem and practice of conduct—either willful, reckless, or

ncgligent——that has authorized, encouraged, facilitated, or tolerated the use, without a warrant, of

14



devices similar or identical to the Tracking Device. Defendants acted under color of official -
authority in violating Plaintiff’s Fourth Amendment rights and may continue to do so if Plaintiff

is not afforded the relief demanded below.

53. D¢fcndants’ violations of Mr. Afifi’'s Fourth Amendment rights caused him to suffer
damagés, including mental and emotional pain and suffering, in an amount to be determined at
trial. Mr. Afifi has altered his behavior based on Defendants’ past actions and possible Ment
resum[;tion of those same actions. Employers have denied Mr. Afifi employment—and will

likely do so again in the future— based upon discovering Defendants’ unlawful search.

54. Mr. Afifi ascertains a future danger of Defendants again attaching a tracking device to his

vehiclg. This belief has an objective basis insofar as an FBI agent recently contacted Mr. Afifi

through counsel to ask for an interview.

55. Defendants’ violations of Plaintiff’'s Fourth Amendment rights were deliberate, willful,

intentional, wanton, malicious, and oppressive, and should be punished by an award of punitive

damages in an amount to be determined at trial

COUNT I

MAINTAINING RECORDS OF MR. AFIFI’S FIRST AMENDMENT ACTIVITIES

5U.S.C. §552a

56. Defendants’ actions described above are incorporated herein as if fully restated

57. Upon information and belief, Defendant Mueller retains a file on Mr. Afifi containing

to him by the First Amendment.

records that describe how Mr. Afifi exercises rights guaranteed

These records include information collected directly from the Tracking Device itself. The

locational information detailed in records identifies the persons with whom Mr. Afifi associated,
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the hospitals he attended, the organizations of which he was a member, the religious services he
frequented, the restaurants he went to, among other First Amendment activities. This
information is not pertinent to an investigation. Furthermore, Defendants lacked the authority to
authorize the law enforcement activity that revealed this information as Defendants’ warrantless

use of the Tracking Device was unconstitutional.

58. Additionally, the file—of which Plaintiff has obtained a part—Defendant Mueller maintains
on Mr. Afifi includes at least three articles in which Mr. Afifi spoke to media outlets about
Defendant Unknown Agents’ surveillance of him. The file indicates that the articles quoting Mr.
Afifi were incorporated into his file, because it was believed that Mr. Afifi’s comments
manifested “gross inaccuracies.” (Exhibit A). The newspaper articles were retained by
Defendant Mueller in order to note “[s]everal of the more si_gniﬁcant issues.” (Exhibit A). Th¢

quotes from Mr. Afifi reflect his opinion on Defendants’ law enforcement practices as well as

Defendants’ specific conduct in regards to him.

59. Defendants’ violations of Mr. Afifi’s rights under the Privacy Act caused him to suffer

actual damages, including mental and emotional pain and suffering, in an amount to be

determined at trial. Mr. Afifi’s injury includes but is not limited to the real anxiety produced by

now knowing that Defendants compile .information regarding his First Amendment activities.

Employers have denied Mr. Afifi employment—-—and will likely do so again in the future— based

upon discovering Defendants’ unlawful maintenance of records.
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COUNT III
UNLAWFUL AGENCY ACTION
5U.S/C. §§ 702, 706

60. Defendants' actions described above and incorporated herein as if fully restated are arbitrary,

capricious, an abuse of discrefion, otherwise not in accordance with law, and contrary to

constitutional right and should be set aside as unlawful pursuant to 5 U.S.C. § 706. Defendants'’

violations of Plaintiffs' constitutional and statutory rights constitute agency actions that are
|

arbitrary, capricious, an abuse of discretion,% otherwise not in accordance with law, and contrary

to cor{stitutional rights, power, privilege, or i}minunity in violation of 5 U.S.C. § 706.

61. Defendants Mueller and Holder have authorized and maintained a policy that allowed
Defendant Unknown Agents to execute a warrantless search of Mr. Afifi that violated the Fourth

and First Amendment. Defendants have ma?ntain_ed_ a file detailing Mr. Aﬁﬁ’s First Amendment
. |
activities in violation of 5 U.S.C. § 552a. ;

62. As a fcsult of .‘chfendants’ unl.dwfui agency actions, Mr. Afifi has suffered damages,

i i i i \ffering, ined at trial. Mr.
including mental and emotional pain and sl{lffenng_, in an amount to be detgrml

Afifi has altered his bebavior based oni Defendants’ past actions and possible imminent

resumption of those same actions. Empl(f)yers have denied Mr. Afifi employment—and will

| , '
likely do so again in the future— based upq‘n discovering Defendants unlawful agency actions.

i

|

COUNT IV
CHILLING OF FIRST AMENDMENT ACTIVITIES

FIRST AMENDMENT

63. Defendants’ actions described above afe incorporated herein as if fully restated
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64. The manner and breadth of Defendants’ 24-hour warrantless electronic surveillance of Mr.
Afifi is such that no reasonable interpretation of Defendants’ powers to investigate violations of
law justifies it. Defendants’ plans were designed and executed to collect revealing personal

information on Mr. Afifi and establish his lawful associations.

65. Defendants’ actions have created in Mr. Afifi a fear of disclosure of personal information
that Defendants have collected and now maintain. This fear is multiplied by Defendants’ recent
implicit indications that Mr. Afifi is still under investigation insofar as Mr. Afifi lives his life

objectively restrained by Defendants’ outstanding threat to further collect and disclose

information.

66. Défendants’ unlawful intrusions into Mr. Afifi’s life—initiated as a result of his heritage,
lawfui .avs‘s‘ociations, and disclosed poﬁﬁéal views—create an objective chill on Mr. Afifi’s First
Amendment activities. In addition to the fear M. Afifi now feels when expressing his political
view§ and maintaining certain lawful associations, Defendants’ actions have deterred others from
associating with him, prospective eﬁiployers most notably.‘ The existence—even if now in the

past—of an intensive surveillance operation by Defendants of Mr. Afifi communicate to persons

and organizations that Mr. Afifi is at least suspect if not a threat to the physical security of those

in my proximity.
PRAYER FOR RELIEF

WHEREFORE, Plaintiffs respectfully request the following relief:

a. An injunction that:

i. orders Defendants to refrain from once again attaching a tracking device to Mr. Afifi’s

vehicle without a search warrant
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_ii. directs Defendants t0 ‘abandon its policy of authorizing, directing, tolerating, or

otherwise allowing tracking devices to be used without a search warrant.

iii. orders Defendants to expunge all records collected via the warrantless search as well

“ as all analysis of those records.

c.A Declarato:y judgment ,holdihg:

5 i. Defendants’ actions and policies approving, directing, tolerating, allowing, or otherwise
participating in the warrantless surveillance of Mr. Afifi violates the First, Fourth, and

Fifth Amehdments of the United Constitution

ii. Defendants’ collection and maintenance of records about Mr. Afifi’s First Amendment

activities is a violation of the Privacy Act of 1974

d. Démages in an amount to be determined at trial for:

i the emotional pain, suffering, reputational harm, economic injury, and anxiety caused

by Defendants’ unlawful actions

ii. the emotional pain, suffering, reputational harm, economic injury, and anxiety caused
by Defendant Mueller’s maintenance of records of Mr. Afifi’s First Amendment
activities.

c. Awards attorneys' fees, COSts, and expenses of all litigation.

d. Grants such other relief as the Court may deem just and appropriate
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By:

Nadhira F. Al-Khalili (W88 #997827)
THE COUNCIL ON AMERICAN-
ISLAMIC RELATIONS

453 New Jersey Avenue, South East
‘Washington, D.C. 20003 -
Telephone: (202) 646-6034
Facsimile: (202) 488-3305 ’

=mail: nalkhalili@cair.com

@ r Plaintiff Yasir Afifi

Gadeir Abbas (VSB #81161) (pro hac
vice motion pending)
THE COUNCIL ON AMERICAN-
ISLAMIC RELATIONS
453 New Jersey Avenue, South East
Washington, D.C. 20003
Telephone: (202) 742-6410
Facsimile: (202) 488-0833

" Email: gabbas@cair.com
Attorney for Plaintiff Yasir Afifi

By:

vice motion pending)

THE COUNCIL ON AMERICAN-
ISLAMIC RELATIONS California
3000 Scott Blvd., Suite 101
santa Clara, CA 95054
Telephone: (408) 986-9874
Facsimile: (408) 9869875
Email: zbillo@cair.com
Attorney for Plaintiff Yasir Afifi
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EXHIBIT A



4089859875 p.2

U.S, Department of Justice

Federal Bureau of Investigation .
Washington, D.C. 20535

January 25, 2011

MS. ZAHRA BILLOO
CAIR-SFBA

SUITE 101

3000 SCOTT BOULEVARD
SANTA CLARA, CA 95054

Subject: AFIFI, YASIR

FOIPA No. 1158982- 000

Dear Ms. Billoo:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disciosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 5§52 Section 552a

O(o)(1) B(b)7)(A) B(d)(5)

B(b)(2) O(b)(7)(B) B()2)
B(b)(3) B{LX7)(C) adk)(1)
a)7)(D) ak)2)
B(b)(7)(E) B(k)(3)

O(bX7)(F) B(k)(4)

B(b){4) a(b)(8) a(k)(5)
S(b)3) D(b)9) B(k)6)
OkX7)

B(b)(6)

21 pages were reviewed and 21 pages are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of information Policy, U.S. Department of Justice, 1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
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when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
if you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division

Enclosure(s)

There is additional material you requested that is located in an investigative file which is exempt from
disclosure pursuant to 5 U.S.C. § 552(b)(7)(A). 5U.S.C. § 552(b)(7)(A) exempts from disclosure:

records or information compiled for law enforcement purposes, but only
to the extent that the production of such law enforcement records or
information ... could reasonably be expected to interfere with
enforcement proceedings...

in applying this exemption, | have determined that the records responsive to your request are law
enforcement records; that there is a pending or prospective law enforcement proceeding relevant to these responsive
records: and that release of the information contained in these responsive records could reasonably be expected to
interfere with the enforcement proceedings. For a further explanation of this exemption, see enclosed Explanation of

Exemptions Form.
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EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the intercst of national defense or foreign
policy and (B) are in fact properly classified Lo such Executive order;

related solely to the internal personnel rules and practices of an agency;
specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the

matters be withheld from the public in such a manner as to leave no discretion on issuc, or (B) cstablishes particular criteria for
withholding or refers to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation

with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposcs, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal faw enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law cnforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the lite or

physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE §, UNITED STATES CODE, SECTION §52a

information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal taw including efforts to prevent, control, or reduce

crime or apprchend criminals;

information which is currently and properly classified pursuant to an Exccutive order in the interest of the national detense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
releasc of which would compromise the testing or examination proccss;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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(Rev. 05-01-2008)
Spovet

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/12/2010
To: San Francisco
From: San Francisco

Squad CT-6/San Jose RA
Contact: SA ]

Approved By: | | o
' k6
Drafted By: [ __ijt LT E
I iC
Case ID #: (U) | AkPending)

Titlet . .}a( YASIR ALAADIN AFTFT

Synopsis: (U) To document contact with Captioned Subject.

Dexived From : ngzg§§§§§;%EEi€E}5
Declassify On: 1 5

Reference: (U) I
(v)

Administrative: (U//FQUQ) On 10/04/2010, it was determined that the
Lracker placed on AFIFL's car by san krancisco Technically Trained
Special Agents (TTAs) had been compromised; as pictures of the tracker
were located on the blog website www.reddit,com/user/khaledtheqgypsy,
blog titled, "Does this mean the FBI i 2.0 [ITnvagtigator's
Note: "Khaledthegypsy" is the blog fori IAFIFI'S
twenty year old best friend.] According to the postings, the tracker
had been located when the subject had taken his car to the mechanic con
Sunday, 10/03/2010. Three pictures of the device were posted on the
blog: one picture of someone holding the device, one picture of the
device on a table, and one picture of the transmitter with serial
number. Subject and his friend were "pretty sure it was a tracking
i the FBI" but also thought it might be a bomb. A comment by
l F identified the tracker as a Guardian ST820: "It's a GPS
racking unit made by the company Comham, the product line is Oriom...

Sreee”
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FBI Tracking Bay Area Student / Support Civil Rights on Nov. 7th
CAIR-SFBA [cair-sfba@cair—callfornla.ccsend.com] on behalf of CAIR-SFBA [nocal@cair.com]

Sent: Monday, October 11, 2010 5:51 M

To: by

L

Having trouble viewing this email? Click here

San Francisco Bay Area ctober 11, 2870

Support CAIR's Critical Civil Rights Work on Nov. 7th In This Issve
Aflend the CAIR-SFBA 18th Annual Banquet CAR 1ot Arr;

Featuring a civil righls legacy. Ambassador Attalioh Shabaz, daughter of Malcolm X Shabaz Bongue
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Armed Shal:

Purchase: tickets ond lables online today at hiti//co,cair.com/stbg or call 408.986.9874 Aliah Abdo

: CAIR's civil right iling §
Sporsor: CAIR's civi rights by emailing injo@stba cok com 150 S

JAMa Heneke

FBI Tracking of Santa Clara Muslim Student ‘Outrageous’

*0-year old coliege student finds FBI tracking device on car MQlia g K1igst s
[SAN FRANCISCO. CA. 10/11/10) - The Son Francisco Bay Areu chopter of the Councii on Americo- - .
slumic Reiations (CAIR-SFBA| loday called the FBI's aftempts 10 frack Yasir Afifi. a 20-year-old Pl
college student “outrageous” and is now seeking answers as 10 why Afifi was torgeted in the Gretles o
upsence of any indication thot he was engoged in criminal octivity. AHVAM Ly
Atiti discovered the GPS fracking device on his car last Sunday during a routine oil change. After /Oh's:f:mo o
posting piclures of the device oniine, he was visited by two Son Jose-based F8I agents who et 4 e

e 104

ullegedly admiited to placing the device on his cor and asked for it to be returned.
Saric Rydhace,

st it Caught Spying on Stugent FBI Remands GPS Trqcker Bock

CAIR-CCA Video: FBI lracking Qf Muslim Student g Violotion of Constitytiono! Rights

FBIagenls lurther questioned the young man, the son of a Bay Area communily isader. aobout his
avels 10 the Middle fost and his friends. The ogenfs utilized problematic tactics to coerce

cooperalion. despite the lock of any eviderce of wrongdoing on the port ot Alifi. Toward the end
of the questioning, the F8I agents aliegedty told the man he was "boring.”

r 1

htlps://www.324mail.com/owa/’?ac=Itcm&FlPM.Notc&id=RgAA AACFUCXB9GueRK... 10/12/2010
o
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It 5 oulrageous that these Muslim community members continue to be targeted by FBI agents
wilhout any allegations or evidence of wrongdoing.” soid CAIR-SFBA Programs and Outreach
Director Zahra Billoo. who is aiso Afiti's attorney. "My client's encounter raises concerns that the FBI's
nrecious investigative resources are being squandered on domes tic inleligence escopades that
lorget innocent Americans.”

SEC: Investigativ. idelings Cement F I tic_Intelli ish W

Prvacy Chalenges

SEF ALSO: £ ! in im Mon Unlgirly T he FBI

CAIR-SFBA is reminding community members that it is exiremely critical fo know and assert their
rights when visited by FBI agents.

SEE. CAIR Atert - Know Your Rights When VYisited Dy FBIJIF Agents

In the past several years, Muslim community members have complained of FBI harassment, harsh
interrogation and coercive tactics and informant recruitment through FBI intimidation. CAIR-SFBA
has been receiving an average of one such complaint each week in 2010.

CAIR is America's largest Muslim civil liberties and advocacy organization. Its mission is to enhance
the uncerstanding of Islkam, encourage dialogue, protect civil liberties, empower American
Mustims. ond build coglitions that promote justice and mutual understanding.

END -

CONTACT CAIR SFBA Programs and Outreach Director Zahra Billoo. 626.252.0885. E-Mail:
oilgo@gait.com: CAIR National Communic ations Director lbrohim Hooper. 202-488-8787 or 202-

744 7726. t-Mail: ihgoper@cgir,com

Upcoming Know Your Rights Presentation
whar should you do if approached by the FBI?

Friday, October 15th
Alter 1sha. 8:30PM

Muslim Community Center (MCC)
249 Quoarry Ln
Pleasanton, CA 94566

for additional information, contact CAIR-SFBA:

408.986.9874 or info@sfba.cair.com

Media Waich

Recenl coverage of FBl tracking device discovery

who Needs g Worrant ... H@'s Muslimi - SF Muslim Examiner

san1a Claro Student Finds F81 Tracking Device on His Cor - NBC 8ay Areo

Santa Clarg Resident Says FBI Planted Trqcking Device on His Cor - Son Jose Mercury News
Coflege Student Finds FBI Tracking Device Ynder His Cor - KTVU Vvideo

rpi Bysted fracking Student, Demands GPS Spy Geor Retym - MSNBC

Caughl Spying 0 Student, F8I Demands GPS Trocker Bagk - wired

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACFUCXB9GueRK...
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The Meveury News

MercuryNews.com

Santa Clara resident says
doesn't know why FBI
planted tracking device
on his car

By Linda Goldston
Igoldston@mercurynews.com

2 sisy 10,06/2010 08 02 47 AM PO
Updated: 10/09/2010 08:21:14 AM PDT

Yasir Afifi said he’s pretty sure he meets the profile
of a Muslim on the FBI watch list: He found a GPS
tracking device attached to his car last Sunday.

Two days later, on Tuesday, he said the FBI came
calling and asked for the device back.

"I'm half-Arab, a8 young Muslim, my dad was a
religious role model in the community,” the 20-
year-old Santa Clara resident said Friday. " travel
overseas for work and to visit my brothers in Egypt.
it's their ticket to bother me forever."

Alifi says the FBI has no reason to walch him. He
said he's done nothing wrong.

The FBI did not retum numerous phone calls from
the Mercury News.

However, according to Afifi and his attorney, Zahra
Billoo. what happened is an example of federal
authorities going on what Billoo called "fishing
expeditions. It's very common in this community.”

she said.

Afifi said the strange series of events began Sunday,

when he took his car in for an oil change to a

garage not far from his Senta Clara home. As the car
was raised, Afifi said he noticed “a wire hanging
out.” Then he noticed "a black, glimmering device.”

Mazher Khan, owner of Ali's Auto Care, had no idea
what it was but he agreed to yank it out. Afifi left
with the device and drove home.

On Tuesday, Afifi said he had just gotten home from
work when one of his roommates came in and said,

"There are two suspicious people standing right by
your car in the complex.”

Afifi said he walked

down to his car and backed out onto the road, but
two SUVs pull up. One of the officers said, "did you
know your tags are expired?" Afifi said. ") said,
‘Yeah, | know, I'm going to buy them this week. Is
that why you pulled me over?' "

The man showed him his FBI badge, Afifi said. and
asked if he knew why the officers were there. Two
FBI agents and four Santa Clara police officers were

in the SUVs.

Afifi said he told the agent he had a pretty good idea
when he was asked more questions.

Were you at a mechanic's shop last Sunday?

"Yes.”

“All right, where's the device you found under your
hood," the agent said, according to Afifi. "He goes,
‘Yeah, we put it there.' "

After pressure from the agent, Afifi said he felt
intimidated, even though "I was answering all of
their questions.” He became concerned when the
agent said, "We're going to arrest you for
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obstruction of justice if you don't cooperate.”

Afifi said he told officers the device was in his living
room and agreed to walk with them the short
distance back to his house. He asked the two FBI
agents, a man and a woman, to wait outside while he

retrieved the device.

"I gave it back to them and said, ‘Is this what you
needed? " Afifi said. "He goes, 'Yeah, this isit.'"

According to Afifi, "that's when the weird stuff starts
happening. They asked 'Have you ever been
overseas, had any type of training in Yemen or Iran?
Any kind of abnormal activity?" "

“My answer was 'no, no, | have no idea how | can
help you."*

Except for contacting Billoo, director of the Bay Area
chapter of Council on American-Islamic Reiations, a
Muslim-Asnerican civil rights advocacy group, and
giving a few interviews on Friday, Afifi said the rest
of his week was pretty uneventful.

But Billoo said she worries about the ongoing focus
on "regular people” who happen to be Muslim.

“) think this might have been a situation where they
made 8 mistake.” she said. “It's so egregious.”

Contact Linda Goldston at 408-920-5862.
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CNN.com

FBI allegedly caught using GPS to spy on

student
By Kim Zetter Wired . I BE m

Ociooer & 2010 12 09 p m EDT | Filed under. Gaming &
Gadgets

(Wired) - A California student got a visit from the |
week after he found a secret GPS tracking

device on his car, and a friend posted photos

of it online.

The post prompted wide speculation about
whether the device was real, whether the
young Arab-American was being targeted in a
terrorism investigation and what the
authorities would do.

A FBI spokesiman wouldn't acknowledge thal the GPS
-ackng device belonged lo the agency
It took just 48 hours to find out: The device
was real, the student was being secretly

tracked and the FBI wanted their expensive device back, the student told Wired.com in an
interview Wednesday.

The answer came when half-a-dozen FBI agents and pofice officers appeared at Yasir Afifi's
apartment complex in Santa Clara, California, on Tuesday demanding he return the device.

Afifi, a 20-year-old U.S.-born citizen, cooperated willingly and said he'd done nothing to
merit attention from authorities. Comments the agents made during their visit suggested

he'd been under FBI surveillance for three to six months.

An FBI spokesman wouldn't acknowledge that the
device belonged to the agency or that agents
appeared at Afifi's house.

"l can't really tell you much about it, because it's
still an ongoing investigation,” seid spokesman
Pete Lee, who works in the agency's San
Francisco headquarters.

Afifi, the son of an Islamic-American community
leader who died a year ago in Egypt, is one of
only a few peopie known to have found a
government-tracking device on their vehicle.

His discovery comes in the wake of a recent
ruling by the 9th U.S. Circuit Court of Appeals
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s legal for law enforcement to secretly place a tracking device on a suspect's car
ar is parked in a private driveway.

saying it'
without getting a warrant, even if the ¢
Union in Washington state contacted Afifi after

Brian Alseth from the American Civil Liberties
nline and told him the ACLU had been waiting

seeing pictures of the tracking device posted o
for a case like this to challenge the ruling.

"This is the kind of thing we fike to throw lawyers at," Afifi said Alseth told him.

"It seems very frightening that the FBI have placed a surveillance-tracking device on the car
of a 20-year-old American citizen who has done nothing more than being half-Egyptian,”

Alseth told Wired.com

dent at Mission College in Santa Clara, discovered the device

ar to a local garage for an oil change. When a mechanic at Ali's
a wire sticking out near the

Afifi, a business marketing stu
iast Sunday when he took his ¢
Auto Care raised his Ford Lincoln LS on hydraulic lifts, Afifi saw

right rear wheel and exhaust.

han confirmed for Wired.com that he also saw it. A closer inspection
were attached to the car with a

d when Afifi said yes, Khan

Garage owner Mazher K
showed it connected to a battery pack and transmitter, which
magnet. Khan asked Afifi if he wanted the device removed an

pulled it easily from the car's chassis.

| wouldn't have noticed it if there wasn't a wire
sticking out," Afifi said.

Later that day, a friend of Afifi's named Khaled
posted pictures of the device at Reddit asking if
anyone knew what it was and if it mean the FBI "is
after us.” (Reddit is owned by CondeNast Digital,
which also owns Wired.com).

“My plan was 1o just put the device on another
car or in a lake," Khaled wrote, "but when you
come home to 2 stoned off their asses people
who are hearing things in the device and
convinced its @ bomb you just gotta be sure.”
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A reader quickly identified it as an Orion Guardian ST820 tracking device made by an
electronics company called Cobham, which sells the device only to law enforcement.

(83

No one was available at Cobham to answer Wired.com's questions, but a former FBI agent
who looked at the pictures confirmed it was a tracking device.

The former agent, who asked not to be named, said the device was an older mode! of
tracking equipment that had long ago been replaced by devices that don't require batteries.
Batteries die and need to be replaced if surveillance is ongoing so newer devices are placed
in the engine compartment and hardwired to the car's battery so they don't run out of juice.

He was surprised this one was so easily found.

“It has to be able to be removed but also stay in place and not be seen," he said. "There's
always the possibility that the car will end up at a body shop or auto mechanic, so it has to

be hidden well. It's very rare when the guys find them.”

He said he was certain that agents who installed it would have obtained a 30-day warrant for
its use.

Afifi considered selling the device on Craigslist before the FBI showed up. He was in his
apartment Tuesday afternoon when a roommate told him "two sneaky-looking people” were

near his car.

Afifi, already heading out for an appointment,
encountered a man and woman looking his
vehicle outside. The man asked if Afifi knew his
registration tag was expired. When Afifi asked if
it bothered him, the man just smiled.

Afifi got into his car and headed for the parking
lot exit when two SUVs pulled up with flashing
lights carrying four police officers in bullet-
proof vests.

The agent who initially spoke with Afifi identified
nimself then as Vincent and told Afifi, "We're here
to recover the device you found on your vehicle.
It's federal property. it's an expensive piece, and
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we need it right now."

Afifi asked, “Are you the guys that put it there?" and the agent replied, "Yeah, | put it there."
He told Afifi, "We're going to make this much more difficult for you if you dont cooperate "

Afifi retrieved the device from his apartment and handed it over, at which point the agents
asked a series of questions -- did he know anyone who traveled to Yemen or was affiliated
with overseas training? One of the agents produced a printout of a blog post that Afifi's
friend Khated allegedly wrote a couple of months ago. it had "something to do with a malt or
a bomb," Afifi said. He hadn't seen it before and doesn't know the details of what it said. He

found it hard to believe Khaled meant anything threatening by the post.

“He's a smart kid and is not affiliated with anything extreme and never says anything stupid
like that,” Afifi said. "I've known that guy my whole life. "

The agents told Afifi they had other agents outside Khaled's house.

“If you want us to call them off and not talk to him we can do that," Afifi said they told him.
“That was weird. ... | didn't really believe anything they were saying.”

When he later asked Khaled about the post, his friend recalled "writing something stupid,”
but said he wasn't involved in any wrongdoing. Khaled declined to discuss the issue with

Wired.com.

The female agent, who handed Afifi a card,
icentified herself as Jennifer Kanaan and said she
was Lebanese. She spoke some Arabic to Afifi
and through the course of her comments
indicated she knew what restaurants he and his
girifriend frequented. She also congratulated

him on his new job. Afifi got Iaid off from his job

a couple of days ago, but on the same day was
hired as an international sales manager of
laptops and computers for Cal Micro in San Jose.

The agents also knew he was planning a short
business trip to Dubai in a few weeks. Afifi said
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he often travels for business and has two teenage brothers in Egypt whom he supports
financially. They live with an aunt. His U.S.-born mother, who divorced his father five years

ago, lives in Arizona.

Afifi's father, Aladdin Afifi, was a U.S. citizen and former president of the Muslim Community
Association here, before his family moved to Egypt in 2003. Yasir Aflfi returned to the U.S.
alone in 2008, while his father and brothers stayed in Egypt, to further his education he said.
He knows he's on a federal watchlist and is regularly taken aside at airports for secondary

screening.

Six months ago, a former roommate of his was visited by FBI agents who said they wanted to
speak with Afifi. Afifi contacted one agent and was told the agency received an anonymous
tip from someone saying he might be a threat to national security. Afifi told the agent he was
willing to answer questions if his lawyer approved. But after Afifi's lawyer contacted the
agency, he never heard from the feds again until he found their tracking device.

"I don't think they were surprised that | found it," be told Threat Level. "I'm sure they knew
when | found it. ... One of the first questions they asked me was if | was at a mechanics shop
last Sunday. | said yes, that's where | found this stupid device under my car.”

Afifi's attorney, who works for the civil liberties-focused Council on American Islamic
Relations, said this kind of tracking is more egregious than the kind her office usually sees.

"The idea that it escalates to this level is
unusual,” said Zahra Billoo. "We take about one
new case each week relating to FBI or law
enforcement visits [to clients). Generally they
come to the individual's house or workplace, and
there are issues that arise from that.”

However, she said that after iearning about
Afifi's experience, other lawyers in her
organization told her they knew of two people in
Ohio who also recently discovered tracking
devices on their vehicles.

Afifi's encounter with the FBI ended with the
agents telling him not to worry.
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“We have all the information we needed," they told him. "You don't need to call your lawyer.
Don't worry, you're boring. "

They shook his hand and left.
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EXHIBIT B



V. AUTHORIZED METHODS

A. PARTICULAR METHODS

All lawful investigative methods may be used in activities under these Guidelines as
authorized by these Guidelines. Authorized methods include, but are not limited to, those
identified in the following list. The methods identified in the list are in some instances subject to
special restrictions or review or approval requirements as noted:

1.

2.

The methods described in Part II.A.4 of these Guidelines.

Mail covers.

Physical searches of personal or real property where a warrant or court order is not
legally required because there is no reasonable expectation of privacy (e.g., trash

covers).

Consensual monitoring of communications, including consensual computer
monitoring, subject to legal review by the Chief Division Counsel or the FBI
Office of the General Counsel. Where a sensitive monitoring circumstance is
involved, the monitoring must be approved by the Criminal Division or, if the
investigation concerns a threat to the national security or foreign intelligence, by
the National Security Division.

Use of closed-circuit television, direction finders, and other monitoring devices,
subject to legal review by the Chief Division Counsel or the FBI Office of the
General Counsel. (The methods described in this paragraph usually do not require
court orders or warrants unless they involve physical trespass or non-consensual
monitoring of communications, but legal review is necessary to ensure
compliance with all applicable legal requirements.)

Polygraph examinations.

Undercover operations. In investigations relating to activities in violation of
federal criminal law that do not concern threats to the national security or foreign
intelligence, undercover operations must be carried out in conformity with the
Attorney General’s Guidelines on Federal Bureau of Investigation Undercover
Operations. In investigations that are not subject to the preceding sentence
because they concern threats to the national security or foreign intelligence,
undercover operations involving religious or political organizations must be
reviewed and approved by FBI Headquarters, with participation by the National
Security Division in the review process.

Compulsory process as authorized by law, including grand jury subpoenas and
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11.6. (U) Investigative Method: Use of closed-circuit television, direction finders, and
other monitoring devices (Not needing a Court Order)

(U) Note: Use of this method is subject to legal review by the CDC or OGC.

11.6.1. (U) Summary
(U//FOU [~ — i

b2
N — b7E
_
1

_I_.'
| ]
] [
T _
(U//FOUO) Applications] { I— 1 ]

,mhmﬁc prohxbxtcd by AGG-Dom, Part 111.B.2-3.
1

11.6.2. (U) Legal Authority

A. (U) AGG-Dom, Part V

B. (U) Tracking devices use (18 U.S.C. § 2510[12] [C])

C. (U) Rule 41 Federal Rules of Criminal Procedure

D. (U) Fourth Amendment to the United States Constitution
11.6.3. (U/FOUOQ) Definition of Investigative Method

A. (U//FOUO) Closed Circuit Television (CCTV): a fixed-location video camera that is
typically concealed from view or that is placed on or operated by a consenting party.
B. (U//FOUQ)_E!ggtromc Tracking Devi r | — | | I
- 1 b2
I _r 1 1 piE
JElectronic tracking devices are specifically
excluded from Title 111 requirements (18 U.S.C. § 2510[12] [C]). In circumstances where a
court order is required (pursuant to FRCP Rule 41[e]{2][B]), a judge or magistrate may
authorize the use of an electronic tracking device within the jurisdiction of the court and
outside that jurisdiction, if the device is installed in that jurisdiction. (FRCP Rule 41 b{4];18
US.C. §3117)

c. uiFouo)

1

b2
b7E

b2
b7E
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b2
b7E

] JAn example would be using thermal-imaging to detect heat emanating from
w

ithin a home to make inferences about the use of high-powered marijuana-growing lamps
inside the home (Kyllo v. United States, 533 U.S. 27 (2001)).

(U) Whether an area is curtilage is determined by reference to four factors: (i) proximity of
the area in question to the home; (ii) whether the area is within an enclosure surrounding the
home; (iii) nature of the use to which the area is put; and (iv) steps taken to protect the area
from observation by passers-by.

11.64. (U/FOUQ) Standards for Use and Approval Requirements for Investigative

Method

(U//FOUO) When a video camera is physically operated as a hand-held video and is being used
in an area in which no one has a reasonable expectation of privacy, its use is equivalent to using
a still camera and does not require supervisory approval.

(U//FOUO) For those situations that require SSA approval for the use of CCTV, tracking devices,
and other monitoring devices, SSA approval, which should be documented using the FD-759,
may be granted if the following criteria have been met:

A.

D.

(U//FOUO) Legal review and concurrence from the CDC or OGC that a court order is not
required for installation or use of the device because there has been lawful consent, no
reasonable expectation of privacy exists, or no physical trespass necessary to install the
device. Note: Whenever circumstances change in either installation or monitoring, a new
legal review should be obtained to determine whether a separate authorization is necessary.

(U//FOUO) Use of the method is reasonably likely to achieve investieative ohiectives:
(U//FOUO 02

b7E

U//FOUO)| b2
b7E

I !U//FOUO)? '
b2

2. (U//FOUO[ T B
- —— b7E
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3._(uiFouoy - T

T

4. U/Fouof

r—;‘%"j
-

11.6.5. (U) Duration of Approval

(U//FOuo) [

-
1 1
7 —h v

=

| I

| 1

1 .

11.6.6.  (U//FOUO) Specific Procedures
(U//FOUO) To use the method, the case agent must:

A. (U/FOUOQY

[ A |

B. (U//FOUO)

|

C. (U//FoOuQ

L [ 1
D. (U//FOUO |
[ I [ I

E. (U/FOUO)

_1
—-—1

-

LT

. |
1. (U//FOUQ] [~ T |

JJI 1

2. (U/FOUOY [ mi

| J

3. (U/FOUOY [ I _T'J

1
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uiFouof I - l b2
C T 1 b7E
11.6.7. (U/FOUQO) Compliance and Monitoring
(U//FOUQ) Authorizati cuments regarding the use of the CCTYV, electronic tracking devices b2
must be documented in the substantive investigative ELSUR file b7E

and will be available for compliance and monitoring review.
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