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UNITED STATESDISTRICT COURT FOR THE
DISTRICT OF COLUMBIA

JEFFREY LABOW,
Plaintiff,
V. Civil Action No. 11-1256 (BJR)

U.S. DEPARTMENT OF JUSTICE,

Defendant.

N N N N N N N N N N

MEMORANDUM OPINION AND ORDER

This matter is before the Court on a motiondommary judgment bRpefendant United
States Department of Justic®0J”). Plaintiff Jeffrey Labow claims that Defendant violated
the Freedom of Information Act (“FOIA”) in processing mequest for information. See
Complaint, Dkt. # 1; Am. Compl., Dkt. #22D0OJ argues that it has satisfied the statutory
requirements by conducting a reasonable search, producing all responsiverde@awvered by
the statute, and properly withholding certain documents under statutory exemptiérs. De
Mem. of P. & A. in Support of Def.’s Mot. for Summary Judgment (“Def.&snf), Dkt. # 32,
at 1 Having reviewed the parties’ briefs together with all relevant materials,ahe @ants
Defendant’s motion fosummary judgment
l. BACKGROUND

In March 2011, Labow requested a copy of “any records pertaining to him” from the FBI.
Compl. 1 7. The FBI responded in April 2011 that “no responsive records could be féadind.”
1 9. After filing an administrative appeal in May 2011, Labow broughtigainst the DOJ in
July 2011.1d. The DOJ then “located 159 responsive records and reléasdaintiff 60 pages

in part or in whole.” Am. Compl. § 12. In June 2012, Labow submitted another FOIA request,
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this time “requesting a copy of records referring or relating to.a&Minn.” Id. § 24. This
request “included a privacy waiver signedMy Kuhn authorizing disclosure of responsive
records to Plaintiff.”Id. Labow then filed an amended complaint, allegimat “[t|he FBI
improperly redacted a significant amount of informatiothimreleased pages and improperly
withheld many pages of informationg. § 13, and “the FBI's search for records was
inadequate,id. 1 14. Labow also alleged that the DOJ improperly withheld records pursuant to
5 U.S.C. § 552(c)(1), and that the DOJ’s policy to inform a plaintiff that no responsive
documents were found when exclusionto FOIA has been applied allows the DOJ to “mislead
the requester about the existence of responsive documents.” Compl. § 17; Am. Compl. § 17.
The DOJ has n@ moved for summary judgment, arguing that that no material facts are
in dispute and that it has fulfilled its obligation under the FOTAe DOJ asserts that it has
conducted an adequate search for responsive records, and that it disclosed documents and
informationnot otherwise excluded from production. It further argues that is permitted to
withhold information and documents under FOIA Exemptions 1, 3, 6, and 7, and that it has
provided a sufficiently detailed affidavit explaining the applicability aisthexemptionsin
particular, DOJ explains that many of the documents requested by Lalbtsvtoelthe
vandalism of the Four Seasons Hotel,” which was perpetrated by “sixteen indivichaaiag
masks, black hooded jackets, and sunglasses” who “firewwackers and smoke generating
pyrotechnic devices in the hotel lobby . . . and paint-filled balloons at sculpturestaed sta
the lobby’at 2 a.m.2d Hardy Decl{ 9. The perpetrators also “shattered a large glass window
in the hotel” and caused “over $200,000 in damagkk."The DOJ further explains that this
incident was investigated as adiestic Terrorism investigation[]Jand ‘as anarchist

extremism; and that other documents that Labow requests involved “an investigation into an



individual (not plaintiff or Kuhn) suspected of animal rights extremism crimes.” asdyHDecl.
15.

In his opposition, Labow contends that the governrfel®d to justify several FOIA
exemptions, and that it had inappropriately applied an exclusitie t6OIA. After the briefing
on the motion for summary judgment concluded, the DOJ moved for permission to subriit an
parte in cameradeclaration to address whether an exclusion has been applied, and, if so,
whether it was properly appliedef.’s Mot for Leave to Submit aBx Parte In CameraDecl.
& Mem. in Supp. Thereof at 1. Permission was granted on June 24, 2014. The DOJ then
submitted arex partein cameradeclarationraddressing whether an exclusion was applied and, if
so, whether it was applied properigeeNotice of Compliance with Court’'s June 24, 2014
Order, Dkt. #47.Thiswas the third declaration submitted by David M. Hardy, the Section Chief
of the Record/Information Dissemination Sect{thRRIDS”), Records Management Division of
the FBI, and was submitted in redacted form on the public ddcket.
. ANALYSIS

The FOIA provides “a statutory right of public access to documents and recatdsyhel
agencies of the federal governmen®ratt v. Webster673 F.2d 408, 413 (D.C. Cir. 1983ge
also5 U.S.C. § 552. The statute provides for disclosure of agency records, upon a proper
request, unless the information sought falls within any of the nine exemp8erS.U.S.C.
88552(a)(3), (b). Additionally, he FOIA excludes certain categories of information from

disclosure. 5 U.S.C. § 552(cke alsdMemorandum Order, Dkt. # 46.

! To preserve fairness to Labow, the Court only relied on the public Third Hardy
Declaratior—rather than thex partedeclaration—in its analysis, except in assessing whether an
exclusion was applied, and, if so, whether it was applied appropriately.
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Most FOIA cases can be resolved on summary judgn&aeBrayton v. Office of the
U.S. Trade Representativ@41 F.3d 521, 527 (D.C. Cir. 2011). Summary judgment is granted
when there is no genuine dispute as to any material fact, and the movant is entitigunient
as a matter of law. Fed. R. Civ. P. 56(&¢Jotex Corp. v. Catretd77 U.S. 317, 322 (1986). In
a FOIA case, an agency is entitled to summary judgment if it can demonstraterthatréno
material facts in dispute as to the adequacy of its search for or productisparisie records.
Nat’l Whistleblower Ctr. vU.S. Dep’t of Health & Human Sery849 F. Supp. 2d 13, 21-22
(D.D.C. 2012).

Where a plaintiff challenges the adequacy of a search, “[w]hat the agencyhowist s
beyond material doubt is that it has conducted a search reasonably calculated toalncover
relevant documents.id. To meet this burden, the agency may submit affidavits or declarations
that are “relatively detailed and nonconclusory and . . . submitted in good f@&fry v. Block
684 F.2d 121, 126 (D.C. Cir. 1982) (internal quotation marks omitted). Such agency affidavits
“are accorded a presumption of good faith, which cannot be rebutted by purely speculative
claims about the existence and discoverability of other documedédeCard Servs. Inc. v.

SEC 926 F.2d 1197, 1200 (D.C. Cir. 1991) (internal quotation marks and citation omitted). “If,
however, the record leaves substantial doubt as to the sufficiency of the seamshrysum
judgment for the agency is not propeftuitt v. Dep’t of State897 F.2d 540, 542 (D.C. Cir.
1990).

Wherea plaintiff challenges a withholding under 5 U.S.C. § 552(b), an agency must
show that any responsive information it has withheld was either exempt frowsdigclinder
one of the exemptions enumerated in 5 U.S.C. § 552(b), or else “inextricaotwinéd with”

exempt information Mead Data Cent., Inc. v. U.S. Dep’t of Air For&66 F.2d 242, 260 (D.C.



Cir. 1977). “Because FOIA challenges necessary involve situations in which onetparty (
government) has sole access to the relevant information, and that same partiyeobkarden of
justifying its disclosure decisions, the courts . . . require the government to prevdeged a
description as possiblewithout, of course, disclosing the privileged material itsadf the
material it refuseo disclose.”Oglesby v. U.S. Dep't of Army9 F.3d 1172, 1178 (D.Ciir.
1996). This justification is typically contained in a declaration or affidavit. gemey’s
affidavits or declarations are presumed to be submitted in good &ettafeCard Servs., Inc.
926 F.2d at 1200.

An agency is permitted to assert the applicability of a FOIA exemption on @geaé&tg
basis where thectaimed FOIA exemption consists of a generic exclusion, dependent upon the
category of records rather than the subject matter which each individual rentaohs:

Church of Scientology of Cal. IRS 792 F.2d 146, 152 (D.C. Cir. 198@ather, “[w]here, as
here, an agency has not described each chunk of redacted text individually ladt haste
grouped it into a @scriptive category, the agency satisfies its obligations under the ¢rDIAf
the context of the redacted material suffices to show that the information witalehithin
the relevant category and hence is truly exempt from disclos@erhente VEBI, 741 F. Supp.
2d 64, 81 (D.D.C. 2010) (citin§choenman v. FB604 F. Supp. 2d 174, 197-198 (D.D.C.
2009)). Here, because the agency has made extensive withholdings, it has prepaeed a
“Vaughnindex"— after the case dfaughn v. Rosed84 F.2d 820 (D.C. Cir. 1973)that
assigns each redaction or withholding a code, and then justifies each code, ratbactha
individual withholding or redaction. The government AB®provided a “summary of
justification categories” explaining its coding system. 1st Hardy Decl-dt6l®Jnder several

of the exemptions, the government further subcategorized the applicable exemption. For



example, Exemption 3, which allows the government to exempt information othereiseted
by another statute, is dendtas (b)(3).1d. at 15. Exemption 3 is then subdivided into
“(b)(3)-1,” which deals specifically with the Pen Register statute, “()(3)vhich deals with
Federal Rule of Criminal Procedure 6(e), and “(b)(3)-3,” which deals with ahieridl Security
Act of 1947. These codes were placed next to each redaction or withholding, and in several
places, multiple exemptions were applied.

In the case whereaintiff fails to raise an objection to the application of an exemption,
a court may “deem any chatiges to documents withheld pursuant to those exemptions to be
forfeited.” Sennett v. Dep’t of Justic862 F. Supp. 2d 270, 281 (D.D.C. 2013) (cithhapkins
v. Women'’s Div., Gen. Bdf Global Ministries 284 F. Supp. 2d 15, 25 (D.D.C. 2004},d 98
Fed. App’x 8 (D.C. Cir. 2004))Here, Labow fails to raise an objectimnhis opposition to the
adequacy of the FBI's search, or to withholdings under Exemptions 6, 7(C), pag (Il as

several subcategories of Exemptions 7(D) and 7(BePl.’s Mem. of P. & A. in Opp’n to

2 Under Exemption 6, “[p]ersonnel and medical files and similar files the diselo$ur
which would constitute a clearly unwarranted invasion of personal privacy” are efxempt
disclosure. 5 U.S.C. 8 552(b)(6). Under Exemption 7, records that

(C) could reasonably be expected to constitute an unwarranted invasion of
personal privacy, (D) could reasonably be expected to disclose the iddrdity o
confidential source . . . [and] information furnished by a confidential source, (E)
would disclose techniquesnd procedures for law enforcement investigations or
prosecutions, or would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law, or (F) could reasonablyekpected to endanger the life

or physical safety of any individual

are exempt from disclosure. § 552(b)(7). Labow did not contest the government’s use of
Exemption 7(D) for the sources that were given an express assurance ofntiaiitigeseePl.’s

Mem. at 26-32 (discussing only whether there was an implied assurance of confidentiality), nor
did he explicitly contest the government’s use of Exemption 7(E) for “dates aasldf/p
investigations,” “computer analysis response team (“CART”) regort/or data,” “location and
identity of FBI and/or Joint Units,” “sensitive file numbers,” and “FBI sedax number,

internal email address and/or non-public web addressgPl.’s Mem. at 14-22 (discussing
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Def.’s Mot. for Summ. J. (“Pl.’s Mem.”); Reply Mem. in Further Support of Def.’s. Ntwot
Summ. J. (“Reply”) at 2 Accordingly, because Labow has not raised specific objections to those
exemptions, those arguments with respect to the FBI's search and its withhalitiegs
Exemptions 6, 7(C), and 7(F) will be treated as conce8edilarly, the Court need not consider
the applicability of the challenged exemptions for the documents that have beemdwitider
multiple exemptions, one of which includes Exemptions 6, 7(C), and 7(F) or the unchallenged
portions of Exemption 7(D) or 7(EE.g., Sennett962 F. Supp. 2d at 282 (“Plaintiff does not
separately challenge whether the documents were properly redacted or witlvisekaht to
Exemption 7(E). Because there is an independent, unchallenged exemption upon which thes
few documents could be withheld, the Court will not consider the Exemption 1 chal)enge.”

A. Exemption 1

Under Exemption 1, records that are “(A) speaific authorized under criteria
established by an Executive Order to be kept secret in the interest of natienakdaf foreign
policy and (B) are in fact properly classified pursuant to such Executive @mdeexempt from
production. 5 U.S.C. 8 552(b)(1). In turn, the FBI references Executive Order 13526, 3 C.F.R.
298 (2010)reprinted in50 U.S.C. § 3161 app., which “governs the classification and protection
of information that affects the national security,” 1st Hardy Decl.  39. Undsulve Order
13526, if “unauthorized disclosure could reasonably be expected to cause identifiable or
describable damage the national security in accordance with section 1.2 of this order, and it
pertains to[,]” as relevant here, “(b) foreign government informatjo) intelligence activities
(including covert action), intelligence sources or methods, or cryptologydoigreign

relations or foreign activities of the United States, including confidemtiatss[,]” then the

only (b)(7)(E)}1 explicitly and obliquely referring to the FBI's redaction of databasenmition,
denoted as (b)(7)(E3; and surveillance activity, denotey the governmerds (b)(7)(E6).
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information may be properly classifiedExec. Order 13526 § 1.1(a)(4). An agency may only
reclassify information after receiving an informatr@guest “if such classification meets the
requirements of this order and is accomplished on a doclmgaideument basis with the
personal participation or under the direction of the agency head, the deputy agehoy ttea
senior agency official desigted under section 5.4 of this order.” Exec. Order 13526 § 1.7(d).
Declarations—such as the Hardy Declaration presented-hare afforded “substantial
weight” “so long as it describes the justifications for withholding the informatith specific
detal, demonstrates that information withheld logically falls within the claimed exemphdn, a
is not contradicted by contrary evidence in the record or by evidence of the admttiesth[.]”
Judicial Watch, Inc. v. U.S. Dep’t of Defengé5 F.3d 937, 940-41 (D.C. Cir. 201B#gr
curiam)(internal quotation marks omitted). While “any affidavit or other agencynséateof
threatened harm to national security will always be speculative to some’eXfelitimately,
an agency’s justification for invokga FOIA exemption is sufficient if it appears logical or
plausible.” Am. Civil Liberties Union v. U.S. Dep’t of Defen628 F.3d 612, 619 (D.C. Cir.
2011) (internal quotation marks omitted).

a. The Hardy Declaration establishes that classification was done in accordance
with Executive Order 13526’s procedural requirements.

There are two sets of documents relevant here. The first set of documentsated
before Labow’s FOIA request. The second set was created, and subsequeiftgdclafier
Labow’s FOIA request. 2d Hardy Decl7{b). Labow argues thdioth sets of documents—
Labow 200-04, 328-35, 441-45, and 1444-%fere classified after his initial request for
documents, and thus the government was required to “establish[] that the individual o
individuals who classified these documents had the authority to do so under § 1.7(d) of Exec.

Order No. 13,526.” Pl.'s Mem. at 3—4. The government disph&tthe dates the plaintiff



identifies as the classification dates onfilst set ofdocumerdg were in fact “notations made by
RIDS as part of its review in the course of processing Plaintiff's FO4Aests.” Reply at 4
(citing 2d Hardy Decl. 1 7). In particular, the Hardy Declaration noted #imiw 441-45 was
classified in 2001 and Labow 200-04 was classified 2008, both before Labow’s FOIA request.
2d Hardy Decl. | 7(apeeJudicial WatchInc. 715 F.3d at 943 (rejecting Judicial Watch’s
claim that the images were not classified until after the FOIA request becarisdAthas
averred that the images were in fact classified before it received the app&l@if’'sequest,
and there is no evidence to the contrary” (internal citations omitted)).

In any event, even the first set olocumentsvasclassified after Labow’s FOIA
request,hie Hardy Declaration explains thadth sets oflocuments were classified in
accordance with the classification requirements in Executive Order 13526¢hassified on a
documenthy-document basis, amndereclassified “under the direction of the senior agency
official described in 8§ 5.4.2d Hardy Decly 8 (explaining that the documents were classified
“under the direction of the senior agency official”); 1st Hardy Decl. 11 42x48{ring the
procedural requirements of Executive Order 13526 that Hardy used to determine wigethe
documents were properly classifiedth in terms of the procedural and substantive requirements

and explaining his conclusion that the documents were properly clas3itfesijle from an

% The Second Hardy Declaration also argues that “[i]f § 1.7(d) were found to apply to
documents that haibt even been created at the time of a FOIA request, it would create an
unnecessary and unintended burden on an agency.” 2d Hardy Decl. at 5 n.5. However, the text
of Executive Order 13526 does not create an exception for documents created EfftdAthe
request, but merely states “[ijnformation that has not previously been disaasedaublic
under proper authority may lotassified or reclassifiedfter an agency has received a request
for it under the Freedom of Information Act . . . only if sutdssification meets the
requirements of this order and is accomplished on a doclmgaideument basis with the
personal participation or under the direction of the agency head, the deputy agehoy tea
senior agency official designated under section 5.4 of this order.” Exec. Order 13526 8 1.7(
(emphasis added). Indeed, the section seems to contemplate that origsittatmn—as
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unsupported assertion that the government “has not established that the individual or isdividual
who classified these documents had the authority to do so,” Pl.’'s Mem. at 4, Labowehed off
no reason to doubt the government’s good faith or its explanation that the latter doamenents
classified in accordance with Executive Order 13526.

b. The government properly classified thighheldinformation as pertaining to

“foreign government information” or to “foreign relations or foreign
activities; and thus properly withheld such information from disclosure.

Here, Hardy has amply shown that the withheld information is exempt from diszlos
under Section 552(b)(1)Foreign government information” is defined as “information provided
to the United States Government by a foreign government or governments, retiomert
organization of governments, or any element thereof, with the expectation thdotheation,
the source of the information, or both, are to be held in confideoeet. Order 1326 8§ 6.1(s)
1st Hardy Decl{144-52.

Labowmakes two argumentsith respect to foreign government informatidirst, he
argueghat the government “provides no information upon which it can be determined whether
the foreign government had an expectation that the information, the source of thaiivioror
both, were to be held in confidence,” and second, he argues that “the definition of ‘foreign
government information’ does not extend to the mere identity of the foreign governrRéid.”
Mem. at 5-6. However, Hardy explains the expectation of confidentee informatione.g,
1st Hardy Decly 46-52 (“The cooperative exchange of intelligence information between the
foreign governments and the FBI was, and continues to be, with the express under#tandin

the information will be kept classified and not released to the publmt) the Executive Order

opposed to reclassification—would nevertheless be subject to this provision if Hifcelsn
decision comes after the FOIA request. However, as is explained above, bemalyskad
sufficiently established that the withheld and redacted documents were pi@assified under
Section 1.7(d), the Court need not decide whether Section 1.7(d) applies in thladesb
documents created after an information request.
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itself permits the source of tii@reign governmeniformation to be classifiedExec. Order
13526 § 6.1(s)Moreover, Hardy’s explanian of the harm, 1st Hardy Dedl{46-52, 67—68s
both plausible and logical and thusistitled togreat deferencelJudicial Watch, Ing.715 F.3d
at941 see als@aez v. U.S. Dep't of Justicg47 F.2d 1328, 1335-36 (D.C. Cir. 1980) (finding
thatthe agency’s affidavit sufficient because it explained the harm that woultfresul
disclosing information the agency had agrergresslynot to reveal) Indeed, Executive Order
13526 itself notes that “[t|he unauthorized disclosure of foreign goverhmformation is
presumed to cause damage to the national secultyet. Order 13526 § 1.1(d).

With respect to information that pertains to “foreign relations or foreignitesiof the
United States,Labow argues that the government provided aauificiently detailed”
explanation “to show that the redacted information relates to ‘foreignareadr foreign
activities of the United Statégs Pl.’'s Mem. at 6. Labow argues that “foreign relations or
foreign activities of the United States” mib& more thamerelyinformation “about or from a
foreign country;” nstead, Labow arguefmr Exemption 1 to apply, the redacted information
must “reveal information from a foreign intelligence agency or reveal cabpe with a foreign
intelligence agenc” 1d. (emphasis omitted)The D.C. Circuit, however, has not interpreted
“foreign relations or foreign activities” so narrowly. Rather, so long asuthiwaized disclosure
could reasonably be expected to cause identifiable or describable damageatmtiad security
... and it pertains to . . . foreign relations or foreign activities of the United Sthikes the
information is appropriately classified under Executive Order 1352@Exec. Order 13526 §
1.4; Judicial Watch, Inc.715 F.3d at 941-43ndeed the D.C. Circuit has noted thgpertains’
is not a very demanding verbJudicial Watch, In¢.715 F.3d at 941 (quotiniydicial Watch,

Inc. v. U.S. Dep’t of Defens857 F. Supp. 2d 44, 60 (D.D.C. 2012) (concluding that records that
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“were the product of a highly sensitive, overseas operation that was conducted under the
direction of the CIA” pertained to the United States’ foreign activitielS)ixthermorethe
agency will not be required to provide more detail that it already hasibec[t]he release of
further detail could well impair legitimate secrecy needs and thus deéeptitpose of the
exemption.” Baez 647 F.2d at 1336—37 (explaining the harm that could result from requiring the
government to provide more information abthe“type of intelligence cooperation” with
foreign governments).

Labow argues that under DOJ’s reading of the exemption, entirely “innocuousidata
as the type found in the CIA’'s World Factbook or an atlas” wbalgroperly classified arttius
withheld under Executive Order 13526. But Labow ignores the requirement that the information
must also cause “identifiable or describable damage to the national secirgc’ Order 13526
8§ 1.4. Here, Hardy explains th#te information withheld in Labow 441-46 “contains sensitive
intelligence information gathered by the United States either aboutnoraf foreign country”
and that disclosure of such information “can reasonably be expected to lead to tigpdoma
economic retaliation . . . [,] and idefytihe target, scope, or time frame of intelligence activities
of the United States in or about a foreign country.” 1st Hardy B%6[/—68. This information
“about or from” a foreign country certainly “pertains” to foreign relationforeign activities of
the United States” since it is “about or from” foreign countries, and Hardplamation of a
national security harnge.g, 1stHardy Decl.y 68, is both logical and plausibl&he type of
information that Hardy describes is more than “innocuous data of the type foundiiithe

World Factbook or an atlas” and is thus properly withheld under Section 552(b)(1).
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c. The government appropriately withheld information abatglligence
activities, intelligence sourceser methods under Exemption 1.

Finally, Hardy explains that Labow 2602, 204, 330, 441-46, 980-90, 1054-1057, and
1444-50 all had been withhdbgcause the documents fitairn[] detailed intelligence activity
information gathexd or compiled by the FBI about a specific individual or organization of
national security interest.” 1st Hardy Deg56* Labowresponds that “Hardy does not provide
a reasonable explanation for the potential harm.” Pl.’'s Mem. at 7.

Yet, “[t] he assessment of harm to intelligence sources, methods and operations is
entrusted to the Director of Central Intelligence, not to the coditzgibbon v. CIA 911 F.2d
755, 766 (D.C. Cir. 1990)and, accordingly, “the government’s burden is a light oren.

Civil Liberties Union 628 F.3d at 624. Rather, “in the FOIA context, we have consistently
deferred to executive affidavits predicting haomational security, and have found it unwise to
undertake searching judicial reviewCtr. for Nat'l Sec. Studies v. U.S. Dep’t of Justig@l

F.3d 918, 927 (D.C. Cir. 2003). Indeed, “the decisions of the Director, who must of course be
familiar with the whole picture, as judges are not, are worthy of great deference given the
magnitude of the national security interests and potential risks at s@k&y. Sims471 U.S.

159, 179 (1985). “This is necessarily a region for forecasts in which informed judgntent as
potential future harm should be respecte@dardels v. CIA689 F.2d 1100, 1106 (D.C. Cir.

1982). Ultimately, “[t]he test is not whether the court personally agrees wnithltheCIA's

* The government also invoked Exemption 3, explainéd, claiming that the National
Security Act of 1947 exempts disclosure.

> Though the Fitzgibbon court specifically discuss deference to the CIA, the DcGit Cir
has recognized that this deference extends broadly toextbeutive department’s agency
affidavitsbecause of the agency’s expertigeg., McGehee v. Casey18 F.2d 1137, 1148
(D.C. Cir. 1983) (explaining that “courts are to ‘accord substantial weight to anyégen
affidavit concerning the details of the classified status of the disputeditdecause ‘the
Executive departments responsible for national defense and foreign policgsrhatte unique
insights into what adverssfects[sic] might occur as a result of a particular classified retord.
(quoting S. Rep. No. 93-1200, at 6267 (1974)).
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evaluation of the dangerrather, the issue is whethen the whole record the Agensy’
judgment objectively survives the test of reasonableness, good faith, spe@hditplausibility
in this field of foreign intelligence in which the CIA is expert and given by Gaasga special
role.” 1d. at 1105.

Keeping those principles in mind, it is difficult to conclude that the governmerfaiad
to meet its “light” burden to justify its withholding. Hardy explains that disclosutieeof
withheld and redacted information would “reveal the actual intelligence aativihethod
utilized by the FBI against a specific target; disclose the intelliggatteering capabilities of the
method; and/or provide an assessment of the intelligence source penetratiorciicatsmeet
during a specific period of time.” 1st Hardy Deleb6. While Labow critiques this as a
“generalized justificationthat is a “recycled copgndpaste” of language used previously, Pl.’s
Mem. at 9, Hardy goes on to discuss the particular types of information thétheld, such as
the “character and/or title of casdhie “acronym that identifies a specific intelligence method
utilized by the FBI in its intelligence activities,” and the “intelligence soutcést Hardy Decl.
1957-66. Hardy also explains specifically the nexus between the redactmhhe categories
of information withheldand national security. 2d Hardy Deff} 9, 57—-66 Hardy’s explanation
with respect to each of these justificatidmgically predics a plausiblenational security harm
and is tailored to the information withheld heieg., Coldiron v. U.S. Dep’t of Justic810 F.
Supp. 2d 44, 54 (D.D.C. 2004) (granting the government summary judgment because the
declaration “provides enough detail to allow the court to find that it has properly invoked

Exemption 1” despite a “generic” “identification of the withheld information”abow offers no
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evidence in th record that supports a different conclusion, nor has he pointed to any bad faith
on the part of the government.

While Labow complains that the governméaited to provide specific information—
such as “the title, the author, the subject matter, the nature of the document, diateohea
footer, or any identifying information at &IPl.’'s Mem. at 11—-as is explained abeythe
agency must “describe the document withheld [with] as much information as peg@tiolet
thwarting the exemption’s purpqs«ing v. U.S. Dep't of Justic&30 F.2d 210, 224 (D.C. Cir.
1987) (emphasis added), and an agency may be justified in providing only a generalialescript
of the information in order to preserve the exemption’s purpSseKeys v. U.S. Dep't of
Justice 830 F2d 337, 349-50 (D.C. Cir. 1987) (explaining that cdagyhnindexes provide
sufficient specificity);Baez 647 F.2d at 1336—-3Toldiron, 310 F. Supp. 2d at 5Here, Hardy
explained that “[i]t is my judgment that any greater specificity in the desoergand

justifications set forth with respect to information relating to foreign govent relations or

® Labow claims bad faith by alleging that the agency is “attempt[ing] to insulate itself
from anymeaningful review” and points to the fact that the government “initially clainexe th
were no documents for Mr. Labow, upheld that decision on administrative appeal, ¢éheheaft
lawsuit was filed, admitted the existence of 572 pages and a DVD relafihg Labow.” Pl.’s
Mem. at 10, 13-14. This is insufficient to show bad faith given Hardy’'s unrebutted exglanati
that the additional documents were released when (1) the agency expandedriteigsale the
“indices to the Central Records Systeand (2) after documents and information were no
longer protected by an exemption because the pending investigation closed. {&étard
116-7, 11, 24, at 4 n.2. Labow provides no reason to doubt this explanation or to conclude that
the government aetl in bad faith.See Bae47 F.2dat 1333, 1333 n.24 (“General allegations
of agery bad faith in other instanceseither hypothetical or actuaiwill not undermine the
veracity of the agency's affidavit submitted in support of its classificaticiside”); cf. Bonner
v. U.S. Dep'’t of Justic®28 F.2d 1148, 1153 (D.C. Cir. 1991) (finding that, with respect to a
case where the court reviewedepresentative sample of the FOIA documents withheld, “[i]f the
sample uncovers no excisions or withholding improper when made, then the agemay’s act
ordinarily should be upheld”Meeropol v. Mees&’90 F.2d 942, 959 (D.C. Cir. 1986) (“The fact
that there are documents which while properly withheld at the time the decisighhiold/was
made were neverthelesst exempt undemewstandards does not indicate errdy[.]If
anything, the government’s reprocessing of Labow’s FOIA request asdilsequent release of
documents that were no longer exempt demonstrates the government’s good faith.
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foreign activities and intelligence sources and methotlsedf/nited States could reasonably be
expected to jeopardize the national security of the United States.” 1st Heecllff 0. Given
the government’s explanation of the harms that could result from revelation ofadheation
that Labow seeks, the gernment has amply justified its application of Exemption 1, and the
government is entitled to summary judgment on the documents withheld under Exeniption 1.

B. Exemption 3

Under Exemption 3, records that are “specifically exempted from disclogstatite
(other than section 552b of this title), if that statutéA}d) requires that the matters be withheld
from the public in such a manner as to leave no discretion on the issue; or (ii) edablishe
particular criteria for withholding or refers to particular types ofteratto be withheld; and (B)
if enacted after the date of enactment of the OPEN FOIA Act of 2009, spegificadl to this
paragraph” are exempt from production. 5 U.S.C. § 552(b)(3). In turn, the FBI claims that 18
U.S.C. § 3123, Issuance of an order for a pen register or trap and trace device Ridderfal
Criminal Procedure 6(e), The Grand Jury, and 50 U.S.C. 8§ 3024(i)(1), Responsibilities and
authorities of the Director of National Intelligence (also known as the Na&t®ecurity At of
1947) all protect the information from disclosure.

a. Labow fails to raise an independent challenge to the government’s

withholding under the National Security Act of 1947, thus the government’s
rationale for applying the exemption stands unrebutted.

Under 50 U.S.C. 8§ 3024(i)(T)National Security Act”) the Director of National
Intelligenceis directed to “protect intelligence sources and methods from unauthorized
disclosure.” 50 U.S.C. 8§ 3024(i)(1). Labow does not contestitadtiational Security Act is a

proper withholding statute under 5 U.S.C. 8§ 552(b)&3e generallf?l.’'s Mem.

" Plaintiff requess that the court conduct &amcamerareview of the documents withheld
under Exemptions 1 and 3, but, as is explained above, because the affidavit sufficientlg support
application of the exemptions, ancamerareview is unnecessary.
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Labow does, however, challenge the government’s use of the National Security Act to
justify withholding and redacting information under the FOIA based substamrathe same
grounds as his challenge to the government’s use of ExemptideePl.’s Mem. at 13,7 n.6,
7-12 (discussing Exemption 1 and Exemption 3, with respect to the National Security Act
together and explaining that “because the two exemptions involve a similar dtahdar
reasonableness, they will be discussed here togethAg)s discussed abovsypraat 12—15,
Labow’s challeng®n those grounds is unsuccessful, and while Labow notes that the government
ostensibly “withheld two document#ting Exemption 33 without Exemption 1,Pl.’s Mem. at
1, Labow did not independently discuss how the government improperly applied the National
Security Act to apply Exemption 3. Accordingly, summary judgment on this issuaianted.

b. The government properly withheld information underRka Reqisters
statute.

Under 18 U.S.C. § 3123,

[a]n order authorizing or approving the installation and use of a pen register or a
trap and trace device shall direct that (1) the order be sealedotheiiwise
ordered by the court; and (2) the person owning or leasing the line or othey facili

to which the pen register or a trap and trace device is attached, or applied, or who
is obligated by the order to provide assistance to the applicant, nlatsdishe
existence of the pen register or trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person unless otherwise
ordered by the court.

§ 3123(d). Other courts have held that § 3123 is a predicate statute for withholding ioformati
under Exemption 3E.g, Sennett962 F. Supp. 2dt 283 Brown v. FB] 873 F. Supp. 2d 388,
401 (D.D.C. 2012)Roberts v. FBI845 F. Supp. 2d 96, 101-02 (D.D.C. 2012).

Labow contends that, becautiee defendant has nproduced any information from

which this Court can determine whether any pen register order was evesaaideruch less
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whether it currently is,” the government has failed to justify its withholdigs Mem. at 34%
The government, however, has already provided sufficient information: the government
describes the material being withhelthformation about the “identities and phone numbers of
the individuals subject to pen registers in this case—and the statute provides uneguhaicall
such orders “shall” “be sealed until otherwise ordered by court,” 18 U.ST23d)(1).

Because sufficient evidence justifying the withholding under Exemption 3 hagylieen
provided, supplementation is unnecessary.

c. The goverment appropriately withheld information that would disclose grand
jury matters.

Federal Rule of Criminal Procedure 6(e) prohibits disclosure of grand jutgrmyded.
R. Crim. P. 6(e)(2)(B), and it has been recognized as a “statute” for the purpogesptign 3.
Fund for Constitutional Gov't v. Nat'l Archives & Record3\se656 F.2d 856, 867 (D.C. Cir.
1981). This rule was enacted to “preserve the traditional rule of grand jurgyseati@n
certain limited exceptions.Id. at 868. As such, any information that would “disclose matters
occurring before the grand jury’” is protected under Exemptiold 3at 869 (quoting Fed. R.
Crim. Pro. 6(e)(2)). Importantly,

[iln order to effectuate theRule’'s objectives, the scope of the secrecy is

necessary broad. It encompasses not only the direct revelation of grand jury

transcripts but also the disclosure of information which would revéa *
identities of witnesses or jurors, the substance of testimony, the strategy or

8 Labow also contats that “[t]he 60 days authorization period for use of the pen register
statute has long since elapsead,; but Labow fails to articulate the relevance of this statement.
Insofar as he is suggesting that the 60 day authorization period somehow knsgslihg
period, that contention has no support in the statutory text, as § 3123 provides that the orders
remain sealed until “otherwise ordered by the court” rather than once the &0ttasization
period lapses.

® Labow’s other arguments are simifaunavailing as Labow fails to provide case law to
support his argument that the Pen Register statute permits the FBI to disidastormation,
particularly in light of the other courts that have found that the Pen Registee $$aan
appropriate pedicate statuteSeeSennett962 F. Supp. 2d at 283 (citing cases).
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direcion of the investigation, the deliberations or the questions of the jurors, and
the like.”

Id. (QuotingSEC v. Dresser Indus., In628 F.2d 1368, 1382 (D.C. Cir. 1980)). Information
that is “coincidentally before the grand juryg: at 870, but wouldnot reveal what has occurred
before the grand juryDresser Indus.628 F.2d at 1383, however, is not protected under either
Federal Rule of Criminal Procedure 6(e) or Exemption 3.

Hardy explains that thgovernmentvithheld “the investigative files contain[ing]
information about the names of recipients of federal grand jury subpoenas; indarthat
identifies specific records subpoenaed by a federal grand jury; and coppeeciic records
provided to a federal grand jury in response to federal grand jury subpoenas.” 1sDerdy
174. As Hardy explains, the government withheld these documents because it wpakk“ex
the inner workings of the grand jury and violate the secrecy of grand jury procebging
revealing the focus and scope of the grand jury’s investigation.” 2d Hardy DeclL&ddw,
on the other hand, contends that the government “did not provide any detail to allow this court to
determine whether the specific records at issue in thisnmade in fact reveal the inner
workings of the grand jury.” Pl.’'s Mem. at 37. This information, howe\arehk as the
identities of those subpoenaed, identities and descriptions of requested records, dad recor
produced in response to the subpoenegarly all fall within Rule 6(e) because it would “tend
to reveal . . . the strategy or direction of the investigationigsndtmerely“information
coincidentally before the grand jurySenate of the Commonwealth of Puerto Rico v. U.S. Dep’t
of Justice 823 F.2d 574, 582 (D.C. Cir. 1987). Notalardyalsoexplained thatdocuments
obtained by the FBI independently of a grand jury were not withheld pursuant to
Exemption3. ... To the extent that any such documents were presented to a grand jury, they

were not withheld merely because of such presentation.” 2d Hardy Decl. { 11. Assuch, t
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government has provided a sufficient basis to conclude that it properly withheld the dtecume
that would “expose the inner workings of the grand jury” while not applying Exemptmtha t
documents that were “coincidentally before the grand juActordingly, the government
justifiably withheld information under Exemption 3 and Federal Rule of Crimiraiedure
6(e).
C. Exemption 7
Under Exemption 7, “records or information compiled for law enforcement purposes” are
exempt from disclosure “only to the extent that the production of sucarifawcementecords
or information,”inter alia,
(A) could reasonably be expected to interfere with enforcement proceedings . . .
(D) could reasonably be expected to disclose thditgesf a confidential source
... wh[o] furnished information on a confidential basis, and, in the case of a
record or nformation compiled by criminal law enforcement authority in the
course of a criminal investigation or by an agency conducting a laafidnal
security intelligence investigation, information furnished by a confidestiaice
[or] (E) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to
risk circumvention of the law[.]
5 U.S.C. 8§ 552()§7). As an initial matter, Labow does not contest that any of the withheld
documents or redacted information are “records or information compiled fonfavcement

purposes” within the meaning of 8 551(H.

a. The government properly appli€kemption/(A) to withhold documents that
may interfere with enforcement proceedings.

Exemption 7(A) permits an agency to withhold information or documents if the law
enforcement records “could reasonably be expected to interfere with enforgeowaddings.”
5 U.S.C. 8§ 552(b)(7)(A). To make a successful 7(A) claim, the government “musbtheref
demonstrate that disclosure (1) could reasonably be expected to interfe(®)wemforcement

proceedings that are (3) pending or reasonably anticipa@itiZens forResponsibility & Ethics
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in Wash. v. U.S. Dep’t of Justicé46 F.3d 1082, 1096 (D.C. Cir. 2014) (internal quotation marks
omitted). “Categorical withholding is often appropriate under Exemption 7(AJ."at 1098.
“In such a case, an agency may satitsfyourden of proof by grouping documents into categories
and offering generic reasons for withholding the documents in each catefgbrfjriternal
guotation marks omitted). To do this, the agency must (1) “define its categories fuhgtiona
(2) “conduct a documertty-document review in order to assign documents to the proper
category,” and (3) explain to the court how the release of each category wetfietenwith
enforcement proceedingsld. (internal quotation marks omitted).
Here, the govement:
asserted this exemption to protect information about plaintiff that appears in
crossreferences to a pending investigative file. The pending investigative file is
not maintained in plaintiff's name; rather, it is indexed and maintained in the
name & another individual. Specifically Exemption 7(A) has been asserted to

protect the name and/or identifying information of the subject of a pending
investigation and details concerning the pending investigation.

1st Hardy Decl. § 89 (footnote omitted). The government’s description of the functional
category is vague arglibstantiallyepeats the statutory languageeDef.’s Mem. at 32
(identifying the “categories of information withheld under Exemption 7(A)i@®tmation
which, if disclosed, could reasonably be expected to interfere with pending enfotceme
proceedings”)Hardy Decl.yJ 3& The First Hardy Declaration provides a bit more clarity and
states that
the categories of information that the FBI has protected under Exemption 7(A)
are: variousrecords relating to surveillance conducted during the investigation;
grand jury materials; classified information; law enforcement databas®yis;
interview summaries (F302s); evidenceelated documentse(g, property
receipts; chawof-custody doaments); and administrative forms that reveal the

focus and scope of the investigation, evidence collected or to be collected, and
investigative techniques being utilized.
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1st Hardy Decl. at 43 n.31. However, the government does not then “explain to the court how
the release adach categoryvould interfere with enforcement proceedindSitizens for
Responsibility& Ethics, 746 F.3d at 1098 (emphasis added). Without either individualized and
detailed descriptions of the withheld and redacted docuroeatslear description of a workable
functional category, as well as a tailored explanation for how each categoryaretdavould
interfere with an enforcement proceedings difficult for the Court to assess the applicability of
Exemption 7(A).Nevertheless, despite these inadequacies in the government’s declaration, the
government has averred that it has a pending investigation in which “the subjectaseuioh

the investigation” and that it thus “protected responsive records from thatigaves pursuant

to Exemption 7(A).” 3d Hardy Declaration 5. As such, the functional category ahetion

could be construed as information regarding the pending investigation. The goveirenent
sufficiently explais how the release of such information could adversely impact the prospective
case.E.g, 1st Hardy Dec. 1 9@xplaining that the “premature” release of the information

“would adversely affect the pending investigation” becatleiinformation concerninghe
investigation could reach the individual who is under investigation’naandlead tather
particularized harmsuch as witness intimidation or destruction of evidetfc&yhile the
government’s affidavit leaves much to be desired, it has providédiantfessential$or the

Courtto conclude that release of these law enforcement records could adverselyaimpact

19 abow asserts that the subject of the pending investigation is William White, Pl.’s
Mem. at 23 (“The file Defendant seeks to completely exempt from disclokehgdontains the
investigation of William White.”), but Labow provides no record support for thistassand
thus it has no bearing on the Court’s decisi@fh.Pub. Emps. for Envtl. Responsibility v. Office
of Sci. & Tech. Policy881 F. Supp. 2d 8, 18 (D.D.C. 2012) (rejecting the plaintiff's
“hypothesi[s] that the redacted information contains segregable factohatfon” and finding
that “[t]his is simply not enough to overcome the presumption of good faith affardagency’s
declarations”).
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impending enforcement proceeding. Accordingly, the defendant’s motion for symma
judgment on its use of Exemption 7(A) will geanted
b. The government appropriately withheld information under Exemption 7(D) to

prevent disclosure of either the identity of a confidential source, or
information furnished by that source.

Exemption 7(D) allows an agency to withhold information or documetts ifaw
enforcement records “could reasonably be expected to disclose the identity aflarda@if
source . . . wh[o] furnished information on a confidential basis” or that would reveal
“information furnished by a confidential source.” 5 U.S.C. 8§ 5RZJtD). “A source is
confidential within the meaning of exemption 7(D) if the source provided information umder a
express assurance of confidentiality or in circumstances from which suckuaanas could be
reasonably inferred. Williams v. FBJ 69 F.3d 1155, 1159 (D.C. Cir. 1995) (internal quotation
marks omitted). However, “it is not enough for the [FBI] to claim that all soymmesding
information in the course of a criminal investigation do so on a confidential b&ii’v. U.S.
Dep't of Lustice 642 F.3d 1161, 1184 (D.C. Cir. 2011)S. Dep’t of Justice v. Landans08
U.S. 165, 173 (1993) (rejecting a presumption of confidentiality for all sources that spbak t
FBI). “If the FBI's production of criminal investigative records cowddsonably be expected to
disclose the identity of such a confidential source or information furnished byaseource, that
ends the matter, and the FBI is entitled to withhold the records under Exemption R¢i).”
642 F.3d at 118485 (internal quadat marks omitted).

Here, the government withheld six categories of information, two under an implied
assurance of confidentialiy‘names, identifying information about, and/or information

provided by sources under implied assurances of confidentiality” and “names afyidgnt

1 As an initial matter, the DOJ reports that “all information previously withheld solely
under Exemption 7(D) in [Labow 154, 158-59, and 659] has been released.” Def.’s Response to
Pl.’s Notice of Supp. Auth. at 2.

23



information about, and/or information provided by local law enforcement under implied
assurances of confidentiality—and four under express assurances of calitgetinder
express assurances of confidentiality, the government withheld “the perrsanerdg symbol
number of a confidential source of the FBI,” “the confidential source file nuofEepermanent
confidential source of the FBI,” “the names, identifying information about, and iafmm
provided by third parties to the FBI and/or law enforcement during the course of the
investigations at issue here” and “information provided to the FBI from a foaggmcy or
authority.” Def.’s Mem. at 36 n.25.

I. The government sufficiently demonstrated that information was given
under an express assurance of confidentiality.

If the FBI alleges an express assurance of confidentiality, “it nmustder to permit
meaningful judicial review, present sufficient evidence that such an assuramae fact given.”
Id. Here,the FBI has met its burden by showihgt t provided an express assurance of
confidentiality to the source symbnumber informants, artd other third parties or foreign
agencies providing information. 1st Hardy Decl. § 97 (explaining that “[t|Hea&®8gns
permanent source symbol numbers in sequential order to confidential informants who repor
information to the FBI on a regular basis pursuant to an express assurance of califydgnt
1 100 (“In this case, these individuals, who provided specific and detailed informatia that i
singular in nature, specifically requested that their identities not bdedwhze to fear of
reprisal. The FBI and/or law enforcement officials expressly promisse tihirdparties that
their identities and the infmation they provided would not be disclosed.”); 1 101 (“[T]he FBI
protected information provided to the FBI from a foreign agency or authority withpdiniex
understanding of confidentiality.”)Labow fails to directly challenge that this informatioasy

provided by or could identify a source who was given an express assurance of catifigenti
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seePl.’s Mem. at 26—32 (discussing only whether the source gave information under an implied
assurance of confidentiality), and thus the government is entitled to sunutgnygntsee, e.g.
Roth 642 F.3d at 1185.

ii. TheRothfactors weigh in favor of finding that the sources provided
information under an implied assurance of confidentiality.

UnderRoth v. United States Departmentlattice the D.C.Circuit instructed thatfi
there was not an express assurance of confidentiality, then theroosttnsider “the
character of the crime at issue, the source’s relation to the crime, whetlseutbe received
payment, and whether the source has an ongoing relationship with the law enfbi@zgeney
and typically communicates with the agency only at locations and under conditi@hsasture
the contact will not be noticed.Id.

On the one hand, theardy Declaation indicates that the source prdgd “specific
detailed information that is singular in nature concerning a subject of the ddtiestic
terrorism investigation of the 2008 vandalism of the Four Seasons hotel.” 2d Hardy Decl. § 14.
This is similar tahe statement iRoth where the DOC. Circuit found that, despite the
“conclusory” nature of the statemetite source likely spoke with the implied promise of
confidentialitybecause of the type of the information giterthe investigatorsSeeRoth 642
F.3d at 1186 (noting that “théaughnindex states that the source discusaddoth/Bower 254
and 256 ‘provided specific detailed information that is singular in nature concéneiecgmnal
activities involving [Bower] his associates, and/or other subjects of [the FBI's investigdjion]’
Additionally, the nature of #hcrime—anextremist anarchist protest involving property

destructioni®—weighs in favor of finding that the source likely spoke “with an understanding

12| abow portrays the crime as a “petty vandalism” and explains that “Labow was a
bystander and since the disclosures demonstratbehaas never arrested for any alleged crimes
to compare this investigation to cocaine trafficking or ‘gang-related mwrdeld be
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that the communication would remain confidentibandang 508 U.Sat172. See alsoMays v.
Drug Enforcement Admin234 F.3d 1324, 1330 (D.C. Cir. 2000) (“[A]n informant is at risk to
the extent the criminal enterprise he exposes is of a type inclined towiak vedaliation.”);1st
Hardy Decl.y 103 (explaining th potential consequences of revealing a source in an extremist
investigation); 2d Hardy Decl. 1 14 (“In the FBI's experience, sources providmmgnation to

the FBI about extremist activities, including anarchist extremism specifically dbgseat peril

to themselvesand have faced retaliation and threats (including déatlats when their

assistance to the FBI has been publically disclose#tijthermore, the source was “identified

as someone who was ‘not in the position to testify,” meaning that the source wasnusdrite
serve as a Government witness in the event of a prosecution, but rather that therfegtitd
maintain the sourcse’confidentiality so that s/he could be a source of information in similar
cases in the future due to his/her knowledge about and access to individuals involved in
extremist activities 2d Hardy Decl{ 14. Unlike in Sennettwhere the declaratidailed to
provide “some mention of the source’s relation to the crime,” 962 F. Supp. 2d at 286, here, the
Second Hardy Declaration explains that “[tlhe source here was not p&rsowalved in the

2008 vandalism of the Four Seasons Hotel, but was able to provide information to the FBI to
assist its efforts to identify those individuals who were involved in the vanddlie to the

source’s involvement and familiarity with individuals involved in extremist activitigbe

unreasonable.” Pl.’s Mem. at 28. However, the government explained the scope andrcharacte
of its investigation as a dastic terrorism investigation, which may transcend Labow’s
involvement in the matter he characterizes as “petty vandalism.” Whether Lasarngsted

or charged with any crimes does not obviate the potential danger to a source in a domestic
terrorism inestigation because the danger does not necessarily emanate from Lalboay but
comefrom others who may not want the source to reveal additional information or &ticetal

for previously revealed information.
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Washington D.C. area.” 2d Hardy Decl. 1 £4Finally, Hardy attested that “this source, whose
identity and information the FBI protected, provided information to the FBI over a periodeof ti
that regularly proved to be reliable,” indicating that the source has an onglatignship with

the law enforcement agensgeRoth 642 F.3d at 1184.

On the other hand, though Hardy does not attest to whether the infavasgdid, the
government seems to concede that the source is urfpaé@Reply at 15 (not contesting the
plaintiff’'s assertion that the sources are unpaid, but rather focuses on’sabibsequent
inferences)2d Hardy Decl. 1 16 (explaining that “the FBI regularly relies on confidential
sources who voluntarily and willingly provide information without compensation”). The
government also doem®t present evidence regarding the circumstances of its meetings with the
informant.

On balance, thougtie Hardy Declarations do not addréss locations and conditions
under whichthe source met with tHeBI and the government concedes that the source was not
paid, the factors weigh in favor of finding that the source spoke with the expeciht
confidentiality See Miller v. Dep’t of Justic&72 F. Supp. 2d 12, 27 (D.D.C. 2012ettifying
the nature of the crime and the informant’s relation to the crime as the most irhfautars
under aRothanalysi$. The type of information provided and the type of crime at issue as well

as the source’s relation to the crime #melsoure’s relationship wik the police all indicate that

13 Here, Labow contends that Sennett did not provide information under an implied
promise of confidentiality because of “Sennett’s stated intention to pubdicidence of the
alleged crime.” Pl’s Mem. at 28. However, this assertion rests on Labowidegpmcthat
Sennett wathe confidential gurce. This speculation is insufficient to defeat summary judgment
based on the agency’s affidavit absent other evidence indicating that the sourcesgehkot
with the implied assurance of confidentiality.
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the source spoke with an expectation of confidentiality. Accordisgipmary judgment will be
granted to the government on this isstie.
c. The government appropriately withheld informatibat may reveal

technigues and procedures for law enforcement investigations or prosecutions
under Exemption 7(E).

Under Exemption 7(E), the government may withhold law enforcement records that
“would disclose techniques and procedures for law enforcement investigations cufponse
or would disclose guidelines for law enforcement investigations or prosecutsuthif
disclosure could reasonably be expected to risk circumvention of the law.” 5 U.S.C.
§552(b)(7)(E). “The first clause of Exemption 7(E) affords categorical protection for iqaba
and procedures used in law enforcement investigations or prosecutfuis Emys. for Envil.
Responsibility v. U.S. Section of Int’l Boundary & Water Car880 F. Supp. 2d 304, 327
(D.D.C. 2012 (citing Showing Animals Respect & Kindness v. U.S. Dep't of Intef&0 F.
Supp. 2d 180, 199-200 (D.D.C. 2018)lard K. Lowenstein Int'l Human Rights Project v.

Dep’t of Homeland Sec626 F.3d 678, 681 (2d Cir. 2010) (“The sentence structure of

14 Labow also makes a number of other argusiémat are without merit. For example,
he argues that 7(D) protects only information that could disclose the ideraityonifidential
source. Pl.’s Mem. at 29-31. This assertion is mistaken as Exemption 7(D) als® protect
“informed furnished by a confidential source,” 5 U.S.C. § 5§Z{kD), and merits no further
discussion.

Labow also argues that the government “may not assert an implied assurance of
confidentiality to protect the identity of sources who were forced to téstfly's Mem. at 31—
32. Labow contends that “it is fair to assume [the confidential sources] likelytéaone of two
categories. Either they are undercover police or they are former membéisabes of the
activities groups in question, whose cooperation is being coerced with the threat ofiffwose
Id. at 31. Labow then speculates ttiegt FBI “refuse[s] to provide an express assurance of
confidentiality” to assure that sources will continue to provide information, andsads “it
would be wrong to allow the FBI to assert an implied promise when they had withheld an
express assurance as a tactic to pressure a soluicat’32. Labow’s assertions aret based
on the record Labow fails tdfactuallysupport his assertions that the source here was forced to
cooperate with the governmentore importantly, Labow fails torovide cae law suppoitg
hisassertn that if the source was in fact coerced, that has bearing on Exemption 7(D)’s
applicability. See idat 3+32.
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Exemption (b)(7)(E) indicates that the qualifying phrase (‘if such disclasurde reasonably be
expected to risk circumvention of the law’) modifies only ‘guidelines’ and ndtrigces and
procedures.”) “Exemptions 7(E)’s second clause separately protects ‘guidelines for law
enforcement investigations or prosecutions if [their] disclosure could reasoeatypécted to
risk circumvention of the law.’Public Emps.839 F. Supp. 2d at 327

Thegovernment has cited this section in withholding nine categoriesarfmation: (1)
“investigative techniques and procedures,” (2) “dates and types of investigatieliminary or
full investigations),” (3) “database information and/or printouts,” (4) “compareatysis
response team (‘CART’) reports and/or data,” (5) &li@n and identity of FBI and/or joint
units,” (6) “information concerning the installation, locations, monitoring, and typesvafas
utilized in surveillance,” (7) “collection and analysis of information,” (8) “stresifile
numbers,” and (9) “FBI secure fax number, internal e-mail address and/or nonvgeiblic
address.” 1st Hardy Decl. at-186. It is unclear exactly whit subcategories under
Exemption7 Labow contestseePl.’s Mem. at 14—-22, but the gist of Labow’s attack is that the

government cannot redact “investigative techniques that are well known to the public,”

1> There is some ambiguity as to whether Exemption 7(E) protects only investigative
techniques and procedures that are “generally unknown to the pubbaipareAlbuquerque
Pub. Co. v. U.S. Dep't of Justice26 F. Supp. 851, 857-58 (D.D.C. 1989) (“[T]his exemption
pertains to investigative techniques and procedures generally unknown to the padic.”)
Malloy v.U.S. Dep’t of Justiced57 F. Supp. 543 (D.D.C. 1978) (exploring the legislative
history)with Soghoian v. U.S. Dep’t of Justj@B85 F. Supp. 2d 62, 74 (D.D.C. 2012) (approving
the DOJ’s withholding of information about electronic surveillance desgatetiff's argument
that “defendant has failed to show that the records describe techniques notygknevai to
the public”); Showing Animals Respect & Kindnegg30 F. Supp. 2dt199 (same). Ultimately,
because the government not only attests that these are investigative techmibjpescedures
but also that these withheld portions relate to specific details that araliyeneknown to the
public, it is unnecessary to resolve whether, categorically, investigatieiues and
procedures that agenerally known to the public are protected under Exemption 7(E). Labow’s
related argument that disclosure of techniques that “could not possibly help crieviadésthe
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particularly wherdisclosure could not possibly petriminals evade the laivand that
Exemption 7 does not protect techniques that are “not currently in usat 15-16.

Any deficiencieghat may have existed in the First Hardy Declaratiore haen
remedied by the Second Hardy Declaration. For example, in the Second Hardwgtideg|dre
government averred that “[tjhe FBI protected non-public details about the spesiificda and
procedures for conducting such surveillance, including the circumstances ancosnditier
which it is conducted, the targets of the surveillance, and other operation detailhabout
technique.” 2d Hardy Decl. Y 18ee als®d Hardy Decl{ 20 (explaining that the details, such
as “from whom the information was collected, what information was and was nated)le
[and] how it was collected,” was protected as “not publically-known” informatibrgeed, even
in the First Hardy Declaratip Hardy acknowledged that “it is publically known that the FBI and
other law enforcement agencies engage in different types of surveillangestigation.” 1st
Hardy Decl.f 114. However, Hardy then explained that that the information withheld was “non-
public details about when, how, and under what circumstances the FBI conducts suevéillanc
Id. Further, Hardy explains that the information that it withheld is about “currasdg-law
enforcement technique related to intelligence gathering titaeigclassified.” 2d Hardy Decl.
11 17, 19.Hardy’s second declaration has clarified that it was theputatic details about the
investigative techniques that have been withheld, and that the information withheld is about
currently used techniques, and thins government is entitled to summary judgment for its use

of Exemption 7(E)°

law” is contrary to the statutory text as that prong is not required to withHoldniation that
would reveal law enforcement techniques or proceduBessupraat 27.
16 Moreover, though not entirely clear in Labow’s opposition, it appears that Labow does
not challenge some of the subcategories under Exemption 7(E) that the govenaméaits
are protectedsuch as the “dates and types of investigations (preliminary or full inviéestig)g”
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D. Exclusion under § 552(c)

After reviewing all the materials submitted with the government’s motion for summary
judgment and Labow’s opposition, as well as the governmextmrtedeclaration, the Court
concludes that, if an exclusion was in fact employed, it was, and contimagsam, amply
justified.

E. Segregability

In Johnson v. Executive Office for the U.S. Attorntghyes D.C. Circuit found that a
comprehensiv®aughnindex and an affidavit explaining that the affiant had “personally
conducted a lindy-line review of each document withheld in full and determined that ‘no
documents contained releasable information which could be reasonably segregatée from
nonreleasable portions™ was “sufficient” to meet the agency’s burden vgpleceto
segregability. 310 F.3d 771, 776 (D.C. Cir. 200@)JohnsontheD.C. Circuit further affirmed
the district court’s reliance on the affiant’s “conclusion as to the nonsegiggabportions of

other documents.’ld. at 777. Here,Hardyexplained the withholdings for individual dooents

andattested thafo]nce all exempt information under all exemptions was excised, there was no

non-exempt information that could be reasonably segregated and released.” 2d Hardy De

1910, 15, 25. He further explained that “the FBI conducted an extensive doduwynent-

document, linedy-line review and analysis of each document responsive to plaintiff's request to

identify and separate exempt from non-exempt information” and that, pftistireg “all

applicable exemptions” “the only n@xempt information that was left in documents/portions of

the “computer analysis response team (‘CART’) reports and/or data,” oiti'\seflite
numbers,” among othersSeePl.’s Mem. at 15-22 (discusg the applicability of Exemption
7(E)). The government’s motion for summary judgment will also be granted tgtére that
Labow did not challenge the government’s rationale for withholding informatiogriaic
subcategories under Exemption 7(E).
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documents that were withheld consisted of random words or phrases which taken geparatel
together had minimal or no informational contend’ { 25. Labow has not pointed to
inconsistencies in the record, nor haphaferedanyreason to doubt this declaration.
Accordingly, the Court finds that the Second Hardy Declaration sufficienglyritbes the
segregability analysis undertaken and provides adequately detailedatistifscfor the non-
segregability of the documents.

F. Labow’s remaining arguments

Labow argues that because the government has recently released informatitre“in
public domain in th&ennettase,"the government may not continue to withhold documents
originally withheld from him when the government processed his FOIA requests in 2011 and
2012. Pl’s Mem. at 38. He provides no citation justifying this asser@mrany analysis as to
what information has beerleased tthe public domainSeeAfshar v. Dep'’t of Stateg02 F.2d
1125, 1130 (D.C. Cir. 1983) (outlining the plaintiff's burden when he claims a prior disclosure).
Labow also asks that the Court require the defendant to reprocess Labow’selg§OdAt to
“determine whether there is any additional releasable materials in this case Méth. at 38.
Even if there ar@ow “additional releasable materials Abowis not entitled to reprocessing
because he has not shown that the government erroneously withheld the information when it
processed his requast2011and 2012.Cf. Meeropo) 790 F.2dcat 959 (finding that despite a
change in the operative executive ordgfhe fact that there are documents which while
properly withheld at the time the decision to withhold was made were neverthelege mgt
undernewstandards does not indicate error. . . . The government cannot be expedted/to fo
an endlessly movintarget); Bonner v. U.S. Dep't of Stateé?8 F.2d 1148, 1153 (D.C. Cir.

1991)(explaining thatourt should not require an agency to reprocess a FOIA request despite a
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change in circumstan@sent an error in the first instanbecause “[u]nless the [agency]
unlawfully withheld information in its prior responses, a court has no warrant to[pl&€HA
requester] at the head of tberrent [agency] FOIA queudémphasis addel) Here, Labow has
failed to show that the government misapplied any of the FOIA exemptihantshe FOIA
exemptions were otherwise inapplicaldethat he is otherwise entitled to reprocessing

For the reasons given in this MemorandOnder, the Court wilGRANT Defendant’s

Motion for Summary Judgment [32].

September 42014

/‘
/ﬁpéﬂl&b Tt

BARBARA J. ROTHSTEIN
UNITED STATES DISTRICT JUDGE
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