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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

SHARIF MOBLEY, et al.

Plaintiffs,
Civil Action Nos. 11-2072, 11-207@AH)
V.
Judge Beryl A. Howell
CENTRAL INTELLIGENCE AGENCY, et al.

Defendans.

MEMORANDUM OPINION

The plaintiffs, Sharif Mobley and his wife Nzinga Isldrbring these two related actions
against foufederal government agencieshe Central Intelligence Ageng¢yCIA”) and the
Departments of State, Defense, and Justgersuant to the Freedom of Infioation Act
(“FOIA”), 5 U.S.C. § 552, and the Privacy Act, 5 U.S.C. § S&2dlectively “FOIA/PA”). The
plaintiffs filed FOIA/PA requestseelng accesgo, inter alia, all records relating to themselyes
in an apparent effort to shed light upon the arrest of Mobley in Sana’a, Yemen on Z&uary
2010, and his subsequent incarceration there. All four defendants provided final detensinati
regardirg the plaintiffs’requestssome of which included the release of responsive records to the
plaintiffs, andthe plaintiffsnow challenge the defendants’ handling of the plaintiffs’ requests on
a number of grounds. The defendants contend that they have satisfied their obligatiottseunde
FOIA andthePrivacy Act, and consequently they have moved for summary judgment on the

plaintiffs’ claims?

! Both actions were originally brought by both plaintiffs, but Ms. Isteas terminated as a plaintiff in Civil Case
No. 122073 on July 19, 2012SeeFirst Am. Compl. (“FAC") 14, ECF No. 36 (No. :2073).

% Due to the sensitive nature of some ofitiffermation requested in this case, the Court submitted this
memorandum opinion for preclearance review on February 1, 2013; no modlifisats made to the opinion as a
result of that review.
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BACKGROUND

On January 26, 2010, Mobleyas”abducted from the streets of Sana’a, Yemen and
held in the custody of the Yemeni government for several weeks, during whechdimas
allegedlyquestioned by U.S. agerdgadgiven medical attentiofor wounds he suffered during
his abduction.SeeDecl. of Cori A. Crider (“Crider Decl.”) 18-10, 26-41, 47-48, ECF No. 24-
1 (No. 11-2072). Mobley “is now alleged to have tried to escape from the Jumhori Hospital
where he was @& incommunicadpshooting two guards, one fatallySee idf 50. Mobley
remains in Yemeni custody on murder charges and faces a potential death seSgeridd 53.

On July 22, 201Cafter all of these events transpirdihbleyfiled, through counsel
FOIA/PA request with defendants Department of DeféastDefense”) Department of State
(or “State”), and Department of Justicer (‘Justice”), as well ato the Department of Homeland
Security, which is not a party to these related acti@eeDecl. of Sheryl L. Walter(“First
Walter Decl.”)] 4, ECF No. 24Aug. 1, 2012) (No. 11-2072)d. Ex. 1, ECF No. 24-1 (No. 11-
2072). This request sought records relating to:

1. Mr. Mobley’s abduction from the streets of Sana’a, Yemen on January 26,
2010.
2. U.S. agencies’ involvement in that disappearance.

3. U.S. agencies’ interrogation of Mr. Mobley imcommunicadadetention in
Yemen, at a time when he was suffering torture and/or cruel, inhuman, and
degrading treatment (CIDT).

4. The wider pattermf U.S-sponsored sweeps and proxy detention in Yemen
from January 2010, of which Mr. Mobley’s seizure is a part.

First Walter Decl. Ex. 1, at ZThe request clarified that Mobley was requesting “all records in
any way relating to, pertaining to, or mentioning himself by any and all peos@entities,
including all persons acting on behalf of the United Statks.”Additionally, the request

provided sixteen categories of records intended “to elucidate the sorts of iedbkelfkely



possession of the targeted agencidd.” These categories includedter alia, “[a]ny
records. . . created from November 2009. between the federal gennment and the
government of Yemen regarding Mr. Mobley,” including “[r]ecords discussing whithe
Mobley was a target of intelligenagterest and “[a]ll records created after January 1, 2010,
relating to visits of U.S. agents . . . to Mr. Mobley” in the hospital or in priSae idat 4-5.
The July 22, 2010, request also sought expedited processing and a fee $aévetat6-7. On
August 15, 2011, both dihe plaintiffs filed a separate FOIA/PA request with the CIA seeking
“all Central Intdligence Agency (‘CIA’) records about Mr. Mobley and Ms. Islam.” Supp. Decl.
of Michele L. Meeks (“Second Meeks DeclEX. 2, at 1, ECF No. 49-2 (May 25, 2012) (No.
11-2072). This requestferred toMobley’s July 22, 2010 request “only for referencepmses”
and clarified that “the scope of this request isalibICIA records about Mr. Mobley and Ms.
Islam.” 1d.3

The firstagencyto respond to the plaintiffs was the CIA. In a letter dated September 20,
2011, the CIA notified the plaintiffshat althagh, “[a]fter a thorough search of the appropriate
records systemthe agency was “able to locatesponsive material,” the material “must be
denied in its entirety on the basis of . . . PA exemptions (j)(1) and (k)(1), and Fé&ifpBans
(b)(1) and (b)8).” Second Meeks Decl. Ex. 3, at 1, ECF No. 49-3 (No. 11-2072). The CIA’s
first letter also stated that “[w]ith respect to responsive records thatlnexeal a classified
connection to the CIA ...the CIA can neither confirm nor deny the existenceamexistence of
records responsive to your requedd’ The CIA’s refusal to confirm or deny the existence of
responsive records was “pursuant to FOIA exemptions (b)(1) and (b)(3), and PA exsmpti

()(1) and (k)(1): Id. On January 11, 2012, however, the CIA sent the plaintiffs “amended final

3 Although the July 22, 2010 FOIA/PA request was sent to the &bng with the other defendants, the CIA’s
response to that request is not at issue in this case. Rather, the plaihtiffeallenge the CIA’s response to their
August 15, 2011 FOIA/PA requesteeCompl. 18-14, ECF No. 3 (No. 1:2072).
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response letters,” which clarified that the initial response letter “contaiaeduracie$ andthe
amended letter&orrectly reported that the CIA’s search for records that would reflegbam o
or otherwise acknowledged connection to Plaintiffs produced no responsive records.” Decl. of
Michele L. Meeks (“First Meeks Decl.”) I3, ECF No. 39 (May 25, 2012) (No. 11-2072).
The next agency to respond to Moblesgguest was th8tateDepartment On
December 13, 2011, State granted Mobley’s request for expedited processehgst Walter
Decl. 19. Statenotified Mobley on February 6, 2012, based upon the nature of the rdabaést,
“the offices that were reasonably likely to have responsive documents werentnal Eoreign
Policy Records, the Bureau of Diplomatic Security, the Office of Passpoiic8s, the Office of
Overseas Citizens Services, and the American Embassy in Sand'd["19;see alsad. Ex. 8,
ECF No. 24-8 (No. 11-2072). Additionally, “based on information from other responsive
documents, [State] also subsequently searched the Office of Legal Adwsgst.Walter Decl.
1 19. From December 20, 2011 to May 25, 2012, State notifiedelylbp letter each time
searches of these components had been completed, and State either releaseddive respon
records or notified Mobley of the reason for withholding records or portions theSeaf.
1111-16 see also idExs. 7-13, ECF Nos. 24-7 to 24-13 (No. 11-2072).
Thesearcheperformed by Stateltimatelyyielded 293otal records responsive to
Mobley’s request.First Walter Decl{ 35. 165 of these records were released to Mobley in full,
75 of the records were released in part with certain portions redacted, and 42 afriffe wece

withheld in full. 1d. The documents that were withh&ldm releaseeither in whole or in part,

* The responses of State and Justice were delayed somewhat due to issngsaé¢haiplaintiffs’ submission of
privacy waivers.See, e.qg.First Walter Decl. %7 (describing privacy waiver issues); Decl. of Dennis J. Argall
(“First Argall Decl.”) 197-8, EGF No. 251 (June 29, 2012) (No. 42073) (same).

® The State Department also indicates that some responsive documents “wereflonatbther Department
component,” all of which were withheld in full, though the State Diemamt has not publicly discled the
component from which these documents were retrie@adirst Walter Decl. .6; see also idEx. 13, ECF No.
24-13 (No. 112072).
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were withheld pursuant to one or more of the following: FOIA Exemptions 1, 5, 6, and 7(C);
and PA Exemptios (d)(5), (k)(1), and (k)(2)See idf136-53. The remainingelevenrecords

were referred to the Department of the Army (in particular the Office d?iitveost Marshal
General (“OPMG”))on March 5, 201Zpr their review and diregesponse to Mobley, aral

of these eleverecordswere eventually withheld in full by the OPM@ursuant to FOIA
Exemption 1 and PA Exemption (k)(1)d. § 35 see alsd~AC 1121-24 Decl. of John G.

Hargitt (“First Hargitt Decl.”) #, 6, ECF No. 36-1 (June 25, 2012) (No. 11-2072). Mobley
also filed a separate FOIA request with the OPMG on June 25, 2012, seeking any responsive
records beyond thelevenrecords that had already been referred by State to the OFEE.

FAC 131. Inresponse, the OPMG expedited the request and issued a final determination on
July 19, 2012, identifying one responsive record and withholding it in full, pursuant to FOIA
Exemption 1 and PA Exemption (k)(1d. 1131-32 see alsdecl. of John G. Hargitt (“Second
Hargitt Decl.”) 16, ECF No. 42-5 (Aug. 30, 2012) (No. 11-2073).

The final agencie® provide a final response to MoblegreDefenseand Justice
Beginning with Defense, Mobley’'s counsddrified with Defense thdte only believed that
Defense possessed retoresponsive to line items 10, 14, and 15 of his FOIA/PA reqtest.
FAC 1111-12° Defense then referred this request to the Defense Intelligence Agency (“DIA”)
which is a component of Defense and was “most likely . . . to have potentially received
intelligence reports stemming from the alleged interrogations of Mr. &ydiy ‘Khan from
DOD’ or any other government agent or agency.” FAC fs&8 alsdecl. of Alesia Y.

Williams (“First Williams Decl.”) 16, ECF No. 20 (June 18, 2012) (No. 11-2073). On May 11,

2011, the DIA granted expedited processiniylobley’s request because “news articles

® These line items referred to a U.S. agent who allegedly interrogated MoBfeyrien who identified himself as
“Khan from DOD.” SeeFirst Walter Decl. Ex. 1, at%; FAC f12.
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suggested that plaintiff Sharif Mobley was facing trial in a capital case in Yerkrest
Williams Decl. 7. The DIAthen“conducted a search to determirf [the DIA] was in
possession of any ope@urce news articles that referenced plaintiffs generally or the criminal
matter concerning plaintiff Sharif Mobley in Yemend. 8. Although this search yielded
responsive records, “these articles weré pfthe general news monitoring performed by other
members of the Intelligence Community” and therefore “the DIA FOIlAc®ffeferred each of
these opersource news articles to the agency that originated the distribution with thetrégaie
the distribdor respond directly to the plaintiffsid. Despite the expedited statushdbbley’s
request, it was not until May 4, 2012iearly one year after the request was expeditbdt the
DIA notified Mobley that 41 responsive documenigete referred tanother government
agency and that ft]o the extent that [Mobley] is requesting any intelligence information in the
possession of DIA concerning himself or his family, my response is to adviseayddlgcan
neither confirm nor deny the existence of tbguested information.” First Williams Decl. Ex. A
at 1, ECF No. 20-1.

The 41 responsive recordientifiedby the DIAwere located in the Open Source Center
(“OSC”) andreferredto the CIA on June 17, 201KeeDecl. of Michele L. Meeks (“Third
Meeks Decl.”) 16, ECF No. 421 (Sept. 4, 2012) (11-2073). The OSC “collects, monitors,
processes, analyzes, and disseminates publicly available informatioprfroamily foreign
sources.”ld. 8. Of the 41 documents referred to the CIA, 28 of the documentsreleased

in full, six of the records were referred back to Defense, one record wasddateStaté, and

" Mobleyalso forwardedhis request to the U.S. Special Operations Command (“SOCO¥"3omponent of
Defense—on August 14, 2011, and on October 14, 2011, SOCOM *“provided-eturds’ response® plaintiff.”
SeeDecl. of Mark A. Clark (“Clark Decl.”) 1 4, ECF No. 21 (No.-2073). Inhis First Amended Complaint in No.
11-2073,Mobley has withdrawn the cause of action challenging SOCOM's response to theirF@r&quest.
CompareCompl. §118-25, ECF No. 3 (No. :2073),with FAC 19-36.

8 Defense and State have since released these seven records to the pBéwlffsrd Meeks Decl. $.
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the CIA withheld the remaining six records under FOIA Exemptibacause the six records
although technically publicly availableere “subjet to limited distribution” andreveal certain
sensitive but unclassified intelligence sources and methaodsfY6—7, 9. The CIA notified the
plaintiffs of the decision to withholthese sixdocuments by letter dated January 25, 2(8&e
id. 7.

Finally, the response to Mobley’s FOIA/PA request by Justice, for purpbsiese
related actions, was made by the Federal Bureau of Investigatiori)(“HBle FBI informed
Mobley by letter dated April 5, 2011 thatwwasprocessing hisequestnd thathe FBI was
“searching the indices to our Central Records Sy$ten€RS’] for the information you
requested.”SeeFirst Argall Decl. Ex. Dat 1, ECF No. 25-5. The FBI granted Moblegguest
for expedited processing by letter dated May 23, 2@deFirst Argall Decl. Ex. lat 1, ECF
No. 25-10. On August 17, 2011, after the plaintiffs submitted the privacy waiver of Ms, Isla
the FBltreated the privacy waiver as a new FOIA request, and assigned inatdisttking
number. SeeFirst Argall Decl Ex. N, ECF No. 25-15. On August 18, 20Mgbley’s counsel
wrote the FBI an-enail clarifying that Ms. Islam’s privacy waiver “was not a new request; it
was an additional waiver form for use when processing [Mobley’s requesth whs for
records abauSharif Mobleyand his family’ First Argall Decl. Ex. O, ECF No. 25-16 (No. 11-
2073).

On August 29, 201IMobley’s counsetontacted the FBlia email, asking that the
agency “please ensure that you search for all ‘main’ éikekall ‘reference’ or ‘crosseference’
files” and also requesting that the FBI search ten specific types of recsteisySeeFirst
Argall Decl. Ex. Pat 1, ECF No. 25-17. Similarly, on September 21, 20dhley’s counsel
contacted the FBlia email to request thahe FBI “include the Baltimore Field Office in your

search” along with the Washington, D.C., Field OffiGeeFirst Argall Decl. Ex. R, at 1, ECF
7



No. 25-19. On May 4, 2012—the same date that the DIA provided its final respthresEB+
notified Mobleythat t had located eighty-five pages of responsive records, and in the same
correspondence the FBileased all eightfive pages in part, with certain portions redacted
pursuant to one or more of the following: FOIA Exemptions 1, 6, and 7(C); and PA Exemption
()(2). SeeFirst Argall Decl.q 24.

The plaintiffs filed both of the instant related actions on November 22, 2011, at which
time only the CIA had provided a final determination regardinglaiatiffs’ FOIA/PA request.
Currently pending before the G are the defendantsiotions for summary judgment, as well
as certain defendantstpplemental motions for summary judgment, in both related act®ees.
Def. Dep't of Defense’s Supplemental Mot. for Summ. J., ECF No. 42 (No. 11-2073); Def.
Dep’t of Sate’s Supplemental Mot. for Summ. J., ECF No. 36 (No. 11-2072); Dads. for
Summ. J., ECF No. 25 (No. 11-207Bkfs.’ Mot. for Summ. J., ECF No. 22 (No. 11-2072).

For the reasons discussed below, the Court grants both motions in full, with on@xeigyation
discussed in more detail below.
. LEGAL STANDARD S

A.  FOIA

Congress enactete FOIA to promote transparency across the governnieees
U.S.C. 8§ 552Quick v. U.S. Dep’t of Commerce, Nat'l Inst. of Standards & T&@h. F.Supp.
2d 174,179 (D.D.C. 2011). The Supreme Court has explaineth¢h&OIA is “a means for
citizens to know ‘what their Government is up to.” This phrase should not be dismissed as a

convenient formalismlt defines a structural necessity in a real democrabhat’| Archives &

° The plaintiffs constructively exhausted their administrative remdmieause twenty working days had elapsed
either since they had submitted their FOIA requests or, in the case dRthisvénty working days had elapsed
since the agency had received the plaintiffs’ administrative appeal of theyagimal determination.SeeCompl.
1913, 24, ECF No. 3 (No. ¥2072);Compl. 1116, 24, 37 (No. 1-)2073);see als® U.S.C. &52(a)(6) (providing
for constructive exhaustion of administrative remedies in FOIA Lases
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Records Admin. v. Favisb41 U.S. 157, 171-172 (2004) (citation and internal quotation marks
omitted). “The basic purpose of FOIA is to ensure an informed citizenry, vital to the fumgioni
of a democratic society, needed to d¢hagainst corruption and to hold the governors
accountable to the governedNLRB v. Robbins Tire & Rubber Cd37 U.S. 214, 242 (1978).

As a result, the FOIA requires federal agencies to release all recordssrespiora request for
production. Seeb U.S.C. 8§ 552(a)(3)(A). Federal courts are authorized under the FOIA “to
enjoin the agency from withholding agency records and to order the production gieaicy a
records improperly withheld from the complainanid: 8 552(a)(4)(B).

This strong interest in transparency must be tempered, however, by the “legitimate
governmental and private interests [that] could be harmed by release of tygrési of
information.” United Techs. Corp. v. U.S. Dépf Def, 601 F.3d 557, 559 (D.Cir. 2010)
(internal quotation marks omittedyee also Critical Mass Energy Heat v. Nuclear Regulatory
Commh, 975 F.2d 871, 872 (D.C. Cir. 1992n banc) Accordingly, Congress included nine
exemptions permitting agencies to withhold information from FOIA disclostee5 U.S.C.

8 552(b). “These exemptions are explicitly made exclusive, and must be narrowly coristrued
Milner v. Dep't of the Nayyl31 S. Ct. 1259, 1262 (2011) (citations and internal quotation marks
omitted);see also Pub. Citizen, Inc. v. OfficeMgmt. & Budget 598 F.3d 865, 869 (D.C. Cir.
2010)(“FOIA allows agencies to withhold only those documents that fall under one of nine
specific exemptionsvhich are construed narrowly in keeping with FOIA’s presumption in favor
of disclosuré. (citations omitted)).When a FOIA requester properly exhausts its administrative
remedies, it may file a civil action challenging an agency’s responterequest.See5 U.S.C.
§8552(a)(4)(B);Wilbur v. CIA 355 F.3d 675, 677 (D.C. Cir. 2004). Once such an action is filed,
the agency generally has the burden of demonstrating that its response ttifiesspOIA

request was appropriate.



When an agency'’s response is neither to confirm nor deny the existence of responsive
documents—commonly known asséomarrespons€—the agency “must demonstrate that
acknowledging the mere existence of responsive records would disclose exfempation.”

Elec Privacy Info. Ctr. v. NSA78 F.3d 926, 931 (D.C. Cir. 2012). ‘Glomarcases, courts

may grant summary judgment on the basis of agency affidavits that cortesnriable

specificity of detail rather than mere conclusory statements, and if theywtmalled into

guestion by contradictory evidence in the record or by evidence of agencythad {4
(quotingGardels v. CIA689 F.2d 1100, 1105 (D.C. Cir. 1982)). “The supporting affidavit must
justify theGlomarresponse baseth ‘general exemption review standards established in non-
Glomarcases.” Id. (quotingWolf v. CIA 473 F.3d 370, 374-75 (D.C. Cir. 2007)).

When an agency'’s response to a FOIA request is to withhold responsive records) either i
whole or in part, the agency “bears the burden of proving the applicabilityimieda
exemptions.” Am. Civil Liberties Union v. U.S. Dep’t of DEFACLU/DOD"), 628 F.3d 612,

619 (D.C. Cir. 2011). The government may satisfy its burden of establishing its right to
withhold information from the publiby submitting appropriate declarations and, where

necessary, an index of the information withheldrh. Immigration Lawyers Ass’'n v. U.S. Dep’t

12 Glomarresponses arsmamed for thédughes Glomar Explorer ship used in a classified Ceitintelligence
Agency projectto raise a sunken Soviet submarine from the floor of the Pacific Ocean terdoewnissiles,
codes, and communications equipment onboard for analysis by Unitesl 18titsry and intellgence experts.™
Roth v. U.S. Dep't of Justic642 F.3d 1161, 1171 (D.C. Cir. 2011) (quotityllippi v. CIA 655 F.2d 1325, 1327
(D.C. Cir. 1981))

In the 1986 Freedom of Information Reform Act, Congress codifiedbB2§c) the use of @lomarrespons for the
following three limited categories of agency records: (1) law enfordemaeords described in552(b)(7)(A),
which if disclosed could reasonably be expected to interfere with enforcproesedings; (2) informant records;
and (3) certain claified records maintained by the FBI. Pub. L. No539, §81801-04, 100 Stat. 3207, 32618
to 320750 (1986);see5 U.S.C. 852(c) (for these excluded categories of records, allowing agenciesdottie
records as not subject to the requirementhisfsection”);see also Benavides v. DE#6 F.2d 751, 7553 (D.C.
Cir. 1992)(per curiam)construing the phrase “not subject to the requirements of this setditpérmita
Glomarization where the information’s status has not been officiafifirooed, but to permit analysis under other
exemptions like that afforded any other document sought under FOIA, whestaths has been so confirmed”).
Even if any of the defendants in this action were relying up®®2%c) to withhold any records, the Cowould not
be permitted to comment on the public record about the existence of sucterelian
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of Homeland Sec852 F. Supp. 2d 66, 72 (D.D.C. 2012) (citvsughn v. Rosed84 F.2d 820,
827-28 (D.C. Cir. 1973)). “If an agency’s affidavit describes the justificationsifioinelding
the information with specific detail, demonstrates that the information withheld llgdedés
within the claimed exemptichand “is not contradictedybcontrary evidence in the retcbor by
evidence of the agengybad faith, then summary judgment is warranted on the basis of the
affidavit alone: ACLU/DOD, 628 F.3d at 619“Ultimately, an agency’s justification for
invoking a FOIA exemption is suffient if it appears ‘logical or ‘plausible.”d. (internal
guotation marks omitted) (quotingrson v. Dep’t of Staf&65 F.3d 857, 862 (D.C. Cir. 2009)).

When a requester challenges an agency’s response based on the adequacy of the search
performed,[t]o prevail on summary judgment . . . the defending ‘agency must show beyond
material doubt . . that it has conducted a search reasonably calculated to uncover all relevant
documents.” Morley v. CIA 508 F.3d 1108, 1114 (D.C. Cir. 2007) (quotigisbeg v. U.S.
Dep't of Justicg“Weisberg'), 705 F.2d 1344, 1351 (D.C. Cir. 1983)). “In order to obtain
summary judgment the agency must show that it made a good faith effort to caséacth for
the requested records, using methods which can be reasonably expected to produce the
information requested.Oglesby v. U.S. Dep’'t of Arm920 F.2d 57, 68 (D.C. Cir. 1990).
“Summary judgment may be based on affidavit, if the declaration sets féfrthesuly detailed
information ‘for a court to determine if the search was adequaBtutients Against Genocide v.
Dep't of State257 F.3d 828, 838 (D.C. Cir. 2001) (quotidgtion Magazine v. U.S. Customs
Serv, 71 F.3d 885, 890 (D.C. Cir. 1995

B. Privacy Act

The Privacy Act, 5 U.S.C. § 552a, “regulates the ‘collection, maintenance, use, and
dissemination of information’ about individuals f®deral agencies.Wilson v. Libby535 F.3d

697, 707 (D.C. Cir. 2008) (quotir@pe v. Chap540 U.S. 614, 618 (2004)The statute
11



provides that, if any federal agency maintains a “system of records,” tit'ope request by
any individual to gain access to his record or to any information pertainingntatnch is
contined in the system, permit him .to review the record and have a copy made of all or any
portion thereof in a form comprehensible to him.” 5 U.S.C. 8§ 552a(d)(1). The statuesdefin
“system of records” as “group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying mjsyorbol, or
other identifying particular assigned to the individudtd. 8 552a(a)(5).If an agency “refuses
to comply with an individual request,” the individual may bring a civil action agdiestgency.
See id§ 552a(g)(1)(B).

The Privacy Acthoweveralso permits agencies to exempt ceristemsof records
from the equirements of § 552a(dpee5 U.S.C. § 552a(jk) When an agencmoves for
summary judgment on the basis of a statutory exemptitimgdirs the burden of sustaining its
decision to claim an exemption from disclosur&heeler v. CIA271 F. Supp. 2d 132, 136
(D.D.C. 2003) (citing 5 U.S.C. 852a(g)(3)(A)). Much like in the FOIA contexgt the
summary judgment staggijn a PrivacyAct case, the Court may rely on agency affidavits or
declarations.”Jimenez v. Exec. Office for U.S. Attornéy&4 F. Supp. 2d 174, 180 (D.D.C.
2011) accord Chambers v. U.S. Dep't of Interi®68 F.3d 998, 1003 (D.C. Cir. 2009) (holding
that “[i]n a suit seeking agency documents—whether under the Privacy Act A&~F{alt the
summary judgment stage . the court maxely on a reasonably detailed affidavit”)
1. DISCUSSION

In these related actions, the plaintiffs challenge four separate aspects oétivadef
responses to the plaintiffs’ FOIA/PA requeskrst, the Court will address the plaintiffs’
challenges tohte adequacy of certain defendants’ searches for records. Second, the Court wil

discuss the plaintiffs’ challenges to the propriety of certain defendalusiarresponses,e.,
12



refusalsto confirm or deny the existence of responsive records. Thir@€dbg will discuss
whether the defendants have adequately justified their determinations to ditehain
responsive records. Finally, the Court will assess whetraindefendants sufficiently
established that all “reasonably segregable portion[s]” of the withheld recerdgvovided to
the plaintiffs. See5 U.S.C. § 552(b).

A. The Adequacy of the Defendants’ Searches

As discussed above, “an agency responding to a FOIA request must ‘conducttha sear
reasonably calculated to uncover all relevaduinents,” and, if challenged, must demonstrate
‘beyond material doubt’ that the search was reasonabelitt v. Dept of State397 F.2d 540,

542 (D.C. Cir. 1990) (footnotes omitted) (quotMipisberg | 705 F.2d at 1351). The adequacy
of a search “is judged by a standard of reasonableness and depends, not suypsinghe
facts of each caseWeisberg v. U.S. Dep't of Justi¢aNeisberdl”), 745 F.2d1476, 1485
(D.C. Cir. 1984). “The question is not whether there might exist any other documenidypossi
responsive to the request, but rather whethesehechfor those documents waslequate’
Steinberg v. U.S. Dep't of Justj@8 F.3d 548, 551 (D.C. Cir. 1994) (quotMé&pisberg 1] 745
F.2d at 1485). “Mere speculation that as yet uncovered documents may exist does nohendermi
the finding that the agency conducted a reasonable search for tBafeCard Servs., Ing.
SEG 926 F.2d 1197, 1201 (D.Cir. 1991).
1. CIA

The plaintiffs first corgnd that the CIA’s search for records reflecting an open or
otherwise acknowledged affiliatidmetween the CIA and the plaintiffs was inadequate for two
reasons. First, the plaintiffs argue that the CIA “improperly failed tcwkehe OSC for
responsive records” based on the fact that 41 responsive records from the O$&feanee to

the CIA by the DIA. SeePls.” Opp’n to Def.’s Mot. for Summ J. (“Pls.” Opp'n”) at 7, ECF No.
13



40 (No. 11-2072).Second, the plaintiffs argue that the CIA “improperly f&ile search the
FOIA office for records about Plaintiffs,” which the plaintiffs say wathiv the scope of their
request for recorddd. at 7-8.

a) Failure to Search the Open Source Center for Responsive Records

With respect to the plaintiffs’ complaiabout the failure to search the OSi&s CIA
responds that because “most of the records contained in the DNI OSC are gemaiialbje to
the public both through their original sources and through the World News Connection, CIA
presumes in most casestthadOIA requester does not want CIA to search those records unless
the requester specifically asks for them.” Defs.” Reply in Supp. Mot. for Sumnefs(*
Reply”) at 3, ECF No. 49 (No. 11-2072). The CIA contends that such a policy is reasonable for
two main reasons. First, it “ensures that requesters do not receive public teabtdsy do not
want, particularly when requesters will often be charged fees for an aggmogcess and
release publicly available materialld. Additionally, “requring requesters to submit separate
requests for publicly available records is consistent with FOIA’s rexpgint that agencies
‘make records promptly available’ because public records can .oftdre released more quickly
without [the] need to process them for redactiond.”(citation omitted)see also Cunningham
v. Holder, 842 F. Supp. 2d 338, 345-46 (D.D.C. 2012) (“The requirement of a specific request
for public records makes sense.Alternatively, the CIA responds that it will agree to sedheh
OSC and turn over any responsive records, “but it will charge plaintiffs fees fquilpse”
because “plaintiffs should not be entitled to circumvent the applicable acesgfden World
News Connection or Westlaw] and obtain those records fersfreply by submitting a FOIA
request.”ld. at 3-4; see alsd&Second Meeks Decl. 813 (explaining the CIA’s policy

regarding search for publicly available records in response to FOIA requests
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The plaintiffs however, contest the CIA’s premise that the OSC is comprised mostly of
publicly available recordsMost glaringly, the plaintiffgpoint out that[o]f the twenty-eight
released recordsyelveare available on the World News Connection” and “twelve out of
twenty-eight is not ‘most’ by even the most lenient standards.” PIs.” Sur-Reply $0° Digit.
for Summ. J. (“Pls.” Surreply”) at 2, ECF No. 53 (No. 11-2072). The plaintiffs also obsetve tha
“the fact that CIA withheld seven records in full speaks volumes about whether or not this
information is publicly available.1d. The plaintiffs concede that “CIA should not have to
process OSC records which are available on the World News Connection,” but they arg
instead thatCIA should . . . be required to search for and process all OSC records avenot
[publicly available].” Id.

On the one hand, the CIA is correct that a policigeherally interpret[ing] [first
person] FOIA requests . . . to be for non-public documents” is reasonable for all gidbese
that similar policies have been upheld in prior cases. Defs.’ Reply at 3 (No. 11-585,%;g.
Cunningham842 F. Supp. 2d at 345 (“EOUSA’s request that Plaintiff submit a separate specific
request for public records is consistent with FOIA’s requirementdcl;aughlin v. U.S. Dep’t
of Justice 598 F. Supp. 2d 62, 66 & n.2 (D.D.C. 2009) (upholding agency’s decision to charge
duplication fees for publicly available records and observing that a policysafrpneg that
FOIA requests are for only non-public records “comports with the statuiguyreenent that
agencies ‘make [responsive] records promptly availablerhe problem for the CIA is that only
“[m]ost material from the OSC is. . available to the public,” Second Meeks Decl. { 7, and
therefore some portion of the records cored in the OSC database are necessarilypuntic.

This point is confirmed by the plaintiffstatementhat only twelve of the twentgight OSC
records it received from the CIA were publicly availabBeePIs.” Surreply at 2 (No. 11-2072).

In other words, although the CIA’s policy regarding the processing of publiclabieaiecords
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is reasonablen theory, that policy does not apply to the entire OSC database, and for that reason
the CIA’sdetermination not to search the OSC database in respotiseplaintiffs’ request is
problematicto the extent that non-public, responsive records exist in the OSC.

TheCIA appeasto agree that the plaintiffs are entitled to receive anypuiic,
responsive records contained in the OSC datalr@seof charge SeeSecond Meeks Decl. 1R
(“The [CIA] recognizes that, with respect to Rpablic records, requestors should generally be
able to obtain information about themselves free of charge . .Sirfjilarly, the plaintiffs agree
that “CIA shaild not have to process OSC records which are [not publicly] available.” Pls.’
Surreply at 2 (No. 11-2072). The practical problem lies in deciding which party hiasrttesn
of determining which OSC records are publicly available and which are nofpldiheffs
propose placing that burden on the Ci®ee id. The CIA, however, proposes placing that
burden on the plaintiffs by essentially presuming that all OSC records arelypabéilable and
charging fees for the production of all such recotsiseDefs.” Reply a# (No. 11-2072).

The parties have presented no evidence regarding how burdensome it would be to
distinguish between public and non-public records retrieved from the Q& @s will often be
selft-evident with the publication origiof the document, apparent on its face. Thus,GIA
must search the OSC database for any records responsive to the plaint®d$A@quest and
must release any naxempt, responsive records to the plaintiffs. Additioné/CIA may
choose, in its discretion, to charge fees to the plaintiffs for any recordspghedutces from this
search that it identifies as being publicly available] the plaintiffs may challenge any fees that

they believe are improperly levied on this bdsisf the plaintiffs object to any of the fees

" The CIA indicates that it has a policy of requiring FOIA requesters tmrftioto pay fees before the [CIA] will
process” requests for publicly available retrSeeSecond Meeks Decl. BB. The plaintiffs do not challenge this
policy in the instant related actions, and thus the plaintiffs should &tqpeamply with this policy if they seek to
have the CIA perform a search of the OSC database.
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charged, they should raise those objections at the administrative level tieddienging them in
a civil action, in order to give the agency an opportunity to correct any dérnmay have made
before seeking assistance froroaaurt. See, e.gAvocados Plus Inc. v. Venem&70 F.3d
1243, 1247 (D.C. Cir. 2004) (holding that administrative exhaustion is inteintedalia, to
“giv[e] agencies the opportunity to correct their own errors” (internal ¢joatanark omitted)).

b) Failure to Search the FOIA Office for Responsive Records

The plaintiffs also argue that the CIA’s search was inadequate because agarpr
failed to search the FOIA office for records about Plaintiffs.” Pls.” Opph(&lo. 11-2072).
The CIA stateshat its FOIA officers “do not consider records of previous FOIA, PA, or
[Mandatory Declassification Review, or ‘MDR’] requests. to be responsive to a current
request” except where a request “expressly seek[s] records of previous FQBX,NPDR
requests by the requester.” First Meeks DetH .§ The plaintiffs nevertheless complain that
their FOIA/PA requests “were explicitly ‘fall CIA records about Mr. Mobley and Ms. Isldm
and “it is in violation of FOIA for CIA to impose a requirement thratjuests expressly seek]]
records of previous FOIA, PA, or MDR requests.” PIs.” Opp’n at 7-8 (No. 11-2073).
CIA’s response is that they interpreted the plaintiffs’ August 15, 2011, FOIA¢gdest to
“expresslydisclaini] any interest in records ragding the [July 22, 2010] version of their FOIA
request.” Defs.” Reply at 4 (No. 11-2072). In support of this argument, the CIA citesme
from the plaintiffs’ August 15, 2011 request, which stated that it was mentioning yr22Jjul
2010 request "aly for reference purposes3ee id.see als&Gecond Meeks Decl. Ex. 2, at 1.

The CIA says that it “interpreted that statement as an express disavoveahtffg interest in
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obtaining records regarding the July 22, 2010 request” and that suclkerpnatation was
“perfectly reasonable.” Defs.’ Reply at 4 (No-2072)*?

The D.C. Circuit has established that an agency “has a dutypstree a FOIA request
liberally,” Nation Magazing71 F.3d at 890, and are “bound to read it as drafted” not ascyage
officials . .. might wish it was draftedMiller v. Casey 730 F.2d 773, 777 (D.C. Cir. 1984n
thisregard, it is clear that, for example, when a FOIA requester “seek][s] all of a cettain
documents” while also “evincing a heightened interest in a specific subssdfth such a
request “is reasonably susceptible to the broader reading” of seeking the ewmtirdoseiments
despite the fact that a specific subset of documents is ndmaé€xsdra v. Exec. Office for U.S.
Attorneys 317 F.3d 345, 348 (D.C. Cir. 2003ge also Nation Magazinél F.3d at 890
(holding that FOIA request seeking records “pertaining to’ [Ross] Panat specifically
“ask[ing] for records indexed under Perot’s name” was “sufficient to dleragency that
appellants sought information about Perot, even if it was not indexed under his name”).

In this casethe language of plaintiffs’ request sent mixed signals about the request’s
intended scope. On the one hand, it explicitly sought “all [CIA] records about Nielyland
Ms. Islam,” but it also explicitly deemphasized the relevance of the plairgrits’ FOIA/PA
request by stating that it referred to that request “only for reference parpddecond Meeks
Decl. Ex. 2, at 1.t is unclear from the four corneos the August 15, 2011 request what the
plaintiffs meant by “only for reference purposes,” but the CIA was reasomablerpreting
“only for reference purposes” to meaatfor purposes oéxpressing an interest in records
associated with prior FOIA/Pfequests. Thushe plaintiffs’ specific disclaimer regarding the

July 22, 2010 requesbuld be reasonably interpretexldisavow an interest in obtaining records

2By making this argument, the CIA implies that the plaintiffs’ 22y 2010 FOIA/PA request was tbely
previous FOIA/PA request made by the plaintiffs to the CIA, thoughettard is unclear on whether this is in fact
the case.
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about that prior request, and therefore the CIA’s decision not to search its Fl@eXaff
responsive records was reasondble.

In sum, the Court holds that the CIA is only entitled to a partial grant of summary
judgment regarding the adequacy of its search. The CIA must search the O&rfds r
responsive to the plaintiffs’ request, asalissedupra The CIA is, however, entitled to
summary judgment as to the adequacy of all other aspects of its search.

2. State Department

Next, the plaintiffs challenge the adequacy of $ii@eDepartmens search on the
grounds that “State failed to follv clear leads when performing its search for responsive
records.” PIs.” Opp’'n at 27 (No. 11-2072h their surreply, the plaintiffs clarify that they
“concede the adequacy of the majority of State’s search” and only challenge &thtesstd
asserthat it searched the component where eighteen classified documents origBedts.’
Surreply at 8 (No. 11-2072). The only information that State has provided on the public record
regarding these eighteen documents, which State refers to-X4 & lae the year in which each
document was created and the number of pages contained in each do&eeEmst Walter
Decl. 11182—-99. Other than this, State maintains that “[n]o further information can be provided
regarding [these] document[s] on the palbécord.” Id. The governmentiasalso“submitteda
classified, ex parte, in camera filing” that elaborates on the natoeealsX1-X18. See
Notice of Ex Parte, In Camera Filing, ECF No. 29 (No. 11-20A2)the plaintiffs concede, the
State Department has no obligation to name the component from which these eighteen
documents originateSeePIs.’ Surreply at 8 (No. 11-2072) (conceding that “State does not have

to describe these records, or even the component in which they originated”). Upon retiew of

13 Since the Court bases its holdiaigout the reasonableness of the CIA’s decision on the particular languhge of
plaintiffs’ request, the Court need not address the reasonablenees3iAfs broader policy of considering records
of previous FOIA, PA, or MDR requests to be fresponsie unless a requester specifically requests such records.
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government’ex partein camerafiling, in conjunction with the public declarations submitted by
the State Departmerthe Court is satisfied théthe State Department searchedélts
components reasonably likely to contain responsive information. Therdfergtate
Department’s search was adequate,thedlaintiffs’ objections to the State Department’s
search are unavailing.

3. FBI

In his final challenge related to search adequiinbleycontendgshat the FBI's search
for responsive records was inadequate for two interrelated reasons. FSess that the FBI's
search was inadequate becaitisid not search certain specific records systems that Msbley
counselskedt to search.SeePl.’s Opp’nto Defs.” Mot. for Summ. J. (“Pl.’s Opp’'n'at21-22,
ECF No. 45 (No. 11-2073). Second, Mob&egues that “[t]he inadequacy of FBI's search is
demonstrated by the ample evidence that other records elisat 22. For this point, Mobley
citesthe fact that, imelatedCivil Case No. 11-2072, “State produced numerous records to
Mobley, some of which consisted of extensive email traffic between StateRd,” which
“‘demonstrate the existence of significant email records about Mobleyé¢natot identified in
FBI's searcki and Mobley also point$o certain press coveragehichindicated that “FBI was
even discussing Mobley with the press,” yet “no records of interaction witheks ywere
identified by FBI's search.’ld.

To provide some cdaxt toMobley’s argument, as discussbdefly above, Mobley’s
counsel contacted the FBI viangil on August 29, 2011-slightly more than thirteen months
afterMobley submitted hid=OIA/PA request to the FBHo ask that:

[W]hen conducting your search for responsive records, please ensure that you

search all “main” fileand all “reference” or “crosseference” files, and that you
search the following records systems:
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1) all shared drives, including the-trive” and “Sdrive,” especially for FBI
[Headquaters] and the New Jersey and New York field offices (this includes
shared drives which have been assigned letters besidasél-and “Sdrive”);

2) the ELSUR index;

3) all “tickler” files;

4) Automated Case Support (ACS) files;

5) Electronic Case FildECF);

6) Universal Index Files (UIF);

7) Investigative Case Management (ICM) files;

8) Legal Attache (LEGAT) files, especially for LEGATs with respbitisy for

Yemen from 2006 to the present;

9) Confidential Source Systef@SS) files; and

10) all “zero” files or other record systems not identified above which are not

normally searched in response to FOIA/PA requests.

First Argall Decl. Ex. P, at 1As explained in the Bureau’s swataclaration, “[t|he FBI
conducted a search of the [Central RdsdBystem, or ‘CRS’] utilizing a phonetic breakdown of
Sharif Mobley’s name, including any variations of the first and last narhedbad like or are
spelled differently than the name.” First Argall DecBl] “The FBI also used the plaintiff's
date @ birth to facilitate the identification of responsive recordsl’ The CRS “enables the FBI
to maintain all information which it has acquired in the course of fulfilling its maddiate
enforcement responsibilities” and includes “administrative, applicantinaippersonnel, and
other files compiled for law enforcement purposdsl.”{ 25. “The CRS currently consists of
over 115 million records.” Second Decl. of Dennis J. Argall (“Second Argall D&cB;)ECF

No. 50-2 (Oct. 12, 2012) (No. 11-2073).

Although Mobleyconcedsthat”several of these systehrthathis lawyerspecifically
requested to be searchacluding ACS, ECF, UIF, ICM, and LEGAThave beemncorporated
into the CRS,” Mobleynaintairs that “many have not, including the shared drives, the ELSUR
index, ‘tickler’ files, CSS files, ‘zero’ files, and emails.” BlOpp’'n at 21-22 (No. 11-2073).

Several of these complaints were cleared up by the FBI's second sworn declauaitton,

clarified that (1) the FBI's original sear@ould have identified any CSS or “zero” files, Second
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Argall Decl. 16, (2) the ELSURndices weresearched and yielded no responsive ressgs,d.
18, and (3) because “tickler” files “were a phenomenon associated with earlierniithesHBI”
and “would have been historical in nature,” there “is no need for the FBI to seatuaikler

files” absent an express request to desee,id.f 7. Finally, the FBI contends that it need not
search shared drives or unspecifieth@l systems “[g]iven the bad search of the
comprehensive CRS system and the ELSUR indices” and Molfielyise to ask the FBI
specifically to search-mail systems.Seed. {19(b); Defs.” Reply in Supp. of Mot. for Summ. J.
(“Defs.’ Reply”) at 16-19, ECF No. 50 (No. 11-2073).pé&cifically, the FBI argues that, with
respect to the documenthatMobley says existbased on documents produced by State, “FBI’'s
failure to turn up documents that plaintiff speculates exist does not mean thasé@th was
inadequate.” Defs.” Replgt 18 (No. 11-2073]citing Wilbur, 355 F.3cat 678).

Mobley daesnot appear to contest the FBI's explanations regatte & SS files, “zero”
files, ELSUR indicesor “tickler” files. Instead, Moblejocuseshis attention on the FBI's
refusal to search shared drives and unspecifimdiesystems.SeePl.’s Sur-Replyto Defs.’

Mot. for Summ. J. (“Pl.’s Surreply'at 1113, ECF No. 55 (No. 11-2073As to the shared
drives, Mobleycitesa D.C. Circuit case théie says rejected the FBI's argumente., that a
comprehensive search of the CRS and the ELSUR indices would render any furttftengea
unduly burdensomeSeeP!|.’s Surreply at 12 (citingCampbell v. U.S. Dep’t of Justick64 F.3d
20, 28 (D.C. Cir. 1998))Campbelistands for the proposition that “the court evaluates the
reasonableness of an agency’s search based on what the agency knew at [teg search
conclusionrather than what the agency speculated at its incepti©arhpbel] 164 F.3d at 28.
Thus, the Court held that even though “the FBI started with the reasonable assumptialytha
a CRS review would be necessary. that assumption became untenable once the FBI

discovered information suggesting the existence of documents that it colddate without
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expanding the scope of its searchd’ In particular,jn Campbel] “some of the Bureau’s own
documents suggdst]l—through administrative annotations and express references in the text—
that searching [other records systemslld have identified additional informatignlid. at 27.
Mobley contendshatCampbellis important for three separate but equally important
reasons.”Pl.’s Surreply at 12 (No. 11-2073). First, Mobley argues that the FBI was required to
search all shred drives and unspecifiedreil systems for responsive records because he
“established in his Opposition several places in FBI's release which suiggexistence of
documents it had not locatedld. at 13. Hence, Mobley contends that “upon disoogethis
information, [the FBI] was required to expand its search to locate any regpdosuments
located in other systemsld. (citing Campbel] 164 F.3d at 28). In his opposition brief, Mobley
did citeoneexample in the FBI's release that could have suggested the existence of other,
unreleased FBI documens.In particular, Mobley stated in his opposition that “[d]uring the
course of several interviews documented in released records, Mobley and thewetsrvie
discussed an FBI investigation into his wife and mothéaw for unemployment fraud” and
“[n]o records of this investigation were released or withheld by FBI.” Ppig'i®at 22—-23 (No.
11-2073).
Mobley urges that this information in released FBI records constitutes feagilf/

more than ‘mere speculation” and warrants more extensive searching by thiel FRI123-24.

14 Mobley also points to several “leads” contained in documents released batt®8partment, rather than the

FBI. SeePl.’s Opp’'n at 2qANo. 11-2073) The FBI was not required, however, to follow up on leads contained i
documents released byher agencies An agency’s obligation to follow up on “leads” is limited to the dutytao
“ignore what it cannot help but know” and “pursue only a lead [the agency]tdargmod faith ignore.”

Kowalezyk v. Dep’t of Justic&’3 F.3d 386, 389 (D.C. Cir. 19967 hough an agency must follow up on leads that it
“cannot in good faith ignore,” an agency has no obligation, let alone th&reespto follow up on leads that might

be contained in documentdeased by other agencies. Since the record in this case does not indicate thhat the FB
was aware of the existence of any leads contained in State Department rearelthbefonclusion of the FBI's
search processeeCampbel] 164 F.3d at 28, the FBI had no obligation to follow up on any leads contained in those
records. Nor did the FBI have an obligation to follow up on leads ceatan press coverage of Mobley, as

Mobley argues.SeePl.’s Opp’n at 22 (No. 1-P073) (citingNew York Timearticle and complaining that “no

records of interaction with the press were identifigd-Bl’s search either”).
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The Court disagrees. Even assuming that the released FBI records eStal#isktence of an
FBI investigation into Ms. Islam, such records would not have been responsive to Mobley’s
FOIA request in any event. The parties do not address this point, but Mobley’'d ganersily
sought “all records in any way relating to, pertaining to, or mentiomfiadpley].” First Argall
Decl. Ex. Aat 2. The request also specifically sought records relating to Mobley’s mindnct
Yemen on January 26, 2010, the United States government’s involvement in that abduction, and
the United States government’s interrogation of Mobley while he was detaivednen. Id. In
specifying the types of records contemplated by these specific categoriesjubst also
mentioned “all records created after January 1, 2010, relatihg tdobley family’s dealings at
the U.S. Embass$ana’a.” Id. at 3(emphasis added)Nowhere in this request, however, did
Mobley say that he was requesting all documents about Ms. Islam. Indeedythefeneince to
Ms. Islam was within the request for “all records created after Jahuaf40, relating tthe
Mobley family’s dealings at the U.S. Embassy-Sahdd. (emphasis added). Thus, although
Mobley complains that he is entitled to records about an investigation into hiowife f
unemployment fraud, records of such an investigation would not be responsive to even the most
liberal construction of Mobley’5OIA/PA request. The D.C. Circuit has long held that “mere
reference to other files does not establish the existence of documents thabgvaret to [a
requester’s] FOIA request.Steinberg 23 F.3d at 55%ee id (“If that were the case, agancy
responding to FOIA requests might be forced to examine virtually every documisriles,
following an interminable trail of crosgferenced documents like a chain letter winding its way
through the mail.”). Therefore, Mobley’s argument that the FBI's failure to prochyceseords
about the investigation into Ms. Islam indicates a deficiency in the B@reaarich is unavailing.
SecongdMobley observes that, @ampbellthe “FBI conceded that it would have to

perform an ELSUR search if specifically asked to do so within the FOIA requlss Surreply
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at 12 (No. 11-2073) (emphasis omitted). From this, Mobley posits that the FBI was reguired t
search dlshared drives because Moblegpécifically instruged] FBI” to do so.Id. Mobleys
reasoning on this point, howeves,incorrectas a matter of lawAt the outset, Mobley’'s
reliance orCampbellfor the proposition that the “FBI conceded that it would have to perform an
ELSUR search if specifically ked to do so within the FOIA requesit’, is misleading. The
portion of theCampbellopinion to which Mobley refers was a recitation by the Court of the
FBI's argumenthat“the ‘weight of authority’ justifies refusing to supplement a CRS search
with anELSUR search unless specifically asked to do so within the FOIA requgast.”
Campbel] 164 F.3d at 28. Regardless of what this statement suggests about what the FBI
“conceded,” the FBI's arguments in litigation do not amount to FOIA precedent. This
concession would not help Mobley in any event because Moldpgsific demands in this case
cameover a yeanfter Mobley’'s FOIA request was submitt@&a an unsolicited enail from his
counselyather tharfwithin the FOIA request. See id. Although Mobleyattemps to shoehorn
such communications intbe ambit oiCampbellby arguing thathe FBI'spurportedconcession
extend totheentire“FOIA request processPl.’s Surreply at 12 (No. 11-2073),is the law in
this Circuit that an agency “is nobligated to look beyond the four corners of the [FOIA]
request for leads to the location of responsive documedfisyalczyk 73 F.3dat 389.

Relatedly Mobley’'s argument that the FBI was required to search all shared drives
because Mobley “specificalipstruct[ed] FBI” to do so, PIl.’s Surreply at 12 (No. 11-2073),
fundamentally misconceives the standard for the adequacy of an agency’s seartheunde
FOIA. An agency’s search obligations are not dictated by a requester’s demaadsch
particular conponents or databases. Ratla@ragency’s searabligations are dictated by
whether the scope of the search is “reasonably calculatecttwer all relevant documents,”

Morley, 508 F.3d at 1114-a-standard thatn agency satisfies by searching “alldilé&ely to
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contain responsivmaterials (if such records existOglesby 920 F.2d at 68. Thus, even when
a requester specifically asks an agency to search a particular database, theasgeacy h
obligation to do so unlegkat database is “likely to contain responsive matericdeeé id.
Campbellstands for this very proposition. In that case, the D.C. Circuit held that the FBI was
required to search the ELSUR and “tickler” files, but only because “some diBiis][
documents suggest . . . that searching the ELSUR index, or searching for tickledshaveul
identified additional information [responsive to the requesfldmpbel] 164 F.3d at 27/&ee also
id. at 28 (“[A]n agency ‘cannot limit its search to only oneorel system if there are othehat
are likely to turn up the information requestédemphasis added) (quoti@plesby 920 F.2d

at 68)). In this case, Mobley has offered no reasoned argument why a seatthhafred
drives,” as per his counsel’'sfaimal email requestywould be likely contain responsive
materials, other than the fact that he specifically asked for these drivesearchednd the
incorrectassertiongiscussedbove that “several places in FBI's release. suggest[ed] the
existence ofunreleased, responsivepcuments.” Pl.’s Surreply at 12—13 (No. 11-2073).
Absent some reason to believe that shared drives are likely to contain respomsnasna
Mobley’s argumentareinsufficient to requiréhe FBIto conduct furthesearches.

Mobley’s final argument unde€ampbellis that the FBI has not accounted for all shared
drives in its sworn declaratiorSeePl.’s Surreply at 12 (No. 11-2073). Mobley complains that,
in the FBI's second sworn declaration, it “only addressesl{tirive’ and ‘S-drive™ but
“mak[es] no mention of other shared drives and why they were not seard¢tiedi’addition to
discussinghe “I-Drive” and “SDrive” in its second sworn declaration, the FBI adppeared to
speak moreategorically regarding “shared drivessee Second Argall Decl. § 9(b). From the
FBI's declaration it is difficult to ascertawith certaintywhether “SDrive” is a generic term

used within the FBI to refer to all “shared drives” or whether the FBI mastailtiple kinds of
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shared driveghat may be limited in use to function or locatid®ee id(“S-Drive systems are
common drives or shared drives that are currently used by the FBI headcpuadtéetd
offices.”). Mobley'scounsel als@asserts for the firstrhe in his surreply that he “recently
learned of the existence of a-Orive,” which he implies may also be a shared drive, though he
has offered no evidence to support such an implicats®eePl.’s Surreply at 12-13 (No. 11-
2073).

Whether or not there are other shared drives beyond thevé”’ and “S-Drive,”
however s a red herringUltimately, the FBI has averred that “[g]iven the broad search of the
comprehensive CRS system and the ELSUR indiceghe FBI's acting FOIA chief]
determined thathere is no reasonable basis to conclude that responsive records are reasonably
likely to be located by further searches of shared drives.” Second Argall ¢b). This
conclusion is entitled to “a presumption of good faigfeCargd 926 F.2dat 1200,despite the
fact thatits reasoning for why searches of shared drives would be unlikely to uncover respons
records is quite cursory. Although the agency’sistification for not searching shared driviss
thin, Mobley’s argument for why shared drivee® likely to contain responsive records is even
thinner. As discussed above, Mobley’s purported bases for requiring a searcihafeall s
drives are either conclusory or unsupported, and therefore they are insutbaieintt the
presumptiorthat the FBI's averments are in good faiffherefore, Mobley’'srgument that the
FBI's search was inadequate for failing to search all shared drives must fail

In sum, all of Mobley’s challenges to the adequacy of the FBI's search for regpons

records are insufficient to defeat thBI's entitlementto summary judgment on this issue.

> The Court could speculate as to why this is so. For instance, shamesimgy be unlikely to contain responsive
materials due to their piicular location or specialized function, or perhaps shared drives coetairds that are
duplicative of filescontained irthe CRS and the ELSUR databases.
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B. The Propriety of the Defendants’Glomar Response

The next category of issues raised by the plaintiffs is the propriety ofi#harid the
CIA issung Glomarresponses to the plaintiffs’ FOIA/PA requests. A Glomar response is “an
exception to the general rule that agencies must acknowledge the existericenadtion
responsive to a FOIA request and provide specific, non-conclusory justificadronghholding
that information.” Roth v. U.S. Dep’t of Justicé42 F.3d 1161, 1178 (D.C. Cir. 2011). Thus, a
Glomarresponse allows an agency to respond to a FOIA request by neither confirming nor
denying the existence of any records responsive teetheest, on the grounds that “confirming
or denying the existence of records would itself ‘cause harm cognizaldea/h&OIA
exception.” Id. (quotingWolf, 473 F.3d at 374).

1. CIA

As discussed above, the CIA notified the plaintiffs, in response toR@&X/PA request
that “[w]ith respect to responsive records that would reveal a classifie@ctoon to the CIA . ..
the CIA can neither confirm nor deny the existence or nonexistence of reggpdssive to your
request.” Second Meeks Decl. Ex. 3, afThe plaintiffs challenge thiSlomarresponse on
three grounds: (1) the CIA officially acknowledged the existence of reseoresiordshat
would reveal a classified affiliation with the plaintiffs, and thus it waived its ahditssue a
Glomarregonse; (2) the CIA improperly invoked FOIA Exemption 1 to suppoflitsnar
response; and (3) the CIA improperly invoked FOIA Exemption 3 to supp@tatsar
response.

a) The CIA Did Not “Waive” Its Ability to Issue a Glomar Response.

The plaintiffs’ first argument is premised on what the CIA has referreddn as
“inaccurac[y] or “error” in its initial, September 20, 2011, response to the plaintiffs’ request.

SeeFirst Meeks Decl. 1113, 22. As discussed previously, this initialdestated that “we were
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able to locate responsive material.” Second Meeks Decl. Ex. 3, at 1. The amende@ respons
letter, howeverwhich was senbver three months later, on January 11, 2012, admitted that “our
initial response letter contained inacaies regarding our search,” and it went on to state that
the CIA was “unable to locate amformation or records” after “search[ing] for Glériginated
responsive records that might reflect an open or otherwise acknowledged Aféiatipon.”
Second Meks DeclEx. 4, at 1. In its brief, the CIA’s only explanation for this akfagewas
that it was “based on an internal misunderstanding,” though the nature of that misuntlilegs
is unclear. Defs.” Mem. in Supp of Defs.” Mot. for Summ. J. (“Defs.” Mem.”) at 11 n.2, ECF
No. 22 (No. 11-2072).

The plaintiffs contend that this “misunderstanding” is “[o]ne of the key issuelsistiat
the core of CIA’s processing of Plaintiffs’ FOIA/PA requests.” Plap@ at 2 (No. 11-2072).
They argue that, because there is no evidence to establish “that the ‘mistakailwan
innocent administrative error that should have no consequences,” there “is a genuiok issue
material fact regarding the nature of CIA’s ‘mistake’ and the appropriaseqaances for the
agency,” which preclude summary judgment on this issileat 11. Despite thigestrained
framing thebottom lineof the plaintiffs’ argument on this issue is that the “CIA waived its right
to issue a&lomarresponse” because the CIA officially acknowledged the existence of
responsive recorddd. at6, 8-9.

The fundamental error in the plaintiffs’ argument, however, as the defendantsuydoint
is that “plaintiffs have made no argument that the CIA’s initial responsdlgdisziosed [the
relevant] Glomar fact,i.e., the fact that “records revealing a classified connection between
plaintiffs and the CIA” existed. Defs.’ Reply at 6 (No. 11-2072). In order to coms#tut
“official acknowledgemeritof information thatwaives an agency’s ability to issué&somar

response, “the information requestadst be as specific as the information previously released,”
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the “information requested must match the information previously disclosed,” and “the
information requested must already have been made public through an official and dedument
disclosure.” Wolf, 473 F.3d at 378 (quotirfgtzgibbon v. CIA911 F.2d 755, 765 (D.C. Cir.
1990)). “In the Glomar context, then, if the prior disclosure establishestistencgor not) of
records responsive to the FOIA request, the prior disclosure necesseohesiboth the
information at issue-the existence of recordsand the specific request for that information.”
Id. at 379. In this case, the prior disclosuue, the initial 2 ptember 20, 2011tesponse letter,
only disclosed that the CIA was “able to locate responsive material,” and tlestooithe letter
clearly conveyedhat this*responsivematerial waslimited to responsive records that would
reveal arunclassifieccomection to the CIA.SeeSecond Meeks Decl. Ex. 3, gtHirst Meeks
Decl. 122 (stating that the CIA “mistakenly claimed that the CIA was withholding fdsco
reflecting an unclassified relationship with Plaintiffs]Jhis implication was clear because
the very next paragraph, the letter stated that the CIA could neither cowfirdeny the
existence of “responsive records that would reveddssifiedconnection to the CIA.” Second
Meeks Decl. Ex. 3, at 1 (emphasis added). Any ot#eating of tis letter would be nonsensical
because it would entail reading the letter to state simultaneously that tHe@ikfused to
confirmandconfirmedthe existence of responsive records reflecting a classified connection to
the CIA.

Since theCourt interprets th€IA'’s initial response letter toot haveestablisiedthe
existence or nonexistence of responsive records that would reveal a classifiedtion to the

CIA, the CIA did not waive its ability to issueGlomarresponse to those reds.
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b) The CIA’s Invocation dFOIA Exemption 1o Issue a&lomar
Response Was Procedurally Sound.

In addition to their waiver argument, the plaintiffs contend that “CIA’s invonatf
[FOIA] Exemption (b)(1) fails for both a procedural and a substantive reason."Opfsn at 12
(No. 11-2072):® Procedurally, the plaintiffs argue that “CIA has not demonstrated that it
followed the appropriate steps when determining that the fact of the existemmeexistence of
responsive records . is classified.”Id. The parties refer to “the fact of the existence or
nonexistence of responsive records” as tBfarfact.” See idat 12;see alsdefs.” Reply at
6 (No. 11-2072).In the plaintiffs’ view, “[a]Glomarfact is itself a piece of information,” and
therefore “since [Executive Order 13,526] establishes a uniform systemdsif\gleg
information. . . an agency must follow the Order’s procedures when classifying an bi¢angi
piece of information as @lomarfact just as it would when classifying aadmnent.” Pls.’
Opp’nat 12-13(11-2072)(emphasis omitted)Hence, under the plaintiffs’ argument, “the
classification of th&lomarfact is improperbecause the CIA did not propewtiassify that fact
under Executive Order 13,536,, and therefore 8hCIA was not permitted to issue @omar
response under FOIA Exemption 1, which only applies to classified information and itdorma
“specifically authorized underiteria established by an Executive order to be kept secret in the
interest oihational defense or foreign policy,” 5 U.S.C. 8§ 552(b)(1).

The CIA responds that plaintiffs improperly “equate the ‘Glomar fact’ witryeother
document that an agency classifies pursuant to the Executive Order” becaagerieyis
Glomar response is fidamentally different in nature, as it arises solely in the context of a

response to a request for records.” Defs.” Reply at 8 (No. 11-20Y2pntrast to the plaintiffs,

® FOIA Exemption 1 provides that “matters that are” either “specificallyaized under criteria established by an
Executive order to be kept secret in the interest of national defense or forkigh qo‘are in fact properly
classified pursuant to such Executive order” are exempt from producitien the FOIA. See5 U.S.C. &52(b)(1).
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the CIA takes the position that “the Glomar response is merely a responsegues fer
recordsnot a classified record itself.Id. In this same vein, the CIA contends that the plaintiffs’
positionis in conflict with wellsettled FOIA law. In particular, the CIA argues that since a
Glomardetermination “does not exist independently of the original request for the nespons
records” and because “[p]laintiffs’ argument would effedtivequire CIA to create [a] single
piece of paper and apply classification markings every time it BgsG&marresponse],” the
plaintiffs’ argument violates the principle that “FOIA ‘does not obligate agencies to create or
retain documents.’ Id. at 8-9 (quotingKissinger v. Repoers Comm. for Freedom of the Press
445 U.S. 136, 152 (1980)).

Executive Order 13,526 “prescribes a uniform system for classifying, saf@uyeand
declassifying national security information” and recognizes that “gtrout our history, the
national defense has required that certain information be maintained in confiderder to or
protect our citizens, our democratic institutions, our homeland security, and oactiotes with
foreign nations.” Exec. Order No. 13,526, 75 Fed. Reg. 707 (Dec. 29, 2009). It provides that
“information may be originally classified” if four conditions are met:

(1) an original clasfication authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the control of the
United Stated Government

(3) the information falls within one or more of the categories of informatior liste
in section 1.4 of this order; and

(4) the original classification authority determines that the unauthorized
disclosure of the information reasonably could be expected to result in
damage to the national security. and the original classification authority is
able to identify or describe the damage.

Id. 8 1.1a). Also, d the time that information is originally classified, a number of items must
also “be indicated in a manner that is immediately apparent,” such as the classifeal, the

“agency and office of origin,” the date for declassification, and a “concise reason f
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classification.” Id. 8 1.6 see also id8 1.5 (requiring original classification authority to
“establish a specific date or event for declassification” of classified infamatAdditionally,
although the ability to issue@omarresponsén response to a FOIA requeasas first
established through the case law of this Ciraa@&Phillippi v. CIA 546 F.2d 1009, 1012-13
(D.C. Cir. 1976), Executive Order 13,526 also specifically permits agencies t&issnar
responsesSeeExec. Order 13,526 § 3.6(a) (“An agency may refuse to confirm or deny the
existence ononexistence of requested records whenever the fact of their existence or
nonexstence is itself classified under this order or its predecessoms.this case, the plaintiffs
complain that the CIA has failed to present evidence that it sategréainrequirements for
properadministrative handling of classified informatiander Executive Order 13,526, namely,
establishingvhen theGlomarfact was classified and when it will be declassifi€gePIs.’
Opp'n at 13 (No. 11-2072).

The resolution of this issue is complicafedt by the fact that both sides find significant
support for theirrespectivepositions. The plaintiffs’ position is supported by the text of
Executive Order 13,52@vhich clearly states thda]t the time of original classificatighthe
classifying authority mustnter alia, indicate when the informatiowill become declassifietf.
SeeExec. Order 13,526 88 1.5-1.6. This is in keeping with the Executive Order’s
pronouncement that “[n]o informationay remain classified indefinitely Id. § 1.5(d). The

CIA, on the other hand, finds support for its position in the law of this Circuit and the Supreme

Y Theplaintiffs do not appear to contest that the CIA satisfied the requiremefteoitive Order 13,526 81(a),
which contains the four threshold requirements for properly cjasgia piece of information. Rather, the plaintiffs
challenge the CIA’s contiance with Executive Order 13,526 8&%-1.6, which contain certain requirements for the
administrative handling of information once it is classified.

18 Executive Order 13,526 does not, however, require that a classifyingiguithdicate when informatin is
originally classified.See, e.gJudicial Watch, Inc. v. U.S. Dep'’t of DeB57 F. Supp. 2d 44, 58 (D.D.C. 2012)
(observing that “[Executive Order] 13526 does not require that tkeeofiatassification be indicated on the records
themselves”).
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Court, which havéeldthat“FOIA does not require an agency to ‘create or retain’ documents.”
Bureau of Nat'l Affairs, Inc. v. U.S. Dep’t of Justidd2 F.2d 1484, 1493 (D.C. Cir. 1984);
accordKissinger 445 U.S. at 152There is more than a little tension between these two
principles: Compliance with Executive Order 13,526, in the contexGdbmar response,

would appear to require agencies to create a record in response to a FOIA liemuagti€ce of
paper that contains all classification markings required by the Executiheg)@eeDefs.” Reply

at 8-9 (No. 11-2072); PIs.” Surreply at 4 (No. 11-20&2)d yet agencies are generally not
required to create records in response to a FOIA request.

This issue is complicated further by the fact that, although Executive CB86
ostensibly applies to all “national security informatiertangible or intangible-the Order’s
requirements regarding a date of declassification clearly presume thanfeustation has
already beemneduced into a tangible medium, such as a document or other type of record. For
example, section 1.5 of the Order, which requires a classdicauthority to “establish a
specific date or event for declassification,” speaks of “information” bemayKed”and at one
point interchangeably uses the words “information” and “documesegéExec. Order 13,526
8 1.5. Furthermore, section 1.6 of the Order, which requires certain classificationgsa
states that all such markings “shall be indicated in a manner that is immediaiigrdapand
also uses the words “document” and “record” as synonyms for “informatt®ee’id8 1.6. The
Order’simplicit assumptiorthat all classified information is in a tangible forsrfundamentally
incompatiblewith the nature of &lomarresponse, which is “an intangible piece of
information.” Pls.” Opp’n at 12 (No. 11-2072ee alsd~hillipi, 546 F.2d at 1013 (“When the
[CIA]'s position is that it can neither confirm nor deny the existence afettpeested records,
there are no relevant documents for the court to examine other than the affidavitsxplaoh e

the [CIA]'s refusal.”) This dilemma Hghlights the uniqueness Glomarresponses: Not only

34



areGlomarresponses intangible forms of classified information, but the CIA is conadhiey

are also “fundamentally different in nature” than other classified irdoam becausthey
“arise[]sdely in the context of a response to a request for records.” Defs.” Reply at 81N
2072). For these reasons, and also because it would be contrary to longstanding FOIA law t
require agencies to create records in response to FOIA requests, the Couhdtpidotder to
issue &lomarresponse, an agency need not create or maintain any tangible records.

Even sothe question remains whether an agency must establish a timeline for the
declassificatiorof aGlomarfactin order to issue &lomarrespnse under FOIA Exemption 1,
assuming that such a timeline could be established without the need to create tangiols.

On the one handhe plaintiffs are correct that a fundamental precept of classifying sensitiv
information is that “[n]o information may remain classified indefinitelizxec. Order 13,526

8§ 1.5(d). The Court, howeveamncludes that the requirementExecutive Order 13,526 to
establish a declassification timeline is notadbsolute prerequisite classifying information.
Rather, a timeline for declassification and other classification markingsbreequired once
information has already been properly classifi€dmpareExec. Order 13,526 § 1.1(a) (setting
forth “conditions” under which “[ijnformation may be originally classifiy withid. 88 1.5-1.6
(requiring certain actions to be taken “[a]t the time of original classificatioffius, although an
agency mawot be in full compliance with Executive Order 13,526 by failing to establish a
declassification timeline faBlomarfacts, that failure does not prevent the agency from relying
on FOIA Exemption 1 to issue@omarresponse to a FOIA request.

This readingpf Executive Order 13,526 is supported by cases from within this Circuit, in
addition to the language and structure of the Order itself. For exame|firthe D.C. Circuit
held that, under Executive Order 12,958—the predecessor of Executive Order 13,526, which

contained identical requirements for a declassification timeliiifethe [agency] [a]ffidavit
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plausibly explains the danger [of the expected damage to national security gm fetations
from confirming or denying the existence of recordsd, ¢xistence of record®l nonis properly
classified under Executive Order 12958 and justifies the Agency'’s invocation opkaerh.”
Wolf, 473 F.3d at 375-780ther decisions from within this Circuit have similarly indicated that
an agency need onsatisfy the requirements of Executive Orddr.§(a) to classifinformation
properly for purposes of FOIA Exemption 1, which the CIA has done with respecGiomtsr
response in the instant actioBee Mobley v. Dep’t of Justid&70 F. Supp. 2d 61, 66 (D.D.C.
2012);Schoenman v. FB841 F. Supp. 2d 69, 81 (D.D.C. 2012m. Civil Liberties Union v.
Dep’t of Justic“ACLU/DOJI"), 808 F. Supp. 2d 280, 298 (D.D.C. 20{1nformation can be
properly classified under Executive Order 13526 if [the] four requirementsl[df(§)] are

met. . .."); see alsd-irst Meeks Decl. 129-30 (averring compliance with requirements of
Executive Order 13,529 § 1.1(a)). Therefore, the Court concludes that the CIA is n@torégjui
establish aleclassification timeline in order to “properly classif[y]Gébomarfact under
Executive Order 13,526.

C) The CIA’s Invocation of FOIA Exemption 1 to Issu@lamar
Response Was Substantively Justified.

Having resolved the plaintiffs’ procedural challengéhte CIA’'s Glomarresponse under
FOIA Exemption 1, the Court will now discuss the plaintiffs’ substantive challeingiis
regard, the plaintiffs take issue with the CIA’s justification for invokingA8xemption 1 to
issue itsGlomarresponseThe CIA explainsts justification as follows: Firstif the CIA
admits that it possesses covert intelligence information about a particular iatlitauCIA
essentially admits that one or more of his activities have been detected b thEiGt Meeks
Decl. 137. “Such an acknowledgement alerts this individualltbahust take countermeasures

to make his future activities undetectable by the CIA.” On the other hand, “if the CIA denies
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that it possesses intelligence information about a particular individual whedistieuld be of
intelligence interest to the CIA, the CIA essentially admits to the individual that brssefs
conceal his activiis have been successful” and thus “this individual would know that he could
continue to act with impunity.’ld.  38. Due to this conundrum, “the mere confirmation or
denial of the existence of any other responsive records would reveal aediafssifinamely,
whether the CIA has maintained covert relationships with Plaintiffs or whitia&1Ahas
gathered intelligence on Plaintiffsid. § 27.

The plaintiffs argue, however, that this justification does not apply to Mobley leelbaus
is not and “shold not be of intelligence interest to the U.S. Intelligence Community.” PIs.’
Opp’n at 15 (No. 11-2072). The plaintiffs contend, in a highly conclusory fashion, that Mobley
“clearly is not undertaking any ‘activities,” and so does not fit into[th&t] category” and “[a]s
for the second category, the ‘efforts to conceal his activities’ that havesbeesssful so far
consist entirely of not doing anything wrondd. at 14 (emphasis omitted)'he plaintiffs’ only
support for this argument is anenbal email chain from three individuals at a private
intelligence think tank called Stratfor, which walstainedrom an unauthorized release of
documents by therganization Wikileaks. Seed. at 16;see alsd”ls.” Mot. for Status Conf.
Regarding UsefdPotentially Classified Information at 1, ECF No. 26 (No. 11-2372)hat e
mail chain statesnter alia, that “[Mobley] was not part of [dRaeda in the ArabiaReninsula].
Security simply picked him up on suspicions and his shady affiliations.” Pls.” Opp’'n &x1.D

ECF No. 40-4 (No. 11-2072). Based on this e-mail, the plaintiffs argue that “the Court should

¥ The Government has assured the Court that “it is unnecessary to tresgasively classified here an
unofficial, nongovernment document obtained from the public domain,” and therefore “tregrdaent has no
objection to the filing of this email onétpublic record.” Defs.” Objection to June 22, 2012 Orde+2t ECF No.
32(No. 11:2072)
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find that there is a genuine issue of material fact regarding whether idiobtgy should be of
intelligence interest to CIA.'PIs.” Opp’n at 16 (No. 11-2072).

This argument need not detain the Court loige CIA is correct to argue that
“plaintiffs’ argument misunderstands both the Glomar response and the scopentdrtnation
that CIA’s Glomar response seeks to protect.” Defs.” Reply at 11 (No. 11-2072). @Rthe
explains, even if the plaintiffs were correicé( that Mobley has done nothing wrong and should
not be of intelligence interest to the CIA), “CIA could not acknowledge as muhisiodase and
then issue Glomar responses in those cases in which the aghaye responsive records or
the persorwasan intelligence source or target of the United States,” because “such responses
over time would effectively reveal who is and is not an intelligence sourceget.tald. Hence,
the very nature of th&lomarposture requires that agencies categorically refuse to either
confirm or deny the existence of responsive rectivdswould reflect a classified or
unacknowledged affiliation with a persbacauseonfirmation @ denial that such records exist
has the potential to harm national security, in and of itself. The plaintiffs aSlotheto require
the CIA to “attest that Mobley was or should have been a subject of intelligenestyite
order for the CIA to bentitled to summary judgmerR]s.” Surreply at 5 (No. 11-2072), but this
once again misunderstantthe purposeof a Glomarresponse. As the CIA logically explains, the
CIA maysimply not know that a given person should be of intelligence intatrestygiven
time, which is precisely wh§lomarresponses must be categoricakeDefs.’ Reply at 1213
(No. 11-2072) (*Among the numerous people in the world who CIA does not target for
collection at any particular time, CIA cannot possibly know for certain who reegk to harm
the United States (and who would thus make malicious use of CIA’s confirmationhthatno

records about them) and who is completely benign”).. .
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To the extent that the plaintiffs ask this Court to seagunekss the CIA’s stateents by
finding on its own “that Plaintiffs should not have been of intelligence interest;"®¥p’n at
16 (No. 11-2072), their request is inappropriate. As the D.C. Circuit has held, “in the FOIA
context, we have consistently deferred to executifr@aafits predicting harm to the national
security, and have found it unwise to undertake searching judicial reviétn.for Nat'l Sec.
Studies v. U.S. Dep’t of Justjc&31 F.3d 918, 927 (D.C. Cir. 2003)The CIA’s arguments
need only be both ‘plausible’ and ‘logical’ to justify the invocation of a FOIA exiemn the
national security context ACLU/DOD, 628 F.3d at 624 (quoting/olf, 473 F.3d at 374-75).
The plaintiffs’ purported evidence is insigfent to create a genuine issue of material éacthis
issuebecause it is not the Court’s propdgice to decidevho should or should not be the subject
of intelligence gathering activitieand even if the Court werequiredto decide such questions,
theunsworn opinions of nogevernmental actor®.g, privatesector intelligence analysts) carry
little or no weight in that calculusThe Court concludes that the CIA’s explanation for its
Glomarresponse in the instant cass;itedabove and in sworn affidavits, is both plausible and
logical, and therefore the CIA was justified in issuin@lamarresponse to the plaintiffs under
FOIA Exemption 1%°

2. DIA

Mobley challengsthe DIA’s Glomarresponse with arguments identical to those raised
against the CIA’SGSlomarresponse. First, Mobley argues that, as a procedural matter, “DIA has
not demonstrated that it followed the appropriate steps when determining that tifetiac
existence or nonexistenoéresponsive records . is classified.”Pl.'s Opp’nat 3 (No. 11-

2073). Second, Mobley contends that the DIA’s substantive justification félatsarresponse

2 Although the plaintiffs also raise objections to the CIA’s invocation dAFExemption 3 to justify it<Glomar
responseseePls.” Opp’n at 1627 (No. 11-:2072) the Court need naesolve those objectiotecause the Court
concludes that the CIAGlomarresponse was justified independently under FOIA Exemption 1.

39



under FOIA Exemption 1 is illogical because “Mobley should not be of intelligencesnte

the U.S. Intelligence Community.Id. at 5-8. These arguments fail as to the DIA for the same
reasons these arguments failed as to the Giée supr#art 111.B.1(b}{(c). The DIA has
logically explained in a sworn affidavit that thélomarfact” at issue—whetheresponsive
recordsexistrevealing a classified or otherwise unacknowledged relationship with Moldey—
properly classified under Executive Order 13,5Z6erefore, the DIA’SSlomarresponse was
appropriate’*

C. The Propriety of the Defendants’ Withholding Determinations

The next area in which the plaintiffs challenge the defendant agencies’ resigonses
regarding the agencies’ determinations to withhold certain responsoreseaxr portions thereof.
All four of the defendants decided to withhold certain responsive records (or portions)thereof
and so the Court will discuss each agency’s withholding decisions in turn.

1. CIA

The Court will begin by discussing the withholding decisions of the Gig\discussed
above, the DIA referred severalsponsive records to the CIA, and the CIA released all but six
of those records to Mobley. The six records were withheld in full under FOIA BExanijti
which exempts from disclosure all records “specifically epiea from disclosure by statlitas
long as that statute either “requires that the matters be withheld from the public inreadcner
as to leave no discretion on the issue” or “establishes particular critewéHbolding or refers
to particular types of matters to be withheld.” 5 U.S.C. 8§ 552(5é®) alsorhird Meeks Decl.

1 7 (“The Agency determined that the remaining six records must be deniddom the basis

of FOIA exemption (b)(3).”).

2L Once again, although Mobleyso raise objections to th®IA’s invocation of FOIA Exemption 3 tiustify its
GlomarresponseseePl.s Opp'n at 812 (No. 122073) the Court need noésolve those objectiotmecause the
Court concludes that tH2lA’'s Glomarresponse was justified independently under FOIA Exemption 1

40



a) FOIA Exemption 3: National Security Act

In this regard, the CIA hasted two statutes that it says independently justify its
invocation of FOIA Exemption 3: the National Security Act of 184d the Central Intelligence
Agency Act of 1944the “CIA Act”). Section 102A(i)(1) of thdlational SecurityAct provides
that “[t]he Director of Nationalntelligence shall protect intelligence sources and methods from
unauthorized disclosure.” 50 U.S.C. § 408{1). Additionally, Section 6 of the CIA Act
provides that “th¢CIA] shall be exempted from. . the provisions of any other law which
requires the publication or disclosure of the organization, functions, names, affesal t
salaries, or numbers of personnel employed byGih&].” 50 U.S.C. § 403gThe CIA states
that the six records at issue “reveal certain sensitive but unclassifiedjariefi sources and
methods,” and therefore they are protected by the National Se&atibecause “Executive
Order 12,333 charges the CIA with carrying out [Waional SecurityAct’s] directive” and are
also exempt under the CIA Act because “Open Source Intelligence (‘OSINT’) ie &uoation
of the CIA.” Third Meeks Decl. 19, 12—-13.

Mobley objects to the CIA’s reliance on baitatutes as grawls to invoke FOIA
Exemption 3, and the Court will begin by discussing the National SecurityWith respect to
that statuteMobley objects that the CIA is not authorized to invokeNh#gonal SecurityAct
for purposes of the FOIRecausé¢hat statutenly gives authority to the Director of National
Intelligence(“"DNI”) to protect intelligence soces and methods, not the CI&eePl.’s Opp’n
at 12-13 (No. 11-2073)see also idat 8-122% Following this logi¢ Mobley focugson an

amendment to the National Security Act that was passed as a part of theeimtellReform and

#The Court will cite to Mobley’s arguments as to the DIA’s invocatiomefNational Security Act because
Mobley incorporates that discussion by reference in opposing thes @Mdcation of the National Security Act.
SeePl.’s Opp’n at 12 (No. 1-2073)(“For the same reason that DIA is not authorized to independently inleke t
National Security Act without delegation of authority from ODNIAGhay not do so either.”).
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Terrorism Prevention Act (“IRTPA”N 2004 The IRTPA created theNI, and it vested that
position with the authorityinter alia, to protect intelligene sources and nieids. See generally
Pub. L. No. 108-458 88 1001-1011, 118 Stat. 3638, 3643—62 (2004). Prior to this amendment,
the National Security Agbrovided thathe Director of Central Intelligence (“DCI”) had the
responsibility to “protect integence sources and methods from unauthorized disclos8ee”
50 U.S.C. § 403-3(c)(6) (2000). Moblayguesthat the IRTPA amendments transferred the
authority to protect intelligence sources and methods from the DCI to the DNheaatbte
“any otheragency seeking to invoke [the National Security Act] to withhold records under
Exemption (b)(3) must be expressly authorized to do so by that office.” Pl.’s @p®(No.
11-2073).

In making this argument, Moblegliesheavily onthree cases, two efhichare from
this Circuit. First, Mobley cites Talbot v. CIA578 F. Supp. 2d 24 (D.D.C. 2008), in which the
State Department presented an express authorization from the DNI to suppguinitsrd that it
could invoke the National Security Act. The dostated in a footnote that “[t]he [National
Security Act] requires the Director of National Intelligence (‘DN¥)ot the State Department
to protect intelligence sources and methods. The DNI did exactly that whegqulstesl the
State Department takél aecessary and appropriate measures to ensure the protection of
intelligence sources and methods$d: at 2 n.3. Next, Mobley cites National Institute for
Military Justice v. Department of Defen@&lIMJ"), 404 F. Supp. 2d 325 (D.D.C. 2005)
(Walton, J.)aff'd, 512 F.3d 677 (D.C. Cir. 2008), which dealt with the Department of Defense’s
reliance on a different statutel0 U.S.C. § 130c—to invoke FOIA Exemption 3.NiMJ, the
statute at issue specificalpyovided that only threeabinetlevd officers had the ability to
designate documents to be withheld: the Secretary of Deties8ecretary of Homeland

Security, and the Secretary of Ener@ee NIMJ404 F. Supp. 2d at 33'Bince the Department
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of Defense’s affiant was not one of those three individuals, the court held thatehdadefdid

not have the authority to invoke the statusme idat 337-38. Mobley argues that the Court
should “follow the lead of Judge Walton and hold that absent a proper delegation of authority
from ODNI, [other agencies] may not invoke the National Security Act as a withholdingest
Pl.’s Opp’'n at 10 (No. 11-2073). Finally, Mobleiges Amnesty International USA v. GIA28

F. Supp 2d 479, 501 (S.D.N.Y. 2010), which stated that “[tjhe amendmaents by the IRTPA
transferred the authority for protecting intelligence from the DirecttteCIA to the DNI.”
Mobleyreasos that, since “[aJuthority can only be transferred if the original holder does not
retain it,” the CIA was essentialltripped of its authority to invoke the National Security Act on
its ownby virtue of the IRTPA.SeePl.’s Opp’n at 13 (No. 11-2073).

The CIA responds that “the DNI need not personally authorize every agency’s
withholding of intelligence sources and methods information pursuant to the NationatySec
Act.” Defs.” Replyat 9 (No. 11-2073). Rather, the CIA contends that “[the DNI's duty to
protect intelligence sources and methodsrequires implementation of general measures
designed to ensure thalt members of the intelligence community prevent unauthorized
disclosure of such information.fd. The CIA argues that “under both the current statute and its
predecessor, this Circuit and other courts have upheld other intelligence cayragenicies’
invocation of the National Security Act to protect intelligence sources and métiddat 9-10
(collecting cases). In particular, the CIA draws the Court’s attention 10.@eCircuit’s
decision inLarson v. Department of State65 F.3d 857, 868—g®.C. Cir. 2009), which upheld
the National Security Agency’s authority to withhold certain records undek E¢mption 3
under three statutes, including the provision of the National Security Act reliedtba BYA in

the instant case
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The CIA has the liter of the argument on this poinit addition toLarson another D.C.
Circuit case cited by the CIA, whidflobley has chosen not to address, upheld thésCIA
relianceupon 50 U.S.C. § 403-1(i)(1) to invoke FOIA Exemption 3 where the withheld
informationqualified as “intelligence sources and methodsee ACLUDOD, 628 F.3d at 618—
262 Although the Circuit did natpecifically address the argument madévimpley regarding
the authority of norBNI agencies to protect intelligence sources and metltiloe<ourt is
bound to follow the Circuit’s interpretation of the CIA’s authority to rely upon theoNait
Security Actin invoking FOIA Exemption 3. Mdby’s reliance on dicta or the interpretation of
different statutes in district court cases is simpgufficient to displace the Circuit’s holding in
ACLU/DOD, which was handed down only two years agber&fore the Court holdshat the
CIA has the authority to rely upon the National Security Act, 50 U.S.C. 8 403-1(i)(1), to invoke
FOIA Exemption 3 to withhold responsive recor@&ee ACLUDOD, 628 F.3d at 626 (holding
that “the government properly invoked FOIA exemption(] . . . 3" uldeMNational Security
Act, 50 U.S.C. 8 4034i)(1)); accordLarson 565 F.3d at 865ACLU/DOJI, 808 F. Supp. 2dt
289 n.2 (“Although § 403i)(1) of the[National Security Actprovides that the ‘Director of
National Intelligence shall protect intelligence sourcesmathods from unauthorized
disclosure,’ the CIA may rely upon this statutory provision to withhold records undar’FO
(citing Larson 565 F.3d at 865

b) Privacy Act Exemption

Mobley also objectthat “CIA has made no claim that these OSC records are not located

in a system of records or are exempt under the Privacy Act.” Pl.’s Opp’n abl8XM073).

% The plaintiffs have not contested the CIA’s assertion that the withbetdds cotain “intelligence sources and
methods” as that term is used in the National Security Act.

4 Since the Court holds that the CIA had the authority to rely upon the Neieoarity Act to invoke FOIA
Exemption 3 and withhold responsive records, the Court need not addetkenthe CIA properly relied upon the
CIA Act, in the alternative, to withhold those same responsive records
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TheCIA explairs that because the six OSC records were located by the DIA, “the relevant
guestion for purposes of the Privacy Act is whether they were located in a 8ithsyf

records, and if so, whether that system of records has been exempted froneshgemasions

of the Privacy Act.” Defs.” Reply at 14 (No. 11-2073). The defendants cite the Court to the
DIA’s second sworn declaration, which explains that the 41 OSC records (includsig the
withheld records) “were located in DIA’'s Web Intelligence Search EngineSBWIdatabase,”
which is “DIA’s repository for electronic message traffic, holding iness of 60 million such
messages addressed to or originating from DIA.” Second Decl. of Alesialharigi (“Second
Williams Decl.”) 14, ECF No. 50-1 (Oct. 12, 2012) (No. 11-207B8)s. Williams, the DIA’s

FOIA chief,explains that the WISE database is not a Privacy Act “system of records” because
“DIA does not organize records in WISE by individuals who may be mentioned in thos#stecor
nor does DIA retrieve records about individuals from that database by use of an individua
name or personal identifier as a matter of practi¢e.”

Mobley, however, submitisvo objections to the DIA’s explanatiorkirst, heargues that,
since the records originated in the OSC, the Court detstmine whether the OSC is a “Privacy
Act system of records.Pl.’s Surreplyat 9 (No. 11-2073). Second, he contends that, even
assuming that the WISE databasthes proper database to amher for Privacy Act purposes, the
WISE database should be considered a system of records because “the evidencetsaggest
these records are compiled for investigatory purposes,” which, according to Maotaeglyst
suggests that they are being kept as a system of reddr@s.16-11%° Both of these arguments

are unpersuasive. First, even if Mobley is correct that the relevant qusstioether these

% Mobley also suggests to the Court that the DIA’s affiant is misleadingdhe by averring that it is not the
DIA’s usual pactice to retrieve information from the WISE system by an individuae. SeePl.’s Surreply at
10 n.8 (No. 112073). Mobley fails, however, to present one iota of evidence thatlwaghest that the DIA has
given the Court this information in baalith.
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records were maintained in a CIA Privacy Act system of records, any poftsuch a system of
recordsthat contained the withheld OSC records would be exempt from the Privacyiists
because the Privacy Act permits the head of the CIA to exempt, by rule, sam s¥secords
“maintained by the Central Intelligence Agency.” 5 U.S.G58a(j)(1). The CIA has, in turn,
published a rule that exempts from the Privacy Act “those portions and only those porafins of
systems of records maintained by the CIA that[c]onsist of, pertain to, or would otherwise
reveal intelligence sources anétimods.” 32 C.F.R. § 1901.@B. Since the Court has already
concluded that the six withheld OSC records would reveal intelligence sourceodste
supraPart 1l1.C.1(a), those records are atgmessarilyexempt from thelisclosure provisions of
the Privacy Act.

FurthermoreMobley has presented no evidence that would create a genuine issue of
material fact regarding whether the WISE database is a “system of records.” The DIA
explanation regarding the WISE database is logical and is dribtlearesumption of good faith.
See, e.gSafeCard 926 F.2d at 120(holding that “[a]gency affidavits are accorded a
presumption of good faith”). All that Mobley offers to rebut the DIA’s explanatiomes t
unsupported assertion that “[tlhe evidence safgdkat these records are compiled for
investigatory purposes.” Pl.’s Surreply at 10 (No. 11-2073). Mabtayy “evidence”in
support of this assertiagonsists of the conclusory statement that the WISE system “includes
open source media reports abmiglligence targets,” and therefore “[i]t defies credulity that
[such a] system. . would not be searched for information about said targktsdt 10 n.8. Ms.
Williams'’s declarationhowever, establishes that the WISE database contains “electronic
message traffic,” including electronic messages that circulatesmene intelligence
publications to “elements of the U.S. Intelligence Community on a daily bassdn8

Williams Decl. 4. Since the WISE database is essentially a databasmalil enessages, some
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of which are messages containing “open source media artiiclest’is logical that such
messages would not be organized by the name or personal identifying informationidtiaddi
discussed in such articlesnd Mobley has offered no evidence to contradict this explarfation.
See, e.gKrieger v. U.S. Dep't of Justic&29 F. Supp. 2d 29, 42-43 (D.D.C. 2008) (holding that
e-{mails werenot part of “system of records” under Privacy Act where plaintiff “offé}[no
facts suggesting #t [records] would have been indexed by name, or that an electronic folder
existed that grouped emails related to him by name or other identiffes’a result, the CIA is
entitled to summary judgment on the issue of whether the six withheld OSC raemsdempt
from disclosure under the Privacy Act.
2. State Department

Next, the Court will discuss the withholding determinations of the State Department.
total, State withheldL17 documents in whole or in part under a variety of FOIA and Privacy Act
exenptions. State has indexed and explained its reasons for withholding this matdiial in
sworn declaration of Sheryl Walter, who is Director of the Office of Infowna@irograms and
Services (“IPS”) at StateSeeFirst Walter Decl. L. The plaintiffsraise five categories of
objections to State’s withholding determinations, which the Court will discussin tur

a) Privacy Act Systems of Records

The plaintiffsfirst argue that State “improperly applied the Privacy Act.” Pls.” Opp’n at
29 (No. 11-2072). r particular, the plaintiffs contend that State’s determination that “even
though some records were clearly records about Plaintiffs, informatiloim those records was

not subject to the Privacy Act” was wronigl. at 30. In support of its determination, State cites

%n the interest of transparency, the DIA publicly lists all of its Privactysystems of records on the Department
of Defense’s website, and the WISE database is not li§edDef. Privacy & Civil Liberties Office, System of
Records Notices, Delntelligence Agencyhttp://dpclo.defense.gov/privacy/sorns/component/dia/index (eustl
visited Feb. § 2013).
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the D.C. Circuit’s holding that, when materials pertain to both a Privacy Actsteq@ad other
individuals from whom the agency has received no written consent permittingsdisglthe
Privacy Act’s prohbition on disclosing information without written consent “must take
precedence,” and the portions of the record pertaining to those third parties mitbhieéd.
See Sussman v. U.S. Marshals $d84 F.3d 1106, 1121 n.9 (D.C. Cir. 200s8e alsdefs’
Reply at24 (No. 11-2072). The plaintiffs do not discuss the Circuit’s holdirgussmanbut
ratherpointto a district court casgecided several years bef@assmaywhere the court
declinedto hold that “information contained in one individuaksord is exempt from the
disclosure requirements of the Privacy Act simply because the same itiborimsaalso
contained in another individual's recordddenke v. Dep’t of Commerclo. 94-0189, 1996
WL 692020, at *4 (D.D.C. Aug. 19, 1994ff'd, 83 F.3d 1445 (D.C. Cir. 1996Whatever
weight theHenkedecision might otherwise have, its reasoning did not survive the Circuit’s clear
holding inSussman Therefore, the plaintiffs are not entitled to the information contained in
certain State documents thsabout third-party individuals who have not given their written
consent to have their information disclosed.

b) FOIA Exemption 1

Next, the plaintiffigake issue with State’s invocation of FOIA Exemption 1 with respect
to twenty-two documents, in whole or in part, which the plaintiffs say “is supported only by
conclusory allegations of unspecified harm or expectations of confidence.” psi & 38
(No. 11-2072). Specifically, the plaintiffs contend that a number of documents were not
properly clasdied under Executive Order 13,526, based on the statements made in Ms. Walter’'s
declarations.See idat 39.

The plaintiffs’ first argument in this regard is that “the record does not supfioding

that [certain recordwithheld under FOIA Exemption Hre properly classified according to
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E.O. 13526 § 1.7(d).Id. Section 1.7(d) of the Executive Order provides a procedure for
classifying documents after they have been requested thtioeigtOIA or the Privacy Actin

that situation, a record may only be classified “if such classification meetsghirements of

this order and is accomplished on a docuntgrtocument basis with the personal participation
or under the direction of the agency head, the deputy agency head, or the senior aigeaicy off
designated under section 5.4 of this order.” Exec. Order 13,526 § 1.7(d). Based on the
requiremerg of section 1.7(d), the plaintiffs contend that Ms. Walter does not have the authority
to classify documents under that section “on her own.” Pls.” Opp’n at 39 (No. 11-Z1as).
responds by citing to a State Department regulation that officially authtie&eputy

Assistant Secretary for Records and Publishing Services “to be the dfficiaksify
informationon a documenty-document basis.” Bureau of Adnmstration; Classification
Authority Acting Under the Direction of the Senior Agency Official, 64 Fedy. R227 (Feb. 12,
1999). The plaintiffs however, contend that section 1.7(d) requires the agency head, deputy
agency head, or senior agency official to “make [a doculmgdbcument classification]
determination or direct another to doesch timesuch classificatiorsi desired and for each
document,’becauséState cannot be allowed to reduce [sectiof(d)] to mootness by simply
publishing a single Notice in tieederal Registeand then forgetting about it.” Pls.” Oppan

40 (No. 11-2072).

The Court disagrees with the plaintiffs’ cramped reading of Executive Q8)&26.
Nothing in the text oftte Order evinces gnntent to require the senior agency official to direct
others to make documeht~document classification determinations “each time such
classification is desired and for each documetd.”(emphasis omitted)The Order simply
states that the documemtty-document classification of records subject to section 1.7(d) must be

done “under the direction of the agency head, the deputy agency head, or the senior agency
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official.” Exec. Order 13,526 8§ 1.7(dAbsent any affirmative evidendlat the Executive
Order intended to prohibatelegatiorof theauthority toperformthis documenby-document
classification the delegation is presumptively permissidiee NLRB v. Duval Jewelry Co. of
Miami, 357 U.S. 1, 7 (1958) (“[T]he law does mweclude practicable administrative procedure
in obtaining the aid of assistants in the department.” (internal quotation markipmits.
Telecom Ass’n \ECC, 359 F.3d 554, 565 (D.C. Cir. 2004) (“When a statute delegates authority
to a federal officer or agency, a subdelegation to a subordinate federal @ffaggncy is
presumptively permissible absent affirmative evidence of a contraryessignal intent); see
also Darui v. U.S. Dep't of Stat@98 F. Supp. 2d 32, 42 (D.D.C 2011) (upholding authority of
subordinate officer in State Department to classify documents under E.O. 13,526 8§ 1.7(d)).
Therefore, the Court concludes that State complied with Executive Order 13,526 8§ hétfd) w
established that Margaret Grafeld, the Deputy Assistant Secretary fal Gitdymation
Services (formerly Records and Publishing Services), “personally cordsideeenithheld
portions of the three documents contestedhe plaintifisand determined that their
classification needed to be upgraddter Mobley had already filed his FOIA/PA requeSte
Supplemental Decl. of Sheryl L. Walter (“Second WadDecl.”) 1123-25, ECF No. 49-5 (No.
11-2072)%'

Second, the plaintiffs argue that State has not convincingly demonstrated that a number
of documents were properly classified under Executive Order 13,526 § 1.4(b) am“foreig
government information.’SeePIs.” Opp'n at 41-43 (No. 11-2072oreign government

information includes “information provided to the United States Government by a foreign

%" The Court notes for the purpose of clarity that the plaintiffs miscteaiaed the State Department’s position in
their brief by statinghat State was “attempt[ing] to claim that the Director of the [IPS] cisfysfthe]
requirement[s] [of E.O. 13,526187(d)] on her own.” Pls.” Opp’n at 39. State never made such a contdntton
instead argued thads. Grafeldwas able to satisfyne requirements of E.O. 13,52@ §(d) on her own.
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government or governments, an international organization of governments, or anyteleme
thereof, with the expectation that the information, the source of the information, orredtt, a
be held in confidence.” Exec. Order. 13,526.%(s). The plaintiffs complain thebtate
withheld portions of three documents pursuant to section Mitijut sufficiently explaining
why the material was conveyed with an expectation of confide®eePls.” Opp’n at 42—43
(No. 11-2072). The plaintiffs also contend that State has not “provide[d] any face@isdhat
the Court should find the existence of an implied grant [of confidentiality]” and tkete"S
entire argument appears te based on the questionable philosophyadhaxchanges of
information between foreign government officials and the United States wath implied
grants of confidentiality.”ld. at 42.

In the declarations of Ms. Walter, she explains that the information withheldeggnfor
government information “reveals observations and concerns expressed in confateho#ier
“sensitive information” relayed to the U.S. Government by van@rseni officials. See
Second Walter Decl. B-25. Ms. Walter further explains that this information was all
provided “with an expectation of confidentiality” because, absent such an ekpectatreign
government officials (such as the Yemenis here) would be unwilling to share this kind of
confidential information with Department officials if this kind of informatiorreveequired to be
released publicly under FOIA.IM. 11123-24;see also id] 25 (explaining that “[t]his type of
information would not have been provided absent an expectation of confidentiality, and the
Department will be unable to obtain such confidences from foreign officials inttive if such
officials fear that this kind of information may be compelled to be released lgl)blidhe State
Department’s explanation of why this information was conveyed in confidence is biot log
and plausible, considering the nature of the information, and courts within this Gacait

consistently upheld the State Department’s invocation of FOIA Exemption 1 witltréspe
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similar information. Seg e.g, Am. Civil Liberties Union v. Dep’t of Stat@78 F. Supp. 2d 215,
222 (D.D.C. 2012) (upholding State’s withholding information “concerning, among other things,
discussions, assessments, or recommendations relating to bilateralaffgios the policies,
political situation, or security situation” of various natig@)uhouran v. U.S. State Depa4d3
F. Supp. 2d 73, 79 (D.D.C. 201®arui, 798 F. Supp. 2d at 40-41 (upholding State’s
withholding of a tetter from the Ambassador of Saudi Arabia to the United StatésV)t
Accountability Project v. U.S. Dep't of Sta699 F. Supp. 2d 97, 102 (D.D.C. 2010).

Upholding the State’s withholding of such information in the instant case does not
necessarily endorse the sweeping principle that “all exchanges of infomrbatween foreign
government officials and the United States come with implied grdonfidentialy.” Pls.’
Opp’n at 42 (emphasis omitted). Rather, Ms. Walter's sworn declaration suffi@eplains
why confidentiality is paramounthen it comes to the particular information contained in the
documents at issuee., the“observations and concerns” expressed by foreign officials to the
United States SeeSecond Walter Decl. 8B3-25. M. Walter’'s declaratiosupports the
principle that, in the often fragile arena of foreign relations, an implied uaddmsg of
confidentiality is necessary to ensure that nations can communicaterthesssions, concerns,
negotiating positions, or ath sensitive matters without fear that those matters will then be
publicly disclosed. Thus, the Court concludes that State properly classified thddhuenents
at issue under Executive Order 13,526 § 1.4(b).

Finally, the plaintiffs argue that informan withheld from two documents was
improperly classified pursuant to Executive Order 13,526 § 1.4(g), which allows for the
classification of information related to “vulnerabilities or capabilities of systarstallations,
infrastructures, projects, plans, or protection services relating to natiocnatygé SeePls.’

Opp’n at 44 (No. 11-2072%ee alsd&Exec. Order 13,526 § 1.4(g). The Court need not decide
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this question to grant summary judgment to Stadeveverpecause the information at issue is
classified under both sections 1.4(g) and 1.4(d) of Executive Order 15826econd Walter
Decl. 11132, 149. Thus, even if the information were not properly classified under section
1.4(g)as the plaintiffs contet the plaintiffsdo not dispute that the same information is properly
classified under section 1.4(d).

C) Privacy Act Exemption (d)(5)

The plaintiffs next challenge State’s decision to withhold cerntdormation under
Privacy Act Exemption (d)(5), which forbids requesting parties from accessing “any iafanm
compiled in reasonable anticipation of a civil action or proceeding.” 5 U.S.C. § 552ad§5);
alsoPls.” Opp’n at 32—38 (No. 11-2072The plaintiffs “concede that the challenged
information was compiled in anticipation of a civil action or proceeding,” but theyrmbnte
instead that “such anticipation was not reasonable.” Pls.” Opp’n at 32 (No. 11-2072a%esmph
omitted). Within this argument, the plaintiffs cite three specific aspectsatéStinvocation of
Exemption (d)(5) thathey believe aremproper. First, the plaintiffs argue that State “falsely
claims that ‘Mobley had in fact already brought suit against the U.S. Govet,raetieging that

the Government had unlawfully arranged his detention,” even though Mobley did not file any
suit against the Government before filing the instant acti®e® idat 33. Second, the plaintiffs
contend thatertain informatiorwas improperly withheld from one documémtcause the
information consisted adnattarney’sadvice about potential testimony given in a case to which
the State Department was not a party, which the plaintiffs say is not covelseimption

(d)(5). Id. at 33-34. Third, the plaintiffenore generallgontend that State’s Elence to support

a reasonable anticipation of a civil action or proceeding “falls far shtnedforeseeability’

standard that governs the objective component of ‘reasonable anticipation’ $onfite reason
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that it wouldbeimpossible for Plaintiffs tdring an adversarial action against any federal
official, agency, or other entity for the reasons State allegedly’felarsat 34.

Privacy Act Exemption (d)(5)speaks of ‘information,” a term that embraces facts as
easily as it does deliberative processes” and ther&does not admit of any distinction
between'the twoand “in no way incorporates civil discovery lanMartin v. Office of Special
Counsel 819 F.2d 1181, 1187 (D.C. Cir. 1987). The exemption “protects documents prepared in
anticipation of quagudicial administrative hearings” as well as “actions in the district courts.”
Seeidat 1188. The exemption also extends to “investigatory documents” the creationtof whic
is “premised on the possibility that prohibited practices will be uncoverexgith warranting
further action,”even if no proceedings are in fact initiatégov't Accountability Project v.

Office of the Special Couns®lo. 87-235, 1998 WL 21394, at *4 (D.D.C. Feb. 22,899

As to the plaintiffs’ first argument under Exemption (d)(5), State corscibd it was
incorrect to assert that Mobley habteady initiated litigation against the Government prior to
filing the instant FOIAPA actions.SeeDefs.” Reply at 27 n.11 (No. 11-207Rather, “[t]he
statements should have said that at least some State Department enijabgeedhat
litigation was then ongoing, based on various news reports then circuldtingciting Secad
Walter Decl. f1L8-19). It appears that this dispute only applies to one document, but the Court
concludes that State has presented sufficient evidence to demonstrateitifatritation
withheld from this document is exempt from disclosure under Exemption (d)(5). MsrWalte
explains that, at or around the time that these documents were created, one of Mttblegygs
was repeatedly contacting various members of the State Department as wells ofinsers.
SeeSecond Walter Decl. §7. Additionally, “various media entities were reporting on potential
and/or ongoing litigation between Mr. Mobley and the [State] Department,” and $e “Sta

Department employees perceived that litigation was ongoing and felt the needdimate with
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both the Gfice of the Legal Adviser and with the Department of Justidd. Y18-19. This
evidence is sufficient to demonstrate that the information withheld from the dotamssue,
No. O47, was “compiled in reasonable anticipation of a civil action or proceeding.”.G.U.S
§ 552a(d)(5).

The plaintiffs’ second objection to State’s (d)(5) withholdings stands on fgroend,
but is likewise unavailing The document at issue in that objection, No. 0119, is “an email chain
among Sana’a consular officers ddepartment of State officials in Washington,” which
discusses the possibility of State Department personnel testifying in arcifiesggroceeding
that related to MobleySeeFirst Walter Decl. $2-63; Pls.” Opp’n Ex. E at 10-11, ECF No.
40-5 (No. 11-2072). The material withheld under Exemption (d)(5) “concerns preliminary
advice from Department of State attorneys to their client in the Office of OgeCaEsens
Services concerning the possibility of consular officers testifyinigeatequest of Miviobley’s
attorney.” First Walter Decl. 163. The plaintiffs say in their opposition that this unspecified
proceeding was one “to which the agency would not be a party,” Pls.” Opp’n at 34 (No. 11-2072)
(emphasis omitted), whial consistent witlthe released portions of the document and is
uncontested by State.

Even assuming that the withheld information was information prepared in antinipéti
a proceeding to which State was a 1pamty, however,Privacy Act Exemption (d)(till
applies Although some authorities suggest thattthditional discoverybasedvork-product
privilege excludes materials prepared by-panties to litigationsee, e.g.In re Cal. Pub. Utis.
Comm’n 892 F.2d 778, 781 (9th Cir. 1989) (holding that Federal Rule of Civil Procedure
26(b)(3) “limits its protection to one who is a party (or a party’s rgmtasive) to the litigation
in which discovery is sought”), Privacy Act Exemption (d)(5) is broader thamatigéidnal

work-product privilege and “in no way inqoorates civil discovery law.’Martin, 819 F.2d at
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1187;seealso, e.g.Hernandez v. Alexande871 F.2d 402, 408 (10th Cir. 1982) (“[Privacy Act
Exemption (d)(5)] is not confined to a work-product privilege, but was meant to afforcbi br
protection is termamply.” (citing Smiertka v. U.S. Dep't of Treasud47 F. Supp. 221, 227-28
(D.D.C. 1978))). Therefore, it is reasonable to interpret Exemption (d)(5) to incluge “a
information compiled in reasonable anticipation of a civil action or proogéthat is prepared
by either a potential party to such a proceeding or by a potenétdrial participantin that same
proceeding.Particularly when, as here, such information contains the mental impressions of a
attorney concerning potential testinyan an anticipated proceeding, it makes no difference
whether the recipient of those impressions is a party to the procedédirigat matters for
purposes of Exemption (d)(5) is that the information was “compiled in reasonablpatiditiof

a civil action or proceeding.’See5 U.S.C. § 552a(d)(5).

Finally, the plaintiffs’ third argument challenging State’s Exemption (d){#)heldings
misunderstands thestfor determining what constitutes a “reasonable anticipation of a civil
action or proceeding.ld. The plaintiffs reason that State’s anticipation of litigation was
unreasonable simply because the type of litigation anticipated would be highly urdikely t
succeed.SeePls.” Opp’n at 3437 (arguing that anticipated claims “would be impossible for
Plaintiffs to bring,” and would benter alia, “precluded by the Alien Tort Claims Act,”
“doomed to failure,” “without a case,” or “explicitly exclude[ed]” by certainugs). Yet, the
legalmerits (or lack thereof) of an anticipated litigation are nosthadardy which courts
measure the reasonableness of a party’s anticipafather, the reasonableness of a party’s
anticipation of litigation is meased by,inter alia, the objective probability that litigation will be
initiated, not the probability that such litigation, once initiated, will succegek, e.g.
Willingham v. Ashcroft228 F.R.D. 1, 5 (D.D.C. 2005) (anticipation of litigation was realsien

where plaintiff “initiated an adversarial action against the agency” andtifflavould “like ly
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bring litigation in the District Court” (emphasis added))he plaintiffs ask the Court to assume
too much by arguing that it is unreasonable for parties, particularly goveragencies, to
anticipate the potential filing of meritless or unsuccessful lawsuits. Suchtaasifiled every
day. Hence, State is correct to point out that a contrary rule “would make agtorn&ar that
they should not record their candid thoughts, advice, or impressions until they firstidete
that any feared lawsuit would be meritorious.” Defs.” Reply at 26 (No. 11-2072). The Court
thus concludes that the plaintiffs’ objections to State’s withholding under Privad&gx@mption
(d)(5) areunavailing and therefore State is entitled to summary judgment as to those
withholdings.

d) FOIA Exemptions 6 and 7(C)

The plaintiffs originally raised a number of objections to State’s withhatddogsuant to
FOIA Exemptions 6 and 7(C)SeePls.” Opp’n at 44-46 (No. 11-2072J.hey later clarified,
however, that they were withdrawing their objections to withholdings in seven afttie e
documents about which they originally complain&deErrata at £2, ECF No. 48 (No. 11-
2072). The plaintiffs’ only remaining objection to State’s withholdings under FO&ptions
6 and 7(C) relate to an internal inconsistency in Ms. Walter’s original déolarwhich was
discussing State’s inadvertent withholding of Ms. Islam’s passport numbeafresponsive
record. SeeDefs.” Reply at 31 n.15 (No. 11-2072). The statement at issue reads as follows:
“Ms. Islam’s passport number is inadvertently withheld. Release of this pasapdrer would
constitute a clearly unwarranted invasafrher personal privacy. It is therefore exempt from
release under FOIA exemption (b)(6).” First Walter Dedl4Y.

The plaintiffs latch on to this inconsistency to argue that it “is indicative of somgdtr
more insidious—Walter did not even review this statement before she signedit.Ofi’'n at

45 (No. 11-2072). The plaintiffs then go on to accuse Ms. Walter of “simply cut[ting] and
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past[ing] from other locations without any thought to whether or not the spectfimiation
being withheld warranted such protectiond. at 45-46. In this way, the plaintiffs openly
concede that they challenge State’s response regarding this documentanstelibey
substantively contend that the inadvertent withholding was improper, but rather “tcaprove
point, namely, that State’s assertions of Exemptions (b)(6) and (b)(7)(€natmade with any
significant degree of attentigrand thereforeéhe defeencenormallyowed toMs. Walter’s
declaration regarding withholding decisidnsust suffer” See id.Ms. Walter explains that the
latter two sentences of the portion of her declaration quoted above “were inadyéstentlthe
final declaration,” and she clarifies that “I carefully reviewed the declaratidearh of the
withheld documents prior to signing, and any insinuation to the contrary is flatly wrong
Second Walter Decl. 7.

Ms. Walter's inconsistency, which the plaintiffs admit wasrinor error” in a 67-page,
200-paragraph declaratiosgePls.” Surreply at 11 n.7, does not have the sweeping
consequences for which the plaintiffs advocate. The only situation in which the Court would
withhold a presumption of good faith as to a sworenag declaration is if the plaintiffs were
able to present contrary evidencebafl faith See, e.gMilitary Audit Project v. Casey656
F.2d 724, 738 (D.C. Cir. 1981). The inconsistency in Ms. Walter’'s declaration is not evidence of
bad faith, nor ist indicative of “a general sloppiness in the declassification or review mdces
SeeAfshar v. Dep't of State/02 F.2d 1125, 1131 (D.C. Cir. 1983). Indeed, considering the very
limited nature of the apparently inadvertent oversight and Ms. Walter's subsegpkartation
of the oversight, the Court is satisfied that there is no reason to revoke the presuhgtod

faith and substantial deference generally accorded to sworn agencyitffidd&OIA cases.
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e) FOIA Exemption 7(E)

Finally, the plaintiffschallenge tk State’s decision to withhotmertain information under
FOIA Exemption 7(E), which covers “records or information compiled for law enfeene
purposes” that “would disclose techniques and procedures for law enforcemengaticestior
prosecutions, or would disclose guidelines for law enforcement investigations aryiase if
such disclosure could reasonably be expected to risk circumvention of the law.” 5 U.S.C.

8 552(b)(7)(E)see alsdPls.” Opp’n at 46—48 (No. 11-2072). The plaintiffs contend that
“[d]efendants have not met their burden of adequately demonstrating that the coedrovert
information pertains to law enforcement methods unknown to the public,” which courts have
held is a requirement for exemption under Exemption 78egePIs.” Opp’n at 47 (No. 11-2072);
see alspe.g, Nat'l Whistleblower Ctr. v. Dep't of Health & Human Sen&49 F. Supp. 2d 13,
36 (D.D.C. 2012) (“Exemption 7(E) thus generally protects those law-enforce memgiess

and procedures that are ‘not well-known to the public.” (qualuingjcial Watch, Inc. v. U.S.
Dep’t of Commerce337 F. Supp. 2d 146, 181 (D.D.C. 2004))).

The State Department has clarified, however, that “all of the informatiohdkdieen
withheld pursuant to Exemption 7(E) relates to either law enforcement techthigtiase
altogether unknown to the public, or to specific details of lafgreement tehniques that are
publicly known.” Defs.” Reply at 29 (No. 11-2072). This position is supported by Ms. Valter’
second sworn declaration, which also provides the example of one particular |ave erior
technique cited by the plaintiffs: hat are known a$ame check” SeeSecond Walter Decl.

1 30;see alsd?ls.” Opp’n at 47 (“The Court should be especially suspicious of the suggestion
that a simple ‘Name Check’ is an unknown technique.”). Ms. Walter explains thatl&gwjhi
public maygenerally be aware that ‘name checks’ are conducted, the withheld information

consists of sensitive details about such name check databases or procedarestigiublicly
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known.” Second Walter Decl. § 30. In light of this clarification, the Court findshbkat t
information withheld byStateunder FOIA Exemption 7(E), if disclosed, “could reasonably be
expected to risk circumvention of the law.” 5 U.S.G58(b)(7)(E);see also, e.gShowing
Animals Respe@& Kindness v. U.S. Dep’t of Interipf30 F. Supp. 2d 180, 199-200 (D.D.C.
2010);Blanton v. U.S. Dep't of Justic63 F. Supp. 2d 35, 49-50 (D.D.C. 1999). Therefore,
State is entitled to summary judgment as to the propriety of those withholdings.

In summary, all of the plaintiffs’ arguments challenging State’s withholdinidas are
insufficient to overcome the justifications put forward by the agesg the State Department is
therefore entitled to summary judgment regarding each piece of informatidreld under the
FOIA and the Privag Act.

3. OPMG

In addition to their objections to information withheld by the State Department, the
plaintiffs also object to the determination of the Office of the Provost Marshadr@al
(“OPMG”) to withhold twelve documents in their entirety, eleven ofchlwere referred to the
OPMG by State. SeePlIs.” Opp’n at 49-51 (No. 11-20728]|.s Opp’n at 18-20 (No. 11-2073).
The OPMG's justifications for withholding these records is not completedy fiem the
information available on the public docket. The OPMG’s sworn declarant, John Héaitgtd, s
that all twelve documents are properly classified under Executive Order 13,526eidre
are exempt from disclosure under FOIA Exemption 1 and Privacy Act Exemptith (Be
First Hargitt Decl. 1%—7; Second Hargitt Decl. ¥-8. Mr. Hargitt further explains thatiue to
the twelve documents’ “highly sensitive and classified nature,” he “cannot lyuteiscribe
these records or articulate the basis for their classification in gresdértan | havéhere.”
First Hargitt Decl. 1B; see alsd&econd Hargitt Decl. §. To explain the OPMG's justification

for withholding these documents in more detail, Mr. Hargitt has submitted twooa@dlisiworn
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declarations to the Cousx parteandin camera SeeNotice of Ex Parte, In Camera Filing,
ECF No. 37 (No. 11-2072); Notice of Ex Parte, In Camera Filing, ECF No. 44 (No. 11-2073).
Due to the limited amount of information available to the plaintiffs about the OPMG'’s
withholdings, the plaintiffs have offered three potential ways in which the OBM{#iholdings
may have been improper. First, the plaintiffs contend that it is unclear whemtioeseents
became classified and, if they were not classified until after the plaiR@®ig\/PA request, the
OPMG was required to comply with Executive Order 13,526 § 1.7(d), as discussed previously.
SeePls.” Opp’n at 50 (No. 11-2072); Pl.’s Opp’n at 18 (No. 11-2038¢ also supr®art
[11.C.2(b). Depending on what is stated in Mr. Hargiitiscameradeclarationsthe plaintiffs
argue therefore that “these classification determinations may not saégfydacedural
requirements of E.O. 13526 § 1.7.” PlIs.” Opp’n at 50 (No. 11-2072). Second, the plaintiffs
theorize that “the information in these records may not properly meet thesreguis of E.O.
13526 § 1.4, especially if it is claimed to be ‘foreign government informatidd. "Finally, the
plaintiffs contend more broadly that since “the evidence does not explain whiz@Bssesses
records about Plaintiffé the first place . . its maintenance of such records appears to be in
violation of its mandate.ld. The plaintiffs base this contention on the fact that neither of the
plaintiffs “is or has ever been a member of the U.S. militaryhad any ref@onship to the Army
or in fact any other military branch . . is or has ever been in military custody or the subject of a
military investigation. . .. [or] is or has ever been an Enemy Prisoner of War or Detaihee.”
at 56-51.
After reviewing theex partgin cameradeclarations of Mr. Hargitt, the Court is satisfied
that the records withheld by the OPMG were properly classified undeutixe Order 13,526
and weresubject tahe OPMGs mandate.Thus, all of the plaintiffs’ proffered objections to the

OPMG'’s decision to withhold these records are unavailing.
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4, FBI
Lastly, the Court will discuslobley’s objections to the withholding determinations of
the FBI. As discussed above, the FBI located eighty-five pages of recgpdssee to
Mobley's FOA/PA request, and it withheld portions of those records pursuant to one or more of
the following: FOIA Exemptions 1, 6, and 7(C); and PA Exemption (j)&8eFirst Argall
Decl.| 24.

a) Prior Disclosure

Mobley’s first challenge to the FBI's withholdings has to do with a single,-{age
document, which Mobley says was previously officially disclosed publicly and tner&fot
subject to withholding under any exemption.” Pl.’s Opp’n at 24 (No. 11-2(M8hley asserts
thatthe document in question “was provided in full by FBI to the Yemeni government, who then
provided it to a private party in Yemeni court, who then filed it on the court rectatd.”

“[W]hen information has been ‘officially acknowledged,’ its disclosure may be
compelled even over an agency’s otherwise valid exemption cldtitzgibbon v. CIA911
F.2d 755, 765 (D.C. Cir. 1990). “[A]lthough an agency bears the burden of provirrgROdaA
exemption applies to a given document, a plaintiff asserting that information has é&d@engy
disclosed bears the initial burden of pointing to specific information in the public ddmaain t
duplicates that being withhefd Pub. Citizen v. D't of State 11 F.3d 198, 201 (D.C. Cir.
1993) (citingAfshar, 702 F.2d at 1130). In order to constitute an official acknowledgement, “the
information requested musiyiter alia, “already have been made public through an official and
documented disclose” because “in the arena of intelligence and foreign relations there can be a
critical difference between official and unofficial disclosureBitzgibbon 911 F.2d at 765.

In response to Mobley’s argument, the FBI has explained, through the sworn aetlarat

of Dennis Argall, the acting FOIA chief at the FBI, that there are severain®&s conclude that
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the document in question was not officially released by the FBI. First, “thed®Bto evidence
indicating that the document was provided by the tBBhe Yemeni Government” and “[t]he
FBI only learned that this document had somehow been released in unredacted form after
Plaintiff's Counsel brought to the FBI's (and this Court’s) attention.” Second Argall Decl.
1 10. Mr. Argall further explains that “[tjhe FBI does not authorize the diseafutBI
information by foreign countries without approval from designated FBI ofifiget “the FBI
has no record that any such approval or release authorization was provided forumerddc
Id. Finally, Mr. Argall states that “[a]n authorized document release by the FBbreig
government would bear appropriate FBI dissemination control markings,” but the uadedact
version of the document in question, obtained by Mobley’s counsel, contains no such
classification or other restriction markingsl.

Mobley does not contest the FBI's statements regarding the absence of afgpFiria
dissemination control markings or the absence of any FBI records documehtiiad &bproval
or authorization for the release of the document in question. Rather, Mobley hetisketFBI
must establish that it has completed its official investigation into how this documedtifeun
way into the hands of the Yemeni government before the Court raaytge FBlsummary
judgment on this issueSeePl.’s Surreply at 13-14 (No. 11-2073)he final results of the FBI's
investigation are essentially irrelevant, however, so long as the FBI haaliledo definitively
establish that it did not officially discloseigldocument to the Yemeni governmentr.

Argall's statements in his sworn declaration are sufficient to conclude thatwhsrno official
disclosure of the document in question, primarily due to the absetwe findamental indicia
of official disclosure,i.e., appropriate dissemination control markings on the document itself,
and internal records documenting approval for an official disclosihiese indicia are important

because the D.C. Circuit has made clear that, in order to constitute aal afflmowledgement
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that waives the protections of FOIA exemptions, a disclosure must be both “oiwil
“documented Fitzgibbon 911 F.2d at 765 (emphasis added). Mobley’s bare allegations that
the FBI was the Yemeni government’s source for the document in question areigTHLid
overcome the evidence presented by the FBI to the contrary. Therefore, thedDolurtles that
the document in question was mdficially disclosedand thus the FBI has not waived its abpilit
to claim FOIA exemptions as to that documéht.

b) Privacy Act Exemption (j)(2)

Next, Mobley takes issue with the FBI's invocation of Privacy Act Exempti¢2) (0
withhold portions of certain responsive records. That exemption provides that agencies ma
exempt any system of records from the Privacy Act, which is “maintainad hgency or
component thereof which performs as its principal function any activity pegeto the
enforcement of criminal laws.” 5 U.S.C. § 552a(j)(2). The FBI has, pursuant to Prigacy A
Exemption (j)(2), promulgated a rule that exemjpiter alia, the Central Records System
(“*CRS”) and the ELSUR indicesSee28 C.F.R. § 16.96Mobley attempts to sidestep the FBI's
exemption of these systems of records by arguing, without citation to any authatitecords

contained in the CRS are only exempt from the disclosure provisions of the PrivdeyhAnt

% Mobley has also submittéshew evidencein the form oftwo letters consisting af FOIA requesby his attorney
that soughinformation related to the FB investigation of how this classified document was disseminated to the
Yemeni government and ultimately to Moblswttorney, as well as the FBletterregpondingto that requestSee
Pl.’s Mot. for Leave to File Additional Evidence, ECF No. 57 (N620Z3). Over the FBk objection, the Court
grantedMobleyleave to submit thisnew evidencé. SeeMinute Order datedan. 30, 2013The FBlstated thasll
recordsresponsive to this requesere withheldunder FOIA Exemption &) becausé[tlhe records responsive to
[Mobley's counsek] requestare law enforcement recofdand“there is a pending or prospective law enforcement
proceedig relevant to these responsive recdrddeePl.’s Mot. for Leave to File Additional Evidené. |, ECF

No. 572 (No. 11-:2073) Mobley contend¢hat this correspondenceisvidence that FBI has aabwledged that it
has not completed the investigation into how the undersigned came#s@sgion ahis document, and,
accordingly, that any assertions made on that isgugefendants are pure speculation ymsuted by any

evidence! Pl’s Mot. for Leave to File Additional Evideneg 2 (No. 132073). Mobley s argument is essentially
that, because the FBIlinvestigation regarding the dissemination of the classified docunsitit égoing, the FBI
has no basis to contethat the document was not officially disclosed to the Yemeni govetniien this

argument is clearly incorrect. The FBI has indeed presented evidence, discossedhal the document in
guestion was not officially disclosed, and whetbienot the FBI has determined then-FBI source of the
documenits disseminatin isirrelevant
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the records pertain to a legitimate law enforcement mission.” Pl.’s Opp’n Bib271-2073).
From this proposition, Mobley contends that “the mission claimed by FBI for [17 document
under Exemption (j)(2)] isota legitimate law enforcement missiond.

The FBI follows Mobley down this primrose path, defending its law enforcemesiomis
as a égitimate oneseeDefs.” Reply at 21 (No. 11-2073), but such a defense is unnecessary.
The language of Exemption (j)(2) clearly permits agencies, includingghdéd-exempt entire
systems of recordsom the Act’s disclosure provisions, and the only precondition for such an
exemption is thathe agency or component thmaintains the system must “perfdinas its
principal function any activity pertaining to the enforcement of crimenat!” 5 U.S.C.

8 552a(j)(2). Therefore, the FBI is not requiredljustify any particular law enforcement mission
implicated by a particular documesb long as the document in question was located in a system
of records that has been properly exempted from the disclosure provisions of thg Rov/&

See, e.gMarshall v. FB| 802 F. Supp. 2d 125, 134 (D.D.C. 2011) (holding that “CRS records
are exempt from disclosure under the Privacy Act” and thus “the Privacy Achdbesquire

that the FBI release any of the records kept in the CRBig restriction that Moley attempts

to place on the FBI's power to withhold information from exempted systems of réd@w o
support in the statutory language or case law, and liadeBl is entitled to summary judgment

on this issue.

C) FOIA Exemption 1

Mobley next objects to the FBI's withholding of certain information under FOIA
Exemption 1, reciting many of tleame arguments thiaé used to challenge the State

Department’s invocation of that same exemptiBee suprdart 111.C.2(b). In other words,

2 Mobley does not contest that the CRS, where the documents in quest®located, is exempt from the
disclosure provisions of the Privacy A&eePl.’s Opp’'n at 27 (No. 1-2073).
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Mobley argues that “FBI’s invocation of Exemption (b)(1) is improper both procedaradly
substantively.” Pl.’s Opp’n at 27 (No. 11-2073). Procedurally, Mobley contends that “the
information was not properly classified in accordance with E.O. 13526 § 1.7(d), as it was
classified after receipt of Mobley’s FOIA/PA request by someone whawathe ‘senior
agency official.” Id. This is the same netlelegation argument raised by the plaintiffs in
challenging the State Department’s invocation of FOIA ExemptioBek suprdart 111.C.2(b)
Since the Court has already rejected this argument with respect to the StatenBefsee id,
and because the FBI has established that the authority to classify indororader Executive
Order 13,526 § 1.7(d) has been properly delegated to the official who classified the documents a
issue hereseeSecond Argall Decl. 112-15, the Court likewise rejects Mobley’s argument with
respect to the FBI.

Substantively, Moblegtates thahe “is functionally unable to provide any specific
arguments against FBI's withholdings” because the FBI was unable to prouliexgpfanation
for its withholding decisions on the public recoiBeePl.’s Opp’n at 29 (No. 11-2073); First
Argall Decl. 144. In lieu of a more extensive objection, Moldayply states that “if the Court
were to inspegbages M79 and M-80n camera it would find information classified in violation
of E.O. 13526 § 1.7, not to mention information that is not redacted elsewhere in the release.”
Pl.’s Opp’n at 29 (No. 11-2@j. Mobley also argues that “the information in the released
records may not properly meet the requirements of E.O. 13%25 8specially if it is claimed to
be ‘foreign government information.’Id. In the end, because the FBI is unable to provide a
more detailed explanation on the public record, Mobley asks the Court to “closglgizerall
the FBI documents to ensure that they meet the strict requirements of E.O. 13526 § 1.4tand reje

any conclusory assertions in Defendametsparte in camerafiling.” 1d. at 30.
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To further explain the agency’s withholding decisions pursuant to FOIA Exemption 1,
the FBI has “submitted the classified Ex Parte, In Camera Declaration of Dedmgall” See
Notice of Ex Parte, In Camera Filing, ECF No. 26 (No. 11-20A3er reviewing thaex parte
in cameradeclaration, the Court has concluded thatéhevantrecords were properly classified
pursuant to Executive Order 13,526d therefor¢ghese recals were properly withheld from
disclosure under FOIA Exemption Sincethe Court concludes that the swesnparte in
cameradeclaration submitted by the FBI is sufficient to uphold the FBI's withholdingides
under FOIA Exemption 1, the Court need not review the documents themseta@sera as
Mobley suggestsSee, e.gHayden v. NSA608 F.2d 1381, 1387 (D.C. Cir. 1979) (“When the
agency meets its burden by means of affidawitsamerareview is neither necessary nor
appropriate.”)

d) FOIA Exenptions 6 and 7(C)

The final area of FBI exemptions challenged by Mobley are those made pucsuant t
FOIA Exemptions 6 and 7(C). FOIA Exemption 6 protects from disclosure “personnel and
medical files and similar files the disclosure of which would coristéwclearly unwarranted
invasion of personal privacy.” 5 U.S.C. § 552(b)(6). FOIA Exemption 7(C) protects from
disclosure “records or information compiled for law enforcement purposes” thatl“coul
reasonably be expected to constitute an unwarranted invasion of personal prigtacy.”
§552(b)(7)(C). There is a great deal of overlap between these two exemptions, and thus the
Cout will discuss them together.

The FBI withheld three categories of information from responsive records under FO
Exemptions 6 and 7(C3Jl of which Mobley says were withheld improperly: “(1) Information
regarding FBI Special Agents and support personnel; (2) Information negaindid parties

merely mentioned; and (3) Information regarding foreign law enforcemestrpeel.” Pl.’s
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Opp’n at 31 (No. 11-2073). With respect to the first category, Mobley contendsat&BlI

has no authority to withhold other federal employees’ names, and some of these witjshadi
of such names.’ld. As to the second category, Mobkates that certain information redacted
from one of the FBI records contains the names of people authorized to receive riegotds a
Mobley. Seeid. Mobley clarifies that his objection to this withholding is that “informatio
being withheld was previously released and therefore not subject to withholdingsbdha
names redacted from the FBI records were “included in a privacy waiver é¢Haitzaie
Department released to Mobley.” Pl.’s Surreply at 16 (No. 11-2(8galy, with respect to
category three, Mobley objects to the withholding of the name of “the guard whomyMoble
allegedly killed” because “it is webistablished that the guard is decedseld’'s Opp’n at 31
(No. 11-2073), and therefore “there is no privaagiest in the mere mention of the deceased
guard’s name,” Pl.’s Surreply at 16 (No. 11-2073).

Taking eaclset ofobjections in turn, the Court will first address Mobley’s objection to
the first category of withheld informatiort its core, Mobley’s argment as to the first category
of information is remarkably hypéechnical: He does not dispute that release of the redacted
names would be a clearly unwarranted invasion of personal privacy, and he does not contend that
there is any countervailing public interest in releasing the withheld namesithinMobley does
not everreally question the FBI's authority, as a general matter, to withhold the names of non-
FBI personnel under FOIA Exemptions 6 and 7(C). All that Mobley argues is thi&Bhe
only justification for withholding these names is that they were ‘Names am#otiflying
Information of FBI Special Agents and Support Personnel.” Pl.’s Surreply attittg (Eirst
Argall Decl. 1148-50). He goes on to argue that the “FBI cannot nowgeh#is argument to
include non-FBI personnel when the only relevant justification in its sworn diéaterapplies

solely to FBI personnel.lId. Mobley’s argument, however, is unavailingis simply untrue
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that “the only relevant justification infjé FBI’'s] sworn declaration applies solely to FBI
personnel.”ld. Although t is true that the primary focus of the FBI's justification was FBI
Special AgentaVir. Argall’'s sworn declaration statdster alia, that individuals subjected to
law enforcement actions “may seek revenge on the agedtsther federal employees/olved
in a particular investigation.” First Argall Decl48 (emphasis added). It is for this reason,
among others, that the FBI determined that release of names and persdifighiglen
information would constitute a clearly unwarranted invasion of personal prigesyid. The
FBI's justificationsurelyencompasses any federal employees that were involved in the interview
of Mobley, including any non-FBI personnel, and therefore Mobley’s objection to the firs
caegory of documents fatally flawed

Mobley’s objection to the second category of documents is essentially an arglatent
the State Department has already offidiatlosedthe names of all of the individuals authorized
to receive records about Mobley, and therefore the FBI has no authority to wittduold t
informationunder the FOIA.SeePl.’s Surreply at 16 (No. 11-207@8Mobley’s argument was
merely that thenformation being withheld was previously released and therefore not subject to
withholding.”). Construing this as an “official disclosure” argument, the Courtwdes that
such an argument is without merit because the alleged prior disclosure pfdimsation was
done by the State Department, not the Department of JuSie=sd. (acknowledging that “the
information [the FBI] is withholding was included in a privacy waiver that the Sapartment
released to Mobley”).The D.C. Circuit has held it “do[es] not deem ‘official’ a disclosure made
by someone other than the agency from which the information is being sokghgdne v. CIA
169 F.3d 772, 774 (D.C. Cir. 1998ge also Marino v. DEAS85 F.3d 1076, 1082 (D.C. Cir.
2012) (“[A]n agency does not waive its right to invoke an otherwise valid FOIA exemphiemn w

‘someone other than the agency from which the information is being sought’ distlose
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(quotingFrugone 169 F.3d at 774)Moorev. CIA 666 F.3d 1330, 1333 n.4 (D.C. Cir. 2011)
(“[T]o the extent [appellant] suggests that the release of the [rdopttie FBIconstitutes an
official acknowledgementy the CIA his argument is foreclosed by our precedent.” (citing
Frugone 169 F.3d at 774#5)). Since the information allegedly disclosed weleased byhe
State Department, and not the FBI, the FBI has every right to withieloiimes or personal
identifying information of individuals who have not submitted privacy waivers to tthe FB
pertaining to Mobley’s reques&eeSecond Argall Decl. 17 (“Other than Sharif Mobley and
Nzinga Islam, the FBI did not receive any other privacy waivers peartgiaithis request . . . ."”).
The FBI hasubsequently reprocessed the docuraergsueand disclosed the name of Ms.
Islam, but the Court concludes that the FBI is entitled to withhold the names of otthgrattties
under FOIA Exemptions 6 and 7(CPeed.; see alsd-irst Argall Decl. 51 (explaining privacy
interests justifying withholding of third parties’ names under FOIA Exemptasd 7(C)).

Lastly, Mobley’s objection to the third category of information presents the question of
whether an agency may withhold the name of a deceased person under FOIA @&xéroptihe
rationale that disclosure could result in harassment, public attention, or fyndfdor the
decedent’s family members or close associaié® FBI conteds that its determination was
proper because the family members and close associates of the deceasepadBess
substantial privacy interests” atitus disclosure could subject them to harassment or make them
a target for compromiseSeeDefs.” Mem.in Supp. of Defs.” Mot. for Summ. J. (“Defs.” Mem.”)
at 22, ECF No. 25 (No. 11-2073). The FBI cites the Supreme Court’s decisianigh 541
U.S.at166-67 for the proposition that “family members of deceased individuals have their own
substantial privacy interests in preventing the release of personal infamrabtut the decedents
when such disclosure could subject those family members to harassment, pertiicratand

further grief.” Defs.” Reply at 25 (No. 11-2073). Mobley, however, contdratghe FBI's
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position is “disingenuous” because “it is FBI's standard practice to only raldasmation
about third parties if the requester provides a privacy waweof of deathor evidence of an
overriding public interest.” Pl.’s Surrepat 16(No. 11-2073). Mobley also contends that
“Favishwas limited to a very narrow set of facts in which the records being soughgveghic
photographs of a murder victifsic].”*°

On this point, Mobley is right to identify a certain level of hypocrisy in thE =B
position, given that the FBI regularly releases information about deceased individaas also
correct to distinguish the authority Bavishbecause the Supreme Court’s holding in that case
was limited to “surviving family members’ g to personal privacy with respect to their close
relative’sdeathscene images Favish 541 U.S. at 170emphasis added)Nevertheless, the
D.C. Circuit has repeatedly held that the close relatives of a deceased peraancgettin
amount of privay interests after the decedent has passed a8&g . Schrecker v. U.S. Dep't of
Justice 254 F.3d 162, 166 (D.C. Cir. 2001) (“[O]ne’s own and one’s relations’ interests in
privacy ordinarily extend beyond one’s deathCampbel] 164 F.3d at 38 [C]ertain
reputational interests and familglated privacy expectations survive deaths&e also Blanton
v. Dep't of Justice64 F. App’x 787, 789 (D.C. Cir. 2003) (“[W]hile death of an individual
reduces the privadnterest, it does not eliminate it.’Accuracy in Media, Inc. v. Nat'l Park
Serv, 194 F.3d 120, 123 (D.C. Cir. 1999) (“[O]ur circuit has squarely rejected the proposition
that FOIA’s protection of personal privacy ends upon the death of the individual depicted.”).
The FBI explains that release of the deceased officer’s identity would subgetarthly
members and other close associatesto unnecessary and unwelcome harassment which would

constitute an unwarranted invasion of privackitst Argal Decl. §52. Though the information

% The records at §sie inFavishwere death scene photographs of Vince Festeformer aide to President Bill
Clinton who committed suicideSee Favish541 U.S. at 16&51.
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at issue in the instant actiers deceased individual’s identity—would almost surely impose a
lesser invasion of privacy than the information at issuawishand other D.C. Circuit cases,
see, e.gAccuracy in Medial94 F.3d at 123 (noting “the powerful sense of invasion bound to
be aroused in close survivors by wanton publication of gruesome details of death by Y)iolence
it is still reasonable to conclude tleaten merely releasing the deceased officer’s idewiiuld
imposesomeunwarranted invasion of personal privacy upon the deceased officer’s close
relatives.

The FBI has decided to withhold the identity of the deceased officer under FOIA
Exemptions 6 and 7(C)SeeFirst Argall Decl. 152. Mobley has not contested the fact that the
records containing the deceased officer’s identity were “compiled foriéawoement
purposes,” and therefore the Court will analyze the FBI's withholding undezsbhelémanding
standard of Exemption 7(C), wah protects law enforcement records that “could reasonably be
expected to constitute an unwarranted invasion of personal privacy.” 5 USB2(b§(7)(C);
see also Am. Civil Liberties Union v. U.S. Dep’t of JugtiéeCLU/DOJII"), 655 F.3d 1, 6 (D.C.
Cir. 2011)(“Exemption 7(C) is more protective of privacy than Exemption 6’ and thus
establishes a lower bar for withholding material.“n deciding whether the release of particular
information constitutes an ‘unwarranted’ invasion of privacy under Exemption 7(@uig c
‘must balance the public interest in disclosure against the [privacy] in@oegress intended
the Exemption to protect.”’ACLU/DQOJII, 655 F.3d at 6 (quoting.S. Dep’t of Justice v.
Reporters Comm. for Freedom of Pre$89 U.S. 749, 776 (1989)). As discussed above, the FBI
has established at least a moderate privacy interest protected bytiexen(C), and Mobley
has not offered any public interest that disclosure would serve. Therefogniretg that
“something, even a modest privacy interest, outweighs nothing every Na#é,’Ass’n of

Retired Fed. Emps. v. Horneé879 F.2d 873, 879 (D.C. Cir. 1989), the Court holds that the FBI
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properly withheld the identity of the deceased foreign law enforcement affider FOIA
Exemptian 7(C).

In sum, none of Mobley’s objections to the FBI's withholding decisions under FOIA
Exemptions 6 and 7(C) are sufficient to deny summary judgment to the RBteférethe FBI
is entitled to summary judgment with regard to all of its withholding determinations in the
instant actions.

e) FOIA Exclusion Under 5 U.S.C. § 552(c)

As discussed aboveeesupranote 10, 8§ 552(®)f the FOIA permits agencies to
“treat. . . records as not subject to the requirements” of the FOIA witenalia, a request
involves access to “records or information compfadaw enforcement purposes” to the extent
that such law enforcement records (1) “could reasonably be expected to intettiere wi
enforcement proceedings,” (2) “the investigation or proceeding involves a possiateni of
criminal law,” (3)“there is reasoto believe” that “the subject of the investigation or proceeding
is not aware of its pendency,” and (4) “disclosure of the existence of the recoldls c
reasonably be expected to interfere with enforcement proceedifiges’'U.S.C.
88 552(b)(7)(A), 552(c)(1). Section 552(c) likewise perragencies to “treat. . records as not
subject to the requirements” of the FOIA whenever someone requests “infoatartts
maintained by a criminal law enforcement agendg.”§ 552(c)(2). Finally, 8 552(c) permits
the FBI to issue &lomarresponse to any request for records “pertaining to foreign intelligence
or counterintelligence, or international terrorism” as long as “the existeinthe records remains
classified information.”ld. 8 552(c)(3).

As stated in the FBI's brief, counsel for the plaintiff inquired whether tHeneBId be
relying on the exclusion contained in 8 552(c), and therefore, pursuant to the FBI&&tand

policies, the FBI has submitted ar parte in cameradeclaration thiaaddress|es] the exclusion
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claim.” SeeDefs.” Mem. at 17 n.3 (No. 11-2073J.he Court will not comment publicly on
whether or not the FBI has in fact relied upon any of the exclusions contained in 8 552(c). Upon
review of the FBI'sex partgin cameradeclarationthe Court can conclude that the objections
raised by the plaintiffs to any potential invocation &(c) are unavailingSeePl.’s Opp’n at
32 (No. 11-2073).

D. Segreqgability

The plaintiffs’ final objection to the defendants’ handling ofitk®IA/PA requests is
that State and the CIA have not met their burden of demonstrating that “[a]opabbs
segregable portion of a record [was] provided to [the plaintiffs] after deletidre @fartions
which are exempt under [the FOIA].” 5 U.S.C. § 552¢eePIs.” Opp’n at 48—49 (No. 11-
2072); Pl.'s Opp’n at 17 (No. 11-2073)he plaintiffs argue that the declarations of the CIA and
the State Department were “boilerplate” and “conclusory,” and therefore thosgencies
have failed to meet theburden of establishing that all reasonably segregablegxempt
information was releasedseePls.” Opp’n at 48—-49 (No. 11-2072); Pl.’s Opp’'n at 17 (No. 11-
2073). The CIA responds that its sworn declaration was sufficient to meet its deiitgga
burden because the declaration explained that “there are no reasonably segregaiseoport
these six records that can be released to Plaintiffs” because “the nature of thesmntocu
prevent the CIA from even disclosing the titles of the recordfiegsténd to reveal the specific
information the CIA is seeking to protectSeeDefs.’ Reply at 1213 (No. 11-2073); Third
Meeks Decl.  n.3. State similarly responds that it has met its burden based on the presumptive
good faith of the statements in its sworn declarations that no further segregatiore@engst-
information is possible, as well as “the evidence of [State’s] segregalbditgss that is

apparent on the face of the partially released recoi®eeDefs.” Reply at 3631 (No. 11-2072).
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The D.C. Circuit has acknowledged that establishing adequate segregatioregbngt-
material “presents problems for the agency sincesegregability depends entirely on what
information is in a document and how it is presentédéad Data Cent., Inc. v. U.S. Dep't of
Air Force, 566 F.2d 242, 261 (D.C. Cir. 1977). Therefore, although “agencies should not be
forced to provide such a detailed justification that would itself compromisedtet sature of
potentially exempt informatiohagencies “musbe required to provide the reasons behind their
conclusions in order that they may be challenged by FOIA plaintiffs anelwegliby the courts.”

Id. To this end, the Circuit has said that “[ijn addition to a statement of its reas@gygrary

should also describe what proportion of the information in a document is non-exempt and how
that material is dispersed throughout the documddt.”"UnderMead Data if a small

proportion of the information is noexempt, the agency’s explanatory burden is ksd,if a

larger proportion of the information is non-exempt, “the courts should require a high dtahdar
proof for an agency claim that the burden of separation justifies nondisclosuredsctlasure

of the nonexempt material would indirectly reMghe exempt information.’ld.

On the other hand, however, the Circuit has more recently held that “[a]gareies
entitled to a presumption that they complied with the obligation to disclose regsonabl
segregable materialwhich must be overcome by some “quantum of evidence” by the requester.
Sussmayd94 F.3d at 1117. Indeezkrtain more recentlecisiors from theD.C. Circuit have
indicated that the standard first articulated/iead Data has been relaxed. Those decisibave
heldthat an agency ay satisfy its segregability obligations by (1) providingaaighnindex that
adequatelylescribes each withheld document and the exemption under which it was withheld
and (2)submittinga declaration attesting that the agency released all segregable m&teeial.

e.g, Loving v. Dep’t of Def.550 F.3d 32, 41 (D.C. Cir. 2008) (stating that “the description of the

document set forth in tiéaughnindex and the agency’s declaration that it released all
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segregable material” is “sufficient for [the segregaljilitgtermination”);Johnson v. Exec.
Office for U.S. Attorneys810 F.3d 771, 776 (D.C. Cir. 2002) (upholding agency’s segregation
efforts based on “comprehensiVaughnindex” and “the affidavits of [agency officials]”).

Under the segregability standardemarecently articulated by the D.C. Circuitliaving
andJohnsonthe Court concludes that the CIA and the State Department have adequately
demonstrated they have released all reasonably segregabbxerpt portions of all withheld
records. As to the CIA, this conclusion is supported by Ms. Meeks’ explanation thatuitee na
of the withheld documents is such that revealing even small portions of the documents would
“tend to reveal the specific information the CIA is seeking to protect.” Thirck&Becl. 19
n.3. Even under the more demandingad Datastandard, this would be sufficient becalvise
Meeks’statement establishes timat portion of the six withheld records is non-exempt, and
therefore the CIA has released everything that if wdunch is nothingat all SeeThird Meeks
Decl. 19 (“[T]he records themselves reveal certain sensitive but unclassifieigenek sources
and methods.”). The CIA’s explanation is thus neither boilerplate nor conclusoryjand i
entitled toa presumption of good faith that the plaintiffs have failed to rebaé Sussmand94
F.3d at 1117.

As to the State Department, the Court’s conclusion that the agency’s segnegabil
obligations were satisfied is supportadtheVaughnindex’s reasonably detailed degtion of
the documents in question, as well as Ms. Walter's sassarance that “[a]tf the withheld
information was reviewed for segregability prior to release and prior tasdmeission of [her]
prior declaration.” Second Walter Decl3%. Additionally, “in an abundance céution” Ms.
Walter further “rereviewed each document,” and has averred that “there is no additional
material that may be segregated and releadeld. Given the “presumption that [State] complied

with the obligation to didose reasonably segregable materi@ljssmam94 F.3d at 1117he
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Court concludes that “[tjhe combination of ¥Maughnindex and the affidavits of [Ms. Walter]
are sufficient to fulfill the agency’s obligation to show with ‘reasonableisgec why [the
withheld] document[s] cannot be further segregatdohnson310 F.3d at 776.
V. CONCLUSION

In summary, the Court concludes that all four defendants have demonstrated that their
responses to the plaintiffs’ FOIA/PA requests were appropriateaisfied all of the agencies’
obligations under the FOIA and the Privacy Agith the exception that the CIA has failed to
demonstrate fully the adequacy of its search and must perform a supplemeotedsearesult
Therefore, the Court will granusnmary judgment tthe Department of Defense, Department of
State, and Department of Justarethe plaintiffs’ claimsand the Court will grant in part and
deny in part summary judgment to the GQGiA the plaintiffs’ claims.

An appropriate Order accompanies this Memorandum Opinion.

Date: February, 2013

BERYL A. HOWELL
United States District Judge
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