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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

NATIONAL SECURITY COUNSELORSet
al.,

Plaintiffs, Civil Action No. 12-284 (BAH)
V. Chief Judge Beryl A. Howell

CENTRAL INTELLIGENCE AGENCY et
al.,

Defendart.

MEMORANDUM OPINION

The plaintiffs, aVirginia-basednonprofit organization called National Security
Counselors (“NSC”and three individualgcollectively, the “plaintiffs”) broughtthis action
against the Cerdt Inteligence Agency (“CIA”) and the Office of the DirectarNational
Inteligence (“ODNI”)(collectively, the “defendants; pursuant tahe Freedom of Informatio
Act (“FOIA™), 5 U.S.C. § 552the Administrative Procedure A¢tAPA”),5 U.S.C.88 500 et
seq, and related statuteshallengng the defendantsresponses taumerousFOIA requests and
requests for Mandatory Declassification Review (“MDRBfclassified agency recordss well
asvarious practices and policieemployed by the defendantsresponding tsuch requests
generally While this actioninttially comprisedmore thantwo dozenseparate claims under six
federal statutesseven otthe plaintifis pattern or practicehalengeshave already been
dismissed in whole or in pariNat'l Sec. Counselors v. CINSC ), 931 F. Supp. 2d 77 (D.D.C.
2013). Pending before the Couate two motionsthe defendants’ Renead Motion for

Summary Judgmerds to all of the plaintiffs’ remaining claimsndthe plaintiffs’ CrossMotion
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for Partial Summary JudgmenFor the reasons set dogtlow, the defendants'enewedmotion
is grantedn part and denied in paend the plaintiffs’ motionis denied.
l. BACKGROUND

Much of the relevant factual backgrouandderlying the present motions describedn
this Court’s prior opinionresolving thedefendantsmotion to dismissiine of the plaintiffs’
claims SeeNSC | 931 F. Supp. 2d 77 (D.D.C. 2013Fonsequently, the relevant factual and
procedural history underlying the pending maiaagainsummarized only briefly below.

This casestems fronthe plaintiffs’ submission of more than thirty FOIA and MDR
requests to the CIA and ODNI betareJuly 2011 and January 2015eeking to challenge the
defendants’ responsés thesespecific requests, as well as various overarching practices
alegedy used by the defendants in responding to such requests, the plaintiffs filed itmsimct
February 2012. Compl., ECF Na. After amending their complaint to add four additional
causes of actigrthe plaintiffs eventually allegetiventy-six sepaateclaimsagainst the
defendard. First Am. Compl. (“FAC”), ECF No. 9.Upon motion by the defendarfiar partial
dismissal of the plaintiffs’ claimsee Defs.’ Partial Mot. Dismiss Pls.” FAC, ECF No. th§
Court dismissedsix of the plaintiffs’ clams in full, with a seventh claim dismissed in padSC
[, 931 F. Supp. 2d at 11As a resultfollowing resolution of the defendantsitial motion to
dismiss, nineteen of thelaintiffs’ original claimsremainedpending, in whole or in part, against

the defendants.

! In addition tothe present action, NSC separately filegkthelated actions in February 2011 stemming

from dozens of additional FOIA and MDR requests submitt@ditmerous intelligence and national defense
agenciesSee Nat'l Sec. Counselors VAGNSQI), 960 F. Supp. 2d 1dD.D.C. 2013) These earliefiled cases
raised certain legaland factualissues also presented in g mstion, but this opinion addresses only the
plaintiffs’ claims in the aboveaptioned matter.

2 The plaintiffs soughtreconsideration of the dismissal of certain cle@eBls.’ Mot. for Reconsideration,
ECF No. 54, which was denied for reasons detailed in a veerdamand Order, ECF No. 60.
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Thereafterthe defendantsnovedfor summary judgment on eaohthe plaintiffs’
remaining claimsseeDefs.” Mot. Summ. J., ECF No. 6But this motion was denied without
prejudice,Min. Order, datedNov. 8, 2013, after the parties indicated in a joint status report that
the defendants were revising their withholdings and reprocessing documeuisngehe fiing
of an “updated summary judgment motiorsgedoint Mot. Extension Time File Proposed
Briefing Schedule, at 2, ECF No. 7Zhe defendants then filed a renewed motion for summary
judgment, seeDefs.” Rengved Mot. Summ. JECF No. 74andthe plaintiffs crossmowed for
summary judgment on certain of these claiseePIs.” CrossMot. Part. smm. J., ECF No. 78.
During the course of briefing these outstanding matitimspartiescontinued teengagean
negotiationsin an effortto narrow the issues requiring resolution by the CdBeeSec. Joint
Mot. Amend SummJ. Briefing Schedule at1, ECF Ng2. In light of these ongoing
discussionsthe Court stayed @seactionsand directedhe partiego inform the Court ofiny
issuesstill in disputewhen their negotiations were complet8eeMin. Order, dated March6,
2015

On April 2, 2015,the partiegointly notified the Court of the resolution of many of their
remaining disputes. Despite this substantial progress, hovtkegrarties reportetthat trey
continue to disagree asfiee outstanding issuegl) whether the CIA’SMDR Fee Structure
violates the terms of the Independent Offices Appropriatidos 31 U.S.C. § 9701 (“IOAA”),
and thuswas adopted in violation of th&PA (Count Twg; (2) whether NSC failed to exhaust
administratively its challenge tdhe CIA’sresponse to a FOIA request seekaggency
correspondence regardiegrtainearlier MDR requestQount Fouy; (3) whether theCIA
conducted adeaiesearches foagencyrecords responsive to two of the plaintiffSOIA

requestgCounts Seven ar@ixteen; (4) whether theCIA properly issued &lomarresponsdo



a FOIArequest seeking information regardiagencyrecordslost at the World Trade Centette
following the September 11, 2001, atta@®Rsunt Elever); and (5) whether the CIA and ODNI
wrongfully withheld in full or in part,ninety-five agency recordslentified inan updated
Vaughnindex Seeloint Summ. Remaining Disputes (“Joint SumnatB ECF No. 95id., EX.
CombinedVaughnindex and Chart‘Combined Vaughnindex”) at +-18 ECFNo. 95-1.3 Each
of theseremaining issuelasnow been fully briefed by the parties aisdipe for consideration.

OnNovember 1, 2016, the Court directed the defesdarprovide an unredacted copy
of one partially withheld document identified the updatedvaughnindex forin camera
inspection. SeeMin. Order, dated Nov. 1, 2016The defendants submitted the documentrfor
camerainspection on November 3, 201&eeNotice of Fiing, ECF No. 97.
. LEGAL STANDARD S

A. Summary Judgmentin FOIA Cases

Federal Rule of Civili Procedure 56 provides that summary judgment shadiriedyif
the movant shows that there is no genuine dispute as to any material faet amavant is
entitled to judgment as a matter of lawsED. R. Civ. P.56(a). The movingparty bears the
burdenof demonstratinghe “absence of a genuine issue of material fact” in disiledgtex
Corp. v. Catrett477 U.S. 317323 (1986) while the nonmoving party must present specific
facts supported by materials in the record that wbelddmissible at trial and that could enable
areasonable jury to find in its favageAnderson v. Liberty Lobby, Intiberty Lobby, 477

U.S. 242, 248 (1986)Allen v. Johnso795 F.3d 3438 (D.C. Cir. 2015)(noting that, on

3 In their crosamotion, the plaintiffs moved for partial summary judgmentwo issuesthe MDR Fee
Structure challenged in Count Two andthe CIA’s producti@teatronic recordsSeePIs.’ CrossMot. Part.
Summ. Jat 1 Prior tothe instant decisigihowever, the plaintiffs conceded “that CIA’s protitug of all
responsive records in electronic formrender[ed] the second partr@thesMotion moot.” Pls.” Reply Supp.
CrossMot. Part. Summ. J. at 2 n.2, ECF No. &nsequentlyofthe issues for which the plaintiffs crassved
for summary judgent, only the MDR Fee Structure remaimsontention
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summary judgment, appropriate inquiry is “whether, on the evidence so vieawedsonable
jury could return aerdict for the nonmoving party” (quotingiberty Lobby477 U.S. at 248)
“[T] hese general standards under rule 56 apply egjtial force in the FOIA contekt,
Washington Post Co. v. U.S. HHB5 F.2d 320, 325 (D.C. Cir. 1989nd he D.C. Circuit has
observedhat “the vast majority of FOIA cases can be ne=blon summary judgmetit,
Brayton v. Office of the United States Trade Represestéttl F.3d 521, 527 (D.C. Cir. 2011).

The FOIAwas enactetto promote the ‘broad disclosure of Government records’ by
generally requiring federal agencies to make their records availalbie palblic on request,”
DiBacco v. U.S. Army;95 F.3d 178, 183 (D.C. Cir. 2015) (citiigep’t of Justice v. Juliar86
U.S. 1, 8 (1988. Reflecting tle necessary balandeetween theublic’s interest in
governmental transpareneyd “legitimate governmental and private interests that could be
hamed by releasef certain types of informatich,United Techs. Corp. v. U.S. Dep’t of Def.,
601 F.3d 557, 559 (D.C. Cir. 2010), the FOIA contains nine exemptions set forth $1G. U.
§552(b), which “are explicitly made exclusiged must be narrowly camsed; Milnerv. U.S.
Dep’'t of Navy562 U.S. 562, 565 (2011) (internal quotation marks and citations omgieel);
alsoMurphy v. Exec. Office for U.S. Atty889 F.3d 204, 206 (D.C. Cir. 201%}jtizens for
Responsibility & Ethics in Wash. v. U.S. Dep’t of Jusi¢REW, 746 F.3d 1082, 1088 (D.C.
Cir. 2014); Pub. Citizen, Inc. v. Office of Mgmt. & Budge28 F.3d 865, 869 (D.C. Cir. 2010).
“[T]hese limited exemptions do not obscure the basic policy that disclasatreecrecy, is the
dominantobjective of the Act.”Dep’t of Air Force v. Rosél25 U.S. 352, 3611976)

In ltigation challenging the sufficiency of “the release of information urfieFOIA,
the agency has the burden of showing that requested information comes within a FOIA

exempion.” Public Citizen Health Research Group v. F185 F.3d 898, 904 (D.C. Cir. 1999)



(internal quotations omittedgee alsd-ed. Open Mkt. Comm. of Fed. Reserve Sys. v. Merrill,
443 U.S. 340, 352 (1979) (agency invoking exemption bears the burden “to establish that the
requested information is exemptl);S. Dep’t of Justice v. Reporters Comm. for Freedom of
PressA489 U.S. 749, 755 (1989RiBacco,795 F.3d at 195CREW,746 F.3l at 1088;Elec.
Frontier Found. v. U.S. Dep’t of JusticE39 F.3d 1, 7 (D.C. Cir. 2014}ssassination Archives
& Research Ctr. v. CIA334 F.3d 55, 57 (D.C. Cir. 2003)l'his burden does not shift even when
the requester files a cresmtion for summaryudgment because “the Government ultimately
[has] the onus of proving that the [documents] are exempt from disclosuniée “[tlhe burden
upon the requester is merely to establish the absence of material factsabesfure a summary
disposition of tle case could permissibly occurPublic Citizen Health Research GrauB5
F.3d at 90405 (internal quotations and citations omitted; brackets in original).

An agency may carry its burden of properly invoking an exemption by submitting
sufficiently detded affidavits or declarations,\éaughnindex of the withheld documents, or
both, to demonstrate that the government has analyzed carefuly any mtieniald, to enable
the court to fulfill its duty of ruling on the applicability of the exemption, tnenable the
adversary system to operate by giving the requester as much information as,posdie basis
of which the requester’s case may be presented to the trial*c®ad.Judicial Watch, Inc. v.
U.S. Secret Serr26 F.3d 208, 215 (D.C. Cir. 2013) (internal quotation marks dinitén
FOIA cases, summary judgment may be granted on the basis of agency affidlascontain
reasonable specificity of detail rather than merely conclusory stateraad if they are not
called into question by contradictory evidence in the akooy evidence of agency bad

faith.”); Oglesby v. U.S. Dep’t of Army9 F.3d 1172, 1176 (D.C. Cir. 1996) (“The description

4 “A Vaughnindexdescribes the documents withheld or redacted an@tAesfxemptions invoked, and

explains why each exemption applieBrison Legal News v. Samué&l87 F.3d 1142, 1145 n.1 (D.Cir.2015).
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and explanation the agency offers should reveal as much detail as possibile astare of the
document, without actually diesing information that deserves protedtpn . . [which] serves
the purpose of providing the requestor with a realistic opportunity to challengeyehey’s
decision.”); CREW,746 F.3d at 1088 (noting that agency’s burdesustained by submitting
affidavits that “describe the justifications for nondisclosure with reasonably specifd, det
demonstrate that the information withheld logically falls within théngld exemption, and are
not controverted by either contrary evidence in the record newidgnce of agency bad faith™
(quoting Larson v. U.S. Dep't of Statg65 F.3d 857, 862 (D.C. Cir. 2009)While “an agency’s
task is not herculean[]” it must “describe the justifications for nolodigce with reasonably
specific detail and demonstratteat the information withheld logically falls within the claimed
exemption.” Murphy,789 F.3d at 209 (internal quotation marks omitted) (ciiagson,565
F.3d at 862). “Ultimately, an agency’s justification for invoking a FOX@reption is sufficient
if it appears ‘logical or ‘plausible.” Judicial Watch, Inc. v. U.S. Dep’t of Det15 F.3d 937,
941 (D.C. Cir. 2013) (quoting\m. Civil Liberties Union v. U.S. Dep’t of D628 F.3d 612, 619
(D.C. Cir. 2011));Larson,565 F.3d at 862 (quotingvolf v.CIA, 473 F.3d 370, 345 (D.C.
Cir. 2007)).

The FOIA provides federal courts with the power to “enjoin the agency from \wdiittpol
agency records and to order the production of any agency records improperly withheld from the
complainant,” 5 U.S.C. 8§ 552)(4)(B), and “directs district courts to determahe novonvhether
nondisclosure was permissibleElec. Privacy Info. Ctr. v. U.S. Dep’t of Homeland Séc7,
F.3d 518, 522 (D.C. Cir. 2015), by reviewing Weaughnindex and any supporting declarations
“to verify the validity of each claimed exemptionSummers v. U.S. Dep’t of Justi¢d0 F.3d

1077, 1080 (D.C. Cir. 1998).



District courtsalsohave an “affirmative duty” to consider whether the agency has
produced all segregable, rRerempt informatin. Elliott v. U.S. Dep’t of Agric.596 F.3d 842,
851 (D.C. Cir. 2010) (referring to court’s “affirmative duty to consider tigeegmbility issue
sua spontd (quoting Morley v. CIA508 F.3d 1108, 1123 (D.C. Cir. 20073tolt-Nielsen
Transp. Grp. Ltdv. United State$34 F.3d 728, 734 (D.C. Cir. 2008) (“[B]efore approving the
application of a FOIA exemption, the district court must make spdinifimgs of segregability
regarding the documents to be withheld.”) (quotigssmaw. U.S. Marshals Servi94 F.3d
1106, 1116 (D.C. Cir. 2007))rans-Pac. Policing Agreementv. U.S. Customs Sé&i/7 F.3d
1022, 1028 (D.C. Cir. 1999) (“[W]e believe that the District Court had amative duty to
consider the segregabilty issgaasponte .. even if the issue has not been specifically raised
by the FOIA plaintiff.”); see als® U.S.C. 8§ 552(b) (“Any reasonably segregable portion of a
record shall be provided to any person requesting such record after deletion ofidhe pdnich
are exempt under this subsection.”).

B. Administrative Procedure Act

Under the APA, a reviewing court musst aside a challenged agency adiiat is found
to be inter alia, “arbitrary, capricious, an abuse of discretion, or ottsErwt in accordee
with law,” 5 U.S.C. 8§ 706(2)(A); “in excess of statutory jurisdiction, authomtyjimitations, or
short of statutory right,id. 8 706(2JC); or “without observance of procedure required by law,”
id. 8 706(2JD); Otis Elevator Co. v. Sec’y of Lah@62 F.3d 116, 1221 (D.C. Cir. 2014)

(ctting Fabi Constr. Co. v. Sec’y of Lab@70 F.3d 29, 33 (D.C. Cir. 2004))he arbitrary or
capricious provision, under subsection 706(2)(A), “is a catchall, picking upisitative

misconduct not covered byetother more specific paragraphs” of the APXss’nof Data



Processingserv.Orgs, Inc. v. Bdof Governors of FeReserve Sy6ADPSQ, 745 F.2d 677,
683 (D.C. Cir. 1984)Scalia, J).

The scope of review under the “arbiraand capricious standaisl‘highly deferential,”
Am. Trucking Ass’ns, Inc. v. Fed. Mo@arrier Safety Admin724 F.3d 243, 245 (D.C. Cir.
2013) (quotingAm. Wildlands v. Kempthorng&30 F.3d 991, 997 (D.C. Cir. 2008gnvtl. Def.
Fund, Inc. v. Costl&g57 F.2d 275, 283 (D.Cir. 1981) (same), and “narrgwsuch that &
court is not to substitute its judgment for that of the agerlydulang v. Holderl32 S. Ct. 476,
483 (2011) see also Fogo De Chao (Holdings) Inc.v. U.S. Dep’t of Homeland786d-.3d
1127, 1135 (D.CCir. 2014) (same)Agape Church, Inc. v. FGCZ38 F.3d 397, 408 (D.C. Cir.
2013) (same)When“an agency has actedin an area in which it has ‘special expertise,” the court
must be particularly deferential to [the agency’s] determinatioi&ata Lee Cqr. v. Am. Bakers
Ass’n Ret. Plan12 F. Supp. 2d 32, 37 (D.D.C. 2007) (quotBlglg. & Constr. Trades Dep't,
AFL—CIO v. Brock 838 F.2d 1258, 1266 (D.C. Cir. 1988)Y.et, “courts retain &ole, and an
important one, in ensuring that agencies have engaged in reasoned decisichmakehgang
132 S. Ct. at 48384. Simply put, “the agency muskplain why it decided to actas it did.”
Butte County v. Hoges13 F.3d 190, 194 (D.C. Cir. 21

In evaluating agency actions under the “arbitrary and capricious” standard; ‘coust
considerwhether the [agenty] decision was based on a consideration of the relevant faotbrs
whether there has been a clear error of judgmehtdrsh v. OreNatural Res. Counci§90 U.S.
360, 378(1989) (citation and internal quotation marks omittéZijizens to Preserve Overton
Park, Inc.v. Volpe(Overton Parl, 401 U.S. 402, 4161971) overruled on other grounds by
Califano v. Sander€t30 U.S. 99, 10%1977) Blue Ridge Envtl. Def. lagyue v. Nuclear

Regulatory Comm, 716 F.3d 183, 195 (D.C. Cir. 2013)Vhenan agency “fail[s] to provide a



reasoned explanation, or where the record belies the agermclusion, [the court] must undo
its action.” Cty. of Los Angeles v. Shalal92 F.3d 1005, 1021 (D.Cir. 1999) (quoting
BellSouth Corp. v. FCA62 F.3d 1215, 1222 (D.C. Cir. 1999Fe Select Specialty Hosp.
Bloomington, Inc. v. Burwelf57 F.3d 308, 312 (D.C. Cir. 2014) (noting that when “an
agency’s failure to state its reasoning or to adopt an inteligible dedisstandard is . .glaring
. ..we can declare with confidence that the agency action was arbitrary and asipricio
(quoting Checkosky v. SE@3 F.3d 452, 463 (D.C. Cir. 1994))At the very least, the agency
must have reviewed relevant data and articulated a satisfactory explanadiblisasy a
“rational connection between the facts found and the choice m&#e=Am. Trucking Ass’'ns,
Inc.,724 F.3d at 249 (quotin@tate Fam, 463 U.S. at 48 see als&PA v. EME Homer City
Generation, L.P.134 S. Ct. 1584, 1602 (201&olding that agency “retained discretion to alter
its course [under a regulation] provided it gave a reasonable explanation fosddingmerijet
Int’l, Inc. v. Pistole 753 F.3d 1343, 1350 (D.C. Cir. 2014) (‘[A] fundamental requirement of
administrative law is that an agency set forth its reasons for decisiogeatys failure to do so
constitutes arbitrary and capricious agency action.” (ialequotation marks and citation
omitted)). “[Clonclusory statements will not do; an agency’s statemasitloe one of
reasoning” Amerijet Int'l Inc, 753 F.3d at 1350 (internal quotation marks omitted; emphasis in
original).
1. DISCUSSION

The FOIA requets at issue in this lawsuit are somewhat unusual gddimtiffs are
seeking to explore the means by which the CIA@thdr inteligence agencigsaintain secret
information and withhold this information frompublic disclosure Thus the present action

involves numerous FOIA requestened at obtainingagency records related tize processing of
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earlier FOIA requests, as well aslated ltigation involving the defendantAs a result of their
often selfreferential naturegertainof the requests underlying the parties’ remaining disputes
present novel issues that have not been previously addressed in this CircuitsorTdibe
discussionthat follows will address these issues in the following oréest, the plaintiffs’
challenge, setout in Count Two, the CIA’s policy of assessing a fée process MDRequess
is discussed With this lone remaining challenge to a broader policy resohmmhsiderationof
the plaintiffs’ remaining FOIA claims will begin witthe CIA’s argunent that NSC failed to
exhaustadministrative ly the challengeto the CIA’s response to one of the FOIA requests at issue
in CountFour. Next, the sufficiency of the CIA’s search efforts in connection with the FOIA
requests atissue in Counts Seven antt&ixare considered.astly, the plaintiffs’ remaining
challenges to the defendants’ withholdings, in whole or in part, of Finetyecords responsive
to the plaintiffs’ various FOIA requestsediscussed

A. The CIA’'s MDR Fee Sructure (Count Two)

In their amended conigint, the plaintiffs challengéhe CIA’'s MDR Fee Structure on
both procedural and substantive grounds. First, under Qmmthe plaintiffs assert that the
CIA violated the APA in adopting its policy of charging fees to process MigRersts without
complying with the noticendcomment proceduregenerally applicable to federal agency
rulemaking. FAC 11 189. Beyond this alleged procedural error, the plaintftenplain in
CountTwo, thatthe MDR Fee Structure runs contrary to the IOAA and, as a resultjAe C
decision to adopt the policy was “arbitrary, capricious, anabuse oftiiacrer otherwise
contrary to law,” in violation of the APAId. 1 46-50.

After the defendants suceded insecuring thedismisal of the plaintiffs’ procedural

challenge,NSC | 931 F. Supp. 2cat105-12, only theplaintiffs’ challenge tsubstantive
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provisions of the policyemains in disputeseeJoint Summ at 3. Following abrief overview of
the CIA’s historical policy regarding fees charged to process MDR requestgell as the fee
structure currently employed by the agency, the plaintiffs’ remaining ohalleinder the APAis
considered.
1. Overview of the MDR Fee Structure

Established by ExecugvOrder, the MDR Program is an administrative process by which
individuals seekinghe releaseof particularclassifieddocumentsmay, with certain exceptions,
require an agency to reconsider whethersoughtifter documentsrein factproperly
classified 75 Fed. Reg. 707 (Dec. 29, 200%.0. 13526") 8§3.5°> To obtain declassification
review, an MDR requester must submit a request to the agency thatedattsfidocument
providing ‘sufficient specificity to enable the agency to locatgith a reasonable amount of
effort.” Id. 83.5(a)1). Where an agency determines that information no longer meets the
current standards for classification, the agency must declassify aadeadhat information
unless continued withholdingis“otherwiseauthorized and warranted under applicable "lald.
8§ 3.5(c).

In addition to setting out the basic parameters for mandatory declassificaview, E.O.
13526 authorizes theirector ofthe Information Security Oversight Officat the National
Archives and Records Administration (“NARA”) to promulgate regulatienadsist agencies in

implementing the Order. E.O. 1358%.1; see32 C.F.R. 88 2001.&t seq.These implementing

5 This section, titled Mandatory Declassification Revigiprovides: “(a) Except as providedin paragraph
(b) ofthis section, allinformation classified under tnider or predecessor orders shallbe subject to a review for
declassificationby the originating agency ifl) the request for a review describes the document or material
containing the information with sufficient specificityeaable the agency to locate it with a reasonable amount of
effort; (2) the document or material contaimthe information responsive to the request is not awdaiithin an
operationalfile exempted from search and review, publicatimdisclosure under5 U.S.C. 552 in accordance
with law; and(3) the information is not the subject of pending litigati E.O. 13526, § 3.5/5 FRat71718
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regulatims specifically permiagencies, “[ijnregponding to mandatorgeclassification review
requests for elssified records, [tajharge fees imccordance with [the IOAAJr relevant fee
provisions in other applicable statutes.” 32 C.F.R. § 2001.33(e).

The CIA’'s MDR Fee Structurat issue hergrew at of two separate sections of an
Interim Rule promulgated by tH@IA in June 19970 “implement its obligations under the
[FOIA], the Privacy Act, andExecutive Order 12958 (or successor Orderayisions relating to
classification challenges by authorized holders, requests for mandat@gsif@ation review,
and access by historical researcheiSeeFreedom of Information Act; Privacy Act; and
Executive Order 12958; Implementation (“Interim Rule”), 62 FRel. 32,479 (June 16, 1997)
(codified as amnded at 32 C.F.R. 19601, 190#409); see alsd-AC { 20 First, with regard to
FOIA requests, this Interim Rufgrovides that[r]lecords will be furnished without charge or at a
reduced rate whenever the Agency determineser alia, that “it is in the public interest
because it is likelto contribute significantly to the public understanding of the operations or
activities of the United States Government and is not primarily indienercial interest of the
requester.”Seelnterim Rule, 62 FedReg. at 32,483.

To that end, theule delineatesfor fee purposeshree categories of FOIA requesters: (1)
“[clommercial use” requesters, who were to be charged for “the full dicests of searching for,
reviewing, and duplicating respgive records (if any)’(2) “[e]ducational and nenommercial
scientific institution” and “representatives of the news media” requesieo were to be
charged only for “reproduction beyond the first 100 pagesd (3) “[a]ll other” requesters, who
wereto be charged “the full direct cost of searching for and reproducing responsivesréc
any) beyond the first 100 pages of reproduction and the first two hours of searevhich wil

be furnished without chargeld. at 32484. Secondhe InterimRule provided thatMDR
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requestsrhade directly to [the CIA]wil be liable for costs in the sam®art and under the
same conditions” as those set out for FOIA requdstsat 32,496

Consistent with this longstanding interim rulee plaintiffs alleg thatprior to
September 23, 2011, the Clgately if ever chargd fees to process MDR requestS&e~AC |
23 (explaiing that“[o]f the multiple frequent MDR requesters surveyed[thye plaintiffs], none
recalled ever being charged by CIA for MD&juests). On that date, howevethe CIA
publisheda final rule amending its earlier regulations addressing fees chargestess MDR
requests.SeeMandatory Declassification Review (“Final Rule”), 76 FReg. 59,032 (Sept. 23,
2011) (codified at 3Z.F.R.881908 et seq). The Final Rule added 32 C.F.R. § 1908.14, which
sets forthnew provisions governing whether and how fees are assessed for MDR redAgsts.
relevant hergthe new provisions (1) assess reproduction fees for all MDR reguelsiding a
fee of fifty cents per page, $10 per CD, and a minimum fee of $15 per rémuesgiroductions;
and (2) assess search and review fees of between $20 and $72 per hour for edlquENTs,
which are due “even fthe CIA’s] search locates no respgive information or some or all of the
responsive information must be withheld under applicable author$gé&32 C.F.R. § 1908.14;
see alsdAC 1 25.

Since this more recent rule was promulgated,pthiatiffs allege thathe CIA ‘began
responding to DR requests with demands that requesters commit to pay all search, eview
duplication fees at the new fee schedule described in 32 C.F.R. § 190BA&.Y 26.
Specifcally, three of the plaintiffs each submitted one or more MDR requests ©©IA
following promulgation of the Final Rule, and the CIA responded to each requeskiriyy the
requester to commit to pay the fees outlined in 32 C.F.R. § 1908.14 and holdingjutst e

abeyance until such a commitment was giv&ee id 1 2735.
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2. Analysis

The plaintiffs initially asserted three alternative bases for daiidg the MDR Fee
Structure seeFAC 1 4650, but have since abandoned their claims under the IOAA and the
Mandamus ActseePls.” Opp’n Defs.” Mot. Summ J. &upp. Pls.” Cros#ot. Part. Summ. J.
(“Pls.” Opp’n”) at 4, ECF No. 77. Consequently, the discussion that follows ssils only the
plaintiffs’ claim that, because the MDR Fee Structure exceeds the agencyiiyauthder the
IOAA, the CIA’s adoption of the FeeStructurewas “not in accordance with law” and, therefore,
must be set aside under the AP/&eePls.” Opp’n at 4; Defs.” Reply Supp. Renewed Mot.
Summ. J. & Opp'n Pl.’s Crogslot. Part. Summ. J. (“Defs.’&ply”) at 2, ECF No. 84.

Enacted to esure that “each service or thing of value provided by an agency .. .to a
person .. .is ... sedustaining to the extent possible,” the IOAA authorizes federal ageocies t
“prescribe regulations establishing the charge for a service or thing opvadided by the
agency. 31 U.S.C889701(a), (b). Such fees must be “(1) fair; and (2) bas€dépthe costs
to the Government; (B) the value of the service or thing to the recipient; (€) polity or
interest served; and (D) other relevant $actd. 8 9701(b). As the D.C. Circuit has explained,
while the “IOAA itself provides little specific direction on how tesass the propriety of user
fees.. ., the Supreme Court long ago set forth the considerationortnak agency
determinationsto assess fees for Government servic&eafarers Int'lUnion of N. Am. v. U.S.

Coast Guarg81 F.3d 179, 182 (D.C. Cir. 1996).

6 The plaintiffs similarly “do not challenge CIA’s assertiontttine fees charged reflect the costs to the
agency Pls.”Opp’n at 5n.3and thusthe agency’s argument on that saueed not be addresseds forthe

relief requested, the plaintiffs have “retractfed]” thiequests thatthe Court (1) “order CIA to publish on its webs
thatitis no longer charging fees for MDR requests,” and (2) tiatd©ntact requesters who were so chargddl.”
at11-12. The only reliefremaining atissue, as aresult of these retigdti to invalidate the existing feteucture
and enjoin the CIA fromcreating a new &eaucturé'incompatible with this ruling.ld. at 12.
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Most significantly, the Supreme Court has “carefully distinguished beta@ermissible
user fee and an unconstitutionaixt’ 1d. (citing Nat’'| Cable Television Ass’n, Inc. v. United
States415 U.S. 336, 34@11 (1974). Thus, a “user fewil be justified under the IOAA if there
is a sufficient nexus between the agency service for which the fee gedlard the indivicals
who are assessédld. at 1&-83. This general distinctiomotwithstanding, user fees “are valid
so long as the agency levies ‘specific charges for specific servicpsdificsindividuals or
companies,” regardless of whether the “ultimate purpose dtsth&utory] scheme giving rise to
the. . .user fee[] is to benefit the public.id. at 183 (quotingFederal Power Commission v.
New England Power CQNEPCOQ), 415 U.S. 345, 3201974); see also Engine Manufacturers
Asshv. EPA 20 F.3d 11771180 (D.C. Cir. 1994) (If the agency does confer a specific benefit
upon an identifiable beneficiary .. . then it is of no moment that theceanay incidentally
confer a benefit upon the general public as well.”).

Contendingthatmany MDR requests s&e predominately, oevenexclusively, public
interests, the plaintiffs argue that {GéA’s policy of assessing fees afi MDR requesters
necessarily runs afoul of the limitations of the agency’'s authority under . FOThus, the
plaintiffs emphasizeéhatMDR request&nsurethat government activities remaapen and
transparento suggesthat the “ultimate beneficiary” of any MDR requestiis most instances,
the general public. Pls.” Opp’n at &or that reason, the plaintiffs arguie CIA’s policy of
charging fees to process MDR requests cannot be supported under the FOM#er, even

granting that the IOAA does not categorically preclude the agency from ingdessto process

! Beyond their substantive disagreementas to the propgrietation of the IOAA, the parties hotly contest

the degree to whichthe CIA’s interpretation of the staduatitled to deference undghevron, U.S.A., Inc. v. Nat.
Res. Def. Council, Inc467 U.S. 837 (1984), and its progeSedls.’ Opp’n at 45 (contending that the CIA is
entitled to no deference); Defs.’ Reply a2 Since, as discussiedra, the IOAA, by its plain terms, permits the
CIA to assess fees to MDR requesters, the Court needteotihe definitively wheher the agency’s interpretation
is otherwise entitled to deference.
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all MDR request, the plaintiffs suggest that tlagency’s failure to distinguish between
“commercial” and “norcommercial’ requestdn adopting its present MDR fee structure violates
the IOAA’s exception fogovernmentservices conveying primarily public benefi. I1d. at 9-11.
With limited authorityon point, the plaintiffs emphasize the broad public interextlg

underlying the MDR procesas well aglictain certain decisions of the D.C. Cirguib argue
thatthe CIA’s fee policyviolates the IOAA In the end, however, their reliance these
authortties is insufficient to demonstrate that the agency’s fee ragins¢ be rejected as
contrary tathe statute.

First, while theD.C. Circuit has yet to consider whether the IOAA permits agencies to
charge fees to process MDR requethis plaintiffs sggest thathe Circuit has generally drawn a
distinction betweethe production oparticularagency recordand items fowhich anageny
may permissibly chargefee Pls.” Opp’n at 5 Specifically, the plaintiffsrely ondictain
Oglesbw. U.S. Deptof Army; 79 F.3d 1172D.C. Cir. 1996),to argue that the D.C. Circuit has
“already opined . .. on the question of whether or not records released by an agemcefall
the IOAA.” PIs.” Opp'n at 5. In fact, however, tliglesbyCourt’s passing refenee to the
IOAA provides little support for the plaintiffs’ view that the statutehisits charging a fee to
process MDR requests.

Among other issueg)glesbyaddressed a challenge to the NARA's refusairtont a fee
waiver to aFOIA requestr seekingrecords related to a World Wardra German commander.
Oglesby79 F.3d at 1175, 11#87. In generalFOIA authorizes the waiver déées otherwise
required under the statuterfnorcommercial requests that provide general public benSise
5 U.S.C8 552(a)(4)(A)(iiy This general fee provision may be superseded, however, by a

“statute specifically providing for setting the level of fees foripalerr types of records.1d.
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§8552(a)(4)(A)(vi). InOglesbythe D.C. Circuit considered whether a statute authorizing the
NARA to recover all fees associated with reproducing records in egsilen thus permitted
the agency to deny an otherwise v&liQIA fee waiver. Oglesby79 F.3d at 1177. Concluding
thatthe waiver denied was permissible under the superseding NARA stagut@ircuit
contrasted that statute with the IOAA, which Congresdindicated wouldnotsupersede the
general FOIA fee provision.ld. The Circuit explained that, whereas the IOAA’s reference to “a
thing of value” did not describe “particular types of records,” the NARA&applied
specffically to “materials transferredto the Archivist's custodgXemptingit from the general
FOIA fee andwvaiver provisiors. Id. While theOglesy Court thus made clear thite IOAA
does not supplant the fee provisioggverning FOIA requestshis observation has rmearing on
the separate question, presented here, of whether processing an MDR reqties¢ sans
“service or thing of value puaed by the agency” for which an agency may charge a fee under
the IOAA. 31 U.S.C. §§ 9701(a), (b).

With Oglesbyproviding little, if any, guidancethe plaintiffs point instead to more
general D.C. Circuit authority to argue thats axiomatic that the release of government
information is something which primarily benefits the public” and, therefouost fall outside
the scope of the CIA’authority to assess fees underfBAA. Pls.” Opp'n at 6.In so doing,
however the gaintiffs rely principally ona misreading oauthority addressing tHenitations on
an agency’s authority to charge user fees for services that benefit the pulgarticular, the
plaintiffs cite SeafarerdnternationalUnionof North Americav. U.S.CoastGuard 81 F.3d 179
(D.C. Cir. 1996), forthe proposition thaagencies may not charge user fees for services that
provide no “special, private benefit” to the request8eePls.” Opp’n at 67 (quoting Seafarers

Int’l Union, 81 F.3dat 189 n.3(Henderson, J., dissenting in part and concurring in judgment
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(quoting Central & Southern777 F.2d at 73)) Significantly, however, he plaintiffs fd to
note that, in describing the contours of an agency’'sdie&rging authority under the I0AA, they
rely onan interpretation of prior Circuit authority specifically disavowsrthe majority opinion
in Seafarers International

Contraryto the plaintiffs’ suggestignSeafarerdnternationalemphasized that the
existence of a public benefit does notegsarily limit an agency’s authorityo charge feesnder
the I0AA. In reviewing prior IOAAcasesthe SeafarergnternationalCourtlamentedthatthe
Circuit “sometimes faltered in offering reformulations of the [Supreme] CGotest” for
determining viether a particular fee is permissible under the staB#afarers Int'Union, 81
F.3dat183 Specifically, theCircuit explained that these earlier decisitreformulated fhe
applicable Supreme Court preced¢fto require a certain nexus, a threshold level of private
benefit, between the regulatee and the agency before a fee can be assessed agajpienthe reci
of the service.” Id. at 184 (citingElectronic Industries Ass’n v. FG654 F.2d 11091114
(D.C. Cir. ©76)). According to the Circuit, “[tjhe problem with this statement oftétsis that
it suggests that a specific service to an identifiable beneficiary aarilierbasis for a feenlyif
the service confers such a private benefid’ (emphasis iroriginal). Rejecting this
“misguided” interpretation, th8eafarers Internationahajority warnedthat its earlier decisien
“could be misread to mean that an agency must weigh ‘public’ versus ‘privaiefitban
determining whether and in what amotmtcharge fees.'Seafarers It Union, 81 F.3d at 184.
Thedissenting opinion cited by the plaintiffs took issue with the majority’s treatment of these
earlier opinions,arguing instead that the Circuit’'s prior opinions could not reasonably be
interpreted to requiran agency to demonstrate that its services primarily, or exclusivelyfitbene

a particular party in order to charge fees under the I0WAat193-95 (Henderson, J.,
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dissenting in part and concurring in judgmenthus, while the dissenting Judge would have
preserved the “private benefit” language eschewed by the majority,ojpioibns would reject
ary argument that “despite the fact that an agency proddgsecific service to an identifiable

beneficiary, the agency does notfarctconfer a ‘private benefit” justifying the charging of a
user fee.ld. at 193 (Henderson, J., dissenting in part and concurring in judgment).

Consequently the plaintiffs reliance onOAA case law to argue that the agency may not
assess a fee fMDR requestdecause thegonvey no “special, private benefid the requester,
Pls.” Opp’n at 67, is misplaced. As the Seafarers Internationahajority explained,an agency
may assess a fee under the IOAA “so long as the agency levies ‘specific cloarggexcific
services to specific individuals or companiesSeafarers Int'l Union81 F.3d at 183 (quoting
NEPCQ 415 U.S. &8349). Here the parties fiercely dispute whether the benefits stemming from
a particular MDR request flow primarily to the widual requesteefs.” Mem. at Qor are
instead fundamentally public in nature, Pls.” Opp’n at 7. Not disputed, howsetee, fact that,
in processing a particular MDR request, the CIA performs “spesdfivices to [a] specific
individual[] orcompan[y],” namely, the requeste6eafarers Int'l Union81 F.3d at 183
(quoting NEPCQ 415 U.S. 8349).

As the defendants correctly note, Defs.’ Reply at 7, the MDR pracesadlily
distinguishable in this regard from the sepasgttemicdeclassication review processagencies
alsoare required tperformunder E.013526. SeeE.O. 13326 § 3.4 This latter process is an
ongoing responsibility of all agencies maintaining classified matetiadnd is, therefore, not
inked to any particular request from a private pddyreview of specific classified materiaBy

contrast, in processing an MDR request, the CIA reviawsthose recordghe requester has

asked the agency to declassfyd releaseAs such,even where records subject toMBDR
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request are ultimately released more brqaitlly CIA’sreview of these records a ecific
service performeaxpresslyfor theindividual requester. Accordingly, the plaintiffs’ suggestion
that the agency is precluded entirely under the 10w assessing fees in connection with its
processing of MDR requestsiigorrect

Having concluded that the Ci# not categorically barred fromposing fees on MDR
requestersthe Court musturther consider theplaintiffs’ alternative argument that the agg
may not chargeghe same fees to commercial atmh-commercialMDR requesterslike. In
challenging this aspect of the ClAdseseniMDR Fee Structurethe plaintiffs do not dispute that
the fees charged under the current regime coincide with theinst®ed by the CIA to process
an individual MDR request. PIOpp’'n at5 n.3.Nonethelessthe plaintiffs allegethat, by
decoupling MDR fees from fees charged to FOIA requestadghereby ignoringany public
benefitsaccruing fromnoncommercial rqueds, the CIA sought to make it more difficult for
noncommercialrequesters to obtain full review of the CIA’s declassification dessin
response ttheir requests.Pls.” Opp’'n at 911 (explaining that, unlke an agency’s withholding
under FOIA, the CIA’s determinations in response to an MDR request aret<oloje novo
review by thelnteragency Security Classification Advisory Panéiccording to the plaintiffs,
allowing the CIA toavoid de novaeview of its declassification decisioms response to MDR
requestsaising significant public interest in disclosufi@ould be a perversion of the law” and a
direct violation of the IOAA.Id. at 11. The defendants counter that, to théeekthat the
agency’s processing aihMDR request conveys a benefit to the general public, any such benefit
is a consequence of, and entirely dependent on, the original private benefit contbged to
requester. Defs.” Reply at9. Since the plaintiffentify noindependenpublic interest served

by the disclosure of declassified material, the defendants ainguE)AA does not bar the
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recovery of the full cost of processibgth commercial andon-commercialrequests Id. at 9-
10 &n.7.

The Circuit has nevesquarelyaddressethe questiorwhetheran agency must prorate
fees charged to a private party to reflectompanyingpublic benefits. Nevertheless, existing
precedensupports the defendantsdntention thathe plaintiffs’ argumeist on thispoint are
“baseless.”ld. at 9. Asthe defendants correctly note, bef@eafarers Internationathe D.C.
Circuit observed that “whether an agency must allocate a portion of issdeggends not so
much on the magnitude of the benefits to the publicbut rather on the nature of the public
benefits and on their relationship to the private benefits produced by the agdocy &xnt. &
S. Motor Freight Tariff Ass’n, Inc. v. United Statés7 F2d 722, 731(D.C. Cir. 1985). That is
“liif the aserted public benefits are the necessary consequence of the’agaoeigion of the
relevant private benefits, then the public benefits are not independent, augticy would
therefore not need to allocate any costs to the publid.’at 73132 The Seafarers
InternationalCourt furtherexplainedthat “a reviewing court, in deciding whether an agency
may exact a fee in connection with a particular [service], need not mawussgh the relative
public and private interests underlying the [servical,dan instead turn to the relevant statute to
determine the substantive requirements [imposed on the agency in oonmégitt providing the
service]” Seafarers Int'l Union81 F.3d at 185.Taken together, these decisions strongly
suggest that agencies are not required to prorate costs, even in the azsar dkely to amplify
the public benefits of an agency service.

For their partthe plaintiffs offerno support for theicontrarycontention that the I8
must adjust feesharged to MDRequesterso reflect the public interest aims wbn-commercial

fee request See generall?ls.” Opp’n at9—11. In principle, the plaintiffs’ claim that the
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currentfee structure violates the IOAA stems frdneir view that, in order to comply with that
statute, any MDR fee regime must provide some measure of a public tifer@siver like that
provided under & FOIA statutory fee provisionld. at 7 (arguing that, like FOIA, “[o]nce an
agency releases informatian response to an MDR request, that information is automatically
publicly available”). Even assuming that, as a polcy matter, agencies should treat MDR
requests and FOIA requesimilarly, howeverthe plaintiffs point to no statutory or other
provision requiringsuch parity. While both regimes undoubtedly were designed with the
public’s interest in open and transparent government in mind, Congress sawditfimg the
FOIA fee provision to provide relief for nartommercial requests seeking t@dvance
identifiable public interests. By contrast, neither E.O. 13526 nor filenmanting NARA
regulations require agencies to adopt a parallel fee regmdDR requests As a policy matter,
such a regime has much to commend it, but imposing such policy, absent any statutory or
regulatory mandate to do so, is beyond the purview of this Court

Absent such a mandate, the Court is persuaded that the agency’s decision te adopt it
current MDR Fee Structure waset arbitrary or capriciou®r otherwise conairy to law.
Accordingly, the defendants’ request for summary judgment as to Cauns granted, and the
plaintiffs’ request fopartial summary judgmenon this issuas denied

B. Administrative Exhaustion (Count Four)

The CIA asserts thadSChas not exausted its administrative remedies as to request F
201200857 (“Request 837, which is one of two separate FOIA requests underiZiogint
Four. Defs’ Mem. Supp. Defs.” Renewed Mot. Summ. J. (“Defs.” Menat)12, ECF No. 74
According to the CIA, Request 857 was “submitted the day before [the plafiitf] this

lawsuit and was not received until the day the lawsuit was filédl.”"Consequently, irthe
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CIA’s view, NSCfiled suit fewer than twenty days after Request 857 was filed, maksg thi
Court’'sresolution of this claim improperld. at 12-13. The plaintif6 counters that Request 857
was added to the present suit in the FAC, which was filed 21 dayshafietial complaint in
this matter was filed and 2usinessdays after the requewas sibmitted to the CIA. Pls.’
Opp’'n at 1213. Thus, according to the plainsff NSChad constructively exhausted its
remedies as to Request 857 by the time the request was added to tltk suit.

In general, FOIA requeat seeking to challenge an agency’s response to a particular
request must exhaust available administrative remedies before sea&inm federal court.
Citizens for Responsibility & Ethics inadhington v. Fed. Election Comm{CREW, 711 F.3d
180, 18 (D.C. Cir. 2013) see alsdeBrew v. Atwoodr92 F.3d 118, 124 (D.C. Cir. 2015)

(“[B] ecause the FOIA provides for an administrative appeal, ‘the ISCddministrative scheme
favors treating failure to exhaust as a bar to judicial revie(eitihg Hidalgo v. FBl 344 F.3d
1256, 1259 (D.CCir. 2003))). This general exhaustion requirement notwithstandthg, statute
specifies that, once an agency receives a pilepeA request, the agency mustetermine

within 20 days (excepting Saturdays, Sundays,legal public holidays). . . whether to comply
with such request and shall immediately notify the person making such requesh of s
determination and the reasons theréfd¥ U.S.C.8 552(a)(6)(A)(i). As the D.C. Circuit has
explained, the penalty for faiing to abide by this twemtyking-day timeline “is that the
agency cannot rely on the administrative exhaustion requirement to keefro@sgstting into
court.” CREW 711 F.3d at 18%®0.

Here theparties agree that thgaintiffs’ challenge to ta CIA’s response to Request 857
did not appear in the original complainSeeCompl. 1Y 5462, see als®efs.” Mem.at 12—-13

Rather, it appeared only in the Amended Complaatiich wadiled twentytwo business days
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afterNSCoriginally submitted Request 85FAC 11 6366, see alsd’ls.” Opp’nat12
Nonetheless, tile recognizingthat the Amended Complaint whled after the twentday
exhaustion periodthe defendant contends tlitais “immaterial” that the plaintiffs A mended
Complaint replaced entirely its original Complaint and argues insteathéhaelevant question
is whether the claim was exhausteldenthe plaintiff went to court Defs.’ Reply at 10
(emphasis added) (internalterations,quotations and citatins omitted).

In support, the ClAelies onMurthy v. Schafes79 F. Sup. 2d 110, 11415 D.D.C.
2008), but this notinding authorityis readily distinguishable InMurthy, the plaintiff fied suit
in an employment discriminatioraction before theelevant statutory deadline for resolvioge
of his claimsadministratively had expire andspecifically named in the initial Complaint, a
cause of action based upon the unexpired cla#orthy, 579 F. Supp. 2d at 1412. The
plaintiff later amended &iComplaint after the 18@ay period ended, and argued that the
amendment remedied any concern regarding his duty to exhaust available atveinistra
remedies.ld. at 114-15. Concluding thatthe fiing date, not the amendment date, is the
relevant onen assessing his failure to exhgusite Murthy Court dismissed the plaintiff’s
unexhausted claim as not properly before the cddrtat 115.

While bearing certain superficial similarities to the present tisdoe crucial difference
betweerMurthyand the instant matter is thatNfurthythe unexhausted claim was made in the
intial Complaint, which, presumably, would have caused the agency to‘ésasinistrative
review proceduréswith respectto that claim. Defddem. at 10.By contrasthere the
plaintiffs made no allegation regarding Request 85il after thetwenty-businessday statutory
exhaustion periodhad elapsed. Thus, the defendant agency had no basis to presume that the

plaintiff would seek judicial review of its processing of this request poithe conclusion of this
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period, and there Boreason to believe that allowing this claim to proceed will disrupt any
ongoing administrative process.

For this reasorSC has constructively exhatesl its administrative remediesd the
defendants’ request for summary judgment on this issue is deh@ubrdingly, the defendants’
request for summary judgment as to the merits of its withholdings in Countseeefs.’

Mem. at 13 n.7, is addressed belonfra Part 111.D.2.

C. Ade quacy of SearchEfforts

With these preliminary issues resolydide Court turns next to the merits of the plaintiffs’
remaining FOIA challengesAs previously indicated, this discussion begins with a review of the
plaintiffs’ outstanding claims contesting the adequacy of the defendant ajefites to
identify records responsive tbe plaintiffS FOIA requests at issue @ounts Seven and Sedn.

1. Legal Standard

Upon receiving a FOIA request, federal agenciesra@uired to perform more than a
perfunctorysearch” to identify potential responsive recorésicient Coin Collectors Guild v.

U.S. Dept of State641 F.3d 504, 514 (D.C. Cir. 2011Insteadthe agency bears theurden of
demonstrating that itmiade dgood faith effort to conduct a search using methods which can be
reasonably expected to produce the information requesii@®&ccq 795 F.3dat188 (internal
alterations omitted) (quotinyalencia-LucenavlU.S.Coast Guarg180 F.3d 321, 326 (D.C.

Cir. 1999). To meet this burden, the agency nmumonstrate beyond material doubt tist

search was ‘reasonably calculated to uncover all reledmmoiments.” ValencialLucenal80
F.3dat325 (quotingTruitt v. Dep’t ofState 897 F2d 540, 542 (D.C. Cir. 1990)). Atthe
summary judgment stage, an agency may meet this burden by submitmegsarfably detailed

affidavit, setting forth the searoértms and the type of seanprformed, and averring that all
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fles likely to containresponsive materials (if such records exist) were searchadcient Coin
Collectors Guild641 F.3dat514 (quoting Valencia-Lucena180 F.3dat 326. Such an
affidavi must “explain in reasonable detail the scope and method of the search conducted by the
agency.” SeeMorley,508 F.3d at 112{internal alterations omitted)quoting Perry v.
Block,684 F.2d 121, 127 (D.Cir. 1982).
2. Analysis

The plaintifis challengethe adequacy of the defendants’ search for records responsive to
Counts SevenandSixteen each of which addressFOIA requests submitted by NSC to the
CIA.8 The plaintiffs offer differig bases for challenginthe CIA’s search efforts with respect to
these requestd-or this reason, these challengesaddressed separatdiy each counbelow.

a) Count Seven

First, in Count SevenNSC contests the CIA’s response to its requesafgr andall
declarations or affidavits filed by the Director (or tesgnee) of the Central Inteligence
Agency (‘CIA’) in three[prior FOIA] lawsuits wherein the states secrets or execptiviege
was invoked.” Decl. Martha M. Lutz (Apr. 25, 2014) (“Lutz Decl.f)4Q ECF No.74-4.
Seeking summary judgment, the CIA explains that the agency determined Ddfidbenf
General Counsel (“OGC”) “was the only office reasonably likely to maim@acords responsive
to NSC’s FOIA request seeking copies of declarations or affidavits irfiléeteral litigation.”
Id. 145. Thus, to identifypotentially responsive records, OGC stafiiducted a search of its

electronic and hard cogies for any records pertaining to: the executive priviegite secrets

8 The plaintiffs initially challenged the adequacy of theeddants’ search for records pertaining to sixof the
plaintiffs’ claims ,seePIs.’ Opp’n at 13 (challenging search effort€ounts Three, Seven, Ten, Sixteen, Twenty,
and TwentySix), but has now abandoned other challenges not addressséulseePl.’s Surreply Opp’n Defs.’

Mot. (“Pl.’s Surreply™) at 34, ECF No. 89 (abandoning adequacy of search claims fort€0lree, Tenand
Twenty);Joint Summat 3 (indicating that only the plaintiffs’ challenges inubts Seven and Sixteen remain in
dispute). Consequently, summary judgment is grantdwtddfendants as to the adequacy of their search for
records responsiveto the FOIA requests at issue in all cdnets.
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priviege, invoked privileges, ral the party namefer each of the federal court cases NSC
included in its request.ld.  46. Based orthis search, the agency identified tesponsive
records responsive, eight of which have been released in full and two of whicbelgawve
withheld infull. 1d. Y 46; Pls.” Opp’n. at 14.

Arguing that the CIA’s search was inadequate, the plaintiffs notdotinaof the released
documents “explicitly reference[] other responsive records” that maneroduced to NSCld.
Specifically, the plainti§ point tothe following referencedocumentsnot produced to NSC: (1)
a copy of a CIA regulation that was attached to one of the produced affi§avissclassified
affidavit submitted folin camerareview by the Secretary of Deferisea FOIA action ltigated
in the 1970s (3) anadditional classified declarations submitted ifocamerareview in a second
case from the 1980sPIs.’Opp’'n. at15. The plaintiffs further suggest that the agency has yet to
explain why these materials,which the plaintiffs assert are responsive to NSC’s request,ngere
accounted for in the CIA’s response to that requieistat 14-15. Though recognizing that mere
speculation regarding the existence of undiscovered records does not render an sgeraly’s
inadequate, the plaintiffsuggesthat the three purportedly responsive documents they have
identified “satisf[y] the threshold for a finding that th€lA’s] search was inadequateld. at
16.

In response, the agency notes that each of the records identified by thesplaiasff
either produced to NS@ ot responsive tdlSC’s underlying FOIA request. In particular, the
agency’s declarant explains that EA regulation identified by the plaintiffswhich itself is not
an affidavit or decla@on and therefore arguably not responsive to NSC's requasproduced
to NSC along with the responsive affidavit to which it was attachedl. Barha M. Lutz (July

11, 2014) (“Sec. Lutz Decl.”) 1, ECF No. 84.. Indeed, the record produced to N3@ich
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the agency provided to the Cquetearly demonstrates that tregulation at issue was produced
in connection with theesponsiveaffidavit. See id,.Ex. C at 7 (bearing the same internal
tracking number as trefidavit itself). In light of this evidence, the plaintiffs’ effort to cast the
agency'’s prior declarations averring that this documentineasied in its initial productioras
an instanceof the agency’s “lack of canddrPl.’s Surreply Opp’'n Desf.” Mot. (“Pl.’s Surrepl”)
at 4-5, ECF No. 89is somewhat ironic. On the contrary, the evidence submitted by the parties
more readily supports the credibility of the agency’'s description of the rels@arth and
subsequenproduction in response MSC’srequest.

Along similar lines the plaintiffs’ speculation regarding the existence of additional, as
yet undiscovered affidavits or declarations faling within the scope adigessts far too thin a
reed to support its present contention that the agency’'s search veapaied The CIA does not
dispute that two affidavits produced to NSC refer to other declarationaffidalits submitted
by the government in the relevant FOIA actions. Defs.” Mem. at 13. thdteaagency’s
declarant explains that these latter dextlans and affidavits “are not from the Director of
Central Inteligence or his designee, nor are they identified as suchrieldbsed documents.”
Sec. Lutz Decl. 1 12. Given that NSC’s request was explicitlyetimio materialsfiled by the
Director (or hisdesignee) of the Central Inteligence Agency (‘ClAthe agency argues that the
failure toproduce thesether materials in response to NSC’s FOIA request “do[es] not cast
doubt on the adequacy of the CéAsearch.” Def’ Mem. at 13. The plaintiffs counterthat
language describinthese other, unreleasddclarations malsclear that they fell within the
scope of NSC'’s original reques®l.’s Surreplyat 3-4. In particular, the plaintiffs note that the
thenDirector of Central Inteligencexplained in groduceddeclarationthat additionalex parte

declarations werémade available to the Court by Special Agents of the CIA™ amgintained
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pursuant to approptie security procedures at CIA Headquartetd.at 8. (emphasis omitted).
Relying on this languagdhe plaintiffs dismiss as “disingenuousthe CIA’s assertion that the
referenced declarations were nesponsive ttNSC’s FOIA requestid.

To a degee,the parties’ present dispute turns lesgtenadequacy of the CIA’s search
effortsthanon the proper scope of NS€original request. For instancthe language
highlighted by the plaintiffs leaves some ambiguity as to prieparedany otherdeclarations
profferedby the government in the relevant cases. Interpreted broadly, NSC’s request for
declarations “fled by” the Director of Central Inteligence or hisigiee may be understood to
encompass declaratiopsoducediy others that wereonethelesdiled by theseidentified
officials. LaCedra v. Executive Office of U.S. Attorneis F.3d 345, 348 (D.C. Cir. 2003)
(explaining that agencies generally must “construe a FOIA requestyifjeraEven granting
such a broad constructiohowever, the plaintiffs providelittle to suggest thathe agency
conducted amadequatesearch Indeed, the agency’s declarant specifically notes that OCG
“searched its records for declarations asserting the state secretepuviegecutive priviege
or generaly invoking priviege in theamed casesithout limiting such searchésdeclarations
by the Director of Central Inteligence or [his] designee.” Sec. Ddtel. { 12 (emphasis
added). By expanding its search to incladeydeclarationdiled in the cases identified by NSC
that invokedanypriviege to withhold responsive recordde agency effectively mitigated any
remaining ambiguity in its initial interpretation of NSC’s request.

In sum, while the plaintiffs may be correct that the ageltyprovide declarations filed
by the governmenih the cases identified in NSE€FOIA requestthey point to no evidence in
the record showing that any such declaratimeseresponsiveo thatrequest. To the extent that

the plaintiffs now seethese additionatleclarations, they are free to attempt to obtain those

30



records through a secqnuore broadly worded request. In this case, however, the agency has
met its burden of demonstrating that its search for responsive recortieasanably daulated
to uncover all relevant documentsValenciaLucena 180 F.3dat 325 (internal quotations
omitted).
b) Count Sixteen

In Count Sixteen the plaintiffs challenge the CIA’s search efforts in response tdNSC
request for records “pertaining to the s#etools and indices available to the components in the
Director of the Central Inteligence Agency Area (‘DCIA Area’) for dacting searches of their
respective records in response to FOIA requests.” Lutz Decl. h&2. request, NSC
explainedthatit sought both records that describe any such search tools and indiced, a&ss wel
the “actual contents of the indicesfg ], if an index contains T terms that can be used in a
search, then [NSC sought] a list of those 1000 terrs.§ 88. Since his requesteferredo
records maintained by the Director's Area, the agency tasked only thabrditecwith searching
for potentially responsive documentkl. I 92. Specifically, the agency’s declarant explains that
individuals with personal knowlgé of the search tool and indicesdipy Director's Area
searched the Area&dectronic records systems and conducted a manual search for records
potentially responsive to NSC's requetd.  93. These searches yielded two responsive
documents, one afhich was releasetd NSCin redacted form and the other of which was
withheld in ful. 1d. 94.

Contending that the agency has failed to conduct an adequate deapidintiffs
contrastNSC'’s present requegith aseparate, bugimilar, request at issuia one of therelated
case filed by NSC prior to the instant actioBeePls.” Opp’'n at 1925, supranotel (describing

related cases)inthis earlier requestNSCsoughtthe sameategoriesof materials i.e., records
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pertaining to earch terms and indiceBpm the CIA’s Office of Information Management
Services (“IMS”). Nat'l Sec. Counselons. CIA(NSC II), 960 F. Supp. 2d01, 127 (D.D.C.
2013) After the CIA identified only threeresponsive recorgdslSCchalenged the agency’s
searcton the grounds that the agenc¢y) failed toidentify anyresponsivesearch indicesand

(2) declinedentirely tosearch certain agency databases for responsive rettrds.152.
Denying summary judgmenthi$ Court agreedhat theagency’s*vague and conciory”
description ofts searclprovided no assurance that the agency conducted an adequate searchin
response to NSC’s request. Theagency wasafforded an additional opportunityhowever to
explain “what parameters were used to accomplish [its] sea¢clwhether the CIA searched
for the indices themselves or what search terms the CIA used to idestignsé/e records.1d.
at 15153. In response hie CIA more recenthprovided adtional information regarding its
search, as well as further explanation regarding the means by which IsBredrearch their
own records systemfNat'| Sec. Counselors CIA, Nos. CV 11443 11-444, 11445 2016 WL
4621060, at *11 (D.D.C. Sept. B)16) (indicating that ‘the two databases used primarily by
IMS staff to conduct searches of its own records induaither indices nor automated search
tools to identify potentially responsive recddsin light of this more fulsome desgtion, the
Court granted the CIA’s renewed request for summary judgment as to the gdefgtsasearch
efforts in that caseld.

This most recerdecisionnotwithstanding, theequest atissue here sweeps far more
broadly than the requegteviously consideredoy the Court While NSCpreviously sought only
records fromwithin IMS, NSC nowseeksimilar materialfrom theentire Director’'s Areawhich
is comprised omultiple CIA offices—includingIMS—"directly responsible to the Director of

the CIA.” PIs.” Opp’'n a3 (quoting Lutz Decl. I 13)Emphasizing the broader scope of this
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more recent request, the plaintiffs suggest that the agency’s failigeentify moreresponsive
documents demonstratésat the agency failed to conduct an adequate Bekor instancethe
plaintiffs suggesthatpublicly avalable source$dentify at least eighteen different records
systems in fifteen officein the Director’s Area]each of which presumably has search tools and
indices.” Id. at 25. Likewise, te plaintiffs point to numerous declarations filed by the CIA in
this case and othensdicating thatagencypersonnel regularly consider whitdearch tools,
indices, and terms to employ” to identify potentially responsive rectddst 26-21 (emphasis
omitted) (quoting relevant fiings).Supposing that records pertaining tostagearch tools and
indices must be maintained by the larger group of officaptured by NSC’s current requabe
plaintiffs argue that the agencyidentification of only tworesponsive recordsas
presumptively inadequate.Id.

In response, the CIA argues that the plaintiffs, in opposing summary judgmeeit fais
the first time thatNSC intendedhe terms'search tools” and “indicésto “have the same
meaning as used in declarations drafted by CIA attorneys in litigatiBefs.” Reply at 16.So
construed, the defendants’ argue, NSC’s request for all records “pertairtihng gearch tools
and indices available to” each component of the Director’'s Area isttivagigly broad.” Id.

For example, the defendants suggest $iahan interpretationwould requirethe agencyo
produce “standard training and help documents regarding search furfiotigatandard email
programs anaperating systemsgnd on and on, througevery searchable program and system
in morethan a dozen components and subofficesl. at 16-17. Suggesting that such a request
would be unduly burdensome, the agency argues that its interpretation of NR@'st r@s
seeking “records describing genigrdnow components in the Director’'s Area search their

records” was reasonabléd. at 17 (citing Sec. Lutz Decl.  18). The plaintiffs contest this
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characterization and argue thaven construeliberally, NSC’spresent request would be no
more burder@me that other searchi® agency has conductedresponse to similarly broad
FOIA requests.d.

Setting aside the parties’ dispute regardinglikely burden imposed by theearch
envisioned by the plaintiffsthe CIA has failed to demonstrate thtatonducted an adequate
search undeevenits preferrednterpretationof the plaintiff’s initial request Indeed, the
description offered by the agency is markedly similar to the initial géear provided by the
agency, and rejected by this Count,cionnectionwvith NSC’s narrower requesoirf search
materials used by IMS. There, as hd¢ine,ageng's declarantaverred simplythat personnel
responsible for conducting searchéthin the relevant agency componentviewed their own
records to attempt to identify documents responsive to NSC’s current reGoagpareNSC I,
960 F. Supp. 2dt151 Eexplaining that the CIA’s declarant in that case explained that NSC’s
requestwas sent to IMS professionals who had personal knowledge of what searchntbols a
indices were available and personally used by IMS personnel to searcedM8sr systems
because they themselves use the searchtools and indices references ie$tie anduhat
those employee%electronicaly searched the IMS records system as well as manualy searched
for independently known records that weregpmsive to Plaintiffs request”)Sec. Lutz Decl.
18 (averring that NSC'’s present request was assigned to “Information Manggeeatinology
Officers assigned to the Director’'s Areavho had personal knowledge of how Director's Area
records systems are searched because they themselves search Director’'s Asesyseand”
and that these employees “searched electronically for responsive docanenignually
searched for independentknown responsive documents”Thus, in both instances, the agency

provided little information regarding “what parameters were used to acconiples search,e.,
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whether the CIA searched for the indices themsedveshat search terms the CIA uded
identify responsive recordsNSC I 960 F. Supp. 2d at 152Nhile the agency has more
recently supplemented its initial declarationghe related caseith a more detailed description
of its search for responsMMS records, the agency has thus far offered no such clarification
here. This lack of specificity is particularly problematic given thgagent disepancies
between the ultimate returns from each of these refsatchesFor instancethe agency has
provided no explanation for the fabat NSC’s original request, which sought search materials
from IMS—a subcomponent of the Director's Aregielded more results than NSC’s present,
more broadly framed request for such materials from the @itieetors Area. CompareNSC
II,960 F. Supp. 2d at 127 (indicating that the CIA’s search within IMS gligliee documents)
with Lutz Decl. 94 (indicating that agency’'s search of the entire Diractoga yielded ol
two documents).

In sum, the agency has failed to demonstrate that its search in responsgstond®
broadly framed request was reasonably designed to identify responsive re@adk of the
components comprising the Director’'s Areaccordingly, the defendants’ reggst for summary
judgmenton Count Sixteen with respectttee adequacy of the CIA’s search is denied.

* * *

To summarize, summary judgment is granted to the CIA on Count S@desteniecn
Count Sixteen withregardto the adequacy of the CIA’s seardNith respect to Count Sixteen,
however, further explication by the CIA may demonstrate that the searcihdeasl, adequate,
such that summary judgment for the CIA is appropriate. Consequin@kZIA is provided an
opportunity to supplement its initiadeclarations as to its search for documents responsive to the

plaintiffs’ request.
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D. Remaining Challenged Withholdings

With the plaintiffs’ challenges to the CIA’s search efforts resoleedsideration of the
pending motions concludes with a reviefmhe parties’ remaining disputes regarding the
defendants’ responses to twelve FOIA requests submitted to either tlwe OIDNI. First, in
Count Eleventhe plaintiffs challenge theCIA’s refusal toconfirm or deny the existence of
recordsresponsive ttNSC’srequest for records related to the destruction of the CIA’s office at
the World Trade Center on September 11, 2@Bé&yond this blanket deniathe plaintiffs
contest the defendantw/ithholding, in full or in part, ohinety-five documentsresponsive téen
of the plaintiffs’ FOIA requestsCombined Vaughnindex atl-17. Specifically, the plaintiffs
challenge the defendants’ withholdings unBisemptions 1, 3, and@ materials responsive to
therequests at issue in Counts Four, Sev@htENine, Ten, Sixteen, Seventeen, Twenty,
Twenty-One, and Twentfhree 1d. In many instances, the defendants invaketiple
exemptionsto justify their withholdings in response to these requests

To faciltate review of these remaining challengiade discussion that follows addresses
the challenged withholdings in order, beginning with @a’s refusal to confirm or deny the
existence of records responsive to the FOIA request atissue in Count Blevesil as the
ODNI’s completewithholding of two documents in Count Twenfjhree,under Exemption 1
andE.O. 13526° Next, theCIA’s decision tawvithhold all or part ofninety-two documents
pursuant tdExemption 3 and eithehe Central Inteligence Agency Act (“CIA Actp U.S.C.

8 3507 orthe National Searity Act, 50 U.S.C. § 3024(i)is considered.Finally, the CIA’s

° The CIA also relies on Exemption 1 to support its withhgslin Counts Seven, Eight, Nine, and Ten, and
Twenty-One, with the plaintiffs contesting each of numerous s uttaidings on both procedural and substantive
grounds. Combinedaughnindexat 216; Pls.’ Opp’n at 4346; Pls.’ Surreply at H14. Since the Court

ultimately resoles the parties’ substantive disputes with respect to thesels in the context of Exemption 3, the
Court need notconsiderthe procedural issues raised blathif in challenging the agency’s alternative basis fo
withholding theserecords in fur in part.
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withholding ofportions of one document responsive to the FOIA request at issue in Count
Twenty, pursuant to deliberative process priviege and Exemptias réviewed.
1. Exempton 1

Under FOIA Exemption 1, records that were “[s]pecifically authoraeder criteria
established by an Executive order to be kept secretin the interest of ndéémase or foreign
policy and. . .are in fact properly classified pursuant to such Executive order” maythieeidi
from disclosure. 5 U.S.C. 8§ 552(b)(1). Thus, to withholdrméaion under Exemption 1, an
agencymust show that the information has been classified in compliance witfatsfication
procedues set forth in the applicable Executived€r and that dy information conforming to
that Order’s substantive criteria for classification has been withh8lde ACLU v. U.S. Dep’t of
Justice640 F.App'x 9, 10-11 (D.C. Cir. 2018 Judicial Watch715 F.3d at 941 (discussing
“substantive and procedural criteria for classification’g¢sar v. Dep’t of Justic&36 F2d 472,
483 (D.C. Cir. 1980) {To be classified properly, a document must be classified in accordance
with the procedral criteria of the governing Executive Order as well as its substatetims.”).
“[S]ubstantial weight [is accorded] to an agency’s affidavit concerningléteils of the
classified status of . . . disputed record[s]” “[b]ecause coaxtk the exprtise necessary to
seconeguess . . . agency opinions in the typical national security FOIA ca&€L'U, 640 F.
App’x at 11 (quotingACLU, 628 F.3d at 619) (internal quotation marks and citations omitted,;
third and fourth alterations in original).

Here, thedefendantassert that information withheld under Exemption 1 is properly
classified under either 8§ 1.4(b) or § 1.4(coD. 13526, which protedtom disclosure “foreign
government information” and information concerningieligence activies (including covert

action), or inteligence sources or methods.” E.O. 13826.4(b), (c)Lutz Decl. 1152, Decl.
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Jennifer L. Hudson (June 27, 2013) (“Hudson Decl.”) 1 35, ECF N8. Beyond withholding
particular records in whole or in pattis Orderpermits agenciesesponding to a FOIA request
to “refuse to confirm or deny the existence or nonexistence of requested reberds/er the
fact of their existence or nonexistence is itself classified undeotter or its predecessors.”
E.O. 1358 §3.6(a). Such a response is referreid tthe FOIA contexas a Glomar
responseg.10
a) Count Eleven—CIA Glomar Response

Count Eleven centers on N&CQequesfor all CIA records‘documenting any lossf
records from the destruction of the CIA offite7 World Trade Cente¢"WTC”) on 11
September 2001."FAC 1 109. Two weeks aftereceivingthis request, theCIA issued its final
response to NSC, which statedrelevant part;in accordance with section 3.6(a) of Executive
Order 13526, the Clgan reither confirm nor deny the existence or nonexistenaeaafrds
responsive to your requesthe fact of the existena® nonexistence of requested records is
currently and properhclassified. . .. Therefore, your request is denied pursudr®ta
exenptions (b)(1) and (b)(3).Lutz Decl. § 66. In other words, the agency denied NSC’s

request and issuedGomarresponse, pursuatd FOIA Exemptions 1 and 3.

10 Glomarresponses are “named for the Hughes Glomar Explorerpaisiadin a classified CIA project ‘to
raise a sunken Soviet submarine fromthe floor of the PacifiafOwerecover the missiles, codes, and
communications equipment onboard for analysis by UnitatSmilitary and intelligence expertdRdth v. U.S.
Dep't of Justice642 F.3d 1161, 1171 (D.Cir. 2011)(quotingPhillippi v. CIA 655 F.2d 1325, 1327 (D.Cir.
1981)). Inthe 1986 Freedom of Information Reform Act, Casgrcodified in §.S.C.§ 552(c)the use of
aGlomarresponse for the following three limited categories of agewords: (1) law enforcement records
describedirb U.S.C.8 552(b)(7)(A), which if disclosed could reasonably lpeexed to interfere witbnforcement
proceedings; (2) informant records; and (3) certain clas séisatds maintained by the FBlub L. No. 99-570,

§8 180104 (1986);seeb U.S.C. § 552(cffor these excluded categories ofrecords, allowing agdiciegat the
records asat subject to the requirements of this sectios€g als@enavides v. Drug Enft Admijre76 F.2d 751,
752-53 (D.C.Cir. 1992)(per curiam) (construing the phrase “not subject to the reneirts of this section” to
“permit a Glomarization where the infoation’s status has not been officially confirmed, butto pernaityesis
under other exemptions like that afforded any other dosusaeight under FOIA, where the status has beenso
confirmed”).
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The plaintifis challenge this response on both procedural and substantive grétinsds.
procedurally, the plaintiffs contenthatthe fact thatecords responsive to NSC’s FOIA request
do or do not existwhich the plaintiffs describe as th@lbmarfact,” has not itself been properly
classified and, as a result, the CIA may not rely on FEXAnption 1 to withholdthis
information PIs.” Opp’n at 4#51. Second, substantively, the plaintiffs argue that, because the
existence of the CIA'SWTC office has been reported by varidosa, theagency cannot now
assert that the existence of thafogffremains classified.ld. at 51-53.

Turning first to the plaintiffs’ procedural objection, this Cdumisconsidered and
rejected this exact argumenthhobley v. CIA924 F. Supp. 2d 24, 47 (D.D.C. 2018)f’d on
other grounds806 F.3d 568 (D.C. Ci2015) There, as here, the FOIA applicant argued that
the CIA’'sGlomarresponse was proceduralinsoundwhere the agency failed to show that it
followed thenecessary stefis assertinghatthe existencer nonexistencef records responsive
to the plantiff's FOIA requestwasclassified. Id. at 47. In both instances, the perceived
procedural flaw was the agencyailire to establish either the date on which this information
was determined to beassifiedor the duration of this classificationld. at 48; Pls.” Opp'n a47.
While noting that this view finds some support in the text of E.O. 13@2hley, 924 F. Supp.
2d at47, the Court inMobleyultimately relied on the DC. Circuit's interpretation of the
identical provision in gredecessor Exetive Order tchold that “if the agency affidavit
plausibly explains the danger of the expected damage to national security or felaigns
from confirming or @énying the existence of recordse existence of recor@®el nonis properly
classified uder Executive Ordet2958 and justifies the Agency’s invocation of Exemption 1,
id. at 50 (internal quotations and alterations omitted) (quatémdf v. CA, 473 F.3d 370, 376

(D.C. Cir. 2007).
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While the plaintiffs acknowledge that the Court has alrébdsoughly considered and
rejected this argument, they offer an additional affidavit from a purpoetggkft withess on the
meaning of [E.O. 13526] and classification policy” to bolster taegument that the Court
should revisit itsearlierholding Pls.” Opp’n at 47 n.38! This additional evidencaside the
plaintiffs’ rehashed arguments provide no basis for reconsidém@g ourt’s prior resolution of
this issue As before, recognizing the fundamental difference betwé&daraarresponse and
other classified information, as well as longstanding principle t@dAFloes not require
agencies to create records in response to FOIA reqtiesiS)A is not required to establish a
declassification timeline in order to “properly classiffy]Géomarfact under Executive Order
13526. AccordMobley, 924 F. Supp. 2d at 4RAs such, the agency followed the proper
procedures in declining to confirm or deny the existence of agency records resppiNS€’s
FOIA request.

The plaintiffs’ substantive objection to the CIAHomarrests on their contention that,
because the existence of the CIA’s WTC office has been reported by the neavanebdi
acknowledgedn official materials prepared by two other agenciee CIA cannot now assert
that the existence dhfis office remains properly classified. Pls.” Opp'n at&. In support,
the plaintiffs correctly note that, where classified informatiors theen officially acknowledged,
“its disclosure may be compelled even over an agency’s otherwise valid exeatgitn.” Pls.’
Opp’'n at 51 (citing authoritigs With this in mind, the plaintiffshighlight two news articles,

each published soon after the September 11, 2001 attacks, describing theiate sif tiod

1 Setting aside the questionable tactic of offering apéebwitness” to opine on the proper interpretation of

an Executive OrdeseeBurkhart v. Washington Metro. Area Transit Auii2 F.3d 1207, 1213 (D.C. Cir. 1997)
(“Each murtroomcomes equipped withiegal expert,called a judgel.]"), the legabinions offered by the
plaintiffs’ withess—who, despite his notable experience and qualifications, ismattorneyseePls.’ Opp’n, Ex |
at 4, ECF No. 725—essentially parrot those advanced by the plaintiffs $telras.
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CIA’'s WTC office and agency efforts to recover retsopreviously stored at that officéd. at
51-52. According to the plaintiffs, the publication of these two articles intshacession
suggests that the information reported therein was officially discits#w articles’ authorsld.
at 52. Alomg similar lines the plaintiffs point taecent reportprepared by th&lational Institute
of Standards and Technologyd the Federal Emergency Management Agency recognizing this
office as evidence th#ttese agencies “presumably” consulted with the @lAannection with
this disclosure.Id.

The plaintiffs concedehat, in order to be officially acknowledged, informationust
“have been made public through an official and documented disclosdrégiting Fitzgibbon v.
CIA, 911F.2d 755, 765 (D.C. Cir1990)) and that disclosure byne agency does not preclude
anotheragency from withholdingthat information as classifiedq.; seeFrugone v. CIA169
F.3d 772, 774 (D.C. Cir. 1999)[W] e do not deem ‘official a disclosure made by someone
other than the agency from which the information is being soughtithetheless, while
pointing to no official, documented disclosuray theCIA of the existence of a WTC officeghe
plaintiffs rely on these cited materials to sugghst “[flor [the] CIA to maintén that the
existence of this office is stil properly classified is to straédaiity to the breaking point.”
Pls.” Opp’n at 5253.

The plaintiffs’ incredulity notwithstanding, thesuggestionthatthe CIA has officidy
acknowledged thexistence of &VTC office rests entirely ortheir ownspeculation as teteps
“presumablyytaken by theagencyin connection with priodisclosureof this information by
others Id. at 52(emphasis added). Moreoveontrary to the plaintiffs’ view thathe CIA has
failed  refutesuchspeculation, Pls.” Surreply at ltthe agency’'s declarant explicitly avers that

the “CIA has not officially acknowledged the existence or@xistence of a clandestine CIA
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office atthe location at issue in [NSC’'s FOIl&uest.” Sec. Lutz Decl. § 3G ut simply,
confronted with the agency’s explicit disavowal of any formal disclosure, dingiffg’ reliance
on stray references iour documents prepared by sources outside the agency over the course of
thirteen yearssi insufficient to demonstrate that the agencyihdactofficially disclosed
information it now seeks to withhold.

Corsequently, summary judgmeist granted to the defendants as to the CIA’s issuance of
aGlomarresponse irfCount Eleven

b) Count Twenty-Three —ODNI Exemption 1 Withholdings

Beyond challenging the agency’s use @lamarresponse in Count Eleven, the
plaintiffs’ contest theDDNI's withholding, under Exemption, bf two documents responsive to
the FOIA request atissum Count TwentyThree. CombinedVaughnindex at 18 Count
TwentyThree stems from NSC’s submission adFOIA request to ODNI seekiradl records
“describing, discussing, implementing, or authorizing delegations or autboszanade by the
ODNI to othergovernment agencies that allow thésrtake independent action farétect
inteligence sources and methogstsuant tgthe National SecurityAct].” Hudson Decl. § 17
In connection with this request ODNI identified seventeen responsive docuifieentsf which
were initially produced to NSC in ful, and thirteen of which were withhefull. Id. { 19.
Upon rereview,the agencyater release three of the records originallwithheld in full in
redacted formto NSC 1d. T 22.

Of the remainingwithheld documents,fie areclassified interna[Staff Summary Forms
(“SSF$)], which are internal forms used withihe ODNI to properly and thoroughly document
staff actions andecommendations for senior officidlsld. §37. Such documents “are ute

when ODNI staff is seeking approval of a particular action, signaturedoouanent, or for
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purely informational purposes.id. In particular, the SSFs withheld here “provided the DNI
with information about the relevant cases and requested that thauihgtize other
[inteligencqg agencies to rely on the National Security Actto protect sources and methods
information in certain records in various types of cases including a cadidlma criminal
prosecution, and FOIA casesld. According to ODN's declarant, “[a]cknowledging the
involvement of one or morgnteligence] agencies in these cases would compromise specific
sourcesinteligence interests and metisimplicated in the underlying litigation.’ld. This
information is thus classifiedsSECRET, with the agency’s declarant explaining that its
disclosure “could reasonably be expected to cause serious damage to natiarigl’séd.

The plaintiffs limit their challenge to ODNI’'s withholdings in Count Twgfithree to
SSFs pertaining to FOIA cases, Pls.” Opp’n at 42 n.36, of which the finabiuhVaughn
Index indicates there are twageCombinedVaughnindex at 1#18. Contending tht the
agency’s submissioniack sufficient “evidentiary support” to meet the agency’s burden of
justifying its withholding, the plaintiffsarguethat the agency’s declarant offers lvasis for
concluding that the SSFs at issue here were propeitiztheld in full Pls.”’Opp’n at 53.
Specifically, the plaintiffs suggest that, even crediting the agsdhat an agency’s involvement
in a particular FOIA action is properly classified, “that . . . dogsmean that there is no
segregable information in the documents in questidtis.” Surreply at 14. For instance, the
plaintiffs proposeredacting any case names, such that the redactedv®8H “simply reveal
that certain agenciesese involved in an unknown cased. Alternatively, ‘releasing
everything except the names of the agencies would simply reveal that unknown agereies

involved in a particular caseld. Ineither event, the plaintiffs argue, the released materials
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would avoid any risk of egknowledging the involvemenrd particular agency in identifiable FOIA
actiors. Id.

The plaintiffs raisd the possibility of releasing purportedly segregable material in the
SSFs only in their SurrephgeegenerallyPls.” Opp’n,leaving the defendantsvith little
opportunity to respond directly to the plaintiffs’ proposed couhseany event, however, the
agency’s declarant avers that, based orfliherby-line” review of the withheld SSFs, “[n]o
nonexempt information is reasonably segregable from the documents, and no othettioxiorma
about these documents can be providedherpublic record.”Decl. Jennifer Hudson (June 27,
2014) (‘Sec. Hudson De¢) 1113 20 ECF No. 842. The agency's declarant elsewhere
explains that the withheld SSFs “provided background and rationale behind [epegtrer
the DNI's approval [toely on the National Security Actto protect inteligence activitg&sjrces
and methodshnd provide a section thaentified which offices concurred with the
recommendation.”ld. { 17. Given that the withheld records would, by their very naturdydec
a detailed description of the neguof a particular FOIA action anlde national security interests
at play in each underlying FOIA request, it not ilogiceht any norexempt information
included in these documents would not be reasonably sefgredalparticular, there is little
reason to believe that the simple removal of case names or infornuiatifying the agencies
involved in a particular caseould sufficiently protect the importamteligence interests and
methods described by the ODNI’'s declarafhally, theODNI's assurances in this regard are
bolstered by the agency’s decision, afteragiew of the records identified in its initial search to
partially release three additiah records that were previously withhetfdfull. Hudson Declf
29; accordLooks Filmproduktionen GmbH €IA, No. CV 141163 (BAH), 2016 WL 4186652,

at *15 (D.D.C. Aug. 5, 2016).
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For these reasons, the defendants’ request for summary judgment dslte OD
withholdings in connection with Count Twentyreeis granted.Since the Court determines
that the disputed SSFs may be withheld in dotlerExemption 1the Court need not consider
whether, as the agency suggests, these materials are exempsélosuit under either the
attorney/client or the deliberative process priviege.

* * *

In sum, summary judgment is granted to the defendants with respect to tiseusd/Aof a
Glomarresponse in Count Eleven. Likewise, summary judgment is granteddeféhants
with respect t@DNI's withholdings in Count Twentfhree.

2. Exemption 3

The plaintifis continue to challengeh¢ complete or partialvithholding under FOIA
Exemption 3of ninetytwo responsivarecords by the CIASeeloint Summat 3; Combined
Vaughnindexat }-17. These withheld recordsreresponsive to the FOIA requests at issue in
CountsFour, SevepnEight, Nine, Ten, Sixteen, Seventeen, Twenty, and Tw@nty. See
CombinedVaughnindexat 2-17. Following a brief summary of #hlegal principles underlying
the Court’s reviewthesechallenged withholdings are addresbetbw.

As relevant here, Exemption &pplies to matters “specifically exempted from disclosure
by statute . .if that statute” either (1) “requires that the tead be withheld from the public in
such a manner as to leave no discretion on the issue,” or (2) “establistadapantiteria for
withholding or refers to particular types of matters to be withhe®iges U.S.C. § 552(b)(3).
The D.C. Circuit has giained that “Exemption 3 differs from other FOIA exemptions in that its
applicabilty depends less on the detailed factual contents of specific elatsyirthe sole issue

for decision is the existence of a relevant statute and the inclusion ofldvithiagerial within the
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statute’s coverage.Morley v. CIA 508 F.3d 1108, 1126 (D.C. Cir. 2007) (quotiAgs'n of
Retired Rail Road Workers v. U.S. Rail Road Retirement B8a@d-.2d 331, 336 (D.C. Cir.
1987)).

Ten of theplaintiffs’ remaining Exemption 3 challenges stem from the agency’s
withholdings pursuant t8ection 6 of theClA Act, 50 U.S.C. 8§ 3507while the remaining
eighty-two challenged withholdings arismder the National Security Act, 50 U.S.C. § 3024(i).
SeeCombinedVaughnindex at £17. The Supreme Court has held, and the planiifonot
contest, that both of these statuies “withholding statutes” for the purposes of Exemption 3.
Davy v. CIA357 F. Supp. 2d 76, 86 (D.D.C. 20Qdfing CIA v. Sims471 U.S. 1541985). In
the plaintifs’ view, however, the agency improperly withheld certain information that is
protected by neither statut@ls.’s Opp’n at 42.The challenged withholdings under each statute
are discussed in turn below.

a) CIA Act

The plaintiffs challenge the CIA’s withholdings under the CIA Act in ten records
responsive to the FOIA requests at issu€ounts Four, Sixteen, and Seventeen. Combined
Vaughnindex at 1, 1617.12 Section 6 of the CIA Act provides that the CIA “shall be exempted
from the . . . provisions of any other law which redgitehe publication or disclosure of the
organization, functions, names, official titles, salaries, orbeusof ersonnel employed by” the

agercy. 50 U.S.C. § 3507.

12 The exact number of recazdtillatissue is somewhatunclear. The plaintiffs’ Opposition indicatethéh

plaintiffs continueto challenge withholdings in elevesonels, Pls.” Opp’n at 58, but identifies, at turns, ninermr te
such documentspmpareidat 42 (indicating thitCIA Doc. Nos 47, 221322, 224-25, 245, and 55%8” remain

in disputewithid.at 58 (listing, as documents in dispute, “Doc. Nos. 4%221224-25, 245 . .. ,555 . .., and
557-58"). In any event, the fin&aughrindexprovided by the parties includes ten documentsfahihe
agency's CIA Actwithholdings remain in dispute, Combifedghrindexat 1, 1617, and the Court will thus
considerthe agency’'s withholdings under the CIA Act in editiese records.
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In a separate action involving NSthe Court rejected the CIA’s broad interpretation of
this language to conclude that the CIA nmay presumptively withhold pursuamt this section
information that falls into six categories, namely, “(1) internalplatas utiized bythe CIA in
taskingFOIA requests; (2) internal rules, policies and procedures governing [pro¢assing
including classification, referrals, coordinations, and fees; (3n@ag#nal information
revealing CIA’s internal system of decentralized information managerf@rternal
information concerning ways in which CIA is able to store and retrieve iafam (5)
information about the CIA’s core functions, including inteligence aetyitinteligence sources
and methods, and the collection, analysis, and disseminattioreign inteligence; and (6)
recommendations from FOIA analysts and attorneys about how requests should be
administatively processed and routedNISC I 960 F. Supp. 2dt 184-85 (citations omitted).
This interpretation has since been explicitijopted by at least two other Judges on this Court.
Sack vCIA, 53 F. Supp. 3d 154, 1680 (D.D.C. 2014)Whitaker vCIA, 31 F. Supp. 3d 23, 34
(D.D.C. 2014) aff'd on other grounddVhitaker v. United States Dep't State2016 U.S. App.
LEXIS 1086 (DC. Cir. Jan. 21, 2016)

Following this decisionat the request of the partieeeJoint Mot. Stay Briefing, ECF
No. 68, bridéing in this action was staydd permit the CIA tae+eview each of its withholdings
under the CIA Act Min. Order, dated Aug. 23, 2013. As a result of thisendew, the agency
released additional material to the plaintiffseviously withheld under the CIA Actand
Exemption 3 Defs.” Mem. at 34. Thus, the CIA reports that it has now withibelder the CIA
Actonly informatin faling into one of four categories: “1) the names and other personal
identifying information of CIA employees; 2) official titles; 3) the origation of personnel,

including the names of internal offices and buildings; and 4) information digrlesngoyees’
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duties or functions, including functions related to the protection of inteligesmurces and
methods; anghternal CIA organizational information (including file paths for CIA coraput
systems). Id. at 34-35; Lutz Decl. § 175.

Nonetheless, detp being provided an opportunity to comply with this Court’s prior
holding, the CIA acknowledges that certain information still withhieldhis caséfalls within
categories (3) and (4) of the Court’'s August 2013 opinion for which the Court waisalkibptt
any justification could be provided.” Defdéfem. at37. With respectto this information, the
CIA explains that it “respectfully disagrees with this Court’'s” ptetation of the CIA Act.id.

Undersandably frustrated with the ClAistransigene, the plaintiffs note that, had the
agency objected to this holding, it had numerous avenues to seek review or reatmrsioér
that holding or to otherwise withhold the soughter material. Pls.” Opp’'n at 57Thus, while
the plaintiffs concede th#éthte agency has properly withhéidames, email address, office
locations, URLs, and the like,” they continue to contest the withholding of infiorma
qgualfying as brganizational information revealing CIA’s internal system of deaézed
information nanagement” orifiternal information concerning ways in which CIA is able to
store and retrieve information.’ld. Specifically, the plaintiffs object to the withholding of an
“internal reference code” in Doc. No7 4Count Four), “classification block[s]” in Doc. Nos.
221, 222, 224, 225, and 245 (Count Four), and information regarding “internal databases and
how personnel use those databases” in Doc. Nos. 555 and 556 (Count Sixteen) and 557 and 558
(Count Seventeen)ld. at 58. Each of these objections is addressed in turn.

First, with respect to the internal reference code redacted from Dod7Nbe agency
explains thatthis code'is a series of letters and numbers for an internal tasking that, if

aggregated wh other such codes would expatetails of CIA’s organization and functiahs

48



Defs.” Reply at 33emphasis added)As the agency correctly suggests, withholding of such
material under the CIA Act rurdirectly counter tahis Court’s prior holdingin NSC II. There,

the Courtnotedthatthethrust of the D.C. Circuit'dmited guidance as tthe scope of the CIA
Actis that § 6, “standing alone, only protectddrmation on the ClAs pasonnel and internal
structure,’such as the names of personnel tittes and salaries of personnel, or how personnel
are organized within the CIA.NSC Il 960 F. Supp. 2dt 15 (internal citation omitted). As
such the Courtexplicitly rejected the CIA’s withholdingsupported by essentialy the same
language deployed by the agency to justify its withholdings Heee.id(denying summary
judgment where the CIA sougtd withhold material in order to “protect[] from disclosu
information about the [CIA]' ®rganizatbn and functions” (quotinddefs. Reply in Supp. Mot.
Summ J.on Counts 1, 2, 3, 5, 6, 7, 8, 9, 10, arat ¥3 No. 13445, ECF No. 3p As the Court
explained, “the plain text of the statute limits protection from disodoonly to the functions and
organization pertaining to or about personnelot to all information that relates to such
functions and organizatidn.ld. (internal citation omitted).Consistent with this interpretation,
because¢he ClArefers onlyto theagency’sorganization and funains in justifying its
withholdings, with no suggestion that the information withhelertains to ois otherwiseabout
CIA personnelthe defendantsequest for summary judgment as to its withholdings in Doc. No.
47 is denied.

With regard tahe redacted classification blocks, the CIA’s declarant explainghibsg
blocks “contain[] information required by Section 1.6(a) of E.O. 13526,” withcteda
information withheld to “protect employadentification numbers used to identify CIA personnel
andinformation on how CIA personnel treat classified informatiomd protect inteligence

sources and methods, a core functiorfCI& personnel. Lutz Decl. 1184 n.20. According to
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the agency’s declarant, in addition to identifying information of CIA persotimede blocks

include ‘information regarding how CIA personnel treat classifigdrmation and protect
inteligence sources and metfgld’ including the tise of classification derivatives and how

CIA personnehlpply these derivatives to specific informati Sec. Lutz Decl. { 3Defs.’

Reply at 33 The agency advances similar arguments in favor of its withholding of informati
addressing internal agency datalsas®l how those databases are used by CIA persoBeel.

Lutz Decl. 1 3dexplaining thathe withheld material includes “references to internal databases,
how personnel use those databases, and how personnel operate internal contpaist)sys
Defs.”’Reply at 33.

At first blush these descriptions provide some indication that the withh&ddration in
these documents falls within the ambit of the CIA A&t.a minimum in contrast to the
reference code withholdings assessed above, the agency at leatb ijersy personnel in
seeking to justify its wiholdings in these documents. dgpcloser inspection, however, the
agency'’s cursory references to “CIA personnel” are insufficient to cotheewithheldmaterial
into information pertaining to or about personnel that would be properly exempt gclosdie
under the CIA Act.Indeedthe agency’s declarant makes clear that the withheld material
“reveals ways in which CIA computer records systaresconfigured, how these systems are
accessed and organizeathd how Agency personnel classify and restrict accesasitive
national secuty information” Lutz Decl. § 184. Seeking, albeit begrudgingly, to draw a “direct
nexusto CIA personnel,” the agency’s declarant explains ttmt CIA’s computer and
recordkeeping systems are an integaait of the regular duties of £employeesand the
protection of the sensitive information in these systems (and withicCthemore broadly) are

one of the core functions of Clgersonnel. Id. As before, howevemwhile “[ijt is undoubtedly
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true that managing, storing, and retrieving informai®m function of some, if not al, CIA
personnel, .. .the CIA is attempting to augment the scope of [the €&]ARwithholding
information that merelyelates to or concernthat function.” NSC I}, 960 F. Supp. 2d at 179.
“The language of the statute simply does not support such a broad readling.”

The Court is mindful of potential national security concerns implicated byitiee
availability of the types of information the agency seeks to redact from tleesments.See
Lutz Decl. 1 185.To the extent that disclosure of the informationthieserecords poses such a
risk, there are likely “numerous other ways that the CIA could protect suchaion from
FOIA disclosure,” including through the invocation di¢ Natbnal Security Act, if the
information would reveal inteligence sources or methods, or FOIA Exemptibrihé,
information is properly classified. NSC 1| 960 F. Supp. 2d d79n.46 (internal citation
omitted). For today, however, the agency’s exalasreliance on the CIA Actto withhold
material thatloes not pertain tGIA personnel is misplaced. Accordingly, the defendants’
request for summary judgment as to the CIA’s withholdipgssuant to the CIA Adh Courts
Four, Sixteen, and Seventegrtenied.

b) National Security Act

The plaintiffs nextchallenge the CIA’s withholdings, pursuant to Exemption 3 and the
National Security Act, ireighty-two documentgesponsive to the FOIA requests at issue in
seven countsCombined Vaughnindex at +17.

The National Security Act requires the Director of National Ingzlie to “protect
inteligence sources and methods from unauthorized disclosure.” 50 8.3024(i)). As
interpreted by the D.C. Circuit, this language exempts from disclosure thied&DIA material

that the agency “demonstrates . .. ‘canreasonably be expected to lead to maduthori
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disclosure™ of inteligence methods or sourc&¥olf v. GA, 473 F.3d 370, 377 (D.C. Cir. 2007)
(quoting Gardels v. CIA689 F.2d 1100, 1103 (D.C. Cit982); see also Larson v. Defof

State 565 F.3d 857, 863 (D.C. Cir. 2009) (allowing for withholding of information thatdcoul
provide enough clues to allow some individuals to determine who provided the iidarmat
the CIA”). In light of the natinal security interests implicated by such material, courts give
“even greater deference to CIA assertions of harm to inteligence esaaind methods under the
National Security Act.”"Wolf, 473 F.3d at 377 (citingims 471 U.S.at168-69).

For nearly all of the agency’s challenged National Security Act withitgsdithe CIA
also invokes Exemption 1 as an alternative basis for refusing to disdiesevise responsive
material PIs.” Opp’n at 54.Accordingto the plaintiffs, because the agency simply “tacked on”
Exemption 3 as an alternative basis for its withholdings in these retafasling that
information is not properly withheld under Exemption [1] will also mean thatiot properly
withheld under the National Security Actld. While the plaintiffs are correctto note the
substantial overlap between information properly exempted from disclosure BExataption 1
and information that must be protected under the National Security Actstiggestion that
material not properlwithheld under Exemption 1 cannot be withheld under the National
Security Act misses an important distinction between E.O. 13526 andatiomdll Security Act.

Indeed, in challenging the CIA’s Exemption 1 withholdings, the plaintiffserboth
proceduraland substantive objections to the agency’s determination that withheld miaterial
properly classifiedunderE.O. 13526. SeePls.” Opp’n at 4346; Pls.” Surreply at H14. Since
the procedural requirements setout in that Order do not apply to withholdings thendational

Security Act, however, any procedural concerns raised with respect toAlseEReémption 1

withholdings have no bearing on the agency’s authority to withhold similar iatateder the
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National Security Act and Exemption 3. For tteason, in reviewing the sufficiency of the
CIA’s justifications for its withholdings under the National Securitgt,Anly the plaintiffs’
substantive objections to the CIA’s withholdings in these eiyinydocuments wil be
considered.
(1) Count Seven

In Count Seven, the plaintiffs’ contest the CIA’s decision to withieid classified
declarationsrom former Directors of Central Inteligenc@oc. Nos. 471 and 472hat “contain
information aboutiaison servicesCIA sources, inteligence activities anmgthods, and other
classified informatiori. Lutz Decl.  168. Each of these declarations was submitted by the
agency forin camerareviewin prior FOIA actiors decided inthe early 1980s to support the
agency’s invocation dhe state secrepsiviege b withhold certain information from disclosure
Id. Specifically, the agency’s declarant explains tBaic. No. 471 “explained in detail how
classifiedstate secrets could be exposed” through a prior FOIA action and “addressewanthe ha
to nationalsecury that would result” should the sougikifter records in that case become pubilic.
Id. Likewise, Doc. No. 47®rovided “details about the sensitivities of the identities of liaison
services and individual sources who provided information to the CIA as darpafticular
CIA] program, as well as certain clandestine inteligence activites anddsettating thereto.”
Id. Explaining that disclosure of either of these records would “reveal infiormaoncerning
inteligence methods,” the agency argues that these documents may be wittibilbldnater
Exemption 3.Id.

In response, the plaintff enphasize bhat these documents were each created over

twenty-five years ag@andcontest the agency’s decision dontinue towithhold these documents
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in response to NSC’s preséf®IA request? Specifically, the plaintiffssuggest that the CIA
has provided minimal justificatio for withholding these records beyond the fact that the
information included in these declarations was classified at thettimmdeclarations were
originally filed. Pls.” Opp'n at 43, 45 (“CIA argues that Doc. Nos.-472 . . . remain properly
classified because they pertain to inteligence activities, sources, or metnodas avidence for
this assertion, it attempts to incorporate by reference whatevensethe authors gave in those
declarations.”). Arguing that the CIA must reeview these mat@is to ensure thahey may still
be properly withheldthe plaintiffs suggest that th@lA is “in effect asking the Court to opine on
reasons for classification provided to a court three decades ago withouly aedingthem,

just trusting that theyere good.” Id. at 45 (emphasis in original).

The plaintiffs are certainly correct thatanfnation properly classified in the péasinot
necessarily properlglassified today See e.g,E.O. 135268 1.5(d)(providing that|n]o
information may remairclassified indefinitef”), 8§ 3.5(3)(c) firecting “[a]gencies conducting a
mandatory review for declassificatidio] declassify information that no longer meets the
stendards for classification under” E.O. 13526)onethelesstheir suggestion thabecaise the
documents they seakayno longer beproperly classified,those documentare automatically
subject to public disclosurenisses the markSee id(explaining that information must be
released upon being declassifiaghless withholding is otherwise authorized avatranted

under applicable law”). In fact, even assuming that the declarations thifplaaek are no

13 In contestingthe agency’s withholding of this matenabuantto Exemption ihe plaintiffs assert that,
due to theirage, each ofthese documents is subjectto auewdissification undér.O. 13526. Pls.’Opp’n at
46. As previously explained, however, because thisrimfion may be withheld under the National Security Act
regardless of whether its remains properly classified, thet@eed not consider whether the automatic
declassification provision of E.O. 13526 applies to ¢tescuments.
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longer classified, the agency hassented ample evidence to demonstrate that these documents
were properly withheld undehe Naibnal Security Act

Most significantly the agency asserts, and the plaintiffs apparently do not contest, that
the declarations withheld in Count Seven each “contain information k®on servicesCIA
sources, inteligence activities and methods] @herclassified informatiori. Lutz Decl. § 168.
Indeed, the agency’s uncontested assertions regarding the contents déttesdions are
further bolstered by the context in which these declarations were subnfiibecxample Doc.
No. 472 wasgbmitted in connection with a suit involving group ofindividuals and
organizations opposed to the Vietham War who challenged various allegedaswueeil
programs during the wakalkin v. Helms690 F.2d 977 (D.C. Cir. 1982Placing “heavy
rellanceupon” the declaration at issue here, the district douttat caseuled that the agency’s
claim that records regarding these activities were protectectistdte secrets priviege “had
‘overwhelming supporton its merits, id. at 986, which holding @as ultimately affirmed by the
D.C. Circuit, id. at 1009. In this lightthere is little reason tdoubt that the souglatfter
declarations in this case includeformation describing inteligence methods properly exempted
from disclosure pursuant to theatibnal Security Act.

Accordingly, the defendants’ request for summary judgment as to the ClAtsoldihg
in Doc. Nos. 471 and 47& issuein Count Sevels granted.

(2)  Counts Eight, Nine, and Ten
In total, the plaintiffs challenge the withholding, in full or in part, @/entyseven

documents responsive to the four FOIA requests atissQeunts Eight, Nine, and Teisee
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CombinedVaughnindex at 217. Sincethe FOIA requests at issue in theseints sought
substantially similammaterials, these cats will be discussedn tandem.

The FOIA requests atissue in Counts Eight, Nine, and Ten sought docureentsyfil
third parties in connection with primasesnvolving the CIA in this Court and two other
jurisdictions. In eachinstance, the CIA O@G&viewedunredacted copies of thesebmissions
before they were filed in order tietermine whether they included classified information not
subject to public disclosureLutz Decl. § 57; Pl’s Consent. Mot. Ext. Time at 1, Bdening v.
CIA, No. 07430 (filed Oct. 1, 2007 D.D.C.), ECF No. 6. The plaintiffs in thiticacseekCIA
records related to tt®@GC’sdetermination that some or all of the information in these
submissions was classified, thus requiring the submissions to be filed mrbibe dcketin
redacted form

To a degree, the requests at issue in Counts Eight, Nine, and Ten present an unusual
variation on the question of whethdocuments previously sealed by a court are sutgdater
disclosure under FOIAASs a general mattein responding to a FOIA request, federal agencies
are permitted to withholatherwise responsivdocuments where an existirgput order
specffically enjoinstheir releaseln such circumstances, the agefgignply [has] no discretion
. .. to exercise” andthus, “has made no effort to avoid disclosuré&sTE Sylvania, Inc. v.
Consumers Union of U.S., Ind45 U.S. 375, 3861980). As the D.C. Circuithas explained,
“respect for the judicial process requires digency to honora court order or injunctiorbarring
disclosure of sealed materialMorgan v. U.S. Dep’t of Justic823 F.2d 195, 196 (D.C. Cir.
1991) (citing GTE Sylvania, In¢445 U.S. at 38@7). Thus,where a codrcircumscribes an
agencys abilty to produce documents such that the agbasyno discretion” to lease the

documents, the agensyfailure to release documents wil not be deemed improBeee.g,

56



GTE Sylvania445 U.S. at 386 (injunction)Morgan, 923 F.2d at 197 (sealing ordev¥yagar v.
U.S. Dep't of Justicé46 F.2d 040, 104647 (6th Cir.1988) (consent order¥ee also Senabf
Commw. of P.R. v. U.S. Depf JusticeNo. 841829, 1993 WL 364696, at*6 (D.D.C. Aug. 24,
1993) (“The Supreme Court has held that records covered by an injunction, protedereoor
hed under court seal are not subject to disclosure under FQiitatigns omitted)).

Where soughafter records are withheld pursuant to a court’s directite proper test
for determining whether an agency improperly withholds records [subject totamben] is
whether the [order], like an injunction, prohibits the agency from disclosiagetords.”
Morgan, 923 F.2d at 197 (emphasis in originalfhe agency bears the burden of demonstrating
that responsive records are not subject to disclosure under the ternmudf @derid. at 198,
and may be required to seek a clarifying order to demonstratard@iested disclosure is
prohibited, seeJudicial Watch, Inc. v. U.S. Dejpf Justice813 F.3d 380, 384 (D.C. Cir. 2016)
(vacating summary judgemt and remanding to permit the agencgeek clarification regarding
the intended effect and scoperelevant court orderylorgan, 923F.2d at 198see also Awan v.
U.S. Dept of Justice10 F.Supp.3d 96, 107 (D.D.C2014) (finding “that the defendants have
not esablished the Southern Districts&ealing order as a proper basis for withholding the over
decade old material witness warrant affidavit under the FOIA” where dfefienlacked
clarifying order),vacated46 F.Supp.3d 90, 92 (D.D.C2014) (concluding ‘that the
governmens withholding of the material witness warrant affidavit in compéamath the
sealing order does not constitute an improper withholding under the FOIAtreftgovernmant
obtained clarifying order).

Here, the materials the plaintiffs see&reinitially withheld not under an explicit court

order, but instead as a result of @&’s determination that the relevant fiings contained
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classified information that could not be disclosed publidig.eachinstance, lie private parties
in these prior actions were ordered to submit their proposed fiings @lAhtor review and
potential redaction before entering these fiings on the public do¥kbie the D.C. Circuit has
not hadoccasion to consider wther materials redacted in this manner are presumptively
excluded from FOIA coverage, there is some reason to believe that sucludisiogenerally
barred. For instan¢erior courtordersrequiring parties to submit fiings to the CIA farefiing
review would appear implicitlyto direct anyunredactedsubmissionsto remain under seal.

As yet howeverthe CIA has pointedo no order explicitly prohibiting disclosairof any
unredacted materialsWith this in mind, the discussion that follows begins by considering
whether the agency has met its burden of demonstrating that withheld mstexampt from
disclosure undethe FOIA pursuant to Exemption &nd the National Security Act. Where the
agency has failed to meet this burden, the Court wil provide an opportunity for theydge
identify a court ordepr otherassociatedule prohibiting the release of any withheld information
at issue in this case.

In Count Eight, NSC requested copies of all records responsive to an eatfler FO
request, submitted in 2008, which itself sought “exhibits submitted in suppte: Dfeiclaration
of Franz Boening iBoening v. CIACivil Action No. 07430 (D.D.C.).” Lutz Decl. § 4%&ee
FAC { 32. TheéBoeningcase arose out of a former CIA employee’s request for permission from
the CIA to publish a memorandum he wrote while employed by the agency in connedti@an wit
whistleblower complaint he submitted to the CIA Office of Inspector G¢if1G”) regardirg
alegedCIA activities abroad. Defs.’ Reply at Z2eBoening v. CIA579 F. Supp. 2d 166, 168
(D.D.C. 2008) Afterthe CIAOIG declined to pursukis complaint, the employee sought

permission from the CIA Rhlicatiors Review Board (“PRB”) to publisihihe memorandum he
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submitted to the OIG outside the agen8pening579 F. Supp. 2d at 168. The PRB advised
the employee that, in order to publish his memorangubicly, he would be requiretb remove
any official agency formatting and include specifipen source citations for any of his
allegations regarding the CIA’s activitiedd. In essence, thagency required the employee
remove any indication that tii&lA officially acknowledged anipformation containedh the
memorandum Id. at 169.

The employee challenged this decision and, in connection with the litigatging aout
of that challengesought to submiboth adeclarationdescribing his preparation of the
memorandum andozens of public news articlethe plaintiff claims he reliedpon in
formulating his allegatits. Id. at 171; Defs.” Reply at 22; Pls.” Opp’n at 4&iven the
potentially sensitive information included the plaintiff's fiings, the court directed him to
provide his proposed submisssoto the CIA for prepublicatin reviewbefore fiing them on the
publc docket SeeMin. Orders, dated Oct. 4, 2007 and Jan. 31, 2Bo&ning v. CIANo. 07
430 Upon reviewingthe plaintiff's proposed submissignghe CIA concluded thatin the
context of the information already on the record, [the agencytould not approve placing [the
submitted articles] on the public record without disclosing classifiednuafiion.” Sec. Lutz.
Decl. 1 25. As a resultthe plaintiff was requiredo file each of the articles he contended he
relied upon in drafting his memorandum under s8ale id.Based on these submissiorike
BoeningCourt upheld the CIA’s decision to block the publ@atof the original memorandum.
Boening 579 F. Supp. 2d at 171n so doing, the court notetat the employee failed to provide
adequate citations to the public materials he claimed supported hisiadegahus leaving the
impression that the information contained in the memorandum had been ofticikiipwledgd

by the agencyld. Following this ruling, the employee agreed to retigememorandum to
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include the requireccitations andthe agency permitted hito publish the revised version with
“minor redactions.” Pls.” Opp'n at 44ee id, Ex. W, ECF No. Z-23.

With therevisedversion of this memorandum now public, the FOIA request at issue in
Count Eightseekscopies ofeach of the articles submitteunder seal by the plaintiff in
connection with this prior ltigation FAC  32. The CIA’s search fortiese exhibits yielded
sixty responsive documen(®oc. Nos. 473531), all of which were withheld in full pursuant to
Exemptions 1 and 3ld.  50. Contending that the agency has failed to demonstrate that these
exhibits are properly classified, the pliifia note that the CIA ultimately cleared for release the
revised memorandum purportedly relying on the same public articles.Opfsri at 4445. In
particular, s;ice the nowpublic version of this memorandum includes citations tauarpublic
articles, the plaintiffs argue that tlagency’s contentiorthatthe articles submitted to the Court
in Boeningremainclassified, and subject to withholding under Exemption 1, “coexdiemely
close” to bad faith.Id. at 45 (emphasis in original).

The defendants respond that, while the CIA ultimately permitted cewtidles to be
cited in a modified version of the plaintiff's memorandum, this revisemiorendum “differed
from the original in meaningful ways,” such that any connection betweemtitles submitted
as exhibitsin the Boeningcaseand the original memorandum remains classified. Defs.’ Reply at
22-23. Specifically, the agency’'s declarant explains duts required by the agenagmoved
any suggestion that tl&eningmemorandum s an official CIA document or otherwise
constituted an official acknowledgment by the CIA that the media repttstberein were
accurate. Sec. Lutz Decl. 11-26. Thus, as modified, the memoranduno fonger ceated the

appearance that aCdA empoyee he was confirming whether the speculation in pegssting
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was accurate, and CIA agreed that the memoranduits, navised format, did not contain
classified informatiori Id. § 26.

By contrast, the defendants argue, the association of théttedbarticles with the
original version of the memorandurire., through theirex partesubmission in the first FOIA
action, “could officially confirm the existence or not” of properly cBesiinformation. Defs.’
Reply at22. In the agency’s view yfeading the unclassified news articles that discuss
specific events and a specific country and knowing that the articles teelslie Boening’s
allegations, one could infer the classified informatibat the CIA redacted from Boening’s
declaration andherelated fings.” Lutz Decl. 1 169.Thus, by releasing the documents in this
context, the agency would “necessarily reveal that the documents are this exbiin
conjunction with the declaration and other fiings, would reveal the substariee cis$sified
information withheld fromthe public record.”ld.

The plaintiffs skepticism on this point is understandab@ven the disclosure already
permitted by the CIA in connection with the Boening memorandumjnitigdly difficult to
understanchow theexhibits the plaintiffs seelould revealnformation protected by the
National Security ActIndeed, vhile the CIA suggests that the final memorandiiffered
meaningfully from the original versionsubmitted to the CIA OGGa compariso between the
publicly availablememorandum, Pls.” Opp’'n, Ex. W, atlte redacted version of the original
memaandumfiled in theBoeningcaseseePl.’s Opp'n Def.’s Mot. Dismiss, Ex. Boening V.
CIA, No. 07430 (DD.C. Nov. 19, 2007), ECF No-3 suggsts that the CIA sought only minor
changes before allowing the memorandum to be publisk&¢en the substantial similarities
between these documenthe CIA apparenthconcludedthat the inclusion of appropriate

citations in the publicly availablenem@andumsufficiently guardedgainst anymplication that
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the agency has officially acknowledg8oening’s allegations Yet, in opposingany additional
disclosure the agency insists that the revelation #rditlescitedin the publc memorandum are
the samearticles submitted in connection withet original Boening memorandumould
somehow give the imprimatur of official acknowledgm toBoening’s accusationsLutz Decl.

1 169.

At the same timethe Court is sensitive to the unusual circumstapcesented by the
plaintiffs’ present request. In effect, the plaintiffs’ FOIA request constitutaslageral attack
on the CIA’s initial withholding determinations in tB®eningcase, with the plaintiffs seeking
access to materials previously deemed, ogeapparent objection, to be properly classified.
Since the CIA ultimately allowed the Boening memorandum to be published initham
alterations, the plaintiffs suggest that the CIA waived any claimtlibae materials are exempt
from disclosure undethe FOIA. Pls.’Surreply at 13-14. Under the plaintiffs’ proposed rule,
then,the agency would bpenalized fopermitting individuals to publish even thipérty
accounts of the agency’s activities, for fear that, in so doing, the agencgiias ta
acknowledged the veracity of those accouwmns cannot later withhold information regarding
those activities In that light, the CIA’s effort to preserve the fidelty of its original
prepublication determination, whiglsomaintaining its abilty to allowauthors to publish their
works with minmal alteration, isot irrational.

Ultimately, howeverthe Court is not persuaded that, on the record curr@négented
the CIA has met its burden of demonstratitigat the records seeks to withhold would real
inteligence sources or method3he materials the plaintiffs seek are public, unconfirmed news
reportsof agency activities abroad. While the agency has made clear that it can oeitfirm

nor deny the veracity of those reports, the agency has allowed similar (antegreports to be
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associated with the allegations set out inpilelic Boening memoandum. The plaintiffs do not
seek the release of theiginal Boening memorandum, which the agency asserted would
improperly suggest that the agency adopted the allegations set out theysinch, gen
assuming the releasetbis original memorandunwould impermissiblyreveal protected
inteligence methods and sourcdg agency offers little support for the proposition that the
release of unconfirmed, publicly available media reports waulthout more reveal such
information.

Accordingly, the degndants’ request for summary judgment as to the agency’s
withholdings in Count Eighfor Doc. Nos. 473531 is provisionally denied* As explained
above given the uncertain status of any prior court orders governing the relehssef t
materials, the dehdants wil be permitted to obtain a clarifying order indicating whethee thes
materialsmustremainunder segbursuant to Exemption dnd an effectivecourt order See
Awanv. U.S. Dep’t of Justice6 F. Supp. 380,92 (D.D.C. 2014)

By comparison to the chalenged withholdings in Cdtight, the agency’s Exemption 3
withholdings in Counts Nine and Ten presentlaarer case for nedisclosure under the
National Security Act.Counts Nine and Ten address FOIA resfs seeking accessfiings
prepared by one of the individual plaintifis anemployment discriminatioractionagainst the
CIA, Sterling v.Tenetaswell as any CIA records arising from the agency’s deciorequire
that thesesubmissionsto be redactetieforebeing fled publicly SeeFAC T 99 (in Count Nine,
seeking “unredacted copies of briefs [one of the individual plaintiffs] hatewin twoSterling

v. Tenetourt cases, No. 68073 (S.D.N.Y.) and No. 0329 (E.D. Va.)), 1 104 (in Count Ten,

14 Forthe same reason, theetedants failto demonstrate that the withheld documentsayperly classified

pursuantto E.O. 13526, and the defendants’ request fonayrjudgmentas to the CIA’s decision to withhold
these materials pursuant to Exemption 1is also denied.
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seeking “recordgpertaining to the classification of information in the briefs [the individual
plaintiff] wrote in theSterlingcases”)Lutz Decl. § 170 (explaining thaiecause these materials
“contained classified information, CIA redacted portions of them befierecould be publicly
fled”). Following a brief summary dhis earlieraction, the plaintiffs present effort to reveal
the details of the CIA’s internal review of previously sealed matasiad®nsidered.

Originally filed as gro seaction inthe Southern District of New Yitx, Tenetwvas an
employment discrimination action brought by a former CIA Operations Ofiiberaleged that
he was discriminated against during his tenure with the agency on accountagehiSterling
v. Tenet416 F.3d 33834142 (4th Cir. 2005) Before that court, the agency moved to dismiss
the plaintiff's claim or, alternatively, tivansfer the case todlitastern District of Virginia
where the agency is locatett. Though declining to dismiss the case entirdig Mew York
court granted the agency’s request to transfer the wasee the agency theanewed its request
to dismiss the case on the ground that allowing the plaintiff to pursue higvoaldethreaten the
exposure of classified informationld. at 312. The district court agreed, noting that, “to pursue
his claim, [the plaintiff] would have to disclose the nature and locatidns @mployment and
the employment of those similarly situatedd. Since this information, including both his
duties andhose of his coleagues, was classified, the district court recsimeeany effort to
proffer proof of discrimination would have been barred by the state secreisaedolz.

On appeal, the Fourth Circwigreed that the plaintiff's claim was barred under the state
secrets doctrineld. at 347. Citing boththe district court’s reliance on the agency’s classified
declarations, as well as the “highly classified nature of the adiegain [the plaintiff's] own
complain,” the circuit thus affirmedhe dismissal of the plaintiff's complaint.ld. As the court

explained, “where ‘the very question on which a case turns is itsedt@secret, or the
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circumstances make clear that sensitive military secrets wil be so certraldubject matter of
the litigation that any attempt to proceed will threaten disclosure of theegad matters,
dismissal is the proper remedyld. at 348 (quotingDTM Research, LLC v. AT & T Cor245
F.3d 327, 334 (4th Cir. 2001))The plaintiffs here doat contest tk Fourth Circuit's
characterization of the materials filed by the plaintiffthatcase. Insteadh¢ plaintiffs explain
that the “express purpose” of their present F@#4uests is to better understand the CIA’s
decision to classify these materials befthey were initially filed. PIs.” Opp'n at44 n.37.
Afterinttially seeking all agency records related to the plaintiff's filirgsboth Sterling
cases, the plaintiffdiereagreed to narrow the scopetlos request toclude oiy those records
addresing an @position to theCIA’s motion to dismiss or transfer his case from the Southern
District of New York to the Eastern District of VirginiaLutz Decl.| 55; De§.” Mem., Ex. AA
The Judge presiding over tBgerlingcase in the Southern District Bew York ordered the
plaintiff to stbmit this fiing to the CIA to permit the agency to withhold any sensitive
information from the public version of this fiingSeeOrder,Sterling v. TeneiNo. 0:cv-8073
(S.D.N.Y. May 14, 2002) (directing the plaffitto “arrange for his responsive pleading to the
[agency’s motion to dismisgp be delivered to thECIA]” two months before it would be filed
on the public docket)In response to the FOIA requedtissue in Count Ninghe agency
locatedthis document along with thirteen accompanying attachmemstz Decl.y 56. Five of
these documents were released in ful, with eight miecis produced in redacted foemd a
ninth document withheld in full, pursuant to Exemptions 1 anii3.In Count Ten, the CIA
located seven markag copies of the fiings at issue in Count Nine that include proposed
redactions and margin comments, six of which were produced in redacted fortheniteventh

withheld in ful. Id. § 62.
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Asin Count Eight, the plaint§ contest the agency’s purported reliance on its prior
classification decisions in connection with this earlier action toyugsfwithholdings in this
case.SeePIs.’ Opp’'n at4344. Thus, in the plaintiffs view, the CIA *is in effect asking the
Caurt to take its word that it classified this information properly [oaitly] and thatt is still
properly classified for whatever unknown reasons it made that determinatibout giving any
explanation for that determination.” Pls.” Opp’n at42 (footnote omitted) In fact, however,
theagency’s declarant explains that the agency withheld information in these decument
“protect[] sensitive information about inteligence methods and activities that cannot be
described on the public record.” tzuDecl. 1 170. Though the agency provides relatively little
explication for its assertion that its withholdings in the scadier materials are intended to
protect inteligence sources and methods, the agency’s represenatiiascasareagain
boktered by the circumste@s giving rise to thEOIA request atissue in Counts Nine and Ten

Indeed, as explained above, the materials the plairstésk were filed in connection with
an action directly implicating the activities and responsibilitiés clandestine CIA employee.
Sterling 416 F.3d at 341 (explaining thafudl airing of the plaintiff's claim against the agency
“would require disclosure of highly classified information concerning theitidedcation, and
assignmats of CIA operaties”). As a result, significant portions bbth the soughafter
submissiog, seePls.” Opp’n, Ex. F, ECF No. #®, and the district court’s opinion granting the
CIA’s motion to transfer the caseeDefs’ Mem., Ex. AA, were redacted prior to public filing.
In this context, there is little reason to doubt the agency’s assertianftinatation withheld in
these materials wouldevealinteligence methods and activitiegurther, to the extent that the
plaintiffs in Count Ten seek internal classification markings andeckBissemination control

markings, Judges on this Court have held that such markings “could plausibly contain
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information that may reveal inteligence collection sources or methodiemtey the National
Security Act, particularly in light of ‘the weight of authority counseling deferec€HA in
matte's involving national security.””Looks Filmproduktione@®mbH v. CIANo. CV 141163
(BAH), 2016 WL 4186652, at *14 (D.D.C. Aug. 9)Ib) (citing authorities).

Thus, even assuming the disclosure the plaintiffs seekis not catégdaaéd by prior
court order, the agency has met its burden of justifying its withholdings in Courgsahd Ten,
pursuant to Exemption 3 atitk Natiomal Security Actl®

3 Count Twenty-One

Count TwentyOne arises out of a FOIA request submittedhe CIAby one of the
individual plaintiffs seeking “thirtwo specified documents currently published in the CIA
Records Search Tool (“CREST”),” which the pléia describe as an “electronic database
housed at the National Archives and Records Administration but maintaineth By RAC |
177. Along with her request, the req@estubmitted redacted copies of each of the seafjbt
documents, explaining “th&ecords which are currently published in CREST in redacted form
should be reviewed for full release under FOIA.” Lutz Decl. 1 113 (quotimg Decl., Ex.

FFF, ECF No. 7%). In response to this request, the CIA produced redacted versionshof eac
the soughtafter documents. FAC § 178. Arguing that the agency erred in faiing to cohstrue

request as seeking theneview, and full release, of the relevant records, the plaintiff

5 Again,becausethe Courtconcludes thatthe agency has jussfigithiholdings under Exemption 3 and
the National Security Act, the Court need notopine on thifie’ contention that the soughfter materials are
not properly classified and, as a requitt protected fromdisclosure under Exempticse#Pls.’ Opp’'n at 44 n.37;
Pls.” Surreply at 11 n.7.
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administratively appealed the agency’s response before bringimethent action. Lutz Decl.
17 114-15.

In its initial decision in this matter, the Court agreed with the plsingihd denied the
defendants’ motion to dismiss Count Twefltyie after concluding that the CIA unreasonably
interpreted the plaintiff's FOIA requesNSC | 931 F. Supp. 2d at 102. Consistent with this
ruling, the CIA began reprocessing the thiiyo documents identified in the plaintiff's request
in order to determine whether additional informatoould be produced to the plaintiff. Lutz
Decl. §116. Four such documents were forwarded to other agencies for pgyctbsse of
which have since been released in full and one of which has been releasedaatione
pursuant to Exemption 3d.{ 116 & n.14. Finally, after the plainti§ubsequently narrowed
the scope of the requestedrexiew to include only those pages previously withheld in il
117, all but one of these pages have been produced to the plaintiff in redacted.f$fim,18
19. “In sum, of the [thirtstwo] doauments at issue, [five] were released in full and [twenty
seven] were withheld in part.Id. § 119.

Opposing summary judgment, the plainti¢hallenge &ingle page withheld by the
agency in Doc. No. 608. According to the CIA, this page appears in“ginternal memol]
from [a CIA] component[]to [the] Office of Legislative Liaison commenting on propase
testimony regarding proposdefjislation, H.R. 4681, the FedeRdlygraph Limitation ad Antk
Censorship Act of 1984."CombinedVaughnindex at 17.This onepage memo, dated February

29, 1984, includes suggestions from the t6éief of the CIA’s Policy Branch regardirige

16 In asupplementalfiing, the plaintiffs suggest thaytb@ntinue to dispute the agency’s rejection of the
FOIA requester’s eligibility for a pulglinterest fee waiver in connection with the FOIA request a¢igsBount
Twenty-One. Seetrrata, ECF No. 96. Nonetheless, in responseto thedigfes’ request for summary judgment
“on all remaining claims,” Defs.” Mem. at 1, the plaintiffke no reference to any remaining dis pute on this claim,
see generallls.’ Opp’n; Pls.’ Surreply. As such, the plaintiffs haxagved any further objection on this claim,

and summary judgmentis therefore granted, as conceded,defendants on this issue.
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proposed legislation, which are summarized in four buléts.” Opp’n, Ex. X, ECF No. 724.

The agency’s challenged redantappears in one of these bullets, which reads, as redacted: “In
1948, the newly formed Central Inteligence Agency began polygraph testing of employee
volunteers. [REDACTED] and by 1953, CIA had in place a program to scregplitsaats for
employmen” Id. According to the defendants, information redacted from this Bulkeuld
revealinformation concerning inteligencactivities, sources, or methods” and is therefore
subject to withholding under the National Security Act and Exemptio@dnbinedVVaughn

Index at 17.

Arguing that the agency has failed to justify its decision to withhold thismafiion, the
plaintiffs contend that the agency has “gimeareason . . . for classifying the redacted
information other than that it would revealdnihation concerning inteligence activities,
sources, or methods.” Pls.” Opp’'n at(#@®nphasis in original(internal quotationmarks
omitted). Again, howevethe relative brevity of the agency’'s explanation for its withholding is
supplemented by the substantial information provided by the CIA regarding the pundose a
genesis of Doc N@®05. The legislation atissue in this document would have “prevent[ed] the
government from imposing prepublication review or polygraph examinations on government
employees atall, except in the CIA and NSA contexts.” Michael L. CharSomment, The
Constitutionality of Expanding Prepublicatiéteview of Government Employe8geechr2
Cal. L. Rev. 962, 974 (1984) (footnotes omitted). In the context of the surgpuadiguage, the
withheld material apparently describes the CIA’s use of polygrapls after the agency’s
creation. Moreover, there appear to be meaningful differences between the language proposed in
Doc. No. 605 and the final language included in #levant testimony.See Federal Polygraph

Limitation and AntiCensorship Act of 1984, Hearing on H.R. 4&&Tore the Subcommn
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Civil Serv of theH. Comm on Post Office and Civil Ser, 98th Cong. 62 (1984 )statemenbf
Gen. Richard G. StiwellDeputy Under Sec’y of Def. for Poligy“In 1947, the newly formed
Central Inteligence Agency began using the polygraph in support of operatmns
investigation of specific allegatiorsand for screening of potential employees. By 1950, CIA
was screeng all applicants for employment with the agency Ak such, it is plausible that the
language inttidy proposed by the agency, and partialy redabtsd included information that
was not suitable for release.

In sum, the CIA has met its burden of demonstrating that the language witldrelthis
internal agency memorandum would reveal inteligence methods and is, theestmpted
from disclosure pursuant to the National Security Act and ExempticBoBsequently, the
defendants’ request for sumary judgment as tis withholdings for Doc. No. 60&t issuein
CountTwenty-Oneis granted.

(4) Remaining Exemption 3 Challenges

Finally, in Counts Four and Twenty, the plaintiffs challenge the CIA’s withholding of
information related to the use Glomarresponses in connection with earler FOIA requests.
First, Count Four involves a request submitted by NSC to the CIA for “all respotess lsént to
MDR requesters for requests nunég@EOM-201200300 and higher.”FAC  60. Doc. No. 23
is one such letter, with the underlying MDR request coinciding with a paF&lleA request in
response to which the CIA issueGbmarresponse “to protect inteligence sources and
methods.” SeePls.” Opp'n Ex. Z; Sec. Lutz Decl.  33. According to the CIA, material
appearing on an attached “internal routing and information page” was redactedet tonot
disclose the information protected by the Glomar response itself.”L&zdecl. § 33.

Similady, NSC'’s request in Count Twenty soughll ‘template language used by CIA FOIA
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analysts to compose response letters to FOIA requesters.” FAC { @@6rdiAg to the CIA,
Doc. No. 566 includes “[s]Jample language.to use in draftindetters to [respnd to] FOIA
requests,with theredacted “information discussing [thede of[a] Glomar response in specific
situations.” Combined Vaughnindex at 17; PIs.” Opp’'n, Ex. AA.

Not content with the agency’s explanations for its withholdings in thesedssttar
plaintiffs’ assert, without elaboration or support, that “[nJone of [thenege] statements could
reasonably be called ‘naronclusory.” Pls.” Opp’n at 54.The Court disagrees. As explained
above, all that an agency must do to meet its burdé@wvaking a FOIA exception i&describe
the justifications for nondisclosure with reasonably specific detail amordgrate that the
information withheld logically falls within the claimed exemptiorMurphy, 789 F.3d at 209
(internal quotation marks otted) (Quoting Larson 565 F.3d at 862)Here, far from offering a
conclusory explanation for its decision to redact a limited amount of inform&bm these two
documents, the agency explained that each document directly related toirssfaice inwvhich
the agency issued@omarresponse in connection with a FOIA request. For obvious reasons,
releasing information in response to NSC'’s present request that had pyebieesldeemed
exempt from disclosure undére FOIA would defeat the purpose of issuing such a response in
the first instance. Perhaps acknowledging the futiity of their oppositidheg® withholdings,
the plaintiffs declined to renew or otherwise expand upon the threadbare reasiwainged in
their initial Opposition in theiralter Surreply. See generalli?ls.” Surreply. In any event, the
Court is satisfied that the CIA’s withholdings in these documentpeangissible under
Exemption 3 and the National Security Act and, as such, the defendants’ fegsestmary
judgment ago these withholdingsn Doc. No. 23, responsive to a request at issue in Count Four,

and Doc. No. 566, responsive to a request atissue in Count Twegtgnted.
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Accordingly, summary judgment is granted in part and denied in part to the defendants
with respect to their withholdings pursuant to FOIA ExemptiorS8nmary judgment is granted
to the defendants with respect to their withholdings pursuant to the Nat@narit Actin
Counts FourSeven, Nine, Tenfwenty, and TwentyOne but summary judgmentsidenied to
the defendantsvith respect to their withholdingpursuant to the CIA Ador different Doc. Nos.

47, 221, 222, 224, 225, and 245 at issue in Count fBme; N0os.473-531 at issuen Count
Eight; Doc. Nos. 555 and3b at issuein Count Sixteen; anBoc. Nos. 557 and38 at issuen
Count Seventeen

3. Exemption 5— Deliberative Process Privilege

In addition to challenging the CIA’s withholdings under FOIlAeEptiors 1 and3, the
plaintiffs challengethe CIA’s partialwithholding, pursuant to the deliberative process priviege
and Exemption 59f one document responsive to the FOIA request atissue in in Count Twenty
Following a brief summary of the contowsthis common law priviege, the parties’ dispute
regarding this document is considered.

a) Legal Standard

Intended to protect “open and frank discussion” among government officials to enhance
the quality of agency decisionBep’t of Interior v. Klanath Waer Users Protective Ass'532
U.S. 1,9 (2001) the deliberative process priviege “protects ‘documents reflectingaagvi
opinions, recommendations and deliberations comprising part of a ptoc&gich
governmental decisions and policies are forradldt Loving v. Dept of Def, 550 F.3d 32, 38
(D.C. Cir. 2008)(quoting Klamath Water532 U.Sat8). “To qualify for the delberative

process priviege, anint@gency memorandum must be botb-gecisional and deliberative.”
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Abtew v. U.S. Dépof Homeland Se¢808 F.3d 895, 898 (D.C. Cir. 201&)ting Coastal States
Gas Corp. vDep'tof Energy 617 F.2d 854, 866 (D.Cir. 1980); Whitaker v. UniteGtates
Dep’tof State2016 U.S. App. LEXIS 1086, at*3 (D.C. Cir. Jan. 21, 201@per curiam)
(internal quotatiormarks and citation omitted) To fall under the privieges penumbra,
documentsmust be both prelecisional and deliberativg.

In general, adocument is predecisional if it wgwepared in order to assist an agency
decisionmakeiin arriving at his decision,rather than to support a decision already niade.
Petroleum Info. Corp. v. U.S. Defof Interior, 976 F.2d 1429, 1434 (D.C. Cir. 199@uoting
Renegotiation Bd. v. Grumman Aircra4g1 U.S. 168, 1841975); see alsd.eopdd v.CIA, 89
F. Supp. 3d 12, 19 (D.D.C. 201&uoting Petroleum Info. Corp976 F.2dat 1434. While the
D.C. Circuit has observed that the “term ‘deliberative’ does not add adgrakof substance to
the term ‘predecisional,” Nat’'l Sec. Archive \CIA, 752 F.3d 460, 463 (D.C. Cir. 201@iting
Access Reports Dep’tof Justice926 F.2d 1192, 1195 (D.C. Cir. 1991), “deliberative’ in this
context means, in essence, that the communication is intended todaoiltassist development
of the ageng's final position on the relevant issu@: (citing Russell v. Dep’t of the Air Forgce
682 F.2d 1045, 1048 (D.C. Cir. 1982)

“[U] nlike other exemptions where thgencydeclaration anaughnindex may be read
in conjunction to provide an adequate justification for application of an exemptarmlass or
category of records, to sustain its burden of showing that records were propieinlyldvunder
Exemption 5, an agency must provide indéclaration anaughnindex precisely tailored
explanations for each withheld record at iSSUdSC I} 960 F. Supp. 2d at 188. Further, the
deliberative process priviegeddes not protect documents in their entirety; if the government

can segregate drdisclose nomprivieged factual information within a document, it must
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Loving, 550 F.3d at 38 (citinghrmy Times Pulg Co. v. Dept of Air Force,998 F.2d 1067,
1071 (D.CCir. 1993).
b) Analysis

The parties dispute the CIA’s withholdings pursuant to the deliberativeege @riviege
in one document responsive to the FOIA request at issue in Count Twlenbpted above, this
request sought “all template language used by CIA FOIA analysts to comppseseetetters to
FOIA requesters.” FAC { 170Among the documents produced to NSC in connection with this
request was Doc. No. 565, which the defendants descrijs]asple language for IMS
personnel to use in drafting letters responding to FOIA requeStambinedVaughnindex at
17. Consistig of seven lines of text, the redacted version of that document readsves fol

[REDACTED]

Requester seeks documents in electronic format; documents are not on
CDROM attime of request.

You have requested that records responsive to this FOIA request only be provided
to you electronically. | have determined that the releasable information
responsive to your FOIA request is not readily reproducible in the requested for
or format. Therefore, we are providing paper copies of the releastol@ation
responsive to this FOIA request.
Pls.” Opp’n,Ex. EE,ECF No. 7731.
According to the defendants, the chalenged redaction esfiprve-decisional analysis,
recommendations and deliberations concerning how to respond to a FOIA .fe@asabined
Vaughnindex at 17.
The plaintiffs note thathe CIA’s description of the redacted language closely resembles
that used by the agency in other contexts to desardtesmade by analysts when processing

FOIA requests.” Pls.” Opp'nt&0. Inthe plaintiffs’ view, however, thereference document”

at issue herédirect[s] analysts to use” the form language included theardh therefore, cannot
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be said to have been either qiecisional or deliberativeld. at 66-61. Rather, the plaintiffs
contend, “the witheld portion [of Doc. No. 565] contaimsstructionsfor when to use the
language and who to consult.” Pls.” Surreply atedphasis in original) The defendants
counter that the redacted language “describes the agency’s internal dedbpratiess,
including whom the agency employees consult in determining whether to use theéetempla
language in a final letter.” Defs.” Reply at 3&eSec. Lutz Decl. 38 (“The withheld
information reflects the Agency’s internal deliberative process deggawhen to use this
language in response to a FOIA request, including who IMS personnel dra&pgnse letters
should consult in determining whether to use this information in a final.l¢tté\s support for
their withholding of this information, thdefendats rely uponTax Reform Research Qupv.
IRS 419 F. Supp. 415, 4224 (D.D.C. 1976) which approved the withholding of the signatures
of IRS personnel fromindisputedly deliberative documentsDefs.’ Reply at 37.In this way
through their representations in sworn affidasitgl pleadings to this Court, the defendants
suggest that the redacted information consis& admbination ofleliberative discussion artioe
identifying information or namesf CIA employees.

Following in camerareview of the document at issue, the Court finds that the defehdants
suggestiongegarding the nature difie redacted information are misleadiagdtheir
withholdings inDoc. No. 565 unjustified. As previously noted, central to the protectiiran
agency’s internal deliberative process is the recognition that agencyaisffwill not
communicate candidly among themselves if each remark is a potemtiadfidiscovery and
front page news.’Klamath Water Users Protective Assi32 U.Sat8-9. By ensuring that
individuals working in government are free to voice contealyice, the priviegehelps to

improve agency internatommunication and governmedécisionmaking. Here the redacted
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ine reads“MUST BE APPROVED BY C/FOIA or C/PIPD bare using it.” Appearing at the
very beginning of the document in question, this linendst clearlyunderstood as an instruction
to obtain approval, directed personnel processiigoseFOIA requests for which the template
language contained in tl®cument may be applicableThus by redacting this informationthe
agency seeks to withhold general information regardingndmaner inwhich FOIA reqests are
processed by the CIAThis it cannot do.Directions to deliberate do not themselves consdit
deliberation. SeeTaxation With Representation Fund v. |B& F.2d 666, 68B2 (D.C. Cir.
1981) (“[DJocumentssubject to disclosurénclude materials that reflect the ‘working law’ of the
agency, in the form of final opinionsnstructions or advicéo staff interpretative reports
(explaining decisions or regulations), and the lik@rnphasis added) Such directiongeflect
agency protocolnot the “advisory opinions, recommendations, and deliberations” protected by
Exemption 5 NLRB v. SearfRoebuck & Cq421 U.S. 132, 15(1975) see also idat 153

(“The affrmative portion of the [FOIA], expressly requiring indexing of ‘instructions to staff
that affect a member of the publicg U.S.C. &52(a)(2),represents a strong congressional
aversion to ‘secret (agency) law. . .”).

Nor does the inclusion of the titles of personnel who must be consulted regarding a
particular topic render this information subject to the deliberativeepsopriviege. Contrary to
the defendants’ suggestiohax Research Groupthe sole authority cited on this peirbffers
no support for their position. In that caseconfluence of deliberative discussion and identifying
information, i.e., thenamef the personnel imlved animated the decision to approve the
agency’s withholding ofhat identifying information from the FOIA request&eed19 F. Supp.

at 423-24. As explained above, the redacted information is not deliberative, nor dmesain
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the type of sensiie identifying information withheld iTax Research GroupgConsequently, the
defendants have proffered justification fortheir withholdings in Doc. No. 565.

Accordingly, the defendants’ request for summary judgment as to the agency’s
withholdings in Dbc. No. 565 is denik and the defendantse directed toelease Doc. No. 565
in its entirety
V. CONCLUSION

For the reasons discussed above géfendants’ renewed motidior summary judgment
is granted in part and denied in part, and the plaintiffs’ mdtorpartial summary judgmeris
denied. Specffically, the defendants’ renewed motion for summary judgisestienied as t¢l)
Count Four, regarding NSC’s exhaustion of administrative rieméa FOIA request 2012
00857, as well as thelA’s withholdings in Doc. Nos. 47, 221, 222, 224, 225, and @48er
the CIA Actand Exemption 3; (2) Count Eight, with respect taai#&s withholdings in Doc.
No. 473through Doc. No531, under Exempdn 1 and Exemption 3; (3) Count Sixteen, with
respect to the adequacy of B&A’s search for documents responsive to FOIA requeXiiE
01679, as well as thelA’s withholdings in Doc. Nos. 555 and 55éhder the CIA Act and
Exemption 3; (4) Count Seviren, with respect to thelA’s withholdings in Doc. Nos. 557 and
558 under the CIA Act and Exemption 3; and (5) Count Twenty, with respect ©l&is
withholdings in Doc. No. 565 undé&xemption 55 deliberative process priviegegnd granted in
all other respectsThe parties shaiubmit jointly a proposed schedu@the Court byNovember
28, 2016, to govern further proceedingscessarto resolvethis matterfully.

An Order consistent with BiMemorandum Opinion will issue contemporaneously.

Digitally signed by Hon. Beryl A. Howell
DN: cn=Hon. Beryl A. Howell, 0=U.S.
for the District of

Disti
Col Chief Judge,
email=Howell_Chambers@dcd.uscourts.

Date:Novemlzr 14, 2016

Date: 2016.11.14 17:58:13 -05'00"

BERYL A. HOWELL
Chief Judge
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