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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

LAURA SENNETT,

Plaintiff,
V. Civil Action No. 12-495 (JEB)
DEPARTMENT OF JUSTICE,

Defendant.

MEMORANDUM OPINION

Plaintiff Laura Sennett a photojournalisivho claims a special interest in covering
protestspolitical demonstrations, and “grassroots activisnsbmitted a request to the Federal
Bureau of Investigation seeking “files, correspondence, or otlcerds concerning [hersgtf
After a search and review of documents,dgencyproduced more than 1,000 pages of
responsive records but withheld and redacted a number of records pursuant to specinprovis
of the Freedom of Information Act and tReivacy Act. Unsatisfied Plaintiff brought this suit
challenging the sufficiency of Defendansearch, as well as the propriety of manytof
withholdings. Arguingthat it has complied with its obligations, Defendaatv movedor
summary judgmentBecause the Bureau’s search was adequatesawithitholdingdargely
proper the Court will granDefendant’aViotion for the most part.

l. Background

There are a number of background facts that appear to be undisjputiee.early
morning hours of April 12, 2008, protesters gatherdadeafFour SeasaHotel in Georgetown
for a demonstration during the International Monetary Fund’s annual spring megéag

Compl., 19 #8. Sennett attended with the purpose of photographing the é&eat., 1 8.
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Followingthe demonstratioand acts of vandalism surroundingaitwarrant to search Sennett’s

home was olained, which was execute@ September 23, 200&eeSennett v. United States

667 F.3d 531, 532-36 {4 Cir. 2012) (describing demonstration and subsequent sedrich).
officers who conducted the search seized “more than 7,000 pictures, two computers, several
cameras and other camera equipment.” Compl., T 9.
Sennetthereaftesubmittedthefollowing requesto the FBIseeking records related to
the search “This is a request for records under the Privacy Act. | request copieditefsall
correspondence, or other records concerning myself. Please search botligmated indices
and the older general (manual) indices. To prove my idehaiy, enclosing a comgiked form
DOJ361.” Mot., Declaration of David M. Hardigxh. A (9/5/2010Sennett RequestOn
March 18, 2011, the FBI notified Plaintiff that 280 pages of records had been reviewed and 213
pages were being released in full or in part pursuant to specific provisions of ROtAea
Privacy Act. _Sedlardy Decl. Exh. B (3/18/2011 FOIA ResponseJhese records were located
as a result of a search of the indices to the FBI's Central Records Systektar®e®ecl. 6,
21-22.
Sanettadministrativelyappealed the FBI's determination on the release and withholding

of documents, and the agency’s decisi@ssubsequently affirmedSeeid., Exh. C (3/23/11
Appeal);Exh. E (Decision Affirming Appeal). Sennett then filed this sntMarch 30, 2012,
alleging violations of FOIA and the Privacy AcgeeComplaint, 11 4, 129. Before a briefing
schedule was set, Sennett received a letter from the FBI informing her that

[a]s a result of your litigation, we conducted a new search

of the indices to the Central Records System at FBI

Headquarters. The FBI identified one “197” file that

appears to be responsive to you as it pertains to Civil

Action Number 1:1&v-01055, Laura Sennett v. United
States, eal., U.S. District Court for the Eastern District of




Virginia. A “197” file is categorized as a civil litigation

file that contains material concerning the civil action that

you lodged against the U.S. government. The FBI does not

routinely process 197 files unless the requester specifically

requests us to do so because the file contains material sent

to and from the plaintiff and/or documents filed before the

court.
SeeHardy Decl. Exh.F (7/11/2012ZBI Letter). Sennett requestdthtthese documentse
produced, and tlyewere releasetb her on February 28, 2013eeid., Exh. G (7/20/13Letter
Requesng 197 File);Exh.H (2/28/13 FOIA Response). For this second production, 1,695
pages were reviewednd 1,076 pages were released in full or in part. As with its previous
production, the FBI withheld a number of documents, this time pursuant to the Privacy Act,
FOIA exemptions, and a sealing Ordeaniaivil caseSennett had fileth the Eastern District of
Virginia. See2/28/13 FOIA Response.

Defendant thefiled a Motion for Summary Judgment on June 3, 2@t8pmpanied by

a declaration describing the agency’s search efforts and withholdbegsiardy Decl. The
matter isnow fully briefed and ripe for decision.
. Legal Standard

Summary judgment may be granted if “the movant shows that there is no genuine dispute

as to any material fact and the movant is entitled to judgment as a matter of lawR. E&d.P.

56(a);see als®Anderson v. Liberty Lobby, Inc477 U.S. 242, 247-48 (1986); Holcomb v.
Powell 433 F.3d 889, 895 (D.C. Cir. 2006). A fact is “material” if it is capable of affecting the
substantive outcome of the litigatioBeeLiberty Lobby, 477 U.S. at 248olcomb, 433 F.3d at
895. A dispute is “genuine” if the evidence is such that a reasonable jury could returrcia verdi
for the nonmoving partySeeScott v. Harris, 550 U.S. 372, 380 (2004perty Lobby, 477

U.S. at 248; Holcomb, 433 F.3d at 89% party asserting that a fact cannot lsesogenuinely




disputed must support the assertion” by “citing to particular parts of materthls record” or
“showing that the materials cited do not establish the absence or preseneawha gispute,

or that an adverse party cannot produce admissible evidence to support'thEdddr. Civ. P.
56(c)(1) The moving party bears the burden of demonstrating the absence of a genuine issue of

material fact. SeeCelotex Corp. vCatrett 477 U.S. 317, 323 (1986).

FOIA cases typically and appropriately are decidednotions for summary judgment.

SeeBrayton v. Office of U.S. Trade Rep., 641 F.3d 521, 527 (D.C. Cir. 20fh1g FOIA casea

court may grant summary judgmenta FOIA defendant based solely on information provided
in an agency’s affidavits oreglarations when they “describiee justifications for nondisclosure
with reasonably specific detail, demonstrate that the information withhelallygialls within

the claimed exemption, and are not controverted by either contrary evidenceeicotttenor by

evidence of agency bad faithlarson v. Dep't of State, 565 F.3d 857, 862 (D.C. Cir. 2009)

(citationomitted) Such affidavits or declarations “are accorded a presumption of good faith,
which cannot be rebutted Ipyirely speculative claims about the existence anddesability of

other documents.SafeCardServs., Inc. v. SEC, 926 F.2d 1197, 1200 (D.C. Cir. 198tgr(al

guotation marks omittgd “Unlike the review of other agency action that must be upheld if
supported by substantial evidence and not arbitracgprcious, the FOIA expressly places the
burden ‘on the agency to sustain its action’ and directs the district cotd&td¢omine the matter

de novo.” Dep't of Justice v. Reporters Com. for the Freedom of thes89 U.S. 749, 755

(1989) (quoting 5 U.S.C. § 552(a)(4)(B)).
1.  Analysis
Defendant maintains that summary judgmermgroperbecauséts search waseasonably

calculated to return relevant oeds it released all reasonably segregable materialjtand



withholdings were proper under a number of FOIA exempti@eeMot. at 2. Plaintiff raises
three central challengen responseFirst, Sennett claims that Defenddatled to conduct an
adequate search for responsive recbetsause it did naearch its electronic surveillance

indices SeeOpp. at 11. Second, shsserts thahe FBI failed to release reasonably segregable
records Seeid. And finally, she contends thBefendanimproperly withheld multiple records
pursuant tahree specifi¢cOIA exemptions.Seeid. at1-11. Finding that the FBI has
dischargedilmost all of its responsibilitiean thosehree frontsthe Courtwill substantially

grant Defendant’'$1otion.

A. Adequacy of Search

FOIA requires government agenctesdescribe their searches in enodgtail for a court

to determine whether the search was sufficiently exhaustive to shsfct. Nation Magazine,

Washington Bureau v. U.S. Customs Service, 71 F.3d 885, 890 (D.C. Cir. 1995); Oglesby v.

U.S.Dep’t of Army, 920 F.2d 57, 68 (D.C. Cir. 1990). “An agency fulfills its obligations under

FOIA if it can demonstrate beyomdaterial doubt that its search was ‘reasonably calculated to

uncover all relevant documents YalenciaLucena v. Coast Guard, 180 F.3d 321, 325 (D.C.

Cir. 1999) (quoting Truitt v. Dep’t of State, 897 F.2d 540, 542 (D.C. Cir. 19969)also

Steinberg v. Dep’t of Justice, 23 F.3d 548, 551 (D.C. Cir. 1994). “[T]he issue to be resolved is

not whether there might exist any other documents possibly responsive to the mguasher

whether the seardior those documents waslequate.”"Weisberg v. Dep'’t of Justice, 745 F.2d

1476, 1485 (D.C. Cir. 1984) (emphasis in origindlhe adequacy of an agency’s search for
documents requested under FOIA “is judged by a standard of reasonableness and nigpends
surprisingly, upon the facts of each caskl” To meet its burden, the agency may submit

affidavits ordeclarations that explain the scope and method of its search “in reasonable detail.



Perryv. Block, 684 F.2d 121, 127 (D.C. Cir. 1982). Absent contrary evidencea#igdvits or
declarations are sufficient to sholat an agency complied with FOl&eeid. “If, however,
the record leaves substantial doubt as to the sufficiency of the search, sundgargnt for the
agency is not proper.Truitt, 897 F.2d at 542.

The sole issue Plaintiffises with respect to the adequacy of the FBI's search is that the
Bureaudid not look inits electronic surveillanc€ELSUR)files for responsive recordsSee
Opp. at 11. Defendant maintains that it was not required to search this source bheciset
reasonably likely that the ELSUR indices would contain responsive rec8edfkeply at 1618.
In so asserting, it provides additional information aboutriliees and the agency’s search
including:

e “TheFBI's Electronic Surveillance (‘ELSUR’) Indices, a separate
system of recorddom the CRS, are used to maintain information
on subjects whose electronic and/or voomemmunications have
been intercepted as a result of electronic surveillance conducted by
the FBI,” Reply, Att.(Second Declaratio of David M. Hardy), 1
6;

e “The ELSUR Indices are comprised of four types of records:
Principal; Proprietarynterest; htercept; and Reference records,”
id., 17 (including sukparagraphs providing further detail on each
type of record)and

¢ “Inresponding to FOIA requests, the FBI searches those locations
where itdetermines responsive records are likely to be found. Most
FBI cases do not involve electronic surveillance, and so it is not
reasonably likely that responsive records will be foundthe
ELSUR Indices in most instances. Accordingly, the FBI only
searches those indices when specifically asked to do so by a
requester or when there is some indication that there may be
responsive records in the indices, such as when there are references
in the investigative file to electronic surveillarice



Thedeclaration furtheexplainsthatthere was no reason to search the ELSUR indices
herebecauséPlaintiff did not request that the FBI search the ELSUR Indices for responsive
records,”id., 1 9;“[m] oreover, the FBI did not find any indication in the investigative files
containing information responsive to plaintiff's FOIA request that the in\&giigs involved
electronicsurveillance. The video that plaintiff references in her response is a security video
from the Four Seasons Hotel, not a video resulting from electronic surveillance eshioythe
FBI.” 1d., 110.

Based on the facts here and Defendant’s explanatitmvasy it was unlikely that
responsive records would be located in the electronic surveillance indices, thérCisuhat

the agency’slecision not to search this source was reason&deAm. Immigration Council v.

U.S.Dep’t of Homeland Sec905 F. Supp. 2d 206, 214-215 (D.D.C. 2012) (agency’s

explanation sufficient where it had “justifiably conclude[d]” that challengedlce probably did

not hold responsive record§alas v. Office of Inspector Ge®77 F. Supp. 2d 105, 110

(D.D.C. 2008) (acknowledging agency was not required to search every records system and
finding search adequate whegetlarantadequately explains the agereyeasons for limiting

the search to the [specifidhtabase”).A plaintiff's conjecture regarding possitdeurces that
have not been searched is not sufficient to undermine an agency’s position that responsive

documents would not be contained in a particular datal&eseNicholls v.U.S. Office of

Personnel Mgmt863 F.Supp. 2d 4, 10 (D.D.C. 2012).

Because no other objections remain on this issue, Defendant is entgiedrtaary

judgment on the adequacy of the search.



B. Segregability

Plaintiff’'s second objectioarises fronthe HardyDeclaration’spurported‘fail[ure] to
analyze the segregability tfe redacted documents, other than in conclusory fashion.” Opp. at
11. Defendant responds that it is entitled to a presumption of compliance with tlgabédigye
requirement anthatPlaintiff has failed to provide the “quantum of evidence” necessagbut
it. SeeReply at 19.The Court agrees.

While thegovernment is “entitled to a presumption that [it] complied with the obligation
to disclose reasonably segregable matéri#bdge v.FBI, 703 F.3d 575, 582 (D.C. Cir. 2013),
this presumption ofompliancedoes not obviate the government’s obligation to carry its

evidentiary burden and fully explain its decisions on segregabiéeMead DateCent., Inc. v.

U.S.Dep't of Air Force 566 F.2d 242, 261 (D.C. Cir. 1977)he ageng must provide &

detailed justification and not just conclusory statements to demonstrate thatcadbi#gs

segregable information has been released.” Valfells v, T1& F. Supp. 2d 110, 120 (D.D.C.

2010) (internal quotation marks omittedge als@Armstrong v. Exe. Office of the Presiden®7

F.3d 575, 578 (D.CCir. 1996) (determining government affidavits explained nonsegregability of
documentsvith “reasonable specificity”). “Reasonable specificity” can be establishedgh a

“combination of the Vaughn index and [agency] affidavits.” Johnson v. Exec. Office for U.S.

Attorneys, 310 F.3d 771, 776 (D.Cir. 2002).
TheHardy Declaratioomaintains

o “Every effort was made to provigeaintiff with all material in the
public domain and with all reasonably segregable portions of
releasable material. No reasonably segregable, nonexempt portions
have been withheld fronplaintiff. To further describe the
information withheld could identify the very material which the
FBI seeks to protect,” Hardy Decf].,26;



e “The coded, Batesumbered pagetogether with this declaration
demonstrate that all material withheld is exempt from disclosure
pursuant to FOIA exemptions, or is so intertwined with protected
material that segregation is npbssible without revealing the
underlying protected aterial,”id., 1 27;

e “The FBI has processed and released all segregablenatfon
from documentsesponsive to plaintiff's FOIA/Privacy Act request
that are subject to FOIA, and has propewjthheld exempt
information pursuanto FOIA Exemptions 1, 3, 5, @A), 7(C),
7(D), and 7(E),”id., 181; and

e “After extensive review of the documents at issue, | have
determined that there is ndurther reasonably segregable

information that can be released without revealing exempt
information”

Although some of this language may appear genexgng reviewedhe redacted
documents anthe Hardy Declaratiorthe Court finds that no seggability problem exists here.
The documents have careful and pinpointed redactionsyeésiavords, clauses, and sentences.
While anumberof other documents have been withheld in their entirety, there is nothing to
suggest that thie is material that could have been released on these fagese.g.Mot., Exh.
| (FBI's Production of Records in Response to F&équest part |, at 110 (explaining Sennett
1660-1670 were being withheld in their entirety where numerous exemptions applied, including
the exemption for pending enforcement proceedi(@@éa)). The Bueau, moreover, desere
the benefit of the doubt whéinhas painstakingly segregated materiattonproduced
documents the Court has reviewed. Because the Court finds that the FBI has produced all
reasonably segregable materials and a supplementaladexi&urtheraddressing the issue of

segregability is unnecessary, the Court grants Defendant’s Motion on this issue.



C. Propriety of Defendant’s Withholdings

Turning now to the applicability dhe exemptions claimed, the Court will begin with
some general FOIA law and then discuss each exemption separately.
1 Background
FOIA provides that “each agency, upon any request for records which (i) reasonably
describes such records and (ii) is made in accordance with published rules .|. makéadhe
records promptly available to any perso®.’U.S.C. § 552(a)(3)(A). Nineategories of
information are exempt from FOIA’s broad rules of disclosure. 5 U.S.C. § 552(8)(I)hese

exemptions are to be narrowly construsggDep’t of Air Force v. Rose, 425 U.S. 352, 361

(1976), and the reviewing court must bear in mind that FOIA mandates a “stronmpties in

favor of disclosure.”Degpt of State v. Ray502 U.S. 164, 173 (1991)at| Assn of Home

Builders v. Norton309 F.3d 26, 32 (D.C. Cir. 2002). This Court, accordingay, compel the

release of any records that do not satisfy the requirements of at least onéaxe8ge

Reporters Com. for Freedom of the Prd&9 U.Sat 755.

FOIA was drafted with the objective of affording the publicximaum access to most

government recordsSeeVaughn v. Rosen, 484 F.2d 820, 823 (D.C. Cir. 1973). The

government, as a result, bears the burden of demonstrating that at least quieaxagplies.
Seeid. In order to assist a court in d@s novo review of the withholdings and to allow the party
seeking access ttiocuments to engage in effective advocacy, the government must furnish
“detailed and specific information demonstrating ‘that material withheld is logwéiyn the

domain of the exentjpn claimed.” Campbellv. Dep’t of Justice, 164 F.3d 20, 30 (D.C. Cir.

1998) (quoting King v. U.S. Dep’t of Justice, 830 F.2d 210, 217 (D.C. Cir. 1987)). This allows

for “as full a public record as possible, concerning the nature of the documeritge and t

10



justification for nondisclosure.” Hayden v. Nat'l Sec. Agggnt. Sec. Serv608 F.2d 1381,

1384 (D.C. Cir. 1979). Time and again, courts in this Circuit have stressed that the goxernm
cannot justify its withholdings on the basis of summaryestants that merely reiterate legal
standards or offer “faranging category definitions for informationKing, 830 F.2d at 221see
alsoCampbel] 164 F.3d at 30 (emphasizing that an agency’s explanations will not suffice if they
“are conclusory, merehgcit[e] statutory standards, or if they are too vague or sweéping’
(quotingHayden 608 F.2d at 1387).

While FOIA’s individual exemptions impose their own tailored evidentiary burden, as a
starting point, the government must meet five overarching requirementcfomghholding.
SeeKing, 830 F.2d at 224. The government must:

(2) [I]dentify the document, by type and location in the body of
documents requested; (2) note that [a particular exemption] is
claimed; (3) describe the document withhelédoy redacted

portion thereof, disclosing as much information as possible without
thwarting the exemption’s purpose; (4) explain how this material
falls within one or more of the categories . . . ; ahthg

exemption requires a showing of harf®] exgain how disclosure

of the material in question would cause the requisite degree of
harm.

As the D.C. Circuit noted in Lykins Dep'’t of Justice725 F.2d 1455 (D.C. Cir. 1984),

the government’s documentary obligations not only enable the reviewing court tamake
informed and accurate determiioat, but theyalsoallow the adversary system to operate
effectivelyand encouragansparency by “forc[ing] the government to analyze carefully any
material withheld.”1d. at 1463. Admittedly, this evidentiary burden is likely to create

significant costs for government agencies as they respond to FOIA redusstser,[the

11



costs must be borne . . . if the congressional policy embodied in FOIA is to be wedl. 5erv

Senate of the Com. of Puerto Rico v. U.S. Dep't of Justice, 823 F.2d 574, 587 (D.C. Cir. 1987).

Against this backdrop, the Court will now consitie specific exemptions challenged by

Plaintiff.
2. Challenged Exemptions

While Defendant relies on numerous exemptiétairtiff challengesvithholdings
pursuant to only three: Exemptions 1 (Classified Informatioripf8r(mation Protected by
Statute) and 7(D) (Confidential Source Informatior§eeOpp. at 111. Because Plaintiff raises
no objection with respect to the remaining exemptionamely,Exemptions 5 (Privileged
Information), 6 and 7((Clearly Unwarranted Invasion of Privacy and Unwarranted Invasion of
Personal Privagy 7(A) (PendingEnforcement Proceedinggnd7(E) (Law Enforcement
Investgative Techniques and Procedurefhe-Court will deenany challenges to documents

withheld pursuant to those exemptions tddyéeited SeeHopkins v. Women'’s Div., Gen. Bd.

of Global Ministres 284 F. Supp. 2d 15, 25 (D.D.C. 20@3) is well understood in this Circuit

that when a plaintiff files an opposition to a dispositive motion and addresses only certai
arguments raised by the defendant, a court may treat those arguments taatiffdaled to
address as conceded&Jf'd 98 F. App’x 8 (D.C. Cir. 2004).
a. Exemption 1

Plaintiff begins by attackinthe withholding oimaterials pursuant t&xemption 1. This
exemptionapplies to materials that are “specifically authorized under criteria ettathlby an
Executive order to be kept secret in the interest of national defense or foreigrapdlicy. are
in fact properly classified pursuant to such Executive order.” 5 U.S.C. § 552(By(Bgency

may invoke Exemption 1 to withholeécords “only if it complies with classification procedures

12



established by the relevant executive order and withholds only such meatexafarms to the

order’s substantive criteria for classificatiorKing, 830 F.2dat214;see alsd.esar v. Deg of

Justice 636 F.2d 472, 483 (D.C. Cir. 1980) (“To be classified properly, a document must be
classified in accordance with the procedural criteria of the governing »eQrder as well as
its substantive terms.”)

While the Hardy Declation discusses in detail how the F®mplied with the
requirements of ¥Eemptionl, sseHardy Decl., 11 31-39, the Court need avdlyze such
compliance. This is because all relevdotuments covered by Exemption 1 were also withheld
under Exemption 7(E):

The classified information withheld on Sennét22, 16661670,

and 16761682 contains detailed intelligence activity information
gathered or compiled by the FBI about a specific individual or
organization of national security interest. The disclosure of this
information could reasonably be expected to cause serious damage
to the national security, as it would: (a) reveal the actual
intelligence activity or method utilized by the FBI against a
specific target; (b) disclose the intelligergathering capabilite

of the method; and (c) provide an assessment of the intelligence
source penetration of a specific target during a specific period of
time. This informations properly classified at the “Secrdével,
withheld pursuant to E.O. 13526, § 1.4(c), and isngxt from
disclosure pursuant to Exemption The FBI also protected this
information pursuant to FOIA Exemption 7(E), as discusstd.

Id., T 39(emphasis added)Plaintiff does noseparatelghallenge whether the documents were
properly redacted or withheld pursuant to Exemption 7(E). Because there is an indgpende
unchallenged exemptiarpon which theséew documents could be withheld, the Couriil not
consider the Exemption 1 challenge.
b. Exemption 3
Exempion 3 avers records “specifically exempted from disclosure by statute . . .

[provided that such statute either] (A)(i) requires that the matters be witlhbel the public in

13



such a manner as to leave no discretion on the ies@d)(ii) establishes particular criteria for
withholding or refers to particular types of matters to be withheld.” 5 U.S.C. § 552(b)(
Defendant invokes this exemption based on the Pen Register statute, 18 U.S.C. § 3123, and
Federal Rule of Criminal Procedure 6{ghich governgrand jury information.Both the statute
and the rule leave th@ourtno discretion.
First, asto pen-register information, the FBI contends that it “properly applied
Exemption3 to withhold the identities and phone numbers of the individuals subject to pen
registers in thigase, because it is phaded from disclosing such information pursuant to 18
U.S.C. § 3123 SeeHardy Decl.,  41see alsad. n.7 (citing specific pages subject to this
exemption). The nondiscloguprovision of this statute states that
[a]ln order authorizing or approving the installation and use of a
pen register or a trap amdce device shall direct théit) the order
be sealed until otherwise ordered by the court; @)dhe person
owning orleasing the line or other facility to which the pen register
or a trap and trace device is attached, or applied, or who is
obligated by the order to provide assistance to the applicant, not
disclose the existence of the pen register or trap and trace device or
the existence of the investigation to the listed subscriber, or to any
other person, unless or until otherwise ordered by the court.”

§ 3123d).

Plaintiff contend thatthis statute cannot support withholdings pursuant to Exemption 3.

SeeOpp. at 4-7. She offers no authority, however, for such a posige@m. at 7, nor does

she explain why other district courts have erred in holding the cont®age.g, Brown v. FBI,

873 F. Supp. 2d 388, 401 (D.D.C. 2012) (pegister informatin properly withheld under
exemption 3)Roberts v. FBI845 F. Supp. 2d 96, 101-102 (D.D.C. 2012) (same); Manna v.

Dep’t of Justice, No. 93-81, 1994 WL 808070, at *6-7 (D.N.J. April 13, 1994) (same).

14



Even if this statute could protect such informat®laintiff maintainsDefendant should
be ordered to produce a more detaMadighndeclaratiorexplaining whether the pergister
orders in question were under seal apdcifying what material veabeing withheld pursuant to
this exemption.SeeOpp. at 4-7. Both pieces of information, however, lakeadybeen set
forth by the FBI The Hardy Declaration clearly states that the nregmster information was
“subject toa sealing order by the court.”"e&Hardy Decl., n.7. Additionally, it describes the
material being withheld aaformationthatwould reveal “the identities and phone numbers of
the individuals subject to pen registers in this casegid& T 41 As the material Plaintiff seeks
to have dislosedhas already been provided, no supplementation is necessary.

Second, the FBielieson Federal Rle of Criminal Procedure 6(e), whitfars the
disclosure of matters occurring before a grand j@geFed R. Gim. P.6(e)(2)(B). Because it
was affirmatively enacted by Congress, Rule 6(e) is recognized as a “statigefoption 3

purposes.SeeFund for Constitutional Gov't. v. NatArchives & Records Seryv656 F.2d 856,

867 (D.C. Cir. 1981). The Rule’s grand-jury-secrecy requirement is applied bevatlly
embraces any information that “tend[s] to reveal some secret aspect of the gyand ju
investigation, [including] the identities of witnesses or jurors, the substanestiaiany, the
strategy or direction of the investigation, the deliberations or questions of jurdrfealike.”

Lopez v. Dep't. of Justice, 393 F.3d 1345, 1349 (D.C. Cir. 2005) (internal quotation marks

omitted). In the absence of a statutory exception to the general presumption otigrand |
secrecy, Rule 6 is “quite clear that disclosure of matters occurring beforatitejgry is the
exception and not the rule,” and “the rule’s ban on disclosure is for FOIA purposes aasdlute

falls within . . . Exemption 3.”_Fund for Constitutional Gov656 F.2d at 868.

15



Defendantescribes the documents withheld under this exemption in the following
manner
In the investigative files responsive to plaintiffs request,
informationthat reveals matters occurring before a Federal Grand
Jury has been withheld pursudot Exemption 3,in conjunction
with Rule 6(e). This information consists of the names of
recipients of Federal Grand Jury subpoenas; information that
identifies specift records subpoenadyy the Federal Grand Jury;
and copies of specific records received in response to Federal
Grand Jury subpoenas. Any disclosure of this information would
clearly violate the secrecy of the grand jury proceedings and could
reveal the iner workings of the Federal Grand Jury, and thus, the
FBI is precluded from disclosing it. Accordingly, the FBI properly
withheld this information pursuant to Exemption 3, in conjunction
with Rule 6(e).
Hardy Decl., § 42see alsad. n.8 (identifying pages withheld pursuant to this exemption).
Plaintiff contends that “the government did not provide any detail to allow this oourt t
determine whether the specific records at issue in this case would in fact revieakth
workings of the grand jury,Andsheurgesthe Court to conduct an inquiry into whether such a
nexus exists SeeOpp. at 9. Additionally, Plaintiff maintains that the “special circumstances”
exceptionto grand jury secrecy may require disclosure of these materials, as theainbors
“undoubtedly of historical interest.Seeid. at 10. This exception — rooted in the court’s
inherent supervisory authority over court recordgms permitted the release of documents that
are of specialHistorical significancé,such as the grand jutgstimony of Presideichard
Nixon. Seeln re Nichter No. 12MC-74, 2013 WL 254441@&t *5-7 (D.D.C. June 11, 2013)
(describing exception).
Defendant has supplemented its explanation regarding these documents in the Second

Hardy Declaration afllows:

To clarify, documents obtained by the FBI independent of the
grand jury were not withheld pursuant to Exemption 3, in

16



conjunction with Rule 6(e) of the Federal Rules of Civil Procedure.
Rather, to reiterate what | stated in my previous declaratiohis

case, se®kt. No. 18 at § 42, the FBI relied on Exemption 3, in
conjunction with Rule 6(e), to withhold records that were received
in response to a grand jury subpoena because disclosure of such
information —as well as the identities of persoarsd the specific
records subpoenaed by the grand jaryould reveal the fous and
scope of the grand jury’s investigation, thus revealing the inner
workings of the grand jury and violating the secrecy of grand jury
proceedings.

Id., 15.
The documentBefendant describes fafjuarely within this exemptidmecause they
would “tend to reveal some secret aspect of the grand jury’s investif@fiicuch matters,

Senate of Puerto Ric823 F.2dat 582 (internal quotation marksnitted) andare not merg

“information coincidentally before the grand jury.” Fund for Constitutional Gov't, 626 &t

870 see alsd.ight v. Dept of Justice, No. 12-1660, 2013 WL 3742496, 8 (D.D.C. July 17,

2013) (records subpoenaed by grand jury exempt under Exemption 3); Georgacarakos v. FBI,

908 F. Supp. 2d 176, 182 (D.D.C. 20{2pformation that identifies specific records or
evidence subpoenaed by the Federal Grand jpuoyected under Exemption 3); Singh v. FBI,
574 F. Supp. 2d 32, 45 (D.D.C. 20@Bhding recordssubpoenaed by grand jury were within
scope of Exemption 3).

Additionally, the Court rejects Plaintiff’s invitation to recognize the “special
circumstances” doctrine here, as she has failed to provide the Court with laorytaad suggest

that the fact$n this case implicate that rare excepti@ee e.g, In re Nichter 2013 WL

2544410at *5-7 (finding special circumstances did not support disclosure of matei@ied to
grand jury proceeding)n re Shepard300 F.Supp. 2d 37, 40 (D.D.C. 201@@autioning that
exception “applies only in exceptional circumstances, requiring a nuanceacaimdensive

assessmeyitand ‘is not intended for indiscriminate applicati9.
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The Court will thus grant judgment in Defendant’s favor as to this exemption.
C. Exemption {D)

Exemption 7(D) protects from disclosure “records or information compiledvior la
enforcement purposes . . . to the extent that the production of such law enforcement records o
information . . . could reasonably be expected to disclose the identity of a confideuatd . . .
[who] furnished information on a confidential basis, and, in the case of a record or indformati
compiled by criminal law enforcement authority in the course of a criminadtigegion,
information furnished by a confidential source.” 5 U.S.C. § 552(b)(7)(D). “A source is
confidential within the meaning of exemption 7(D) if the source provided information umder a
express assurance of confidentiality or in circumstances from which suctuaanes could be

reasonably inferred.’Williams v. FBI, 69 F.3d 1155, 1159 (D.C. Cir. 1995) (internal quotation

marks omitted).
“[1]t is not enough for the [FBI] to claim that all sources providing informatiomen t

course of a criminal investigation do so on a confidential basis.” Roth vt &fehistice 642

F.3d 1161, 1184 (D.C. Cir. 2011The analysis must be more searching. For example,

[wlhen no express assurance of confidentiality exists, courts
consider a number of factors to determine whether the source
nonethelesspoke with an understanding that the commuitna
would remain confidential. These factors inclide character of

the cime at issue, the source’s relation to the crimeether the
source received paymerand whether the source has an ongoing
relationship with the law enforcement agency and typigall
communicates with the agenognly at locations and under
conditions whit assure te contact will not be noticed.Even
when the FBI contends that a source received an express assurance
of confidentiality, it must, in order tgpemit meaningful judicial
review, present sufficient evidence that such an assurance was in
fact given.

Id. (citations and internajuotation mark®mitted). It is also important to note thatlike

Exemption 7(C), “Exemption 7(D) requires no balancing of public and private intetests.
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FBI's production of criminal investigative records ‘couldgenably be expected to disclose the
identity of a confidential source’ or ‘information furnished by’ such a sourceetius the
matter, and the FBI is entitled to withhold the records under Exemption 7Dt 1184-85
(citation omitted) (quoting B.S.C. 8§ 552(b)(7)(D)).

The Hardy Declaratioacknowledges that there was@xpressassurancéere;instead it
reliesoninferredconfidentiality. SeeHardy Decl., {70. After describinggenerally the way in
which confidential sourceasssisthe FBI and the need for such sources to remain confidential,

eid., 168-69, the Declaration then turns to a more detailed discussion of the specific

information withheld here:

In Category ()7)(D)-1, the FBI protected theames, identifying
information for, and information provided by third pa&di under
circumstances in which confidentiality canib&rred. These third
parties provided information concerning the activities of subjects
who were of investigative interest to the FBI or other law
enfacement agencies. These third party sounmexided specific
detailed information that is singular in nature concerning the
activities of certairsubjects regarding theBF s investigation. The
disclosure of the iddities of these sources and th#ormation
they provided could have disastrous consequencesaulse
disclosure could subjecthese third parties, as well as their
families, to embarrassment, humiliation, and/or physicahental
harm. These third parties provided information of value td~tle
concerning its investigation, and in doing sohave placed
themselves in harm’s way should their identity ambpersion
with the FBI become known. Specifically, in tke FBI's
experience, sources providing information to the FBI about
extremistactivities, such as anarchist ethism, do so at great
peril to themselves and have faced retaliation and threats
(including death treats) when their assistance to the FBI heenb
publicly disclosed. Uder these circumstancetke third parties
had reaon tobelieve that their identities and the information they
provided wouldnot be publicly revealed by tHeBI in response to
FOIA or Privacy Act requests. Thus, the FBI imphcgranted
these thirdparties confidentiality with respect to their cocem

in the investigation(s), and properly protected the sources’
identities and the information they provided pursuant to Exemption
7(D).
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Id., 1 70.

While recognizing the FBI's concerns in divulging too much information regartéing i
confidential sourceshe Court agrees with Sennett that the details in this description “are so
sparse that Plaintiff does not have” sufficient information to challenge whitheirtumstances
support an inference of confidentialitgeeOpp. at 11. While the FBI baxplained the
character of the crime at issue, it has not provided any information on the othéadRath At
a minimum, there must be some mention of the source’s relation to the Gaaililler v.

Dep't of Justice, 872 F. Supp. 2d 12,(®XD.C.2012) (“[tjhe nature of theriene investigated

and informants relation to it are the most important factors in determining whether implied
confidentiality exi$s”). The Court appreciates the importance of protecting confidential sources
and does not aigipatethat the additional disclosures will be particularly burdensome. That
said, the Court cannot sanction the withholdings under Exemption 7(D) as the record now stands.
Defendant shall therefore release the documents withheld pursuantexetimstion or file a
subsequent summary judgment motion supported by adequate declarations.

D. Privacy Act

Although the FBI claimed the protection of Privacy Act Exemption j(2) in the docsment
released to Senngthis exemption was not, in fact, usedustify thewithholding of any
informationchallenged hereSeeHardy Decl. J 25(stating thatthe FBI processed documents
responsive to her request under the &A@l achieve maximum disclosure”.herefore, this
Court does not reach the issue of the propriety of theskBiocationof Privacy Act

Exemption(j)(2).
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V. Conclusion

For the forging reasons, the Court will grabefendaris Motion for Summary
Judgment in substantial part and deny it as to Exemption 7(D) Ardgparate Order consistent

with this Opinion will issue this day

/s/ James E. Boasberg
JAMES E. BOASBERG
United States District Judge

Date: August27, 2013
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