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MEMORANDUM OPINION

In September 2011, a thief broke into a ctimngj in a San Antonio parking garage and
stole the car’'s GPS system, stereo, and severatagsa. This seemingly run-of-the mill theft
has spawned massive litigation. Why? Becauskeotontents of those pilfered tapes. The car,
as it turns out, belonged to an employee of i@@eApplications Intertional Corporation, an
information-technology company that handles datdahe federal government. And the tapes
contained personal information and medical rds@oncerning 4.7 million members of the U.S.
military (and their families) who were enrolled TRICARE health care, which contracts with
SAIC — somewhat ironically te protect patients’ data.

Plaintiffs, who are potential victims of the data breachd fdenumber of lawsuits in
various courts around the counijeging harm from an increased likelihood of identity theft
and from an invasion of their privacy, among ottiengs. Eight of those suits have been
consolidated here as a multstiict litigation. Recently, SKC and the three Government
Defendants — TRICARE, the Department of De&rasd its Secretary, Chuck Hagel — moved to

dismiss the now-consolidated Complaint. Defensl@laim that the service members can show
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no injury based on the data breach and hencestackling to sue in federal court; in addition,
SAIC and the Government contend, none of tisinas has stated a claim for relief under any of
the many federal and state laws timagiht protect them. Plaintifiejoin that they have, in fact,
been injured by the breach and that their variousesaaf action — rangingdm state tort law to
the federal Privacy Act of 1974 — are sound.

This case presents thorny standing issugarding when, exactly, ¢hloss or theft of
something as abstract as data becomes a congrgie That is, when is a consumer actually
harmed by a data breach — the moment datat®lostolen, or only after the data has been
accessed or used by a third party? As the isaagercolated through various courts, most have
agreed that the mere loss of dataithout evidence that it hagén either viewed or misused —
does not constitute an injury sufficient to cordanding. This Court agrees. Mere loss of the
data is all that most Plaintiffs allege here, soriajority must be dismissed from this case. Two
Plaintiffs, however, do plausibly sert that their data was accebse abused, and those victims
may move forward with their claims.

Standing thus resolved, the Court would tghly next delve into the merits of the
remaining Plaintiffs’ claims. In this case, howevthe Court believes it more advisable to pause
and confer with the litigantsThe dismissal of most Plaintiffs will have serious consequences
moving forward, which may well altéhe parties’ perceptions of the case and how they prefer to
proceed. Not every count in the Complaint agpl@every Plaintiff, for example — so many of
the counts may fall on that basis alone. Givext thany of the Plaintiffave been dismissed,
moreover, they may desire to appeal immediately, which the Court might sanction. See Fed. R.
Civ. P. 54(b). This matter was, after all, intethdie proceed as a claastion, and the number of

potential class members has now consideralhynished. The Court will thus hold a status



hearing to assess the parties’ intentiorfeiteetaking up the quesin of whether the two
remaining Plaintiffs havetated a legal claim.
l. Background

A. Factual Background

As outlined above, this case revolves aroundlibé of several data tapes from an SAIC
employee’s car in 2011. See Compl., 11 99-100thAgolice report indicates, those tapes were
taken along with a GPS and stereo when a cehsmashed a window and broke into the vehicle
in mid-September. See SAIC Mot., Exh. AafBAntonio Police Report of Sept. 14, 2011) at 2-
3; Compl., T 100. Despite the efforts of law enforcent, the thief was never apprehended.

The tapes were backup copies of meditzdh related to over 4 million TRICARE
beneficiaries who had received medical treatmeig¢siing in San Antonio, Texas. See Compl.,
1 93. On September 29, 2011, TRICARE releasedtamsent detailing the data breach to alert
customers to the situation. See id. In Nober, SAIC mailed letters to affected service
members explaining the scope of the theft anthgdhat “the information contained on the
tapes may include names, Social Security Nemsnbaddresses, dates of birth, phone numbers,”
and a variety of medical information. SAIC MdExh. B (Letter from SAIC to Customer (Nov.
16, 2011)) at 1; see Compl., 19But the tapes did not incladany financial data, such as
credit card or bank account information.” Letter from SAIC at 11CS#iso observed, “The

chance that [any] information calibe obtained from these tapg$ow since accessing, viewing

and using the data requires specifardware and software.” IGAIC nevertheless offered all

! The police report is a public recosdbject to judicial notice. Seeakmpe v. Myers, 367 F.3d 958, 965
(D.C. Cir. 2004). In addition, when a court considers jurisdictional arguments, it may rely on evidence outside of
the Complaint._See Jerome Stevens Pharms., Inc. v. FDA, 402 F.3d 1249, 1253 (D.C. Cir. 2005).

%2 The Letter from SAIC is incorporated by refererinto the Consolidated Amended Complaint, which
relies on it heavily._See, e.g., Compl., 11 30-62, 114-17.
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affected parties free credit monitoring and idigrtineft protection and storation services for
one year._See id.

Still, Plaintiffs claim that the data breachused them substantierm. Twenty-four of
the thirty-three Plaintiffs here allege that they have been injured because of the disclostre alone.
They claim that, even if no one has yet usetr thersonal information, they face an increased
risk of identity theft, which they view as a distinct and palpable harm. See Compl., 1 20, 23.
They also claim that the dataelch violated their expectationymivacy, as codified in various
statutes, state tort law, and possibly throughrecht See id., 1 1, 20, 21, 24. In addition, five
of those twenty-four Plaintiffs claim that they have spent time or money monitoring their credit
or interfacing with their banks since the theind that their timand effort should be
compensablé.

Six Plaintiffs also claim that someone usk€ir credit cards or bank accounts without
their authorization, although no one alleges timaincial information was actually on the stolen
tapes, One of those six additiongltlaims that loans have been opened in his name using his
personal information — presumably including his absecurity number, name, date of birth, and
address, all of which were on the backup t&p¥et another Plairffi alleges that she was
harmed because her medical identity has disappéafratally, two Plaintiffs allege that they
have received unwanted phone calls or “phishingditsnand one of those Plaintiffs claims that

marketers have information about her medical é@that they likely obtained from the tages.

3 Compl., 11 30 (Adcock), 31 (Arellano), 32 (Bacd33 (Bates), 34 (Biggerman), 36 (Deatrick), 37
(Erickson), 39 (Hartman), 42 (Johnsp#¥ (Losack), 45 (Martin), 46 (Ms-McUmber), 47 (Miller), 50 (Newman),
51 (O’Hara-Epperly), 52 (Palmer), 53 (Peting), 54 (Pineirovigo), 55 (ReznikoRiéBardson), 57 (Roe), 58
(Trower), 59 (Walters), 61 (Worrell).

* Compl., 11 37 (Erickson), 44 (Losack), 52 (Palmer), 56 (Richardson), 59 (Walters).

®> Compl., 11 35 (Curtis), 38 (Gaffney), 404ik), 41 (Hernandez), 4Keller), 48 (Morelli).

¢ Compl., T 35 (Curtis).

" Compl., 1 60 (Warner).

& Compl., 11 49 (Moskowitz), 62 (Yarde).
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Plaintiffs filed this lawsuit against TRKRE, which is a government agency that
provides insurance coverage and health care to active-duty service members and their families,
see 10 U.S.C. §§ 1074, 1076, 1079; 32 C.F.R. pt. 199; Compf.afid®against the Department
of Defense and its Secretary. The breach vitne also suing SAIC, a security firm that
contracts with TRICARE to ensutke security of the personally identifiable information (PII)
and protected health information (Bkh its records._See Compl., 1 67.

In their Consolidated Amended Complaint, Plaintiffs allege no fewer than twenty
separate causes of action, ranging from the wwiaif various federal statutes — such as the
Privacy Act, the Fair Credit Reporting Actjcathe Administrative Procedure Act — to the
contravention of state statutasd common law — such as of&i of negligence, breach of
contract, and violation of variowsgate consumer-protection lawshe injuries alleged include:

() increased risk of ientity theft, which Plaintiffs peg &5 times their préaeft risk; (ii)
expenses incurred in mitigatitige risk of identity theft; {i) loss of privacy through the
exposure of their personal information; (ie¥s of the value of #ir personal and medical
information; (v) loss of the value of their imamce premiums, which should have been used to
pay for proper security measurég) SAIC’s failure to meet th requisite standard for data
security; (vii) the lost right teruthful information about their da security; (viii) statutory (or
liquidated) damages; and, inlaeast one case, (ix) al identity theft. Compl., 11 20-23. The
Court will address each theory of injury in tws it analyzes the standing of Plaintiffs to

proceed.

° At the time this suit was filed, TRICARE was overseen by a group called Tricare Management Activity,
which is the entity Plaintiffs origiril sued. TMA has since been disedistied, and the Defense Health Agency
has taken over TMA's duties. See TMA, Defense Headfency, http://www.tricare.mil/tma/ (last visited May 1,
2014). For ease, the Court refers to both TRICARE and its management agency jointly as TRICARE.
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B. Procedural Background

This action encompasses eight separatesdded in four different courts around the
country. While most of those actions originaledle in D.C., others were transferred from the
Northern and Southern Districts Galifornia as well as the WestebDistrict of Texas. See ECF
No. 1 (Transfer Order) at 1-3. Consolidationhaide cases for pretrial purposes took effect in
June 2012, id., and in August of that year the Cloeld a hearing to soout the administrative
details of the newly combined multi-district liiion. See ECF No. 13 (Hearing Tr.) at 6. In
October 2012, Plaintiffs filed a Consolidat&thended Complaint encompassing the allegations
of thirty-three Plaintiffs fromwenty-four states. See @@l., 11 1, 154. In November 2012,
Defendants moved to dismiss all thirty-three Plaintiffs for lack of standing or, in the alternative,
to dismiss each cause of action as unsupporteldedfactual allegations in the Complaint. Since
that time, Plaintiffs have moved to supplemteir pleadings, Defendants have filed multiple
notices of supplemental authority, and the casdobas reassigned from one judge to another.

Having recently taken the reins, this Court remidresses the first major issue raised by
the Motions to Dismiss: standing.

. Legal Standard

Because this Opinion addresses only Defendants’ jurisdictional arguments, Federal Rule
of Civil Procedure 12(b)(1) provideke relevant legal standard.

In evaluating Defendants’ Motions to Dig®s, then, the Court must “treat the
complaint’s factual allegations as true and must grant plaintiff ‘the benefit of all inferences

that can be derived from the facts allege&parrow v. United Air Lines, Inc., 216 F.3d 1111,

1113 (D.C. Cir. 2000) (quoting Schuler v. WadtStates, 617 F.2d 605, 608 (D.C. Cir. 1979))

(internal citation omitted);ee also Jerome Stevens Pharms., Inc. v. FDA, 402 F.3d 1249, 1253




(D.C. Cir. 2005). This standard governs thei@e considerations ddefendants’ Motions

under both Rules 12(b)(1) and 12(b)(6). Sebkeuer v. Rhodes, 416 U.S. 232, 236 (1974) (“in

passing on a motion to dismiss, whether on tleeigul of lack of juristttion over the subject
matter or for failure to state a cause of@ctithe allegations of the complaint should be

construed favorably to the pleader”); Waks. Jones, 733 F.2d 923, 925-26 (D.C. Cir. 1984)

(same). The Court need not accept as trueekiery “a legal conclusion couched as a factual
allegation,” nor an inference ungported by the facts set forthtime Complaint._Trudeau v.

Fed. Trade Comm’n, 456 F.3d 178, 193 (D.C. 2006) (quoting Papasan v. Allain, 478 U.S.

265, 286 (1986)) (internal quotation marks omitted)addition, the “complaint must contain
sufficient factual matter, accepted as true, to ‘satkaim to relief that is plausible on its face.”

Ashcroft v. Igbal, 129 S. Ct. 1937, 1949 (2009)dting Bell Atlantic Corp. v. Twombly, 550

U.S. 54, 570 (2007)).
To survive a motion to dismiss under Rule 12(p)Plaintiffs bear the burden of proving

that the Court has jurisdiction teear their claims. See LujanDefenders of Wildlife, 504 U.S.

555, 561 (1992); U.S. Ecology, Inc. v. U.S. Dep't of Interior, 231 F.3d 20, 24 (D.C. Cir. 2000).

A court has an “affirmative obligation to enstinat it is acting whin the scope of its

jurisdictional authority.”_Grad Lodge of Fraternal Order of Police v. Ashcroft, 185 F. Supp. 2d

9,13 (D.D.C. 2001). For this reason, “the [p]l#itd factual allegationsn the complaint . . .
will bear closer scrutiny in resolving a 12(b)hption’ than in resolving a 12(b)(6) motion for
failure to state a claim.”_ld. d13-14 (quoting 5A Charles A. Wit & Arthur R. Miller, Federal

Practice and Procedure 8 1350 (2d ed. 1987)) (alteration in original). Additionally, unlike with a

motion to dismiss under Rule 12(b)(6), the Céaray consider materials outside the pleadings

in deciding whether to grant a motion to disaifor lack of jurisdiction.”_Jerome Stevens




Pharms., 402 F.3d at 1253; see also Vendiiasino Resort, LLC v. EEOC, 409 F.3d 359, 366

(D.C. Cir. 2005); Herbert v. Nat'l Academy 8tiences, 974 F.2d 192, 197 (D.C. Cir. 1992).

1. Analysis
Before examining the merits of any claim, courts must begin with questions of

jurisdiction. See Fla. Audubon Soc’yBentsen, 94 F.3d 658, 663 (D.C. Cir. 1998) lfanc).

Plaintiffs’ first battle, then, is to prove that thkgve standing to pursue their claims. See Steel

Co. v. Citizens for a Better Env’t, 523 U.S. 83, 93-95 (1998). That, as it turns out, is an uphill

climb for all but two of the named Plaintiffs.
Article Il of the Constitution limits the powaef the federal judiciarto the resolution of

“Cases” and “Controversies.” U.S. Const. Htt.§ 2; see also Allen v. Wright, 468 U.S. 737,

750 (1984) (discussing the case-or-controversy remént). Because “standing is an essential

and unchanging part of the case-or-controversy requirementioleAtl,” Lujan v. Defenders

of Wildlife, 504 U.S. 555, 560 (1992), standing isexessary “predicate to any exercise of [the

Court’s] jurisdiction.” Fla. Audubon Soc’y, 94 F.3d at 663.

“Every plaintiff in federal court,” consequently, “bears the burdfestablishing the
three elements that make up the ‘irreducible constitutional minimum’ of Article Il standing:

injury-in-fact, causation,ral redressability.”_Domiguez v. UAL Corp., 666 F.3d 1359, 1362

(D.C. Cir. 2012) (quoting Lujan, 504 U.S. at 56D0). Even in the class-action context, all
named Plaintiffs “must allege and show that tpeysonally have beenjimed, not that injury
has been suffered by other, unidentified membétke class to which they belong and which

they purport to represent.” Warth v. Seldi@2 U.S. 490, 502 (1975) (emphasis added). Each

element of standing must be pled or proven Withrequisite “degree of evidence required at the

successive stages of the litigation.” Lujan, §08. at 561. That is, at the motion-to-dismiss



stage, Plaintiffs must plead facts that, taketrias make the existence of standing plausible.

See Galaria v. Nationwide Mut. Ins. CNgs. 13-118, 13-257, 2014 WL 689703, at *3 (S.D.

Ohio Feb. 10, 2014) (emphasis added). In smbering whether a plaiiff has Article IlI
standing, a federal court must asswarguendo the merits of his or her legal claim.” Parker v.

District of Columbia, 478 F.3d 370, 377 (DCir. 2007), aff'd on dter grounds sub nom.

District of Columbia v. Heller, 554 U.S. 570 (2008).

A. Injury in Fact

The Court will examine each elemaf standing in turn, beginning with injury in fact.
An injury in fact is “an invasion of a legglprotected interest whicis (a) concrete and
particularized and (b) actual snminent, not conjeatral or hypothetical.”Lujan, 504 U.S. at
560 (citations and internal quotation marks omitté@dllegations of possible future injury do

not satisfy the requirements of Art. lll. Ardatened injury must be certainly impending to

constitute injury in fact.”"Whitmore v. Arkansas, 495 U.S.9,4158 (1990) (internal quotation

marks omitted) (emphasis added).
The Supreme Court recently reviewed tbatours of this requirement in Clapper v.

Amnesty International USA, 133 S. Ct. 1138 (201Bhere, plaintiffs — who were attorneys and

human-rights, labor, legal, and dia organizations who worked witbreign clients or sources —
contended that they were likely to be taegketor surveillance under the Foreign Intelligence
Surveillance Act._See id. at 1145-46. This, they claimed, would work them harm. As such, they
had taken steps to keep conversations wiir ttients confidentiahit their own personal
expense._See id. The Court held, however, tlaattiffs did not have amjury in fact because

the threat of surveillance wasat speculative. There were, tGeurt reasoned, simply too many

“ifs” involved before an injury came to pass. elplaintiffs would be impacted by FISA only if



(1) the government decided to target commurocatinvolving their cliats and (2) used the
challenged FISA provision to do so, (3) the Fonelintelligence Surveillance Court authorized
the eavesdropping, (4) the govermnhsucceeded in picking updin targets’ phone calls or e-
mails, and, finally, (5) the plaintiffs were inw@d in whatever communication the government
intercepted._ld. at 1147-48. The Court conctutheat such “a highly attenuated chain of
possibilities[] does not satisfy the requiremtrat threatened injury must be certainly

impending.” _Id. at 1148; see also Whitmore, 485. at 156-57 (speculative to assume that

petitioner would request federal habeas revieatieas would be granted; petitioner would be
retried for his capital offense; and thus, on apfreah this new trial, petitioner would suffer due

to a lack of data on similarly situated cival defendants); O’Shea v. Littleton, 414 U.S. 488,

496-97 (1974) (injury speculative wheeplaintiff would need to vialte the law, be arrested, and
be tried before a specific magistrate judge to be harmed by the judge’s allegedly illegal

courtroom practice); Los Angeles v. Lyons, 4685105, 105-09 (1983) (iajy conjectural or

hypothetical where plaintiff would have to commitikegal act, be arreste and be subjected to
a chokehold in the future fanjury to occur).
The Court added, “Respondents’ contentlmat they have standing because they
incurred certain costs as a reagole reaction to a risk of hafrwas also “unavailing — because
the harm respondents seek to avoid is notiodytampending. In other words, respondents
cannot manufacture standing merely by inflicting harm on themselves based on their fears of
hypothetical future harm that is not cenlgiimpending.” Clapper, 133 S. Ct. at 1151.
With those precepts in mind — that an injury must be present or certainly impending, that

an attenuated chain of possibilities does noteostanding, and thatgihtiffs cannot create
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standing by taking steps to avad otherwise speculative harnthe Court turns to Plaintiffs’
allegations of injury here.
1. Increased Risk of Harm and Monitoring Costs
Plaintiffs begin by asserting that an increasskl of harm aloneonstitutes an injury
sufficient to confer standing to sue. Due te tlata breach, they claim that they are 9.5 times
more likely than the average person to becorogmws of identity theft. Compl., § 23. That
increased risk, they maintain, in and of itself epafstanding. But as Clapper makes clear, that

is not true. The degree by which the risk affhdas increased is irrelevant — instead, the

guestion is whether the harm is certainly impegd See also PubliCitizen, Inc. v. Nat'l

Highway Traffic Safety Admin., 489 F.3d 1279, 1289(D.C. Cir. 2007) (“increased risk’ is”

not by “itself [a] concrete, particularized, anduag injury for standing purposes” — harm must
be “actual” or “imminent,” not merely “increased”).

Here, the relevant harm alleged is identity the& handful of Plainffs claims that they
have suffered actual identity theft, and those Plaintiffs have clearly suffered an injury. At least
twenty-four, however, allege onlyresk of identity theft. _Seesupra n.3. At this point, the
likelihood that any individual Plaintiff will suffer men remains entirely ggulative. For identity
theft to occur, after all, the following chain of events would have to transpire: First, the thief
would have to recognize the tapes for what tlveye, instead of merely a minor addition to the
GPS and stereo haul. Data tapes, after all, are not something an average computer user often
encounters. The reader, for exae) may not even be aware that some companies still use tapes
— as opposed to hard drives, servers, or even-Cio back up their data. See Disk or Tape

Backup: Which is Best?, Backup For Servers, http://goo.gl/7JsXQF (last visited Apr. 28, 2014).

Then, the criminal would have to find a tapader and attach it to her computer. Next, she
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would need to acquire software to upload thia d@m the tapes onto a computer — otherwise,
tapes have to be slowly spooled through like ethss for data to be read. Id. After that,
portions of the data that aeacrypted would have to bealghered._See Compl., 1 95 (“a
portion of the PII/PHI on the data tapes was ynterd”). Once the data was fully unencrypted,
the crook would need to acquire a familiamtigh TRICARE’s database format, which might
require another round of special software. Findhe larcenist would have either misuse a
particular Plaintiff's name and social securitymber (out of 4.7 million TRICARE customers)
or sell that Plaintiff's data to a Wng buyer who would then abuse it.

The vast majority of Plaintiffs has not ajied that any of thog@ings have happened —
because they cannot. Those events are gntieglendent on the actions of an unknown third
party — namely, the thief. At this poimte do not know who she was, how much she knows
about computers, or what she has done wehadpes. The tapesudd be uploaded onto her
computer and fully deciphered, or they couldyeg in a landfill somewhere in Texas because
she trashed them after achieving her ngaial of boosting the car stereo and GPS.
Unfortunately, there is simply no way to know ueither the crook is apprehended or the data is
actually used. Courts for thisason are reluctant to grant standing where the alleged future
injury depends on the actions of an indepenttard party. See Chper, 133 S. Ct. at 1150
(expressing “our usual reluctanceetodorse standing theories thest on speculation about the
decisions of independent actors”).

That is, no doubt, cold comfort to the nultis of servicemenna women who must wait
and watch their credit reports dr#gomething untoward occurs. Aftall, it is reasonable to fear
the worst in the wake of suchtzeft, and it is understandably fteeting to know that the safety

of your most personal information could bedenger. The Supreme Court, however, has held
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that an “objectively reasonabl&dlinood” of harm is not enough to create standing, even if it is
enough to engender some anxiety. See id., 183.at 1147-48. Plaintiffs thus do not have
standing based on risk alone, evietheir fears are rational.

Nor is the cost involved in preventing futdrarm enough to confer standing, even when
such efforts are sensible. See id. at 1150%1ere is, after all, nbing unreasonable about
monitoring your credit after a data breach. It féhat is exactly what TRICARE and SAIC

advised Plaintiffs to do — and what SAIC, in paftered to pay for._See, e.g., Letter from SAIC

at 1. But the Supreme Colnds determined that proacimeasures based on “fears of
... future harm that is not certainly impendimlg’ not create an injury in fact, even where such
fears are not unfounded. Clapper, 133 S. Cit18i. Put another way, the Court has held that
plaintiffs cannot create stamdgj by “inflicting harm on themselves” to ward off an otherwise
speculative injury._Id. The cost of credit ntonng and other preventvmeasures, therefore,
cannot create standing.

There is, however, an alternative argumeriaintiffs point out tat, in Clapper, the

Court acknowledged that it sometimes “foundhdtag based on a ‘substantial risk’ that . . .

harm will occur, which [could] prompt plaintifte reasonably incur costs to mitigate or avoid
that harm.” _Clapper, 133 S. Ct. at 1150 n.5fkasis added). So Pl&ifs could, theoretically,
prevail if the risk of harm here were substdntidet, Plaintiffs’ Complaint itself makes clear
that they do not surmount that huedITo be sure, Plaintiffs afje that data-breach victims in
general are 9.5 times more likdhan the average personexgperience identity theft post-
breach. Compl., { 132. But then Plaintiffs nibi@, overall, only about9% of breach victims
actually experience identity theft. Id. By Plg#iis own calculations, then, injury is likely not

impending for over 80% of victims — and the figisdikely to be considerably higher in this
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case, where the theft was unsophatd and where the lack ofdespread harm suggests that
the tapes have not ever been accessedGdldria, 2014 WL 689703, at *5. The harm in these
circumstances, therefore, cannot satisfy the requirement of tith&upreme Court or the D.C.

Circuit that there be “(i) a substizally increased risk of harm ari) a substantial probability of

harm with that increase taken into accourRublic Citizen, Inc., 489 F.3d at 1295.

The conclusion that an increased risk of hatame does not confer standing is supported

by other courts’ analyses in similar data-breea$es. In Reilly v. Ceridian Corp., 664 F.3d 38

(3d Cir. 2011), for example, a payroll company’s database was hacked, possibly exposing
“employees’ names, addresses, social security numbers, dates of birth, and bank account
information.” 1d. at 40. Still, the Third Circuit held that, where it was “not known whether the
hacker read, copied, or undemstl the data,” injury remainedesgulative. _Id. In Randolph v.

ING Life Insurance & Annuity Co., 486 Fugp. 2d 1 (D.D.C. 2007), an unknown crook pilfered

a laptop containing insurance information, including the “nandslreases, and Social Security
numbers” of customers. |d. at 3. Nonethelessabse plaintiffs did “noallege that the burglar
who stole the laptop did so in order to accesf thformation, or that their Information has
actually been accessed since the laptop was stalevg’s “mere speculation” to assume “that at
some unspecified point in the indefinite futureytiw[ould] be the victims of identity theft.” Id.

at 7-8;_see also Whitaker v. HealthNeG#i., Inc., No. 11-910, 2012 WL 174961, at *2 (E.D.

Cal. Jan. 20, 2012) (“[P]laintiffdo not explain how the loss here has actually harmed them . . .
or that third parties have accessed their dhatg.harm stemming from their loss thus is
precisely the type of conjecturahd hypothetical harm that issinfficient to allege standing.”)

(footnote omitted); Hammond v. Bank ofYN.Mellon Corp., No. 08-6060, 2010 WL 2643307,

at *7 (S.D.N.Y. June 25, 2010) (“Plaintiffs lack standing” where backup data tapes were stolen
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and most plaintiffs alleged only a risk ofrha“because their claims are future-oriented,

hypothetical, and conjectural.”); Allison &etna, Inc., No. 09-2560, 2010 WL 3719243, at *5

(E.D. Pa. Mar. 9, 2010) (“Plaintiff'alleged injury of an increased risk of identityeft is far too

speculative.”); Amburgy v. Express Scripits¢., 671 F. Supp. 2d 1046, 1052 (E.D. Mo. 2009)

(no standing where “plaintiff does not claim that personal information has in fact been stolen

and/or his identity compromised” in thetddreach); Bell v. Acxiom Corp., No. 06-485, 2006

WL 2850042, at *2 (E.D. Ark. Oct. 3, 2006) (“[W]hiteere have been several lawsuits alleging
an increased risk of identityeft, no court has considered thekritself to be damage. Only
where the plaintiff has actually suffered idéntheft has the court found that there were

damages.”) (footnote omitted); Key v. DSW, Inc., 454 F. Supp. 2d 684, 690 (S.D. Ohio 2006) (In

data-breach case, “plaintiff's allegations, if trassate only the possibility of harm at a future
date. Plaintiff[] alleges that her potentiajury is contingent upon her information being
obtained and then used by an unauthorizecpefia an unlawful purpose.”) (citation omitted);

Giordano v. Wachovia Sec., LLC, No. 06-42606 WL 2177036, at *5 (D.N.J. July 31, 2006)

(“Plaintiff only alleges a potentiahjury (identity theft) thats contingent or{1) Plaintiff’s
information falling into the hands of an unlaotized person and (2) that person using such

information for unlawful purposes flaintiff’'s detriment.”).

Litigants’ cost-of-monitoring claims fared metter. See, e.q., Reilly, 664 F.3d at 46
(“Appellants’ alleged time anchoney expenditures to monitor their financial information do not
establish standing, because costs incurred to vit@hspeculative chain of future events based
on hypothetical future criminal acts are no more ‘dttopuries than the beged ‘increased risk
of injury’ which forms the basis for Appellantsfaims.”); Randolph, 486 F. Supp. 2d at 8 (The

“argument that the time and money spent monitoaipdaintiff's credit suffices to establish an
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injury overlook][s] the fact thateir expenditure of time and money was not the result of any
present injury, but rather the asifiation of future injury thabas not materialized.”) (internal
guotation marks omitted).

This is not to say that courts have unifoyrdenied standing in data-breach cases. See,

e.g., Holmes v. Countrywide Fin. Corplg. 08-205, 2012 WL 2873892, at *5-*11(W.D. Ky.

July 12, 2012); McLoughlin v. People’s led Bank, Inc., No. 08-944, 2009 WL 2843269, at

*3-*4 (D. Conn. Aug. 31, 2009); Doe 1 v. AOL, 719 F. Supp. 2d 1102, 1109 (N.D. Cal. 2010);

Caudle v. Towers, Perrin, Forster & Croslng., 580 F. Supp. 2d 273, 279-80 (S.D.N.Y. 2008).

Most cases that found standing in similar circumstances, however, were decided pre-Clapper or
rely on pre-Clapper precedent and are, at basty reasoned. For example,_in Ruiz v. Gap,
Inc., 380 Fed. Appx. 689 (9th Cir. 2010) (Gap lII), dorirt stated that a “crdale threat of harm

is sufficient to constitute actual injury for stangipurposes.”_ld. at 69%ee also, e.g., Krottner

v. Starbucks Corp., 628 F.3d 1139, 1142 (9th Cir. 2010 (possibility of future injury may be

sufficient to confer standing ongihtiffs; threatened injury cotigites ‘injury in fact™) (quoting

Cent. Delta Water Agency v. United States, BO&d 938, 947 (9th Cir. 2002)); Pisciotta v. Old

Nat'l Bancorp, 499 F.3d 629, 632 (7th Cir. 200Taxsling because “the scope and manner of
access suggests that the intomsivas sophisticated, intentidraand malicious”). Yet after

Clapper, Gap llI's “credible threat of hatstandard is clearly not supportable.

Indeed, since Clapper was handed down laat, yeurts have been even more emphatic
in rejecting “increasedsk” as a theory of standing intdabreach cases. As one court noted,
after “Clapper, the mere fatttat the risk has been incesal does not suffice to establish

standing.” _Strautins v. Trustwave Haids, Inc., No. 12-9115, 2014 WL 960816, at *4 (N.D.

lIl. Mar. 12, 2014). After all, an increased riskavedible threat of impending harm is plainly

16



different from_certainly impending harm, and certainly impending harm is what the Constitution

and _Clapper require. Clapper, 133 S. C1.1a18; see, e.g., Strautins, 2014 WL 960816, at *4

(deciding in light of Clapper thatjury was speculativbased “on a number of variables, such as
whether their data was actuatBken during the breach, whetlitewas subsequently sold or
otherwise transferred, whether angonvho obtained the data atteegbto use it, and whether or
not they succeeded”); Galaria, 2014 WL 68970354hoting the similarity to Clapper and
holding that “[i]n this cas, an increased risk of identityeti, identity fraud, medical fraud or
phishing is not itself an injury-in-fact because Ndraintiffs did not allege — or offer facts to

make plausible — an allegation that such higrfoertainly impending’™); Polanco v. Omnicell,

Inc., No. 13-1417, 2013 WL 6823265, at *14 (D.NDé&c. 26, 2013) (relying on Clapper and

Reilly to conclude that mere loss of data, withmisuse, is not “an injury sufficient to confer

standing”);_but see In re Sony Gaming Netwatk€ustomer Data Sec. Breach Litigation, MDL

No. 11-2258, 2014 WL 223677, at *9 (S.D. CHn. 21, 2014) (finding standing post-Clapper
based on a “plausibly alleged . . . ‘diige threat’ of impending harm”).

In sum, increased risk of harm alone does not constitute an injury in fact. Nor do
measures taken to prevent a future, speculatina.hat least twenty-four of the thirty-three
Plaintiffs in this case, then, musty®n an alternative theory of injury.

2. Privacy

Plaintiffs also allege that they have bégjared because their privacy was invaded by the
data breach. Yet this claim suffers from the saetfects as Plaintiffs’ previous contention. For
a person’s privacy to be invaddbeir personal information must, aiminimum, be disclosed to
a third party. Existing case law and legiglatsupport that common-sense intuition: If no one

has viewed your private informati (or is about to view it immently), then your privacy has
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not been violated. See, e.g., 5 C.F.R98.102 (Under Privacy Act, “[d]isclosure means

providing personal review of a rach or a copy thereof, to someooier than the data subject

or the data subject’s authorizegpresentative, parent, or légaardian.”) (emphasis added);

Walia v. Chertoff, No. 06-6587, 2008 WL 5246014, at *11 (E.D.N.Y. Dec. 17, 2008)

(“accessibility” is not the same as “active distlee”); Schmidt v. Dep’t o¥eterans Affairs, 218

F.R.D. 619, 630 (E.D. Wisc. 2003)idalosure is “the placing into the view of another
information which was previously unknown,” requamithat information béactually viewed.”);

Harper v. United States, 423 F. Supp. 192, 197 (D.B€6) (Disclose means “the imparting of

information which in itself has meaning awtlich was previously unknown to the person to

whom it was imparted.”); Fairfax Hosp. v. Curtis, 492 S.E. 2d 642, 644 (Va. 1997) (violation

where third party “possess[edhd “reviewed” records).

Here, the majority of Plaintiffs contend neither that their personal information has been
viewed nor that their information has been expasedway that would facilitate easy, imminent
access. As in the Third Circuit case Reilly, itulbbe speculative to assume that the thief
“read, copied, or understood the data.” 664 F.3tDatAs a result, no invasion of Plaintiffs’

privacy is imminent._See also Katz v. Beng, LLC, 672 F.3d 64 (1st Cir. 2012) (dismissing

privacy claim for lack of standing where imfeation had not been viewed by third party);
Allison, 2010 WL 3719243 (no standing in datadich case, even where claim involved

invasion of privacy); Giordao, 2006 WL 2177036 (same); Sttiag, 2014 WL 960816 (same);

but see Galaria, 2014 WL 689703 (allowing standargertain claims based only on invasion

of privacy); Am. Fed’'n of Gov't Emps.. Hawley, 543 F. Supp. 2d 44, 50 n.12 (D.D.C. 2008)

(“emotional trauma alone is sufficient to quglés an” injury “undefection 552a(g)(1)(D) of

the Privacy Act”) (internal quotatiomarks and alterations omitted).
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To be sure, the Supreme Court has intim#tat disclosure of personally identifiable
information alone, along with some attendamotional distress, may constitute “injury enough
to open the courthouse door” in privacy actioboe v. Chao, 540 U.S. 614, 624-25 (2004). But
again, disclosure involves publicatito a third party. In that casDoe’s social security number
had actually been published by the governneentarious documents “sent to groups of
[workers’-compensation] claimants, their employewsd the lawyers involved in their cases.”
Id. at 617. In other words, Doe’s informationsagctually exposed to dozens of readers. Here,
by contrast, disclosure and access of Plaintfé&sonal information ianything but certain.
Rather, the information itself is locked insi@dgpes that require sonegpertise to open and
decipher. Indeed, it is highly unlikely that the crook even utoledsvhat the tapes were, let
alone had the wherewithal to access themanigate her way to any one of the 4.7 million
records contained therein. And umikintiffs can aver that theiecords have been viewed (or
certainly will be viewed), any harto their privacy remains speculative.

A few of the Plaintiffs here dolalge that their data was us€dThose Plaintiffs have at
least claimed an injury to their privacy insoéarthey allege that their data was accessed. The
other Plaintiffs, however, are out of luck.

3. Lossof Value

Plaintiffs next contend thately were injured by the loss tfio valuable assets. First,
they argue that they lost thralue of their personal and medical information, which could be
“sold on the cyber black marktr $14 to $25 per medical record.” Compl., I 21. Second, they
claim they forfeited the value diieir insurance premiums, whishould have been used to pay

for better security. See id.,  22.

19 Compl., 11 35 (Curtis), 38 (Gaffney), 40 (H9w41 (Hernandez), 43 @ler), 48 (Morelli), 49
(Moskowitz), 62 (Yarde).
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As to the value of their personal and medin&rmation, Plaintiffs do not contend that
they intended to sell this information on thaer black market in the first place, so it is
uncertain how they were injured by this allegeskloEven if the serse members did intend to
sell their own data — something no one allegess-unhclear whether or how the data has been
devalued by the breach. For teagasons, Plaintiffs’ first theory of injury is unsuccessful.

Similarly, as to the value of their insurarmmemiums, Plaintiffs do not plausibly allege
any actual loss. They allege that they weremmajor “health and dental insurance” — and they
do not claim that they were deniedverage or services in any ywahatsoever._See id. To the
extent that Plaintiffs claim that some indeterate part of their premiums went toward paying
for security measures, such a claim is foudy to support standing. They do not maintain,
moreover, that the money they paid could haverould have bought a better policy with a more
bullet-proof information-securityegime. Put another way, Plaffgihave not alleged facts that
show that the market value of their insuranceecage (plus security services) was somehow less
than what they paid. Nothing in the Comptaimakes a plausible cag®t Plaintiffs were
cheated out of their premium#s a result, no injury lies.

4. Legal Violations

Plaintiffs next set forth vaous legal violations that thegfaim create standing: They
argue that SAIC failed to meet the requisigalestandards for data security; that SAIC and
TRICARE violated their righto truthful information about thedtata; and that certain statutes, if
violated, give them the right to automatiantkeges or payment. Standing, however, does not
merely require a showing that the law has beeratgd, or that a statute will reward litigants in

general upon showing of a vialan. Rather, standing demands some form of injury — some
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showing that the legal violation harmed youparticular, and thatou are therefore an
appropriate advocate in federal court.

As the Supreme Court “has repeatedly held,] an asserted right to have the
[defendant] act in accordance with law is not sugint, standing alone, to confer jurisdiction on

a federal court.”_Allen v. Wright, 468 U.S. 73R4 (1984). Rather, the unlawful activity must

work some harm on Plaintiffs.

In terms of the alleged contravention of s@gustandards, Plaiifts have not outlined
any actual or imminent harm caused by that pugal violation — aside from the theories the
Court has already rejected. Plaintiffs, #fere, cannot acquireastding on that basis.

The same is true of the supposed deprivation of Plaintiff's “right to truthful information
about the security of their PII/RH Opp. to SAIC at 7. Nondependent harm has flowed from
that so-called deprivatio Of course, as Plaintiffs poiatt, denial of information alone can

sometimes create an injury when statutes reqligclosure. See Zivo&Ky ex rel. Ari Z. v.

Sec'y of State, 444 F.3d 614, 617-19 (D.C. Cir. 2066}ig that violation of plaintiff's right to
documents under Freedom of Information Act cegate standing). Here, however, Plaintiffs
have failed to allege any actualpdiration of information, even assing they have a right to it.
First, they claim that they were deprivedmfiormation before TRICARE and SAIC notified
them of the data breach. Anyury that might have occurred during that time, however, has
been cured, since SAIC has now explained the erfahe breach to Plaintiffs in some detail,
see Letter from SAIC at 1, and no one alkegry independent harm caused by the delay.
Indeed, expedient notification tie data breach and its scoglng with certain required

contact information, is all the relevant ladsmand._See, e.g., Cal. Civ. Code § 1798.82; Or.

Rev. Stat. Ann. 8 646A.604(1)-(2). &ddition, Plaintiffs claim thathey have been deprived of
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truthful information because SAl{c]ategoriz[ed] the risk of acces$d their datdas ‘low™ in
their letters notifyng servicemen of the breach. Compil1%. But that is, at best, a difference
of opinion — Plaintiffs do not ideify any actual facts that SAIGr TRICARE has withheld. As
a result, Plaintiffs’ abstract assertion that their “right to trutimfidrmation” has been violated
does not constitute an injury, since the factte complaint identify neither an actual
deprivation nor any independent harm.
5. Actual Misuse

As noted above, Plaintiffs who claim thheir information was, in fact, accessed and
misused have alleged an actuglig. That injury, however, mustill be linked to Defendants’
conduct.

B. Causation

The second element of standing, causatequires “a causal connection between the
injury and the conduct complained of.” Luj&®4 U.S. at 560. The harm alleged must be
“fairly . . . trace[able] to the clianged action of the defendanfdanot injury that results from

the independent action of soitinérd party not before the cdur Simon v. E. Ky. Welfare

Rights Org., 426 U.S. 26, 41-42 (1976).

To review the bidding: The majby of Plaintiffs in this caséack standing to sue because
they failed to allege any cognizable injury x 8ilaintiffs, however, cia that their data was
actually misused; one Plaintiff claims she hd$esad medical fraud; and two claim that their
privacy was invaded by phone calls and o#t@dicitations from companies that may have
accessed their medical records. Each of these ghoeps of Plaintiffs must be able to link their

harm to the data breach.

22



1. Identity Theft

Six out of thirty-three Plaintiffs allegedhtheir personal information was used for
fraudulent purposes. Seagpra n.5. Five of those six claim gnthat unauthorized charges were
made to their existing credit cards or debit caodshat money was withdrawn from an existing
bank account. But here’s theoptem: No one alleges thatedit-card, debit-card, or bank-
account information was on the stolen tapes, 8., Letter from SAIC at 1 (tapes did not
include “any financial data, such as credit aarthank account information” ). To be sure, as
Plaintiffs’ counsel noted at the Court’s Aughsiaring, a criminal could obtain some of a
victim’s personal information from a data breaatd then go “phishing” to get the rest. See
Hrg. Tr. at 45-46. That is, the crook could @icg a name and phone number and then make
calls pretending to be a legitate business asking for infoation like credit-card or bank-
account numbers. Here, howeube identity-theft Plaintiffhiave not alleged any phishing.
Indeed, they proffer no plausible explanationhow the thief would have acquired their
banking information. In a society where aro8% of the populatiowill experience some
form of identity theft — regardless of the source — it is not surprising that at least five people out
of a group of 4.7 million happen to have experiersmue form of credit or bank-account fraud.

See Kristin Finklea, Cong. Research Serv., R40B@Mtity Theft: Trends and Issues 1 (2014),

available at http://goo.gl/bCsTEg (10.2 milliémericans, out of around 308.7 million total,
experienced identity theft in 2010As that information was nain the tapes, though, Plaintiffs
cannot causally link it to the SAIC breach.

One Plaintiff, however — Robert Curtis Colorado resident — may have a caséfter

the data breach, he receivéetters in the mail from Ararican Express,” among others,

1 plaintiffs have moved to supplement their fatalegations concerning Curtis. See ECF No. 41
(Motion for Leave to File Supplemental Pleadings). Theart grants that Motion here, although it notes that its
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“thanking him for applying for loans” that he hadver applied for. Compl., { 35. To apply for
such a loan, one would likely need a person’s naudedress, date of birth, and social security
number — exactly the sort of information that wasthe tapes. Id., § 7. The Court believes that
this creates a sufficient causal link between teatity theft — which has hurt Curtis’s credit
history, id., 35 — anthe tape theft.

That said, the Court would bemiss if it did not note that @is also alleges a spate of
identity theft that cannot plausibbe linked to the tapes. For example, he also complains that
many of his existing accounts have been tampergdin seriously concerning and, no doubt,
frustrating ways._Id. In one instance, @Gaistbank notified him when “an individual in
Mexico” called his bank asking for money “and knBlaintiff Curtis’ account number, unlisted
telephone number, address, dateiah and e-mail address, SacBecurity number and answers
to the security questions.” ECF No. 43 (Rep Motion to Supplement Pleadings), Exh. A
(Supplement to Compl., § 35) at 1. No one abe@pewever, that the name of Curtis’s bank, his
account number, his e-mail address, or the angwdnis security questions were on the stolen
tapes. He also claims that “individualged approximately $32,500 oaf his credit union
account.” 1d. But again, he does not claivat the account information was on the tapes,
although he does aver that heegd@ RICARE his payment information at some point. Id. The
inescapable conclusion is that Curtis has lsedajected to another, more profound data breach
involving his financial — nomedical — records.

As a result, the fraudulent loan applications/raso be linked to this other, more severe

data breach and not the SAIC breach. At thistpbiowever, the Court is willing to give Curtis

conclusions regarding Curtis would be the same under both the original and thecapieadimgs.
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the benefit of the doubt, since thes at least a plausible contien between some of the harm
he has suffered and the SAIC theft.
2. Medical Fraud

Another Plaintiff, Robin Warner, claims thstie experienced medical fraud because her
medical records no longer exist. Compl60f This is a striking allegation, but it cannot
establish standing because only backup tapes stelen from the SAIC employee’s car. Id.,
1 6. Warner does not explain how the disappearaintcer medical identitgan be linked to the
theft of tapes that contained ordgpies of her actual medical reds. She has thus not carried
her burden of alleging causatiand hence has no standing.

3. Privacy

Two final Plaintiffs — in ddition to Curtis, who has expenced similar woes — claim
that their privacy has been invaded due todhta breach. Murray Moskowitz simply alleges
that he “has received a numhldrunsolicited calls from telemieeters and scam artists.” Id.,
1 49. He does not otherwise link the calls totépes, claim that the dats have personal or
private information found on the tapes, or ea#lage that his phoneumber was unlisted and
hence would have been difficult for marketers tate absent the assistance of the data thief.
Moskowitz seems to simply be one among the nwnys who are interrupd in our daily lives
by unsolicited calls. His harm, consequentnnot plausibly berked to the tapes.

Dorothy Yarde, on the other hand, does allege a credible link to the data breach. She
claims that her “telephone number is unlisted!’, 1] 62. Still, after ththeft, “she received
numerous unsolicited telephone sdlom insurance companies and other[s]” pitching “medical

products and services . . . targeted at a spen#ical condition listed iher medical records.”

Id. (emphasis added). She had not received suchirc#iis past._Id. The fact that the callers
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had Yarde’s unlisted phone number and mediamsis — both of which were on the tapes —
suffices to create a causal link.
C. Redressability

The third and final element of standingésiressability, which requires that it “be
‘likely,” as opposed to merely ‘speculativéiyat the” alleged “injuy will be ‘redressed by a
favorable decision.”_Lujan, 504 U.S. at 561 (citation omitted).

At this point, only two Plaintiffs remair€urtis, who has alleged actual misuse of his
social security number, and Yarde, who hagaliea privacy violation linked to her medical
information. Both harms can be redressed,a#tlm part, by a monetary reward. Those two
Plaintiffs — and only thosevo Plaintiffs — therefor@ave standing to sue.

*

A reasonable reader may still wonder: If @uend Yarde’s information was potentially
accessed or misused, why not presume that thamggdlaintiffs’ information will suffer the
same fate? Indeed, other courts have allowsdsctd move forward where some form of fraud

had already taken place. For example, mlérson v. Hannaford Bros., 659 F.3d 151 (1st Cir.

2011), the First Circuit declingd question the plaintiffsstanding where 1,800 instances of
credit- and debit-card fraud hadeddy occurred and had been clearly linked to the data breach.

Id. at 162-67. Similarly, in Pisciotta, the cbalowed plaintiffs to proceed where “the scope

and manner of access suggest[ed] that ttnesion was sophisticated, intentional and
malicious,” and thus that thgotential for harm was indeadibstantial. 499 F.3d at 632.

The circumstances here, however, are starkfgréint. First, the theft from the SAIC
employee’s car was a low-tech, gamevariety one. Any inferende the contrary is undermined

by the snatching of the GPS and car stereo. i$tiardly a black-opsaper. Second, while
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Curtis and Yarde have alleged personalizgarynsufficient to surraunt a motion to dismiss
under Rule 12(b)(1), there are no facts hereplaatsibly point to imminent, widespread harm.

In fact, the link between Curtand Yarde’s injuries and the ddieeach barely crosses the line
from possible to plausible. Qis, after all, was almost certéyrthe victim of another, more
severe data breach, and that breach may well heeve tesponsible for every instance of identity
theft he alleges. It remaitikely, in other words, that no one accessed his information from the
tapes. Yarde’'s harm may also stem from another source. For example, she might have bought
specific medications related @r condition over theounter at the nefdorhood drugstore or
online. That information could have been smd@ompanies targeting such patients — no data
breach necessary. At this staties Court simply acknowledgésat the link between the data
breach and Yarde and Curtis’s claims is plaus#len if it is very likelythat their harm stems
from another source.

The fact that Curtis and Yarde’s allegati@me plausible, howevedpes not lead to the
conclusion that wide-scale disclosure and misuse of all 4.7 million TRICARE customers’ data is
plausibly “certainly impending.”_Clapper, 133&. at 1147. After all, as previously noted,
roughly 3.3% of Americans will experience identitgtihof some form, regardless of the source.

See Finklea, Identity Tft: Trends and Issuesjpra, at 1. So one would expect 3.3% of

TRICARE's customers to experience some typelehtity theft, even if the tapes were never
read or misused. To quantify that percentag¢he 4.7 million customers whose data was on
the tapes, one would expect around 155,100eshtto experience identity fraud simply by

virtue of living in America and engaging in commoey even if the tapes had not been lost. Here,
only six Plaintiffs allege some fim of identity theft, and out of those six only Curtis offers any

plausible link to the tapes. And Yarde is tinly other Plaintiff -out of a population of 4.7
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million — who has offered any evidence that someone may have accessed her medical or personal
information.
Given those numbers, it would be entirely imymible to assume that a massive identity-
theft scheme is currently in progress or idaialy impending. Indeed, given that thirty-four
months have elapsed, either thalefactors are extraordinarilytpent or no mining of the tapes
has occurred. This is simply not a case wihemedreds or thousandsioktances of fraud have

been linked to the data breach. See, eindefson, 659 F.3d at 162-67. Rather, as far as the

Court is aware, only six instances of franaze been reported, and only two customers can
plausibly link either identity theft or privacy vations to the tapes’ loss. As such, only those
two Plaintiffs whose harm is plausibly linkedttee breach may move forward with their claims.
V.  Conclusion

Since the majority of Plaintiffs has beesmissed — potentiallyltaring the scope of the
remaining litigants’ claims mowmg forward — the Court will pauge confer with the parties
before determining which, if any, of the Comipt& twenty counts halseen properly alleged.
The Court thus reserves trssiie of whether Defendants’ Ru2(b)(6) Motions should be
granted for a future date. It further notes thakpects the partige confer before the
forthcoming status to determine if they can reaome agreement on thexhprocedural steps in
the case.

For the aforementioned reasons, the Court wahgm part and deny in part Defendants

Motions to Dismiss. A separa@rder consistent with this @pon will be issued this day.

/s/ James E. Boasberg
JAMES E. BOASBERG
United States District Judge

Date: May 9, 2014
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