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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MICHAEL G. DICK,
Plaintiff, Civil Action No.: 13-106QRC)
V. Re Document No.: 13

ERIC H. HOLDER, JR.etal.,

Defendans.

MEMORANDUM OPINION

GRANTING DEFENDANTS’ MOTION TO DISMISS

I. INTRODUCTION

Plaintiff Michael G. Dick {Agent DicK'), a Special Agent with the Federal Bureau of
Investigation (FBI”), brought this action for monetary and injunctive relighinst United
States Attorney General Eric Holder, Jr. and FBI Director James YC@aléectively,
“Defendanty) in their official capacitiesilleging violations of th Privacy Act, 5 U.S.C. § 552a.
Agent DicKs PrivacyAct claims are based on a nationwf@® on the Lookout” (BOLO")
alertthat the FBlissuedin response ta series oftatementsnadeby Agent Dickto agency
personnehfter he was injured atshootingrangeand unable to receive immediate medical
treatment Defendanthiave movedo dismisshe Privacy Actcauses of actionnderFederal
Rules of Civil Procedure 12(b)(1) and 12(b)(6). Upon consideration of Defendasttsh, and
the memoranda in support thereof and oppostheretq the Court willgrant the motion to

dismissthe Privacy Actlaims®

! On February 28, 2014, Agent Dick filed a first amended compl&eé generally

1st Amend. Compl., ECF No. 19. In the amended complairsietseforth new facts and causes
of action related to alleged employment discrimination by Defendawitshe FBI. Through a
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. FACTUAL BACKGROUND

During all relevant timesAgert Dick wasa GS1811 Series Specidlgentwith the FBI?
SeeCompl., ECF No. 1, at T 1. On the morning of May 7, 2013, Agent@ioked ata
shootingrangein Quantico, Virginia, to undergo his aguerly firearms qualification testingSee
id. 1 87. Whileattempting to shoa semiautomatic pistol, Agent Dick suffered an injury in the
form of a gash to his right hand between the thumb and forefisger.id 88. After the
instructor cleared him from the rangee id.| 89, Agent Dickproceededo the Heath Services
Unit atthe Quantico Marine Corps Bagsdherehe was asked twompletea questionnaire before
a doctor would provide treatmeree idy 90. When Agent Dick wasinable tdill out the
guestionnaire because of the hand injasleft the Health Services Unénd drove to the Ready
Care Facility, which is a privateealthcare provider in Stafford, Virgini&ee idf{ 91-92.But
staff at the Ready Care FacililgformedAgent Dickthat hisinjury was too severéor them to
handle, andheydirectedhim to a nearby urgent cafacility for treatment See idf 92.

After arriving atthe urgent care facility, Agent Dickaitedfor roughly forty minutes
while a receptionist attempted to obtajproval from the Healt8ervicedUnit to begin
providingmedicaltreatment.See idy 94. Wherthe receptionist wasnableto receivethe
necessary authorizatipa nurse practitioner at the facility attempted to clean Agent ®ick

woundanyway See id But he severgain fromthe cleaing process caused Agent Diak t

Minute Order deedFebruary 28, 2014, the Court suggested, and the parties agreed, that the
amended complaint did not render Defendants’ motion to dismiss moot because the new
complaint left intact the allegations and claims forRhiwacy Actcauses of action. Because the
relevant briefs cite to the original complaint rather than the first amendsolaiat, the Court
refers to the original complaint throughout this Memorandum Opinion unless otherwise noted.

2 The complaint contains numerous allegations about Agent Dick’s employment

with the FBI going back for more than a decade. But because the Prigbchaifns at issue
today relate specifically to the BOLO, the Court focuses its attention artlyecallegations
related to tk alert.



pass outsee idJ %, anda physiciafs assistant recommended stitclassthe appropriate
treatment for the injurySee idf 96. The attending doctor, however, refused to provide further
medicaltreatmento Agent Dickuntil the facilityreceivedauthorizatiorfrom the Health

Services Unit See id at 98.

Frustrated with the Health Services Usftilure to grant approvdbr the necessary
treatmentand with his hand wound still untreated, Agent Dick unsuccessittdynpted to call
the unit himself See idf{ 99-101. Asome unspecifiethater time,howeverthe FBI faxed
approval formedical treatment to the urgent céaeility. See idy 101. Agent Dickthen
received stitcheand painkiller shots to his right hand, and he was prescribed antibiotics and
painkillers See idf 102. After receivingthis treatment, Agent Dickiroveseventytwo miles
from the urgent care facilityp his houseSee idy 103. Upon arriving home around 12:30 or
1:00 PM, Agent Dick went to a local pharmacy to fill his prescriptions, but the phatrmacis
duty was unable to obtain authorization from the FBI to provide the medic&emid{ 104.
Agent Dick then called the Health Serviddsit, but healso was unable tobtainthe necessary
approval. See id§ 105. Still in pain andncreasinglyagitated by the lack of respongem the
Health Services UnitAgent Dick tolda Health Services Unemployee over thelephone that
“he would personally come to the [FBI] to straighten out the approval procgss.id. Agent
Dick also“expressed displeasure[Assistant Director of Human Resourc&gnnett personally
because the Health Unit employee claimed that Mr. Bennett had limited their ability to
communicate approval authority and had revoked issuance of cell phones to farititate
address requestsSee id.

The next daythe FBI released mationwideBOLO alert which described Agent Dick as

a “Subject of Interest,to “every conceivable local, state and federal law enforcengemnicg”



See idfT 106, 109 The alerincludeda variety offactual allegationsboutAgent Dick

including that hénad expressettiscord and made indirect threats to several different members
of varying divisions of both HQ and Quantico,” and that he wasadmfnistrativdeave diring

a pending investigation.Td. § 106. Thd8OLO also stated thakgent Dickwas“suspended due

to personal conduct,” and that laiscess to FBHeadquartersvasrevoked after herfiade threats
against his chain of commandld. In addition, the BOLO contained personal information about
Agent Dick including a “grim faced picturedf him, his ©cial securitynumber and his address.
Seed. Fox News ran a story about the May 8, 2013, BOLO, after which an FBI spokesman
issued a correction thdte BOLO involved apersonnel mattémand there was no longer any
concern because Agent Dick had been located{ 109.

Through the instant lawsuit,g&nt Dick alleges thatfterthe BOLO alerthe suffered a
variety of negative consequences in his personal and profddgmn&or example,he FBI
allegedly suspended his security clearaheeday after the BOLO was issyeseeid. § 107,
andinitiated a*‘Mandatory Fitness for Duty Examination” of both a psylcigical and
psychiatric nature on the basis thathadmadea “series of disturbing statements dhceats
against FBI employeéssee id.1113, 115. Agent Dicklso allegedlyl ostall outside
employment opportuties,” andwas“shunned by neighbors andge.” See idf132. Finally,
Agent Dickassertghat his wife received information from FBI agents about émsployment
and his supposed lack of fitness and imminent termination, and was attempting to use that
information in the divorce proceedingdd. § 112. In the complaint, Agent Dick allegdsat he
did not make the threats described in the BO&@ that he wasoton administrative leave or

under investigation at the time of the ale®ee id  107.

3 In contradictory paragraphs, Agent Dick alleges that his security cteaveas

suspended on both May$eCompl., ECF No. 1, at 111, and Mays@ge id.f 107.



[ll. LEGAL STANDARD S
A. Rule 12(b)(1)

Federal courts are courts of limited jurisdiction, and the law presumésatbatise lies
outside this limited jurisdiction[:] Kokkonen v. Guardian Life Ins. Co. of ALl U.S. 375,
377 (1994)see also Gen. Motors Corp. v. EF3%3 F.3d 442, 448 (D.C. Cir. 200478 a court
of limited jurisdiction, we begin, and end, with an examination of our jurisdiction.”). Tdwus, t
survive a Rule 12(b)(1) motion to dismiss, a plaintiff bears the burden of estabtisdiragcourt
has subjeematter jurisdictiorover his claim.See Moms Against Mercury v. FD#83 F.3d
824, 828 (D.C. Cir. 2007). In determining whether jurisdiction exists, a courtenagitler the
complaint supplemented by undisputed facts evidenced in the record, or the complaint
supplemented by undisputed facts plus the court’s resolution of disputed faotd. for
Underground Expansion v. Mingtd33 F.3d 193, 198 (D.C. Cir. 2003) (citations omitted).
“Although a court must accept as true all the factual allegations contained amthaict when
reviewing a motion to dismiss pursuant to Rule 12(b)thg"factual allegations in the complaint
“will bear closer scrutiny in resolving a 12(b)(1) motion than in resolving a (B)(bjotion for
failure to state a clairh.Wright v. Foreign S&. Grievance Bd.503 F. Supp. 2d 163, 170
(D.D.C. 2007) (citations omitted).

B. Rule 12(b)(6)

To survive a Rule 12(b)(6) motion to dismiss for failure to state a claim, a complaint
must contain sufficient factual allegatioaEcepted as true, tstate a laim to relief that is
plausible on its facé. Bell Atlantic Corp. v. TwombJy50 U.S. 544, 570 (2007)A‘claim has
facial plausibility when the plaintiff pleads factual content that allows the codrate the

reasonable inference that the defendshable for the misconduct allegédAshcroft v. Igbal



556 U.S. 662, 678 (2009). Wheparforming this analysjs court mustdccept as true all of the
factual allegations contained in the complaint and draw all inferences in faber mdhmoving
party” Autor v. Pritzker 740 F.3d 176, 179 (D.C. Cir. 2014). Butpeading that offerSabels
and conclusionsr ‘a formulaic recitation of the elements of a cause of action will nt do.
Igbal, 556 U.S. at 678 (quotinbwvombly 550 U.S. at 555). Nor does a complaint suffice if it
tenders naked assertion[sflevoid of further factual enhancemeiit.Id. (quotingTwombly

550 U.S. at 557). Although a court generally cannot consider matters beyond the pleading
may considefdocuments attded as exhibits or incorporated by reference in the complaint, or
documents upon which the plaintgfcomplaint necessarily relies even if the document is
produced not by the plaintiff in the complaint but by the defendant in a motion to digmissg
Ward v. D.C. Dep't of Youth Rehab. Servé8 F. Supp. 2d 117, 119 (D.D.C. 2011) (internal

citations and quotation marks omittéd).

IV. ANALYSIS
As theU.S. Court of Appeals for the District of Columbia Circuit has explainéihe’

Privacy Act safeguards the public from unwarranted collection, maintenan@ndise

4 The Court feels compelled to address an issue that arose in Agent Dick’s

opposition to the motion to dismiss, namely his confusion about the standards under Rules
12(b)(1) and 12(b)(6). Agent Dick suggests that Defendants attempted to convé&tutaei
12(b)(6) motion into one for summary judgmefeePl.’s Mem. Opp’n Defs.” Mt Dismiss,

ECF No. 15, at 1. But nowhere in their arguments do Defendants cite evidence outside the f
corners of the complaint. Instead, the only supplemental evidence on which Defealyants
comes within their Rule 12(b)(1) analysis regarding Adiok’s failure to exhaust

administrative remediesSeeDefs.” Mem. Supp. Mot. Dismiss, ECF No. 13, at 25-26. When
evaluating a Rule 12(b)(1) motion, a court may consider materials outside the gdeadin
determine whether jurisdiction existSee, e.g Settles v. U.S. Parole Comm429 F.3d 1098,
1107 (D.C. Cir. 2005)Coal. for Underground ExpansipB33 F.3d at 198. The Court therefore
rejects Agent Dick’s attempt to supplement the complaint by attaching affidavitgheerd
extraneous evidence kas opposition brief which were not incorporated by reference or relied on
in the complaint itself.



dissemination of personal information contained in agency records ... by allowing an individua
to participate in ensuring that his records are accurate and properly usedjrapo$ing
responsibiliies on federal agencies to maintain their records accurat@rtel v.FAA, 725

F.2d 1403, 1407 (D.C. Cir. 1984) (footnotes omitted). Subsection (g) of the Privacy Act
provides four scenarios under which anwlial may bring a civitause of actioagainst a
federal agencysee5 U.S.C. 8 552g()(1)(A)-(D), butmonetary recovery for actual damages, as
opposed to injunctive relieifs available onlyor claims brought undewo provisions:8
55249)(1)(C) for failure ® maintain accurate recor@sd8 5524g)(1)(D) for failure to comply
with other provisions athe Privacy Acif the agency acted intentionally or willfullySeed. 8
552a(g)(4)Scott v. Conley937 F. Supp. 2d 60, 77 (D.D.C. 2013¢tual damages are
available in suits for failuréo maintain accurate records or failure to comply with other
provisions of the law if the agency acted intentionally or willfully.”).

In Count I, Agent Dick assertsPrivacy Act clainbased on the FBl'alleged
dissemination of false information through the May 8, 2013, BOLO alert, but he does nigt spec
under which provisionef the Privacy Act he seeks relieNonetheless, the Court and the parties
agree that he asserts claioreder 8 552@)(1)(C)for failure to maintain accurate recoraisd 8§
552af)(1)(D) for improper disclosure imiolation of 8 552a(b). IrCount I, Agent Dick asserts
a claim under 8§ 552a(g)(1)(D) for failure to safeguard confidential informativiolation of 8
552a(e)(10). Finally, in addition to his request for $10 million in monetary damages, Rigkent
seeks injunctive relief in the form of the FBI issuing a statement that withdrissation
from the BOLO and advises the public that Agent Dick is not a threat. For tbasehscussed

below, the Court concludes that Agent Dick has failed to atel'am for monetary relief in



Counts | and II, and failed to exhatis¢ necessargdministrative remedies before seeking
injunctive relief such that the Court lackisbjectmatterjurisdiction overthatrequest
A. The Proper Defendant

Before reachinghe merits of Defendaritsiotion to dismiss, the Court must address
Agent DicKs continued failure to name a proper defendahis lawsuit. In the complaint,
Agent Dick namess defendants United States Attorney General Eric Holder, Jr., former FBI
DirectorRobert Mueller, 1Il, ad “Other Unknown Defendants.’But the law is clearhat only
federal agenciesot individualsarethe proper defendantsr a Privacy Act causef@ction.
Seeb U.S.C. § 552a(g)(I(stating that aflindividual may bring a civil action against the
agency); Martinez v. Bureau of Prisond44 F.3d 620, 624 (D.C. Cir. 2006){fhe district
court properly dismissed the named individual defendants because no cause of actitimagxist
would entitle appellant to relief from them under the Privacy Act or FQl&tations omitted));
Earle v. Holder 815 F. Supp. 2d 176, 180 (D.D.C. 2011) (“[T]he Privacy Act does not authorize
claims against individualy.

In his opposition to Defendantsiotion to dismissAgent Dickappears to concedleat
he has not named a legitimate defendsedPl.’s Mem. Opph Defs.” Mot. Dismiss,ECF No.
15,at2 n.1,yethemakes no effort to correct this error through a motion or other filing. Instead,
he seemsontent to rely on the Court smbstituteanagency as thproper defendant on his
behalf. Although the Court isurprisedoy Agent Dicks dilatory approach to this issue, it
nonetheleswill dismiss thePrivacy Act claimsagainstthe individual defendants and substitute

theFBI as theproperdefendantor theseclaims moving forward See Cloonan v. Holde768 F.

> Pursuant to Rule 25(d), James B. Comey was substituted for former FBI Director

Mueller, and it is unclear if Agent Dick dropped the “Other Unknown Defendants” in ge fir
amended complaintSeelst Amend. Compl., ECF No. 19, at 1 2-3.



Supp. 2d 154, 162 (D.D.C. 2011) (distinguishing the Privacy Act from the Freedom of
Informaion Act and explaining that “naming components as defendants under the Privagy Act
appropriate since the statuggdlain language is clear tHah agency need not be a cabiteatel
agency such as the DQd be liable”)(quotingLair v. Dept of Treasury No. 03 Civ. 827, 2005
WL 645228, at *3 (D.D.C. Mar. 21, 2005)).

B. Count |: Improper Disclosure Under5 U.S.C. 88 552a(g)(1)(D) and 552a(b)

Subsectiorb52a(g)(1)(D) which is described as the Privacy Actcatchall provision,
seeCacho v. ChertoffNo. 06-00292, 2006 WL 3422548, at *4 (D.D.C. Nov. 28, 2006), provides
acivil cause of action whenevargovernmenagency‘fails to comply with any other provision
of this section, or any rule promulgated thereunder, in such a way as to have aneftbairen
an individual.” 5 U.S.C. 8§ 552a(g)(1)(D). Thusstate a claim for reliainder the subsection,
which works in conjunction with § 552a(g)(4) plaintiff must establish that (1) the agency
violated another provision of the Privacy Act, (2) the violation was intentional dulwdhd (3)
the violation had an adverse effect on the plainffiée Paige \DEA, 665 F.3d 1355, 1358-59
(D.C. Cir. 2012) (citing 5 U.S.C. 88 552a(g)(1)(D) & 552a(g)(4)).

Although Count | of the complaint does not specify the underliigacy Actviolation
on which the 8§ 552a(g)(1)(@Jaimrests Agent Dick alleges that the Arohibits the
disclosure by a federal agency of any record contained in a system of recorgpéosan or
anotheragency unless the disclosure falls within a listed excepti@ompl, ECF No. 1, af|
119. Defendants therefore argud Agent Dick concurs through his opposition to the motion
to dismiss, that Countihcludesa cause of actiofor improper disclosure pursuant to 8 552a(b)
of the Privacy Act The Court agrees and will evaluabe claimpursuant to the requirements of

8§ 552a(g)(1)(D) and 552a(b).



1. Subsction552a(b) Exemptions

Subsection 552a(lof the Privacy Acgenerally prohibits government agendi@sn
disclosing confidentidiiles without the consent of the individuabeeBigelow v.DOD, 217
F.3d 875, 876 (D.CCir. 2000). An agency, howevenaylegally disclose protectemformation
without consentf one oftwelve statutoryexemptions appliesSee5 U.S.C. § 552a(lp)-12)
(listing the twelve exemptions)Defendants argue that three of the twedxemptionsare
applicable here, namely tipeovisionspermitting disclosuréo those officers and employeet
the agency which maintains the record who have a need for the record in the peréooina
their duties) id. 8 5524b)(1); “for routine use,’id. 8 5524b)(3); and‘to a person pursuant to a
showing of compelling circumstances affecting the health or safetyiafiavidual if upon such
disclosure notification is transmitted to the last known address of such individu8l,”
5524Db)(8). For the reasonaudined below, the Court concludes that none of the three
exemptionsare applicablén this instace

a. Subsection 552a(b)(1): Need To Kriexemption

Subsection 552a(b)(1) permits disclosure “to those officers and employees génicg a
which maintains the record who have a need for the record in the performance aitilesif
When performing the 8§ 552a(b)(1) inquieycourtmust ask'whether the official examined the
record in connection with the performance of duties assigned to him and whether he hau to do s
in order to perform those duties properlBigelow 217 F.3cat 877 (describing tlsiinquiry as
the“point” of the exemption)see alsoCachq 2006 WL 3422548, at *4 What matters then is
the‘need to know’ of the agency official who received the disclosure, not the authority of the
agency offital who made the disclosut¢. The Courtfinds that the*need to know” exemption

does not apply for two reasons.

10



First, as Defendants acknowledge, 8§ 552a(b)(1) does not authorize disclosure outside the
“agency; which this Court has defined broadly to include sharing between compa@esTtias
underneath the umbrella tife Department of JustiggDOJ"), not just the specific agentyat
originally heldthe informationsuch aghe FBI in this instanceSee Sussman v. U.S. Marshals
Serv, 808 F. Supp. 2d 192, 203 (D.D.C. 2011) (concluding that § 552a(b)(1) was intended to
permit disclosure of information between component agencies B¢ Here, Agent Dick
allegeghatthe nationwide BOLO alewasissued to every conceivable local, state and federal
law enforcement agency Compl., ECF No. 1, at {1 109. Thasceptinghisallegation as true
for the purposes of resolving Defendants’ motibe,'need to know"exemptionprovides no
defense to the FB dispersal of information about Agent Dickttase law enforcement
officials outside theDOJ and its component agencié€3. In re Sealed Cas&51 F.3d 1047,

1051 (D.C. Cir. 2009) (noting that the “Privacy Act generally requires agenciesatn wiitten
consent for and to keep an accounting of disclosures of information otnsidgeancy (citing
8§ 552a(b)(1) & 552a&)).

Second, § 552a(b)(1) does ma¢chanicallyauthorize the ageneyide release of
information, which is what Defendants appear tedeking SeeDefs.” Mem. Supp. Mot.
Dismiss,ECF No. 13, at 11. Instead, teeemptionpermitsdisclosure onlyto those officers
and employees of the agency” wactually needed to receive the informati@ees U.S.C. §
552a(b)(1). Although thisxemption is not limitetonly to officers and employees within a
certain office within an agency rather than to officers@mg@loyees of the entire agericy,

Hanna v. Hermanl21 F. Supp. 2d 113, 123-24 (D.D.C. 2000), a party relying on 8§ 552a(b)(1)
still mustdemonstrate thaachofficial received thérecord inconnection with the performance

of duties assigned to him” arldat“he had to do so in order to perform those duties properly.”

11



Bigelow 217 F.3cat877. It is not entirely clear from the complaint who within the FBI received
the BOLO, but the Courhayreasonably infer from Agent Ditk allegations thahe alertwas
blasted indiscriminatelthroughout the agency and not just specifically to those who may have
needed to receive it in connection with thely responsibilities Under such a situation,
permittingagencywide distribution under § 552a(b)(1) withourtysshowing of why each
employeeneeded to receive the information would allowéleeptionto swallow the rule; as
such, the Court cannot conclude that the FBI's disclosure of information thitei©OLO was
authorizedoy 8 552a(b)(1).
b. Subsection 552a(b)(3): Routine Use Exemption

Anotherexemptionto § 552a(b)ermitsdisclosure of grotected reard for a“routine
use! 5U.S.C. § 552a(b)(3). The Privacy Act defines “routine @s&'the use of [a] record for
a purpose which is compatible with the purpose for which it was collecte@d8 552a(a)(7).
ThePrivacyAct alsostates that agenciesust “publish in the Federal Register upon
establishment or revision a notice of the existeand character of the system of records, which
notice shall include ... each routine use of the records contained in the system, intleding t
categories of users and the purpose of such ude8 552a(e)(4)(D)see alsdRadack vDOJ,
402 F. Supp. 2d 99, 105 (D.D.C. 2005) (“In order to ensure that people are aware of the purposes
for which their information might be disclosed, agencies are required to publistoatink use
in the Federal Registé)y. Thus, to successfully invoke the “routine ugsgémption a
government agenayust demonstrateoth compatibility with the purpose for which the record
was collected angublication in the Federal Registé8eeDept of the Air Force vFLRA 104

F.3d 1396, 1401-02 (D.C. Cir. 199Radack 402 F. Supp. 2d at 105 (“The government must ...

12



demonstrate botlcompatibility and publication in the Federal Register in order to successfully
invoke the routine use exception.”

In support of their motion to dismid3gfendant arguethat the publication and
compatibility elements are satisfied by citing to guidelines in the Federal Regiseding the
personnetecords of federal employees held by the Office of Personnel Managefssitefs.
Reply Mem. Supp. Mot. Dismiss, ECF No. 17, at 7-Beically, the Publication of Notice of
Systems of Recordsddresses the routine uses of “general personnel records files[,] ... reports of
personnel actions, and the documentation required in connection with these actiors effecte
during an employes’Federal servicé. Publication of Notice of Systems of Records, 71 Fed.
Reg. at 35343 These record$provide the basic source of factual data about a per$@mueral
employment while in the service and after his or her sepayatiod are used by an aggrior
“screening qualifications of employees; determining status, eligibility, anthgees rights and
benefits under pertinent laws and regulations governing Federal employametht;omputing
length of servicé. Id. The Federal Register then idigies the following“routine use’for these
records:

To disclose pertinent information to the appropriate Federal, State, or local

agency responsible for investigating, prosecuting, enforcing, or implementing a

statute, rule, regulation, or order, whea thsclosing agency becomes aware of

an indication of a violation or potential violation of civil or criminal law or
regulation.

Id. at35348-49. Although the Court finds that the publication requirement is satisfied, it cannot
concludethat, givenAgentDick’s allegations, the compatibility element is met.

Defendardg suggesthat the FBk disclosureof information in the BOLO to law
enforcement agencies wasmpatible with the purpose of collecting peonformation to
screen employees and determineirt status.SeeDefs! Reply Mem. Supp. Mot. Dismis&CF

No. 17, at 8. Quite clearly, however, the information more plausibly was disclosedhtltineug

13



BOLO not for the purpose afeterminng Agent DicKs employment status or eligibilitput
rather sdhatotherlaw enforcement agenciesght locateandperhapspprehendhim. Cf.

Doe v.DOJ, 660 F. Supp. 2d 31, 48 (D.D.C. 2009) (finding that the “routine esserhption
appliedwhen the DOJ disclosed plaintgfrecords to determine his eligibilityr unemployment
benefits because that was compatible wh#h purpose of collecting information to determine
employment status and eligibility)

Nonetheless, looking at thikely purpose for which the FBhitially released the
information, the Court is not convincéuhatthe contours othe“routine use’described above
weresatisfied namely because Agent Diskallegations require the Court to infer that the
BOLO was not disseminated just“appropriateFederal, State, or local agenc|iés].
Publication of Notice of Systems of Records, 71 Fed. Reg. at 35348-49 (emphasis added).
Indeed Agent Dick alleges that the BOLO was issunadionwide to every conceivable local,
state and federal law enforcement ageheyen though the complaint suggests that Agent Dick
never left theD.C. metropolitararea SeeCompl., ECF No. 1, at 1 109. The Cainerefore
cannotconclude at this time th#tte compatibility requirement for theroscribed “routine use”
exemptionwassatisfied.

c. Subsection 552a(b)(8): Compelling CircumstariEeemption

The Privacy Act alspermits disclosure ihcompelling circumstances affecting the
health or safety of an individual if upon such disclosure notification is transnutthad tast
known address of such individual.” 5 U.S.C. 8§ 552a(b)(8). The complaint, however, makes no
mention of Agent Dick receivinguchnotice, and Defendants fail to address this issue in their
motion to dismiss or througheir replymemorandunafter Agent Dick raisedhe issue in his

opposition brief. Accordinglythe Court must conclude at this time that‘tbempelling

14



circumstancésexemption does not apphCf. Stafford v. SSA37 F. Supp. 2d 1113, 1121
(N.D. Cal. 2006) (holding, without furénanalysis that defendan&gency‘cannot satisfy [the
compelling circumstances] exception ... because it did not provide the requisiteafithiee
disclosure to Plaintiff after making the disclosyre

2. Elements OA Claim Under88 552a(g)(1)(D) and 552a(b)

Becauseo exemptions apply, the Court next turns to the elemeiatslaim for
monetary damages under 88 552a(g)(1)(D) and 552a(b). Abest Dick mustllegethe
following: (1) thatthe disclosed information is agcord contained within a System of
records; (2) thatthe agency improperly disclosed the information;tiid}the disclosure was
willful or intentional; and (4) thahe disclosure adversely affecteich. See Reed v. D&pof the
Navy, 910 F. Supp. 2d 32, 40 (D.D.C. 201Rygan v. Dept of Veterans Affairs357 F. Supp. 2d
149, 154 (D.D.C2004). Defendants assetttatAgent Dick has failed to allege fatatisfying
each of thdour elements, and the Court addresses these arguments below.

a. System of Recosd

The Privacy Act definea“system of recordsas“a group of any records under the
control of any agency from which information is retrieved by the name of the indivadbgl
some identifying number, symbol, or other identifying particular assigned to thedunal[.]” 5
U.S.C. § 552a(a)(5). Thus, under the Privacy Acsgstem of records exists only if the
information contained within the body of material is batrievableby personal identifier and
actuallyretrievedby personal identifier.””Paige v.DEA, 665 F.3d 1355, 1359 (D.C. Cir. 2012)
(quotingMaydak v. United State630 F.3d 166, 178 (D.C. Cir. 2010) (emphasis in original)
see also Feldman v. CI&X97 F. Supp. 2d 29, 38 (D.D.C. 2011)der the saalled‘retrieval

rule; the Privacy Act only covers disclosures of information that was eithestijior indirectly

15



retrieved from a system of recortdénternal citation, quotation, and alteration omittedB)y
contrast, the disclosure of information “acquired from reewd sources —such as

observation, office emails, discussions with co-workers anduingor mill — does not violate
the Privacy Act.., even if the information disclosed is also contained in agency records.”
Cloonan v. Holder768 F. Supp. 2d 154, 164 (D.D.C. 2011) (citatiomstted);see alsdrieger
v.DOJ, 529 F. Supp. 2d 29, 47 (D.D.C. 2008) (“Information derived solely from independent
sources is not prohibited by the statute even though identical information may baewbirtan
agency system of recorts.

For the following reasons, the Court finds that, granting all reasonable inferarfagor
of Agent Dick, thecomplaint contaia sufficientfactual allegation$o plausiblysuggesthatthe
information in the BOLO was re@ived from d system of recordsrather tharfrom
independent sourcegsirst, the Court carasilyinfer that Agent Dicks persoml identification
information —such asis date of birth, social security number, and home addresas—
retrieved from his personnel fils maintainethroughthe agenc\s recordkeeping systensee
Compl., ECF No. 1, at § 12@But Agent DicKs conclusory allegation that théafse, malicious
and misleading statemerjis the BOLO] ... were drawn from a personal recogatesa
closer call thatequiresfurther analysisnto the other allegations in the complai@pecifically,
in making this allegation Agent Dick is referring to the statemarttee BOLO about highreats
against FBI officialshis security clearandgeingsuspended, and him being banned from FBI
property. See, e.g.Compl., ECF No. 1, at {1 106 (“The BOLO claimed SA Dick could ntdre
FBI spaces, had expressed ‘discord and made indirect threats to severaitdiitarders of

varying divisions of both HQ and Quantico.”.The BOLO contended that his access to FBI
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Headquarters had been revoked and that SA Dick had ‘made threats against his chain of
command.”).

To startthere are nmon-conclusorallegationgegardingwhetherinformation about
Agent DicKs allegedthreats was contained in a system of resgrdregardingwhen or howthe
individuals who prepared the BOLO accessed such a system to obtain the informatesa
given thenearcontemporaneousming of the allegedhreats in relation tdie BOLQ one
possibleinferences that this information came froemindependent source, such as perhaps the
direct recipienpf Agent Dicks remarkswhich would bansufficient to maintain a Privacy Act
claim under § 552a(g)(1)(D)and 552a(b).SeeFeldman 797 F. Supp. 2d at 38[T]he
disclosure of information derived solely from independent sources is not prohibited by the
[Privacy Act] even though identical information may be contained in a systercoofise’
(citations omitted)).

There likewise are no direct factudlegationgegarding whether information about
Agent DicKs security clearance beisgspendedvascontained in, and subsequently retrieved
from, a system of records before bethgclosed througthe BOLO. hfact, if one of Agent
Dick’s allegatiosis correct, his security clearance was not suspendedVieni, the day after
the BOLO, sat would beimplausible to infer that an official record of his suspension existed
before the suspension occurreégeeCompl., ECF No. 1, at § 10Agent Dick also alleges,
however, that his clearance was suspended on Magedd.J 111 which increases the
plausibility that this information was contained in a system of records at soniénpkinme
before the BOLQwvas releastt A similar analysis applies to statements in the BOLO about
Agent Dick being banned from FBI Headquartsex id.J 107, as there are doectallegations

suggesting that such informatiemer was contained in a system of records
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Nonetheless, theduirt is satisfied that Agent Dick has alleged sufficient factaitea
plausibleclaimthat the informatiomescribed aboveas contained in a system of records at
some point in time before beimgtrieved andnserted into the BOLO. First, given that the
personal background details about Agent Dick were likely retrieved fromensgéipersonnel
records, it is reasonable to infer that the FBI did the same fibritige other information in the
BOLO about AgehDick’s employment status atite alleged threats. Second, Agent Dk’
threats were allegedly made to a different unit within the(B& Health Services Unithan the
unit that released the BOL@he Intelligence and Liaison Officego the informatin had to have
been transferred within thg@ncy at soméme, and one plausible methofltbat occurring was
through a common system of records shared by the FBI units. Third, the REIngdarge law
enforcement agencgpit is moreplausible that the agency compilenformation for the BOLO
from an internal system of records than freeparatelyalking to each employee who directly
interacted with Agent Dick.Thus, though it is a close call, for purposes of this motion the Court
is willing to assimethat Agent Dick has satisfied this element of the Privacy Act claim

b. Adverse EffestAnd Causation

Next, een if some oall of theinformation disclosed through the BOWMzas contained
in and retrieved from a system of records, civil remedies are available oahtlvehgovernment
agency mada disclosureif such a way as to have an adverse effect on [the plaintf].
U.S.C. 8§ 552@)(1)(D); see also Gamble v. De¢pf the Army 567 F. Supp. 2d 150, 155 (D.D.C.
2008) (‘Plaintiff is entitled to civil remedies under 8 552a(b) only if the violation had an
‘adverse effetobn him.”). Agent Dickasserts variety of effects hallegedly suffere@fterthe
BOLO, including that he was suspended from work without pesysecurityclearance was

suspended, he was required to attend a mandatory fitness for duty examination, hadest outs
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employment opportunitietie washunned by neighbors and peers, and information from the
BOLO was used in his divorce and child custody proceediBgeCompl., ECF No. 1, &Y

111, 113, 132; Am. Compl., ECF No. 19, at | 215-16cefiting that these events qualify as
adverse effects undgrs552a(g)(1)(D) for thémited purpose othe immediataliscussion, Agent
Dick fails to provideallegationsplausibly suggesting @ausal link between tH2OLO and the
adverse effects.

For example, Agent Dick alleg#isat his wife“received information from Bureau
agents’ not the BOLO, regarding his employment, so the Court cannot reasamiznly
causation for that alleged adverse effédee id112. The same is true for the mandatory
fitness test.Agent Dickalleges that the FBlhas stated as grounds for its examination that
Plaintiff made dseries of disturbing statements and threats againstfployees” Id. 1115.
The plain language of the complathereforeonly suggestghatit was Agent Dicks
independent actions, nthte BOLO— whichmerelydescribes his actions in far more limited
terms— that prompted the FBI to mandate testifignere likewise is no basis to infer that
information in the BOLO caused the FBI to suspend Agent Bis&turity clearandeecausehe
BOLO itself stated that his clearan@ieeadywas suspendeat the time the alert was issuefee
id. 1106. And even if ent Dick wassuspended the day after the BOIla9,he suggests in a
contradictoryallegation see id § 107, the BOLO specifigtiatAgent Dickwas"susgnded de
to personal condug” namely thehreatening commentse allegedly made, nbecause oany
separatenformation containe@xclusivelyin the BOLQ See id{ 106;cf. Pippinger v. Rubin
129 F.3d 519, 530-31 (10th Cir. 1997) (explaining ttia¢ ‘mere fact that information contained
in Pippinger'spersonnel files was weknown in his workplace does not give rise to an inference

that such knowledge was widespread because of a disclosure from Pippinger’s pélssyine
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because the Privacy Atdoes not prevent federal employees or officials ftatking— even
gossiping — about anything of which they have necerdbased knowledge(titation
omitted)) For similar reasons, Agebick’s conclusory allegation that héds lost all outside
employment opportunities as a result of the BOLO” does not withstand even amabysis.
The complaint provides no allegations abitwatjobs for which Agent Dick applied or about
what role the BOLO played in any emplogedecision, including whether any potential
employer even knew the BOLO existed.

Finaly, the Court cannot reasonably infeat Agent DicKs suspension without pay,
which occurred on June 19, 2018s directlytraceable to the BOLOSeeAm. Compl., ECF
No. 19, at { 215As Agent Dick alleges the amended complajrift] he suspension was
ostensibly to determine wheth@&gent] Dick’s conductpresented a security issue[.] s real
reasorfor the suspension was because it percegiigent] Dick as mentally impairet 1d.
216. Whether the actual impetus for the suspengamAgent Dicks conduct or thagencys
allegedbelief that he was mentally impaired, both of those factors are separate arehdedep
from the BOLO. Indeed, the BOLO may in fact be a manifestation of the Fiplaced
beliefs about Agent Dick mental conditionbut that does not mean the BOLO itself actually
caused the suspension, as opposed to factors independent from the alert. The sarae lolds tr
the suspension was based on Agent Biekteged threateningpnduct because though the
BOLO may havebriefly described some of thhehaviorthe allegations in the complaint
suggest only that the conduct prompted the suspension, not the description of that conduct in the
BOLO. The Court therefore concludégmt the complaint fails to allege facts plausibly
suggesting that any of the alleged adverse effects were caused by the ésdflodormationn

the BOLQ rather than from an independent sourcecovered by the Privacy Act
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Accordingly, Agent Dick’s § 552a(g)(1)(D) claim in Count | must be dismissed hen@aurt
need not consider the remaining elements.
C. Count I: Failure To Maintain Accurate Records Under5 U.S.C. § 552a(g)(1)(C)
Sub®ction552a(g)(1)(Cof the Privacy Act affords a cause ofiantfor monetary
damages whenever an agency
fails to maintain any record concerning any individual with such accuracy,
relevance, timeliness, and completeness as is hecessary to assure fairness in any
determination relating to the qualifications, chamaights, or opportunities of,

or benefits to the individual that may be made on the basis of such record, and
consequently a determination is made which is adverse to the individual.

5 U.S.C. § 552a(g)(1)(C). This subsection thrusvides a civil remedif an agency fails to

satisfy thestandard in § 552a)(5), which imposes a statutory duty tmaintain all records

which are used by the agency in making any determination about any individual with such
accuracy, relevance, timeliness, and completeness as is reasonably necessamy faigess to
the individual in the determinationfd. § 552a(e)(5)see als®deters v. U.S. Parole Comm’n

85 F.3d 655, 660 (D.C. Cir. 1996) (“Subsection (g)(1)(C) provides a civil remedy if an agency
fails to satisfy the standard in subsection (€gB)l consequently a determination is made which
is adverse to the individual.” (quoting 5 U.S.C. § 552a(g)(1)(@)plaintiff seeking damages

for failure to maintain recordsnust sue under subsection (g)(1)(C) and not subsection
(9)(1)(D).” Deters 85 F.3d at 660.

To survive thanotion to dismissAgent Dick mustllegefacts showing tha(l) he was
aggrieved by an adverse determination; (2)RBI failed to maintain his records with the degree
of accuracy necessary to assure fairness in the determination; (3) thedfBhce on the
inaccurate records was the proximate cause of the adverse determanadi¢4) the FBI acted
intentionally or willfully in failing to maintain accurate recordSeeChambers v. Depof

Interior, 568 F.3d 998, 1007 (D.C. Cir. 2009ard v. Dep’t of Edu¢.789 F. Supp. 2d 96, 106
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(D.D.C. 2011).But &s is explained below, the Court finds that B@LO is exempt from the
Privacy Acts maintenance requiremesb Agent Dicks claim fils as a matter of lawin
addition, even if th8OLO wasnot exempt, the Court finds that the claim requires dismissal
because Agent Dick agatails to establisltausatiorbetwea the BOLO and the alleged harm.
1. Statutory Exemptio®f Certain FBI Records

As a threshold matteRefendants argue that Agent Dislclaim for monetary damages
under 8 552a(g)(1)(C) fails because, pursuant to 28 C.F.R. 8§ eJeBIs Central Records
System is exemgtom the maintenance requirement of § 552a(e)8eDefs! Mem. Supp.
Mot. Dismiss,ECF No. 13, at 20. Exemption (j)(2) of the Privacy Act allows the head of a law
enforcement agency to promulgate rules to exeipy System ofecord$ consisting of
“information compiled for the purpose of a criminal investigation, including repbrts
informants or investigators, and associated with an identifiable individual.” 5 U.S.C. §
552a(j)(2)(B). The Attorney General has established regulations pursuant to this subsection that
exempt materials ithe FBI's CentralRecordsSystem fromvarious provisions aihe Privacy
Act — including the maintenance requirement of 8§ 552a(e)(5) — provided that the ratcords
issuewere compiled for a lawnforcement purpose&see28 C.F.R. § 16.96(alpoe v. FB| 936
F.2d 1346, 1353 (D.C. Cir. 1991) (“Although both subsections (j) and (k) refeydtems of
records,we have previously held that 28 C.F.R. § 16.96 (1990), the FBI exemption regulation
respecting its CRS [Central Records System], does not remove thatiengreystem from the
requirements of the Act; rather, CRS documents qualify for exemptionfahsyiconstitute law
enforcement records within the meaning of the stafuief.”Vymetalik v. FBI785 F.2d 1090,
1095 (D.C.Cir. 1986) (discussing the broad contourshaf Privacy Act and the law enforcement

exemptions).
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Agent Dick argues that the exgtion in 28 C.F.R. § 16.96 does not apply because
Defendants havénot stated a law enforcement purpose for the BOLO or the information it
contained.” Pl’s Mem. Opph Defs. Mot. Dismiss ECF No. 15, at 19. Such an argument is
untenable, however, because the BOBOthe time it was issuedgarly servd a law
enforcement purpose in locating Agent Dick and warning others about poteksaf tiey
came into contact with himThus, to the extent Agentdk seekanonetary damagéder the
FBI's alleged failure to maintaarccurate information in the BOL@isclaim fails.

2. Adverse Determinatio And Causation

Even if the FBI record was not exempt from Brévacy Acts maintenance requirement,
Agent DicKs dlegations still wouldail to satisfy the necessary elements of a claim ufder
552a(g)(1)(C). Pursuant to this subsectidgent Dick must allegeamong other thingshat he
wasaggrievel by an adverse determination, whisldefined as a decisidmesulting in the
denial of a right, benefit, entittement, or employment by an agency whichdivedual could
reasonably have been expected to have been given if the record had not been ddfexent.”
Geren 480 F. Supp. 2d 198, 210 (D.D.C. 2007jirtg Privacy Act Implementation: Guidelines
and Responsibilities, Office of Personnel Management, 40Regglat 28,969 (July 9, 1975)).
In the original complaint, Agent Dickllegesthatthe BOLO causethe FBI to suspend his
security clearance aridrce himto submit to a mandatory fitness for duty examinatiSae
Compl., ECF No. 1atf{111, 113, 131. In addition, Agent Diekegesin the amended
complaint that the FBI suspended him indefinitely without pay on June 19, 2@E3m.
Compl., ECF No. 19, at {1 215-16.

A suspension from worleven if temporarygualifiesas an adverse determination under

the Privacy Actso Agent Dick has alleged at least one eventdhiddfiess 552a(g)(1)(C) See
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Lee 480 F. Supp. 2d at 216tétingthat the*adverse determinatidnwasplaintiff’s fourteerday
suspension). On the other hand, although his security clearance was suspended p#reting fur
review, no inal decisionhas yet beemadethat would rise to the level of an adverse
determination for purposes of the Privacy A8eéeAm. Compl., ECF No. 19, at 1 22Brows v.
DOJ, No. 87-1657, 1988 WL 8256, at *6 (D.D.C. 1988) (finding no adverse determination when
plaintiff-prisoner was carerned that the Parole Commission might deny him parole on the basis
of erroneous information in his file, but no such adverse determination had yet begn mad
Likewise,the mandatory fitness requirement appears ncomstitutean adverseetermination
for purposes of the Privacy Abecausgto date, it has denied him no right or privilege of
employment, but rather haspmsed only a condition of employment which Agent Dick is
separately challengingseeAm. Compl., ECF No. 19, at 1 176-202.

AgentDick’s otherallegationsabout losbutside employment opportunitidsing
shunned by neighbors and peers, badngthe BOLO used as evidenathis divorce
proceedingslso do not amount @dverse determinatisiy anagency Seeleg 480 F. Supp.
2dat210. For example, i@hamberss. Deartmentof the Interior the plaintiffallegedthat a
lost record hamped her ability to apply for government jobs. 568 F.3d 998, 1007 (D.D.C.
2009). The Court helthat“[s]uch an adverse effect is not enough to make out a claim under
subsection (g)(1)(C), which requires a speciidverse determinatidmesulting from an
agencys failure to maintain accurate recorfdsd. (footnote omitted)see alsd_ee 480 F. Supp.
2d at 210 (Plaintiff also alleges generally that the Arsiyefusal to amend his records has
adversely affected hiprospects for future employment, whether governmental or non-
governmental,” but he has not alleged any corresponding concrete, adverséendétans, as he

mug to state an adversietermination claini.(citation omitted)). Thus, theealleged
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consequences do not qualify under 8 552a(g)(1)(C) because they do not rise to the level of a
“concreté determination made kthe agency.SeeMcCready v. Nicholsqm65 F.3d 1, 12 (D.C.
Cir. 2006) (‘Quite simply, he text of the statute conditions relief upon a concrete, adverse
determinatiori.); see alsdoe v. FBJ] 718 F. Supp. 90, 105 (D.D.C. 1989) (stating that
“[r]leputational injury simply does not qualify@s an aderse determination under §
552a(g)(1)C)).

The Court therefore finds that Agent Dick has alleged an adverse determatdBast
through his suspension without pay. The mandatory fithess examination and suspendgd secur
clearance are closer callsjt even if the Court accepts them as adverse determinationaséhey
insufficient for maintaining the Privacy Act claibecause causationabsent.Specifically it is
not enougtio simply allege that an adverse determination occurred; ingtgadf Dick also
mustdemonstratéhat theFBI's reliance on the allegedly inaccurate recoadsedhat
determination Seel.ee 480 F. Supp. 2d at 21Thompson v. Dep’t of Staté00 F. Supp. 2d 1,
19 (D.D.C. 2005)dxplaining that a plaintiff musshow notonly that the inaccurate records
were considered in making the determination, but that an error in the reaasgsthe
determination (emphasis in origing)) The Court, howeveglready has determinddat the
complaint lacks sufficient allegations from whiclt@nreasonably infer that the BOLO cadse
Agent Dick to be suspended without pay, and even if the @oueps thatthe security
clearancesuspensionr mandatory fitness examation constitutes an adverse determination
under 8§ 552a(g)(1)(Cdismissal is requiretbr these events as well because thesame
reasons as in the 8 5%8K1)(D) analysisthe complaint fails to state a plausible claimatany
information in theBOLO, let alone any specific inaccurate informaticaysed the

deteminations As such, the Courhust dismiss Agent Dick’8§ 552a(g)(1)(Cglaim.
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D. Count II': Failure To Safeguard Records Undeb U.S.C. 88 552a(g)(1)(D)rad
552a(e)(10)

In Count II, Agent Dickallegesthat the FBI violated § 552a(e)(10) of the Privacy Act “in
that it utterly failed to safeguard Plaintffconfidential protected personnel and employment
information from being disseminated in a way that could céwe@n, embarrassment,
inconvenience, ornfairnessto Plaintiff.” Compl., ECF No. 1at{134. Subsction
552a(e)(10) requires an agency &stablish appropriate administrative, technical and physical
safeguards to insure the security and confidentiality of records.” 5 U.S.C. 8R%0a(To
maintain a civil actiorunder this subsection through 8§ 552a(g) (1)@ plaintiff must identify a
rule or safeguard ... that [DOJ] should have established but did Boe”v.DOJ, 660 F. Supp.
2d 31, 43 (D.D.C. 2009) (internal citation and quotation omitétdration in origingt see also
Chambes v. Dept of Interior, 568 F.3d 998, 1007 n.7 (D.C. Cir. 2009) (holding giaintiff's 8
552a(e)(10xlaim failedbecause hthas not identified any rule or safeguard ... that [the
defendant-agency] should have established but did.not”

The DOJ, and by extension the FB&s“promulgated extensive regulations codified at
28 C.F.R. 88 16.&t seqthat safeguardstPrivacy Actprotected records[.]"Doe 660 F. Supp.
2d at43 (quotingKrieger v.DOJ, 529 F. Supp. 2d 29, 54-55 (D.D.C. 2008)he DOJ also has
“issued numerous rules and regulations regarding the maintenance of reseedd,’and Agent
Dick has failedo identifyany rule or safeguard thags breached or thahould have been in
place but was notSee Gard v. U.Dept of Educ, 789 F. Supp. 2d 96, 109-10 (D.D.C. 2011)
(granting summary judgment whethné case record contains no evidence thatdéfendant-
agencys] record system lacked adequate safeguards or that any information feamtiffps$]

file was released because of a breach in that systabegrity) ; Kvech v. HolderNo. 10-545,
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2011 U.S. Dist. LEXIS 105541, at *20 n.11 (D.D.C. Sept. 19, 2011) (rejecting § 552a(e)(10)
claim when there wasothing in [the] complaint which might indicate that the emgpks
obtained the information because the BBAdministrative and technical safeguard&re
insufficient'for the adequate protection of the confidentiality of the particular information
keeps” (citations omitted))¢f. Pilon v.DOJ, 796 F. Supp. 7, 12-13 (D.D.C. 1992) (finding that
8 552a(e)(10p inmdequate safeguard elemueats satisfied wheplaintiff “pleaded that the
disclosures which are the subject of this lawsuit occurred aft¢Dé& became aware of
several prior discloges regarding this plaintiff and several requests for investigation and
correctiveactiori’). Because Agent Dick fails to allege faptausibly showing a § 552a(e)(10)
violation, the Court must gramefendantsmotion to dismiss Count Il.
E. Injunctive Relief As To Counts | And Il

In his Prayer for Relief, Agent Dick requests “injunctive and mandamus tiypg ne
the form of the FBI issuing astatement that withdraws the information contained in the BOLO
and advises law enforcement and the publliarge that Special Agent Dick is not a thréat.
Compl., ECF No. 1, Prayer For Relief  D.is well settled that this Court lacks jurisdiction
when aplaintiff fails to exhaust administrative remedies before seeking injunctive ualiefr §
552a(g)(1)(A). See e.qg, Dickson v. Office of Pers. Mgm828 F.2d 32, 41 (D.C. Cir. 1987);
Kursar v. TSA581 F. Supp. 2d 7, 17 (D.D.C. 2008). This is because § 552a(g)(1)(A) only
permits an individual to bring a civil action against an agency when “an agemakes a
determination under [§ 552a(d)(3)] not to amend an individualord in accordance with his
request, or fails to make such review in conformity with that subsection.”e&udys

552a(d)(3), in turn, establishes the administrative proceduagyampustfollow when seeking to
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amend a agencyecord. See5 U.S.C. § 552a(d)(3%ee also McCready v. Nicholsat65 F.3d
1, 14 (D.C. Cir. 2006) (discussing 88 552a(g)(1)(A&2a(d)(3)).

Defendants move to dismiss Agent Dgkequest fomjunctiverelief under Rule
12(b)(1) on the basis that tlmurt lacks jurisdiction to hear the claim because Agent Dick has
not exhausd the administrative remedieln responsefAgent Dick doesiotarguethat he has
exhausted thedministrativeprocedureslelineated in § 552a(d)(3)nstead, heffersfour
arguments fowhy injunctive relief remains available as a remedy for his Privacy Act cliams
Counts | and tifirst, exhaustiorwasnot required because seeksnjunctiverelief under 8§
55249)(1)(D), notthe correction of an administrative record undébga(g)(1)(A) second
exhaustion was not required because the FBI never advised him of the administvative
processthird, even if exhaustion was required, doingvssfutile; and fourth, policy
considerations require the Court to ignore the exhaustlen SeePl.’'s Mem. Opph Defs.
Mot. Dismiss,ECF No. 15at24-27. For the reasons discussed below, the Court repatsof
these arguments.

To start despite Agent Dicls suggestion that there is confusion surroundingssae
this Courtrecentlyheldin Scott v. Conley937 F. Supp. 2d 60, 79 (D.D.C. 201&3,well as in
otherearliercasesthat injunctive relief is1ot availableas aremedy for claims und&i8
552a(g)(1)(Clor 5524g)(1)(D). See also Kursab81 F. Supp. 2dt 19(explaining that
injunctive relief is available under 88 552a(g)(1)(A) and 552a(g)(1)(B), not 8 55PH@)
AFGE v. Hawley543 F. Supp. 2d 44, 54 (D.D.C. 2008) (dismissegyesftor injunctive relief
because the Privacy Aauthorizesuchrelief only in 88 552a(g)(1)(Aand552a(g)(1)(B)
claims and plaintiff brought suit under 8 552a(g)(1)MIcNeill v. IRS No. 93-2204, 1995

U.S. Dist. LEXIS 2372, at *9 (D.D.C. Feb. 7, 1995) (“The [Privacy] Act provides for injunctive
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relief in two specific situations- to correct an incorrect recofish 8 552a(g)(1)(A)], and to
produce records improperly withheld [in 8§ 552a(g)(1)(B)] — neither of which apply tetiFflai
The Act pravides for injunctions in no other circumstancesitations omitted)).Thus, to the
extent Agent Diclattempts to relpn 8 552a(g)(1)(Das the basis for seeking injunctive relief in
Counts | and lIthatrequesfails as a matter of law

Next, broadly construing\gent DicKs request as one for amenent of an
administrative record— whichis at least to some extewhat he seeks by asking the FBI to
withdraw e BOLO and issueaublic correction— the Courtlacks subjectmatter jurisdiction
to hear the claim unless he first exhausted the administrative remé&tisss because
subsection 552a(g)(1)(A) provides a civil remedy afteran agency makes a final
determinatiorasoutlined in 8§ 552a(d)(3), which provides the steps a paust takebefore
filing for injunctive relief in adistrict court. SeeMcCready 465 F.3cdhat 14; Dickson v. Office of
Personnel Mgmt.828 F.2d 32, 40 (D.Cir. 1987);see also Haase v. SessioBd3 F.2d 370,
373 (D.C.Cir. 1990) (explaining that 8§ 552a(g)(1)(raquiresa plaintiff to“initially seek an
amendment or access from the [pertinent] agency and even seek review witgericy before
coming to court). Consequently, gmature Privacy Act suita this Circuitaredismissedor
lack of subjecimatter jurisdictionrather tharunder the judicial exhaustion doctringee e.g,
Barouch v. DO,J962 F. Supp. 2d 30, 67 (D.D.C. 2013F]ailure to exhaust administrative
remedies under the Privacy Act is a jurisdictional defigrdrecause exhaustion is required by
statute.”);Kursar, 581 F. Supp. 2dt 18 (dismissing Privacy Act claims brought without
exhaustion of administrative reies for lack of subjeghatter jurisdiction)Mulhern v. Gates

525 F. Supp. 2d 174, 187 (D.D.C. 2007) (same).
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With this background in mind, the Court turns to Agent Dick’s arguments for not
requiring exhaustion. First, his suggestion that exhaustasfutile fails as a matter of law
This Courtalreadyhas explained thaflfjecausen a Privacy Act case, exhaustion is an express
statutory prerequisite to the exercise afgdiction by a federal courthe Court cannot excuse
the requirement on the basis of futilityKursar, 581 F. Supp. 2dt 18 (internal citations,
guotationsand alterationsmitted);see also Murphy v. United Statd21 F. Supp. 2d 21, 28
(D.D.C. 2000) (Plaintiff's belief that resort to administrative remedies would be futile does not
excuse his failure to exhaust. In a Privacy Act case, exhaustion is an expussystat
prerequisite to the exercise of jurisdiction by a federal court and vagusacidsory
allegations provide no basis for us to short-circuit the exhaustion requirefnaetsial
citations, quotations, and alterations omitted)yr the same reason, Agent Diglargument that
exhaustion is not required because the FBI failed to inform him about the admvgseaiew
processs not grounds to circumvent theisdictioral exhaustion requirement and therefore is
without merit®

SecondAgent Dickargueghat he Court should overlook the exhaustion requirement
because Congressould not have envisioned that courts would be powerless to fully remedy
agency abuse when it passed an Act specifically designed to prevent govexbusest of an
individual's privacy rights.” Pl's Mem. Opph Defs.” Mot. Dismiss,ECF No. 15, at 27Agent
Dick misunderstands, however, tl@&ingress itsevroteand passethe Privacy Act, including

thejurisdictionalexhaustion requirement, and the Court cannot ignore a clear Congressional

6 Agent Dick’s reliance omarper v. Kobelinski589 F.2d 721 (D.C. Cir. 1978) is
misplaced. IrHarper, the agency failed to comply with a provision in the Privacy Act by not
informing plaintiff of his right to seek administrative review of the agendgnial of his request
to amend records. Agent Dick, on the other hand, fails to allege that any requestieas tha
FBI in the first place, let alone that the FBiled to provide accurate information in response.
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mandate about the limits of ijgrisdiction. See Merrell Dow Pharm. Inc. v. Thompsdii8 U.S.
804, 807 (1986). In additioby includinga jurisdictionalexhaustion requirement in the Privacy
Act, Congress chose to emphasather values ovaroviding a remedfor all privacy
violations,such agrotecting an agency’independence to collect and maintain records
necessaryor carrying out its dutiesSee Dickson828 F.2dat 40(“ The Privacy Act itself
represents the compromise reached by Congress between a<itigiento correct inaccurate
records and the governménneed to assemble critical information for responsible employment
decisionmaking.”). Itis not the Court’s provinieerebalance these values, asdach, Agent
Dick’s policy argument is unpersuasive.

Finally, turning back to the complaint and § 552a(g)(1)(A), the Court finds that Agent
Dick has failedo allege that he made a single step towards, let alone completed, exhausting
administrative remeds before filing suit, and the evidence provided by Defendants confirms
this fact’ SeeHardy Decl., ECF No. 13-2, at 1 4 (stating that the FBI has no record of Agent
Dick requesting to amend his administrative recadg als®8 C.F.R. 8§ 16.4@descriling the
process forequestingamendment or correction of records heldhy DOJor its component
agencies, such as the FBBanks v. Lappin539 F. Supp. 2d 228, 236 (D.D.C. 2008) (discussing
28 C.F.R. § 16.46 Because Agent Dick has not satisftets requirement for obtaining

injunctive relief under 8§ 552a(g)(1)(A), the Coaancludes that it lacksubjectmatter

! Agent Dick also argues that “an attempt at correction” was made in the form of

multiple emails from his attorney to the FB3eePl.’s Mem. Opp’n Defs.” Mot. Dismiss, ECF
No. 15, at 27 (citing Emails from Byrnes to FBI, ECF No. 15-3, Ex. C at 3-4). But as the FBI
points out, “the exhibits attached to the Byrnes Declaration establish thaifffiams never
requested any correction of the BOLO; instead, what Plaintiff charactagZas attempt at
correction’ consisted of emails and letters promising litigation and urging thi® [EBntact
Plaintiff's counsel to discuss settlement or resolutidbefs! Reply Mem. Supp. Mot. Dismiss,
ECF No. 17, at 17. Clearly, such “attempts” do not satisfy the processes set out byd§3b2a(
and theDOJs regulations, 28 C.F.R. § 16.46.
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jurisdiction over the claimSee, e.gHill v. U.S. Air Force 795 F.2d 1067, 1069 (D.C. Cir.

1986) (dismissing 8§ 552a(g)(1)(A) claiior failure to exhaust administrative remedies when
appellant’'never asked the agency to make any specific amendments to his'réebods filing
suit); Kursar v. TSA581 F. Supp. 2d 7, 17 (D.D.C. 20@8)smissingclaim for lack of subject-
matter jursdiction becauséplaintiff’s failure to exhaust the administrative remedies provided by

8 552a(d) forecloses any relief under § 552a(g)(1)(A)”

V. CONCLUSION
For the foregoing reasorBefendantsmotion to dismiss the Privacy Acauses of
action for monetary and injunctive relief Counts | and Il iSSRANTED. An order consistent

with this Memorandum Opinion is separately and contemporaneously issued.

Dated: September 10, 2014 RUDOLPH CONTRERAS
United States District Judge
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