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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNROW HUMAN RIGHTS IMPACT
LITIGATION CLINIC,

Plaintiff,
V. Civil Action No.13-cv-1573(KBJ)

U.S. DEPARTMENT OF STATEet al,

Defendans.
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MEMORANDUM OPINION

Plaintiff UNROW Human Rights Impadtitigation Clinic (“UNROW’) is a
“litigation program at American University Washington College of Lawat “provides
pro bono legal representation to clients seeking redress for violationsiohtimean
rights.” (Compl., ECF No2, 1 11.) AmongUNROW's clientsarethe Chagossiansa
group of displaced indigenous people from the Chagos Archipelago in the BritiginIndi
OceanTerritory. (Seeid. 1 3.) In 2013,UNROW filed several document requests
unde the Freedom of Information A¢tFOIA”), 5 U.S.C. 8552, seeking particular
diplomatic cable that the United Kingdoatlegedlysent to the United States
concerningthe British Indian Ocean Territory; UNROW had be@mterested in the
cable afteran internationahewsoutletpublisheda purported copy of the document
2010. GSeeCompl.N114-18) In response tétheserequess, the State Department

(“State”) and the Defense Intelligence Agency (“DIA” and, collectively, “‘@afants”)
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informed UNROW that Defendantsad located one responsive document and that the
document was being withheld in its entirety national securitgnd/or foreign relations
grounds (See id.28.) UNROW filed the instantawsuiton Octdber 15, 2013,

claiming wrongful withholding of agency records in violation of the FO&Ad seeking
an injunction to compel production of the docume(fee id.at 8-9.)

Before this Court at present are the parties’ ciogsions for summary
judgment. (SeeDefs.” Mot. for Summ. J. (“Defs.” Mot), ECF No. 27 1-2 Pl.’s
CrossMot. for Summ. J& Opp’'n to Defs.” Mot.(“Pl.’s CrossMot.”), ECF No. 29 1—
2.)! Defendantgnaintain thatheyhavelawfully withheld the responsivedocumentat
issueon the basis oFOIA Exemption 1 because the document is a confidential foreign
relations communicatiothat wasproperly classified under Executive Order 13526.
(SeeDefs.” Mem. in Supp. of Defs.” Mot. (“Defs.” Br.”), ECF N@7, 1130, at 26-28.)
Meanwhile, UNROW arguwesthat Defendantsdve waived the ability to invoke
Exemption 1with respect to the disputed documeinice according to UNROWthe
information contained in it document is alreadgvailablein the public domairand
has beerofficially acknowledged (SeePl.’s Mem. in Supp. of Pl.’s Crosklot. for
Summ. J. & Opp’n to Defs.” Mot. for Summ. J. (“PIBs.”), ECF No. 29 345, at 26—
36; see alsd”l.’s Reply Mem. in Supp. of Pl.’s Mot. (“Pl.’s Reply”), ECF N4&2, at &
11) UNROW also challenges DIA’s decision to let State make a disclosure
determination on behalf of both Defendants in response to UNROW'’s reqsests
Pl.’s Br. at 3945; Pl.’s Reply at 1412), and further askghis Courtto conduct ann

camerareview of thewithheld documen(seePl.’s Br. at 36-37; Pl.’'s Reply at 1518).

! Citations to the documents the parties have filed refer to the pamgéers that the Court’s electronic
filing system assigns.



Upon consideration of the parties’ submissions, the relevant authp@anesthe
record as a whole, this Cowrtncludes thaDefendants properly invoked Exemption 1
to withhold the documenttassue that there was nothing improper about how DIA
handled the responsivdocument once the agency locatedatid that there is no need
for this Court to review the documemt camera Consequently, Defendants’ motion
for summary judgmenwill be GRANTED, and Plaintiff’'s crossnotion for summary
judgmentwill be DENIED. A separate order consistent with tmemorandum opinion
will follow.

. BACKGROUND

UNROW is a seHdescribedadvocate for the Chagossian peoplNROW
assertghat the Chagossiarisvere unlawfully expelled” from the Chagos Archipelago
“in the late 1960s and early 1970s” athéht theircontinued displacemens due to an
“international effort to permamgly prevent[their] returnand[the] resettlement of”
those islands. (Compf. 3.) As part ofits advocacy UNROW previously filed FOIA
requestswvith DIA in 2001, andalsowith State in 2010seeking “information
concerning the Islands of the Chagos Archipela@®’’s Response to Def.’s Statement
of Material Facts & Pl.’s Statement of Material FactRIl('s SOF”), ECF No37-1,
7111.1), and “documents concerning the possible resettlement of the Chagos Aagjupel
by the Chagossian peopléd. T11.2), respectiely. In response to those requests,
Defendants producea total of fortytwo documents, certain portions of which had been
redacted (See idffIl.1-2 see alsd_etter fromAlesia Y.Williams, Chief, DIA FOIA
Staff, to Michael E. Tigar, American University Washington College of Lawd &2,

2009), Ex. G to Pl.’s SOF, ECF NB87-2, at 2; Letter from Charlene Wright Thomas,

Acting Co-Dir., StateDep’t Office of Info. Programs & Servg‘IPS”), to Ali Beydoun



UNROW Human Rights Impact Litigation Clinic (Mar. 29, 2011), Ex. H to Pl.’s SOF,
ECF No0.37-3, at 2-3; Exs. T to Pl.’s CrossMot., ECF Nos. 2911-29-22.)2
On December 2, 2010while State was still processing one of UNROWtisor

document requests€¢ePl.’s SOFY I1.2)—The Guardianpublisheda document on its
websitethat appearetb be aleakedcopy of aU.S. diplomatic cabledatedMay 15,
2009,with the subject line: “HMGLOATS PROPOSAL FORMARINE RESERVE
COVERING THE CHAGOSARCHIPELAGO (BRITISHINDIAN OCEAN
TERRITORY).]” (US embassy cabs: Foreign Office does not regret evicting Chagos
islanders The Guardian, Dec. 2, 201Bx. U to Pl.'sSOF, ECF No.37-4, at 2;see also
Pl.’s SOFYT11.3.)® Three years later, iApril of 2013,UNROW submitedthe five
FOIA requestsat issue in the instant cas@ne toDIA and four to various offices at
State—attachingthe document published ihhe Guardianand seeking

access to and a copy of the cable from the Embassy of the

United States in London bearing the Reference ID

“O9LONDON1156,” sent on May 15, 2009, withettsubject

‘HMG FLOATS PROPOSAL FOR MARINE RESERVE

COVERING THE CHAGOS ARCHIPELAGO (BRITISH
INDIAN OCEAN TERRITORY)”

(SeeLetter rom UNROW, to Williams (Apr. 22,, 2013), Ex. A to Williams Decl., ECF
No. 27-15, at 1; Letter from UNROW, to IPS (Apr. 22, 2013), Bxto Hackett Decl.,
ECF No.27-2, at 2; Letter from UNROW, to Zipora Bullard, FOIA Office, Dep’t of t&ta

Office of Inspetor Gen., Office of Gen. Counsel (Apr. 22, 2014), Ex. 2 to Hackett Decl.,

2The current record does not specify whether or not UNROW appealedtdidigar otherwise
contested State and DIA’s redactions with respect to these do¢simen

3 According toThe Guardian's website, the published document was one of “250,000 cablesdeak
the Guardian by whistleblowers’ website WikiLeaks[.US Embassy Cables: The Documentke
Guardian http://www.theguardian.com/ugews/series/ugmbassycablesthe-documentglast visited
September 29, 2035



ECF No. 273, at 1; Letter from UNROW, to Sheryl L. Walter, Director, IPS (Apr. 23,
2013), Ex. 3 to Hackett Decl., ECF N»&7-4, at 2; Letter from UNROW, to Bullard (Apr.
23, 2013),Ex. 4 to Hackett Decl., ECF N@7-5, at 1.)

On April 24, 2013 DIA sent UNROW a letteacknowledgng receipt ofone of
its FOIA requess$ andexplainingthat, becausestatewould likely be “the originatot of
such a documen6tate(and not DIA would have‘final release authority with respect
to [the]l request” (Defs.’ Statement oMaterial Factg“Defs.” SOF”), ECF No. 273-
10, 1 15; see alsdPl.’s SOF 1 1.15; Decl. of Alesia Y. Williams DIA FOIA Services
Section Chief(“Williams Decl.”), ECFNo. 27-14, § 5; Letter from Williams to
Beydoun (Apr. 24, 2013Ex. B to Williams Decl., ECF No27-16, at 1) DIA then
“searched one of the Agency’s primary databases, Web Intelligence SeagoteE
(‘WISE’) and located one document that was deemed to be responsive to [UNROW
request based upon the description in the original request letter.” ([3€3§.1 16
(citing Williams Decl.| 6); cf. Pl.’s SOFY{ 1.16.) On May 6, 2013DIA forwarded that
document to State, along with UNROW'’s requestfacilitate State’s “review and
directreply to [UNROW]}” (Decl. of John F. Hackett, Acting Dir., IRSHackett
Decl.”), ECF No0.27-1, 1 8; see alsd_etter from Williams to IPS (Mar. 6, 2013), Ex. 6
to Hackett Decl., ECF No. 27, at 1.) On the same dayIA sentasecondetterto
UNROW stating that DIA had “located onepage document that was potentially
responsive to” UNROW'’sequest and that DIA had referred “the potentially responsive
document . . [to] State for its review|[.]” (Defs.” SOF {17 (citing Williams Decly 7,

Ex. Dto Williams Decl., ECF No27-18, at 1).)*

4UNROW filed an administrative appeal of DIA’s decision to refex thsponsive document to State on
June 11, 2013. JeeDefs.” SOF 18; Pl.’s SOF 1.18; see alsd_etter from Williams to Beydoun (Jul.



Meanwhile,State had acknowledged receipt of UNROWUSsr other FOIA
requests on April 30, 2013.SéeDefs.” SOFY 5 (citing Letter from Miry Therese
Castor, ChiefRequester @Gmmc’'ns Branch|PS, to UNROW (Apr. 30, 2013), Ex. 5 to
Hackett Decl., ECF No. 28 at 1-3); see alsd’l.’s SOF{ I.5.) After reviewing those
requests, State “determined that the only records system reasadikabjyto contain the
record sought by [UNROW] was the Central Foreign Policy Record€badaste. (Defs.’
SOF{ 11 (citing Hackett Decly 17); cf. Pl.’s SOF{ I1.11.) State searched the Central
Foreign Policy Recorddatabaseising the “[m]essage [r]leference [nJumber” in
UNROW'’s requestg¢Defs.” SOFY113-14) and, according to State, the search returned
“a single responsive recordid( 14). (Cf. Pl.’s SOF{{1.13-14.) State also received
from DIA a copy of UNROW'’s request to DIA and the document that DIA ha
identified as responsive.SéeDefs.” SOFY 17; see alsd’l.’s SOF{ 1.8.)

On July 5, 2013, State wrote a letter to UNROW in response to UNRGQIA
requests stating that “[rlecord searches by the Department of State anel Dgfense
Intelligence Agency each resulted in the retrieval of one identical datturaeponsive
to [UNROW'’s] requestg]” and explaining that “[a]fter reviewing this document,” State
had “determined tht it must be withheld in full” pursuant to FOIA Exemption 1
because “[t]he material [in the document] is currently and properlsidiad under

Executive Order 13526 in the interest of national defense or foreigtions.” (Letter

9, 2013), Ex. F to Williams Decl., ECF No. 220, at 1.) DIA denied UNROW'’s appeal on August 20,
2013, informing UNROW *“that DIA had no legal authority to make l@ase determination” with
respect to the document in question. (Defs.” SO citingLetterfrom Don Washington, Deputy
Dir., DIA Office of Facilities & Servs., to Beydoun (“Waistgton Letter”), Ex. G to Williams Decl.,
ECF No. 2721 at 1).)



from Walter, to Beydun (Jul. 5, 2013), Ex. 10 to Hackett Decl., ECF R@-.11, at 1;
see alsdefs.” SOFYY20-21; cf. Pl.’s SOF{{1.20-21.)°

UNROW filed the instant action in federal court on October 15, 208&e (
Compl.) UNROW'’s complaintmaintains that Defendants improperly withheld the
documentin question(see id.5-6) and asks this Court ti@sue an injunction
requiring Defendants to releaiee document ¢ee id.{ 7). Defendants filed their
motion for summary judgment on SeptemB8&, 2014(seeDefs.’” Mot.), arguing that
they are entitled to judgment as a matter of law bec#usg“conducted reasonable and
adequate searches for records responsive to [UNROW]'s FOIA refektat 19)and
provided sufficiently detailed affidavigsistifying theirinvocation of Exemption 1o
withhold the responsive document in its entiredgd id.at 19-29). UNROW filed its
crossmotion for summary judgmerand opposition to Defendants’ motiom October
23, 2014. HeePl.’s CrossMot.) UNROW insists that Defendants may not invoke
Exemption 1 to withhold the document at issue because the document is avialdide
public domain and, according to UNROW, Defendants have officially ackrigele its
contents. $eePl.’s Br. at28-36.) Moreover,UNROW argues that even if Exemption 1
was properly invokedDefendants have failed to provide the requisite level of detalil
necessary to justify their withholding of the requested document in itsegntiSee id.

at 14-22, 3739.) Finally, UNROW conteads that DIA’s referral of the responsive

5 UNROW filed an administrative appeal challengiBtate’s withholding of the responsive document
on July 15, 2013. JeeDefs.” SOF 23 (citing Letter from UNROW, to Chairman, Dep’t of State
Appeals Review Panel (Jul. 15, 2013), Ex. 11 to Hackett Decl., ECR®@2, at 1);see alsdPl.’s

SOF 11.23.) State acknowledged receipt of UNROW'’s appeal on August 27, 2013, bue [Sthe
could grant or deny the appeal, UNROW filed the instant lawsuit in fedemnaftand State
subsequently closed UNROWa&ppeal in light of this litigation. SeeDefs.” SOF 24 (citing Letter
from Lori Hartmann, Appeals Officer, IPS, to UNROW (Augy, 2013), Ex. 12 to Hackett Decl., ECF
No. 27-13, at 1; Hackett Decl. §4); see alscPl.’s SOF {1.24 (citing Letter from Hartmann, to
UNROW (Mar. 28, 2014), Ex. F to Pl.’s Br., ECF N29-8, at 2).)



document in its possession to State was improgee (d.at 39-45), and thathis
Court’sin camerareview of the document in question is necessary to resolve the
parties’ crosanotions for summary judgmensde d. at 36-37).

The parties’ crossnotions for summary judgment are now fully briefed and ripe
for this Court’s review.

. APPLICABLE LEGAL STANDARDS

“FOIA cases typically and appropriately are decidedrtions for summary
judgment’ Sciacca v. FBI23 F. Supp. 3d 17, 26 (D.D.C. 2014) (quotigfenders of
Wildlife v. U.S. Border Patrql623 F. Supp. 2d 83, 87 (D.D.C. 2009) (internal quotation
marksomitted));see Rushford v. Civilettd85 F. Supp. 477, 481 n.13 (D.D.C. 1980)
(explainingthat“the development of a factual recombuld, as a practical mattereb
impossiblé without revealing the very informatiaimatthe govenment seeks to
protec), aff’d sub nomRushford v. Smith656 F.2d 90@D.C. Cir. 1981). Under Rule
56 of the Federal Rules of Civil Procedure, a court must grant summary @ndgvhen
the pleadings, disclosure materials on file, and affidavits “show tha¢ ikaro genuine
issue as to any material fact and that the movant is entitled to a judgment asraofatte
law.” Fed. R. Civ. P. 56(akee also Sciacca®3 F. Supp. 3d at 26.

The FOIA “expressly places the burden on the agency to sustain ios dcnd
the court must review the agency’s actae novo DOJ v. Repaers Comm. for
Freedom of the Pres€l89 U.S. 749, 755 (1989) (internal quotations omittedg also
5 U.S.C.8§552(a)(4)(B);Military Audit Project v. Casey656 F.3d 724, 738 (D.C. Cir.
1981) In reviewing the agency action, tl®urt must analyze thiacts and inferences
in the light most favorable to the FOIA request&ee Weisberg v. U.S. Dep’t of

Justice 745 F.2d 1476, 1485 (D.C. Cir. 1984). Accordingly, summary judgment for the



agency is appropriatié the agency proves that it has “fully drearged its FOIA
obligatior]” to conduct an adequate search for responsive informatVemnsberg v.
U.S. Dep’t of Justice705 F.2d 1344, 1350 (D.C. Cir. 1983ndhasprovidad
sufficiently detailed explanations justifying nondisclosws®e Vaughrv. Rosen484
F.2d 820, 82628 (D.C. Cir. 1973).

In the FOIA context a court may grant summary judgment solely on the basis of
agency affidavits “if the affidavits describe the documents and theigedidns for
nondisclosure with reasonably specific detail, demonstrate that the iatiommwithheld
logically falls within the claimed exemption, and are not controvertedither contrary
evidence in the record nor by evidence of agency bad faithilitary Audit Project
656 F.3dat 738. Thus, “[u]lncontradicted, plausible affidavits showing reasonable
specificity and a logical relation to the exemption are likely to prevalliicient Coin
Collectors Guild v. U.S. Dep’t of Staté41 F.3d 504, 509 (D.C. Cir. 2011Agency
affidavits “are accorded a presumption of good faithafeCard Servs., Inc. v. SE@26
F.2d 1197, 1200 (D.C. Cir. 1991and “in national security cases . .. Congress has
instructed the courts to accord ‘substantial weight'” to such affida8itisgents Against
Genocide v. Dep’t of Stat@57 F.3d 828, 833 (D.C. Cir. 200{ipternal gquotation
marks and citatiommitted). Indeed, the D.C. Circuit has adopted a “deferential posture
in FOIA cases regarding the ‘uniquely execetpurview’ of national security[;]
Larson v. Dep’t of States65 F.3d 857, 865 (2009); accordingthle government’s
“arguments needs only be both ‘plausible’ and ‘logical’ to justify the invooabf a
FOIA exemption in the national security contextACLU v. U.S. Dep’t of Def628

F.3d 612, 624 (D.C. Cir. 2011)



[11.  ANALYSIS

The FOIA mandates broad disclosure of government records to the paiAcy.
Sims 471 U.S. 159, 166 (1985), subject to nine enumerated exempsiees,U.S.C.
§ 552(b). For the reasons explained belotliis Court conclude&) that Defendants
properly invoked Exemption anddid not waive their right to invoke that Exemption
via public disclosure(b) that DIA did not err by referring the document to State, and
(c) thatin camerareviewis unnecessaryConsequently, the Court will grant
Defendantscrossmotion for summary judgment and will order that judgment be
entered in Defendant$avor.

A. Defendants Properly Invoked FOIA Exemption 1 To Withhold The

Document At Issue Because The Document Is Properly Classified
Pursuant To Executive Order 13526

Exemption 1 excludes from disclosure “matters that are . . . (A) specificall
authorized under criteria established by an Executive order to be éeet $n the
interest of national defense or foreign policy and (B) are in fagigntg classified
pursuantto such Executive order[.]1d. § 552(b)(1). State invokes Exemptionnlthe
context of the instant casm the basis of Executive Order 1352&eéDefs.’ Br. at
21.) Information may be classified unddratOrder if it meets the following
conditions:

(1) [A]n original classification authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the control
of the United States Government;

(3) the information falls within one or more of the categories of information
listed in section 1.4 of this order; and

(4)the original classification authority determines that the unauthorized

disclosure of the information reasonably could be expected to result in
damage to the national security, which includes defense against

10



transnational terrorism, and the original classification authority Is ab
to identify or describe the damage.

Exec. Order. No. 13,526, § 1.1(a)lhis Court finds that the document at issue
heresatisfes each of theecriteria.

Firstof all, both Stateand DIA establish, by way of respective declarations,
that State is the proper classification authority for the docume8teHackett
Decl., 11 2324, 31; Williams Decl. 1 90 UNROW does not refute these
statements or present evidence to the contrary, and in any esamts must
“accord substantial weight to an agency’s affidavit concerning theldaifihe
classified status of the disputed recordRay v. Turner587 F.2d 1187, 1193 (D.C.
Cir. 1978);see also Fitzgibbom. CIA 911 F2d 755, 762 (D.C. Cir. 1990).

Second, Hackett’s declaration asserts that the withheld document is a
“[State] Department telegram (also known as a ‘cable’)” and that “[t]he
information contained in [the] cable is owned by and under the control of the U.S
Government.” (Hackett Decl. § 23see alsaWilliams Decl. § 9.) UNROW does
not dispute these statementsdeed, a diplomatic cable between the United States
and a foreign government is exactly what UNROW seeks from Defendants’
possession. SeeCompl. 11 34.)

Third, Defendants establish that the document in question meets the
requirements of Section 1.4 of executive order. This sectdmtails seven
categories of information that mag leonsidered for classificatidnDarui v. U.S.
Dep’t of State 798 F. Supp. 2dB 40 (D.D.C. 2011), and the document in this
case falls into tw of those categories. First, Section 1.4(b) permits information

to be classified if it “pertains to . . . foreign governmémiormatior|,]” Exec.

11



Order No. 13,526, §8 1.4(b), which is defthas “information provided tahe
United States Government by a foreign government or governments, an
international organization of governments, or any element thereof) thi¢
expectation that the information, the source of the information, or both, are to be
held in confidencg id. 8 6.1(s). Hackett stated in his affidavit that “[t]he
document contains a report of a conversation with senior officials of thisiBr
Government regarding that government’'s plans . . . cover[ing] a variety of
sensitive pdtical and strategic considerations,” and that “the entirety of théecab
contains information provided to the United States with the clear ¢xfiec of
confidentiality” (Hackett Decl. 1 32.) UNROW not only presents no evidence to
the contrary, but its own allegations about the nature of the docuareeint accord

with the description that Defendants provid&eéCompl. 1 34; Pl.’s Br. atl5-

17.) Furthermore information mayalsobe classifiedpursuant to Section 1.4 of
the executive order if it pertains todifeign relations or foreign activities of the
United States, including confidential sources.” Exec. Order 13.826.4(d).
Hackettdeclaredthat the documenat issue“*concerns sensitive aspect$ U.S.
foreign relations, including, in particular, issues relating to the pland
intentions of a foreign government.” (Hackett Decl. § 30.) Again, UNROW doe
not contest this description. Thus, théghhelddocument satisfies Section 1.1(a)

of E.O.13526 because it falls within the categories listed in Sections 1.4(b) and
1.4(d). SeeDarui, 798 F. Supp. 2d at 441 (finding that requested documents
met the same criteria on the basis of similar averments in an affidavita#r®tate

Department offical).

12



UNROW'’s challenge focuses on Section 1l.1(afsurth and final
requirement: the classifying authoritpust “determine[] that the unauthorized
disclosure of the information reasonably could be expected to result in damage t
the national security” ant{be] able to identify or describe the damage Exec.
Order 13526, § 1.4(d). For purposes of Executive Order 13256, “damage to the
national security” means “harm to the national defense or foreign orkatf the
United Statesfrom the unauthorized disclosure of information, taking into
consideration such aspects of the information as the sensitivity, valligy, @and
provenance of that informatich Id. § 6.1(e)(I). Courts in this circuit “have
consistently deferred to executive affidavits pgohig harm to national security,
and have found it unwise to undertakeasching judicial revieWw of such claims,
ACLU, 628 F.3dat 624 (internal quotation marks and citation omitted), because
“judges . . . lack the expertise necessary to seguess suclagency opinions in
the typical national security FOIA casdfalperin v. CIA 629 F.2d 144, 148 (D.C.
Cir. 1980)

Hackett explainedin his sworn declaratiorthat “[t]he ability to obtain
information from foreign governments is essential to the formulation and
successful implementation of U.S. foreign policy,” and that the “[rlegeaf
foreign government information provided in confidence to the U.S. Goveryinen
such as the document at isstiwould cause . . . [floreign governments . . . to be
less willing in the future to furnish information important to the conduct of U.S.
foreign relations, and . . . lesissposed to cooperate with the United States in the

achievement of foreign policy objectives[.fHackett Decl. § 2§ Thus, Hackett

13



declared that thelocument’s disclosurevould not only “damag[e] our relations
with the British Government”id. § 32), but would also impair “future access not
only to thesources of thgdocument in this caseput also to others who might
provide sensitive information to U.S. officials that is importamtW.S. foreign
policy interests” (d. § 30).

This Court finds thatDefendants’ affidavits are sufficient to satisfy the
requirements of Se¢on 1.1(a)(4). Defendants do more than “merely recite
statutory standardslarson 565 F.3d at 864theyspecificallyidentify the origin
of the informationand articulate thedamage its disclosure would do to relations
with the United Kingdom and thehilling effed it would have on U.S. relations
with other countries and other sources of sensitive information. This argusient i
perfectly plausible; indeed, courts in this circuit have long recognized the
legitimacy of this species of national security harm in théA=Cbntext. See, e.qg.
Krikorian v. Dep’t of State984 F.2d 461, 464 (D.C. Cir. 1998)pholdingthe
withholding of a document under Exemption 1 where “[r]lelease of the document
would, in the Department’s judgment, jeopardize ‘reciprocal confidetytiaand
damage national security’Darui, 798 F. Supp. 2d at 41 (finding that a document
satisfied Section 1.1(a)(4) of Executive Order 13526 where a State Depdrtm
official’s affidavit stated that its disclosure would undermine fomet@nfidence
in the confidentiality of diplomatic exchang®sth the U.S., thereby “chill[ing]
relations with other countriésand “diminishing . . . access to vital sources of
information”); Judicial Watch, Inc. v. U.S. Dep’t of Justjcg06 F. Supp. 2d 58,

66 (D.D.C. 2004)(upholding the withholding of telegrams between a U.S.

14



Embassy and the State Department under Exemption 1 where disclosure “could
adversely affect the persons involved, inhibit the willingness of . . . foreign
government officials to discuss frankly with U.S. government offgcialatters
affecting our national interests, and damage relations with the Dominican
Republic”). Moreover, the disclosure of a document containing foreign
government information “is presumed to cause damage to national geturit
Exec. Order No. 13,526, § 1.1(djeeDarui, 798 F. Supp. 2d at 41.

UNROW arguesthat Defendant’sdescription of the information itself and
the potential harm to national security is insufficiently specific. '¢MBr. at17—
20.) But any greater specificity would “force [State] to breach itsnpses of
confidentiality,” Krikorian, 984 F.2d at 464, thereby incurring the very damage
the governmenseels to avoid. Whatis more, “any affidavit or statement of
threatened harm will always be speculative to some extent in the sense that it
describes gotential future harni,and thereforethe only questiorfor the court
is “whether the predicted danger is a reasonable expectattldalperin, 629 F.2d
at 149 This Courtfindsthat Defendantsdetailed affidavits set forth reasoft
invoking Exemption lthatare both plausible and logicadlee ACLU, 628 F.3d at
624, andgiven the substantial deference owed to government affidavits in this
context,the Court concludes that Defendants have carried their burden

B. Plaintiff Has Failed To Establish That Defendants Waived The Right
To Invoke Exemption 1

“IW]hen information has been ‘officially acknowledged,’ its disclosunay be
compelled even over an agency’s otherwise valid exemption claktZgibbon 911

F.2d at 765. The logic behind thigxceptionto the invocation of FOIA Exemptioni%

15



that, in some circumstances, the release of information that is alreatiglpkimown
“cannot be expected to cause damage to national security or disclose imiEdlige
sources|.]” Afshar v. Dep’t of Stater02 F.2d 1125, 1130 (D.C. Cir. 138 But courts
have recognized the limits of thesgument because even if a piece of information “is
the subject of widespread media and public speculation, its official ackdgemeent
by an authoritative source might well be new information that coaldse damage to
the national security.”ld. Consequentlythe D.C. Circuit hagstablishedhree criteria
that must be satisfied in order for a plaintiff to be able to rely orotheial
acknowledgemengxception

First, the informationrequested must be as specific as the

information previously released. Seconde ithformation requested

must match the information previously disclosed . ... Third, ... the

information requested must already have been made public through

an official and documented disclosure.
Wolf v. CIA 473 F.3d 370, 378 (D.C. Cir. 2007) (quotiRdzgibbon 911 F.2d a¥65)
(alterations in original).

Although the government bears the burden of proving that its withholding of
information is justified under one of the FOIA exemptions, “a plaintiff &gsg a claim
of prior disclosure must bear the initial burden of pointing to specific infoonati the
public domain that appears to duplicate that being withhebkfshar, 702 F.2d at 1130;
accordWolf, 473 F.3d at 378The first two criterid'insist[] on exactitude”: “[p]rior
disclosure okimilar information does not suffice; instead, the specific information
sought by plaintiff must already be in the public domain by official dsate.” Wolf,

473 F.3d at 378emphasis added)To be surethis isa “high hurdle for a FOIA

plaintiff to clear, but the Government’s vital interest in information retatm national
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security and foreign affairs dictates that it must bButib. Citizen v. Dep’t of Statd1
F.3d 198, 203 (D.C. Cir. 1993see alscStephens v. Dep’t of Justic26 F. Supp. 3d
59, 71 (D.D.C. 2014}“[ T]o defeat summary judgmerithe] plaintiff must cite to
particular parts of the record to show that the requested informatimemntical to that
in the public domain). As to the third criteria, “public disclosure alone is
insufficient,” because “the information must also be officially ackleaiged.” ACLU
v. Dept of State 878 F. Supp. 2d 215, 223 (D.D.C. 2012) (internal quotations marks
and citation omitted). This iselzause “there can be a critical differeredween
unofficial and official disclosures,Fitzgibbon 911 F.2d at 765-“the fact that
information exists in some form in the public domain does not necessarily imatan t
official disclosure will not causgcognizable] harm,”ACLU, 878 F. Supp. 2d at 223
(quotingWolf, 473 F.3d at 378) (internal quotation marks omitted).

Plaintiff has not carried its burden with regard to any of the threeriaite

1. There Is NoReasonable Argumenmthat State’s July 5th Letter To

UNROW Was An Official Acknowledgment Of The Document That
Exists In The Public Domain

UNROW contends that Statelstter of July 5, 2013 constituted an official
acknowledgement thathe Guardiarhas already publishetthe entirety of the requested
document (Pl.’s Br. at30-32.) As mentionedthe letter stated: “Record searches by
the Department of State and by the Defense Intelligence Agency each raauled
retrieval of one identical document responsive to your requests.” (Ex. Hadkett
Decl. (“State’s July 3 etter”), ECF No. 2711.) And UNROW claims that this sentence
is an admission that theesponsivedocument wasidentical' to thecopy of thecable

that UNROW had attached to its FOIA requesBegPl.’s Br. at35-37.)
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UNROW s interpretation is flatly contradicted by Hackett’s affidavit, State
Deparment policy, and common sens@ccording toHacketts sworn testimonyhis
statement was included State’s letter “to inform Plaintiff that the documents located
separately by the [State] Department and DIA were ident@xalach other and that
“[State] did not make any statement to the effect that the document i@ensiéiparately
by [State] and DIA . . is identical to a purported [State] cable allegedly published
online by theGuardian” (Hackett Decly 12(emphass in original). Hackettwent on
to explain that “[i]t is [State]’s policy to neither confirm nor deny the antivéty of
purported [State] documents that have allegedly been disclosed to the public in an
unauthorized manner.”ld. 1 12 n.2.) And Williams, too, testified that, in its
correspondence with UNROW, DIA expressiyaintained that the correspondence
itself was not an acknowledgment that the responsive record preoisg¢bhed the
information plaintiff retrieved from a public vesite.” (Williams Decl. § 9(citing
Washington Letter at 1).)

Defendants’ proposed interpretatiohthe statement made in the July S#tter
gives the sentence its common sense meaning.plEie and unambiguoumle of the
adjective “identical” in the sentence is to make clear that State and DIA eaddtup
the samadocument; without that crucial modifier, the sentence would suggest that the
Departments turned up two different documents, each of which was respomsive
UNROW'’s requests.Surely,if State had intended to convey that the responsive
document was identical to UNROW'’s attached copy béGuardiandocument, it
could have done so more clearliyloreover it further undermines UNROW's stretched

interpretation to realize that would make no sense for State to withhold the
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informationdue tonational securityconcernswhile simultaneously admitting the
authenticityof The Guardiandocument. Thus,this Court does not accepPtNROW's
insistencethatthe July 5h letter constitutedan official acknowledgment.

2. UNROW Has Not Proven That Information In Previously Released

Cables Matches Exactly THaformation In The Withheld
Document

Furthemore to the extent thatt NROW maintainsthat it has met its burden
because Defendants had officially acknowledged “much of the informationtgh
their previous disclosure of certain cab(@3.’s Br. at32; see id.at 32-36), UNROW
misunderstands the governing lawn 2001 and 2010, UNROW submitted FOIA
requests for “information concerning the Islands of the Chagos Arclgpé&knd “for
copies of documentsonicerning the possible resettlement of the Chagos Archipelago by
the Chagossian people,” respectively, which resulted in the reled® adcuments
from State. Id. at 32-33.) UNROW claims that these documents “contain substantially
similar factual information as the information withheldd.(at33), and,therefore that
Defendants have officially acknowledged the information UNROW nowseaekl have
waived the right to claim a FOIA exemptiom (at 35). Butit is clear beyondavil
that, for the purpose of demonstratimgaiver, “[p]rior disclosure ofsimilar information
does not suffice.”Wolf, 463 F.3d at 378 (emphasis adde®)aintiffs must show the
“the specificinformation sought . . . [is] already . . . in the pwebdiomain by official
disclosure,”id., andUNROW has not done seit has not pointed to a single iota of
information in the responsive document that Defendants have publically &oihlby
acknowledged via its prior disclosuremdeed,all of the publicinformation to which
UNROW points is eitheonly generally relatetio the responsivdocument(seePl.’s

Reply. at 8-9) or, while potentially similar predatesthe requested document by at least
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three yearsqeePl.’s Br. at39-43; Exs. kT to Pl.’s Mot., ECF Nos. 221-22), when
the D.C. Circuit has made clear thapror disclosure cannot operate as a waiver of
protection for information relating to a time peritader than the date of the publicly
documented informationSeeFitzgibbon 911 F.2d at 766Ashfar, 702 F.2d at 1133.

In the final analysisthen,UNROW finds itself in an urdrtunate Catci22:
everythingit asserts about the content of the withheld document is bas&éteon
Guardiandocument(seePl.’s Br. at33, 34), but The Guardiandocument has nevr
been officially acknowledgednd thus cannot form the basis of a validiver claim
SeeACLU, 878 F. Supp. 2d at 224 (“No matter how extensive, the WikiLeaks disclosure
is no substitute for an official acknowledgement and[faintiff] has not shown that
the Executive has officially acknowledged that the specific informmadibissue was a
part of the WikiLeaks disclosur§. Thus and alsobecausea plaintiff cannot satisfy its
burden of demonstrating waiver by pointit@ggeneral, similar, or categorical
information under this Circuit’s clear precedesgge Wolf, 473 F.3d aB78; Afshar, 702
F.2d at 113031, this Court concludes th&tlaintiff has failed to establish that
Defendants waived the right to invoke Exemption 1.

C. Therels No Factual Or Legal Basis For ThisCourt To Review The

Document At Issue In Camera Or To Require DIA To Make An
Independent Disclosure Deter mination

UNROW requests that this Court conductiarcamerareview of the withheld
document both to determine whether it contains officially acknowledged i@ftotom
that was properly withheld and to determine whether Defendantgsl faileonduct a
segregability analysis.SgePl.’s Br. at 36-37.) In the exercise of its “broad
discretion,”Center for Auto Safety v. ERA31 F.2d 16, 20 (D.C. Cir. 1984), this Court

declines the invitation.
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1. It Is Unnecessary And Inappropriaf®r The Court To Conduct An
In CameraReview Of The Withheld Document

Stated simply, Defendants have established that the responsive document
logically and plausibly falls within Exemption s€eSection Ill.A,suprg, and it would
not be proper for this Coutd conduct further reviewn orderto second guess
Defendants’ determinationsAlthoughthe FOIAcertainlypermitsthe Court b review
withheld documentsat the discretion of the court, 5 U.S.C5%82(a)(4)(B),it is “neither
necessary [n]or appropriate” to conduct such a revresituations where “the agency
meets its burden by means of affidayitfHayden v. NSA608 F.2d 1381, 1387 (D.C.
Cir. 1979) “If the agenc)s affidavits provide specific information sufficient to place
the documents within the exemption category, if this information is not conteadic
the record, and if there is no evidence in the record of agency bad faith,utinemasy
judgmert is appropriate withouin camerareview of the documents. Larson 565
F.3d at 870 (quotinglayden 608 F.2d at 1387)Put another way fithe governments
affidavitsthemselveslemonstrate that the document at isqualifies fora FOIA
Exemption, then thi€ourt should not proceed furtheiSeeACLU, 628 F.3d at 62,
Halperin, 629 F.2dat 148. As already explained, such is the case here.

UNROW's arguments to the contrary are entirely unpersuashrest, UNROW
suggests thanh camerareview is necessary to determine whether the responsive
document is identical tdhe Guardiandocument, on the theory that, if thsso, it
confirms UNROW'’s interpretation of State’s use of the word “identical” in Jlu¢y Sh
letter. SeePl.’s Br at 37.) But this Court has alreadgjeced UNROW s
interpretation based on thain languageof the letter, supported by affidavit and by

State Department policy(See Section 111.B.1,supra) UNROW also appears to
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confuse what is necessary with what is sufficiemthile it is necessary that the

withheld document and@ihe Guardiandocument be identical for UNROW'’s

interpretation of the Julyth letter to prevail, that faclone would hardly be sufficient

to establishthe letter’'s meaningthat is,even if the documentare identical, State
couldneverthelesfiave intended to use the adjectioerefer to the DIA and State
documentsn the manner Hackett indicated. Thus, the proper inquiry is not whether or
not thewithhelddocument and he Guardiandocumentareactuallyidentical, but

whether or not Statentended to convey as muah its letter to UNROW. In camera

review @mot resolvethat question, and this Court declines to conduct such a review
for this purpose.

Next, UNROW insists thatn camerareviewis required to ensure th&tate
properly conducted itssegregability analysis™~i.e, its determination that no portion
of theresponsivalocument can be segregated and disclodeds true that,”[e]ven
when an agecy may properly withhold a responsive record under one of FOIA
enumerated exemptions, it nevertheless must disclose angxempt informatiorthat
is ‘reasonably segregable.’ACLU, 878 F. Supp. 2d at 224 (quoting 5 U.S.C. 8§ 552(b)).
To satisfy thisobligation, “the agencymust provide a reasonably detailed justification
rather than conclusory statements to support its claim that thexempt material in a
documen is not reasonably segregable.id. (quotingMead Data Cent., Inc. v. U.S.
Dep’t of Air Force, 566 F.2d 242, 261 (D.CCir. 1977). While agencies are “entitled
to a presumption that they complied with the obligation to disclose reasonable
segregable materig]” Sussman v. U.S. Marshals Ser494 F.3d 1106, 1117 (D.C.

Cir. 2007) (citng Boyd v. Criminal Div. of U.S. Dep’t of Justicé75 F.3d 381, 391
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(D.C. Cir. 2007)) aFOIA requester can overcome that presumption with its own
evidence, although “the quantum of evidence” required to ds Soot cleaf,]” id.

In this case, State asserts (by way of Hackett’s affidavit) that ‘¢]iheno
meaningful, norexempt material that may be segregated, declassified, and released,
because the entirety of the cable contains information provided to the Un&es$ St
with the clear expectation of confidentiality.” (Hackett Decl. { 3Zhe affidavit
clearly statesthat, because the document at issue “contains a report of a conversation
with senior officials in the British Government . . . cover[ing] a wideety of
sengtive political and strategic considerations|,]” thg]élease of any portion of this
material would amount to a serious breach of confidentiality, theramading [U.S.]
relations with the British Government and inhibiting [the U.S.’s] abilitgbgagean
candid exchanges in the future.1d()

UNROW presumably wouldike this Court to compare the withheld document to
the previously released cables that UNROW has attached to itsmoxtssn for
summary judgment (see Exs:TIto Pl.’s Mot., ECF Nos. 2-11-22), as well as any
other officially acknowledged information in the public domased, e.g.Pl.’s Reply at
8-9), to determine whether any portion of the document falls outsid&tatE s
expresseaonfidentiality concern such that it may be releasBdt the agencyas
explained that thentiredocument contamsensitive contentsuchthat even a partial
disclosure would break a promise of confidentiality and chill relatiwith a foreign
governmentand UNROW has nairovided any evidence rebutthe presumptiorthat
the agency has complied with its obligaticorto show thain camerareviewis

warranted, een under the pralisclosure standard articulated by the Supreme Court in
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National Archives and Records Administration v. Fayis#hl U.S. 157 (2004)Seeid.
at 174 (holding that a plaintiff can overcome the government’s presumption of
legitimacy by “produc[ing] evidence that would warrant a beligfa reasonable person
that the alleged Government impropriety might have occujreealso Sussman494
F.3d at 1117 (finding that a challenge to an agency’s segregability anaisid Wwhere
the plaintiff could not meet “[e]ven . . . the less demagdravishstandard”).

UNROW presents no evidence that Defendants’ segregabilitysisalas
inaccurate or improper, arffdt is not the Court’s role to search through a party’s
exhibits . . . with the hope of finding the alleged matching piec&eéplens 26 F.
Supp. 3d at 71. Accordingly,this Court concludes tham camerareview would be
inappropriate.

2. DIA Properly Forwarded The Document In Its Possession To State

Finally, this Court alsgejects UNROW'’sseparateontentionthat DIA acted
impropety when it forwarded its own responsive document to State rather than
releasing it. There is no question tH&]f an agency receives a FOIA request for
documents within its possession, the agency is responsible for processingubstre
and ‘cannot simply refuse to act on the ground that the documents originated
elsewhere.”” Keys v. Dep’t of Homeland Se&70 F. Supp. 2d 59, 66 (D.D.C. 2008)
(quotingMcGehee v. CIA697 F.2d 1095, 1110 (D.C. Cir. 1983 However, it is
equally clear that the law pefta an agencyto “adopt procedures by which documents
in the agency’s possession, but which did not originate with the agency, mafelrede
to the originating agency for processingd.; see McGeheeg97 F.2d at 1110. Teh
D.C. Circuit has not adopted “bright line” rule for when referral of responsive records

to another agencgonstitutesan improper withholdingrather,it has stated thd{t]he
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legal status of [referral] procedures [is] best determined on the bfadisio
consequences.McGehee697 F.2d at 111011. Thus, a referral is an improper
withholding of documents “if its net effect is significantly to impair thquester’s
ability to obtain the records or significantly to increase the amountaf fthe
requestor] must wait to obtathem[.]” Id. And such a procedure ideemedmproper
whenthe agency cannot “offer a reasonable explanation for its procediaedt 1110;
see also id(noting that it would be “highly difficult to justify” “a procedure that, in
practice, imposed very large burdens on requestrs, by compelling [requestors] to
pay huge processing costs or to submit separate requests to a numbepehichent
bodieg or that resulted in very long delays”).

To assist courts in evaluating the legality of an agency’s raff@rocedures, the
D.C. Circuitin McGeheesuggested nonbinding sample procedureseeMcGehee 697
F.2d at 1111thatfocuses on the consequences of an agency referral proceddra
particular(1) “whether the originating agency demonstrated an intent to control the
records at issue[;]” (2) “whether the referral was ‘prompt and pub)icind (3)
considering “the burden thélhe referral procedure places on the requestor, including
whether he would be required to file a separate FOIA estjto the originating
agency. Keys 570 F. Supp. 2d at 67 (citingcGehee 670 F.2d at 1111)In the
instantcase, DIA processed PlaintifflBOIA request, determined that the responsive
document originated with State, referred the document to State for ilsslise
determination, and communicated each of these fadtilNlROW. (SeeWilliams Decl.
1 7;Ex. D to Williams Decl., ECF N0o27-18, at 1.) UNROW asserts that because DIA

possessea responsive document, DIA itselfasobligated to make an independent
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disclosure determination, and that referring the document to State doabsudte DIA
of this responsibility. $eePl.’s CrossMot. at 44-45.) And whileUNROW concedes
that “under typical circumstances,” the procedubeA followed in this case would be
sufficient (seePl.’s Reply at 12, it neverthelessnsists that DIAmust make an
independent disclosure determination because DIA’s “corresgranedand declaration
contradict those of [State], creating significasdnfusion surrounding the record that . .
. DIA retrieved; (id.).

The confusion that UNROW points to is one of its own invention. UNROW
maintains that State’s response and DIA’s response are in tension betatese S
indicated that its document waglentical' to The Guardiandocument, while DIA
expressly refused to acknosdge whether its record “matches the information
[Plaintiff] received from a public website,” and called its document onbtéptially
responsive.” $ee id) Once again, Plaintiff’'s argument rests on an unreasonable
interpretation of the word “identical” in State’s Julth3etter. Without that
misreading, there is no confusion surrounding the DIA reoords there any
ambiguity about the possible existence of another responsive document.etn oth
words,therecordis unambiguous thdDIA possessed a copy of a seemingesponsive
documenthatoriginated with State, andIA believed State to be the proper authority
to make thaletermination about responsiveness and disclosueeWilliams Decl. |
9; (Defs.” Reply in Supp. of Mot. for Summ. J. and Opp’n To £LCrossMot. for
Summ.J., (“"Defs.” Reply”), ECF No. 35, at 14

Furthermore UNROW provides no legal authority establishing that Dafed to

fulfill its statutory obligatons. DIA did not “simply refuse to actKeys 570 F. Supp.
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2d at 66 quite to the ontrary,it conducted a record search pursuant to UNROW'’s
search parametersdeWilliams Decl. { 6), identifiecaresponsive documerfsee id.{q
6—7), and referred the responsive document to State after it determine$taat not
DIA, had the legal authority to make the disclosure determinatea (d.{1 5, 7;Ex. B
to Williams Decl., ECF No27-16, at 1; Ex. D to Williams Decl., ECF N@7-18, at 1).
Moreover,DIA fully satisfied thenon-binding McGeheesample procedure whean
promptly informed UNROW in a public letter that the responsive documeninated
with State and that State retained authority over the documenthangromptly
referred the document to State for disclosure determinat8ee idat 1111+12.

(Defs.” Mot. 11 17, 20.)UNROW also failed toestablishthatDIA’s procedure
referringthe responsive record to Stdiardened its exercise of rights under the FOIA
in any way—indeed, at the time DIA referred the responsive document to State,
UNROW had already submitted independent and identical FOIA reqteState(see
Defs! Mot. 11 14; Ex.B toWilliams Decl)—and there is no factual basis for any
assertion thablA’s communication to UNROW and referral to State resulted in undue
delay ofthedisclosure determination for DIA’s responsive documer8eeDefs.” Mot.
19 +4.) Thus this Court rejects UNROW'’s contention thatA actedinappropriately
when it referredo State the responsive document discovered pursuant to UNROW'’s
FOIA request.See Keys570 F. Supp. 2d at 66.

V. CONCLUSION

It is clear on the instant record tHaefendants have “fullglischargedtheir]
FOIA obligation$.]” Weisberg 705 E2d at 1350. In light of their affidavits, and the
substantial weight they are owed, it is both logical and plausible thatithbeid

document is properly classified under Executive Order 13526 and would fall under
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FOIA Exemption 1.UNROW'’s other argurents are unavailinfpr the reasons
explained aboveand it has failed to demonstrate the existence of any dispute of
material fact. Thereforegs set forth in the accompanying order, Defendants’ motion

for summary judgment will b6 RANTED, and Plaintiffs crossmotion for summary

judgment must b®ENIED.

DATE: September 29, 2015 Kdanjs Brown Packson
s )

KETANJI BROWN JACKSON
United States District Jueg
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