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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

KELLY MCCLANAHAN, etal.,
Plaintiffs, Civil Action No. 14-483 (BAH)
V. Chief Judge Beryl A. Howell

U.S. DEPARTMENT OF JUSTICE,

Defendant.

MEMORANDUM OPINION

The plaintiffs, Kely McClanahan and Cori Crider, brought thwsuit asserting five
claims under the Freedom of Information Act (“FOIA™), 5 U.S.C. § 552, and the Privacy Act
(“PA”), 5 U.S.C. § 552a, againstthe Department of Justice (“DOJ”), regarding the manner and
sufficiency with which DOJ and its components responded to six of the plaintiffs’ requests for
records.See Compl. 71 8824, ECF No. 1.In response to DOJ’s first motion for summary
judgment the plaintiffs voluntary dismissed three claimegBlem. and Order at 1, ECF No.,22
leaving two claims for whiclbOJhas now renewed its motion for summary judgmeee s
Def.’s Renewed Mot. Summ. J. (“Def.’s Mot.”), ECF No. 25. For the reasons set out below,

DOJs renewed motion for summary judgment is granted.
l. BACKGROUND

The three FOIA requests at issinghe plaintiffs’ two remaining claims sought records
from the Federal Bureau of Investigation (“FBI”’) andarise from the plaintiffs’ involvement in
two other FOIA cases before this Court. The pertinerts f@garding those two cases are briefly
summarized before turning to the events leading touhesnt lawsuit and the procedural

history.
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A. First FOIA Litigation

In February 2011, Mr. McClanahan, on behalf of his law fikational Security
Counselorg“NSC”), filed a lawsuit againghe Central Intelligence Agency (“CIA”),
challenging that agency’s response to his FOIA request for “copies of all Tables of Contents
(“TOCs”) for the in-house journal Studies in Intelligen¢&tudies).” Compl. 117, 9 (citing
NSC v.CIA, Civi No. 11443 (BAH) (the “NSC FOIAcase)). Subsequently, in December
2011, “the CIA released redacted copies of the TOCs to NSC,” which promptly posted the
redacted TOCs dine on the NSC’s website. Id. 1 10. Soon after this posting, Mr. Mo@kan
was contacted by a third party, who eventually semtdumulative indices of articles from
Studies. Id. 7 2112. Correctly suspecting that the indices coetmlassified information
which the “CIA had redacted from the TOCs,” id. 13, Mr. McClanahan sought guidance fran
DOJ attorney, who alerted the CIA, id. %#16. Thereafter, in January and June 2012, the FBI
interviewed Mr. McClanahan twice in tiI1’s Washington Field Office regarding his
possession of the classified indices. fIfi17-18, 25.

B. Second FOI A Litigation

In May 2011, Mr. McClanahan was hired by Ms. Crider, admumights attorney based in
the United Kingdom, to litigate a FOIA case for recordated to an American citizen, Sharif
Mobley, who was detained in Yemen for murder. Id. 144445, 50-51 (citing Mobley v.Dep 't
of Def., Civil No. 11-2073 (BAH]the “Mobley FOIlAcase”)). While litigating the parallel
murder case in Yemen, Ms. Crider received an unredacgdot@n FBI interview report, dated
April 7, 2010, summarizing the FBI interview of Mobleyd. 1153, 55. Realizing that this
report possibly contained classified information, Ms. @ritbrwarded the document to Mr.

McClanaharito use as evidence in the FOIA/PA cagethis Court. Id. §56. In June 2012, the



FBI met with Mr. McClanahan regarding the unredacted it@rveport as well as the classified
indices of articles from Studies. Id.  58.

C. The Plaintiffs’ FOIA Requests at | ssue

Despite conceding the absence of any direct evidienseapport of their theoryd. 86,
the plaintiffs “believe that the FBI may have quietly obtained their privileged email traffic and
possibly even issued gag orders to their respectivettb&sverits tracks,” id. In order to
“either prove or assuage their concerns,” id. I 87, the plaintiffs submitted FOIA requests to the
FBI andDOJ’s Justice Management Division (“JMD”),tid. The three FOIA requests remaining
at issue in this case were submitted in November 20tRFebruary and October 2013 to the
FBI. Specificaly, Mr. McClanahan submitted a FOIA/PAuest to the FBI on November 16,
2012 (2012 McClanahan Request”), seeking “[a]ny and all records . . . pertaining to me,
National Security Counselors, any case numbers assigried above investigations, or any of
the classified information I possessed.” Id. § 89 Def.’s St. of Mat. Facts as to Which There Is
No Genuine Dispute (“Def.’s SMF”) § 1, ECF No. 25-22 The FBI denied the request because
the requested materials were “located in an investigative file which is exempt frdisclosure
pursuant to 5 U.S.C. 8§ 552(b)(7)(A) Compl. § 91 Def.’s SMF q 2. The administrative appeal
from this denial was affirmed on April 23, 2013. Comp®3fDef.’s SMF qq 3-4.

The second FOIA request at issue was filed by Mr. Ma®lan with the FBI on October
10, 2013(*2013 McClanahan Request”), for the same information requested in the 2012

McClanahan Request as well as any responsive documesated in the past year. Compl. § 94.

. The plaintiffs initially challenged DOJ’s response to a total of six FOIA requests, but as noted, withdrew

their challenges tBOJ’s responses to three oftherequests set out in Counts Three, Four, and Five of their
complaint. See Mem. and Orderat 1.

2 The plaintiffs did not respond concisely to DOJ’s “Statement of Material Facts as to Which There Is No
Genuine Dispute,” ECF No. 25-2, as required by Local Civil Rule 7(h)(1), andnsequently, those uncontroverted
“facts identified by themoving party in its statementof material facts are admitted.” LCvR 7(h)(1).
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This request was likewise denied because the respofies were located in an investigative
fle exempt under Exemption 7(A)d. 196. Mr. McClanahan again appealed this denial
decision. Id. 7.

Finally, Ms. Crider submitted a FOIA/PA request with Ei#&l on February 25, 2013
(“Crider Request”), seeking “[a]ny and all records . . . pertaining to Ms. Crider.” 1d. § 102. Ms.
Crider received no response from the FBI other than that eesehad been received and
assigned a request number. [1d10%-04.

D. Procedural History

The plaintiffs then filed the instant complaint on Mag&d, 2014. See generally Compl.
On October 6, 2014, having determined that the basthe Exemption 7(A) response had
expired, the FBI reversed its denial of the 2012 McClamd&equest and the Crider Request.
Def.’s SMF 99 5, 14 Def.’s First Mot., Ex. 1 (“First Hardy Decl.”) § 20, ECF No. 12-1. By
November 7, 2014, the FBI had completed the search fpomsse documents to both these
requests.Def.’s SMF {1 7-16. For the 2012 McClanahan Request, the FBI procestsdl of
339 pages, of which 225 pages were withheld as digdic 76 pages were released in full, 14
pages were withheld in part, and 24 pages were wathhefull. 1d. 7. For the Crider Request
the FBI processed a total of 281 pages, of which 1§8gaere released in ful, 101 pages were
withheld in part, and 27 pages were withheld in fud. T 16.

DOJ moved for summarjudgment on all five counts of the plaintiffs’ Complaint on the
grounds that adequate searches had been condnatagonse to the plaintiffs’ requests, except
for the 2013 McClanahan Request, and all reasonably gedggenon-exempt information had
been releasedSee generallpef.’s Mot. Summ. J. (“Def.’s First Mot.”), ECF No. 12. With

respect to the 2013 McClanahan Request, DOJ conteénate®r. McClanahan had failed to



exhaust his administrative remedieBef.’s Mem. Supp. Def.’s First Mot. at29-31, ECF No. 12.
The plaintiffs conceded th&0J had ““provided sufficient information .. . to satisfy Plaintiffs

that their FOIA/PA requests had been properly procéssetb three of the six requests at iSsue
in Counts Three, Four, and Five of the Complaiiem. and Order at 1 (quotinBls.” Opp’n to
Def.’s First Mot. at 1 n.1, ECF No. 16), but continued to challenge the sufficiency of the
agencys response to three FOIA requests-the 2012 and 2013 McClanahan Requests and the
Crider Requestreferenced in Counts One and Two of the Complaidt,at 2.

Specifically, the plaintiffs argue that Mr. McClanaharhauxsted his administrative
remedies as to the 2013 McClanahan Request when “he sent his appeal in an email to an address
maintained by the defendant specifically for the recdfiatppeals to the denial of FOIA
requests.” Id. at 3. That email address, however, was deaativateJanuary 17, 2013, less than
a month before Mr. McClanahan emailed his appédil. Noting that the “purpose of the FOIA’s
administrative exhaustion requirement is to give ‘the agency [] an opportunity to exercise its
discretion and expertise on the matter and [] make a factual record to support its decision,”” id. at
5 (quoting Wilbur v. CIA, 355 F.3d 675, 677 (D.C. Cir. 2004) (alteratiam original) (internal
guotation marks omitted)), and that administrative astian is not a jurisdictional prerequisite
but a “prudential consideratich,id., the Courtemanded Mr. McClanahan’s appeal of th&BI’s
denial of his 2013 Request back to D@Jat 5-6. The Court granteBOJ's motion for
summary judgment as to Counts Three, Fand, Five of the Complaint, “since the plaintiff no
longer challenge[d}he adequacy of the defendants processing of those claims,” and denied the
motion as to Counts One and Tweoavoid addressing the remaining claims “in a piecemeal
fashion” and to “resolve all of the plaintiff’s remaining challenges simultaneously,” after the

“processing of the 2013 [McClanahamiequest.” Id.



In response to the 2013 McClanahan Request, the FBIgz®de total of 69 pages, of
which 30 pages were released in ful, 13 pages wehbeldt in part, and 26 pages were
withheld in ful. Defls SMF 94 11-12. DOJ subsequently renewed its motion for summary
judgment as to Count Oneh@llenging the FBI’s responses to the 2012 and 2013 McClanahan
Requests), and Count Twohéllenging the FBI’s response to the Crider Request), which motion
is now ripe for resolution.

. LEGAL STANDARD

Congress enacted the FOIA as a means “to ‘open agency action to the light of public
scrutiny;” ACLU v. U.S. Dep 't of Justice, 750 F.3d 927, 929 (D.C. Cir. 2014) (quofing 't of
Air Force v. Rose, 425 U.S. 352, 3@D76)), and “to promote the ‘broad disclosure of
Government records’ by generally requiring federal agencies to make theordscavailable to
the public on request,” DiBacco v. U.S. Army, 795 F.3d 178, 183 (D.C. Cir. 200duoting Dep 't
of Justice v. Julian, 486 U.S. 1, 8 (1988))s the Supreme Court has “consistently recognized[,]
. . . the basic objective of the Act is disclosure.” Chrysler Corp. v. Brown, 441 U.S. 281, 290
(1979). At the same time, the statute regigs “balance [of] the public’s interest in
governmental transparency agaifisgitimate governmental and private interests thakdcoa
harmed by release of certain types of informationUnited Techs. Corp. v. U.S. Dep 't of Def.,
601 F.3d 557, 559 (D.C. Cir. 2010) ((quoting Critical M&sgrgy Projectv. Nuclear
Regulatory Comm’n, 975 F.2d 871, 872 (D.C. Cir. 1992) (en banc) (internatagion marks
omitted)) Reflecting that balance, the FOIA contains nine exeng set forth in 5 U.S.C.

8 552(b), which “are explicitly made exclusive and must be narrowly construed.” Milner v. U.S.
Dep 't of Navy, 562 U.S. 562, 565 (2011) (internal quotatinarks and citation omittedsee

Murphy v. Exec. Office for U.S. Attys., 789 F.3d42@06 (D.C. Cir. 2015); Citizens for



Responsibility& Ethics in Wash. v. U.S. Dep’t of Justice (CREW), 746 F.3d 1082, 10888
(D.C. Cir. 2014); Pub. Citizen, Inc. v. Office of Mgmt.Budget, 598 F.3d 865, 869 (D.C. Cir.
2010). “[T]hese limited exemptions do not obscure the basic policy that disclosure, not secrecy,
is the dominant objective of the Act.” Rose, 425 U.S. at 361.

The agency invoking an exemption has the burden “to establish that the requested
information is exempt.” Fed. Open Mkt. Comm. of Fed. Reserve Sys. v. Me44B3 U.S. 340,
352 (1979); see U.S. Dep 't of Justice v. Reporters Comm. for Freedomof P48&U.S. 749,
755 (1989); DiBacco, 795 F.3d at 195; CREW, 746 F.3d &8;18lec. Frontier Found. v. U.S.
Dep 't of Justice, 739 F.3d 1, 7 (D.C. C2014) cert. denied sub nom. Elec. Frontier Found. v.
U.S.Dep 't of Justice, 135 S. Ct. 356 (2014ssassination Archives & Research Ctr. v. G334
F.3d 55, 57 (D.C. Cir. 2003). In order to carry this burdenagency must submit sufficiently
detailed affidavits or declarations, a Vaughn indexhefwithheld documents, see Vaughn v.
Rosen, 484 F.2d 820, 828 (D.C. Cir. 1973), or both, to demonstrate that the rgovent has
analyzed carefully any material withheld, to enabée dburt to fulfill its duty of ruling on the
applicability of the exemption, and to enable theeaslarial system to operate by giving the
requester as much information as possiblethembasis of which the requester’s case may be
presented to the trial couriee Oglesby W.S. Dep 't of Army, 79 F.3d 1172, 1176 (D.C. Cir.
1996) (“The description and explanation the agency offers should reveal as much detail as
possible as to the nature of the document, withotuta#le disclosing information that deserves
protection . . [which] serves the purpose of providing the requestor withalistic opportunity
to challenge the agensyecision.” (citation omitted)); see also CREW46 F.3d at 1088 (“The
agency may carry that burden by submitting affidavits that ‘describe the justifications for

nondisclosure with reasonably specific detail, dematestthat the information withheld



logically falls within the claimed exemption, and a controverted by either contrary
evidence in the record nor byidence of agency bad faith.”” (quoting Larson v. U.S. Depof
State, 565 F.3d 857, 862 (D.C. G009)). While “an agency’s task is not hercule&nMurphy,
789 F.3d at 209t must ““describe the justifications for nondisclosure with reablynspecific
detaill and‘demonstrate that the information withheld logicallylsfafithin the claimed
exemption’” 1d. (quoting Larson, 565 F.3d at 862).

The FOIA provides federal courts with the power to “enjoin the agency from withholding
agency records and to order the production of any ageroyds improperly withheld from the
complainant,” 5 U.S.C. § 552(a)(4)(B), and “directs district courts to determine de novo whether
nondisclosure was permissible,” Elec. Privacy Info. Ctr. v. U.S. Dépof Homeland Sec777
F.3d 518, 522 (D.C. Cir. 2015). A district court musteevthe Vaughn index and any
supporting declarations “to verify the validity of each claimed exemption.” Summers v. Defb of
Justice, 140 F.3d 1077, 1080 (D.C. Cir. 1998n FOIA cases, ‘summary judgment may be
granted on the basis of agency affidavits if they comaasonable specificity of detail rather
than merely conclusory statements, and if they areailetd into question by contradictory
evidence in the record or by evidence of agency bau’faitludicial Watch, Inc. v. U.S. Secret
Serv., 726 F.3d 208, 215 (D.C. Cir. 2013) (quotingisumer Fed’n of Am. v. U.S. Deft of
Agric., 455 F.3d 283, 287 (D.C. Cir. 2006))Ultimately, an agency’s justification for invoking
a FOIA exemption is sufficient if it appears ‘logical’ or ‘plausible.’” Judicial Watch, Inc. v. U.S.
Dep 't of Def., 715 F.3d 937, 941 (D.C. Cir. 2013) (quptinCLU v. U.S. Dep 't of Def., 628 F.3d
612, 619 (D.C. Cir. 2011)).

A district court alstas an “affirmative duty” to consider whether the agency has

produced all segregable, non-exempt information. tENiOU.S. Dept of Agric., 596 F.3d 842,



851 (D.C. Cir.2010) (referring to court’s ““affirmative duty to consider the segregabilty issue
sua spont& (quoting Morley v. CIA 508 F.3d 1108, 1123 (D.C. Cir02))); Stolt-Nielsen
Transp. Grp. Ltd. v. United States, 534 F.3d 723, (D.C. Cir.2008) (““[B]efore approving the
application of a FOIA exemption, the district court ke specific findings of segregability
regarding the documents to be withhéld(quoting Sussman v. U.S. Marshals Serv., 494 F.3d
1106, 1116 (D.C. Cir. 2007))Nrans-Pac. Policing Agreement v. U.S. Customs Serv., 13d F
1022, 1028 (D.C. Cir1999) (“[W]e believe that the District Court had an affirmative duty to
consider the segregabilty issue sua sponte . n.ietlee issue has not been specifically raised
by the FOIA plintiff.””); see alsé U.S.C. § 552(b) (“Any reasonably segregable portion of a
record shall be provided to any person requesting seond-after deletion of the portions which
are exempt under this subsection.”).
1. DISCUSS ON

DOJ renews its motion f@ummary judgment on both remaining claims because “the
FBI conducted thorough and adequate searches for respoaswrds subject to FOIA and
withheld only information protected by .. . [FOIA andRxemptions.” Def.’s Mem. Supp.
Renewed Mot. Summ. (¢:Def.’s Mem.”) at 9, ECF No. 25. The plaintiffs, on the other hand,
challenge the adequacy of the FBI’s responses to the 2012 and 2013 McClanahan Requests and
the Crider Request, contending th@t: the FBI “performed inadequate searches in all three
requests; (2) certain FOIA exemptions were improperly applied; (3)jaderecords were
improperly excluded from the search; and (4) not all ret#prsegregable materialas
released.Pls.” Opp’n Def.’s Renewed Mot. Summ J. (“Pls.” Opp’n”) at 10, ECF No. 293 Each

of these grounds raised by the plaintifsaddressed seriatim below.

3 Notably, the plaintiffs do not raise in oppositeny challenge underthe Privacy Act and, accglgithis
Memorandum Opinion limits the discussionheplaintiffs’ arguments under the FOIA.
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A. Adequacy of the FBI’s Search
1. Legal Standards

Upon receiving a FOIA request, federal agencies are “required to perform more than a
perfunctory search” to identify potentially responsive records. Ancient Coin Collectors Guild v.
U.S. Dep 't of State, 641 F.3d 504, 514 (D.C. Cir. 2011). Instead, the agbears the burden of
demonstrating that it “made a ‘good faith effort to conduct a search using methods which canbe
reasonaly expected to produce the information requested.”” DiBacco, 795 F.3d at 188 (internal
alterations omitted) (quoting OgleshyU.S. Dep 't of Army, 920 F.2d 57, 68 (D.C. Cir. 1990)).
To meet this burden, the agency must “demonstrate beyond material doubt that its search was
‘reasonably calculated to uncover all relevant documents.”” Valencia-Lucenav. U.S. Coast
Guard, 180 F.3d 321, 325 (D.C. Cir. 1999) (quotingizt v. Dep 't of State, 897 F.2d 540, 542
(D.C. Cir. 1990)).

At the summary judgment stage, this burden may lsfiedtthrough submission af
“‘reasonably detailed affidavit, setting forth the search terms and the type of search performed,
and averring that all files likely to contain respoasivaterials (if such records exist) were
searched.”” Ancient Coin Collectors Guild, 641 F.3d at 514 (quptwlalencia-Lucena, 180 F.3d
at 326). Such an affidavit must ““explain in reasonable detail the scope and method of the search
conducted by the agency.”” Morley, 508 F.3d at 1121 (quoting Perryv. Block4 &82d 121,

127 (D.C. Cir. 1982)). “Agency affidavits—so long as they are ‘relatively detailed and non-
conclusory’—are ‘accorded a presumption of good faith, which cannot be rebutted by purely
speculative claims about the existence and discoverability of other documents.”” Mobleyv. CIA
806 F.3d 568, 581 (D.C. Cir. 201&juoting SafeCard Servs., Inc.v. SEC, 926 F.2d 11200

(D.C. Cir. 1991)); see also DeBrewv. Atwood, 792 F.38, 123 (D.C. Cir. 2015). Only where
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“a review of the record raises substantial doubt, particularly in view of ‘well defined requests and
positive indications of overlooked materials,”” should summary judgment be denied. Iturralde v.
Comptroller of Currency, 315 F.3d 311, 314 (D.C. €#03) (quoting ValenciaLucena, 180
F.3d at 326 (internal quotation marks omitted)).
2. Analysis

The FBI has submitted seven declarations from the 8eCtigef of the
Record/Information Dissemination G®n (“RIDS”) of the Records Management Division,
detailing the scope and methodology of ¢b@rches undertaken in response to the plaintiffs’
requests. See First Hardy Decl.  1; Notice of Exé&arCamera Submission of Classified
Decl. of David Hardy, ECF No. 1Bef.’s Reply Supp. First Mot., Ex. 1 (“Third HardyDecl.”)
1 1, ECF No. 20-1; Notice of Submission of Ex PdAnté&amera Decl. of David Hardy, ECF
No. 21;Def.’s Mot., Ex. 1 (“Fifth HardyDecl.”’) § 1, ECF No. 25-1; Notice of Ex Partgln
Camera Fiing, ECF No. 2®ef.’s Reply Supp. Renewed Mot. Summ. J. (“Def.’s Reply”), Ex.
1 (“Seventh Hardy Decl.”’) q 1, ECF No. 32-1. The plaintiffs are critical of the searches for
failing to search “all records systems which are reasonably likely to contain records,” including
the specific offices and email systems requested bpldigiffs, Pls.” Opp’n at 11-12, and for
using “improperly narrow search terms and [date] «fifit;” id. at 14. To understa properly
these challenges to the adequacy of the searchascteddtheplaintiffs’ FOIA requests are
reviewed, followed by a description of the FBI’s interpretation of those requests and efforts to
locate responsive records.

a. The Plaintiffs’ Requests for Specific Location Searches
The plaintiffs three requests sought any and all records, includingile subpoenas,

and warrants, pertaining to Mr. McClanahan, his firm, invgstigations involving his

11



possessing classified materials, and Ms. Crider. $steHrardy Decl. 1 5, 15 (quoting the 2012
McClanahan Request, 2013 McClanahan Request, and Cridae®Reqin addition to

specifying the subject matter of the request, thetfilaindentified the following locations for
the FBI to search: th€entral Records System (“CRS”); the Electronic Surveilance index
(“ELSUR™); any shared drives, internal servers, and personal ¢erspo the FBI
Headquarters, the Washington Field Office, and the FBipooents in Yemen and, in the case
of Ms. Crider, the United Kingdom; any FBI email systeand personal email foldemn
personal computers used by FBI Headqguarters, the Washifgtld Office, and the FBI
Components located in Yemen and, in the case of MieiCrihe United Kingdomthe National
Security Branch; the Criminal, Cyber, Response, and Sertdcanch; the Information
Technology Branch; the Office of the General CounselQtiee of Integrity and Compliance;
the Records Management Division; and the Securitysbivi See Compl. 1 89, 9402.

b. The FBI’s Interpretation of the Scope of the Requests and
Efforts to Locate Responsive Records

In response to these requests, the FBI primarily condgetacthes within the CRS and
the ELSUR, as specifically requestesing “a three way phonetic breakdown of the name Kely
Brian McClanahan, a three way phonetic breakdown ofdheenCori Ana Crider, and a string
search of ‘National Security Counselors.”” First Hardy Decl. 1 334; Fifth Hardy Decl. 1 15
16. As explained in the declarations,etABI’s records are primarily maintained in the CRS “an
extensive system of records consisting of applicawgsiigative, inteligence, personnel,
administrative, and general files compiled and manathiby the FBI in the course of fuffiling
its . . .functions as a law enforcement, counterterrorism, and intelligence agency.” First Hardy

Decl. | 24.
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The CRS includes records from “the entire FBI organization,” including “records of FBI
Headquarters (“FBIHQ”), FBI Field Offices, and FBI Legal Attach¢ Offices (“Legats™)
worldwide. Id. Separately, the ELSUR index is comgali®f “records related to electronic
surveillance, sought, administered, and/or conducted by the FBI since January 1, 1960.” Id.  30.
Since all pertinent records, including emails, shagccaptured in th€RS, “RIDS typically
does not perform searches ofneil systems,” or individual FBI Field Offices and branches
except where there is a factual basis to conclude that “responsive material would exist outside
the comprehensive KS.” 1d. 1 3536, 38; Fifth Hardy Decl. 11 218, 20. Here, because the
plaintiffs referenced Mr. McClanahan’s direct communications with Special Agent Belvin of the
FBI’s Washington Field Office and Alina Semo, the former @tiief of the FBI FOIA
Litigation Unit in the Office of the General Counsele #Bl performed additional searches of
the email accounts of these two individuals as agkecords maintained by the Washington
Field Office. First Hardy Decl. 11 386; Fifth Hardy Decl. 1 +48. As noted, the FBI
ultimately processed 339 pages in response to the @Clanahan Request, of which 76 pages
were produced in full, 14 pages were withheld in pand, 24 pages were withheld in full as
exempt, and 225 were withheld in full as duplicateisst Hardy Decl. { 4; in response to the
2013 McClanahan request, the FBI processed 69 pagesjatf 80 pages were produced in full,
13 pages were withheld in part, and 26 pages werbeldhn full as exempt, Fifth Hardy Decl.
1 5; and, finally, in response to the Crider RequestFBI processed 281 pages, of which 153
pages were produced in ful, 101 pages were withhefohit, and 27 pages were withheld in full

as exempt, First Hardy Decl. | 4.
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C. The Scope of the FBI’s Search Was Adequate

The plaintiffs contention that the FBI failed to search all recordesyistreasonably
likely to contain responsive materials because g¢daib search all of the systems specifically
requested by the plaintiffs is unavailing“[A]n agency’s search obligations are not dictated by a
requester’s demands to search particular components or databases.’” Def.’s Reply at 4 (quoting
Mobley v. CIA, 924 F. Supp. 2d 24, 44 (D.D.C. 2013);d, 806 F.3d 568, 582 (D.C. Cir.
2015)). Indeed, asthe D.C. Circuit recently opined, gemey is required only to search record
systems that are reasonably likely to contain resgwmeicords Mobley, 806 F.3d at 582Thus,
the reasonableness of a searchis not measured abeisstope dictated by a requestisearch
instructions, particularly when those instruction @b provide “clear and certain” “lead[s].” Id.
Rather “a searchis generally adequate where the agency has sufficiently explained its search
process and why the specified record systems are naingdas likely to contain responsive
records.” Id.

Here, the FBI described the CRS as consistifithpplicant, investigative, intelligence,
personnel, administrative, and general fles compiled reaintained by the FBI including
emails, from the “entire FBI organization[,] encompass[ing] the records of FBI Headquarters],
FBI Field Offices, and FBI Legal Attaché Offic€TLegats”) worldwide.” First Hardy Decl.
1 24. The FBI further explained that because the fffiaiftave alleged that Mr. McClanahan
corresponded with Special Agent Belvin of the Washimgtield Office, and Ms. Semo, and was
interviewed at the Washington Field Office, thesedea@re followed by conducting searches of
the email accounts of these two individuals &mwhtact[ing] the FBI Washington Field Office to
determine whether there was any additional information responsive to plantiff McClanahan’s

request that had not be[en] captured by the other searches.” Id. Through these targeted searches,
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the FBI located an additional 90 pages, all foundinvithe email accounts. First Hardy Decl.
35; Fifth Hardy Decl. 17.

Other than these targeted searches, the FBI explaia¢adlother systems or locations
requested by the plaintiffs are reasonably likely tttain additional responsive records. For
example,“[a]ll of the offices that plaintiffs identified” in their requests, including the FBI
Headquarters and FBI Legal Attaché Offices covering Yeameinthe United Kingdom,

“maintain and index their files in the CRS.”4 Seventh Hardy Decl. 1 5. Since Special Agent
Belvin and Ms. Semo were the main points of contact with Mr. McClanahan, the FBI “concluded
that searches of the accounts of other individualdyding those merely copied on e-mail
messages or those who did not have the lead in rdisgoto and resolving issues about [Mr.
McClanahan’s] possession of classified information was not reasonably calculated to locate
additional responsive records.” Id. § 5 n.3.

The plaintiffs suggest that the FBdarched only the systems “most likely”” to find
records, rather than all systems reasonably likely dorfisponsive recordsSeePls.” Opp’n at
12-13 Putting aside the semantic distinctidie plaintiffs seek to draw between “most likely”
and “reasonably likely,” the plaintiffs have“offered no basis on which this court could conclude
the presumption of good faith has been overcome.” Mobley, 806 F.3d at 582. The FBI concedes
that the CRS is not the only records system withinFBie but only the “primary” records
system First Hardy Decl. § 38. Where a factual basis is ptasetonclude that “responsive

material would exist [in other systems of records] outside the comprehensive CRS,” the FBI

4 To the extent the plaintiffs argue thatthe FBswemiss not to search the FBI field office in ¥ensee
Pls.” Opp’nat 15 n.10, the FBI explained that no field office is maiimted in Yemen, Seventh Hardy Decl. 15 n.2.
Instead, the FBI maintains a Legal Attaché officearing Yemen and that office maintains its fileshe CRS. Id.
1 5. Consequently, a search ofthe CRS would redsyphave captured documents generated by thimtydar
office.
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would searchthose systems. See id. §B&5Fifth Hardy Decl. {1 £20. Indeed, in this case,
the FBI searcbdadditional systems of records beyond the CRS after cimghihat
“responsive e-malil records could reasonably exist as Plaintiff McQlamacited in his request
that he had direct communications with [two] identifiE&l personn€l, and, thus, additional
records may be maintained atthe Washington Field @ffewhich office Special Agent Belvin
was assigned and where Mr. McClanahan was interviewsdt Hardy Decl. 1$5-36; Fifth
Hardy Decl. § 1718.

Far from undermining the reasonableness of its searchpesied by the plaintiffsPls.’
Opp’n at 13, the FBI’s additional searches only underscore the fact that the FBI reasonably set
the scope of the search and purstgehr and certain” leads. Mobley, 806 F.3d at582. The
plaintiffs’ requests for searches of other specifiecord systems were “mere fiat,” without
explanation as to why those specified record systeawddweasonably contain responsive
records? Id.; see generally First Hardy Decl. 11 5, 15. By conttAst'BI’s explanations for
determining that other record systewere not reasonably likely to contain additional respens
records are highly plausible. Consequentfe Court finds that the FBI’s searcksof the CRS,
the EUSLR, the two targeted email accounts, and thshiigton Field Office were reasonably

adequaté.

° The plaintiffs speculatethatother FBl employees’ email accounts may contain additional responsive

records becausgransitory records” may nothave been copied into CRS and emails exempt as attorney-client
privileged reflect communications between “FBl attorneys and Special Agents or FBI paralegals ... and DOJ
attorneys,” thereby suggesting that other people may als o haveadls pertainingto theplaintiffs. Pls.” Opp’n at 14.
Even if the plaintiffs were correctthatadditioredords may be located somewhere on an FBI sysidmout a
more clear and certain lead, the FBI is not reqlioes earch every single re cord systemin the hogis omething
additionalmay turn up. AstheD.C. Circuit reiterated, “the FBI’s search, under FOIA, ‘is not unreasonable simply
because it fails to produce allrelevant material . . . .”” Mobley, 806 F.3d at 583 (quoting Meeropol v. Me&96,
F.2d 942, 95253 (D.C. Cir. 1986)).

6 The Court declines the plaintiffs’ invitation to “bereluctantto follow” the D.C. Circuit’s binding holding in
Mobley,Pls.” Opp’n at 13 n.7, that “[a]lthough an agency may not ignore a request t0 search specific record systems
when a request reaches the agency before it hgdetechits search, a search is generally adeqiegevthe
agency has sufficiently explained its search proaed why the specified record systems are natnedny likely
to contain responsiverecords,” Mobley 806 F.3d at 583. The plaintiffs criticize this hiolgas “unclear” and
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d. The Search Termsand Date Cut-offs Used Were Adequate

The plaintiffs also challenge the adequacy of the temnasthe cut-off date used by the
FBI in conducting the search for responsive records. Tdrgsges of the searelsare
unavailing.

I Adequacy of the Search Terms

The plaintiffs contend that because the 2012 and R0dGlanahan Requests sought
“[a]ny and all records . . . pertaining to [Mr. McClanahan], National Security Calois, any
case numbers assigned to [investigations conducted by the FBI pertaining to Mr. McClanahan’s
possession of classified information, in the contexhefNSC and Mobley FOIA cases], or any
of the classified information [Mr. McClanahan] possess#t FBI unreasonably limited the
searchto only the names of Mr. McClanahan and his Kational Security Counselor21s.’
Opp’n at 14. In support, the plaintiffs point out thatyen though the “FBI and DOJ
representatives repeatedly informed McClanahan and thigt @dthe NSC and Mobley FOIA
cases] that: 1) FBI was coordinating with CIA in the forrmase; and 2) FBI had investigated
how McClanahan obtained the classified documentkeiratter casg “[the] FBI processedo
records documenting amryrrespondence with CIA” and no records documenting “any attempt
to determine how McClanahan obtained the classifieddeBlument beyond records of
interview with McClanahan and internal records whichgserto ltigation strategy. Id. at 15
(emphasis in original) (internal quotation marks omjttedAccording to the plaintiffs, this lack

of records “is especially strange in light of the fact that FBI’s declarant Dennis Argall asserted

“confusing,” Pls.” Opp’nat 13n.7, but the Court disagrees. On the contrary, the D.C. Circuit has made clearthat an
agency may notcategeally ignore a plaintiff’s requestto search specific record systems, but, if it adequately
explains why the requested record systems are not reasonably likely to contain responsiverecords, thentheagency’s
search may be adequate evenifthe requested €ysiains are notsearched. The FBI has donedi®t h
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under oath to this Court that FBI had found no evidence supporting McClanahan’s claim that the
[classified FBI interview report obtained by Mr. McClanahan] was officially released.” Id.

In response, the FBI justifies the search terms used $ethadrequests were for
records about any investigation of [Mr. McClanahan] or NB€ particular context-the
possession of classified information” and, consequently, the use of the names of the request
and his firmas search terms would “cast[] the widest net for responsive records.” Seventh Hardy
Decl. § 7. The logic underlying the use of thesede@rms appears sound.

Moreover, to the extent that the plaintiffs seek ta dasbt on the good faith
presumption accorded an agency’s declarations by characterizing therms “inherently
unbelievablé because more records were not localkdd; Opp’n at 15 (quoting Weisberg v.
Dep’t of Justice, 705 F.2d 1344, 1351 (D.C. Cir. 1983))is effort falls short. For example,
even if the FBIcoordinat[ed] with the CIA” regarding how Mr. McClanahan came to possess
classified material, this does not compel the coimriughat such coordination resulted in the
generation of records subject to disclosure under the F@Idy such coordination may been
conducted over the telephone. In any event, théskBdrch did locate records regarding
“attempt[s] to determine how McClanahan obtained Hesified FBI documerit, since the
plaintiffs concedehat the FBI processed “records of interview with McClanahan and [other]
iternal records.” Pls.” Opp’n at 15. The plamtiffs do not make clear what other “attempt[s]”
would be required to determine how Mr. McClanahan obthirlassified material other than

interviewing Mr. McClanahan himself, and the Court deslirio engage in such speculafion.

! Along theselines, despite the plaintiffs’ urging, the Courtdeclines to find any dissonance betweenan FBI
declarant asserting that “FBI had foundno evidence supporting McClanahan’s claim that the [classified FBI
interview report obtained by Mr. McClanahan] was officially released” and the fact thatno records were generated
documentingthis inquiry. IdAfterall, Mr. Argall’s declarationexplained that he came to the conclusion that the
classified record was not officially released bagraxing the FBI dissemination control markings batidocument
In otherwords, no additional written record netedsave been generated by the makifignat simple observation.
SeeDef.’s Reply at 10 n.7.
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The D.C. Circuit has repeatedly stated that the presumption of good faith “cannot be
rebutted by ‘purely speculative claims about the existence and discoverability of other
documents.”” Mobley, 806 F.3d at 581 (quoting Safecard Servé./22d at 1200)); DiBacgo
795 F.3d at 191 (quoting Wilbur, 355 F.3d at 6M)rcusse v. U.S. Dep 't of Justice Office of
Info. & Privacy, Nos. 14-5073, 14-5099, 14-5100, 20VL 1606930 at *1 (D.C. Cir. Mar. 24,
2015) Here, the plaintiffs have not made an adequat&isgobeyond mere speculation about
potential undiscovered documents, to rebut the good faith presumption awarded to the FBI’s
declarations.

ii. Reasonableness of the Search Cut-off Date

The plaintiffs next argue that the FBlrongly imposed a cut-off date for [the 2013
McClanahan Request] corresponding to the date it perfotheefirst search, [on November 1,
2013], even though it performed additional searchestsoméetween Auguddctober 2015.”
Pls.” Opp’n at 16 (emphasis in original). The FBI’s use of the date of the first search in response
to the plaintiffs’ request as the search cut-off date for any subsequent searches is subject to the
“same standard of reasonableness that . . . applie[s] to test the thoroughness and
comprehensiveness of agency search procedures.” McGehee v. CIA 697 F.2d 1095, 1101 (D.C.
Cir. 1983). While lie D.C. Circuit has rejected the “use of a time-of-request cut-off [as] always
reasonabl®, Pub. Citizen v. Dep 't of State, 276 F.3d 634, 642 (D.C. Cir. 2002) (emphasis in
original), the use of a datef-search cut-off has nonetheless been implicitly sarexd id. at
643 (“TA]t minimum, the CIA could use as the cut-off date the da which the Information
and Privacy Divisiondetermined which components to ‘task.’” (quoting McGehee, 697 F.2d at
1104). Relying on this guidance from the Circuit, a daftesearch cut-off has routinely been

found to be reasonable, even if the agency performe@guist searchesSee Nat’l Sec.
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Counselors v. CIA 960 F. Supp. 2d 101, 153 (D.D.C.P0dng Pub. Citizen, 275 F.3d at
644, for the proposition that the D.C. Circuit “implicitly approv[ed] as reasonable a ‘date-of-
search cut-off [datéT (second alteration in original)); ACLU v. U.S Dep 't of Homeland Sec.,
738 F. Supp. 2d 93, 105 (D.D.Z010) (“[I]t was appropriate to require ‘a date-of-search cut off
[date]” (quoting Pub. Citizen, 276 F.3d at 6438choenman v. FBI, 573 F. Supp. 2d 119, 140
(D.D.C. 2008) (finding no “infirmity in the State Department’s current datef-search cut-off
policy”); Edmonds Inst. v. U.S. Dep’t of Interior,383 F. Supp. 2d 105, 111 (D.D.C. 2005) (“The
D.C. Circutt has all but endorsed the use of ddtsearch as the cut-off date for FOIA
requests. SeRublic Citizen v. Dep 't of State, 276 F.3d 634, 642 (D.C. AG002) .. .. Under
the dateef-search approach, Edmonds can, with relative easea,$kecond FOIA request for
documents creed since December 31, 2002.””). Under the weight of this authority resting on
Public Citizen, this Court, too, finds that a dafesearch cut-off date is reasonable, even if
subsequent searches are conducted, to avoid “an endless cycle of judicially mandated
reprocessing.” Bonner v. US. Dep 't of State, 928 F.2d 1148, 1152 (D.C. Cir. 1991).

Accordingly, the Court concludes that the FBI hasfsatisily detailed its searches for
responsive records and decisions made regarding the plaintiffs’ specific search requests, and that
the searches conducted were adegua

B. The FBI Properly Applied FOIA Exemptions

The plaintiffs challengehe FBI’s withholding of certain records, either in full or in part,

under FOIA Exemptions 1, 3, 5 and 78EPIs.” Opp’n at 17. To meet its burden of establishing

8 The FBI also withheld certain information undee@ption 6, 7(C) and 7(D), but the plaintiffs dano
challenge those withholdings and instead limitsribygposition to the withholdings under Exemptidn$8, 5, and
7(E). See,e.gPls.’ Opp’nat24 (“[T]he Court should find that a genuine issue of material fact exists with respect

to FBI’s withholdings under FOIA Exemptions (b)(1), (b)(3), (b)(5), and (b)(7)(E) and deny summary judgment
accordingly.”). While the plaintiffs, in a footnote, invite consideration of “the ramifications ofallowing [the] FBI to
categorically withhold everyname in evesyord,” under Exemptions 6 and 7(C), id. at n.19, the Court declines to
construethis invitation as an objection to the FBI’s reliance on these exemptions. Even ifthis footnoted invitation
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that the requested information was properly withheldeuride asserted exemption, Elec.
Frontier Found., 739 F.3d at 7, the FBI must shat tie proffered justification for invoking
the relevant FOIA exemptios ““logical’ or ‘plausible,”” Judicial Watch, 715 F.3d at 941
(quoting ACLU, 628 F.3&t619) As detailed below, the FBI has provided sufficierdl an
plausible explanations for application of each coetésixemption.
1. FOI A Exemption 3

FOIA Exemption 3applies to matters “specifically exempted from disclosure by statute
. .. if that statute” either (1) “requires that the matters to be withheld from the public in such a
manner as to leave no discretion on the issue,” or (2) “establishes particular criteria for

withholding or refers to particular types of matters to be withheld.” 5 U.S.C. § 552(b)(3). The

amountedto an objection, which it does not, it iddail. Withholding the names and identifyingemfation of

FBI Special Agents, support personnel, third paraed non-FBI governmaipersonnel, including DOJ attomeys,
is proper under Exemptions 6 and 7(C), both of vlsisield personal identifying information from dssure, when
disclosure “would constitutea clearly unwarranted invasion of personal privacy,” SU.S.C. § 552(b)(6), or would
“constitutean unwarranted invasion of personal privacy,” id. §552b)(7)(C). See Judicial Watch, 365F.3d at 1125
(recognizing that“the privacy inquiry of Exemptions 6 and 7(C) [is] essentially the same,” although Exemption 7(C)
may be construedto provide broader protectioa).blbth exemptions, the privacy interests of indlials

mentioned in the records mustbe balanced aghmgtiblic interestin disclosure, and the only ubterest
relevant to this inquiry is “the extent to which disclosure would serve the ‘core purpose ofthe FOIA,” which is
‘contribut[ing] significantly to public understanding ofthe operations or activities ofthe governméehtU.S. Dep 't

of Def. v. Fed. Labor Relations Auth., 510 U.S.,4835 (1994) (emphasis and alteration in origifcplpting U.S.
Dep 't of Justice v. Reporters Comm. for Freedom of Press, 489 U.S. 749, 775 (1989)). Here, the plaintifggest
that the FBI was remiss by “notperform[ing] anysort of meaningful or person-specific teste¢tedmine if the

alleged invasion ofthese individuals’ privacyis ‘clearly unwarranted,”” particularly because certain individuals’
identities are already publicly known, such as the DOJ attorneys ofrecord. Pls.” Opp’nat24n.19. Yet, agencies are
not required to conducta person-specific testitiohald the names of individuals referenced in ayeacords
under Exemptions 6 and 7(C), including the nam@sdifiduals. See Reporters Comm., 489 U.S. atG82
(holding thatrap sheets may be categorically vatthkewen though “events summarized in a rap sheet have been
previously disclosed tothe public”); SafeCard, 926 F.2d at 1208/ e now hold categorically that, unless access to
the names and addresses of private individualsaaipjgen files within the ambit of Exemption 7(G) mecessaryin
orderto confirmor refute compelling evidence tiha@tagency is engaged in illegal activity, sudhrmation is
exempt fromdisclosure.”). Moreover, although the applicability of Exengpts 6 and 7(C) depends ona balancing
test, the plaintiffs have articulated no precise public interestin the disclosure ofthese individuals’ names that would
“contribute significantly to public understanding ofthe operations or activities ofthe government.” Reporters
Comm,489 U.S. at 775. Instead, the plaintiffs make the conclusory statement: “these records definitelyshed light

on the operations and activities of the FBI orfdteral governmenind the suggestion that they donotis absurd.”
Pls.” Opp’nat 24 n.19 (emphasis in original) (quotation marks omitted). Strong words asideghintiffs have
expressed no basis uponwhich the Court couldfiatidis closure of the withheld names would couatetio the
public’s understanding of government operations or activities.
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D.C. Circuit has explained that ““Exemption 3 differs from other FOIA exemptions in that its
applicability depends less on the detailed factaatents of specific documents; the sole issue
for decision is the existence of a relevant statutetf@nahclusion of withheld material within the
statute’s coverage.”” Morley, 508 F.3d at 1126 (quotindss n of Retired R.R. Workers v. U.S.
R.R.Ret. Bd., 830 F.2d 331, 336 (D.C. Cir. 1987)). Here, the FRlkas the coverage of
Exemption 3 pursuant to the National Security Act@®$7] 50 U.S.C. 8 102A(i)(l), as amended,
50 U.S.C. § 3024(i)(1). Def.’s Mem. at 24.°

The National Security Act regus the Director of National Intelligence to “protect
intelligence sources and methods from unauthorized disclosure.” 50 U.S.C. § 3024(i)(1). As
interpreted by the D.C. Circuit, this language exempts fl@closure under FOIA, material that
the agencydemonstrates .. . ‘can reasonably be expected talléo unauthorized disclosure’ of
inteligence methods or sources. Wolf, 473 FaBal77 (quoting Gardels v. CIA, 689 F.2d 1100,
1103 (D.C. Cir. 1982))see also Larson, 565 F.atl863 (allowing for withholding of
information that “could provide enough clues to allow some individuals to determine who
provided the information to the CIA”).

As support for invocation of Exemption 3, the FBI submittbcee supplemental sworn
declarations ex parte and in camera. See Notice Bfatte In Camera Submission of

Classified Declaration of David Hardy, ECF No. 13; Notife&Submission of Ex Parte

° DOJ labeled the pages processed in response 2012 McClanahan Requestwith the Bates numbers
McClanahan-1through McClanahan-339; the pagesJpeatin response to the 2013 McClanahan Request wer
Bates numbered McClanahan2-1through McClanahan@r@Bthe pages produced in response tothe Crider
Requestwere Bates numbered Crider-1 through C28Er First Hardy Decl. I 41; Fifth Hardy Deck3 Both
Exemption 1 and 3 were asserted to withhold thegafmrmation on pages McClanahar81312, 316, 318, 338,
and 339; McClanahan2-%, 64, 6669; and Crider14. See First Hardy Decl. 9%, 50 n.17 Fifth Hardy Decl.
1926, 33 n.9. Since Exemption 3 was properly applieihis information, the applicability of Exemptiameed

not be addressed. See Larson, 565&862-63 (D.C. Cir.2009) (“FOIA Exemptions 1 and 3 are independent;
agencies may invoke the exemptions independendgauarts may uphold agency action under one exempti
without considering the applicability ofthe other.”).
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Camera Declaration of David Hardy, ECF No. 21; Notic&oParte, In Camera fiing, ECF
No. 26. Due to the limited amount of publicly aabie information about the FBI’s

withholdings under Exemption 3, the plaintiffs “urge the Court to review this information in
camerato ensure that it is in fact protectable intelligence sources and methods.” 10 Pls.” Opp’n at
21. The Court is well cognizant thatiihay examine the contents of . . . agency records in
camera .. .”. 5U.S.C. § 552(a)(4)(B)At the same time“[w]hen an agency meets its burden
through affidavits,‘in camera review is neither necessary nor appropriaié,‘[ijn camera
inspection is particularly a last resort in nationadwsity situations like this cas€. Mobley, 806
F.3dat588 (emphasis and alteration in original) (quotibg son v. Dep 't of State, 565 F.3d 857,
870 (D.C. Cir. 2009)) see also ACLU, 628 F.3alt626 (“In camera inspection is particularly a
last resort in national security situations like ttése—a court should not resort to it routinely on
the theorythat it can’t hurt.” (internal quotation marks omitted)); Hayden, 608121387

(“Illn camerareview is a ‘last resort’ to be used only when the affidavits are insufficientafor
responsible de novo decisidr{quoting Weissman v. CIA, 565 F.&92, 697 (D.C. Cir. 1977))).
“If the agency’s affidavits provide specific information sufficient toqéathe documents within
the exemption category, if this information is not cadicted in the record, and if there is no
evidence in the record of agency bad faith, then sumijudgynent is appropriate without in
camera review of the documeritsMobley, 806 F.3d at 588T'he agency’s declarations here

meet this exacting standard.

10 The plaintiffs also “renew [their] objections to the introduction ofthe three Ex Parteln Camera Hardy
Declarations.” Pls.” Opp’n at 21. Since the plaintiffs allege no new facts or law that would lead to reconsiitana
of'the Court’s decisionto “accept[] the defendant’s in camerdiling as necessary to provide ‘a sufficientbasis for
making a decision’ in the instant matter,” the plaintiffs’ renewed objections are denied. See Minute Order, dated
March 11,2015 (quoting Haydenv. NSA, 608 F.2d113884 (D.C. Cir. 1979)).
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After reviewing the thorough ex parite camera declarations submitted in this case, the
Court is satisfied that the records withheld by the FBit&in “intelligence methods and
sources, which the National Security Actis designed to protieom unauthorized disclosure.

2. FOIA Exemption 5

FOIA Exemption 5 applies to “inter-agency or intra-agency memorandums or letters that
would not be available by law to a party other than an agency in litigation with the agency.” 5
U.S.C. 8§ 552(b)(5). Two conditions must be met for a retmogplialify for this exemption and
be withheld: “[1] its source must be a Government agencg,[2hit must fall within the ambit
of a privilege against discovery under judicial stansldindt would govern litigation against the
agency that holds it.” Dep 't of Interior v. Klamath Waters Users Protective Ass’'n,532 U.S. 1, 8
(2001); see also Nat'l Inst. of Military Justice v. U.Qep 't of Def,,512 F.3d 677680 & n.4
(D.C. Cir. 2008). More specifically, Exemption 5 may Bedito withhold records subject to
“the deliberative-process priviege, the attorney-client priviege, #welattorney work-product
privilege.” Nat’l Ass’n of Criminal Def.Lawyers v. U.S. Dep 't of Justice Exec. Office for U.S.
Attys. & U.S. Dep 't of Justice, No. 15-5051, 2016 WL 3902666, at* 1 (D.C. Cir. Ji§; 2016)
(citing Coastal States Gas Corp. v. Dep 't of Energy, 617 F.2d 854, 862 (D.C. Cir. 1980)).

The FBI avers that the information withheld under Exempb“involved internal FBI
discussions (between attorneys and/or attorneys ammaSpgents or paralegals) and
discussions between the FBI (attorneys and/or Specahtdpand DOJ attorneys about
responding to this development in any pending or prosge ltigation” 11 This identification

of the interlocutors amply satisfies the first prong urieeeemption 5. With respectto the

1 The FBI withheld information pursuantto Exempt®on the following pages: McClanah&®6-107,
115, 132133, 141142, 229, 237241, 244245, 246, 269270, 280285, 288, and 289; and McClanahanZ;B-
9, 25-27, 28-29, 31-32, 48-49, 50-56, and 5763, 65. SeventhHardy Decl. 1%1Q.
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second prong, the FBI invokes a combination of all tpreleges. Def.’s Mem. at 25; see also
First Hardy Decl. 1 57; Fifth Hardy Decl. 141. Asdssed in more detail below, the withheld
information contains protected work product, a conalusidich justifies withholding under
Exemption 5 and obviates the need to addiesEBI’s alternative bases for withholdiné?

“[T]he work product doctrine is ‘anintensely practical one, grounded in the realities of
litigation in our adversary system.”” FTC v. Boehringer IngelheimPharm., Inc., 778 F.&4, 1
150 (D.C. Cir. 2015) (quoting United States v. Nobleg,Wd2S. 225, 238 (1975)). In applying
the work product doctrine, the D.C. Circuit has instructed that it “should be interpreted broadly
and held largely inviolate.” Judicial Watch v. U.S. Dep 't of Justice, 432 F.3d 366, 369 (D.C. Cir.
2005). A broad interpretation of the work product doctiineonsistent with the policy
underpinnings articulated by the Supreme Court in thensé¢ case of Hickman v. Taylor, which
discussed the importance of permitting “a lawyer [to] work with a certain degree of privacy, free
from unnecessary intrusion by opposing parties and their counsel.” 329 U.S. 495, 510 (1947).

The starting point for evaluating the scope of the wmdduct doctrine is Federal Rule
of Civil Procedure 26(b)(3), which protects “ordinarily,” those “documents and tangible things
that are prepared in anticipation of litigation or forltbig or for another party or its
representative . .” .Fed. R. Civ. P. 26(b)(3)(A). The @orney work product doctrine “‘does not
distinguish between factual and deliberativaterial’” but extends protection against disclosure
to both types of material. Judicial Watch, 432 FaB871 (quoting Martin v. Office of Special

Counsel, 819 F.2d 1181, 1187 (D.C. Cir. 1987)). Both ateqtex because, in the context of

12 Information on three pagesMcClanahan2-48, 49, and-6awas withheld pursuant to Exemption 5, under
the deliberative process privilege, and Exemptidasd 7(C). See Fifth Hardy Decl. 1140 n.11, 4PSeventh
Hardy Decl. 11 1012. As notedsupra in note 8, the FBI correctihiveld this information under Exemptions 6
and 7(C). Consequently,the Courtneed notaddiesther the same information was properly withlelder the
deliberative process privilege of Exemption 5.
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work produg, an attorney’s discussion of factual matters may reveal his or héicahor
strategic thoughts. See Boehring®® F.3d at 151 (““At some point . .. a lawyer’s factual
selection reflects his focus; in deciding what toudel and what to omit, the lawyer reveals his
view of the case.”” (alteration in original) (quoting Dir., Office of ThtiBuperwvision v. Vinson &
Elkins, LLP, 124 F.3d 1304, 1308 (D.C. Cir. 1997)); Maervi FTC, 591 F.2d 821, 826 (D.C.
Cir. 1978) (“[E]ven the factual material segregated from attorney wortdttjotois likely to reveal
some of the attorney’s tactical and strategic thougFibs.

Although both fact and opinion work product are protécteule 26 affords differing
levels of protection. In the civil discovery contdkie protection afforded to “fact” work
product is qualified and may be overcome when the stiggeparty shows that the material
sough is relevant and that “it has substantial need for the materials to prepare its aace
cannot, without undue hardship, tab their substantial equivalent by other means.” Fed. R.
Civ. P. 26(b)(3)(A)(B-(i). Opinion work product is given more absolute pctis. Fed. R.
Civ. P.26(b)(3)(B) (“If the court orders discovery of those materials [for which a party has a
substantial need], it must protect against disclosdithe mental impressions, conclusions,
opiniors, or legal theories of a party’s attorney or other representative concerning the
litigation.””). The procedural distinction made between fact andoopimork product in civil
discovery is “irrelevant” in the FOIA context, however. FTC v. Grolier, Inc.,462 U.S. 19, 27
(1983). As the Supreme Court explained, “[i]t makes little difference whether a privilege is
absolute or qualified in determining how it translatés a discrete category of documents that
Congress intended to exempt from disclosure under Exampti Whether its immunity from
discovery is absolute or qualified, a protected document cannot be said to be subject to ‘routine’

disclosure.” 1d. Thus, “[a]ny part of [a document] prepared in anticipation of litigation, not just
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the portions concerning opinions, legal theories, taadike, is protected by the work product
doctrine and falls under exemption 5.” Tax Analystsv. IRS, 117 F.3d 607, 620 (D.C. Cir. 1997).
As a result, in the FOIA context, “[i]f a document is fully protected as work product, then
segregability is not required.” Judicial Watch432 F.3d at371 (“[W]e hold that, because the

emails atissue in this case are attorney work prothetentire contents of these documents
l.e., facts, law, opinions, and analysisre exempt from disclosure under FOIA.”).

Despite its seeming breadth, particularly as appliedeuExemption 5, the work product
doctrine contains important limits. o@ts have “uniformly . .. held [the work product doctrine]
to be limited to documents prepared in contemplation of litigation.” Coastal States, 617 F.ad
864. When assessing whether a document is prepared “in anticipation of litigation,” courts in
this Circuit employ “a ‘because of” test, inquiring ‘whether, in light of the nature of the
document and the factual situation in the particuasecthe document can fairly be said to have
been prepared or obtained becaefSe prospect of litigation.”” Boehringer, 778 F.3d at 149
(quoting United States v. Deloitte LLP, 610 F.3d,12397 (D.C. Cir. 2010)); see also Inre
Sealed Case, 146 F.881,884 (D.C. Cir. 1998)(“The ‘testing question’ for the work-product
priviege . .. is ‘whether, in light of the nature of the document and the factual situatiche
particular case, the document can fairly be said te baen prepared or obtained because of the
prospect of litigation.”” (quoting Senate of P.R. v. U.S. Dep 't of Justice, 823 F.2d 574, 58612.
(D.C. Cir. 1987))). “Where a document would have been created ‘in substantially similar form’
regardless of the litigation, work product protection is not available.” Boehringer, 778 F.3d at
149.

Here, the FBI avers that information withheld under Exempb belongs to four

categories of email communications: (1) litigation pragan emails; (2) ltigation

27



communication emails; (3) inter-agency ltigation @ade consultation emails; and (4) intra-
agency case consultation emails. See First Hardl D&F; Fifth Hardy Decl. 1 41. For each
category of emails, the FBI avetst the communications were between “DOJ litigation counsel
and FBI agency counsels,” “between FBI agency counsels,” between “FBI agency counsel and
Special Agent3 “between DOJ attorneys and an assisting FBI Special Agent,” or between “FBI
agency counsel and an FBI paralégahd the communications were drafted by attorneys, “by
Special Agents who were assisting the agency counsels,” or “by a Special Agent at the direction
of agency counsel,” discussing “facts, legal analysis, legal strategy, legal advice,[] opinions,”
and/or case preparation considerations, during the peyad the NSC and Mobley FOIA cases
implicated in this caseFirst Hardy Decl. { 57; Seventh Hardy Decl. { 10. réfwe, since these
withheld records are “documents . . . that are prepared in anticipation Of litigation or for trial by
. .. [a] party or its representative,” Fed. R. Civ. P.26(3)(A), these records are properly withheld
under Exemption 5.

The plaintiffs’ challenge to the information withheld under this exemption rests mainly
on the segregability issue. The plaintiffs admit that “some of the withheld information is
undoubtedly properly withheld,” but protest that they “cannot begin to determine which parts are
legitimate and which parts are mere puffery.” Pls.” Opp’n at 21 (emphasis in original). As
explained above, the FBI has provided sufficient détaithe Court to conclude that the few
pages of communications withheld are subject to thekyoduct privilege. The plaintiffs’ own
use of “talismanic buzzwords” in their brief, id., does not ““call] into question by contradictory
evidence in the record or by evidence of agency bau’fatudicial Watch, 726 F.3dt 215
(quoting Consumer Fed’n of Am., 455 F.3d at 287)That agency attorneys would discuss and

share, among themselves and with FBI agents, factualgenents, legal opinions and theories
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crucial to the legal defense in connection with thebldy and NSC FOIA cases is both logical
and plausible. Furthermore, as the D.C. Circuit has explained, once “a document is fully
protected as work produdf segregability is not required.” Judicial Watch, 432 F.3d at 37/dee
also RojasVega v. U.S. Citizenship & Immigration Servs., N6-3292, 2016 WL 3544989, at
*1 (D.C. Cir. June 10, 2016) (citing Judicial Watch, 433d at 371) (per curiam)); Martin v.
Dep 't of Justice, 488 F.3d 446, 45%6 (D.C. Cir. 2007) (citing same); c¥at’l Ass’'n of
Criminal Def. Lawyes, 2016 WL 3902666, at *7 (stating thain agency need not segregate and
disclose norexempt material if a record is “fully protected’ as work product,” but that[iln cases
involving voluminous or lengthy work-product recordthe Blue Book is more than 500 pages
in length—we think it generally preferable for courts to make attl@gpreliminary assessment
of the feasibility of segregating nonexempt material”).

Accordingly, the Court concludes, based upon the seven exteresparations by the
FBI, that information described as subject to Exemption 5 pragerly withheld.

3. FOI A Exemption 7(E)

Exemption 7(E) coversecords or information compiled for law enforcement purposes
... that .. .would disclose techniques and mhoes for law enforcement investigations or
prosecutions, or would disclose guidelines for law eefiment investigations or prosecutions if
such disclosure could reasonably be expected toirshnoention of the law.” 5 U.S.C.
8 552(b)(7)(E). The “requirement thadisclosure risk circumvention of the law ‘sets a relatively
low bar for theagency to justify withholding.”” Pub. Emps. for Envtl. Responsibility v. U.S.
Section, Int’l Boundary & Water Comm’n, U.S—Mexico, 740 F.3d 195, 2605 (D.C. Cir. 2014)
(quoting Blackwell v. FBI, 646 F.3d 37, 42 (D.C. Cir.12)). The agency “must demonstrate

only that release of a document might increase the risk ‘that a law will be violated or that past
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violators will escape legal consequences.’” Id. at 205 (alterations in original) (internal quotation
marks omitted) (quoting Mayer Brown LLP v. IRS, 562d~1390, 1193 (D.C. Cir. 2009)).
“Rather than requiring a highly specific burden of showing how the law will be circumvented,
exemption 7(E) only requires that the [agency] demonstogteally how the release of the
requested information might create a risk of circumvention of the law.” Blackwell, 646 F.3d at
42 (quoting Mayer Brown, 562 F.3d at 1194 (internadtgtion marks and alterations omitted)).

Here, the FBI averat the pertinent records were “compiled and/or created in
furtherance of the FBI’s responsibilities of investigating the mishandling of classified national
security information and of conducting national securdgkground investigations of
individuals to determine whether they are suitablbatee access to classified national security
information” First Hardy Decl. $9. Three groups of records were withheld under Exemption
7(E): (1) “database searchresults,” id.; (2) references types and dates of investigations,” id.

1 75; and (3) “internal non-public intranet web addresses of its database and webpages,” id.
17613 The FBI further avers that the disclosure of such infoomatould tend to reveal
investigative techniques and procedutes could “enable criminals to employ countermeasures
to avoid detection” and aid them in “circumvent[ing] the law.” Id. 1 74-76.

The plaintiffs object on two grounds. First, with redpe the withheld database search
results, the plaintiffs argue that the FBI failed to axplsufficiently that the non-public database
is actually “unknown to the public.” Pls.” Opp’n at 22. Contrary to the plaintiffs’ position, the
FBI has sufficiently averred that these search results gesreratedrom “non-public
databases,” which are accessible only to “FBI personnel as well as task force members from

local, state and other federal agen¢ieBirst Hardy Decl. § 74. The FBI explains that “[n]on

13 The FBI withheld McClanahan2-6, 8, 25, 28, 31,e48and Crider 6577 under Exemption 7(E)}rirst
Hardy Decl. § 74 n.28 (Crider) and Fifth Hardy D&cb4 n.18 (McClanahan2).
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federal members of FBI task forces are federally deputizele wbtailed to work on FBI task

forces, and, thus, are considered Federal officers.” Seventh Hardy Decl. q 13. The plaintifts’

reasoning appears to be that bec&asemmknown number of persons, many of which are not

part of the federal Governmentgan access the database, the showing “that the database is

unique” and may be “considered ‘non-public’” is insufficient “to warrant exemptioi. Pls.’

Opp’n at 22-23. This reasoning is unpersuasive. Merely because deguionfederal

members of FBI task forces may be authorized to acdessbase does not somehow render the

database public The databases are plainly neither accessible norrkbowhe public at large.
Second, the plaintiffs contend that the FBI has notigedvsufficient information for the

Court to conclude “why the exact information withheld would allow wrongdoers ta@aemvent

the law.” 1d. at 23. @ntrary to the plaintiffs’ bald allegation, the FBI has sufficiently explained

how disclosure of the withheld information would allewongdoers to circumvent the la\t.As

the Circuit has explained, the bar for withholding uriti&) is setlow, and it permits

withholding “not just for circumvention of the law, but for a risk of circumvention; not just for

an actual or certain risk of circumvention, but for aneexpd risk; not just for an undeniably or

universally expected risk, but for a reasonably expergkdand not just for certitude of a

reasonably expected risk, but for the chance of a reblgomgpected risk Mayer Brown, 562

F.3dat1193 Here, the FBI explained that the information that cagleaned from the first two

14 The parties argue whether Exemption 7(E) bropdhynits the withholding of records containing

information orf‘techniques and procedures for law enforcementinvestigations or prosecutions” or more narrowly
permits withholding ofonly “techniques and procedures” the disclosure of which “could reasonably be expected to
risk circumventionofthe law.” 5U.S.C. § 522(b)(7)(E); sé#ef.’s Mem. at 37; Pls.” Opp’n at 23; Def.’s Reply at
19. Although notinghe different approaches adopted in other circlies3.C Circuit “has applied the ‘risk
circumvention ofthe law’ requirement both to records containing guidelines and to records containing techniques
and proceduresPub. Emps. for Envtl. Responsibility, 740 F.3d@ 8.4 (citing Blackwell, 646 F.3d 41-42),
even though this sets the bar solow that in pradtis no different than a categorical withhotgseeid. Under
this binding precedent, the FBl has demonstrétediisclosure ofthe information withheld could “risk
circumventionofthe law.”
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categories of withheld materialsdatabase research results and dates and types of
investigations—could alert criminals as to the types of activitieat thhe FBI monitors and would
thereby“enable [these] criminals to employ countermeasures to avoid detection.” First Hardy
Decl. 11 74, 75. Furthermore, the disclosure of tind ttategory of withheld informatier
“internal nonpublic intranet web addresses of its databases and webpages”—may allow
individuals under investigation “to gain unauthorized access to, view and manipulate dataron,
otherwise interfere with the FBI’s non-public database accdise only via its internal intranet,”
which information may aid such individuais “circumvent[ing] the law.” Id. § 76. These are
all reasonably expected risks that can stem from fudodure of the withheld information, and,
consequently, the Court finds that the information wapgrly withheld under Exemption 7(E).

Accordingly, the FBI properly invoked Exemptions 3, 8 &(E) to withhold information
from disclosure under the FOIA.

C. FOIA Exclusion under 5U.S.C. §552(c)

Section 552(c) of the F@I permits agencies to “treat . . . records as not subject to the
requirements” of the FOIA when, inter alia a request involves access to “records or information
compiled for law enforcement purposes” to the extent that such law enforcement records
(1) “could reasonably be expected to interfere with enforcement proceedings,” (2) “the
investigation or proceeding involves a possible violation of criminal law,” (3) “there is reason to
believe” that “the subject of the investigation or proceeding is not aware of its pendency,” and
(4) “disclosure of the existence of the records could reasonably be expected to interfere with
enforcement proceedings.” See 5 U.S.C. 88 552(b)(7)(A), 552(c)(1). Section 552(c) likewis
permits agencies to “treat . . . records as not subject to the requirementsf the FOIA whenever

someone requests “informant records maintained by a criminal law enforcement agency.” Id.
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§ 552(c)(2). Finally, 8§ 552(c) permits the FBI to issu@lamar response, in which is refuses
“to confirm or deny the existence of any responsive records,” ACLU v. CIA, 710 F.3d 422, 425
(D.C. Cir. 2013)to any request for records “pertaining to foreign intelligence or
counterintelligence, or international terrorism” as long as “the existence of the records remains
classified information.” 5 U.S.C. 8§ 552(c)(3).

Here, the plaintiffs have speculated that the FBI mightelying on the exclusion
contained in 8 552(c)SeePls.” Opp’n at 24; Def.’s Mem. at22 (“In their Opposition [to the
defendant’s first motion to dismiss], Plaintiffs raise the issue of whether the FBI has relied upon
5 U.S.C.§ 552(¢c) to exclude certain records in this case.” (internal citations omitted)).
Consequentlypursuant to the FBI’s standard policies, the FBI has submitted ex parte
camera declarations thaiddress the exclusion claim.” SeeDef.’s Mem. at41. The Court has
conducted a full review of the claim and, if such aclesion in fact were employed, it was and
continues to remain, amply justified.

D. Segregability

Finally, the Court must consider whether the FBI has seldaeasonably segregable
portions of responsive documents. ‘“The FOIA requires that ‘[a]ny reasonably segregable portion
of a record shall be provided to any person requesting reeord after deletion of the portions
which are exempt.”” Morley, 508 F.3d at 1123 (alteration in original) (gitid U.S.C. 8§ 522(b)).
To satisfy its segregability obligatipri{ar] agency must fvide a ‘detailed justification’ for its
nonsegregability,” but “is not required to provide so much detail that the exempt material would
be effectively disclosed.” Johnson v. Exec. Office for U.S. Attys., 310 F.3d,7776 (D.C. Cir.
2002) (citing Mead Data Cent., Inc. v. Ul%ep 't of Air Force, 566 F.2d 242, 261 (D.C. 1977)).

The agency may provide sufficient justification by déswy the materials withheld, the
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exemption under which they were withheld, and an affidavit attesting that “it released all

segregable material.” See Loving v. Dep 't of Def., 550 F.3d 32, 41 (D.C. Cir. 2008) (stating that
“the description of the document set forth in the Vaughnindex and the agency’s declaration that

it released all segregable material” are “sufficient for [the segregability] determination”);

Johnson, 310 F.3d at 776.

The FBI has satisfied its segregabilty obligationseh&he FBI has submitted no fewer
than four public affidavits and three ex paitecamera declarations describing the records at
issue here, the materials withheld, and the exenspfimmsuant to which they were withheld.
See generally First Hardy Decl.; Third Hardy Decl.;iFiftardy Decl.; Seventh Hardy Decl.
Furthermore, the FBI has attested that all reasonabiggage information has already been
released and the remaining withheld information “would [either] trigger foreseeable harm to one
or more interests protected by the cited FOIA exemptionsor . . . [is] so intertwined with such
material that it could not be reasonably segregated for release.” First Hardy Decl 9 79; Fifth
Hardy Decl. § 55.

The plaintiffs, in opposition, have offered little othliban conclusory statements that the
FBI failed to reasonably segregate or that it failed to explain 8dwe materials cannot be
reasonably segregated. $de’ Opp’n at23-25. As the D.C. Circuit has held, “[a]gencies are
entitled to a presumption that they complied with dibligation to disclose reasonably
segregable matetja which must be overcome by some “quantum of evidence” by the requester.
Sussman v. U.S. Marshals Serv., 494 F.3d 1106, (@1Z. Cir. 2007). The plaintiffs here do
not support their accusations with the slightest tumarof evidence.

In sum, theFBI’s search was adequate to locate all responsive documents, the

exemptions invoked to withhold certain information wereperly asserted, and all reasonably
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segregable information has been released. Accordibgl] is entitled to summary judgment i
its favor.
IV. CONCLUSION

For the foregoing reasori30Js renewed motion for summary judgment is granted.

An Order consistent with this Memorandum Opinion w#lue contemporaneously.
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