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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

AGILITY PUBLIC WAREHOUSING
COMPANY K.S.C,

Plaintiff, Civil Action No. (BAH) 14-0946
V. Judge Beryl A. Howell
NATIONAL SECURITY AGENCY,

Defendant.

MEMORANDUM OPINION

The plaintiff, Agility Public Warehousing Company K.S.C., brings suit agalmest t
National Security Agenc{NSA”), pursuant to the Freedom of Informatidct (“FOIA”), 5
U.S.C. § 552.As part of its FOIA requesthe plaintiffsought‘all [of thgl emalil, letter,
teleplonic, or other communications” of the plaintiffthe NSA’s possessiorSeeCompl. {11,
ECF No. 1.Relying on information leaked to the media regardiagousclassifiedNSA
communicatiorcollection programs, the plaintiff argues tha NSA“indiscriminately
collect[s] millions of telephone and email communicatioingin U.S. citizensand therefore
maintains records of the plaintiff's historical communicatioBsePl.’s Mem. Supp. Crosslot.
Summ. J. (“Pl.’'s Mem.”) at, ECF No. 191. TheNSA, however, issued a “Glomar” resporse
neither confirming nor denying the existence of records responsilie pdaintiff's request.

The plaintiff challenges thSA’s provision of a “Glomar” response regardiing
requested documenas well aghe alequacy of th&lSA’s search efforts for certain other
requested documents. Now pending before the Court are the’pad&s motions for summary
judgment. For the reasons stated belowN8&'s motion for summary judgment is granted and

the plaintiff's crossmotion for summary judgment is denied.
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BACKGROUND

A. The Plaintiff's FOIA Request

The plaintiff is aKuwaiti logistics company that provided food to U.S. troops stationed in
Iraq, Kuwait, Qatar, and Jordan from 2003 through 28%@art of a series contracts with the
Defense Logistics Agency. Compl. {1 @n November 9, 2009, the plaintiff was indictedhe
Northern District of Georgian charges of conspiracy to defraud the United Stateéslation of
18 U.S.C. 8§ 371major fraudagainst tk United States in violation of 18 U.S.C. § 10&idwire
fraud in violation of 18 U.S.C. § 134&emming from thelaintiff's provisionof goods under
these contracts. The charges remain pen&agUnited States v. The Public Warehousing Co.,
K.S.C, No. 1:09-CR-490 (N.D. Ga. 2009The plaintiff was also sueth that same coufbr
violations of the False Claims Act, 31 U.S.C. 3#28eq, which violations likewisetem from the
plaintiff's provision of goods to U.S. soldierSeeUnited States erel. Kamal Mustafa Al-Sultan v.
The Public Warehousing Company, K.SKXb. 1:05-CV-2968 (N.D. Ga. 2005)In defending
against theecivil and criminal chargeshe plaintiff “makes extensive use of email and telephone
communicationsto communicatérom Kuwaitwith its U.S:based #iorneysat SkaddepArps,
Slate, Meagher & Flom LLP (“Skadden”Pecl. of Emily L. Aviadf 9 (“Pl.’s Aviad Decl.”), ECF
No. 19-3. Skadden was a “customer of Verizon Business Network Services from 20 ttihe
first quarter of 20142 SeeSuppl. Decl. of Emily L. Aviad 1 2 PI.’s Aviad Suppl. Decl.”), ECF
No. 26-1.

On December 19, 2013, the plaintiff submitted a FOIA request ta$iAeseekingseven

categories of documents: (1) “all email, letter, telephoniottoar communications” by the

! The civil case has been administratively closed pending an ordetHeokuwaiti High Court of Appeals
regarding whether the plaifftivas properly served as a defendant in that c&sePublic Warehousing Company
No. 1:05CV-2968 (N.D. Ga. 2005).

2 The plaintiff has not specified whether Verizon Business Nét\Bervices provided both telephonic and internet
services, only that iwvas a customerSeePl.’s Aviad Suppl. Decl { 2.
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plaintiff; (2) the name of any U.S. or foreign communications plevihat intercepted the
plaintiffs communications; (3) documents relating to two cacts between the plaintiff and
Defense Supply Center Philadelphia; (4) doents relating téhetwo lawsuits brought against
the plaintiff in the Northern District of Georgia; (5) all comneations between tHdSA and
any other investigative or law enforcement agency regarding the fbjg8jtidocuments
pertaining to meetinggmong employees or contractors of any of the Department of Julséce, t
Office of the Director of National Intelligence, and th8A regarding the plaintiff; an(7)
documents pertaining to meetings between employees or contractoetN&A and employees
or contractors othe Federal Bureau of Investigation, the Central Intelligence Agémey
Department of Defense, and the Department of Homeland Secaldyng o the plaintiff.
Compl. 7111

Although the plaintiff and thBISA exchangedommunicationglarifying the scope of
the plaintiff's FOIA requestthe NSA never provided a response to the plaimifbr to this
litigation. Id. at 71 1416. As a result, the plaintiff appealed to N®A's FOIA Appeal
Authority based on thRISA’s constructive denial of its FOIA requedt. TheNSA indicated
that procesag ofthe plaintiff's appealvould bebased oma “first-in, first-out” policy, but over
the course of two monththe NSA never responded to the plaintifid. at 1 1719, Decl of
David J. Sherma(fNSA’s Sherman Decl.”) &f 24, ECF No. 1. As a resultthe plaintiff
filed the instant actionSee generallCompl.

After the initiation of litigationthe Chief of NSA’s FOIA/Privacy Act Officerovided
the plaintiff with aletter purporting to be nal response to the plaintiff's FOIA requesee
NSA's Sherman Decl. 1 25The NSA noted that, to the extent the plaintiff sought records

concerning the contracts and lawsuits mentioned in the plairfEi@#\ request, th&lSA had



conducted a thorough seammhdwas unable to locate angsponsive recorddd. § 27. As
detailed in two declarationdig NSA tasked “its Office of General Counsel, its acquisition
organization, and its logistics organization” to conduct thevaekesearchesld. TheNSA
gueried the records of the relevant organizations wanigtions othe plaintiff's nameas
specified in the plaintiff's FOIA requestAgility Public Warehousing Company, Agility, and
the Public Warehousing Compamand the nurpers for the relevant contractSupplemental
Decl. of David J. ShermafiNSA’s Suppl. Sherman Decl.’gt 1 3, ECF No. 23. TheNSA’s
filing systemscontained memoranda, meeting minutes, reports, manuals, @ancdlotuments.
NSA's Sherman Decl. 1 27Within the Office of General Counsel, attorneys searched their
Microsoft Outlook email accounts while administrative personnel aralggals searched the
organizatia’s litigation filings systemsld. The NSA also searched the “contracting
managemenmnformation system databgsevhichis maintained in support of tidSA’s
contracting activity.Id.

In addition, theNSA’s responsenformed the plaintiff thatto the extent the plaintiff's
FOIA request called for intelligence informatidhe NSA could not confirm or deny the
existence of any such recor@s th@& existenceor norrexistencas protected byrOIA
Exemptions 1 and.3Seed.  26. Tha\SA's “foreignintelligence mission includes the
responsibility to collect, process, analyze, producedsseminate signals intelligence
(‘SIGINT") information, of which communications intelligenc€EQMINT) is a significant
subset, for foreign intelligence and counterintelligence purposagport national and
departmental missions to include the castchf military operation$ Id. § 5. In light of its
mission theNSA determined that “[a]Jcknowledging the existence or-aristence of responsive

records on particular individuals or organizations subject teeslance would provide . . .



adversariesvith critical information about the capabilities and limitasbof theNSA and its
operations Id. § 33. Likewise, [clonfirmation by NSA that a specific person’s or
organization’s activities are not of foreign intelligence inteoeghat NSA isunsuccessful in
collecting foreign intelligence information on their actie#i would undermine the NSA’s
mission and permit adversaries to “accumulate information and dravusmmd about NSA’s
technical capabilities, sources, and methodd.” As aresult, he disclosure of such information
“could reasonably be expected to cause exceptionally grave and irrepdaaiage to the
national security by providing . . . advelisara road map that instru¢keem on which
communication modes or personneheen safe or are successfully defeating NSA'’s
capabilities.” I1d. 34. Moreover, disclosure ogh information would permit adversaries to
change their communications behavior or otherwise “alerttsathat their existing means of
communications are potentially safdd. Accordingly, theNSA did not confirm the existence
or nonexistence of any such records.

B. The NSA’s Metadata Program

Almost seven months before the plaintiff filed the FOIA requeisisae,a United
Kingdom-based newspaperheGuardian,publishedon June 6, 2013&n article claiming that
the “National Security Agency is currently collecting the telegh@tords of millions of US
customers of Verizon, . . . under a top secret court order issugatiiri ASeeEx. 3,Pl.’s Aviad
Decl. (Glenn Greenwald\SA collecting phone records of millions of Verizon customers, daily
The Guardian, June 6, 2013The Guardiarattached to the article a thelassified Foreign
Intelligence Surveillance CouftFISC”) “Secondary Ordet dated April 25, 2013which it had
obtained from a formdd.S. government contractor, Edward Snowdéah, see alsd&x. 4,Pl.’s

Aviad Decl. (n re Application of the FBI for an Order Requiring the Prod. of Tangible Things



From Verizon Bus. Network SeryBic., ex rel. MCI Commc'n Servs., Inc., d/b/a Verizon Bus.
Servs(“Secondary Order”), No. BR £B80(F.I.S.C. Apr. 25, 2013) The FISCSecondary
Order required Verizon Business Network Services to prdwden ongoing daily basis . . . all
call detd records or ‘telephony metadata’ created by Verizon for communicaf{ipbetween
the United States and abroad; or (i) wholly within the United Stetelsiding local telephone
calls.” Secondary Order at 2. Telephony metadata ingluttes alia, the originating and
terminating telephone number along with the time and duration of lh& Talephony metadata
“does not include the substantive content of any communication the aame, address, or
financial information of a subscriber or cusemi Id.

In the aftermath ofhe Guardian’disclosure, the government began to release details
regarding theéelephony metadafarogramalong withdeclassified and redacted copies of other
FISC orders.SeeEx. 11,Pl.’s Aviad Decl.(Press Releas®NI Clapper Declassifies
Intelligence Community Documents Regarding Collection Under Section 501 of the Foreign
Intelligence Surveillance Act (FISAov. 18, 2013 These disclosures reveal that since at least
May 2006, thé=Bl has soughtrders from the BC authorizing théulk collection oftelephony
metadatdrom U.S. telecommunications providgrgrsuant to Section 215 of the USA
PATRIOT Act, 50 U.S.C. 81861 Seeln re Application of the Fed. Bureau of Investigation for
an Order Requiring the Production of Tangible Things from [Redaciéal] BR 06-05, at 2
(F.1.S.C. May 24, 2006}kee als&Ex. 7,Pl.’s Aviad Decl (Declaration of Teresa H. Shea,
Signals Intelligence Director, NSANSA’'s Shea Decl.”) Smith v. ObamaNo. 13¢cv-0257 (D.

Idaho Jan. 242013) ECF No. 152).

3 Telephony metadata also includes other “sessientifying information,” such as the “International Mobile
Subscriber Identity (IMSI) number, International Mobile station Equiprdsaitity (IMEI) number . . . trunk
identifier, [and] telephone calling card numbers . . . .” Secon@eder at 2.
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Section 215uthorizes the FBI to “make an application for an order requiring the
production of any tangible thingscluding books, records, papers, documents, and other items)
for an investigation to obtain foreign intelligence inforimatconcerning a United States person
or to protect against international terrorism or clandestindigeete activities . . . .50 U.S.C.
§1861. Under theprogram, he FBI seeks orders frothe FISC “directing certain
telecommunications service providers to produce all business recorasidrgahem (known as
call detail records)for a designated period of tim&SA’'s Shea Decl. { 14°FISC orders must
be renewed every 90 days, and phegram has therefore been renewed 41 times since May
2006.” Am. Civil Liberties Union v. Clapper85 F.3d 787, 79@d Cir. 2015).0Once the
information is obtained from the telecommunications service geosj the “NSA . . . stores and
analyzes thisnformation . . . and refers to the FBI information about commuoisiti. . that
the NSA concludes have counterterrorism value, typically infoomatbout communications
between known or suspected terrorist operaespersons located within the U.9NSA's
Shea Declf 16.

Once collectedrom the telecommunications providemd stored in a secure database
strict procedures govern tiNSA’s access to and use thie collectedtelephonymetadata See
In re Application of the FBI for an Order Requiring the Prod. of Tangible Things From
[REDACTED], No. BR 1380, 2013 WL 5460137 (F.1.S.C. Apr. 25, 2013}1(tnary Ordel).
The government is only permitted to access the collected telephony metadatapiormposes set
forth in the Primary Ordervhich includes “purposes of obtaining foreign intelligence
information” and technical maintenanceSeePrimary Order aP—3 NSA Shea Decl. 1 18The
NSA mayaccesshe collectedelephony metdata only by searaig with a telephone number

other “identifier,” that is associated with a foreign terrorist ormgtion.NSA's Shea Decl. § 20



21; Primary Ordemat 2—-4. Before an identifier may be useazhe of twentytwo designated
officials must determine that“reasonable articulable suspicioeXiststhat the identifier is
associated with an international terrorist organizasiaject toan FBI investigationNSA Shea
Decl. 1 2Z; Primary Ordemat 2-3. Where the identifier is reasonably believed to be used by a
U.S. person, sudaleasonable articulabiispicion may not be based solely upon protected First
Amendmentactivities. NSA's Shea Decl. 1 21; Primary Order2afT hereasonable articulable
suspiciorrequirementvas intended to prevent the generalized browsing of N&A's Shea
Decl. 1 20. TheNSA must destroy all etadata no later than five years after the initial
collection. NSA's Shea Decl. { 31; Primary Order 4t

Before informatiorpertaining to any U.S. persomay be disseminated outside the NSA,
certain highlevel officials “must determine that the information identifyihg tJ.S. person is in
fact related to counterterrorism information and that it is necessayderstand the
counterterrorism informationr@ssess itsnportance.” Primary Order 8 The NSA mayalso
sharetheresults from searches of the metadata with the Executive Branch irt@pimit the
Executive Branch to determine if such “information contains exauipair impeachment
information or is otherwise discoverable in legal proceedings” or to “fatalitheir lawful
oversight éinctions.” Primary Order at 3

Almost immediately following these revelatiomsilividuals and public interest groups
filed numerous lawsuitgroughaut the country challenging the constitutional and statutory basis
for the program Seg e.qg, Clapper 785 F.3d 787Smith v. Obama24 F.Supp.3d 1005 (D.
Idaho 2014), No. 2435555 (9th Cir. argued Dec. 8, 201K4)ayman v. Obam&57 F.Supp. 2d
1 (D.D.C.2013), No. 145004 (D.CCir. argued Nov. 4, 2014pchuchardt v. Obamd 4705

(W.D. Pa.);Paul v. Obamal4-0262 (D.D.C.)First Unitarian Church of Los Angeles v. Nat'l



Sec. Agengyl3-3287 (N.D. Cal.) Additionally, in at least one other instance, a plaintiff has
soughtrecordsunder FOIAthat it believed to be in the possession of the NSA based doulkis
collection of metadataSeeCompetitive Enter. Inst. v. NaBec. AgencyNo. 14975, 2015 W
151465, at *1 (D.D.C. Jan. 13, 2015).

C. Other Data Collection Programs

In addition to theNSA'’s telephony metadata program, th8A's involvementin at least
three otheclassifiedprograms concernintpe bulkcollectionof communicationgreimplicated
by the plaintiff's claim Under he Pen Register and Trap and Trace (“PR/TT”) progthen
governmensoughtFISC orders permittinthe collectionfrom serviceprovidersof certain
electronic communications metadata, including the “to,” “from,” and lio&'s of an email,
along with the time and date of an ema&leeEx. 11,Pl.’s Aviad Decl(Press Release, Office of
the Director ofNational IntelligenceDNI Clapper Declasifies Additional Intelligence
Community Documents Regarding Collection Under Section 501 of the Foreign Intelligence
Surveillance AgtNov. 18 2013) Once collected, the information was stored in a secured
databaseld. The maintenance and searchirigh® collected database recomdas subject to
strict requirements similar to those set forth forKI8A'’s telephony metadata progrand. The
NSA has not acknowledged a partnership with any specific telecommunicatovidepr
regarding the PR/TT program and fhegram has since been discontinu&ee id.

Similarly, media reports have also discussed wiaat been referrad as the NSAs
PRISM collectiorand the*upstream collectidnprogram Under the PRISM prograrnthe NSA
acquirel electronic conmunicationsincluding emails, directly from “compelled U.$hased
providers” such as Google, Apple, and Facebo&eeEx. 8,Pl’s Aviad Decl. Declassified

Declaraion of Frances J. Fleisch, NSANSA's Fleisch Decl.”), at § 38]lewel vINat'l Sec.



Agency No. 08-CV-04373 (N.D. Cal. May 5, 2014), ECF No. 22Fx. 12,Pl.’s Aviad Decl.
(Glenn Greenwald & Ewan MacAskilNSA Prism Program Taps into User Data of Apple,
Google, and Othersrhe Guardian, June 7, 2013 theseparatéupstream collectin”
program, “theNSA collects electronic communications with the compelled assistance of
electronic communication service providers as they transit Internet tvaekfacilities wihin
the United States.NSA's Fleisch Decl. § 38 see[RedacteiMem. Op, 2011 WL 10945618, at
*9 (FISC Oct. 3, 2011)Between theetwo programstheNSA “acquires more than two
hundred fifty million Internet communications each yedRedactefiMem. Op, 2011 WL
10945618, at *9 Like the PR/TT program, tieSA has not acknowledged the identity of any
service providers participating in either the PRISM or the upstoedlettion programsSee
Pl.’s Mem.at 24(“[T]he NSA has not specifically named any telecommunicationsterrat
service providers participaig in its bulk electronic communigahs collections
programs. . ..").
Il. LEGAL STANDARD

Congress enacted the FOIA as a means “to open agency action to thegiglico
scrutiny.” Am. Civil Liberties Union v. U.S. Dep’t of Justid®0 F.3d 927, 929 (D.C. Cir. 2014)
(quotingDep’t of Air Force v. Roset25 U.S. 352, 361 (1976)Pisclosure is the “basic
policy’” of the Act. Citizens for Responsibility & Ethics in Washington v. U.S.’ DafpJustice
(CREW) 746 F.3d 1082, 1088 (D.C. Cir. 2014) ¢tjng Dep't of Interior v. Klamath Water
Users Protective Ass, 532 U.S. 1, 8 (2001)At the same time he statute represents a “balance
[of] the public’s interest in governmental transparency agéggimate governmental and
private interests that could be harmed by release of certain typesrafatitm.” United Techs.

Corp. v. U.S. Dep't of Def601 F.3d 557, 559 (D.C. Cir. 2010) (internal quotation marks and
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citations omitted). Reflecting that balance, the FOIA contains niemgtxons set fah in 5
U.S.C. 8 552(p which “are explicitly made exclusive and must be narrowly coedt” Milner
v. U.S. Dep’t of Nawyb62 U.S. 562, 568011) (internal quotations and citations omitted)
(citing FBI v. Abramson456 U.S. 615, 630 (1982heeCREW 746 F.3d at 1088ub. Citizen,
Inc. v. Ofc. of Mgmt. and Budgé&t98 F.3d 865, 869 (D.C. Cir. 2010). “[T]hese limited
exemptions do not obscure the basic policy that disclosure, not sasr®dominant objective
of the Act.” Am. Cuvil Liberties Lhion v. U.S. Deg’of Justice (ACLUDOJ), 655 F.3d 1, 5 (D.C.
Cir. 2011) (quotingNat’l Assn of Home Builders v. Norte8309 F.3d 26, 32 (D.C. Cir. 2002))
The agency invoking an exemption to the FOb&ars the burden of showing that a
claimed exemptio applies.” Elec. Frontier Found. v. U.S. Dep’t of Justig&89 F.3d 1, 7 (D.C.
Cir. 2014); see alscCREW 746 F.3d at 1088;oving v.U.S.Dep't of Def, 550 F.3d 32, 37
(D.C. Cir. 2008);Assassination Archives & Research Ctr. v. (384 F.3d 55, 57 (@. Cir.
2003) In order to carry this burden, an agency must submit suffigidetailed affidavits or
declarations, &aughnindex of the withheld documents, or both, to demonstrate that the
government has analyzed carefully any material withheld,dblerthe court to fulfill its duty of
ruling on theapplicability of the exemption, and to enable the adversary systenettate by
giving the requester as much information as possible, on the badscbfhe can present his
case to the trial coureeDeBrew v. AtwoodNo. 125361, 2015 WL 3949421, at *2 (D.C. Cir.
June 30, 2015kee alscCREW 746 F.3d at 1088 he agency may carry that burden by
submitting affidavits thatdescribe the justifications for nondisclosure with reasonalegisp
detail, demonstrate that the information withheld logictllis within the claimed exemption,
and are not controverted by either contrary evidence in the record nadbgae of agency bad

faith.” (quotingLarson v.U.S. Dept of State 565 F.3d 857, 862 (D.C. Cir. 2009pglesby v.
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U.S.Dept of the Army79 F.3d 1172, 1176 (D.C. Cik996)(“The desription and explanation
the agency offers should reveal as much detail as possible as to tiecoh@tedocument,
without actually disclosingnformation that deserves protection. [which] serves the purpose
of providing the requestor with a realistic opjpmity to challenge the agensyecision.”)

The FOIA provides federal courts with the power to “enjoin the ag&oay withholding
agency records and to order the production of any agency records imgnebHeld from the
complainant.” 5 U.S.C. § 552(a)(4)(B). Moreover, a district cowgtameaffirmative duty” to
consider whether the agency has produced all segregablexemptinformation. Elliott v.

U.S Dep’t of Agric., 596 F.3d 842, 851 (D.C. Cir. 2010) (referring to coudfirmative duty to
consider the segregability isssiga sponte(quoting Morley v. CIA 508 F.3d 1108, 1123 (D.C.
Cir. 200%)); StoltNielsen TranspGrp. Ltd. v. United State534 F.3d 728, 73335 (D.C. Cir.
2008) (* [B]efore approving the application of a FOIA exemption, the distrigttamust make
specific findings of segregability regarding the documents to be Mdthhé&uotingSussman v.
U.S. Marshals Sery494 F.3d 1106, 1116 (D.C. Cir. 20Q)7kee als® U.S.C. § 552(b)‘Any
reasonably segregable portion of a record shall be provided to ang pegsesting such record
after deletion of the portions which are exempt urnlkisrsubsectior).

Summary judgment is appropriate when “there is ho genuine dispisteiag material
fact.” Fed. R. Civ. P. 56. “In FOIA cases, ‘[slJummary judgment beygranted on the basis of
agency affidavits if they contain reasonable spetyficf detail rather than merely conclusory
statements, and if they are not called into question by contrad&t@ence in the record or by
evidence of agency bad faith.Judicial Watch, Inc. v. U.S. Secret Sei26 F.3d 208, at 215
(D.C. Cir. 2013)quotingConsumer Fed'n of Am. v. U.S. Dep’t of Agri¢55 F.3d 283, 287

(D.C. Cir. 2006) andallant v. NLRB26 F.3d 168, 171 (D.C. Cir. 1994)). “Ultimately, an
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agency'’s justification for invoking a FOIA exemption is suffiti€ it appears ‘logicalor
‘plausible.” Judicial Watch, Inc. v. U.S. Dep’t of De715 F.3d 937, 941 (D.C. Cir. 2013)
(quotingAm. Civil Liberties Uniorv. U.S. Dep’t of DefACLU/DOD) 628 F.3d 612, 619 (D.C.
Cir. 2011));Larson v. U.S. Dep't of Stat&65 F.3d 857, 862 (D.Cir. 2009) (quoting/Nolf v.
CIA, 473 F.3d 370, 3745 (D.C. Cir. 2007)).
[I. DISCUSSION

In the present casép the exten{the] plaintiff's [FOIA] request sought surveillance or
other intelligence records, or communications about such record$y'Sth issuedthe plaintiff a
so-called“Glomar’ responsgwhich neither confirad nor deniedhe existence of records
relevant to the plaintiff's reque$tMem. Supp. Def.’s Mot. Summ. J. (“Def.’s Mem.3t ],
ECF No. 181. The Glomar response covered altdments sought by the plaintiéixcept for
those documents “concerning the government contracts and criminalvataasuits specified
by and involving plaintiff, or communications concerning thosedrests and court cases.” Id.
With respect tolte plaintiff's request for documents concerning lawsuits and acsfrtheNSA
searched fobut found no responsive documenilhe plaintiff challengeboththe NSA’s
Glomar response and the adequacy ofN\B&'s search for responsive documeriach ofthose

challenges is addressed separately below.

4 Glomar responses are “named for the Hughes Glomar Explorep as& in a classified Central Intelligence
Agency project ‘to raise a sunken Sowwabmarine from the floor of the Pacific Ocean to recover thelgsssi
codes, and communications equipment onboard for analysis by UnitednSiteteey and intelligence experts.’

Roth v. U.S. Dep'of Justice 642 F.3d 1161, 1171 (D.C. Cir. 2011) (quotittgllippi v. CIA, 655 F.2d 1325, 1327
(D.C.Cir.1981)).

5 As noted above, such materials refer primarily to categories 3 afithd plaintiff's request, which sought
documents relating to two contracts betwehe plaintiff and Defense Supply Center Philadelphia and documents
relating to the two lawsuits brought against the plaintiff in thefidon District of Georgia. Compl. T 11.
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A. The NSA’s Glomar Response

A Glomar response is “an exception to the general rule that agencéacknowledge
the existence of information responsive to a FOIA request and providéGpenconclusoy
justifications for withholding that informationRothv. U.S. Dep’t of Justice42 F.3dL161,
1178(D.C. Cir. 2011) Thus, a Glomar response allows an agency to respond to a FOIA request
by neither confirming nor denying the existence of any rea@sfsonsive to the request, on the
grounds that “confirming or denying the existence of records wouldl‘taelse harm
cognizable under a[ ] FOIA exception.ld. (quotingWolf, 473 F.3cdat 374). In issuing a
Glomar responsehe agency bears the burdgfrshowing that the mer@cknowledge mendf
whether it possesses or does not possess the requested records &ldrotadaisclosure under
aFOIA exemption. See Wolf473 F.3d at 374To determine whether the acknowledgement of
the existence or neexistence of agency records “fits a FOIA exemption, courts apply the
general exemption review standards established ifGlomar cases.'Wolf, 473 F.3cat374
(citing Gardels v. CIA689 F.2d 1100, 11685(D.C. Cir. 1982); see also Am. Civil Liberties
Union v. CIA(ACLUICIA), 710 F.3d 422, 42@.C. Cir. 2013)

A Glomar response may lsballengedn two distinct but relatedvays. A plaintiff may
challenge the agency’s assertion that confirming or denying the existiegnog records would
result in a cognizable harm under a F@¥emption See, e.gRPeople for the Etloal Treatment
of Animals v. Nat'l Institutes of Healtii45 F.3d 535, 540 (D.C. Cir. 201&)Jec. Privacy Info.
Ctr. v. Natl Sec. Agenc{EPIC/NSA) 678 F.3d 926, 932 (D.C. Cir. 201Roth 642 F.3cat
1172 Alternatively, or in addition, @laintiff may demonstrate that the agency has “officially
acknowledged” thexistence of a requested recpreviously See, e.gACLU/CIA 710 F.3d at

427 (“[T] he plaintiff can overcome @lomarresponse by showing that the agency has already
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disclosed the fact of the existence (or nonexistence) of responsive retocdghat is the
purportedly exempt information thatGlomarresponse is designed to protd¢tMoorev. CIA
666 F.3d 1330, 1333 (D.C. Cir. 2011) (&dre does not challenge the CéAkliance on
exemptions (b)(1) and (b)(3) . . . . [but instead], Moore arguéeshii&aCIA has officially
acknowledged that it maintains information responsive to Moore's Fé&jéest . . . .")Wolf,
473 F.3dat 378(“Although the CIA properly invoked Eemptions 1 and 3, Wolf asserts that the
Agency waived both of them by officially acknowledging the texise of records. ..”). The
official acknowledgment doctrineecognizeghat, in certain circumstancethe agencynay have
waivedits right to clam a FOIA exemption over the existermenonexistenceof the records.
SeeACLU/CIA 710 F.3d at 42¢*[W] hen an agency has officially acknowledged otherwise
exempt information through prior disclasy the agenchiaswaivedits right to claim an
exemptio with respect to that informatiof).”

The plaintiff asserts both basesovercome th&iSA’s Glomar responseSeePl.’s Mem.
at 27 (“Even if the Court were to find that the information that filaintiff] seeks is properly
protected under the exemptions (which it is not), . . . the NSifitsad acknowledgements over
the last 18 months regarding its bulk collection program®verrde even valid exemption
claims.”). The Court first addresses the propriety of the NSA’s invocation ahatiens 1 and
3 for its Glomar response before turning to the plaintiff's amgpuinthat the NSA has officially
acknowledged the requestextords.

1. The NSA Properly Invoked Exemptions 1 and 3.
TheNSA grounds it$Slomar response in Exemptions 1 and 3 of the FOIA stagee.

Def.’s Mem. at 9.Although the plaintiff expressly challenges greprietyof theNSA’s
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invocation of Exemptions 1 andf@ purposes of its Glomar responsige plaintiff devotes only
two brief paragraphs ahe morethan55 pagesf briefing to this argument, and for good reason.

“In reviewing an agencyg Glomarresponse, this Court exercises caution when the
information requested ‘implicat[es] national security, a uniquely executimaepy.”
EPIC/NSA 678 F.3d at 931guotingCitr. for Nat'l Sec. Studies W.S.Dep't of Justice331 F.3d
918, 92627 (D.C.Cir. 2003)). “[A]n agencis justification for invoking &OIA exempton is
sufficient if it appears ‘logical’ orglausible’.” Wolf, 473 F.3d aB74-75 (nternal citations
omitted. In the present case, thNSA invokes both Exemption 1 and Exemptioto3supportts
Glomar responseExemption 1 coverématters'specifically authorized under criteria
established by an Executive order to be kept secret in the interesboahdefense or foreign
policy and . . . in fact properly classified pursuant to such Executilex.§ Larson v.U.S.
Dep't of State 565F.3d 857, 861 (D.C. Cir. 2009) (quoting 5 U.S.C. § 552(hb)(ERemption 3
covers‘matters ‘specifically exempted from disclosume statute,” provided that such statute
leaves no discretion on disclosure or ‘establishes particular cféemathholding or refers to
particular types of matters to be withheldd: (quoting 5 U.S.C. 8 552(b)(3))]l]n the FOIA
context, [the D.C. Circuit has] consistently deferred to executiveaaitglpredicting harm to the
national security, and. .found it unwise to undertake searching judicial revie®@tt. for Natl|
Sec. Studies§§31 F.3d at 927

Exemption 1 protects from disclosure records that are “(A) spebyfeathorized under
criteria established by an Executive order to be kept secret in thesirgérational defense or
foreign policy, and (B) are in fact properly classified purst@astuch an Executive order.” 5
U.S.C. 8 552(b)(1)see Milner v. U.S. Dep’t of Nav§62 U.S. 562, 580 (2011) (noting that

among the “tools at hand to shield natiosecurity information and other sensitive materials,”
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the government has “[mj]ost notably, Exemption 1 of FOIA [whymiglvents access to classified
documents.”).Thus, an agency attempting to withhold information uritiemption 1 must
show thathe infaomation has been classifiedaompliancewith the classification procedureset
forth in the relevant executive order atiit onlyinformationconforming tothe executive
order’ssubstantie criteria for classificatiohas been withheldee JudiciaWatch 715 F.3cat
941 (discussing “substantive and procedural criteria for classificatibe§a v. Dept of

Justice 636 F.2d 472, 483 (D.C. Ct980 (“To be classified properly, a document must be
classified in accordance with the procedural criteria of the governing BEseQrder as well as
its substantive terms.”))

In this casethe NSAhas suficiently established that the existence or-eaistence of
responsive records edassified undeExecutive Order (“*E.O.”) 1,526. ThisE.O. sets foft four
requirements for the classification of national security infdrom: (1) an original classification
authority must classify the information; (2) the U.S. Govesnirmust own, produce, or control
the information; (3) the information must be withineast one of eight protected categories
enumerated in section 1.4 of the E.O.; and (4) the original ctag®fn authority must determine
that the unauthorized disclosure of the information reasonably cewdgpd®cted to result in a
specified level oflamage to the national security, and the classification authoribjeisa
identify or describe the damadgeeE.O. 13526 § 1.1(a).

The NSAavers that “[aJcknowledgement of the existence orexistence of intelligence
information referencing Plainfifvould reveal information that is currently and properly
classified as set forth in Section (cYof E.O 13526,” which covers “intelligence sourcks]
methods.” NSA Sherman Declff 31. Specifically,“[a]Jcknowledging the existence or non

existence ofesponsive records on particular individuals or organizationesutig surveillance
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would provide . . . adversaries with critical information abbatdapabilities and limitations of
the NSA . .. .”NSA’s Sherman Decl. { 33. As set forth in the NSAeclaration,
“[c] onfirmation by NSA that a specific person’s or organization’s ais/are not of foreign
intelligence interest or that NSA is unsuccessful in collecomgign intelligence information on
their activities” would undermine the NSA’s mission and permit adviers to “accumulate
information and draw conclusions about NSA'’s technical capabilg@sces, and methods.”
Id. Such information would permit adversaries to change their commumsdiehavior or
otherwise “alert targets ththeir existing means of communications are potentially."sdte
34. As aresult, disclosur&ould reasonably be expected to cause exceptionally grave and
irreparable damage to the national security by providing . . . adwsrsaroad map that
instructions them on which communication modes or personmalinesafe or are successfully
defeatingNSA’s capabilities.” Id.

The plaintiff challenges/hether theacknowledgment of the existencenonexistence
of the requested records would implicate intelligence ssameé methods and woudttherwise
cause national harmAccording to the plaintif “the bulk data collection programs under which
the NSA obtained the information [the plaintiff] seeks sweep up sbthe communications
data ofindividualsthat the NSA has specifically targeted, but rather, the data admsilbf
people whose communications cross the United States border, whetherethiolseape targets
of the NSA or not.? Pl’s Mem. at 27.As a resultithe mere fact that the NSA possesses
information regarding [the plaintiff's] communications woulok reveal anything aboutHe
plaintiff's] status as a target, thus keeping the NSA'’s ‘irgelice sources and methods’ intact.”

Id. In other words, becauske NSAcollects everything, disclosure would reveal nothing.

6 The plaintiff does not challenge that the materials were classified byliaitiral with classification authority or
that he NSA controls the materialSeePl.’s Mem. at 2627.
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A variant ofthe plaintiffsargument was considered angeoted inCompetitive
Enterprise Institute v. National Security Agen2§15 WL 151465, at?0,a casdhatalso
considered the NSA’s issuance of a Glomar response in the context ofedisuallegedly
maintained as a result of the bulk collectionedéhonymetadata. '€ompetitive Enterprise
Institute the Court expressly rejected the arguniénat because the agency has admitted
collecting the records in bulk, it would not reveal important ligeehce information to
acknowledge that EPA officidlgalls were swept up in the collectionld. The court reasoned
that “were the agency required to confirm or deny the existence of recorgeddics
individuals, it would begin to sketch the contours of the prognaeciyding, for example, which
providers turn over data and whether the data for those providers is compdeténtieed the
D.C. Circuit has cautioned the fact thasomeinformation resides in the public domain does
not eliminate the possibility that further disclosures can cause hameliggence sources,
methods and operatiofis. ACLU/DOD, 628 F.3d at 625 (quotirfgtzgibbon v. CIA911 F.2d
755, 766 (D.C. Cirl990)) “Minor details of intelligence information may reveal more
information than their apparent insignificance segjg because, ‘much like a piece of jigsaw
puzzle, [each detail] may aid in piecing together other bitsfofmation even when the
individual piece is not of obvious importance in itselt.drson 565 F.3d at 864guoting
Gardels 689 F.2d at 1106).udt as inCompetitive Enterprise Institytéhe Court findghe
NSA's explanatiorregarding the classificaticand potential national harta be both “logical’
and “plausible.” See Competitive Enter. InsR015 WL 151465, at *10Accordingly,the NSA
hasinvokedExemptionl properlyin support of its Glomar response.

TheNSA'’s invocation of Exemption 3 is likewise proper. TH8A invokes a

recognized withholding statute, Section 102A(i)(1) of the NatiSea&urity Act of 1947, in
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support of its GlomaresponseSee ACLUDOD, 628 F.3d at 619. Section 102A(i)(1) protects
“intelligence sources and methods from unauthorized disclos&@.S.C. § 3024The
plaintiff's challenges to Exemption 3 mirror the arguments nmadg@position to Exemption 1.
Since the Court has found the plaintiff's argument on that scoreuigpleesuasive, the plaintiff's
Exemption 3 argument is similarly unavailirig.

2. The NSA Officially Acknowledged a Limited Subset of Records.

The central dispute between the parties concerns wheth&ISAhaspreviously
acknowledged the existence of tieeords requested by the plaintiff, thereby waiving its right to
claim an exemption regarding the existemebenonof any responsive record3.he plaintiff
claims thathe NSAhas made “multiple official disclosures that it collects a broad and
voluminous scope of the telephone and electronic communications dat@eotans through a
series of programs with the compelled assistance of sothe t#frgest U.S. telecommunications
and internet service providers.” Pl.’s Mem. at 2@light of these disclosure))e plaintiff

argues that the NSA has waived its right to issue a Glomar respdhseplaintiff's FOIA

" The NSA also relies on two additional statutory provisions as sufgpavithholding under Exemption 3: (1)
Section 6 of the National Securitycfof 1959 (codified at 50 U.S.C. § 3605), which provides that “[n]othing in this
Act or any other law . . . shall be construed to require the diselo$the organization or any function of the
National Security Agency, or any information with resgedhe activities thereof .”;.and (2) a criminal statute,
18 U.S.C. § 798, which prohibits a person from knowingly and willfullyldéseg “any classified information . . .
concerning the communication intelligence activities of the UnitateSt . or . . . obtained by the processes of
communication intelligence from the communications of any foreign govertnirowing the same to have been
obtained by such processes.” Both statutes qualify as Exemption 3 sGeetésirson565 F.3d at 868;inder v.
NSA 94 F.3d 693, 69@D.C. Cir. 1996) The NSA arguethat with respect to Sectiondi the National Security

Act, revealing the existence of the requested records would “disclosmation with respect to [NSA] activities,
since any informatin about an intercepted communication concerns an NSA activityjer, 94 F.3d at 696
(quotingHayden v. NSA608 F.2d 1381, 138®.C. Cir. 1979)), anthat, with respect to 18 U.S.C. § 798,
acknowledging the existence of the requested records would distdgsified information “concerning the
communication intelligence activities of the United Statese Larson565 F.3d at 868 (quoting 18 U.S.C. § 798).
SeeDef.’s Mem. at 1417. The Court need not opine about the sufficiency of these altesra@ses, since Section
102A(i)(1) of the National Security Act provides ample support for tbprjaty of the NSA'’s invocation of
Exemption 3.

20



requestwhichencompassetll email, letter, telephonic, or other communications'tiogy
plaintiff. 1d. at 18-28.

The D.C. Circuit has recognized that if “the agency has officially@aeladged the
existence of [a] record, the agency can no longer use a Glomar responssteautinmust either:
(1) disclose the record to the requester or (2) establish that its tsoaterexempt from
disclosure and that such exemption has not been waiVexhie, 666 F.3cdat 1333 (citations
omitted);see also Marinw. DEA 685 F.3d1076, 108XD.C. Cir. 2012)*[I]n the context of a
Glomar response, the public domain exception is triggered when ‘tred@mclosure establishes
the existence (or not) of records responsive to the FOIA request dieggawhether the contents
of the records havieeen disclosed.” (quoting/olf, 473 F.3d at 379))Even so, “[a] strict test
applies to claims of official disclosureMoore, 666 F.3d at 1333 (alteration in original)
(internal quotation marks omitted)f [Jn order to overcome an agensyGlomar respnse based
on an official acknowledgement, the requesting plaintiff npugbointan agency record that
both matches the plaintiff request and has been publicly and officially acknowledged by the
agency.’ld. (emphasis added).

An agency’'sofficial acknowledgment must meet three criteria:

First, the information requested must be as specific as the infornpaiagiously

released. Second, the information requested must match thearifom

previously disclosed . . . . Third, .the information requested must already have
been made public through an official and documented disclosure.

Fitzgibbon,911 F.2d at 7655ee also Moore666 F.3d at 133RCLU/DOD, 628 F.3d at 620
21;Wolf, 473F.3d at 378 The plaintiff “bears the burden of poimgj to ‘specific information in
the public domain that appears to duplicate that being withh&&IC/NSA 678 F.3cat 93
(quotingWolf, 473 F.3d at 378)The plaintiff may not, however, point to mere media

speculation.Seed. at 933 n.5(“[T]he national mediare not capable of waiving NS&\’
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statutory authority to protect information related to its fuomgiand activities.”}Competitive
Enter. Inst, 2015 WL 151465, at *10[S]peculation by the pressno matter how
widespread-and disclosures ithe press from unnamed sources are not sufficient to waive an
agencys right to withhold information under FOIA.®)

In the present case, the plaintiff pointghe NSAs public acknowledgements regarding
its various bulk data collection programthetelephony metadata program, the PR/TT program,
the PRISM programand the upstream collection progra#to argue thathe NSAhas waived its
right to issue a Glomar responsés explained below, the Court finds thila¢ NSAhas
officially acknowledgedhe collection ofcertain telephony metadata from Verizon Busge
Network Services from April 252013 through July 19, 2013, but has not otherwise officially
acknowledged its possession of any other records sought by theffplainti

a) Telephony MetadatBrogram

The plaintiffhas compiled multiple documerngsncerninghe NSA'’s telephay metadata
program, of which the NSAas acknowledged two publically released FISC orders detailing the
program Specifically, the plaintifhotes thathe publicallyacknowledged FISGecondary
OrderdirectedVerizon Business Network Services to providéh® NSA “on an ongoing daily
basis . . . all call detail records or ‘telephony metadata’ created by Véoizooammunications
(i) between the United States andadt; or (ii) wholly within the United States, including local
telephone calls.” Secondary Order at 2. The Secondary Order was limited-tiay [€iod

between Aprik5, 2013 andluly 19 2013 andincludedthe originating and terminating

8 Nor maya statement by an anonymous agency insideteemed afofficial acknowledgement” because an
anonymous leak is presumptively an unofficial and unsanctione8ese¥CLU/DOD, 628 F.3cat 62122 (“[I]t is
one thing for a reporter or author to speculate or guess thaganhinbe so or even, quoting undised sources,
to say that it is so; it is quite another thing for one in a position to khdwefficially to say that iis so.” (quoting
Alfred A Knopf, Inc. v. Colhyp09 F.2d 1362, 1370 (4th Cir. 1975hfsharv. U.S.Dep'’t of State702 F.2d1125,
1130-31D.C. Cir. 1983)distinguishing between “official acknowledgement” of information gughbfficial
leaks and public surmise”).
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telephone nundr along with the time and duration of the cdlhe plaintiff further contends
that the NSA has conceded in public disclosures that the prograradrasexistence since at
least May 2006 and th#te NSAhas admitted that as d&nuary 3, 2014at least 15 different
FISC judges have entered a total of 36 orders authorizing NSA'’s Hidkt@n of telephony
metadata.”Reply Supp. Pl.’s Cross Mot. Summ. J. (“Pl.’'s Repbt’8 ECF No. 2§citing
NSA's Shea Decl. 11 124). Taken together, the plaifftargues thatt communicated regularly
with its legal counsel, a Verizon Business Network Services sbbs@ndtherefore,’based on
the NSA’s owrnadmissions, some of [the plaintiff's] privileged communication$ g counsel
were almost certaip collected.® Pl.’s Reply at 9. Moreover, while the Secondary Order was
limited to the period between Apf@lb, 2013and Julyl9, 2013, the plaintifargueghatthe NSA
“has made sufficient public acknowledgements of the recurringsrewexving nature dhese
orders that the existence of prior or subseqwrders is virtually certain’® Pl’s Reply at 9.
Thus, the plaintiff argues, at a minimuthe NSAhas acknowledged the existence of records
relating toits communications sent throu§ferizonBusiness Network Seices between April

25, 2013and July19,2013, and, at a maximum, has acknowledged the existence of records

® Throughout its briefing the plaintiff makes much of the fact that th& M8y have intercepted privileged
communicéions between the plaintiff and its counsel. Regardless of the proprmtglointerceptions, FOIA is not
the appropriate vehicle to vindicate discovery abuses or ogeeosnduct discoveryseeWilliams & Connolly v.

SEC 662 F.3d 1240, 1245 (D.C. Cir. 20150IA is . . . [not] an appropriate means to vindicate discoveuges .
..."); see alsdNLRB v. Sears, Roebuck & C421 U.S. 132, 144 n. 10 (1975) (“The Act is fundamentally designed
to inform the public about agency action and not to liepebate litigants.”);Renegotiation Bd. v. Bannercraft
Clothing Co., InG.415 U.S. 1, 24 (1974) (“Discovery for litigation purposes is not aresgfy indicated purpose of
the Act.”); Neary v. Fed. Deposit Ins. CorfNo. 141167, 2015 WL 2375395, at *4 (D.D.C. May 19, 2015)

("FOIA was not intended to be a discovery tool for civil plaintiffs.ifiternal quotations omittég Johnson vU.S.
Degt of Justice 7% F.Supp. 2, 5 (D.D.C.1991) FOIA is not a discovery statutg

10 To showcase the potential breadth of the captured information, thefplaimtsto a draft NSA Inspector

General Report from 2009, which indicates that the NSA “could gainsatwapproximately 81% of the
international calls into and out of the ltkd States through three corporate partners: COMPANY A had access to
39%, COMPANY B 28%, and COMPANY C 14%.” Pl.’'s Mem. at 7. Although the depfirt does not identify

the three companies, the plaintiff notes that, as of 1999, MCI/Worldwom Yerizan) was one of the three largest
telecommunications provider&ee id(citing Common Carrier Bureau, FCC, 1999 International
Telecommunications Data (Dec. 2000)).
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relating to communications sent through Verizon Business Netwakkc8sand other providers
sinceat least May 2006SeeP!|.’s Reply at 9.

As noted previouslyanother decision in thiBistrict considered the propriety of an NSA
Glomar response in light tfie NSA’spublic statementsegardinghe bulk collection of
telephony metadatdn Competitive Enterprise Institutéhe plaintiff citedmany ofthe same
documentselied uporby the plaintiffin the present caspublic statements by agency officials;
an administration white paper; declarations of agency officials; regespeports; court
opinions; and the Primary ané&ndary OrdersSee2015 WL 151465, at *#10. After
examining the statements, the court concludedthieatthe sources . . . do not give any
indication that the government collects metadatalfidd.S. phone customers or even the subset
of all Verizon Wireless users. As such, they do not show that thengoeat has the specific
records they seek.Id. at *5 (emphasis in original) The court’s analysigurned onvhether the
NSA had acknowledged the participation of a service provider in the collectigrapnoThe
plaintiff seeks to distinguisG@ompetitive Enterprise Institut®y noting that while the plaintiff in
Competitive Enterprise Institusmught records relating to Verizdvireless theplaintiff in the
present case hasught records pertaining YerizonBusiness Networks Services
acknowledgegbarticipant in the programSeePl.’s SuppAviad. Decl. § 2 The plaintiff is
correct, but only with respect to those documents obtainademuilt of thefficially
acknowledgedsecondary Order.e., thetelephony metadata collected from Verizon Business

Network Services between April 25, 2013 and July 19, 2613.

11 Although the Secondary Order reflects only that the governseemghtsuch records frorerizon Business
Network Services, the NSA has subsequently confirmed in pultiamtions that Verizon Business Network
Services produced records and participated in the progs@eNSA’s Fleish Decly 71(“[T]he United States has
not confirmed or daied the past or current participation of any specific provid#érartelephony metadata program
apart from the participation of VBNS for the approximately 90 day durati the nowexpired April 25, 2013 FISC
Order.”).
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With respect to other telephone service providers and other periddgephe plaintiff
has not pointed tanydisclosures documentirige specific telephone service providdrat
participated in the prograand during what periods of tim&uch imprecisionvill not sufficeto
overcomehe NSAs Glomar responseThe D.C Circuit hasexpressly directedourtsto apply
the “official acknowledgement” exception “strictly,” such that th#itml acknowledgement”
only extends to thepecificrecords that are acknowledged by the agel8se Moorg666 F.3d
at 1333Wolf, 473F.3d at 37879. Indeed, this Circuit requires that a plaintgiripointan
agency recorthat both matches the plaintgfrequest and has been publicly and officially
acknowledged by the agencyMoore 666 F.3d at 1333 (emphasis addetie plaintif has
been unabléo pinpoint specific disclosureéegarding the participation of other telephone service
providers in theNSA'’s telephony metadata program, a circumstance present in other cases where
courts have determined that the NSA did effitially acknowledg anyadditionalparticipants
in the telephony metadata progra®ee Elec. Frontier Found. W.S.Dep’t of JusticeNo. 11
CV-5221 2014 WL 3945646, at *3 (N.D. Cal. Aug. 11, 2014) (rejecting argument that the
identity of participants in thielephony metadata program “has lost its exempt character because
the providers’ names have been officially acknowledge@dmpetiive Enterprise Institute
2015WL 151465 at*11.

Rather than pinpoint specific acknowledged disclosthesplaintiffinsteadmakes a
series ofogical deductiondased orhe nature of theelephony metadatarogramand general
mediaspeculatiomregarding the scope of the progrémtlaim thathe NSAhas acknowledged
other participants in the telephony metadata progr@aesPl.’s Mem. at7 (discussing
implication of “Federal Communications Commission (FCC) repas€ussingAT&T, Verizon,

and Sprintas the nation’s “three largest international telephone call prav)det. at 8 n6
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(“[T]he NSA'’s draft report stronglguggests that AT&T and Verizon have assisted the NSA in
collecting both telephonic and email communications in the pdsgt22-25 Logical
deductions may not substitute for official acknowledgemédntaiever. See Valfells v. CIA717
F. Supp. 2d 110, 77A(D.D.C. 2010)X“Logical deductions are not, however, official
acknowledgments.)aff'd sub nom. Moore v. C]&66 F.3d 1330 (D.C. Ci2011).

The plaintiff's further reliance oACLU v. CIA 710 F.3d 422, 4289 (D.C. Cir. 2013)
is inapposite In ACLU, the D.C. Circuiaddressed the ACLU’s FOIA request for documents
relating to drone strikes. The D.C. Circuit rejected the CIA’s Glamsponse because the CIA
“proffered no reason to believe that disclosing whether it has@uyntents at athbout drone
strikes will reveal whether the Agency itselas opposed to some other U.S. entity such as the
Defense Departmentoperatesirones’” ACLU/CIA 710 F.3d at 4289. Instead the CIA’s
acknowledgment of its possession of documents relating teslroould reveal only théte
CIA maintainedan intelligencenterestin drones.Id. at 428. In light of official
acknowledgments by the CIA and thesidentthe Court concluded thatwtas neitheflogical
or plausible” for the CIA to contend thednfirming the CIA’s interest in dronesould reveal
information not already publically acknowledgdd. Similarly, in the present casthe NSA
officially acknowledged the collection of telephony metadafizrmation from Verizon Business
Network Servicesmaking itneither logical noplausible for theNSA to deny this fact now. The
NSA'’s acknowledgement of ifzossessionf telephony metadateom Verizon Business
Network Servicesvould reveaho newinformationnot already in the public domairThis is not
the casehoweverwith respect tdelephony metadat&cords from other time perisdr other
serviceproviders. SeeEPIC/NSA 678 F.3d at 93BEPIC has failed to meet its burden because

its blanket request for ‘[a]ll records of communication between NSA and Google camgerni
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Gmail’ covers a substantially broader swath of information thaat WSA has voluntarily
published on its website;”)Studetts Against Genocide v. U.S. Depf State 50 F.Supp.2d 20,
25 (D.D.C.1999 (“[T]here is certainlyno ‘cat out of the bagdhilosophy underlying FOIA so
that any public discussion of protected information dissipates thecpootevhich would
otherwise shield the information sought.ffhe NSAhas notacknowledged angdditional
participants in théelephony metadagarogramor acknowledged receiving metadata from
Verizon Business Network Services for any peoaoitside of April25,2013 to Julyl9, 2013.
To requirethe NSAto acknowledge the existence or r@xistence of materials beyotitht
limited periodwould requirethe NSAto acknowledge informatiotihat hasot otherwiséoeen
publically disclosed.

The plaintiffhasbeen unabléo pinpointanofficial acknowledgmaet by the NSAof the
specificrecordssoughtby the plaintiffbeyond thoseecordsencompassed by the Secondary
Order and relating to Verizon Business Network Servidésore, 666 F.3d at 1333 (fjn order
to overcome an agengyGlomarresponse based am official acknowledgment, the requesting
plaintiff must pinpoint an agency recaittht both matches the plaintiff's request and has been
publicly and officially @knowledged by the agency.”Accordingly, the Court finds thahe
NSA's Glomar responseas improper insofar aee NSAhas previously acknowledged that it
collected telephony metadata from Verizon Business Network Servicesdrefril 25, 2013
and July ®, 2013 and proper as to all other time periods and service providers

b) Other Electonic Communications

Although the plaintiff compiled a robust record detailing the pub$cldsures othe

NSA's telephony metadata program, the plaintiff has made no suchrghmgarding any of the

other electronic communicatiopsograms—the PR/TT program, the PRISM program, and the
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upstream collection prograth Indeed, to the contrary, the plaintincedeshat theNSA has
not acknowledged a service provider with respect to the bulk collectionctrioglie
communications.SeePl.’s Mem. at 24 (conceding that the NS#as not specifically named any
telecommunications or Internet service providers participating buliselectronic
communications collections programs.’Monetheless, the plaintiff claims tlaherofficial
acknowlediements are sufficient to override tH8A'’s Glomar response because NBA has
acknowledged “the broad scope of electronic communications collectedhhtspgograms.”
Id. at 25. Yet, for the reasons stated above, speculation by the plagéftiing the scope of the
programs at issue will not suffite overcomehe NSA'’s Glomar response.SeeCompetitive
Enter. Inst, 2015 WL 151465, at *9 (upholding Glomar response where plaintiff could “not
name the specific companies that have producedabhéstd the government”)As a result, the
plaintiff has failed in its burden to overcome th8A’s Glomar response with respect to all other
electronic communications programs.

B. Improper Withholding

Although theNSA’s Glomar response was impropeith respect to certain Verizon
Business Network Services documeiiss findingdoes not end the inquiry into thNSA'’s
FOIA response.The NSA makes the alternative argument that even if its Glomar resp@sse
improper as to the limited set of documematisiting to Verizon Business Network Services, the
terms of the Primar@rderand Secondary Order do not permit NfeA to discloseany records
to the plaintiff. SeeMem. Further Supp. Def.’s Mot. Summ. J. (“Def.’s Reply”) at113 ECF

No. 23

12T0 the extent the NSA has maaley acknowledgment regarding the records obtained during theeaniithe
PR/TT program, the NSA has stated that all records obtained thizeighogram have been destroy&eeNSA
Fleisch Decl. § 76 n.32 (“On December 7, 2011, the NSA complete@streiction of all PR/TT metadata collected
under the authorization of the FISC from the agency's repositgries.”
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FOIA confes jurisdiction on the district court to compel an agencgkasaequested
recordsonly if those recordare“improperly withheld” Morgan 923 F.2d at 196 (internal
guotation marks omitted)An improper withholding does not occur, and the FOIA da¢s n
apply, when documents are withheld pursuant to a court orderispkgiénjoining their
release. In such circumstances, the agésiayply [has] no discretion . .to exercise” and, thus,
“has made no effort to avoid disclosur&TE Sylvania, Inc. v. Consumers Union of U.S., Inc.,
445 U.S. 375, 386 (1980As the D.C. Circuit explained iorgan, “respect for the judicial
process requires the agency to honor the injunction ” 923 F.2d at 197 (citinGTE Sylvania,
Inc., 445 U.S. at 3887). AlthoughGTE Sylvanialealt wth the situation of a coudrdered
injunction, its core holding has not been so limited. Rather, whesaraorder circumscribesia
agencys ability to produce documenssich that the agency has “no discretion” to rel¢ase
documents, the agency’s failure to release documents will not beedemproperSee, e.g.
GTE Sylvaniag45 U.S. at 386 (injunctionNlorgan 923 F.2d at 197 (sealing ordeludicial
Watch, Inc. vU.S.Dep't of Justice65 F. Supp.3d 50, 5D.D.C. Local Civil Rule 84.9)Wagar
v. U.S. Deg of Justice 846 F.2d 1040, 10447 (6th Cir. 1988fconsent orderksee alsdGenate
of Commwof P.R. vU.S.Dep'’t of Justice No. 841829, 1993 WL 364696, at *6 (D.D.C. Aug.
24, 1993) (“The Supreme Couras held that records covered by an injunction, protective order,
or held under court seal are not subject to disclosure under FOIl&fnahicitatios omitted))

Ultimately, “the proper test for determining whether an agency improperly aldsh
recods[subject to a court ordei§ whether th¢order], like an injunctionprohibitsthe agency
from disclosing the records.Morgan 923 F.2d at 19femphasis in original)The agency bears
the burden of demonstratinigat the responsive records are not subject to disclosure under the

terms ofacourt order Id. at 198. Merely stating that responsive records are subject to a court
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orderor other restrictioms insufficient to demonstrate that “the court issueddhger] with the
intent to prohibit the agency from disclosing the records,” asmegjunder thélorgan
standardSee Morgan923 F.2d at 198 (“If the [agency] obtains a clarifying order stating libat t
[order] prohibits disclosure, the [agency] is obvigushtitled to summary judgment.’§ee also
Awan v.U.S.Dep't of Justice 10 F. Supp. 3d 96, 107 (D.D.C 2014) (finding “ttree defendants
have not established the Southern District's sealing order as a pasiseiob withholding the
over decade old nherial witness \arrant affidavit under the FOIA” where detlams lacked
clarifying order),vacated46 F. Supp. 3d 90, 92 (D.D.C. 20Xépncluding that the

governmerits withholding of the material witness warrant affidavit in caenpde with the
sealingorder does not constitute an iraper withholding under the FOIA” after the government
obtained clarifying order)Concepcion v. FBI699 F.Supp.2d 106, 14114 (D.D.C.2010);

Senate of Commw. of R.IF993 WL 364696, at *67, (D.D.C.Aug. 24, 1993)

The agency may satisfy its burden unifiErganby referring to (1) the order itself; (2)
extrinsic evidence, such as papers filed with the court that providatiteale for the sealing;
(3) orders of the same court in similar cases that explain thegmugs theorder, or (4) the
court’s general rules of procedures governingdtter. Morgan, 923 F.2d at 198 oncepcion
699 F.Supp.2d at 111. Upon finding tlaatorder prohibis the agency from releasing the
records, the agency is entitled to summadgment on its withholding of the recorddorgan
923 F.2d at 198A review of theMorganfactorsreveals that the NSAas no discretion to
disclose theequestediocuments and its withholding the present caseas proper.

Thetext of the Primary Orel makes plairthe NSAs lack of discretion to access and
discloseto the plaintifftherequested metadatandeed, the Primary Ordpermitsthe agencyo

accessnetadataecords only in certaidefinedcircumstances. Specifically, the Primary Order
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“prohibit[s]” the governmentffom accessing business record metadata acquired pursuant to this
Court’s orders in the aboveaptioned docket and its predecessordar.any purposexcept as
described hereiri Primary Order a (emphasis added)l'he Primary Order designates two
purposesFirst, ertain authorized technical personnel “may access the . . . metadata foepurpos
of obtaining foreign intelligence informationlt. Second;technical personnel may access the
. . . metadata to penfm those processes needed to make it usable for intelligence ahalgsis
Neither scenario affordbie NSAthediscretionto access the metadata for purposes of
complying withthe plaintiff's FOIA request

Although the Primary Order does not makecsfpereference to FOIA, the Primary
Order is clear that the metadata may not be accesseaif@urposesxceptas” permittecoy
the Primary OrderGiven the context of the Primary Ordéne broadlanguageegarding any
purpose” is sufficiento enconpass FOIA. Such strict limitations regarding access to the
collected metadata make abundant sense. In perniiteriySAto collect large amounts of
personal information regarding U.S. citizens, the FISC was carghult tanitations on its
access and use. The metadata may be accessed only for certain limited puwpegas (f
intelligence) and only in certain limited ways (using specially agut searches). To permit
FOIA plaintiffs (and thereby the public at large) access to all of the collewtzblata would be
to undermine the careful architecture erected by the FISC and enshrihedPimnbary Order.

Likewise, the Primary Order restricts the subsequent disseminatmetadiata
information. Beforethe NSAmay disseminatenformation pertaining to any U.S. person,
certain highlevel officials “must determine that the information identifyihg tJ.S. person is in
fact related to counterterrorism information and that it is necessayderstand the

counterterrorism informt@n or assess itisnportance.” Primary Order &8 To be sure, the
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Primary Ordeidoes contemplatéisclosure of the accessed metadata betlwadSAin certain
limited scenarios, including disclosure to the Executive Bramorder to (1) enable thento
determine whether the information contains exculpatory or impeachnfiemnhation or is
otherwise discoverable in legal proceedings” and (2) “facilitate thefulawersight functions.”
Id. While such language might ordinarily weigh agathst NSAin theMorgananalysis, the
Primary Order’'selative flexibility on disclosure is of less impartce in the present case. As
discussed, the NSA ferbiddenunder the terms of the Primary Orderm accessg the
collected telephony metadateorderto respond to the plaintiff §OIA request.In other words
the onlyresponsiveelephony metadat@cordshatthe Primary Order mighgermitthe NSAto
disseminate concetelephony metadata recorpieviously accesseatsa result of an authorized
search apart of an ongoing investigatiolfConsequentlythe NSA “would only have
communications in its searchable intelligence files of estthat are related to foreign
intelligence invesgations because¢hosewerethe oy searches that would have been
previously authorized under the Primary OrdBef.’s Reply at 9. Yet the existence or non
existence of such records as they refatine plaintiffhasnever been acknowledged by the
NSA. The records are therefqueopely covered by th&lSA’s Glomar responsand no
disclosure is required

Boththe limitations upon the Court’s holdirgnd the peculiar circumstances of this case
require highlighting The instant case presents multiple competing intea##gisignificant
public concern personal privay; nationalsecurity;andtransparency in governmerong with
the related concern ehsuring agencgiccountability Under theplaintiff's theory o the
applicability of the FOIA in thigase the telephoyn metadata reords(and any email

communicationsheldin databaseby the NSA could potentially beearched andccessedby
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anypersorthrough the timely submission oF®IA request® Fortunately, the FISC orders at
issuecarefully balancethe competing interestsThe materials obtained pursuant to the
telephony metadata program may be accessed only in the most limitech fagdnot for
purposes ofhe FOIA. Given the plain language in the Primary Orded the general context of
the telephony metadata prograthe Court will not requirene NSAto seek clarification from
the FISCregarding whether the Primary Order contemplates prohibiting diselosderthe
FOIA. Rather, as the Primary Order makes cli@r NSAis not permitted to access the
requested marials for purposes of complying witFOIA request As a resultthe NSAs
failure to comply with the plaintiff's request was not “improper” #émel NSAwill not be
required to disclosthe requestedocuments to the plaintiff.

C. Defendant’s Search

As noted, the NSAid not issue a Glomar response as to the entirety of the plaintiff's
FOIA request. Rathethe NSAconducted a search for documents relating to the non
intelligence records sought by the plaintifé., the plaintiff's request for docuamts relating to
its business contracts and pending civil and criminal caBleas NSAs search yielded no results
and the plaintificorrespondinglghallenges the adequacytbé NSAs search for responsive
records.

“The ocourt applies a reasonableness test to determine the adequacy of a search
methodology.” Morley, 508 F.3d at 111dnternal quotations and citations omittéd)]he
adequacy of a FOIA search is generally determined not by the fruits sédnch, but by éh

appropriateness of the methods used to carry out the sdamctalde v. Comptroller of

13 The plaintiff's theoryalso wouldraise the analytically “fraught” issue of when the querying ddtalthse
constitutes the creation of @w record not subject to FOIASee Nat’Sec. Counselors v. C.1,A60 F. Supp. 2d
101, 160 n.28 (D.D.C. 2013). This issue was not formally framed by thespamtiedoes not require resolution
here.
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Currency 315 F.3d 311, 315 (D.C. CR003. “An agency may establish the adequacy of its
search by submitting reasonably detailed, nonconclusory affidagitsibiag its efforts.’'Baker
& Hostetler LLP v. U.S. Dep’'t of Commeret/3 F.3d 312, 318 (D.C. CR00§. “Agency
affidavits are accorded a presumption of goodhfaithich cannot be rebutted purely
speculative claims about the existence and ge&@biity of other documents.’ DeBrew 2015
WL 3949421, at *2 (quotinafeCard Servs., Inc. v. SE®26 F.2d 1197, 1200 (D.C. Cir.
1991).

Agencyaffidavits shoulddentify the terms search and explain how the search was
conducted.See Morley508F.3d at1122 (citingOglesby v. U.S. Dépof Army 920 F.2d 57, 68
(D.C. Cir.1990)). The agency must submita] reasonably detailed affidavit, setting forth the
search terms and the type of search performet necessary to afford a FOIA requester an
opportunity to challenge the adequacy of the search and to allow the distnittacdetermine if
the search was adequate in order to grant summary judgni2eibrew 2015 WL 3949424, at
*2 (quotingOglesby 920 F.2dat 6§. Only where “a review of the record raises substantial
doubt, particularly in view of ‘well defined requests and positiiciations of overlooked
materals,” is summary judgment inappropriatéurralde, 315 F.3d at 314 (quotingalencia-
Lucena v. U.S. Coast Guartl80 F.3d 321, 326 (D.C. Cir. 1999)n the end, [t]o prevail on
summary judgment, the ‘agency must show beyond material doutbtat .it has conducted a
search reasonably calculated to uncover all relevant documeitmtt v. U.S. Dept of Agric,
596 F.3d 842851 (D.C. Cir. 2010) (quoting/eisberg v. U.S. Dep’t of Justjc&5 F.2d 1344,
1351 (D.CCir. 1983))

The NSApresents two affidavittom theNSA'’s Associate Director for Policy and

Recorddn support of its search for records in the present clse NSAtasked “its Office of
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General Counsel, its acquisition organization, and its logistganization” taconduct the
relevant searchesNSA's Sherman Decl. { 27. These organizations were chosen as they were
deemed to be the organizations “that wquddsess records responsive to the Plaintiff's FOIA
request, if any such records existed,” as only those organizationtamed contract and
litigation-related recordsld. The NSAdetermined that “[n]o other neintelligence
organization withirthe NSA would have such recortdand that “if any nosintelligence related
information response to the Plaintiff's FOIA request existedealNtBA, it would have been
located by these three organizations in their respective filing sysieed on the search
metlodology” employed.NSA’'s Suppl. Sherman Declf 2 4. The NSAqueried the records
of the relevant organizations usinges variants of thelaintiff's nameand the numbers for the
relevant contract. The records databasegainednemoranda, meeting minutes, reports,
manuals, and other doments. NSA's Sherman Declf 27. Within the Office of General
Counselattorneysalsosearched their Microsoft Outlook email accounts while administrative
personnel and paralegals searchedtiganization’s litigation filings systemsd. The NSA
also searched the “contracting management information system ddtatiash is maintained
in support othe NSAs contracting activity.ld. No responsive records were found as a result of
any ofthesesearches

The plaintiff objects to the adequacythé NSA’s search, challenging both the scope of
the search and the search terms employed. Neither objection withstantny. First, the
plaintiff attacksthe NSAs decision to limitits search of records to thosentained in th®ffice
of General Counsethe acquisitionsorganization, anthe logistics organization The plaintiff
argues that “[b]ecause those organizations only handle matters ohdiehalNSA, there was

no reasa for them to possess documents regarding contracts and lawatiigit not involve

35



the Agency.” Pl’dMem.at 30. The plaintifimisconstrues the naturetbie NSAs seach. The
NSA searched these organizatidiecause “[n]Jo othemon-intelligence or@nizationwithin the
NSA would have [contract or litigation related records] because theseastfanizations would
only have records of individuals and organizations . . . tina Bome affiliation with the NSA.”
NSA's Suppl Sherman Decl. T @mphas added) The fact that these organizations were
unlikely to maintain the requested contracting and litigation receftéstsnot on theNSA’s
choice of organization® searctbut on the nature of the plaintiff's FOIA requeste plaintiff
sought recads concerning a company witthichthe NSA neitheengaged in contracts nor
contractlitigation.

Second, the plaintiff attacks the use of search terms employed R§the TheNSA
used three variations of the plaintiff's name andddetractnumbes for its searcit* The
plaintiff posits thathe NSAshould have used alternative search terms to yield responsive
documents.Specifically the plaintifsuggestshat the NSAshould havencluded “PWC” as a
search term, along with the legal case numfmrthe relevant litigation Pl.’s Reply atl6-17.
Although the parties did agree regarding the scope of one of the plamddgtiested categories
of information, the parties did not discuss, and the plaingffndit suggest, the use of any
specificsearch termsSeeNSA’'s Sherman Decl. T 19.

“In general, the adequacy of a search is ‘determined not by the fraite séarch, but by
the appropriateness of [its] methods$46dge v. FB] 703 F.3d 575, 579 (D.C. Cir. 2013)
(quotinglturralde, 315 F.3d at 315)[T] here is no brightine rule requiring agencies to use the

search terms proposed” by a plaintiRhysicians for Human Rights v. U.S. Diegf Def, 675

14 The plaintiff argues that the NSA failed to identify its search temonause it did not use quotation marks to
designate the search terms identified in its declarata®Pl.’s Reply at 15. The Court declines the plaintiff's
invitation to impose a quotation marks requirement on the NSA as coewesls the terms in question to be the
search terms employed by the NSA.
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F. Supp.2d 149, 164 (D.D.C2009). Federal agencidsave discretion in crafting a lisf search
terms that “they believe[ ] to be reasonably tailored to uncovemaeis responsive to the
FOIA request.”ld. Where the search terms are reasonably calculated to lead to responsive
documents, the Court should not “micro manage” the agesegrchSee Johnson v. Executive
Office for U.S. Attorneys310 F.3d 771, 776 (D.C. Cir. 2002) (“FOIA, requiring as it does both
systemic and casspecific exercises of discretion and administrative judgment arettesq is
hardly an area in which the courts should attempt to micro manage the\exécanch.”)
Liberation Newspaper v. U.S. De¢pf State No. 130836, 2015 WL 709197, at *6 (D.D.C. Feb.
19, 2015) ("Where the agency’s search terms are reasonable, the Cowt s@tond guess the
agencyregarding whether other search terms might have been superior.”).

The plaintiff's insistence on its own preferred search terms doesdetrine the
reasonablenessf the NSA’s search termdMoreover, the plaintiff's terms are not withdaeir
own criticism. Indeed, e plaintiff proffers no explanation for how the inclusion of legese
numbers would be likely to yield responsive documents when thedi8adysearched by the
plaintiffs name. Moreover, whilthe NSA could have also usedabeviation of the
plaintiff s name as a search telam, abbreviatiomn a recordypically follows after thegull name
is usedand the search terms used employed both full and shortened verdioaplaintiff's
name In short, the plaintiff offers onlgpeculation as to the results of an alternative search, but
speculation as to the potential results of a different search does nstandgesidermine the
adequacy of the agency’s actual searglthoughthe NSAcould have used additional variations
of the plaintiff's name or thiegalcase numbershe NSAs search terms were reasonably

calculated to lead to responsive documents.
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Through two declarations by ttNSA’s Associate Director for Policy and Recortse
NSA identified the records systems sd@ed, the rationale for searching those records systems,
the search terms employed, and averred that all files likely to coatgansive materials were
searched. The plaintiff has presented no grounds for upsettingethargtion of regularity
afforded to these declarations, and the Court finds that the declarations arabgesdetailed
and theNSA's search was reasonably calculated to lead to responsive docdments.
IV.  CONCLUSION

For the forgoing reasons, tHdSA’s Motion for Summary Judgment is gtad and the
plaintiff's CrossMotion for Summary Judgment or, in the Alternative, for LeditDiscoverys

denied An appropriate Order accompanies this Memorandum Opinion.
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United States District Court Judge, U.S.
District Court for the District of Columbia
DN: cn=Hon. Beryl A. Howell, United
States District Court Judge, U.S. District
Court for the District of Columbia, o, ou,
email=Howell_Chambers@dcd.uscourts.

Date July 10, 205

gov, c=US
Date: 2015.07.10 15:26:42 -04'00"

BERYL A. HOWELL
United State®istrict Judge

15 Since the Court finds that both the declarations and the search itsetidesuate, the plaintiff's alternative
request for limited discovery regarding the NSA’s seamhPl.’s Mem. at 33js denied.
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