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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MUCKROCK, LLC,
Plaintiff,
V. No. 14-cv-997 (KBJ)

CENTRAL INTELLIGENCE AGENCY,

Defendant.

N N N N N N N N N N N

MEMORANDUM OPINION

Between July of 2013 and June of 20P4aintiff MuckRock LLCsubmitted a
series of document requests to the Central Intelligence Agency (“CIA” eféiidant”)
under the Freedom of Information Act (“FOIA”), 5 U.S.C582,seeking a variety of
records releed primarily to the procedures that the CIA employs when it processes
FOIA requests. SeegenerallyAm. Compl., ECF No. § MuckRock filed the instant
lawsuit on June 10, 2014, after the CIA both missed the statutory deadlineumgiss
final determnation regarding certain document requests and refused to process others.
(SeeCompl., ECF No. 1.)MuckRocKs tencountamendedcomplaint primarily claims
that the CIA improperly failed to respond to various requests for records, but
MuckRock also takeaim at the CIAs purported “per se” policy of refusing to process
any FOIA request foemailrecords that does not contain four specific pieces of
information. SeeAm. Compl., 1179-85.)

The CIA has now completetthe processingf all but two ofMuckRocKs FOIA

requestsandthe parties havetherwisenarrowedthe issuesn this casesuch thatonly
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four of thecounts in MuckRock’s @mplaint(Counts2, 4, 5,and7) are presently
disputed! The disputes in these four courtsplicate two searcheshreedocuments
andthe CIA’s purported‘per se”email policy.

Before this Court at present are the part@®ssmotions forpartial summary
judgmentwith respect tdhe remaininglisputes. As far asCounts 2, 4, and &re
concernedthe CIA asserts that ihas conducteddequate searelfor the records
MuckRockhas requestecandthe agencyalso argues that hasproperlywithheld
certaininformation pursuant t&OIA Exemption 3, which permits an agency to
withhold responsive records thastatute specifically exempts from disclosur&ee
Mem. in Supp. of Defs Mot. for Partial Summ. J‘Def.”s MSJ Mem.”) ECF No. 14,
at12.)2 With respecto the allegedper seemail policy, theCIA asserts thaMuckRock
lacksstandingthatthe issue is notipe, andthatMuckRock is seekingelief that isnot
available under the FOIA(Id. at 39-47.) MuckRockcontests these contentio(see
Pl’s Mem. in Oppn to Def!s Mot for Partial Summ. J. and in Supp. of PICross
Mot. for PartialSumm. J. (“Pl.sxMSJ Mem.”), ECF No. 22, at ¥14, 16-23, 27-32),
and for the reasons explained below, tlRisurtfinds thatboth parties crossmotions
for summary judgment must &8RANTED IN PART andDENIED IN PART, as

follows.

! Counts 2, 4, and 5 challenglee agencis response, or lack thereof, to MuckRock’s requests for the
following documentsrecords relating to the agency’s processofiga particuar prior FOIA request

(Count 2)(seeCompl., 121-29); a copy of an agency user manual and certain reference guides (Count
4) (see id.f141-53); and a copy of angpbjections that th€IlA received from telecommunications
providers regarding CIA datgathering practices (Count $3ee id.f154-70). Count 7 maintains that

the CIA improperly enforces a per se policy of rejecting FOIA requiestemail records that do not
specify sender, m@pient, subject and time framgSee id.179-85.)

2 Pagenumber citations to the documentsmtthe parties have filed refer to the page numbers that the
Court’s electronic filing system automatically assigns



The Courtfinds that, with respect to Counts 2 and the CIA hasestablished that
the agencyonducted adequate seaeslior responsivaecords and wth respect to
Counts 4 and 5the CIA hasproperly invoked FOIA Exemption 3 and the National
Security Act of 1947, 50 U.S.&.3024(i)(1) ("National Security AcY), to withhold, in
whole or in partthethreeresponsive recordihat remain at issueAs a result, th€IA
is entitled to summary judgment ono@nts2, 4, and 5.But MuckRockis entitled to
summary judgment othe email-policy claims inCount 7 MuckRock has presented
ripe challenge to an allegetbcumentprocessingolicy of theCIA that MuckRock has
standing to pursue in order to seek a remedy that the FOIA authormmksee@ause the
record evidencéeaves no dubtthat the CIAdoes, in factemployanemailrequest
policy that requires the agency teject certain requestsr identifiable recordsn a
mannerthat contravenethe FOIA MuckRock is entitled taeclaratoryrelief. A

separate order consistent with this Memorandum Opimitinfollow.

BACKGROUND 3
A. MuckRock’s FOIA RequestsAnd The CIA’s Pre-Litigation Responses

MuckRock describes itself as a representative of the news media and claims th
“[t]hrough its imprint MuckRock News, MuckRock gathers information of potential
public interest, uses its editorial skills to turn the raw materials into a distiowd, \end
distributes that work free of charge to its audiencéfifough its website. (Compf.3.)
MuckRock obtains some of ¢informationthat it processethrough FOIA requests that
it submits to various government agencies. To that end, betdwdgof 2013 and June

of 2014, MuckRock submitted series ofFOIA requests tahe CIA seekingvarious

3 The basic background facts are isplited, unless otherwise noted.



agencyrecords (See generally id. Four of the categories of records thduckRock
soughtduring this time framarerelevant here and adescribed belowalong with the
CIA’s initial responses

1. Request No. 01400381

On December 5, 2@l MuckRocksubmitted a FOIA request to the CbSsking
for “[a]ll information in[the CIA Automated Declassification Review Environment
(‘CADRE)] about the 110 records responsivg MuckRock’s priorFOIA request,
FOIA Request No. 2010-00600[,]' other thanthosel10 records themselvegComgd.
19 23-24.) CADRE is the CIA’s “repository for documents reviewed under the
[agency’sdocument] release progratrssuch as its FOIA anBrivacy Actdocument
releases-andthe CADREdatabasalso contains the administratipgocessing files
that are associated wiguchrequests for documents. (Def.’s MSJ Mem. anl3) In
addition, CADRE isthe computer application that the CIA’s Information Management
Services (“IMS”) uses to processaanents when responding to FOIA requestsl
conducting other informatioaccess searchesld()

On February &, 2014, the CIA informed MuckRock that it had accepRstjuest
No. F-201400381for processingand would waive the minimal processing fees
associated with this requesfSeeDecl. of Martha Lutz (“Lutz Decl.”), ECF No. 12—
14-4, 91 22.) Atthe time that MuckRock filed its complaiim the instant casehe CIA
had notissued its final determinatn regardinghis FOIA request. $eeCompl. 124.)

2. Request No. 201400753

In a letterto the ClIAdated February 4, 2014, MuckRookquested(1) [t]he
Classification Management Tools User Manual and (2) all Quick Refer@ntes”

that CIA staff use“to do classification and declassification reviem(.Compl. | 44—



45.) On February 14, 2014, the CIA informed MuckRock thhatequestfor the
Manualwas duplicative of motherrequest that MuckRock had submittGhdthe CIA
haddenied in 2013, andhatthe agency wouldhereforenot be processing that aspect
of the request. JeeLutz Decl. 34.)

Regarding th&uick Reference Guideshe CIA informed MuckRock that it was
“processing a request for the same records from another requiddterkRocKs]
counsel), and that once processing of that request is complete, the Ageulcly
forward [MuckRock] any releasable recofds (ld.) This processing was still ongoing
when MuckRock filedheinstantcomplaint. (SeeCompl. 151.)

3. Request Nos. 201302200/F2013 02572

On July 16, 2013, MuckRock submitted a FOIA request seeking a co@ngf
objections to agency data gathering practices received by this afrenty
telecommunications and web service providerf.utz Decl. §38.) After the CIA
informed MuckRock that this request was too broadti@ agency tgrocess,
MuckRock submitted an amended request on November 4, 2(Blkid. 1139-40.)*
The CIA deemed thamended request overbroadas well, and thereafteapparently
suggested various ways in whidhuckRockcould narrowits request. $ee d. 1741~
43.) At the time that MuckRock initiated the instdavsuit,the agencyhad not
completed processiniis FOIA request. $ee d.)

4. Request No. F020180752 andlhree Similar Requests

MuckRock submitted fouseparatd=OIA requests on February 4, 2014

collectively,these requestsought‘[a]ll email messages (and attachments) sent to the

4 The CIA assigned different request numbers to MuckRock’s initial amena@ed requests. For the
sake of clarity, the instant decision treats them as a single FOIlAeséqu



CIO-IMS-STAFF or CIOIMS-ALL mailing lists by the Director or Deputy Directof
IMS” during four different time periodthatcorrespond with the quarters of the 2013
fiscal year (Compl.§73.)°> The ClAallegedlydeclined to procesthesefour requests
unless and until MuckRock provided additional information regardingethails that
MuckRockwas requesting (See id.f 75.) In this regard, the agency’s response letter
Stated:

The FOIA requires requesters toeasonably describethe

information they seek so that professional employees familiar

with the subject matter can locate responsive information with

a reasonable amount of effor¥Ve require requesters seeking

any form of*electronic communicationssuch as emails, to

provide the specificto’ and‘from’ recipients, time frame and
subject

(Id. (emphasis adddd® MuckRocKs complaint further alleges ththe CIA did not
afford MuckRock any administrative appeal rights with respect tceffissal to process
thefour requests foemailk. (Seed.)

B. Procedural History

MuckRock filedthe initial nine-count complainin the instant matteon June 10,
2014 (SeeCompl.) Eight of the countgertain tothe CIA's allegedfailure toeither
processor respond timelyo MuckRocKs FOIA requests, as noted abowand wth
respect to thse countsthe complaintrequests that this Court order the CIA “to release
all requested records to MuckRddkR (Compl.at 20) Onecount(Count 7 further

alleges thathe CIAemploysan illegal“per setest” when it responds toequests for

5 The Court’s Memorandum Opinion treats thésar separate requestsvhich differ only with respect
to the requested time frameas a single FOIA request.

6 Rather than issuing four identical letters, the CIA aggregafuckRock’s requests and responded to
them in a single letter. SeeLutz Decl. 149 & n.15.)



emails, asevidenced by thagencys initial response to the four FOIA requests for
emailk that MuckRockadsubmitted (See d. § 75;see also id{180, 82.)

MuckRock amended its complaint on July 8, 2014, before the CIA haddined
answer (SeeAm. Compl.) The sole difference between MuckRosknitial complaint
and its amended complaint is the addition of Count 10, in whigbhkRock challenge
the agencis failure to respond to FOIRequesiNo. 201401732, which requestia
personalelectronic copy othe CIA Records Search Tool (“CREST”Y\SeeAm.

Compl., 191105-12; Def.’s MSJ Mem. at 1§ CRESTIis a database that houses
approximatelyl1.8 million pages of records that have beexldssified under

Executive OrdeNo. 13256 75 Fed. Reg. 707 (Dec. 29, 20092 Presidential mandate

that requires federal agencies to declassify automatically angritalt records of value

that are otherwise nonexempt and are 25 years or old&eDef.’s MSJ Mem. at 12

In January of 2017, the CIA made the CREST database available to the public over the
internet by posting the entire databamsethe agency’s website(SeePl.’s Resp. to

Def.’s Suppl. Br., ECF No. 39, at)l See alsdCREST: 25YearProgram Archive

Central Intelligence Agencwttps://www.cia.gov/library/readingroom/collection/crest

25-yearprogramarchive which mooted the issue for tipeirpose of MuckRock’s

amended complaint.

7 To be specific, athe time that MuckRock filed the instant complaint, thREST database was
accessible to the public only via public workstations that are locatdtedtiational Archives and
Records Center, which is in College Park, Marylan8edDef.’s MSJ Mem. atl3-14.) After the CIA
posted the database on its websheickRock stipulated that Count 10 “is now moot due to
Defendant’s publication of the CREST database in its [online] ElaadrBeading Room.” (Notice of
Recent Develoment, ECF No. 42, at 1.) Consequently, the Court has dismisseut COwf the
Amended ComplaintgeeMinute Order of February 28, 20L8and the parties’ summatjudgment
arguments pertaining to that count will not be addressed in this Memora@gbimmon.
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The CIlAfiled an answer ttMuckRock’samendedcomplaint on August 20, 2014
(seeAnswer to First Am. Compl., ECF No. 113nd subsequentlseported thathe
agencywascontinung to search forand review records with respect to two of
MuckRocKs FOIA request§ The ClAalso representethat ithad completed
processingnd producing recordwith respect tesix of MuckRocks FOIA requests
including MuckRock’srequest forcertain emas thatthe agency hagreviously refused
to process (SeeJoint Status Report (“1st Status Rpt.”), ECF No. 12,-& (stating
that the CIA has completed processing and production for Counts 2, 8, ;ahairf)
Status Report (“2d Status Rpt.”), ECF No. 13, a2 {stating that the CIA has
completed processing and production for Counts 4, 5, and 6)

With respect tdive of the six FOIA requests that the agency categorized as
completely processedhe CIA withheld information purportedlyunder applicable
FOIA exemptions.For example,n response to MuckRot& request for CADRE
informationregarding documenthatthe agencyhadpreviouslyreleasd pursuant to a
prior FOIA requestthe”“CIA produced two documents with portions redacted under
FOIA exemptions (b)(1), (b)(3and/or (b)(5): (1st Status Rpt. at 1.Additionally,
with respecto MuckRocKs request for classificatieguidancerecords “[tjhe CIA
produced two documents in full and eight documents with portions redacted under
FOIA exemption (b)(3), [and] withheld one document in full under exemptior8)b)(
(2d Status Rpt. at.1 The agencylso“withheld one document in full pursuant to

exemption (b)(3)” in response to MuckRdskrequestor theobjections to data

8 These two requestsRequest No. 20140037Q which seeks CADRE information about Fiscal Year
2013 FOIA requestsseeAm. Compl., Count 1, 1¥-13), andRequest No. 201400371, which seeks
CIA “regulatory issuances”id., Count 3, 33)}—are not atissue in the instant motions SéeDef.’s

MSJ Mem. at 13 n.2.)



gathering practices that the CIA had received from telecommunications eimdevvice
providers (Id. at 2)

On January 16, 2015, the CIA moved for summary judgmetit respect to
Count 2 andCounts4 through10 of MuckRocks Amended Complaint(SeeDef.’s
MSJ Mem; see also supra.9.) As relevant herehte CIA's motionassers that it
conducted a reasonable search for records resppteMuckRocKs requests anthat
it properly withheld informatiompursuant taapplicableFOIA exemptiors, and thus it is
entitled to summary judgment ddounts 2, 46, 8, and 9 (SeeDef.’s MSJ Mem. at 12
see alsd.utz Decl. (explaining the ClA searches and withholdings); Ex. EE to Lutz
Decl. (“Vaughnindex”), ECF No. 1412 (delineating ClAs withholdings and the
reasons therefor)® In regardto MuckRocKk s challenge to thagencys purportedemail
policy (Count 7) the CIAs motionargues that MuckRock lacks standing to bring this
claim, and thatMuckRockhas reliel on nothing more thasheerspeculation to
establish both the existence afi emailpolicy andtheinjury thatMuckRockclaims it
hassufferedas a result of this purported policySdeDef.’s MSJ Mem. at 4843.) The
motionfurther contendshat any such clains not onlyunripe insofar as it immot based
“on any final action taken byé CIA on a particular FOIA reques(id. at 44) butcan
alsobe remediedn the context of any future FOIA request that MuckRock subnsése (
id. at 47 (“[T]here is no reason to believe that judicial review of a future FOIA esqu

will be an inadequateemedy”)).

® In addition, he CIArequestecsummary judgmentith respect tdts denial of MuckRock’s request
for a fee waiveregardingthe FOIA requests at issue in Counts 1 andhatissue that hasince been
mooted. (SeePl.’s MSJ Mem. at 4.



MuckRockfiled a crossmotion forpartial summary judgmenon June 12, 2015
(SeePl.’s xMSJ Mem.¥° In pertinent partMuckRocKs crossmotion contendshat the
CIA conducted inadequate searches for documents responsive E@tAaequestsat
issue in Counts 2 ansl (Seeid. at 1114 (challenging the searches in response to
Request No. F201400381,F-201302200 and~-201302572,asdescribedn Parts
[.LA.1, LA.3,suprd.) MuckRocks motionalso argues that the CIA improperly invoked
Exemption 3 to withhold information with respect to the FOIA requests at issue
Counts 4 and 5. SeePl.’s xMSJ Memat 16-22 (challenging the withholdings in the
documents produced in response to Reqst F-201400753 F-201302200 and--
201302572,as describedh Parts 1.A2, I.A.3,supra).)!! With respect to theper sé
email policy at issue in Count 7, MuckRog@oints to the CIAs responséetter, and
maintains that the agency is being disingenuous in arguing that no such @oisty.
(SeePl.’s xMSJ Mem. at 28.)MuckRock further contendthat this Court can, and
should, declare that the agensyemail policy violates the FOIA and enjdime CIA
from enforcing that policy. See d. at 20-32.)

This Court held a hearing on the partiesossmotions for summary judgment

on February 17, 2016After that hearing,le Court ordered the parties to submit

' MuckRock didnot oppose the CIA’s motion for summary judgment regarding Counts 6, 8, ések9
Pl.’s xMSJ Mem.) and it subsequently withdrew those counts of the complae¢@rder, ECF No. 40,
at 1). In addition, MuckRock does not dispute the CIA’s invocation of F@k&emptions in connection
with Count 2; with respect to that count, it challenges only thregadcy of the agency’s search for
documents. $eePl.’s xMSJ Mem. at 11.) Finally, while MuBock initially disputed the completeness
of a document that the CIA had produced in response to the FOIA redusstia in Count 4sge id.at
22-23), the parties have since resolved this issee=Pl.’s Status Report, ECF No. 41, at 2).

1 The Vaughnindex and briefing reveal that, based on Exemption 3Ciferedacted portions of
Vaughnindex Documents 3 and 9, and thawithheld Documerg 13 and 14 in theientirety. (See
Vaughnindex at 2, 7, 10see alsdPl.’s xMSJ Mem. afl9 n.7 (representinthat MuckRock challenges
the invocation of FOIA Exemption 3 “in four documents: Entry Nos. 313®and 14”). Upon re
review, the CIA determined that Document 3 could be released indeddef.’s Suppl. Br., ECF No.
36, at 8), and Document 13 could bdeased in partsge id.at 7).

10



supplemental briefing on three disteassuesgeeOrder Requiring Suppl. B(“Suppl.
Br. Order”), ECF No. 32), anthereaftersome of the claims and issues that wexised
in the amended complaimtere changed and/or mootédde to subsequent
developments (SeeMuckRocKs Not. of Recent Development, ECF No. 42, at 1;
Order, ECF No. 40, at 1; P$ Resp. to Defs Suppl. Br., at 1.)

The CIA alsoconducted a podtearingreview of its prior withholdings and
released additional informationS¢eDef.’s Suppl. Br. at §explaining that thegency
releasd Document 3 in its entiretgs a result of this reeview); see alsdef.’s Resp.
to Pls Status Report, ECF No. 43, at Z'heagency als@xpressly reaffirmed its
decision to redact information from Documenrt8 document titled “the CIA National
Security Classification Guide=under the National Security Act, on the grounds that
the redacted information “identifies a different CIA component whasaenand
purpose have not been previously identified.” (DeSuppl. Br. at 7see also id(“The
name of this entity would reveal the methods [CIA] uses in accomplishimgigsion.”
(internal quotation marks omitted) And the agency reaffirngits decision to
withhold Document 14n full pursuant to the National Security Adtecause that
document‘consists of correspondence records with a web services corhparly
“describes a particular intelligence collection source and method” tealth uses.

(Id. at 6.Y*2 The agencyeleased some portions of Document 13, wtitdiad

12 The CIA had previously justified this withholding, and others,duhen the CIA Act, but here
proceeds solely under the National Security Acsed generallyef.’s Suppl. Br.;Def.’s Resp. to Pl.’s
Status Reporj

11



previously withheld in full, but otherwise reaffirmed its decision to wildhbte
remaining portions of that document based on ExemptiorSge (d.at 7.)*

Ultimately, then,the summary judgment arguments that remain viable for present
purposesnvolve disputes aboytl) the adequacy of the CIA search for responsive
recordswith respectregard to Counts 2 and 5 of the Amended CompjdRitthe CIAs
invocation of FOIA Exemption 3 in regard to Counts 4 ana%h respect tovaughn
Index Documents 9, 13, and 14nd(3) the CIA’s contentionjn regard toCount 7, that
this Courtlacksjurisdiction over MuckRocks claim that the agency employs“aer &”
email policy, becauséMuckRock has failed to demonstrate that the CIA &dagsuch
policy, and in fact, the agency proceeded to process MuckRock’s requestdds &m

this very case These are the issues ththe instant Memorandum Opinion addresses.

. LEGAL STANDARDS
A. Summary Judgment in FOIA Cases (Generally)

“FOIA cases typically and appropriately are decided on motions fiomsary
judgment.” Judicial Watch, Inc. v. Dép of the Navy 25 F. Supp. 3d 131, 136 (D.D.C.
2014) (quotingDefendes of Wildlife v. U.S. Border Patrol623 F. Supp. 2d 83, 87
(D.D.C. 2009)). Rule 56 of the Federal Rules of Civil Procedacgiires that @ourt
granta motion for summary judgmemtherethe pleadings, disclosure materials on file,
and affidavits “show([] that theris no genuine issue as to any material fact tdoed
movant is entitled to judgment as a matter of law.” Fed. R. Civ. P. 5&a)Judicial

Watch 25 F. Supp. 3d at 13@otingAnderson v. Liberty Lobby, Inc477 U.S. 242,

3 The CIA initially withheld Document 13 in its entirety, fowhen it discovered that it “had
previously released screenshots of certain pages of the manual[,]” ¢heyatyeprocessed the
document and released.it . with only one redaction made on onagp of the fiftyfour page
document.” Def.’s Resp. to Pls Status Reporf 1.)

12



247 (1986)). In the FOIA context, a district court conducts a de novo review of the
recordwhen evaluating motion for summary judgment, and the responding federal
agency bears the burden of proving that it has complied with its obligations theder
FOIA. See5 U.S.C. 8552(a)(4)B); In Def. of Animals v. Né&ktInsts. of Health543 F.
Supp. 2d 83, 9203 (D.D.C. 2008). The court must analyze all underlying facts and
inferences in the light most favorable to the FOIA requestee, Willis v. Defd of
Justice 581 F. Supp. 2d 57, §®.D.C. 2008),andit may grant summary judgmetd
anagency onlyafter the agencegstablisheshat it has “fully discharged its [FOIA]
obligations][,]” Moore v. Aspin916 F. Supp. 32, 35 (D.D.C. 1996).

An awardof summary judgment based solely upon the information provided in
affidavitsis appropriate only ithe affidavits describe “the justifications for
nondisclosure with reasonably specific detail, demonstrate that the iatiommwithheld
logically falls within the claimed exemption, and are nottcownerted by either contrg
evidence in the record nor by evidence of agency bad faithilitary Audit Project v.
Casey 656 F.2d 724, 738 (D.CCir. 1981). Not every FOIA case can be resolved an a
agency motion for summary judgment that is suppohbgaffidavits however, and
under certain limited circumstances, competing affidavits may prechalentry of
summary judgmentSee Scudder \CIA, 25 F. Supp. 3d 19, 289 (D.D.C. 2014)

(citing Niagara Mohawk Power Corp. v. U.S. Dépf Energy 169 F3d 16, 1819
(D.C. Cir. 1999);Wash. Post Co. v. U.S. Dempf Health & Human Servs865 F.2d
320, 32526 (D.C.Cir. 1989)).

B. The Adequacy Of An Agency s SearchFor Records

When a plaintiff challengethe adequacy odnagencys searchor records

responsive to a FI@ requestthe courtappliesa reasonableness test, and it may grant

13



summary judgment to the agency based on information provided in “[a] reasonably
detailed affidavit, setting forth the search terms and the type of seararmped, and
averring that all files likely to contain responsive materials (dhstecords exist) were
searched.”ValencialLucena v. U.S. Coast Guard80 F.3d 321, 326 (D.C. Cir. 1999);
see also Campbell v. Dapof Justice 164 F.3d 20, 27 (D.C. Cir. 1998)ighlighting

the “reasonableness” standard). Such agency affidavits attesting&s@nable search
“are afforded a presumption of good faith,” and “can be rebutted ‘ovith evidence
that the agencyg search was not made in good fdithDefenders of Wildte v. U.S.
Dep't of Interior, 314 F. Supp. 2d 1, 8 (D.D.C. 2004) (quotifigans. Union LLC v.
FTC, 141 F. Supp. 2d 62, 69 (D.D.C. 2001)).

Notably, he adequacy of a FOIA search generally turasonthe actuakearch
results but on theappropriatenessf the methodsthe agency has used conduct the
search Seelturralde v. Comptroller of the Curren¢y15 F.3d 311, 315 (D.C. Cir.
2003)(citation omitted) Moreover, the agencys methodologymustonly be
reasonablgeit need not be exhaustivé&seeOglesby vU.S.Dep't of the Army 920 F.2d
57, 68 (D.C. Cir. 1990) The proper ingiry, therefore, is not whethexdditional
documents possibly responsive to a requeigtht exist but whether the agency
conducted a search reasonably calculateld¢ateresponsivedocuments.See d.; see
also lturralde 315 F.3d at 315.

C. FOIA Exemption 3

The FOIA “was enacted to facilitate public access to Government dodsaiian
order to “pierce the veil of administrative secrecy and to open agestoyn to the light
of public scrutiny.” U.S. Dept of State v. Rgy502 U.S. 164, 173 (1991) (internal

guotation marks and citation omitted). To that ertg statutanandateshat “each

14



agency, upon any request for records which (i) reasonably dessulbbsecords and
(i) is made in accordance with published rules stating the time, place(ifeany),and
procedures to be followed, shall make the records promptly available toeasgrp” 5
U.S.C. 8552(a)(3)(A). However, the FOIA also specifies nine exemptionsattau
agencies to withholdecordsfrom disclosure.Seeid. § 552(b);Judicial Watch,nc. v.
U.S. Dept of the Treasury796 F. Supp. 243, 23(D.D.C. 2011). “These exemptions
are explicitly made exclusive, and must be narrowly construdilher v. Dept of the
Navy, 562 U.S. 562, 565 (2011) (internal citations and quotations omitted)

FOIA Exemption 3permits an agency to withhold information that is responsive
to a FOIA request where that information“specifically exempted from disclosure by
statute,” provided that the applicable statute “(i) requires tth@matters bewithheld
from the public in such a manner as to leave no discretion on the issue; or (ii)
establishes particular criteria for withholding or refers to patéictypes of matters to
be withheld.” 5 U.S.C. § 552(b)(3). Thus, a court proceeds through two steps when
evaluating an agenty invocation of Exemption 3. First, the court must determine
whether the statute is one that “specifically exempts” certain informaffarn. Citizen,
Inc. v. Rubber Mfrs. Ass, 533 F.3d 810, 81314 (D.C. Cir. 2008) (diation omitted).

And if indeedthe statutdulfill s this initialrequirementthe courtmust then go on to
determine vnether “the withheld material satisf[ies] the criteria of the exemption
statute.” Fitzgibbon v.CIA, 911 F.2d 755, 761 (D.C. Cir. 1990).

“An agency withholding responsive documents from a FOIA release bears the

burden of proving the applicability ¢the] claimed exemptions[,]” and such a showing

is typically made in agency affidavitsAm. Civil Liberties Union vU.S.Dep't of Def,

15



628 F.3d 612, 619 (D.C. Cir 2011). Entry of summary judgment is appropriate when
the agenc)s affidavit “describes the justifications for withholding the informatiathw
specific detail, demonstrates that the information withheld logicallg faithin the
claimed exemption, and is not contradicted by contrary evidence in thedrecory
evidence of the agentybad faith[.]” Id.

D. “Policy-Or-Practice” Claims Under The FOIA

Finally, it is important to note thatf an agency has conducted an adequate
search andhasreleased albf the nornexempt information that isesponsive t@a FOIA
requestfederal courtordinarily have no further role to plagven if the agency
unlawfully delayed in discharging its statutory dutie€see Perry v. Blogk84 F.2d
121, 125 (D.C. Cir. 1982)Put another waythe standard FOIAlaim istypically
deemedmoot oncethe agency produces thequestedecords. SeeBetter Govt Assn
v. Dept of State 780 F.2d 86, 91 (D.C. Cir. 1986However,there is one category of
claims that remaingiable “even though a party may have obtained relief as to a
specific request under the FO1A the agency’s subsequemtoductionof the requested
records“will not moot a claim that an agen¢g] policy or practicgwith respect to
processing FOIA requests]ill impair the partys lawful access to information in the
future.” Payne Enters., Inc. v. United Stat&87 F.2d 486, 491 (D.C. Cir. 1988)
(emphasis addednd omittedl; see alsdBetter Govt Assn, 780 F.2dat 91-92 (holding
thatafacial challenge tahe validity of an agencys FOIA fee waiver policy @wsnot
mooted bythe agency granting fee waiver to plaintiffin regardto a particular request
where plaintiff was a frequent FOIA requesandanagency has not disavowelke
challenged policy).Indeed.,it is well establishedhat, “[s]o long as an agent¢y refusal

to supply information evidences a policy or practice of delayed disclosure or e
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failure to abide by the terms of the FOIA, and not merely isolated mistakegency
officials, a partys challenge to the policy or practice cannot be raddty the release
of the specific documents that prompted the suRdyne Enters.837 F.2d at 491.

Significantly for present purposespéaintiff seeking toasserta “policy-or-
practice claimunder the FOIAmust satisfy constitutional standing requirents just
like any other plaintiff See e.g, Tipograph v. Dep’t of JustiGel46 F. Supp. 3d 169,
174 (D.D.C. 2015). Téat is, a plaintiff must allegél) an “injury[-]in[-]fact” that is(2)
“fairly traceable to the challenged action of the defendant isalso (3)capable of
being “redressed” by the Courtujan v. Defenders of Wildlife604 U.S. 555, 5661
(1992)(internal quotation marks, alterations, and citations omitt&i)t in the context
of a FOIA policyor-practice claim “[i ]f a plaintiff demonstrates that it will be
subjected in the near future to the particular agency policyawstime that it challenges
under FOIA, then the injury requirement of Article Ill standing is $eeds”

Tipograph 146 F. Supp. 3d at 176ee &so Natl Sec. Counselors v. C]®31 F. Supp.

2d 77, 93 (D.D.C. 2013)ekplaining thata plaintiff can show a likelihood of future
injury by allegingthat it has FOIA requests pending before the agency “that are likely
to implicate thgchallenged]policy or practice”).

Additionally, any validpolicy-or-practice claim must be ripe foeviewby a
federal courtSee, e.g.Payne Enters.837 F.2d a#92-94. As a general matter,
ripeness in this contexinplicates “the [plaintiffs] interest in prompt comgeration of
allegedly unlawful agency actiojj[the agencys interest in crystallizing its policy
before that policy is subjected to judicial reviejnvnd the cours interests in avoiding

unnecessary adjudication and in deciding issues in a concreitegsetEagle-Picher
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Indus. v.U.S.EPA 759 F.2d 905, 915 (D.Cir. 1985) Whendetermining whether an
issue is ripe for consideration, courts utilizetwo-part analysis, evaluatingl] the
fitness of the issues for judicial decision and [2] the hardship to the parties of withholding
court consideration” Nat| Treasury Emps. Union v. United Staté91 F.3d 1423, 1431
(D.C. Cir. 1996)(quotingAbbott Labs. v. GardneB87 U.S.136,149(1967),abrogated on
other grounds.

Finally, although thdanguage of the FOIAs remedial provisioexpressly
authorizes a courto enjointhe agency fronwithholdingagency records and twrder
the productionof any agency records improperly withheld from the complainpng
U.S.C. 8552(a)(4)(B)(emphasis addedjhe D.C. Circuit has long held that the “FOIA
imposes no limits on courtgquitable powers in enforcing its terms[Rayne Enters
837 F.2d a#94 (citation omitted) And “[t]his circuit’s case law reflects theide
latitude courts possess tashion remedies under FOJlMcluding the power to issue
prospective injunctive relief.”Citizens for Responsibility & Ethics in Wash U.S.
Dep't of Justice 846 F.3d 1235, 1242 (D.C. Cir. 201(hereinafter* CREW). Thus,
district courts have ampleuthority to awarddeclaratory angbrospective injunctive
relief to FOIA requesterasho successfully sustajpolicy-or-practiceclaims See, e.g.

Payne Enters 837 F.2d at 494

1. ANALYSIS

After two complaints, countless pages of briefing, and two heabefprethis
Court, only three issues remain for this Cositonsideration (1) whether the CIA
conducted adequate searches for records in resporsgttonMuckRock FOIA requests

(Couns 2and 5) (2) whether the CIA properly invoked FOIA Exemption 3 and the
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National Security Acto make withholdings with respect tareedocumentghat are
responsive to MuckRock FOIA request§Counts 4 and 5; and (3) whether
MuckRocKs claimthat the CIA has aper sé policy with respect to FOIA requests
seeking enails mustbe dismissed for lack of subject matter jurisdictionqualifies as
the basis for an award of summary judgment to MuckRoeéausehere is no genuine
issue of material fact regarding the existence of such a policy anohiawfulness
under he FOIA(Count 7). (SeePl.’s Status Report, ECF No. 41, at2] Notice of
Recent Development, ECF No. 42, at 1; Def.’s Response to Pl.’s Status Repbrt, E
No. 43, 15.) As explained fully below,his Courtwill grant summary judgment ithe
CIA’s favor onthe first two issues, because the agency conducted adequateesdarch
documents and properly withheld information that falls within the ambit @nfption
3. As forthe purportedemail policy this Courtrejects the ClAs contention that
MuckRocK s claim must be dismissed on jurisdictiomalform-of-remedygrounds, and
will award summary judgment to MuckRoclecausdroadequitabe relief is available
under the FOlAandbecauseMuckRockhaspresented unrefuted evidentet
demonstrateshat the CIA employs aemail policy that violategshe FOIA.

A. The CIA Conducted AdequateSearches For Documents
Responsive To The FOIA Requests At Issue In Counts 2 and 5

In Counts 2 and SMuckRock raises distina@dequacy challengesith respect to
the CIA’s searches for documents responsive to MuckRock’s FOIA requests. Idregar
to Count 2,MuckRockchallenges the sufficiency of the Ci®\search based dhe
resultsof the search.(SeePl.’s xMSJ Mem. at 1-412.) MuckRocKs challenge in
Count 5 centex onthe search termthat theCIA usedto conduct its inquiry (See id.at

12-14.) Neither of these challenges is successful, for the reasons that follow
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1. The CIlA’'s DeclarationsAre Sufficient To Establish That
The AgencyConducted A Reasonable Search Racords
Responsive To RequestZ01400381 (Count 2)

In the FOIA request at issue in Count 2, MuckRock seeks “[a]ll information in
CADRE about the 110 records responsive to FOIA Request N®1B800600.” (Am.
Compl. §23.) The CIA produced two redacted CADRE screenslimt®esponse to this
request (Response C06206271, Ex. A to Pl.’s xMSJ, ECF N4, Besponse
C06206272, Ex. B to Pl.’s xMSJ, 22, andMuckRockassailsthe adequacy of the
CIA’s search becausm its view, the two CADRE screenshots areodmpletely unlike
any CADRE documents previously released through FOPA’s xMSJ Memat 11
(emphasis in original)) To be specific MuckRock asserts that the CADRE printouts
that it has received in prior cases have bee€tportrait’ orientation, while those it
received in response to this request arélamdscap® orientation. (See id, PI's Sur
Reply in Opp’n to Def.’s Mot. for Particumm J. & Reply in Supp. of Pl.’s Cross
Mot. for Partial Summ. J. (“Pl.’s Reyl), ECF No. 30, at 35.) Based on these
formattingdifferences, anélsobecause the CIA allegedly failed to prodube other
documents thaMuckRockexpected to receive in response to this req(estPl.’s
XxMSJ Mem.at 11-12), MuckRock surmises that the CIA has improperly construed the
FOIA request narrowlhandin a manner that permitteatie agencyo withhold as “non
responsive” certain information that exists in CADREed d. at 12) This Court finds
that MuckRocks speculation falls far short ¢fie showing required to thwart an award
of summary judgment in the CIA favor on this count.

The CIA has submitted swornaffidavit from Martha M. Lutz, the Chief of the
agency’sLitigation Support Unitthat explains why the documents thhée CIA

producedwere not what MuckRock expectedSee2d Suppl. Decl. of Martha M. Lutz
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(“Lutz 2d Suppl. Decl.”), Ex. A to Reply in Supp. of Def.’s Mot. for Partial Sumn& J
Opp’n to Pl.’s Mot. for Partial Summ. J., ECF No.-24 In her declarationLutz staes
that,due to advancements tachnology, the agency has more recently been able to
capture CADRE screen shots in landscape forreEso known astask info” format—
while the agencyhad previously been limited to portrait orientatiereferred to as
“hypersnap[.]” Seeid. 1Y 6-8.) Furthermore according to Lutz, “the use of [the task
info] print function within CADRE yieldsnoreinformation than the previous standard
hypersnap printout[.]” Ifl. § 8 (emphasis added).Lutz also maintains that[w]hile
task info printouts are the curremS standard printing format for release, different
offices within IMS have the discretion to print CADRE tasking informatioeither
format . . . according to the CADRE useipreference.” Ifl. 19.) Thus,Lutz tegified
thatit is not surprising that MuckRock previously receivednd may yet continue to
receive—hypersnap printouts in response to the FOIA requestsMbakRockroutinely
submits to the CIA.

This Court must affordhe agency’dleclaration a presumipin of good faith see
Judicial Watch 25 F. Supp. 3@t 137 (citingSafeCard Sery, Inc. v. &c. Exch.
Comm’n 926 F.2d 1197, 1200 (D.C. Cir. 19913ndevenMuckRock admits that
“[t] aken on its face, this explanation would appear to resolve the i§BUe’ Reply at
4). But its counsel points to a declaration thatz submitted in anotheffOIA matter
ten months prioto filing this statementand in the prior declaration, Lupmurportedly
declared that it was only possible to capture CADRE information inrsy@ag format.
(See d.; see alsdSuppl. Lutz Decl., Dkt. #7-1,0ct. 7, 2014Nat'| Sec. Counselors v.

CIA, No. 1445 (D.D.C.)(“Lutz 2014 Decl.”) Ex. K to Pl’s Reply, ECF No30-1, | 6
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(“The documents provided to plaintiff here are bestavailable copies othese
materials and refledll of the informationthatcanbe viewed in a CADRENtryshort
of having actuabccesdo the system. The screenshots areahly way tocaptureand
generate the processimig@tailscontained within CADRE in their native format.)).
Based on thisllegedinconsistency, MuckRock assettsatit would be premature to
grant the agencgummary judgment on the issue of whetheronducted an adequate
search for records.SgePl.’s Replyat 5-6 (“[I]t is clear that CIA has provided
mutually exclusive explanations regarding the nature of the CADRE®y® two
different judges within a year, and the Court should not award summagyngrt to the
Agencyuntil it has provided a satisfactory explanation for this discrepangy.”)
While the Court appreciates that MuckRask‘a frequent FOIA requester” (Am.
Compl. 83), andthushasa frame of reference thatnfacilitate many such gotcha
comparisonsLutz’'s prior declaratiomprovides no basis for forestalling summary
judgment, as MuckRock request®n its fa®, Lutz’s prior statemenmerely explais
why the responsive recordisat the ClAproduceal in that matterwere CADRE
“screenshotsandwerenot producedin some othefnon-screenshqgtformat that might
have capturednyadditional stray text.(SeeLutz 2014 Decl. 6.) And, the prior
declarationdoes notistinguishbetween or even discusdandscapeversusportrait
orientation with respect t6 ADRE screenshoisherefore with respect to theguestion
at issue here, there is no apparent inconsistency betweetslaurentrepresentation
and her prior oneMuckRockalsoappears to ignorkutz’s presentstatementabout
theform and scope ofthe screenshots produced this caseandthis conspicuous

omissionmaywell be because MuckRoatan hardly be heard to complain that the
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documens thatwere producedn response to the instant FOIA requesenhtainmore
information thanthe alternative formaathat MuckRock has identified.SgeelLutz 2d
Suppl. Decl. B.)

MuckRocKs argument that the CIA did nptovideother types of documents
that MuckRock expected to see in response to its FOIA request fares no b8ger. (
Pl’s xMSJ Mem. at 1412; seealso Sample Cadre Records (Notegx. Cto Pl.’s
xMSJ, ECF No. 223; Sample Cadre Records (Search Results) &Eto Pl.’s xMSJ,
ECF No. 224 (appending examples records not produced in response to FOIA Request
No. 201000600).) As an initial mattert is clear beyond cavil that “the adequacy of
a FOIA search is generally determined not by the fruits of the seghuttby the
appropriateness of the methods used to carry out the sealtchralde, 315 F.3d at 315
(citation omitted) see also SafeCar8ervs, 926 F.2d at 12000glesby 920 F.2d at 68.
Moreover, in her declaration, Lutz explains that the type of documents to which
MuckRock points—called Requester Repo#tsare notroutinely created in response to
all of the FOIA requests that the CIA mges, andndeed,no such report was
generated in response to this FOIA requeSeelutz 2d Suppl. Decl. 110-11; see
also id.§ 10 (explaining that Requester Reports are “lists of previeuslgased
documents on certain broad or frequentdéyguestedopics. . . [that] may be provided to
a FOIA requester in certain cases where the requester seeks orlyed stiavailable,
previously released documents”)MuckRock’s missingdocumentsargument therefore
amounts to nothing more tharf‘gurely speculative claim[] about the existence and
discoverability of other documentsSafeCard Servs926 F.2d at 1206-an argument

that has londbeen deemed insufficient to support the contention dhatgency’s search
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is inadequateinder the FOIAseeMorley v. CA, 508 F.3d 1108, 1120 (D.C. Cir.
2007).

For all these reasonthis Court easily concludes thdte CIA's motionfor
summary judgment in regatd the searchihat is the subject a€ount 2of MuckRock’s
complaintmust be granted.

2. The CIA's DeclarationsAre Sufficient To Establish That

The Agency Conducted A Reasonable Search For Records
Responsive T&Requests 201302200 & F201302572

(Count 5)

MuckRocKs searchadequacy argument with respect to the documanissue in

Count 5takes a different tacklIn this regard, MuckRock assails the ageésqyurported
searchin responseéo itsrequest for‘any objections to agency data gathering practices
received by this agency from telecommunications and web sepvoaders”(Am.

Compl. 155)* MuckRockargues both that “none of the [search term] combinations
[that the CIA used] are reasonably likely to yield responsive recols’'s(xMSJ Mem.

at 12), andhatthe CIA relied on a prselected set of search terms instead of tasking a
professional CIA employee with locating responsive recosée (d at 13-14).

According to the Lutz éclarationto respond to this FOIA requeshe CIA
identified three Directorates as the divisions most likely to haspaesive documents,
andthentasked eachvith conducting both an electronic aadnanual review otheir
files. (SeelLutz Decl.|1146-47.) These searches revealed one responsive document,
which the CIA withheld in its entirety based on Exemption Sedid. | 47 see also

Def.’s Reply at 10.)

4 Although there are two request numbers associated with this F€jiest, there was really only one
request for documents.Sée suprdPartl.A.4 & n.4)
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Notably, in describinghe full -text electronic searchetatthe Directorates
conductedn regard to this requesttutz identified someof thesearchterms thatwere
used (SeeLutz Decl. Y47 (listing search terms such ‘axbjection” and “practice”;
“objection” and “data gathering’“email” or “telecommunication” and “complaint”;
“web” and “providef and/or “service”; and “web service provider” or
“telecommunication” and “complain}”) This listingis not comprehensivenowever,
becauseaccording ¢ Lutz,“each Directorate had the latitude to search any additional
terms it deemed most likely to return responsive documents[, and] the &raees
[also] conducted searches by hand of hard copy files so that all potentiadhyargland
responsive material would be located.” (Lutz 2d Suppl. De&l.§y The CIAfurther
representediuring this Court’shearing on the pending summary judgment motidrad
additional informatiorregarding these Directorate searclkesld be providedeven
thoughthe ageng believed its initial declaration was sufficie(deeHr' g Tr. at 56:24-
57:12), and thisCourtsubsequentlprdered the CIA to “supplement its submissions by
providing a reasonably detailed explanation of how these additional ssansre
conducted” (Supl. Br. Order at 2

In response to the Court’s order, the CIA followedwigh the individual
Directorategegardingthe details of the searchdsyt the agencywas unable to
confirm whether the Directorates tasked with the searches had used angreddit
searchterms” (Decl. of Antoinette B. Shiner (“Shiner Decl.”), ECF No.-36 1 8)

The agency thereforendertook to reprocessluckRocks FOIA request entiely, using
the search terms it had initialgmployedand also vesting the subject matter experts

within the relevant Directoratesith “the latitude to add additional terms they deemed
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most likely to return responsive documentsld.({ 9.) But “the sibject matter experts
did not add any additional terms to the search, as they judged that thetsugigems
were the ones most likely to return documents responsive to the requlkes).”In
addition, as with the first search, the subject matter exéstsconducted hand
seaches of hard copy files in the Office of the General Counsel and certainy Bihéf
records. $eed. 110.) The CIA did not locate any additional records as a result of
reprocessing the requestSege d. 111.)

This Court fas little doubt that the (multiple) searches @l& hasengaged in as
a result of MuckRock’s FOIA request were adequate under the F@KAexplained
above, the touchstone whewnaluating the adequacy oh agency’ssearch for records
in response to a FOIA requastreasonableness, and in particulahetherthe agency
made “a good faith effort to conduct a search for the requested reusidg methods
which can baeasonably expected to produce the information request@dlésby 920
F.2dat68; see also Physicians for Human RightdNS.Dep't of Def, 675 F.Supp.2d
149, 164 (D.D.C2009) (“[I]n responding to a FOIA request, an agency is only held to a
standard of reasonableness; as long as this standard is met, a codunbhgeibble
over every perceived inadequacy in an agescgsponse, however slight.”YWhen an
agency submita declaration that both delineatsearch termshat were used and awer
“that all files likely to contain responsive materials (if such recordstpwere
searched[,]"Nation Magazine v. U.S. Customs Sefkl F.3d 885, 890 (D.C. Cir. 1995),
“the burden shifts to the plaintiff to provide evidence sufficient to rassdstantial
doubt about the adequacy of the agetxgearch]” Bigwood v. US.Dep't of Def, 132

F. Supp. 3d 124, 135 (D.D.C. 2015) (quotingrralde, 315 F.3d at 314)Moreover,
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because a federal agency has “discretion in crafting a list of search tieamthey
believe to be reasonably tailored to uncover documents responsive to the FOIA
request]” it is not within the reviewing couts provinceto nitpick the agencys
selection of search term&gility Pub. Warehousing Co. K.S.C. v. NhEec. Agency
113 F. Supp. 3d 313, 339 (D.D.C. July 10, 2015) (internal quotamianks,citation,
and alteratioromitted).

MuckRock would have this Court do just thdor example,n its crossmotion
for summary judgmentMuckRockinsists that “none of the listed combinations [of
search terms] are reasonably likely to yield responsive retptdéPl.’s xMSJ Mem at
12.) Apparently expecting that this Court will undertake to evaluate this otiotesua
sponte MuckRock offersnothing to support this bald contention and certaif@ys to
demonstrate the unreasonableness or ineffectiveneb® @gency’s use earch terms
such as “telecommunicatign“objection,” “practice,” and “complaint” And to the
extent that MuckRock castigates tG&A for dictating any search ternad all—calling
it a “hypersemantic search strategy” thihlindly rel[ied] on search terms instead of
‘allowing a professional employee of the agency who was familiar witlsulject area
of the request to locate the recordad. at 13)—the Court is at a loss to understand
how it could possibly violate the FOIA for an agency to provide reasonablermpeda
those employees who are conducting the setochecords and MuckRockseems to
suggest thaan agencymustconduct its search in a particular mannehen all that the
FOIA requires is thathe contours of the search are reasonalkdempareLiberation
Newspaper v. U.S. Dep’t of Stat®0 F. Supp. 3d 137, 1487 (D.D.C. 2015) lfolding

that where the agency has used reasonable methods in conducting a search f
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responsive documents, “the Court will not second guesgsether other methodatight
have been superioriyith Pl.'s xMSJ Memat 12 (griping that theé‘CIA has not
explained why IMS did not simply ask the offices which receive such caimglabout
information gathering practices to provide those complaints”).

MuckRock’s contention that the agency did not bother to consult the relevant
authorities when undertakirtpe search at issue hereePl.’s xMSJ Memat 14), is
alsocontradicted by the recordlhe Lutz declaratiorspecificallyexplains thatMS
forwarded a copy of the FOIA request to the Directorates that werenalalydikely to
possess responsive reds+i.e., the professonal employees who had familiarity with
the records—andthat IMS furtherinstructed those Directorates to search “their
electronic and hard copy files foany documents that voice objections to agency data
gathering practicdd’” (Lutz Decl. 1 46emphasis added) And another agency
declarantconfirmsthatthe CIA permitted subject matter expevighin the Directorates
to identifythe searchiermsthattheythemselvesleemed most likely to locate
responsive recordshen the searches weremen. (SeeShiner Decl. 9.) Thus it was
these expertasrho ultimately selectedhe search termthat were usedot the central
office, as MuckRockmistakenly maintains

All this means thaMuckRock has fallerdar short of @rrying itsburden of
demonstratinghat there is “substantial doubt” about the adequacy of thé C4aarch
for recordsin this case.See Bigwoo¢d 132 F. Supp. 3d at 139n fact, the only real
effort that MuckRock makes in this regardt conjures upa hypothetical email thait
believes to bavithin the scope othe FOIA request, buthatthe CIA's described search

termspurportedlywould not capturdseePl.’s xMSJ Mem. at 13}is not only
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insufficient but is also too clever by halfecause the relevaquestion when evaluating
whether an agency properly conducteB@IA search isnot whetherotherunearthed
responsivalocuments mightonceivablyexist,or whether it is conceivable that
differentsearch terms or avenuemuld have yieldedtherresults but simply and
solelywhether the agenty search was reasonably likely to uncover respon&eerds
See Hedrick vEBI, 216 F. Supp. 3d 84, 91 (D.D.C. 2016) (“[T]he agémscsearch for
records need only be reasonable and need not be exhaustssed)so Johnson v.
Exec. Office for U.S. Attorney810 F.3d 771, 776 (D.C. Cir. 2002) (observing that
“FOIA, requiring as it does both systemic and capecific exercises of discretion and
administrative judgment and expertise, is hardly an area in which thescshould
attempt to micro manage the executive branch/jewed from this vantage point
MuckRockhas raised no doubt, much leasbstantial doubtabout the adequacy of the
ClIA’s searchand as a resulthe Courtwill enter summary judgment ithe CIA's favor
with respect to Count 5.

B. The CIA Properly Invoked Exemption 31n Response To The
FOIA Requests At Issue InCounts 4& 5

FOIA Exemption 3 protects from disclosure matters “specifically exemptad fr
disclosure by statute [where the statute] (i) requiresttmamatters be withheld from
the public in such a manner as to leave no discretion on the issue; or (ii) dstablis
particular criteria for withholding or refers to particular typéanatters to be
withheld.]” 5 U.S.C. § 552(b)(3). As explained previoushyptissuesarisewhen a
courtevaluatesvhether an agency has properly invoked Exemp8oiiirst, whether
the statute on which the agency relied is tmst authorizesan agency to withhold

information; andsecondwhetherthe substance of the information withhaesdin fact,
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the type of informatiorihe statute coversPub. Citizen533 F.3d at 813Citizens for
Responsibility & Ethics in Washk. U.S. Degt of Justice No. 13v1159, 2016 WL
541127, at *7(D.D.C. Feb. 9, 2016)

Here, he CIA invoked Exemption 8 redactportions of Documens 9and 13
(documens that aretitled “the CIA National Security Classification Guidahd
“Classification Management Tools(CTM) User Manual’ respectively andto
withhold in its entiretyDocumentl4 (correspondence with a web services company
andthe agency now relies exclusively on the National Securityascthe source of its
authority for trese withholdings.(SeeDef.’s Suppl.Br. at 4-8; Def.’s Resp. to Pls
Status Reporf 1-2) “Exemption 3 differs from other FOl&xemptions in that its
applicability depends less on the detailed factual contents of specificraods; the
sole issue for decision is the existence of a relevant statute and thsiomctfi
withheld material within the statute coverage.”Morley, 508 F.3dat 1126 (internal
guotation marks omitted)And it is well settled that thilational Security Act
authorizes the CIA to withhold informatiorpursuant to FOIA Exemption 3See
DiBaccov. U.S. Army 795 F.3d 178, 197 (D.C. Cir. 2018)olding that the director of
the CIA is authorized to invoke the National Security Act for purposes efription 3)
(SeealsoPl.’s Reply at 2 (withdrawing “argument that CIA lackie authority to
invoke the National Security Act as an Exemption (b)(3) withholding seaxyt Thus,
the instant dispute pertains solelywbether or nothe informationthat the CIA has
withheld constitutes material than agencys permitted to withhold under the terms of

the National Security Act
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The povision of the National Security Acthat the CIA invokes to withhold the
material at issue here mandates thjghe Director of National Intelligence shall
protect intelligencesources and methods from unauthorized discladus® U.S.C.

8 3024(i)(1). For his partthe Director of National Intelligence hagecifically
requiredthe Director of the CIAo0 “[p]rotect national intelligence and intelligence
sources, methods and activities from unauthorized discloguf@iBacco 795 F.3d at
197 (quoting Intelligence Community Directive 700, at 3 (June 7, 2012), avadable

http://www.dni.gov/files/documents/ICD/ICD_700.gdRalterations in original)

consequentlythis Court must evaluate the reasonableness of the agency
determination thathe withheld information constitutes “intelligence sources and
methods” that the CIA is barred from disclosjisge CIA v.Sims 471 U.S. 159, 1734
(1985). In this regard, the D.C. Circuit hdsoadlyinterpreted the National Security
Act to protect informatiorfthat the agencydemonstrates can reasonably be expected to
lead to unauthorized disclosuref intelligence metbds or sources."™McClanahan v.
U.S. Dept of Justice 204 F. Supp. 3d 30, 49 (D.D.C. 2016) (quotinglf v. CIA 473
F.3d 370, 377 (D.C. Cir. 20Q0%. Moreover, “[i] n light of the national security interests
implicatedby such material, courts giveven geater deference to CIA assertions of
harm to intelligence sources and methods under the National Security Wat.l Sec.
Counselors v. G\, 206 F. Supp. 3d 241, 267 (D.D.C. 201Biternal quotation marks
and citation omitted).

The CIA has subitted detailed declarationthatexplain how disclosure of the
material that thegencyhas withheldn Documents 9, 13, and 14 would reveal

information regardingertainsources ofntelligence, variousnethods by which the
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CIA gathers intelligence, and/or the reasons why the CIA gathetaicentelligence
(See, e.g Lutz Decl. 1993-96; Shiner Del. §12(b).) This Court finds that, in so
doing,the agencyhas carriedts burdenof establishing that thenformationthathas
beenwithheld constitute protected intelligence sources and metho8gecifically, the
Court credits the agenty assertion thahe name of the entity redacted fradhocument
9 constitutesaanintelligencemethod,becausdhe name would revedhe means by
which theentity gahers intelligence. (SeeShiner Decl. L2(c).) Regarding the
redactionin Document 13ertaining to*a set of checkboxes [on one page] relating to
different Foreign Intelligence Surveillance Act (“FISA”) dissemtion control
markings”(Def.’s Resp. to Pls Status Reporf 1), the Court credits the CIA
persuasivassertion thadlisclosure othis informationwould “give foreign
governments, foreign intelligence services, or other adversariesehtstihe interests
of the United States insight into theo@rnments collection and dissemination of FISA
information, almost all of which is highly classified.” (Suppl. Dedl Amtoinette B.
Shiner, ECF No. 43, T14.)

The Court also finds that the CIA properly invoked the National SecurtyaAd
Exempton 3 to withhold Document 14, whiah correspondence with a web services
company thathe CIA’s declarant aversdiscuss[es] certain covert capabilities of the
CIA.” (Shiner Decl. ML2(d); see also Vaughimdex at 10) MuckRock offers no
specific respose to this withholdingseePl.’s Reply at #8), and thus has failed to
rebut the presumption of good faith that attaches to the agency’s dembar&ee

Defenders of Wildlife314 F. Supp. 24t 8.
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In short this Courtis satisfied thathe CIA is entitled to withhold the material in
Documents 9, 13, and 14 unde®IA Exemption 3%*°

C. MuckRock’s “Per S€ Email Policy Claim Is Not Subject To Dismissal
On Jurisdictional Grounds Or Otherwise

The only issugleft for the Court to resolve at thtimepertain toMuckRocKs
claim that the CIAmproperlyemploys“[a] per sepolicy of arbitrarily refusing to
process any requests for electronic communications that do not include [] fouficspec
pieces of information” (Am. Compl. §2)—* to’ and‘from’ recipients, time frame, and
subject” {d. 181). The CIA contends that the Court lacks jurisdiction to entertain this
policy-or-practice clan under the FOIA, and that, at the very ledbts claim must be
dismissed for failure to state a claunder Federal Rule of Civil Procedure 12(b)(6).
(Def.’s MSJ Mem. at 40, 45.The crux of these arguments relates to the processing
procedures that the agency has employed regarding the FOIA tedqaegmails at
issue inthis case, and stems from the fdhat, d the time that MuckRock filethe
initial complaintin this mattey the CIA hal refused togprocessMuckRock’sfour
requestseekingemailrecords becausdhe requests did not “reasonably describe” the
records soughtvithout these four pieces of iofmation (SeeAm. Compl. 175

(quoting from theagencys denial letter which stats that the CIA “require[s]

5 The Courtnotes thatdespite MuckRock’s failure to raise any segregability issthes Lutz
declaration specificallgtates that the CIA has released all reasonably segregable, moptexe
information. SeelLutz Decl. 1104.) With respect to Document 14 in parti@ylwhich the agency
withheld in full, the Lutz declaration explains that the CIA revidvike document lindy-line and
determined that release of any nonexempt information “would produceinodynplete, fragmented,
unintelligible phrases composed of iated, meaningless words” or that “no nonexempt information
remains.” (d. 1105.) The Court credits these assertions, and finds that the CIA has sati¢$i
obligation to release all reasonably segregable infdionaand it observes that MuckRock hasadeno
argument to the contraryCf. Soto v. U.S. Dep’t of Stgt#18 F. Supp. 3d 355 (D.D.C. 2015)
(*Agencies are entitled to a presumption that they cldetpwith the obligation to disclose reasonably
segregable material, and that presumption can be overcome only withcgoantum of evidence.”
(alteration, internafjuotation marks, and citation omitted)).
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requesters seeking any form'‘@lectronic communicationsuch as emails, to provide
the specific'to’ and‘from’ recipients, time frame and subject[, and w]e note that you
have provided the senders and the time frAmeee alsdef.’s MSJ Mem. at 441.)
But the CIA apparentlychangedts mindafter MuckRock commenced the instant
litigation; it re-reviewed MuckRock’s requestdor emailsand processdthem “even
though [therequestl contained only three of the four purported required elements.”
(Def.’s MSJ Mem. a#12.)

Thus, the CIA now questions wther MuckRock has suffereaxhy actualor
imminent injurythat can support itstanding tochallengethe agency’spurportedemail
policy (see id.42-43), and even if so, the CIA further questiombether the FOIA
actuallyauthorizes th@rospective injunctive relief that MuckRock seeks hesee(d.
at 42 ("MuckRock's speculation that the CIA will automatically deffyture]
unspecified requests is predicated on its erroneous assumption that Cépbiase
policy, which the CIA does not have)’) The CIA also flatly denies that any sugher
se” emailpolicy exsts. (See idat 42.) And the agencyalsomaintainsthat, because
MuckRocKs policyclaim is based on speculation about future agency action rather than
an actual policy that the agency will necessarily apply, the claim is n@foipreview
(See id.at 44.) Furthermore, anfinally, the CIA insists that this Coud hands are tied
in any event, becausd the CIA were in the future to deny a FOIA request for
electronic emails on the grounds that it doesreasonably describe the recordagtt,
MuckRock may obtain judicial review by filing a FOIA lawsuit regardihgt specific
request”(id. at 45) and thus, there is an alternative remedy for any future harm such

thatequitablerelief is inappropriate in this casgd.).
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Most, if not all of thesevarious contentions are species of jurisdictioti@lects
that would require the Court to dismiss MuckRoc&imailpolicy claimwithout
reaching its merits But as explainedully below,none ofthe CIA’s contentiors is
availing.

1. A Plaintiff Can Have Standing To Challenda Allegedly lllegal
FOIA Policy Even If The Defendant Disputes Having Such A

Policy

As framed by the CIA in its briefinghe critical question of whether MuckRock
has standing to bring itsmailpolicy claim turns on whether the ClAas conceds at
the outsetthat ithasanysuch policy. $eeDef.’s MSJ a41-42 (arguing that
MuckRock cannot establish any injuig-fact because its “assertion regarding the
existence of the purported policy is not based on a CIA regulation or any othealfor
interpretation by the CIAand because the agency otherwise denies the policy eXists
To be specifictheagencyassers that, in the absence of “a CIA regulation or [] other
formal interpretation by the CIA” (Defs MSJ Mem. at 41), or unless the CIA otherwise
concedes that thallegedpolicy exists no entity can bring a policgr-practice claim
under the FOIAregardless of how many times the agency has acted in aswadith
the allegedpolicy (see id.at 4243 (arguing thatCitizens for Responsibility & Ethics in
Washington v. SE58 F. Supp. 2d 51 (D.D.C. 2012&ndNational Security
Counselors v. CIA898 F. Supp. 2d 233 (D.D.C. 2012ye distinguishable because the
agencies in those cases acknowledged i challenged policy existed)
Furthermore says the CIA}o the extent thegency deviates from the purportpdlicy
whenresponding ta particular phintiff’s FOIA requestnot only does such agency

action belie the contention thahysuch policyexists, but anglaimed injury is
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speculative and insufficient to establistanding(see id.at 41:43; see alsd.utz 2d
Suppl. Decl. 180 (asserting that no such policy exists)).

The CIA is wrong to insist that an agencgndivesta plaintiff of standingto
challenge an alleged policy pertaining to FOIA requests merely byathsog any
policy and/or altering its behavior in the context of the particular cagebegin with,
as far as the requirement of standing to bring a peticpractice clam under the FOIA
is concernedit is well established thafa] plaintiff is only required to put forth a
plausible, more than nebulous assertion of the existence of an ongoing pattern
practice[in order] to establish standing.Nat'| Sec. Counselors. CIA 898 F. Supp. 2d
233, 260 (D.D.C. 2012) (internal quotation marks, alteration, and citation omitted)).
Plausible allegations with respect to the agency’s conduct when handi¥grequests
will most certainly do, fothe D.C. Circuit has long reg¢ed any notion that a
regulation or other formal agency polisyatements a necessary prequisite to a
policy-or-practice claimunder theFOIA. See Payné&nters, 837 F.2d at 491hplding
that FOIA requester was entitled to declaratory rediedén thaugh thechallenged
practice was “informal, rather than articulated in regulations or &oialf statement of
policy”).

Thus, it makes little sense to argue, as the CIA does here, that the plaaed$
to point to a regulation that establishes theigglor that the agency must concede the
policy’s existence, as tresholdmatter (i.e., in order for a plaintiff to have standing to
sue), becausehetheror not“an agencys refusal to supply informatioactually
evidences a policy or practice of delayed disclosure or some other failured® abi

the terms of the FOIA, and not merely isolated mistakes by agencyad$ficPayne
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Enters, 837 F.2d at 491, calself be the ultimate question at issue in a FOIA policy
or-practice caseSee, e.g., Am. Ctfor Law & Justice v. U.S. Dep’t of Statdo.
16cv2516, 2018 WL 623827, at+23 (D.D.C. Jan. 30, 2018) (addressing whether an
alleged agency policy of “refusing to issue a determination and/or peodasponsive
documents unless and until Plaintiff fdsuit~—which the agency deniedexisted, in
the context of a motion for summary judgment, and finding that there was “noneeide
that State has any poy, formal or otherwise, of forcing requesters to file suit before
releasing material” (internal quotah marks and citation omitted)}ee alsd~orest
Cty. Potawatomi Cmtw. Zinke No. 14cv2201, 2017 WL 4402378, at *16 (D.D.C.
Sept. 30, 2017) (explaining that “the plaintiff must show that the defendarts/sde
were not due ‘merely to isolated mistakes by agency officials’ tabéish a FOIA
policy or practice claim,” and grantilgummary judgment to the agency because the
plaintiff “failed to establish a policy or practice of FOIA noncomptiat); Muttitt v.
U.S. Cent. Command13 F. Supp. 2d 221, 230 (D.D.C. 2011) (denying agency’s
motion to dismiss, where the plaintiff’'$dctually specific allegations of multiple FOIA
violations are sufficiently detailed to state a pattern or practice tjaim

Whenthe standing argument that the CIA makes here is properly recast as the
contention that MuckRock has failed to make a plausibkegaliion that the CIA
employs a “per se” policy pertaining to FOIA requests for emails, ¢fem@y’s standing
contention clearly fails. MuckRock’s complaint details “specific amstes of conduct
by the CIA thafMuckRock] claims are manifestations of tladeged policies and
practices at isslg” Nat'| Sec. Counselors898 F. Supp. 2d at 2661, and alleges that

this policy was initially applied to MuckRock’s FOIA requests. MuckRagiolicy
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related assertionisiclude thefollowing specificallegations:(1) thatthe CIA declined
to procesdour FOIA requests that MuckRock submitted seekeamgails; (2) thatthe

CIA justified this declinatiorusing uniform language thatainly indicated the
agencys reason fonot processing the reques{8) thatthe ageny’'s proffered reason
specificallyreferenced th€IlA’s “require[ment]” thatrequesters seeking any form of
‘electronic communicationsuch as emails,. . provide the specifi¢to’ and*frony’
recipients, time frame and subjectind(4) thatthe agency notethat MuckRock’s
FOIA requess$ werenot being processed becaubkeydid not contain all of this
information. (Compl. {75 (emphasis added}ee alsdDef.’s MSJ Mem. at 361.)
Indeed, the agency went so far as to aggregate the requests and respond to them usin
single letter. $eelLutz Decl. 149 & n.15.)

What is more, in support of its cressotion for summary judgmenMuckRock
has presenteddditional,uncontroverted evidenatemonstratinghat the ClAhas
declined to procesBluckRocKs FOIA requests foemaik for this same reasoon
numerousotheroccasions (Seekx. | to Pl:s xMSJ, ECF No. 23, at34, 6-8.) And
if thatis not enoughMuckRock has also pladanto the record a copy of aamail
template that the CIA has admittedly used when responding to some [EQu&sts for
emailrecords—a template thastates that th€IA “require[s] requesters seeking any
form of electronic communications such as emails, to provide the spé&af and
‘from’ recipients, time frame and subjeg¢t[and that the agencyeclines to procesthe
requestat issuein the absence of each piece of information. (Ex. J te RMSJ Mem

(“Email Template”) ECF No. 2210.)
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Taken together, #se allegations angieces ofevidencearemore than sufficient
to make theexistence of a “per se” emablicy plausiblefor purposes of thapplicable
standing analysisSeePayneEnters, 837 F.2d at 491Nat'| Sec. Counselors398 F.
Supp. 2d at 260Thus,the CIA’s agument that MuckRockacks standing “because it
cannot establish the existence of the purported polibgf(s MSJ Mem. a#1l) lacks
merit.

2. MuckRock Has AllegedAn Injury-In-Fact, AndThe CIA's
SubsequenProcessig Of MuckRocKs FOIA Requests Does Not

RenderMuckRocKs Email PolicyClaim Unripe Or Otherwise
Unreviewable

It is clear beyond cavil that an agensyailure to producelocumentghat a
plaintiff requests under the FO{Afor whatever reaser-qualifies asan injuryin-fact
thatis sufficient to give rise tetanding to bring a FOIA claim in federal coui$ee
Zivotofsky v. Seég of State444 F.3d 614, 617 (D.C. Cir. 2006)Afiyone whose
[FOIA] request for specific information has been denied has standing to bring an
action”). Here, the ClAneverthelesanaintains that MuckRock has no such injury,
because after initially refusing to process MuckRedkOIA requess for emailsin
accordance with the agensyalleged “per se” policyf requiring certain information
on the part ofa requestertheagencyin fact processed MuckRoc¢k FOIA requestand
produced the resulting record¢SeeDef.’s MSJ Mem. at 42see alsdlst Status Rpt. at
1-4; 2d Status Rpt. at=R.) Therefore, according tthe CIA, MuckRock ispresently
uninjured, andany claim thaMuckRock might be injured by the alleged email policy in
the future isbothunripe and incapable of being remediedd®claratoryrelief. (See
Def.’s MSJ Mem. at 42. Unfortunately for the CIA,ite D.C. Circuit has considered

and soundlyejected—preciselythese same argumentsarsimilar case.See Payne
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Enters, 837 F.2dat 487-88.

The plaintiff in PayneEnterprisessought to challenge the U.S. Air Force’s
application, and subsequent abandonment, of an informal policy of delaying ¢aseel
of certain types of documents in response to FOIA requddayne Enterprisewasa
companythat soldinformation and advice abogbvernment contracts to prospective
contractors andit frequently usedhe FOIA to collect timesensitive informatiorabou
governmerdcontracting practicesSee id.at 488. Plaintiff alleged thathe Air Force
had a informalpolicy of routinely invoking FOIA Exemptions 4 andi&refuse to
releasebid abstractsn responsdo PayneEnterprises FOIA requestsnitially, butthen
invariably and without exceptiodeterminng that the invoked exceptions did not apply
when Payne Enterprises appealaddultimately releasindthe much delayedjecords
See idat 489. PayneEnterprisediled a lawsuit challenging the Air érces alleged
policy of delaying the release of thequested records this fashionandits complaint
requested botldeclaratory and injunctive reliefThe district courtfound thatit lacked
jurisdiction overPayneEnterprises’complaint becausthe requestedocumens had
been producethrough the administrative appeal progseSee idat 490. Moreover,
while PayneEnterprisesappealfrom the district courts jurisdictional holdingwas
pending the Air Forcealsovoluntarily ceasedhe challenged practiceSee id.
Nevertheless,ite D.C. Circuit reversethe district court’s decisigrand remanded the
case with instructions to the district court to award Paynterprisesieclaratory relief
and toconsider whether injunctive reliefas also appropriateSee id.at 495.

In rejecting the governmerd argument that the case was moot at the outset

because Paynénterprisedhad alreadyeceived the documents it sought, the Circuit
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distinguished between cases pertainingmondividual FOIA request-where the
allegedinjury is the requester’s lack of access to records, as the FOIAresgtand
cases pertainingn overarchingFOIA policy, where the injury is the delay resulting
from application of the policy With respect to the latter, @énCircuit held thateven
though a party may have obtained relief as to a specific request unde®thethis
will notmoot a claim that an agency policy or practice will impair the parkgwful
access to information in the fututeld. at 491(emphasis addedgitation omitted)
Indeed, “[i]n this case, Payne i sought to show-and the Air Force Hd]
conceded-that the appellees are following an impermissible practice in evaluating
FOIA requests, and that it will suffer continuing injuryedto this practicetherefore,
“[i] t is clear that Payrie challenge is not modt.Id. at 490-91 (internal quotation
marks, citations, and footnote omittedyhe Circuit panehlso easily disposed of the
agency’'sargument that the Air Force’s voluntary cessation of the potiopted the
case notingthatthe agency hd not come closéto satisfying theheavy burderof
demonstrating that there is no reasonable expectation that the alledgstdoniavill
recur’ Payne Enters 837 F.2dat 49192 (alteration internal quotation marksand
citation omitted).

And the Circuitwent further: itlikewise found that théraditionalripeness
factors—“the petitioners interest in prompt consideration of allegedly unlawful agency
action[as balancedagainst theagencys interest in crystallizing its policy before that
policy is subjected to judicial review and the court’s interests in avoidingogssary
adjudication and in deciding issues in a concrete sditingaglePicher Indws., 759

F.2dat915—"clearly weigh[ed] in favor of adjudication rather than dismissaPayne

41



Enters, 837 F.2d at 492. In this regarthe Circuitfirst explainedthat the case
presented a singular legal question of whether the Air Force’s apphcaf the policy
violated FOIA andvarrantedequitable relief Id. (assertinghat the “Governmens
claim that the case does not present purely legal issues because each retjtfesend
and may implicate different concerns misses the point of this’ca¥¢ith respect to
the crystdlization questionthe Circuitalso explainedhat“there is no doubt whatever
that the challenged Air Force practice hagstallized’ sufficiently for purposes of
judicial review[because] the outlines and impact of the disputed practice are mahifest.
Id. at 492-93; see also idat 493 (“It is a practice of unjustified delay by means of an
initial denial followed by the eventual release of the requested dodumesilting in
financial injury to Payn€). And the Circuitfurtherconcludedthat there wererfo
institutional interests favoring postponement of review, and in fact the ggarntthe
court have a positive interest in immediate reviewd. at 493. Finally, the Circuit
held that the district court had abused its discretion in denying decta relief,
observing that such equitable relief was warranted becautde @ggency’sunlawful
abuse of the FOIA schemeSee id.at 494;see also Long v. IR$93 F2d 907, 910(9th
Cir. 1982) (“Congress did not intend for the IRS, or any other agency, to use the FOI
offensively to hinder the release of rnerempt documents.”)

The similarities betweeRayne Enterpriseand this casare extensiveandin
this Court’s view,Payne Enterprisesntirelydisposes of each of the ClApgesent
jurisdictiond claims. Both cases involve an agency’s reéiito complyinitially with
an otherwise valid FOIA requebtcause of an informal policipllowed by an agency

decision torevers course whera plaintiff challenges that policy Like Payne
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EnterprisesMuckRock is a serial FOlAequesteri.e., it “consistently files request for
emails which are deni¢d” and MuckRock has'pending requests for emails that[he]
not been denied yet but would be denied based on this pgligutting MuckRock at
risk of future injury. (Mot. Hr'g Tr. at 22:1216.) Additionally, just as inPayne
Enterprises MuckRock makes aolicy-or-practice claimthatis notmootedsimply
because othe agency’slecision toreleasehe requestedocuments in response
MuckRock’s requets andthat can be remedied laydistrict court’s grant oéquitable
relief. PayneEnters, 837 F.2d at 49492.

In its motion for summary judgment, the CIA struggles mightily to distinguish
Payne Enterprises-and ultimately comes up shorEor example, the CIA fails to
explain why the fact that the Air Foreeknowledgedhe existence of the challenged
policy in Payne Enterprisesvhereas heréne ClArefuses to concede that it employs
such a policy geeDef.’s MSJ Mem. at 46), makes adyferenceas far as ta
jurisdictional questions areoncerned Regardless, so long as the plaintiff has made
plausible allegations that an illegablicy exists and thatthe plaintiffhasnot onlybeen
subjected to it at some point in the past but al&elly will be subjected to it again in
the future,there is a justiciable case or controversy that the plaintiff can pursue in
federal court. $eesupraPartlll.C.1.) Norcanthe ClIA successfully maintaithat
MuckRockhasfailed toestablish that iwvill suffer any future injury from application of
this policy. (SeeDef.’s MSJ Mem. at 4342.) MuckRock’s status as serial FOIA
requestethat hagpending FOIA requestséeMot. Hr'g Tr. at 22:1216) is sufficient
to establish that MuckRock “will be subjected in the near future to thiecpbar agency

policy or practice that it challenges under FQJA Tipograph 2015 WL 7566660, at
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*4; see also Nat Sec. Counselors898 F. Supp. 2d at 2663 (holdirg that a plaintiff
had standing to pursue a poltoy-practice claim when “it had already submitted fifteen
FOIA requests to the ClAthatwere “likely to implicate the claimed policies and
practices at issue because the pending and future requests appeaf tind same
character as the specific requests that form the basis of the plamiffrent claims”).
The CIA's argumerdthatequitablerelief is inappropriate in this case because
(a) the CIA has processed the requests at isand(b) MuckRockhas an adequate
remedy at law(a future FOIA lawsuif) in the event that the CIA refuses to process any
of MuckRock’spending or future FOIA requests based oe #dllegedper sepolicy (see
Def.’s MSJ Mem. at 36hniss the mark The D.C. Circuithas specificallyjheldthat
equitablerelief is available in cases where an agency is found to have enforced v polic
that violates FOIAevenif no FOIA request isurrently pendingandeven ifthe
plaintiff could presumably challenge future applicationtlod policy in subsequent
FOIA lawsuits SeePayne Enters 837 F.2d at 494see alspe.g, Newport Aero. Sales
v. Dept of Air Force 684 F.3d 160, 164 (D.C. Cir. 201 Better Govt Assn, 780 F.2d
at 91 n.23 And it is crystal clear that an agencysactice of illegally enforcing an
administrative policyat the outset, and then forcing=®IA requester to bring
individual lawsuits in the context of each FOIA requestuses “unreasonable delay(]
in disclosing norexempt documents [that] violate[s]ehntent and purpose of the
FOIA[.]” PayneEnters, 837 F.2d at 494citation omitted) Indeed,theveryinjury
that a FOIA policyor-practicelawsuit seek to remedyis the unreasonabldelaythat
results from an agency’s seriatim application of an wilid policy or practiceduring

the processing of FOIA requeststhe CIA’s insistencénerethat individual lawsuitgo
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remedy future harm are available MuckRock asa plaintiff whois perpetually
aggrieved by the allegdategal FOIA policy makes little senseln other wordsas far
as the delay injury is concerned, individual FOIA lawsuits concerning an agency’
treatment of particular requesd® not provideany remedy let alone aradequateone.

In sum, this Court has little doubt that the D.C. Circuit meant what it said when
it held that“courts have a duty to prevent [an agency from] abus[ing]” the FOIA by
adoptinga policy that unreasonably and improperly deddlge disclosure of records
Payre Enters, 837 F.2d at 494citation omitted) And nothing in the CIA’s summary
judgment brief in this case convinces this Court th#aksjurisdiction (on standing,
mootnesspr ripenesggrounds, or otherwise) to review MuckRock’s plausible
allegatians that the CIA isbusing the FOIA process lipposing an unlawfutper se”
policy with respect to FOIA requests for emails.

D. Because There Is No Genuin®ispute That The CIA Employs An

Email Policy That Violates The FOIA, MuckRock Is Entitled To

Summary Judgment On Count 7, And The Court Will Order
Declaratory Relief

MuckRockarguesthat ths Court must enter summary judgment in its favor
Count 7 of the amended complaibtecause the recofévidences a policy or practice
of delayed disclosure or sonmher failure to abide by the terms of the FQIA Payne
Enters, 837 F.2d at 491(See alsd®l.’s xMSJ Mem. at 2829.) This Court has
reviewed the record evidencandhasconsidered the CIA’s contention that it has no
such policybut considers requés for email records on a “cafy-case” basigLutz 2d
Suppl. Decl. 1 3Q)and theCourt agrees with MuckRock.

First of all, here can beno disputethat the ClAtreated four of MuckRock’s

requests foemails in exactly the same wayhe agencywggregaedthe requests and
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respon@dwith a single lettern which itrefusedto processherequests becausg¢w]e
require requesters seeking any form of ‘electronic communicatiacdi as emails, to
provide the specific ‘to’ and ‘from’ repients, time frameand subject (Ex. U to Lutz
Decl., ECF No. 1410; see alsd_utz Decl. 149 & n.15.) MuckRock has also submitted
unrefuted evidence that the CIA hastemplaté to this effect (Ex. J to Pls xMSJ
Mem., ECF No. 2210), andthe CIA hasapparentlyused silar rationalewhen it
refused(at least initially) to process at least eigitherFOIA requests that MuckRock
submitted. $eeEx. | to Pls xMSJ Mem., ECF No. 29.)

The CIAdoes not denythat it hasin fact, used the template that MuckRock
pointsto as evidence of the policalthough it couches this admission witie bald
assertion that theetter templatatself “has been used on a cabg-case basis]” (Lutz
2d Suppl. Declf 31.) The CIA furthermaintainsthat, “over time, CIA’s electronic
search capabilities have improved,” such tthet agencyis now usually able to accept
and process requests that contain only the name of either the senderecithent”
(id. 1 32), but this purporteéddvancemenin the manner in which the agency
approaches requests for emabsys nothing abowhether the agency routinely
employed a policy of not processing emails for the reasons statbe ietter template
previously or whether the agency could again opt to emplaghsa policy to
MuckRock’s pending or future email requests, which are the only pettqesstions at
issue here.SeePayne Enters.837 F.2dat491-92 (holding that the Air Force’s
“promise to desist from following the challenged practice” was insuffitcie thwart
judicial review of the practice)lt is also notable that, in striking contrast to

MuckRock’s evidence regarding the existence of a “per se” email policy, lthe&s
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not presente@nyevidence predating the commencement of this case thadrnates
that the agency processed a single FOIA requestrfaail records that dichot satisfy
the policy that MuckRock alleges existsSeeLutz 2d Suppl. Decl. 183-37 & Ex. B
(discussingand attachingwo FOIA responses that pedate the complaint in this
matter).)

The CIA spends much of its energy denying the existence of any such,policy
presumably because it cannot credilligpute that such a policy violates the FOIBy
its express termsection 552(a)(3) sets fortmly onestandard fothe categorical
rejecton of a request for remrdsbased on its substanceéhat the documents sought are
not “reasonably described.See5 U.S.C. 8552(a)(3)(A) see alsdale v. IR$ 238
F.Supp.2d 99, 104 (D.D.C. 2002) (holding that an agency can redys®cessbroad,
sweepingFOIA] requests lacking specificity. It is well established thatn orderto
“reasonably describe” the records sought for the purposeiostatubry provision a
FOIA requestmust be such thda professional employee ¢fe agency who was
familiar with the subject area of the request [could] locate the record weghsonable
amount of effort.” Kenney v. U.S. Dep’t of Justic03 F. Supp. 2d 184, 188 (D.D.C.
2009) see also MacLeod v. U.S. Dépf Homeland SegcNo.15¢cv1792,2017 WL
4220398 at *12 (D.D.C. Sept. 21, 2017)And in the context of the instant dispute, the
CIA has done nothing to demonstrate that the agency’s employees lhéma pieces
of information—the sender, recipient, subject, atithe frame—in order to locate email
records in the agency’s information systems; indégdts own admission, th€lA can
oftendetermine whaemailrecords ardeingsought and carconduct asearchfor those

records withouthaving allfour of the pieces of informationthat theallegedpolicy
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delineates (SeeLutz 2d Suppl. Decl. 82 (explaining that the CIA system “is usually
now able to accept and process requests that contain only the same ofhethender
or recipient’).) See also Yeag v. DEA 678 F.2d 315, 326 (D.C. Cir. 1982)dlding
thatwhether a request reasonably describes the records sought turns dhémthe
agency is able to determine precisely what records are being requestedid!
guotation marks and citation onet)). This means that thEOIA does not authorize
the CIAto denya FOIA email requestategorically,simply and solely becaugsbe
requestdoesnotreference thesender, recipient, subject, atiche frame Cf. S. Rep.
No. 93854,at. 10(1974)(notingthat Congress intended the “reasonably described”
languageo be interpreted liberally, and that this standard “should not be used to
obstruct public access to agency records”).

All things considered, thenhis Court easily finds thahere is no genuine
disputethatthe CIA hasemployeda policy of categorically refuisig to process
MuckRock’'sFOIA requests foemailrecords that do not specify “to” and “from”
recipients, time frame, and subje@ndit concludesthatthis policyviolatesthe FOIA.
Therebre, this Court will enter summary judgment MuckRocKs favor on Count s
policy-or-practice claim, and wildeclare that this per se policy violates the FOIA

Notably, insofaras MuckRock has requestédth declaratoryandinjunctive
relief on this aspect of its complai(gee Am. Compl. 185), this Court cannot oblige.
To be surejn addition to the aforementioned declaratory relMtickRockis eligible
for prospectiveinjunctiverelief that barshe CIA from applyingts emailpolicy when
respondng to any futureFOIA requests foemailrecords that MuckRock submitsSee,

e.g, CREW 846 F.3dat 1246 Payne Enters.837 F.2d at 49. However,with respect
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to such injunctive reliefthe D.C. Circuit requires a district court to evaluate “the
likelihood of continued delinquent conduct by the agency@{f. for the Study of Servs.
v. U.S. Dep’t of Health & Human Sery874 F.3d 287, 293 (D.C. Cir. 201 %yhile
keeping in mind that “[apovernment defendant is presumed to adhere to the law
declaredby the court,]” id. Here, MuckRock makes no argument in its briefs that the
CIA will likely continue applying this policy if this Court declares that tlodigy is
unlawful, and there is otherwise no record evidence to overcome the presumption of
adherence to which the agency is entitlextcordingly, this Court will limit its award

of equitable relief to a declaration that t6€A’s email policy violates the FOIA.

V. CONCLUSION

The CIA has established that it conducted an adequate search for iggpons
records with respect to Counts 2 ahadandthat itproperly invoked FOIA Exemption 3
and the National Security Act with respect to its withholding of the threerds that
remain at issuén Counts 4 and 5Therefore the agencys entitled to sumnry
judgment on Counts 2, 4, and hiewise, MuckRock hasshownthat the CIA has
enforced grocessing policwith respect to requests for ematlsat contravenethe
FOIA, andthus, MuckRock is entitled to summary judgment on Counfcordingly,
as sefforth in the accompanying Ordebboth parties’ motions for summary judgment

areGRANTED IN PART and DENIED IN PART .

DATE: February 28, 2018 Kdanjs Brown Packson
s b

KETANJI BROWN JACKSON
United States District Jueg
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