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UNITED STATES DISTRI CT COURT
FOR THE DISTRICT OF COLUMBIA

MATTHEW A. GOLDSTEIN, PLLC,
Plaintiff, Civil Action No.: 15-0311(RC)
V. Re Document No.: 25

U.S. DEPARTMENT OF JATE, et al,

Defendans.

MEMORANDUM OPINION

GRANTING DEFENDANTS’ M OTION TO DISMISS

I. INTRODUCTION

The Arms Export Control Adt'AECA” or “the Act”) authorizes the President “to
control the import and export of defense articles and defense seiv2U.S.C. § 2778(a)(1).
The Act provides that “every pers¢ather than an officer or employee of the United States
Governmengcting in an official capacityho engags in the business of brokering activities
with respect to the manufacture, export, import, or transfer” ofendefarticle or service must
both register with the government and seek a license before engaging brekehng
activities. Id. 8 2778(b)(1)(A)(i)(D111). In 2013, the Uned States Department of State
(“Staté), by regulation, clarified its definition of “brokering activitiesSee generally
Amendment to the International Traffic in Arms Regulations: &egfion and Licensing of
Brokers, Brokering Activities, and Related Provisions, 78 Fed. Reg8G2Aug. 26, 2013). As
pertinent to this cas&tateamended the regulatioa tlefine“brokering activities”as excluding
“activities by an attorney that dwt extend beyond the provision of legal advice to clients.” 22

C.F.R. 8§ 129.2(b)(2)(iv)see als”Amendment to the International Traffic in Arms Regulations:
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Registration andlicensing of Brokers, Brokering Activities, and Related Provisi@fs-ed.
Reg. 78,578, 78,578 (Dec. 19, 2011) (proposed rule explaining the change).

This case arisesut of a dispute over whethand if so, in what circumstances
attorney acting on lf of his client mayeverthelesbe engaging in “brokering activities.”
After receivingadvisory guidance from Staédout the provision’s scope that found
insufficient, Matthew A. Goldstein initiated this action on &@&bf his eponymous law firm,
Plaintiff Matthew A. Goldstein PLLC Plaintiff's complaintseeksa declaratiorequitably
estopping Stat&om applying the regulations its legal services andeclaring that State’s
definition of “brokering activities” islltra vires unconstitutionaland violats the
Administrative Procedurédct (“APA”). Plaintiff also seeksn injunction permanently enjoining
Statefrom applying thebrokering regulations to Plaintiffiegal services as describedir.
Goldstein’srequest for guidance.

Now before he Court is Defendants’ motion to dismiss Plaintiff's claims on thargl
that the Court lacks subject matter jurisdict@ypalternatively, that Plaintiff's Amended
Complaint fails to state a clainThe Courtagreeghat Plaintiff lacks standing andatihthis case

is not yet ripe anthereforewill grant Defendants’ motion to dismiss.

lI. FACTUAL & STATUTORY BACKGROUND
A. The AECA'’s Regulation of “Brokering Activities”

“In furtherance of world peace and the security and foreign policyeddtited States,”
the AECA empowers the President to control the import and expdetfense articles and
services.See22 U.S.C. § 2778(a)(1)Initially, the AECA only regulated the direct
“manufacturing, exporting, or importing” of defense articles andices. See22 U.S.C. § 2778

(1996 ed.)see alsdnternational Security Assistance and Arms Export Control AtB@H



Pub.L. No. 94-329,8 212(a)(1), 90 Stat. 729, 74b. In 1996 however, Congress amended

the AECAto require regulation of international arim®kering SeeAct of July 21, 1996, Pub

L. No. 104-164, § 151, 110 Stat. 1421437-38.As the HousdReportexplained,the extensia

of U.S. legal authority . . . to regulate [the] brokering activitids'bS. persons (and foreign

persons located in the U)Swould allow the United States to ensure that the activities of those

who broker in international arms “support flaetherance of U.S. foreign policy objectives,

national security interests and world peace.” H.R. Rep. N65104at 1112 (1996) reprinted

in 1996 U.S.C.C.A.N. 1118, 11289 “More specifically,” the repormotedthat “in some

instances U.S. persoase involved in arms deals that are inconsistent with U.S. policy” and

“[c]ertain of these transactions could fuel regional instabil@gdlsupport to terrorism or run

counter to a U.S. policy decision not to sell arms to a specific igoonarea.” I1d. at 12.
Accordingly, the AECA nowequires‘every person” who “engages in the business of

brokering activities with respect to the manufacture, export, impottansfer” of a defense

article or serviceo bothregister with the government and procure a license to engage in such

brokering activities.22 U.S.C.8 2778(b)(1)(A)(i)(I)(111). The statutéurther provides that

entities must abide by requirements “[a]s prescribed in regulassmsd under this sectidnlid.

8§ 2778(b)(1)(A)(i))(1) As part ofits International Traffic in Arms Regulations (“ITAR"jtate

has promulgated regulations specific to brokering activities at Tifle@2 129 of the Federal

Code of Regulations (“Part 1299ee generall2 C.F.R. §§ 129-4129.11*

11n 2013, the President delegated to State his authority under 22 U.S.C. §&®78 *
registration and licensing of those persons who engage in the lsusiri@skering activities
with respect to defense articles or defesewices’ SeeExec.OrderNo. 13,637, 78 Fed. Reg.
16,129 (Mar. 8, 2013). But State has regulated brokering activities thimaifiAR eversince
Congresdirst amended the AECA in 19965ee, e.g.Bureau of PoliticaMilitary Affairs;
Amendments tohte International Traffic in Arms Regulations, 62 Fed. Reg. 67,274, 67,275
(Dec. 24, 1997) (promulgating “new Part 129" to set foghidance concerning persons



Part 129 requireany person engaged in brokering activities to register with the
Directorate of Defense Trade Contr@lthe Directorate”Jasa “precondition for the issuance of
approval for brokering activities” or for “the use of exemption22 C.F.R. § 123(a);see #0
id. 8§ 1293(e). Once registered, a person may not “engage in the busineskasfrig activities
.. . without first obtaining the approval of the Directordt®efense Trade Controls for the
brokering of” a number of regulateprescribed defenset&les and servicesld. 8 1294(a);see
also id.8129.5 (isting exemptions from the approval requirement, not relevant herepbfimn
approval, a broker must supply the Directorate wiittaininformation and fullydescribe “the
brokering activitieghat will be undertaken” including[t]he action to be taken by the applicant
to facilitate the manufacture, export, import, or transfer” of therdef articlg“[tjhe name,
nationality, address, and place of business of all persons whoamaypatein the brokering
activities’; a description of the defense articles invdie estimated quantity and dollar vajue
and thef[e]nd-user and endise.” Id. 8 129.6(axb). Part 129 also requires registrants to
provide a report to the Directorate “on an annual basis” detailingghstnant’s “brokering
activities in the previous twelve monthdd. § 129.10(a). That report must incluale
description of the “brokering activities that reavor were exempt from approValr otherwise
certify that “there were no such activitiesld. § 129.1@b)—c). In addition, a “person who is
required to register” as a brokénust maintain records concerning brokering activities,” which
“shall be available at all tingdor inspection and copying by the Directoratéd: 88 129.11,

122.5(b).

required to register as brokers and the types of brokering activitieretjuire prior appral of
the Department of Stade



Until 2013, Part 129’s definition dbroker” and “brokering activities” was quite general.
A broker was defined ashy person who acts as an agent for others in negotiating or arranging
contracts, purchases, sales or transfédefense articles or defense services in return for a fee,
commission, or other considerativbr22 C.F.R. 129.2(a) (2006 edsge alsdBureau of
PoliticalMilitary Affairs; Amendments to the International Traffic inrAs Regulations, 62 Fed.
Reg. 67,274, 67,2787 (Dec. 24, 1997) (first adding Part 129 in light of the AECA amendment
regulating brokering activities). And “brokering activities” were defiasdacting as a broker
as defined in § 129.2(&)including “the financing, transportation, freiglorwarding, or taking
of any other action that facilitates the manufacture, export, or impartlefense article or
defense service, irrespective of its origi22 C.F.R. § 129.2(b) (2006 ed.).

In 2011, in light of a 2003 report to Congress in which Staténoted that it was
beginning a review of the brokering regulations” and “assess[ing] the o@ealdify the
regulations in light of the experience gained in administering,th8tate issued Notice of
Proposed Rulemaking that substantially altered the regulatonitaefiof “broker” and
“brokering activities.” Amendment to the International Traffic in Arms Regulations:
Registration and Licensing of Brokers, Brokering Activities, anidted Provisions, 76 Fed.

Reg. 78,578, 78,578 (Dec. 19, 20145 pertinent to this cas8tate proposed tmmendhe
definition of brokeringactivitiesto clarify that “[b]Jrokering activities do not include . . .
activities by an attorney that do not extdreyond providing legal advice to a brokeld’ at
78,587 (proposed language fofL29.2(e)(3))see also idat 78,578 (explaining change).

State promulgated an Interim Final Rule in 2013, amendargl29. See generally
Amendment to the Internatioln@raffic in Arms Regulations: Registration and Licensing of

Brokers, Brokering Activities, and Related Provisions, 78 Fed. Reg. 54680 26, 2013).In



response to the comments of three parties, State alteredpused language of § 12&Byhtly
to clarify that the definition of brokering activities does not exterydhe theprovision of legal
advice to alient(rather tharto abroken. Id. at 52,681. Thus, the current definitjaifective
October 24, 2013rovides that “brokering activities” do not includactivities by an attorney
that do not extend beyond the provision of legal advice to clie@® C.F.R. § 129.2(b)(2)(V?

In a “Frequently Asked Questions” section of its website Directorateprovides further
guidance regardinthe regulatory definitios scope The FAQs state that:

Activities conducted by an attorney, consultant, or any other piofedshat do
not extend beyond the provision of legal or consulting advice totslen ITAR
compliance is not within the defifon of brokering activities.For example,
advising on the legality of a transaction, such as advising whether a ti@mssict
ITAR compliant, tax rates or other laws may be preferentiaftidg of contract
terms where parties to the transaction halveady been identified by the client,
representing your client to a clieientified foreign party, conducting ITAR
audits, and/or providing training or assistance with ITAR complianoceeplures,
are outside the scope of brokering activitiewever,this does not mean that
there are no circumstances where an attorney, consultant, or any other
professional would be a brokelf.these persons engage in activities that go
beyond providing consulting or legal advice, including being a third parheto t
transaction, or are engaged in soliciting, locating a buyer or satiducing or
recommending specific parties, structuring the transaction, magketimmoting,
and/or negotiating ITARontrolled defense articles and services on behalf of
their clients beyond contract terms of already identified foreign parjig®br
client, then such activities may constitute brokering activitieleuhiT AR Part
129.2(b).

Frequently Asked Questions (FAQdRegistration U.S. Dept of State, Directorate of Defense

Trade ControlgJuly 2, 2015) http://pmddtc.state.gov/registration/faqs_reg.html.

2 Plaintiff's complaint alleges thahis amendmeris an “expansion” of Part 129 because,
in its understanding‘Part 129 was not applied to legal services by attorneys” before 2013.
Compl.§127. In the Court’s viewPlaintiff's interpretation gets it exactly backwards. As far as
the regulatory history reveals, the regulation’s language remapeended until State
clarified in 2013 that legal services were not generally included in the deffirafi“brokering
adivities.” If anything, the amendment appears to have narrowedomeamightotherwise
havepreviouslyinterpreted to be the regulation’s reach.



B. Guidance Available From the Department of State

Becausehis dispute was caught in the crdgars ofthe 2013change in legal regime, the
Court also brieflydescribes the available methods for seeking guidizooe State about the
ITAR’S requiremets.

Before the 2013 amendmen2? C.F.R8 12.1Q entitled ‘Guidance’ providedthat
“[a]ny person desiring guidance on issues related to” Part 128 &suiwhether an activity a
brokering activity within the scope of this Part . . . may seek guidaneating from the
Directorate of Defense Trade Control22 C.F.R. § 129.1(2006 ed.) Theprovision cross
referenced to “[tlhe procedures and conditions stat@dl®6.9” Id. Section 126.9, in turn,
providesa mechanism to requestlvisory opinionghat“are issued on a ca$®-case basis and
apply only tothe particulamatters presented to the Directorate of Defense Trade CohtB@s
C.F.R. 8§ 126.9(a). Any requdsr an advisory opinion “must be made in writing” amdust
outline in detail the equipment, its usage, the security classiiicéfiany) of the articles or
related technical data, and the country or countries involvied. The section further cautions
that advisory opinions “are not binding on the Department of Statermay not be used in
future matters before the Departmenid:

The 2013 Interim Final Rule revised, renumbered, and substanttaligcathe guidance
available to regulated entities under Part 129. Previous 8A2&s renumbered &129.9
Section 129.%0w provides a stardlone method by which a party can seek guidanée
sectionstill provides that a persomlésiring guidance on whether an activity constitutes a
brokering activity within the scope of this part 129 may request in yrgindance from the
Directorate of Defense Trade Contrdl®22 C.F.R. § 129.9. Buh& new section goes on to

require that the requester “identify the applicant and registrant dag®plicable) and describe



fully the activities that will be undertakenisting specific information that a requester must
provide—includingthe “name, nationality, and geographic location of all U.S. and foreig
persons who may pcipate in the activities,” the “[e]rdser and endise” and “[a] copy of
any agreement or documentation, if available, between or among thetee@unelsother persons
who will be involved in the activity or related transactions that desstibe activity to be taken
by such persoris-that go far beyond the more limited information required by § 12@.9.
compare22 C.F.R. 8 126.9Thereappears to be a benefit to that specifiditgywever:
8129.9(b) states that any guidance received as a result of a request “willit®as official
determination by th®epartment of State.td.?
C. Factual Background

Plaintiff's law practice focuses on international tradeAm. Compl.63. As alleged
in its complaint Plaintiff's clients “include exportersfanilitary, homeland security, duaise,
and purely commercial items and technologies,” Rladhtiff advises its clients “on all aspects of
U.S. export control laws and related international trade lavgs. Plaintiff contends that “[m]ost
of these legal services involve advisements on transactions swhjeetlTAR” 1d.

Concerned about the scope of the 2013 Final Interim Rid@tiff's principal, Matthew
A. Goldstein,sought an advisg opinion from Daniel Cook, the Directorate’s Chief of the
Compliance, Registration, and Enforcement Division. Am. Cofinp¥. While Plaintiff's
complaint alleges that the request was sent pursuant to 22 C.F.®9&),2eeAm. Compl.q

37, Plaintif has since clarified that Mr. Goldstein’s request was submitted umel@rior

3 Defendants contend that regulated entities retain the option of seekingbading
advisory opinion uner 8 126.9.SeeDefs.” Mem. Supp. Mot. to Dismiss (“Defs.” Mem. Supp.”)
at 5, ECF No. 28.. That provision remains in effect and is codified in Part 126, ehtit|
“General Policies and Provisions.”



guidance provision, 22 C.F.R. § 129.%6¢PIl.’'s Mem. Opp’n Defs.” Mot. to Dismiss at 72n.
("PL’s Mem. Opp’ri), ECF No. 261. Mr. Goldstein sent Mr. Cook a letter on August 29, 2013,
three days after the Final Interim Rule was promulgated, but bedaBetober 24, 2013

effective dateexpressing concern that some lawyaddivities might fall within the regulatory
definition of “brokering activities” because “export cdiapce advice frequently includes

advice on how to structure transactions involving sales of defetisles and assistance in the
preparation of contracts and other documents for such transact®aklstein Af. Attach.A

(“Pl.’s Attach.A”), ECF No. 262 (reproducing lettersee alscAm. Compl.{37. The letter
requested Mr. Cook’adviceonwhethersix listed legal services would be considered as
“brokeringactivities” as follows:

1) Advising howto structure transactions involving tbale of defense
articles and defense services, to include advising how to structuse sale
mergers, acquisitions, and divestitures that involve the transtfexfise
articles and defense services;

2) Preparing contracts for the sale of defense articlesl@f@hse services, to
include clauses, parts, and other provisions to contracts, as \gteas
of intent, nondisclosure, and other documents incidental to ctsfoaic
sale, mergers, acquisitions, and divestitures;

3) Advising on and preparing techniasistance agreements and other Part
124 agreements, to include advising on how to structure the involvemen
of subcontractors, stitensees, and other parties to Part 124 agreements;

4) Advising on the availability of financing for export sales of defense
articles and defense services, and preparation of legal documentsdaequ
by financial institutions for financing of export sales of defearsieles
and defense services;

5) Advising on proposals to broker and sell defense articles and defense
services andneparing proposals and clauses, parts, and other provisions
to proposals; and

6) Corresponding and meeting with U.S. government personnel regarding
licensing policy and specific requests to export defense artiaes an
defense services.



Pl’s Attach. A see ado Am. Compl.§ 37. The letter further stated that Mr. Goldstein’s services
are not provided “on a commission or contingency basis” but “are pedoion an hourly or flat
fee,” that the listed services “involve defense articles, technical datay aedi#nse services
described under ITAR Part 121, to include classified and unclassified eafie¢ictes and
technical data,” and that the listed services may “involve exports andeseprovided to any
country except as limited by ITAR section6l?’ (which specifiescountrieswith which
brokering activities are banned or curtailed on various groumls3. Attach. A;see alscAm.
Compl.{ 38.

For over a year, State failed to respond to this requsstAm. Compl.§39. Plaintiff
alleges that it “made repeated requests for information on [the] states Aflvisory Opinion
Request.”ld. In the interim, Mr. Goldstein sought an advisory opinion from thetrioi of
Columbia Bar Legal Ethicsd@@nmittee regardingvhether, to the egnt his activities did
constitute “brokering activities,” he was permitted to comply with th&R’'E disclosure
requirementsvithout violating District of Columbia Rule of Professional Cortdué
(presumablyfor obtairing prior approvalfor any transactios,see22 C.F.R. § 129.6(afb), or
for purposes of submittindpe necessary yeand reportsee id.8 129.10(a}c)). SeeAm.
Compl.§ 562

Steuart Thomsen, Chair of the D.C. Bar Legal Ethics Committee, resgpbgdwo

letters dated May 30, 2014, and June 25, 2@eEPIl.’'s Mem. Opp'n Ex. 4 (“Pl.’s Ex. 4”), ECF

4 In pertinent part, Rule 1.6 provides that a lawyer “shall not kmghyi. . . reveal a
confidence or secret of the lawyer’s client.” D.C. Rules of Prafihdiict R. 1.6(a)(1)Among
other circumstancebpwever,Rule 1.6(e) provides that a lawyer may reveal “client confidences
or secrets” “with the informed consent of the client” or “when equired by lav or court
order” Id. R.1.6(e)(1), (2)(A).

10



No. 263; Pl's Mem. Opp’n Ex. 5 (“Pl.’s Ex. 5”), ECF No. 3" Those letters noted that “the
issues [Mr. Goldstein] ha[d] identified are largely beyond tuge of the Legal Ethics
Committee’s authority to addressPl.’s Ex. 4at 2 Pl.’s Ex. 5 at 2. Nevertheless, Mr. Thomsen
advised that “[tjurning over information required to be disclosedwydaot inconsistent with
Rule 1.6, which provides an exception for such situations.” Pl'dBk2; Pl's Ex. 5at 2. To
the extenMr. Goldstein’sclients object tahosedisclosurs, Mr. Thomsen further advised that
Mr. Goldstein should use “all legally permissible mechanismavoiding disclosure” or, to the
extent he is aware of the law and its potential reach “prior to atgastient secrets and
confidences,” he should “refrain from obtaining sensitiventlieformation until [he] ha[s]
communicated the risk of disclosure” to those clients.” Pl.’s Ex. 4Rilt'®;Ex. 5 at 2.In
circumstances, likethe instance casewhere an attornewould be “aware prior to taking on the
engagement that he or she will be required to disclose certain confidadceeceets,” Mr.
Thomsen explained thah atbrneylike Mr. Goldstein“must advise the client of these risks at
the outset of the representation and obtain the client’s informedrtgmsor to receiving any
information subject toidclosure.” Pl.’s Ex. 5 at 4 (footnote omitted)

Mr. Thomsen acknowledged that, whether it would be possildertonunicate
“sufficient information to obtain a client’s informed consent winenlaw requires the attorney

to obtain approval . . . prior to engaging in such communicaisoasletermination that must be

® Those lettes statehat the Directorate “recently announced it is now applying P&rt 12
to a variey of legal services routinely provided by attorneys, whichrisaters as falling within
the definition of brokering activities.” Pl.’s Ex. 4 at 2; Pl.’s.Bxat 2. The letter does not
identify a source for that contention, which seems to confliabnmesrespestwith the regulation
itself. It appears that the contentiwas supplied by Mr. Goldsteias the letter reports that Mr.
Thomsen “ha[d] not undertaken any independent review of the ITARSitmtly relied onhow
Mr. Goldstein had “describethé¢ ITAR . . . for purposes of [his] inquiry.” Pl’s Ex. 4 at 2 & n.2;
Pl's Ex. 5at 2 & n.2.

11



left to the attorney’s professional judgment agtretion.” Id. Ultimately, Mr. Thomsen
advised that “[tJo the extent that you are required by law to revealrcertarmation that would
otherwise be subject to the protections of Ruleptid to engaging in substantive
communications with yo client, you may find that it is impossible to comply with the informed
consent provision found in 1.6(e)(1)lY. at 2(emphasis added)

On July 3, 2014, Mr. Goldstein finally received some type of commuamicidbm State.
On that date, MrCook called Mr. Goldstein to discuss Mr. Goldstein’s advisory opireqnest.
Plaintiff alleges that the two discussed the request “at length” and Mr. Cocledblvi
Goldstein that, “so long as no fee arrangements are [made] on a commissiningacy
basis,” the “legal services described in Plaintiff's Advisory @pirRequest are not subject to
Part 129.” Am. CompH40. Thereafter, Mr. Goldstein sent Mr. Cook a follow up letter
officially withdrawing his advisory opinion request, and reit@gthe substance of Mr. Cook’s
guidance.SeeAm. Compl.§ 42;see alsoGoldstein Aff. Attach. C, ECF No. 2B. In the
ensuing month laintiff alleges that it “corresponded with attorneys and public interespgro
and notified them of the advisememopided by Defendant Cook,” and “relying on the
advisement provided by Defendant Cook . . . provided legal services ddsaribhe Advisory

Opinion Request.” Am. Compf143, 44.

® Although he two letters from #1D.C. Bar are nearly identicahereare small but not
unimportantdifferences. For example, the first letter from the B&, dated May 30, 2014
opined only that “[w]hether it is practically possible to adequateatyroanicate and evaluate
risks in a situation in which any information transmittegaa is subject to disclosure is
something only you can determine in discasswith your client.” Pl.’s Ex. 4 at 2. It was only
in the D.C. Bar’s second letter, dated June 25, 2014, that a sentence wasgdd#dg the
potential “impossibility” of complying with Rule 1.6(e)(1omparePl.’s Ex. 5 at 2with Pl.’s
Ex. 4 at 2 Pages four and five of the second letter also contain minor altesatibich do not
appear to substantively change the scope of Mr. Thomsen’s adgaePl.’s Ex. 5 at 45.
Plaintiff has not explained why a second letter, identifying the same M231% request Mr.
Goldstein had submitted but making substantive changes to th&&r€ opinion, was issued.

12



On February4, 2015, even months after he had spoken with Mr. Gold stlaintiff
alleges thaMr. Cook sent Mr. Goldsteia letter advisindnim that his advisory opinion request,
and his conversation with Mr. Cook, “lacked sufficient detail for tepddtment to make an
official determination as to whether the activities discussed caestitmokering activities.”

Am. Compl.{ 46;seeDecl. of Daniel L. Cook (“Cook Decl.”) Attach. & 1, ECF No. 2827
The letterencouragediir. Goldstein to review State’s Frequently Asked Questiongtdiidance
and invited Mr. Goldstein to “submit a written request” under the ys@wdmulgated section
129.9 should he have “further questions regarding whether a spechitydells under he
provisions of ITAR Part 129.Cook Decl. Attach. Bat -2 Mr. Cook further cautioned that
“the information provided in this letter should be construed asrgeguidance, not an official
Department position under ITAR Section 129.9, as official guidance 12@9must be case
specific.” Id. at 2. Plaintiff characterizes thigetterasa withdrawal of the advice Mr. Cook had
previouslyprovided by telephoneSeeAm. Compl.{ 45.

Soon thereaftegn March 3, 2015, Plaintiffled suit in this Court SeeCompl.,ECF No.
1. Its complaint alleges that Defendants’ “application of P&@ttdZegal services requires
Plaintiff and other attorneys who may provelech services to register with the Department of
State agrms brokers, to disclose confidential clienbmfhation, and to provide law enforcement
agents with open access to law firm records without a subpoena, warrdrgrdegalprocess
subject to judicial review. Am. Compl. 3. The complaiiseeks recovery on fivdaims: (1)

that Defendants shouleequitably estopped from applying Part 129 to Bféigactivities

" Plaintiff alleges that the letter was sent on February 24, 2015, eléspitact that the
letter itself is dated February 6, 2016ompareAm. Compl. | 45,with Cook. Decl. Attach. B at
1. Plaintiff does not further explain this discrepararythe basis for its allegation that the letter
was sent weeks after it was dated.

13



because of Plaintiff's reasonable reliance on the advic€btk relayed by telephoné) that
Part 129's definition ofbrokering activities, specifically its description of whichda services
are subject to the AR, is unconstitutionally vague in violation of the Fifimendment’s Due
Process Causé3) that Defendants’ application of Part 129 to legal servicglsr#sviresand
exceeds authority under the AECA; (4) that application of Part 128te®the “separation of
powers® under the Tenth Amendment; and (5) that Defendants’ application tof Pato any
legal services violates the Administrative Procedure Act (“AP/S¢eAm. Compl. 11 68114.
Plaintiff seeks both declaratory and permanent injunctive releEAm. Compl. at 2223.

After Plaintiff filed its complaint, Mr. Cook sent Mr. Goldstein yet anotheefedated
May 15, 2015, stylized as a “supplemental advisory opinion” to “provide addltguidance”
and “describe[] activities by an attorney that would constituteigion of legal advice to a client
and not brokering activity.” Cook Decl. Attach. C at 1, ECF Ne22Mr. Cook noted that the
Directorate “does not intend for registration to be a prerequisitgrdmiding legal services in
connection with the types of activities referenced in your lettiek.at 2. That letter advised Mr.
Goldstein thatour of the activities identified in his advisory opinion requegtose enumerated
asnumbers ongadvising clients how to structure transactiobs} (preparing contractsihree
(advising cliens on and preparing technical assistance agreementsiyargddvising on
proposad to broker and sell defense articles)would constitute the provision of legal advice,”
and thus would ndffall within the scope obrokering activities so long as the client has

“already identified the foreign party/partiesid. at 2. With respect to the fourth type of service,

8 As Defendants point out, because this claim is premised on the Teethd&nent and
the State Department’s alleged intrusion on the states’ tradiaotiadrity to regulate the legal
profession, the claim is in fact premised on federalism prirgiplespiteéhe “separation of
powers” label. SeeDefs.” Mem. Supp. at 30.8.

14



advising clients on the availability of financing for defensecksiand preparing legal
documents required to finance those export sales, Mr. Cook advisédst@tg as you provide
a listing from open sources potential financial institutiontor selection by yar client,” this
servicewould not constitut@a brokering activity 1d. at 2-3. Finally, with respect tthe sixth
listed activity—corresponding and meeting with U.S. government persefiviel Cook advised
thatthe activityis not within the scope dbrokering activities. Id. at 3. The letter also advised
Mr. Goldstein that thactivities described “would not be the subject of an ITAR enforcement
action against you if you engaged in these activities since August 6, 2@d4geiterated that
Mr. Goldsein could seek official guidance with respect to “any spepifiposed activity” by
submittinga request under 22 C.F.R. § 129.9(ad).at 1, 3.

Defendants have now moved to dismiss Plaintiff's claims under&eele of Civil
Procedure 1()(1) and12(b)(6), arguing that this Court lacks subject matter jurisdiction and
that, even if jurisdiction is propePJaintiff's Amended Complaint fails to state a claif®ee
Defs.” Mem. Supp. Mot. to Dismiss (“Defs.” Mem. Supp.”1&8-36 ECF No. 251. Plainiff

opposes dismissal on all growndseePl.’s Mem. Opp’n at 1:238.

lll. LEGAL STANDARD
Federal courts are courts of limited jurisdiction, and the lasymes that “a cause lies
outside this limited jurisdiction . . . Kokkonen v. Guardian Life Ins. Co.AMm, 511 U.S. 375,
377 (1994)see also Gen. Motors Corp. v. ER¥63 F.3d 442, 448 (D.C. Cir. 2004) (“As a court
of limited jurisdiction, we begin, and end, with an examinationunflarisdiction.”). It is the
plaintiff's burden to establish that thewrt has subject matter jurisdictiohujan v. Defenders of

Wildlife, 504 U.S. 555, 561 (1992).
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Because subject matter jurisdiction focuses on the Court’s power to Haam atlee
Court must give the plaintiff's factual allegations closer soyutihanwould be required for a
12(b)(6) motion for failure to state a clairBee Grand Lodge of Fraternal Order of Police v.
Ashcroft 185 F.Supp.2d 9, 13-14(D.D.C. 2001). Thus, thedtirt is not limited to the
allegations contained in the complaif8ee Wildemess Sog v. Griles 824 F.2d 4, 16 n.10 (D.C.
Cir. 1987). Instead, “where necessary, the court may consider the aursplglemented by
undisputed facts evidenced in the record, or the complaint suppdri®nundisputed facts plus
the courts resalition of disputed facts.’Herbert v. Natl Acad. of Scis.974 F.2d 192, 197 (D.C.
Cir. 1992) (citingWilliamson v. Tucker645 F.2d 404, 413 (5th Cir.1981)).

The D.C. Circuit has explained that a motion to dismiss for lackaotisig constitutes a
motion under Rule 12(b)(1) of the Federal Rules of Civil Procedure becausefédut of
standing is a defect in subject matter jurisdictioHdase v. Session835 F.2d 902, 906 (D.C.
Cir. 1987). Likewise, motions to dismiss on the gnads of ripenesandmootness have
consistently been broughhder Rule 12(b)(1)pecause thogasticiability concerngypically
implicate the court’s subjechatter jurisdiction.See e.g, Del Monte Fresh Produce Co. v.
United States570 F.3d 316, 321, 346.C. Cir. 20@) (reviewingdismissal under 12(b)(1) on
mootness groundsyenetian Casin®&esort, L.L.C. v. EEOCI09 F.3d359, 363.366(D.C. Cir.
2005) (eviewingdismissal under 12(b)(1) on ripeness grounsisg; also Larsen v. U.S. Navy
525 F.3d 1, 4 (D.C. Cir. 2008)‘Eederal courts lack jurisdiction to decide moot cases because
their constitutional authority extends only to actual cases orax@mngies” (quotinglron Arrow

Honor Soc'’y v. Heckle464 U.S. 67, 70 (1983))Exxon Mobile Corp. VPFERGC 501 F.3d204,
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208 (D.C. Cir. 2007) (noting that “[t]he question of ripeness goes to ouctuigdter

jurisdiction” (quotingDuke City Lumber Co. v. Byta39 F.2d 220, 221 n.2 (D.C. Cir. 1976)))

IV. ANALYSIS
In support of their motion to dismiss, Defendants arbaethis Court is without
jurisdiction over this dispute because Plaintiff has not established an injtagt sufficient to
confer standing anbdecausdPlaintiff's claims are not yet ripe, or have now become méodm
the outset the Court notdsatthreeaspects of this case gyarticularlyinformative to its
analysis: the broad, generalized nature of Mr. Goldstein’s refjuest advisory opiniofrom
State, devoid of angpecific detaidescribingPlaintiff's proposed activitieghe hypotheticahnd

inherently tentative nature of State’s response to that requestlaamiiff® vague, generalized

°To be sure, not every justiciability concern is one of subject mattsdigtion Indeed,
theD.C. Circuitrecently clarified that certain justiciability questions are govehyeRule
12(b)(6), rather than Rule 12(b)(1), whaethe same timacknowledging thait “ha[s] not
always been consistent in maintairiinthe “distinction between a claim that is nosticiable
... and a claim over which the court lacks subject matter jurisdictiBretra Club v. Jacksgn
648 F.3d 848, 853 (D.C. Cir. 201@)teration in original(quotingOryszak v. Sullivarb76 F.3d
522, 527 (D.C. Cir. 2009)holdingthata motion to dismiss claiminthata decision is
committedwholly to an agency’s discretipand “therefore not justiciahleis governed by Rule
12(b)(6)). Accordingt, dthough theD.C. rcuit does not appear to have directly addressed the
issue, it igpossiblethat a motion to dismiss a prudentially, but not constitutionallgiparclaim
is properly brought under Rule 12(6)( rather than Rule 12(b)(1) becaugsxe “prudential
considerations . . . innervate the ripeness doctrine,” courts “difrei#en if there is not a
constitutional bar to the exercise of [its] jurisdictionFull Value Advisors, LLC v. SEG33
F.3d 1101, 1106 (D.C. Cir. 2011) (first alteration in original) (quotihg. Outdoor Council v.
U.S. Forest Sery165 F.3d 43, 48 (D.C. Cir. 1999%ee Horne v. Dep't of Agric133 S. Ct.
2053, 2062 (2013) (explaining that “prudential ripeness” considesdfiare] not, strictly
speaking, jurisditional” (internal quotation markand citatioromitted)). But “even in a case
raising only prudential concerns, the question of ripenesdbmapnsidered” as a threshold
issue “on a court’s own motidn Nat'l Park Hospitality Ass’n v. Dep’t of Interip638 U.S. 803,
808 (2003).Thereforeregardless of whethé&tule 12(b){1) or Rule 12(b)(6ppplies the Court
would still concludethat Plaintiff's clains arenot prudentiallyripe for the same reasons as
explained below Cf. Sierra Club 648 F.3d at 85 (“[I] f the district court was correct in
dismissing the action as a nonjusticiable challengd is within our power to affirm despite the
citation of the wrong rulé).
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assertionunaccompanied by specific factual allegatiahat Plaintiff will be requiredto
disclose confidential client information if it is subjected?art 129's requirenmés The
requirement that a plaintiff show standing, like other jugbifitst concerns, “assures that there is
a real need to exercise the power of judicial review in order to ptbesciterests of the
complaining party” and &quires federal courts to satisfy themselves that the pldiasf
alleged such a personal stake in the outcome of the controversy asaiot inainvocation of
federatcourt jurisdiction.” Summers v. Earth Island Insb55 U.S. 488, 493 (2009) (empgiw
in original) (internal quotation marks and citations omittddltimately, Plaintiff has failed tado
so here. Because Plaintiff has detmonstratéan injury in fact andbecausgin any event, its
claims are not yet ripghe Court will grant Defedants’ motion to dismis¥’
A. Plaintiff Fails to Demonstrate an Injury in Fact

Article 111 limits federal courts’ jurisdiction to particular “casesnd “controversies” and
the Supreme Court has consistently explained that “[n]o prinapt®re fundamentéb the
judiciary’s proper role in our system of government than the ¢atigtial limitation of federal
court jurisdiction to actual cases or controversigslapper v. Amnesty Int'l USA33 S. Ct.

1138, 1146 (2013) (quotirigaimlerChrysler Corp. v. Cun 547 U.S. 32, 341 (2006). “The

10The Court thus need not consider the merits of Plaintiff's claifit® Courtalso notes
that it finds Defendants’ contention that Mr. Cook’s May 15, 2015rletteoted Mr. Goldstein’s
claims unpersuasive. That letetated that Plaintiff “would not be the subject of an ITAR
enforcement action . . . if [Mr. Goldstein] engagethe listed] activities since August 6, 2014.”
Cook Decl. Attach. C at 1. But explainingthat Part 129 “brokering activities” definition
would not apply to legal services where an attorney’s “client haasdgiieentified the foreign
party/parties’to the transactiong. at 2,the lettenimplicitly left open the possibility of
enforcement where the foreign parties remain unidentified. Adinoloe Court concludes below
that Plaintiff has not sufficiently alleged an injury in factdshenactivities of thatsort, and any
such claim imevertheless uipe, to the extent those strictures had been satisfied the pogsibilit
of enforcement left open by the May 15 lett@uld precluddPlaintiff's claimsfrom becoming
moot.
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‘irreducible constitutional minimuhnfor standing is (i) the party must have suffered a concrete
and particularized injury in fact, (ii) that was caused by or is faiglgetable to the actions of the
defendant, and (Jiiis capable of resolution and likely to be redressed by judiciaidat

Sierra Club v. EPA755 F.3d 968, 973 (D.C. Cir. 2014). In other wotdgstablish standing as
a constitutional mattea plaintiff must “demonstrate the existence of a ‘pessonury fairly
traceable to the opposing party’s allegedly unlawful conduct and tiaddg redressed by the
requested relief."Delta Air Lines Inc. v. ExpImp. Bank of U.S.85 F. Supp. 3@50, 260
(D.D.C. 2015) brackets omittedjquotingAllen v. Wright 468 U.S. 737, 751 (1984)And, to
show an injury in facta plaintiff must have suffered “an invasion of a legally protectesiest
which is (a) concrete and particularized and (b) actual or imminent, ngctaral or
hypothetical.” Lujan v. Defenders of Wildlif&04 U.S. 555, 560 (1992) (intermplotation
marks and citations omitted).

A plaintiff bears the burden of demonstratitgystanding.ld. at 561. Wien assessing
standing at the motion to dismiss stage, the Court will “acceptelelgaded factual
allegations as true and draw all re@able inferences from those allegations in the plaintiff's
favor,” but will “not assume the truth of legal conclusions, .naraccept inferences that are
unsupported by the facts set out in the complaiarpaio v. Obama797 F.3d 11, 19 (D.C. Cir.
2015) (internal quotatiomarks and citations omittedMere assertions of injuryinsupported
by factual allegationsyill not do. See Clapperl33S. Ct. at 154 (finding no standing where
respondents “present no concrete evidence to substantiate their fearstdad rest on mere
conjecture about possible governmental actiong”an allegation of injury is based on future
conduct, the Supren@ourt has'repeatedly reiterated that ‘threatened injury mustdvinly

impendingo constitute injuryn fact,” and that ‘allegations @iossiblefuture injury’ are not
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sufficient.” Id. at 1147 (brackets omittedjquotingWhitmore v. Arkansagl95 U.S. 149, 158
(1990)) While “imminence is concededly a somewhat elastic concept, it cannot be stretched
beyand its purpose, which is to ensure that the alleged injury i©odgeclative for Article IlI
purposes Id. (quotingLujan, 504 U.S. at 565 n.2)

In response to Defendants’ motion to dismiss, Plaintiff claintsRbh& 129’s application
to legal serices forces a heaoin conflict between those regulations and the D.C. Rules of
Professional Catuct Plaintiff claimsthatit is injured by Part 129 because that Part’s
application to legal services “requires that attorneys disclose eahfdclient information.”

Pl’s Mem. Opp’n at 16. As a result, Plaintiff contends that itlvalforced “to choose between
not providirg the legal services and violating professional rules of resplitysily violating
federal law” Id. at 20. Further, it argues thRart 129’'s application to Plaintiff's legal services
violates its “constitutionally protected liberty interest in pumnguts profession.”ld. at 15.

While the Court does not gainsay that an interest in pursuing oné&s$iom is a
cognizabldiberty interest, “the injury in fact test requires more than an injuy tognizable
interest. It requires that the party lsieg review be himself among the injured.ujan, 504
U.S. at 563 (quotin@ierra Club v. Morton405 U.S. 727, 73485 (1972). For several reasons,
Plaintiff fails to carry its burden tshow that it is among the injured here.

First, Plaintiff's theoryof injury relies entirely on a threshold showing that it has engaged
in or will engage in some activity that might fall within the scop&odkering activity.” Only
by showing that fact can Plaintiff claithatPart 129’s requirementsill be applied tats
activities To the extent Plaintiff does anything more than simply assuméotbis the case, it
reliesprimarily on Mr. Cook’s letterand itsimplicit acknowledgement that an attorney’s advice

to or services on behalf @f client where the foreigparties are unknown might fall within the
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definition of “brokering activity.’* See, e.g.Pl.’s Surreply at 23, ECF No. 30.Yet, Plaintiff
has failed to concretely allege that it has, or will in the futeimgage in any such activities. Mr.
Goldsteins affidavit merely states that his firm “regularly represeasitents” where the foreign
parties to prospective transactions “are often not identified by the.tli€oldstein Aff. 9.
Indeed, although Plaintiff claims“provided legal services [aslescribed in the Advisory
Opinion Requestfor a period of several months before Mr. Cook clarified his adioe,
Compl.| 44,it is telling that Mr. Goldstein’s affidavit nevertheless laaky specificallegation
that Plaintiff didduring that timeor definitively will in the future,advise clients in transactions
where the foreign parties remain unknovBee Human Socf U.S. v. Babbift46 F.3d 93, 98
(D.C. Cir. 1995) (citind-ujan and finding standing theory insufficient where association’s
memler’s affidavit “omits an allegation that the asserted injury to [tlehber] is ‘imminent’).
Even charitably read, Mr. Goldstein’s allegation that he “often” reptesdéiants where the

prospective parties to the transaction are not identified bylidre at mostimplies that Plaintiff

11 pefendants contend that Part 129 makear that the definition of “brokering activity”
does not “include legal advice or services.” Defs.” Mem. Supp. at @heBure, the terms of
the regulation state that “activities by an attorney that do not ekymhd the provision of
legal adviceo clients do not fall within the regulation’s scope. 22 C.F.R. § 2@9(2)(iv)
(emphasis added). Yetjthout explanationDefendants refer much more broatiy legal
services.” Moreover, the recoddes not seem to support Defendaciaim thatonly activities
taken by a lawyer which “involve taking a role in the transaction beyomuysadvising on the
transactioh fall within the definition of “brokering activities.’Defs.” Mem. Supp. at 13.

Indeed, Mr. Cook’s letter indicates that Bsmeactivities might fall within or outside
“brokeringactivities” depending on whether the other party to a client’s transaction has been
identified. But it is not immediately clear to theu@bwhy a client’s failure to identify the
particular foreign parties involved would transform “legal advio&d something elsePerhaps
Defendants mean only tetethat a failure to identify other parties might indicate or pose a risk
that an attorney is acting more like a broker and less like an attormayy eent, and

semantics asideéhe record does suggest that State might seek to regulate as “brokering
activities” some servicethat lawyereriodicallyprovide to their clientsUltimately, as

explained abovehis issue matters little becausiintiff' s dlegations here do not suffice to
show thatt engagsin such activities.

21



anticipates engaging such representation at some indeterminate point in the futureh “Su
‘some day’ intentions-without any description of concrete plans, or indeed even any
specification of when the some day wid-bdo not support a finding of the ‘actual or imminent’
injury that [the Supreme Court’s] cases requirkeujan, 504 U.S. at 56.

Second, even had Plaintiff adequately alleged it was engaged in sudieaciivinas
shown nothing other thanspeculativehreat of enforcementMr. Cook’s letter echoeState’s
Frequently Asked Questionahichindicate that the agenegightconclude that, in some
circumstances, an attorneys’ activities in assisting a client fddinwtihe definition of “brokdang
activities.” SeefFrequently Asked Questions (FAQgRegistrationU.S. Dept of State,
Directorate of Defense Trade Contrdiip:/pmddtc.state.gov/registration/faqs_reg.Hthaly 2,
2015)(stating, for example, that if an attorney is involvedanious services “beyond contract
terms of already identified foreign parties by your cligmen such activitiesmay constitute
brokering activities (emphasis added)). As Defendants explainether a particular transaction
crosses into “brokering aetly” is an inherentlyact-bound determinatiodependenon the
nature of the transaction and the parti@gelimitation is intended to “avoid the possibility, for
example, that an attorney providing these services would also endag&ening activikes by
finding the foreign party to the transactiol?. Defs.” Reply at 5SECF No. 29 Thegovernment

has gone to pains to emphasize that the definition of “brokering sgtivitxplicitly excludes

12 presumablyin suchcircumstancean attorney’s actionsould exterd beyond mere
“legal advice” and include the “[gliciting, promoting, negotiating, contracting for, arrangiog,
otherwise assisting in the purchase, sale, transfer, loan, or leasdefised®ticle or defense
service” 22 C.F.R. 8 129()(1)(ii). Although Defendants have not noted i, if a client has not
yet identified the foreign party to a transactiotha&ttime an attornegcts an attorney’s
activities might also conflict, even inadvertently, with Congregaipose to ensure that U.S.
persons are not “involved in arms deals that are inconsistent with &< pr transactions
that “lend support toetrrorism or run counter to a U.S. policy decision not to sell éoras
specific country or area.” H.Rep.No. 104519 at 12 (1996).
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traditional “legal advicé,andPlaintiff hasbeen unable tpointto a single instance in which the
services provided by an attorney were subject to an enforcememt actiaminal proceeding
for violating Partl29. Cf. Clapper 133 S. Ct. at 1148 (finding plaintiffs’ theory of standing
“speculative” and “undermine[d]” where they “fail to offer any evidethat their
communications have been monitored under” the challenged statute exady‘speculate and
make assumptions about whether their communications with theigfocontacts will be
acquired” under the statgtePlaintiff contend that “the whole point of prenforcement suits is
to give plaintiffs relief before they must ch@dsetween exposing themselvediability or
refraining from exercising constitutional rights.” PIs.” Me@pp’n at 21. That undouddly is
so. But that purpose does not absolve Plaintiff of its burden to shoarghéhreat of
enforcement is imminent or otherwise inflicts injury upot itSee Johnson v. District of
Columbig 71 F. Supp. 3d 155, 162 (D.D.C. 2014) (finding standiagtimg where there existed
a “total lack of previous enforcement,” the government “has never ¢émezh{plaintiff] with
prosecution,” “the government has disavowed any intention to preséant the government
“does not believe such conduct is prohithitey the statute”).

Third, even if Plaintiff could show that it wastuallyengagingn or haspreviously
engaged ibrokeringactivitiesandthat State mighinitiate enforcement proceedings against it
Plaintiff has alleged nothing more than conjecture to substamgatiaim that it risks being

injured by Part 129's requirementBlaintiff points out thatif it does engage in “brokering

3 The Court also rejects Plaintiff's “concerns over a change in enfort¢eokcy”
which it bases on its contentioratiDefendants have already retracted earlier guidance
provided to Plaintiff.” Pls.” Mem. Opp’n at 21. Plaintiff readilyno@des that its advisory
opinion request was submitted under the prior guidance provision, § 129.10 pndveted for
nonbindingguidance.ld. at 7 n.7see22 C.F.R. 8§ 129.10 (2006 ed.); 22 C.F.R. § 126.9. Mr.
Cook’s subsequent letter merely confirms that State was unable to rina&k linding decision
about whether Plaintiff's activities would constitute “brokering aiés.”
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activities,” it would be required tseek advance approval to engage in brokering activities on
behalf of its client, submit a yearly report to State abowgelamtivities, and maintain records
available for Stata inspection.SeePl.’s Mem. Opp’n at 16 And Plaintiff generally allegethat
it “cannot reasonably comply with Part 129 disclosure and record accessmentis’and Rule
1.6. Am. Compl. 64. But beyond itdaldassertion that will be requiredto disclose
confidential attorney client informatipRlaintiff has not even attempted to allege witl an
specificity what type of information it would be required to tamnotprovide without violating
Rule 1.6. Cf. R.J. Reynolds Tobacco Co. v. FDAF.3d----, No. 145226, 20168/NL 191913, at
*4 (D.C. Cir. Jan. 15, 201qjinding purported injuryesultingfrom severall obacco Products
Scientific Advisory Committeemembers’ access to plaintiffs’ confidential information
insufficienty imminentto confer standing because “plaintiffdilanot set forth by affidavit or
other evidence specific facts suggesting that the challenged merabersyade or will make
improper use of confidential information”)

Severabasicquestions remain unanswered. For exampMeatkind of information
would Plaintiff have to produce to whidhanticipates that thattorney-client privilege might
attach? Why would that information fall within the ambit of Rule 1.6®1 why would it be
difficult for Plaintiff to provide some mergeneralized informatiatihat would both satisfy Part
129's disclosure requiremerdaadshidd confidential information?Defendants point out that
Part 12%nly requires an individual to “provide detailed factual informaidout a prospective
transaction, not privileged information.” Defs.” Mem. Supp. atct3,J.S. v. Legal Servs. of
N.Y. Gty, 249 F.3d 1077, 1081 (D.C. Cir. 2001) (explaining that “[clourts have congisherid

that the general subject matters of clients’ representations aravilegpd . . .[n]or does the
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general purpose of a client’s representation necessarily dicolgfidential professional
communication” (citation omitted))Plaintiff has notresponded to thisrgumentn its briefing.

Moreover,Plaintiff fails entirely to explain why dnow it would be unable to advise its
client about the requirements of Part 129, and seek informed ctesergobtaining from its
clients or providing to State any confidential information thaghtnbe necessary to comply with
those requirement<Cf. Defs.” Reply at 7 (arguing that Plaintiff “ignores the option thabuld
inform a client of the requirements imposed by Part 129 and obtaihehescinformed consent
to seek guidance regarding whether a particular activity is a brokering\étiwlaintiff cherry
picks a single line from the D.C. Bardpinion letter stating thaft]o the extent that you are
required by law to reveal certain information that would otherwassubject to the protections
of Rule 1.6 prior to engaging in substaetcommunications with your client, you may find that
it is impossible to comply with the informed consent providammd in 1.6(e)(1).”Pl.’s Ex. 5 at
2. But that opinion letteltself appears to support the idea thditere an attorney is “aware prior
to taking on the engagement that he or she will be required to disclcsia cerifidences and
secrets,” he can “advise the client of these risks at the outset of thentgties and obtain the
client’s informed consent prior to receiving any informatiobjeat to disclosure.” PIl.’s Ex. 5 at
4 (footnote omitted) Without more specific allegations, Plaintiff's singular assertiat

application of Part 129 will cause it injury is no more than conjectur

14 Goldstein seem® imply that he is caught in@atch22, making informed consent
impossible He claims, somewhat opaquely, that “the advice necessary to provide thevithen
adequate information and explanation about the material risks oéaswoinably available
alternatives to the proposed course of conduct is itself subjecior approval under 22 C.F.R.
8§ 129.4” Pl’s Mem. Opp’n at +18. Yet, Goldstein fails to explain how this circular logic is
necessarily so.
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Ultimately, Plaintiff has failed to allegen anyconcrete wayhat it is engaging in
activities that might constitute “brokering activities,” tipatssibleenforcement by State over
those activities is imminent, and thétPlaintiff must comply with Part 12%, will face actual
injury to its ability to pursue itsrpfessionandwill necessarily be required to disclose client
confidences® Plaintiff's bald assertion that it will be unable to carry out itsfgssion and
comply with Part 129cannot replace the type of factual allegations necessary to transform a
speculative chain of possibilities into a plausible allegation of conceeteial injury in fact.”
Campbell v. Nat’l Union Fire Ins. Co. of Pittsburgh, PEo. 140892, 2015 WL 5449791, at *8
(D.D.C. Sept. 16, 2015). Without such factual allegatiorantif lacks standing.

B. Plaintiff's Claims are Not Ripe

These same infirmities counsel in favor of the Court’s coratusiat, @en if Plaintiff
could establish standing, a second jurisdictional obsteelgably stands irPlaintiff's way:
ripeness. “Theipeness doctrine generally deals with when a federal court can od slemide
a case.”Am.Petroleuminst. v. EPA683 F.3d 382, 386 (D.C. Cir. 2012)The ripeness
doctrine is'designed to prevent the courts, through avoidance of prenaatjuigication, from
entangling themselves in abstract disagreements over adminepativies, and also to protect
the agencies from judicial interference until an administrativesidechas been formalized and
its effects felt in a concrete way thechallenging parties.””Chlorine Institute, Inc. v. Fed. R.R.
Admin 718 F.3d 922, 927 (D.C. Cir. 2013) (quotMgt’l Park Hosp. Ass’'n v. Dep't of Interipr

538 U.S. 803, 8608 (2003)). While part of the ripeness analysis is “subsummedthe Article

15 plaintiff briefly alludes to potential “economic loss” frota finability to serve clients
in the representations at issud?l.’s Mem. Opp’n at 2@1. But, yet againPlaintiff's
pleadings, affidavit, and memoranda are devoid of any concretspecnlative factual
allegations showing that they have yet or will in the future lmssiness because of Part 129.
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Il requirement of standing. . esenif a case isconstitutionally ripé,. . . the prudential aspect
of ripeness may provide an independent basis for a court not tasexiesqgurisdictior’ Delta
Air Lines 85 F. Supp. 3d at 2gthternd quotationmarksand citation omitted)

Under the prudential ripeness doctrinepuirts apply a familiar twqpronged balancing
test: first, a court must evaluate tiieness of the issue for judicial decisipandsecond, a court
must considerthe hadship to the parties of withholding [its] considerationld. (quoting
Abbott Labs v. GardneB87 U.S. 136, 149 (1967)“In assessing the fithess prong, courts
evaluate ‘whether the agency action is final; whether the issue presantiedision is ae of
law which requires no additional factual development; and whethefuadministrative action
is needed to clarify the agency’s positionNat’'| Mining Ass’n v. Jacksqrv68 F. Supp. 2d 34,
46 (D.D.C. 2011) (quotingction Alliance of Senior Ciens v. Hecklef789 F.2d 931, 940
(D.C. Cir. 1986)).

Plaintiff's claims are not yet fit for judicial review. Aégulation is not ordinarily
considered the type of agency action ‘ripe’ for judicial review utitelAPA until the scope of
the controversyas been reduced to more manageable proportions, and its factuaheaotspo
fleshed out, by some concrete action applyirgregulation to the claimastsituation in a
fashion that harms or threatens to harm hitouijan v. Nat'l Wildlife Fed'n497 U.S871, 891
(1990). Here, Mr. Cook’s letter providing guidance to Plaintiff wasggtdaentatively,
indicated that an assessment of any potential “brokering activity” rmedgskepends ooase
specificfacts, and was not binding upon State. Courts stardiy find guidance letter this
sortnonfinal and not ripe for adjudicatiorSee Ctr. for Auto Safety v. Nat'| Highway Traffic
Safety Admin.452 F.3d 798, 86®&9(D.C. Cir. 2006) (concluding that a “generic letter” from

the National Highway Safety Awlinistration was notfinal where itsuggestedhat ‘in general
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certain limitations to automobile recalls might be permissibleduaimed “conditional” and
“only general in its prescriptions”Reliable Auto. Sprinkler Co., Inc. v. Consumer PiSdfety
Comm’n, 324 F.3d 726, 734 (D.C. Cir. 2003) (concluding that a letter indicating thagtncy
would consider plaintiff's products a “consumer product” under tlevaek statute was not final
because the letter contained “no unequivocal statement afémey’s position on the meaning
of ‘consumer product™ and that “application of the statutory ternwould clearly involve the
resolution of factual issues and the creation of a régotan. Fed’'n of Gov't Empls., AFCIO

v. O’'Connor 747 F.2d 748, 75@.C. Cir. 1984) (findincadvisory opinion of the Merit Systems
Protection Board’s Special Counsel not ripe where union®hlgd solicited an assurance that
their registration activities, broadly and briefly describedmplied with the law, and where the
Special Counsel had not confronted any “member with a prosechiteat’.

Moreover, furthefactual developmeritere“would ‘significantly advance [the court’s]
ability to deal with the legal issues preseritedNat’| Park Hospitality Ass’'n v. Dep’t of tarior,
538 U.S. 803, 812 (2008yuotingDuke Power Co. v. Carolina EttvStudy Grp., InG.438 U.S.
59, 82 (198)). Mr. Goldstein’s request for guidance was phrased in the most generalAsay.
Defendants aptly point out, “[g]iven the complete lack of speatfitual information about the
proposed transactions . . . [the Directorate] could hardly be expegbeoMide a response that
discussed whether a particular service is a brokering activity in evenplpasscumstance.”
Defs.” Reply at 5. Whether any particular activity an attorney engagdsdes into “brokering
activity” will presumably depend on the contours of the particular transamtiactivity. And
the Court would necessarihave to considethosefactualquestions to assess Mr. Goldstein’s
constitutional vagueness, federalism, and APA clatal of which requiresome understanding

of whether, and to what extent, State’s definition of “brokering aiet/itvill capture attorneys’
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legal servicesUnmoored from aléshedout factual setting, the Court is hindered in its ability to
assess Plaintiff's claims. Thusr “many of the same reasons that standing is absent, the Court
finds that further factual development is necessary (or at thdeasty desirable) hereDelta
Air Lines 85 F. Supp. 3d at 270.

The Court shareBlaintiff's concernthat some uncertaily persistan State’s definition of
“brokering activities.” Yet, Plaintiff is not without recourself Plaintiff desiresconcrete
guidance beforé facesthe threat of an enforcement action, nothing precludes it $esking
guidance—and a bindingstate Department determinatiesthat its proposed activity does not
constitute a “brokering activityby sulmitting a more detailed request that provides as much
information as Plaintiffs able to withoutlisclosingconfidential attornexlient information'®
See22 C.F.R. § 129.9(a)Even the governmeticknowledgeshat, hadPlaintiff submitted a
request for binding guidance undet®.9(a) and had been “dissatisfied with the result,” an
action challengingtate’s responst&nay have been ripe.” DefdVlem. Supp. al9. For now
however, Plaintiff has not showhatit is injured by Part 129’s hypothetical application to the

legal serviced provides and, in any everis claims are not ripe.

V. CONCLUSION
For the foregoing reasorBgefendantsmotion todismiss iSGRANTED. An order

consistent with this Memorandum Opinion is sepdyatad contemporaneously issued.

Dated: January 26, 2016 RUDOLPH CONTRERAS
United States District Judge

16 Cf. 22 C.F.R. § 129.9(b) (noting that]f[at the time of submission certain information
iS not yet available, this circumstance must be stated and explairtettieaDirectorate “will
take the completeness of the information into account in providirtagce on whether the
activities constitute brokering activities”).
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