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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

RYAN BAGWELL,
Plaintiff

V. Civil Action No. 15-334 (CKK)

U.S. DEPARTMENT OF EDUCATION
Defendant

MEMORANDUM OPINION
(April 26, 2016)

Plaintiff Ryan Bagwellwho is proceedingro se submitted a Freedom of Information
Act (“FOIA”) request to the United States Department of Educageking records pertaining
to the Departmerd review of compliance bthe Pennsylvania State Univers{ty?enn Stateor
“the University”) with the Cley Act, 20 U.S.C. § 1092(f), which imposes requirements regarding
the tracking and disclosure of certain campus crime statistics on institutitiogopting in the
Federal financial aid programs, as well as correspondence between the agerariaamthy
firms, consulting firms and related individual3.he Department ulthately produced certain
materials, some of which were redacted, aittiheld other materialsrelyingon several FOIA
exemptionsDissatisfied withthe Departmerg withholding of mataals, Plaintiff filed this
action At Plaintiff’ s requestDefendant produced sevexé&ughndeclarations in order to justify
the materials withheldNow before the Court are Defendant U.S. Department of Education’
[19] Motion for Summary Judgment and iRle#f Ryan Bagwells [21] Cross-Motion for
Summary Judgment. The parties disgheagencys applicationof the several FOIA

exemptions on whicthe agency reliedJpon consideration of the pleadinbthe relevant legal

! The Court’s consideration has focused on the following documents:
e Def’s Mot. for Summary Judgme(itDef.’s Mot."), ECF No. 19;
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authorities, and the record for purposes of this motion, the Court GRANTETANU.S.
Department of Educatias[19] Motion for Summary Judgment and DENIES Plaintiff Ryan
Bagwells [21] Cross-Motion for Summary Judgment. The Court GRANTS summary judgment

to Defendant in full, and thisase is dismissed in its entirety.

I. BACKGROUND

A. Statutory Framework

The Courffirst briefly reviews the Clery Act, which is an essential elemetttien
background of this case. Next the Court provides an overview of the several exefinptrons
disclosure under FOIA on which Defendant relies in withholding or redactingiatatéiat are

responsive to Plaintiff FOIA request.

a. The Clery Act

Pursuant to the Clery Act, institutions of higher education participatitigeifederal
financial aid program are raged tocollect certairf information with respect to campus crime
statistics and campus security policies of that institutid@ U.S.C. § 1092(f)(1). In addition,

those institutions are required to “prepare, publish, and distribian annual securitseport

e Declaration of Ann Marie Pedersé€rPedersen Decl.”E.CF No. 19-1;
e Declaration ofShelley Shepher(t Shepherd Decl), ECF No. 19-3;

e Pl’s Oppn to Def.’s Mot. & Pl!s CrossMot. for Summary JudgmelitPl.s Cross
Mot.”), ECF No. 21,

e Def’s Mem. of Points & Auth. in Supp. of De$.Mot. (“Def.'s Responsg, ECF No. 24;
e Supp. Declaration of Ann Marie Pedergé8upp. Pedersen Degl. ECF No. 24-1
e Supp. Declaration of Shelley Shephé&r8upp. Shepherd Detl. ECF No. 24-2; and

e Pl’s Reply to Defs Resp. in Opp’n to Pl.’s Mot. for Summary Judgmgmt.’s Reply’),
ECF No. 26.

In an exercise of its discretion, the Court finds that holding oral argument in this actiod woul
not be of assistance in rendering a decissa®el CvR 7(f).
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regarding those policies and statistics.The Act establishes the minimum requirements for
those annual reports, requiring theagimg of “[ sjtatistics concerning the occurrence on
campus, in or on noncampus buildings or property, and on public propédgrtain crimes and
other incidentsld. § 1091(f)(1)(F).In addition to these substantive requirements, the Act also
establishes a process for reviewing institutional compliance with the eéquirementsSee id.

§ 1099c-1.

Specifically, the Act requires that the agefygsovide to an institution of higher
education an adequate opportunity to review and respond to any program review report and
relevant materials related to the report before any fir@ram review report is issuédd.

8 1099c41(b)(6). Furthermordhe Act requirethat the agencireview and take into
consideration an institution of higher education’s response in any final progvaew report or
audit determination, and includethe report or determinatien

(A) awritten statement addressing the institution of higher educ¢atiesponse;

(B) a written statement of the basis for such report or determination; and

(C) a copy of the institutioa response[.]”

Id. 8§ 1099c—1(b)(¥

Finally, the review process goverred bya confidentiality provision. fie Secretary of
Education is required to

maintain and preserve at all times the confidentiality of any program review

report until the requirements of paragraphs (6) and (7) are met, and until a final

program review isssued... except that the Secretary shall promptly disclose any
and all program review reports to the institution of higher education under review



20 U.S.C. § 1099c+t)(8).2 Paragraphs (6) and (Avhich govern the timeline of the
applicability of the confidentiality provision, including the requirements for thieweprocess

describedmmediately above.

b. FOIA Exemptions

Exemption 3

Pursuant to 5 U.S.C. § 552(b)(3), known as FOIA Exempti&iORA does not apply to
materials that aréspecifically exempted from disclosure by statutef that statute—

(A)(i) requires that the matters be withheld from the public in such a manrer as t
leave no discretion on the issue; or

(ii) establishes particulariteria for withholding or refers to particular types of
matters to be withhe]d”

5 U.S.C. § 552(b)(3j.“Under [this] exemption, the [agency] need only show that the statute
claimed is one of exemption as contemplated by Exemption 3 and that thddwittaterial falls
within the statuté.Larson v. Degt of State 565 F.3d 857, 865 (D.C. Cir. 2009) (citing

Fitzgibbon v. CIA911 F.2d 755, 761-62 (D.C. Cir. 1990)).

Exemption 6

Pursuant to 5 U.S.C. § 552(b)(Bnown as FOIA Exemption &OIA is inappli@able to
“personnel and medical files and similar files the disclosure of which would tchesticlearly

unwarranted invasion of personal privd&/U.S.C. 8552(b)(3)(6).“The Supreme Court has

2 In addition, this provision includes an exception, not relevant here, for communicatithres b
agencywith specified State and other organizations regarding the ongoing r&ae20 U.S.C.
§ 1099c4(b)(5)(6).

3 Pursuant to this statutory provision, materials are also considered exeraptetisitlosure by
a statute if that statute wasnacted after theate of enactment of the OPEN FOIA Act of 2009,
[and] specifically cites to this paragraph.UsS.C. § 552(b)(3)(B). This provision is not
applicable to the case at hand.



interpreted the phraseimilar files to include all infomation that applies to a particular
individual.” Lepelletier v. F.D.I.G.164 F.3d 37, 46 (D.C. Cir. 199@jiting United States Dep’

of State v. Washington Post C456 U.S. 595, 602 (1982)). To apply this provision “a court must
weigh the'privacy interest in non-disclosure against the public interest in the reletds® of
records in order to determine whether, on balance, the disclosure would work a clearly
unwarranted invasion of personal priva¢yld. (quotingNational Ass of Retired Fed.

Empgoyees v. Horne879 F.2d 873, 874 (D.Cir. 1989).

“‘[T]he only relevant public interest in the FOIA balancing analysis [isgxtent to
which disclosure of the information sought would ‘she[d] light on an agemp&rformance of its
statutory dutie' or otherwise let citizens know ‘what their government is up td. (quoting
United States Depof Defense v. FLRA10 U.S. 487, 497 (1994(alterations in original)
“Information that ‘reveals little or nothing about an agency’s own cohdoess not further the
statutory purpose; thus the public has no cognizable interest in the release ofautdtion’
Beck v. Deft of Justice 997 F.2d 1489, 1493 (D.C. Cir. 1993) (citidds. Dept of Justice v.

Reporters Comm. For Freedom of Pre$489 U.S. 749, 773 (1989)).

Exemptions 7(A), 7(C), 7(D), and 7(E)
Pursuant to 5 U.S.C. § 552(b)(FOIA is inapplicable to

records or information compiled for law enforcement purposes, but only to the
extent that the production of such law enforcement records or information

(A) could reasonably be expected to interfere with enforcement proceedings

(B) would deprive a person of a right to a fair trial or an impartial adjudication,
(C) could reasonably be expected to constitute an unwarrantediom of

personal privacy(D) could reasonably be expected to disclose the identity of a
confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the
case of a record or information compiled by criminal law enforcement authority
in the course of a criminal investigation or by an agency conducting a lawful
national security intelligence investigation, information furnished by a
confidential sourcg(E) would disclose techniques and procedures for law
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enforcement investigations or prosecutions, or would disclose guidelines for law
enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of thevjaxr (F) could reasonably be expected to
endanger the life or physical safety of any individual;

5 U.S.C. 8§ 55)(7) (emphas added). As relevant here, this provision encompasses Exemption
7(A), relatingto interference with enforcement proceedings; Exemption 7é}tingto the
invasion of personal privacy; Exemption 7(B8latingto thedisclosure of the identjtof
confidential sources; and Exemption 7(E)atingto thedisclosureof certain infornation
regarding law enforcement investigations or prosecutions.
As a threshold matter,ith respect to each of these exemptjdhs agency must show
that the record&re compiled for law enforcement purpoédd. To do so, the agency “need
only ‘establsh a rational nexus between the investigation and one of the agawy’
enforcement duties and a connection between an individual or incident and a possible security
risk or violation of federal law.” Blackwell v. F.B.I.646 F.3d 37, 40 (D.C. Cir. 2011) (quoting
Campbell v. Deg’of Justice 164 F.3d 20, 32 (D.C. Cir. 1998)). The Court now provides an

overview of each of the subsidiary exemptions under this paragraph on which the agescy r

Exemption 7(A)

Under Exemption 7(A), “records or information compiled for law enforcement pufposes
are exempt from disclosure under FOIA to the exttemidisclosure ahose materialscould
reasonably be expected to interfere with enforcement proceédingdss.C. 8552(b)(7)(A).

“The principal purpose of Exemption 7(A) is to prevent disclosures which might fanestya
reveal the government's cases in court, its evidence and strategies, or #hesnap#, direction,
and focus of its investigations, and thereby enable suspects to establish defaasets ient

alibis or to destroy or alter evidenc&faydak v. U.S. Depof Justice 218 F.3d 760, 762 (D.C.



Cir. 2000)(citations omitted) Another recognized goal of Exemption 7(A) is to prevent
litigants from identifying and intimidating or harassing witnesskek (citation omitted).

First, the governmemhust identify eithef * a concrete prospective law enforcement
proceeding” or an enforcement proceeding thatpending or reasonably anticipated®oyd v.
Criminal Div. of U.S. Dep’of Justice 475 F.3d 381, 386 (D.C. Cir. 2007) (quotBevis v.

Dept of State 801 F.3d 1386, 1389 (D.C. Cir. 1980). Second, “the government must show that
disclosure of those documents would, in some particular, discernible way, disrupt,,iompede
otherwise harm the enforcement proceediipfth v. Walsh 881 F.2d 1088, 1097 (D.C. Cir.

1989) see also id(“[ AJn agency seeking to shield records or information behind exemption
7(A) must show that disclosure could reasonablyXdpeeted perceptibly tmterferewith an

enforcement proceedirfyy.(emphasis in original).

Exemption 7(¢

Materials compiled for law enforcement purposes are exemptdisclosure under
FOIA, under Exemption 7(C), where such discloswautd reasonably be expected to constitute
an unwarranted invasion of personal privagyU.S.C. 8§ 55f0)(7)(C) “To determine whether
Exemption 7(C) applies, [a court must] ‘balance the privacy interests thad i®wlompromised
by disclosure against the public interest in release of the requestedatiéorni’ Sussman v.
U.S. Marshals Serv494 F.3d 1106, 1115 (D.C. Cir. 2007) (quotidayvis v. U.S. DOXR68 F.2d
1276, 1281 (D.CCir. 1992)). ‘Where a legitimate privacy interest is implicated, the requester
must‘(1) show that the public interest sought to be advanced is a significant one, ast intere
more specific than having the information for its own sake, and (2) show the infamnsati

likely to advance that interest. Id. (quotingBoyd,475 F.3d at 387



With respect to the privacy interests puaésl, “the exemption protects the privacy
interests of all persons mentioned in law enforcement records, whether theysbigatoes,
suspects, witnesses, or informahtd. (citation omitted). By contrast, with respect to the public
interest considered, “ ‘the only public interest relevant for purposes of Exemptipis Biie
that focuses on the citizens’ right to be informed about what their government is’ujalto.’

(quoting Davis, 968 F.2d at 1282).

Exemption 7(D

Under Exemption 7(D), materials compiled for law enforcement purposes anptexe
from disclosure wheres relevant hersuch disclosure “could reasonably be expected to
disclose the identity of a confidential source, including a State, local, agricagency or
authority or any private institution which furnished information on a confidentiad.basi
5 U.S.C. 52(b)(7)(D).The Supreme Court has explained that the word “confidéntathis
context, ‘fefers to a degree of confidentiality less than total se¢rec. Dept of Justice v.
Landang 508 U.S. 165, 174 (199FRather, “[a]source should be deemed confidential if the
source furnished information with the understanding thafagpency]would not divulge the
communication except to the extent fagency]jthought necessary for law enforcement

purposes. Id.

Exemption 7(

Finally, under Exemption 7(Epaterials compiled for law enforcement purposes are
exempt from disclosure where disclosure “would disclose techniques and procedlaes f
enforcement investigations or prosecutions, or would disclose guidelines for |laceemént
investigations or prosecutions if such disclosure could reasonably be expectkd to ris

circumvention of the law.” 5 U.S.C.552(b)(7)(E).To qualify for this exemption, it is necessary,
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first, that the production dhe requested materials would disclose eittesrhniques or
procedures for law enforcement investigations or prosecuttmriguidelines for law
enfarcement investigations or prosecutidns. Second, materials are only exempt from
disclosure under Exemption 7(E) “if such disclosure could reasonably be expecsid to ri
circumvention of the law.Id.; seeBlackwell 646 F.3cat42.

TheUnited State€ourt of Appeals for the District of Columbia Circhas emphasized
the“relatively low bar for the agency to justify withholdingith respect to the latter prong of
this exemptionBlackwell 646 F.3cat42. “[T]he exemption looks not just for circumvention of
the law, but for aisk of circumventionnot just for an actual or certain risk of circumvention, but
for anexpected risknot just for an undeniably or universally expected risk, but feasonably
expected riskand not just for certitude af reasonably expected risk, but for thence of a
reasonably expected riskMayer Brown LLP v. I.R.5562 F.3d 1190, 1193 (D.C. Cir. 2009)

(emphasis added).

B. Factual Background

On April 30, 2014 Plaintiff submitted a FOIA request to the Departmentdiddation,
requesting records pertaining to the agescgview of Penn Statcompliance with the Clery
Act, as well as correspondence between the agency and the Freeh Group, as weih ashesr
outside law firng, consulting firms, and associated individu8lseDefendants Statement of
Material Facts as to Which There is no Genuine Dis¢fitef.’s Statemeri}, ECF No. 19, 1 1.
The Department of Education conducted a search in response to the request, whichimesulte
the identification of approximately 54,000 pages of responsive mat&&dBedersen Decl.

193, 7. Pursuartb a schedule proposed by the parties and this Goordfers, Plaintiff identified

five categories of materials withheld for which he requested the prepacdtaVaughnindex or



declaration justifying the withholdingeeECF Nos. 12-13Specifically, Plaintiffs request
covered the following categories:

1. Audit Trails/Documents Intended to Support the Validity of the Universilyise
Statistics;

2. The Institutional Response to program review report;

3. Records of Discussion/Interview Notes to the extent they reflect comrtianioa
interaction with employees of the Freeh Group;

4. Any records sent between the Departrize@fffice of Student Aid (FSA’) andthe Freeh
Group (note thiaduring our conference call, it was stated that a limi@hber of written
correspondence between the Freeh Group and FSA exist, perhaps only one e-mail), and,;

5. Responsive records in the possession of the Inspector General.

Pedersen Decl., Ex. A (letttom Plaintiff), at 1 Plaintiff also requested a declaration addressing
the volume and frequency of the communications between the Department of Educatien and t
Freeh Groupld. at 2.

In response, the Department of Education providedMavmhndeclaraions from agency
officials that, together, encompassed the five categories of documentsatiadi aboveSee
Def.s Statement 1%-6. A declaration of Ann Marie Pedersen executed on July 24, 2015,
describs the agency withholdings with respect tihe first four categories of documelngted
above.ld. 1 5;see generallyPedersen Decl. A declaration of Shelley Shepherd, Assistant
Counsel to the Inspector General in the Department of Education, executed tlitagame
covered the final category of documents, which pertain solely tOffiee of the Inspector
General. Defs Statement §; see generall\shepherd Decl. The following chawmmarizes the
agencys reliance on various FOIA exemptiowsth respect tahe several categories of

materials:
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Category of Materials

Agency Response

Exemptions Invoked

Program Review Report

Audit Trails/Documents Withheld in full 7(A) — entire category withheld
Intended to Support the 7(E) — entire category withheld
Validity of the University’s

Crime Statistics

Institutional Response to Withheld in full 3 — entire category withheld

7(A) — entire category withheld
6 & 7(C) — subset of materials withheld

Records of
Discussion/Interview Notes

No responsive
records

n/a

Any Records Sent Between
Department’s FSA and
Freeh Group

85 pages of emails
provided; 23 of
these pages
included redactions

2 pages redacted pursuant to 6, 7(A), 7(C), 7(D)
21 pages redacted pursuant to 7(A)

Responsive records of the
Inspector General

35 pages of emails
withheld in full

7(A) — entire set of documents withheld
7(C) — subset of materials withheld
7(E) — subset of materials withheld

After reviewing thedeclarations provided by the agenBiaintiff informed Defendant

and the Court that he was challenging all of the exiem@in which Defendant relied with

respect to these five categories of documémtsf. s Statement Y. The partiescrossmotions

for summary judgment regarding these contested issues are now ripedar. revi

II. LEGAL STANDARD
Congress enacted FOIA tpierce the veil of administrative secrecy and to open agency
action to the light of public scrutifyDept of the Air Force v. Rosel25 U.S. 352, 361 (1976)
(citation and internal quotation marks omitted). Congress remained sensiheenieed to
achieve balance between these objectives and the potentidétitinate governmental and
private interests could be harmed by release of certain types of inforrh&rdical Mass

Energy Project v. Nuclear Regulatory Comp®@5 F.2d 871, 872 (D.C. Cir. 1992) (en banc)

4 Plaintiff does not challenge the sufficiency of the agesidgclaration with regeect to the Freeh
Group. In any event, the Court would find the agency’s explanation suffiSieebupp.
Pedersen Decl. §.
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(citation and internal quotation marks omitted). To that end, F@déuires federal agencies to
make Government records available to the public, subject to nine exemptions flic speci
categories of materialMilner v. Dept of Navy, 562 U.S. 562, 564-66 (2011). Ultimately,
“disclosure, not secrecy, is the dominant objective of the &Ruse 425 U.S. at 361. For this
reason, theeéxemptions are explicitly made exclusive, and must be narrowly consthiidakt,
562 U.S. at 565 (citations and internal quotation marks omitted).

When presented with a motion for summary judgment in this context, the district court
must conduct de novoreview of the record, which requires the courtdaecertain whether the
agency ha sustained its burden of demonstrating that the documents requeatecexempt
from disclosure under the FOIAMulti Ag Media LLC v. Dep’of Agriculture 515 F.3d 1224,
1227 (D.C. Cir. 2008) (citation omitted). The burden is on the agency to justify its response t
the plaintiffs request. 5 U.S.C. 852(a)(4)(B).“An agency may sustain its burden by means of
affidavits, but only if they contain reasonable specificity of detdietathan merely conclusory
statements, and if they are not called intesiion by contradictory evidence in the record or by
evidence of agency bad faitiMulti Ag Medig 515 F.3d at 1227 (citation omitted)f an
agencys affidavit describes the justifications for withholding the information wottHic
detail, demonsttas that the information withheld logically falls within the claimed exemption,
and is not contradicted by contrary evidence in the record or by evidence ofribg'agpad
faith, then summary judgment is warranted on the basis of the affidavit"afoneCivil
Liberties Union v. Dep’of Defensg628 F.3d 612, 619 (D.C. Cir. 2011) (citations omitted).
“Uncontradicted, plausible affidavits showing reasonable specificity angiaal relation to the
exemption are likely to prevdilAncient Coin Collectors Guild v. Depdf State 641 F.3d 504,

509 (D.C. Cir. 2011) (citation omitted). Summary judgment is proper when the pleabengs, t
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discovery materials on file, and any affidavits or declaratishew] ] that there is no genuine
dispute as to any materfact and the movant is entitled to judgment as a matter of Fed. R.

Civ. P. 56(a).

[ll . DISCUSSION

Plaintiff challenges the agensywithholdngsand redactions with respect to each of the
five categoriedor which Plaintiff requested aughnindex or declaration, which were
enumeraté above. The agency defends its withholdings and redactions on the basis of two
Vaughndeclarations submitted with its motion for summary judgment, the Pedersen Deglaratio
and the Shepherd Declaration, as webased on two supplemental declarations submitted with
its response in support of the motion for summary judgment, wiecd executed by the same
two individuals. The Court reviews each category of documents challengedityffPIn turn,
discussing the FOIA exemptions invoked by the agency with respect to eacheofdbexgories.
The Court concludes that Defendant’s redactions and withholdings are justifiedamdfgrants

summary judgment to the Department of Education on that basis.

A. Audit Trails & Supporting Documentation

Pursuant to the Clery Aatiniversitiesparticipating in the Federal financial aid program
arerequired to collect and disclose certain information about crime occurring onrgheiea
campuses. 20 U.S.C. 20 U.S.C. § 1092(f¢&p alsd®?edersen Decl. 4. In connection with the
required collection of crime statistics by the Pennsylvania State UnivgfBgnn Statedr “the
University’), Plaintiff requested the preparation of@aughndeclaration with respect téwudit
TrailsDocuments Intended to Support theditlity of the Universitys Crime Statistics” Def.’s
Statement 9. The agency explained that the “audit trails and documents intended to support the

validity of the Universitys crime statistics (approximately 100 pages) are part of an internal
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quality control process during a program revieRedersen Decl. §a. The responsive
documentsihclude two primary categories of records: 1) spreadsheets and ledgmaseprby
the Unversity that were intended to support the validity of its campus crime statistie3 and
spreadsheets, ledgers, and other similar records created by the [@ap&stsupport our
preliminary conclusions about the validity of the Universitgampus crimetatistics” Id.
Plaintiff does not contest this characterization of these receed®l.’s CrossMot. at 8.

The agency relies on both Exemption 7(A) and Exemption 7(E) to withhold all of these
materials in full Plaintiff challenges the agerisyrelianceon each of these exemptioiiie
Court addresses the application of Exemption 7(A), followed by the application opkaem

7(E).

a. Exemption 7(A)

As noted above, under Exemption 7(A), “records or information compiled for law
enforcement purposeare exenpt from disclosure under FOIA to the extent the disclosure of
thosematerials‘could reasonably be expected to interfere with enforcement proceédéings.
U.S.C. 8552(b)(7)(A).To rely on this exemption, the agency must show, first, the existence of a
“concrete prospective investigatiom” an investigation that is “pending or reasonably
anticipate.”Boyd 475 F.3d at 386. Next the government must show that disclosure “could
reasonably be expected perceptiblynterfere’ with the enforcement proceedingorth, 881
F.2d at 1097{emphasis in original)

With respect to the application tifis exemptiontheagency explainas follows:

These documents must be protected from release because they are part of an on

going program review, which, as set forth above, is considered a law enforcement

activity and appropriately withheld pursuant to 5 U.S.C. 8 552(b )(7)(A). Release

of this informdion could reasonably be expected to interfere with law

enforcement proceedings by having a chilling effect on the Universityngéki

more difficult for the Department to obtain full and open cooperation throughout
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the pendency of the investigation. Further, prematurely disclosing the
justifications for our preliminary conclusions regarding the validity of the
University’s campus crime statistics could reasonably be expected to influence the
University to prematurely adjust and restructure future disclosures to csunke
conclusions, instead of providing a more unbiased response.

Pedersen Decl. Ja.

Plaintiff argues that the ageris\Clery Act investigation of Penn State is neither pending
nor prospective. Plaintiff alsargues that the agency has detmonstrated that the investigation
would be harmed by the release of these responsive matedatsoth of these reasons, Plaintiff
argues that the agency has not justified its withholding under Exemption 7(A)olnea@rees
with the Government that the agency has sh@ythat the investigation is ongoing a() that
the requested releaseuld reasonably be expectednterfere with the investigation.

A brief review of the agencgprogramreview process is necessary héiee parties do
not digpute the general outline of that procesBght of the applicable statutory requirements.
First, the department undertakes to gather information regarding a program under revie
Secongdthe department createpramgramreview report that is shared with the institution under
review. Third, the institution has an opportunity to review and respond to that r§ee&0
U.S.C. § 1099c-1(b)(6) (agency must “provide to an institution of higher education an adequate
opportunity to review and respond to anygraim review report and relevant materials related to
the report before any final program review report is is§udginally, after considering the
institution' s response, the agency issuésral program review report or audit determination.

Id. § 1099c2(b)(7).

With respect to therogram review at issue in this case, there is no dispute that the
agency has provided its initiatggramreviewreport to Penn State. There is also no dispute that
the agency has not yet issued a final program review report or audit detexmiRia¢ current

status of the investigation, however, is disputed. Citing only to a press refesskhy Penn
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State, Plaintiff states that thuniversity received the agerisypreliminary program review report
on July 12, 2013SeePl.’s CrossMot. at 6° Based on this assertion and on the Departrsent’
Program Review Guide for Institutions 20@9aintiff argues that the investigation ceased being
“pending; for the purposes of Exemption 7(A), when the agency submitted the ipaaim
report to the institution. Plaintiff reasons thia investigatiors data gathering phase ended at
thatpoint, and therefore the investigation must be considered to have been completed at that
time. Plaintiff’s claim is neither supported by fact or logi

As shownby the agency declaranthrougha supplemental declaratidalaintiff’ s
argumenthas no basis:

Plaintiff is inaccurate in his characterization of the investigaticnasonger

pending or prospectiveThrough the time of the final issuance of the

Departmeris Final Program Review Determination, the Department can and will

seek and accept additional information from the institution and other sources. This
is specifically detailed in the Program Review Guide at page 8

Supp. Pedersen Decl. { 3. As noted in the Program Review &alg| i]f the
information/documentation provided does not fully resolve the findings, the reviewgrs m
contact the institution to obtain missing information or clarificatiét. s CrossMot, Ex. E
(Program Rview Guide)at 87. Plaintiff fixates on the permissive language of the Program
Review Guide—that“reviewersmaycontact the institutioch—to argue that aimvestigation is no
longer pendingSeePl.'s Reply at 3. But this argument does not bear scrutiny. The agency,
through its declarant, hasatedthat the investigation is ongoing, indicating that the ageoaw “

and will seek and accépinformation until the issuance of thie@dl programreview

> The Court notes that Plaintiff did not include this statement in his Statement of Matetsal Fa
which he submitted, as required by Local Civil Rule 7(h). In addititingao nothing at all,
Plaintiff then states that théniversity hassinceprovided its response to the preliminary report.
See id.
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determinationSupp. Pedersen Decl. { 3. It is undisputed that the final determination has not yet
been issued. Accordingly, Plaintiff has provided no basis—other than sher speculation—t
suggest that the investigation has, in fact, concluded. In any event, the Courtsiconitiat

the investigation remains pending wholly accords with common sense. The ageadyitiss
preliminary report; the institution has had an opportunity to respond; and the agegey/ tbas

issue its final determination. Notwithstanding Plairdiirgument, the only asonable

conclusion ighattheinvestigation is still pending.

The Court now turns to Plaintiff's second argument that any information didclasdd
not interfere with an investigation, to the extent that one resxmigoing. This argument
overlaps withPlaintiff s argument thahe investigation is not pending. In support of this
argumentplaintiff suggests that the agency habeady obtained its evidencétiat the
agencys “information gathering ended #013,” andthatthe agencis “findings havebeen
provided to the universityPl.’s CrossMot. at 9-10. As explained abouwbgse claims are belied
by the agencyg representation that the investigation remains ongoing, notwithstanding the
provision of the preliminary report to Penn State, and that the agency comdiracespt
additional informationMoreover, egarding the possibilitthat disclosurewill interfere withthe
ongoing investigationhe agency explairss follows:

As such the risk of witness intimidation, destruction of evidence and construction

of alibis still reasonably exist. Further, the release of the records costmhedsy

be expected to have a chilling effect on future witness testimony. In sum, the

release of the information at issue can still reasonably be expected to harm the

open investigation, despite the fact that the program review report has been
issued. The Department has therefore withheld the records in their eatidety

Exemption 7(A).

Supp. Pedersen Decl. | 3. Plaintiff has provided no basis to thisitgpresentationand the

Court concludes that the agency has shown that the release of the audit trails/guppor

documentation could reasonably be expecteadtérfere with the agenty ongoing
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investigation. Accordingly, the Court concludes that the agency’s withholdialg affthe
responsivanaterialsn this categorys properly justified, in full, on the basis of Exemption

7(A).8

b. Exemption 7(E)

The Court now turns to the application of Exemption 7(Ehi® category of materials,
which is constituted by thaudit trailsand supporting documentatifor the Universitys crime
statistics.Under this exemption, materials are exempt from FOIA where disclosure “would
disclose techniques and procedures for law enforcement investigations or peasgoutwould
disclose guidelines for law enforcement investigations or prosecutions if setdsdre could
reasonably be expecteaaltisk circumvention of the lab U.S.C. 8§ 552(b)(7)(E). As noted
above, the responsive documeintshis set of materiaf$nclude two primary categories of
records: 1) spreadsheets and ledgers prepared by the University thaitereted to support the
validity of its campus crime statistics and 2) spreadsheets, ledgers, endiotitar records
created by the Depanent to support our: preliminary conclusions about the validity of the
University’s campus crime statistit$2edersen Decl. §a.The agency reliesn the first prong
of Exemption 7(E)—the disclosure of techniques and procedures for law enforcement
investgations—to justify the withholding of these materials in fuBlee id The agencys
declarant further explains:

Specifically, the information contained within these documents walldds the

University and other recipients to ascertain the typasfofmation used by the

Department to detect invalid campus cristatistics, thereby making it easier for
recipients to evade detection

6 Although the Court addressed the parteguments regarding Exemption 7(A) in the context
of the audit trails/supporting documentation materials, the Court notes that thatapplié this
exemption to other sets of records, discussed below, largely fdllomghe Courts analysis
here.
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Id. Plaintiff does not challenge the application of Exemption 7(E) to these mateathbs, he
only challenges the application of this exemption to materials redacted byetiw/a@ffice of
Inspector General, as discussed beBeeP|.s CrossMot. at 14. In any event, the Court
concludes that the agency has adequately justified its withholding of the ailsfiswippating
documentation under Exemption 7(E). The agency has stated, through a sworn decthgdti
disclosure of the materials that support the crime statistics disseminatednvessity, as

well the materials supporting any audit by the agency of those statigbiglsl enable
institutions to submit invalid crime statistics and évade detection.” Pedersen Dechd]
Plaintiff has provided nothinthatcontrovertghis statement, anti¢ Court has no basis to
secondguess itAccordingly, the Court concludes that the agency did not err in withholding the
audit trail/supporting documentation pursuant to Exemption 7(E), in addition to withholding

these materials in full pursuant to Exemption 7(A)

B. The Institutional Response to IPogram Review Report

As summarized above, the agerscgirogram review process proceeds generally as
follows: the agency begins to gather data; the agency issues a preliptogmamreviewreport
to the institution under investigation; the institution hasopportunity to respond; and finally the
agency issues a fine¢port ordeterminationPlaintiff has requested Penn Statmstitutional
response to the preliminary program review report issued by the agé&ecygency describes
the responsive matatsin this categorys follows:

In the Penn State response to the program review findings (approximately 7,250

pages), documents include three primary categories of records: 1) the Uyls/ersit

narrative responses to the Department's findinggpBereports, arrest records,
disciplinary files, and other documents theat intended to substantiate the claims
made in the University's narrative responses; and 3) additional law enfotceme
reports, student and employee conduct records, and other institutional documents

including file reviews and document reconstructions that the University was
required to submit as part of its response to the program review report.
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Pedersen Decl. §b. The agency has withheld these responsive materials in full on thefbasis
Exemption 3 and, independently, on the basis of Exemption 7(A). In addition, the agency relies
on Exemptions 6 and 7(C), which both pertain to the withholding of materials on the basis of
privacy interests, with respect to certain information contami#gdn this set of material.he

Court analyzes, in turn, the application of each of these exemptions.

a. Exemption 3

As explained above, under Exemption 3, FOIA does not apply to materials that are
“specifically exempted from disclosure by statutef that statute—

(A)(i) requires that the matters be withheld from the public in such a manreer as t
leave no discretion on the issue; or

(i1) establishes particular criteria for withholding or refers to particyjaeg of
matters to be withheld[.]

5 U.S.C. § 552(b)(3). The agency explainsitthholding of the materials in this category under
this exemption as follows:

This information must be withheld in full under 5 U.S.C. § 552(b)(3itsas

release is prohibited by law. The Higher Education Act of 1965, Section 498A (20
U.S.C. 8§ 1099c-l), as amended, requires thaD#@artment(8) maintain and
preserve at all times the confidentialityaofy program review report until the
requirements of paragraphs (6) and (7) are met, and until a final program review
is issued, other than to the extent required to comply with paragraph (5), except
that the Secretary shgdtomptly disclose any and all program review reports to
the institution othigher education under review”. This prohibition requires the
Departmento keep confidential the institution response until a Final Program
ReviewDetermination is issued by the department. No Final Program Review
Determination has been issued in the Penn State matter.

Pedersen Decl. 3b. That is, under the applicable governing statute, the agency must preserve
the confidentiality of any program review repdruntil the agency has provided the institution
an opportunity to respond anadtil it has issued a final audit or determinatiee20 U.S.C.

§ 1099¢—1(K(B)-(8).
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As aystalized in is Reply and Opposition to PlaintéfCrossMotion, the agency argues
that disclosure of the institutional response to the preliminary program respext would
indirectly reveal the content of the preliminary program review reporteidre, the agency
argues, the Higher Education Act of 1965 mandates the confidentiality of tt@sahand it is,
accordingly, exempt from disclosure under FOIA pursuant to Exemptfidmé&.Court agrees
with Defendants argument in whole.

The agenc)s declarantlaborates further whipne disclosure of the institutional response
would violate the confidentiality provision of the Higher Education Act:

As set forth in the Program Review Guide cited by the Plaintiff, the Department
requiresinstitutions to pepare an institutional response that explicitly addresses
all issuegdentified by the program review report, point by point. Prog. Rev.
Guide, pg. 8-5Therefore, releasing the institutisrresponse at this time would
implicitly release theinderlying pogram review report by inference, which is
prohibited by the statutory provisions cited previously. Twenty U.S.C. 1099c—
1(b)(8) requires that the Departmentist*maintain and preserve at all times the
confidentiality of any program review repdrAs setforth in the Program Review
Guide cited by the Plaintiff, the Department requiresitutions to prepare an
institutional response that explicitly addresses all isglesgified by the program
review report, point by point. Prog. Rev. Guide, pg. 8Herefore, releasing the
institution's response at this time would implicitly releaseutigerlying program
review report by inference, which is prohibited by the statutory provisions cited
previously. Twenty U.S.C. 1099&(b)(8) requires that the Departmemist
maintain and preserve at all times the confidentiality of any program review
report

Supp. Pedersen Decl. 1 1. The Court concludes that this logic is persuasive.
Plaintiff only retorts that the agency has not provided any authority for the gropos
thatimplicit disclosures of a program review report are barred by the apploatfidentiality

provision and that, generally, FOIA exemptions to be construed narrowly, in favorlosdrec

" The agency appears to have abanddhedrgument it presentatits Motion for Summary
Judgment that the institutional responspasd of the program review report and therefore
exemptfrom disclosure. Because the agency has not pursued this argument, the Court does not
address it any furtr.
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The Court notes that Plaintiff never suggekt disclsure of the institutional responseuld
notreveal the content of the preliminary review report; rather, Plaintifflgiargues that such a
revelation is not barred by the statiéhile it is true that, as a genémaatter, FOIA exemptions
areto be narrowly construed, it is necessary as a matter of logic and cosenmsmfor the
institutional response to be protectydthe confidentiality provision barring disclosure ahy
program review report.Ih order br the confidentiality review provision tatle any meaning, it
must be read to bar the disclosure ofdbetentof any program review report, not simply the
report in its bound format-er the electronic equivalentas delivered to the institution. For that
same reasqrthe disclosure of the institutional response, which would necessarily reveal the
contents of the preliminary program review report, is also barred lsyaheés confidentiality
provision.Plaintiff s semantic arguments regarding the labels of the several documeets
discussion—comparing the preliminary and final program reports—do not proveseape
from this simple conclusion.

Under Exemption 3, “the [agency] need only show that the statute claimed is one of
exemption as contemplated by Exemption 3 and that td&ld material falls within the
statute’ Larson 565 F.3cat865 (itation omitted. The Court concludes that the agency has
shown that the material withheld is within the scope of the Higher Educatian Act’
confidentiality provision and, therefore, iseenpt fran disclosure, in full, pursuant to

Exemption 3.

b. Exemption 7(A)

The agency also relies on Exemption 7(A) for its withholding of Penn Siasgitutional
response to the agensypreliminary review reporAs noted above, under Exemption 7(A),

“records or information compiled for law enforcement purpbaes exempt from disclosure
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under FOIA to the extent those matertalsuld reasonably be expected to interfere with
enforcement proceedings.” 5 U.S.C. 8§ 352()(A). The agency explains its refiee on this
exemption as follows:
In addition, as the program reviews are considered enforcement activities
protected under 5 U.S.C. 8§ 552(b)(7), these documents are also appropriately
withheld under 5 U.S.C. § 552(b)(7)(A). Release of this information could
reasonably be expected to interfere with &viorcement proceedings by having a

chilling effect on the Universitynaking it more difficult for the Department to
obtain full and open cooperation throughout the pendency of the investigation.

Pedersen Decl. §b. The Court’s discussion above of the paraeguments regarding the
application of this samexemptior—with respect tahe audit trails and supporting documents
for the Universitys crime statistics-largely resolves their arguments regarding the application
of Exemption 7(A) tdPenn Stats institutional responséirst, @ove, the Court rejected
Plaintiff' s primary argument that the ageiscglery Act review is no longer pendinghat
conclusion isapplicable here as well. Second, the Court rejected Plasrafffument that the
disclosure of the audit trails/supporting documentation would not harm the ongoing
investigationWhile the institutional response to the preliminary program review report
undoubtedly distinct from the materials addressed altbge ourt arrives at the same
conclusion as abovéhat the agency has shown that the disclosure of the matenigdsbe
reasonably expected itmterfere with the ongoing investigatioks explaired above, the Court
has accepted the agefgyepresentation that it continues to receive information from the
institution until the issuance of the final determinatomeport Therefore,‘the risk of witness
intimidation, destructiowf evidence and ewstruction of alibis still reasonably exisSupp.
Pedersen Decl. §. As a result“the release of the records could reasonably be expected to have

a chilling effect on future witness testimdohid. Plaintiff has provided nothing to undermine
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this conclusion. Accordingly, the Court concludes that the agency has jusiiidaMing the

institutional response, in full, under Exemption 7(A).

c. Exemptions 6 and 7(C)

In addition to withholding Penn State’s institutional response in full under Exemption 3
and under Exemption 7(A), the agency justifies the withholding of certain infamvaithin this
set of materials on the basis of Exemption 6 and Exemption A¢@&kplained above, under
Exemption 6FOIA is inapplicable tdpersonnel and medical files and similar files the
disclosure of which would constitute a clearly unwarranted invasion of personal grivacy
5 U.S.C. § 552(b)(3)(6). Under Exemption 7(Caterialscompiled for law enforcement
purposes are exempt from disclosure under FOIA where such disclosure “ccoltatgdg be
expected to constitute an unwarranted invasion of personal ptigadyS.C. § 552(b)(7)(C).
Applying each of these exemptions requiidsalancing analysisvhich weighghe privacy
interest against the public interests in favor of disclosure that are atBtakagency explains
its withholding under these provisions as follows:

The Penn State response also contains a significant awfquersonally

identifiable information, including student names, social security numtyers
reports, security incident reports, and victim allegation statentbatsnust be
protected pursuant to 5 U.S.C. 8 552(b)(6) and (7)(C). The informtgeadhis

highly personal in nature and would be extremely damaging and/or embarrassing
if disclosed, and would risk exposing the students to harassment and other
unwanted public attention. Furtheeing identified as an individual with
involvement in such a highlyublicized investigation carries with it a negative
connotation, and could subject the individual(s) to harassment, embarrassment
and/or undue public attention. In contrast, the release of this identifying
informationwould not significantly incease the publis understanding of the
Department's performance of its mission. Because there is no jmiibteEst to
outweigh the significant privacy interest at stake, ittesitifying information was
withheld.

Pedersen Decl. ¥b. In response, Plaintiff concedes that the agency may withhold “student

names, social security numbers, and other personally identifying infomid®i.’s CrossMot.
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at 12. However, Plaintiff argues that “crime reports, security incideotteand victim

allegation statemeritshould have been produced with the identifying information redacted.

In response, the agerisyeclarant further explains why such redactions would not be possible:
TheDepartment notes that the records at issue, including crime reports, security
incident reports, and victim allegation statements, by their nature containypriva
relatedinformation apart from student names and social security numbers that
must be protectedursuant to Exemptions 6 and 7(C). Further, the Department

notes that, in somastances, redacting all exempt material under Exemptions 6,
7(C) and 7(D) may rob threcords of any probative value.

Supp. Pedersen Decl. Raintiff hasnot providedanything thatebutsthis explanationindeed,
Plaintiff's argument regarding thegxemptions iso more than conclusory. Moreover, the
Departmeris contention that much of the information in the crime reports, security incident
reports, and victim allegation statements would be privaated reflecteommonsense
Indeed, the information at issue, regarding particularly crime repattstatements by victims,
can be of the most private nature. Such informati@ften underreported, anidis plausible that
further disclosure oduch privatenformation would ony exacerbate the challenges of such
underreportingSee, e.g.U.S. Deft of Justice,Victimizations Not Reported to the Polie®06—
2010(2012), available at http://www.bjs.gov/content/pub/pdf/ivnrp0610.pdf (last visited Apr. 20,
2016), at 1 (52% of all violent victimizations unreportdd)e balancing tests the Court must
apply with respect to these exemptions indicatettieabgencys withholding of this information
wasproper.SeeBeck 997 F.2d at 149FBussmad94 F.3d at 1115. Accordingly, in ligbt the
agencys showing and in light of Plaintif failure to rebut that showing, as wellths
limitations ofhis cursory argument, the Court concludes tihatagencys withholding of
information within the institutional response,idsntified by theagencyunder Exemptions 6

and 7(C) is justified

25



C. DiscussionRecords and InterviewNotes in Connection with Freeh Group

Plaintiff next requested Vaughnindex or declaration as to “Records of
Discussion/Interview Notes to the extent they reflect comoatiioin or interaction with
employees of the Freeh Grouhe agency responded that it has no responsive records to this
request. Pedersen Decl6 fPlaintiff does not challenge this statement or otherwise challenge the
adequacy of the search with respect to these documBiot$urther discussionfdhese materials
is necessary.fie Court concludes that the agerscagttions with respetd these materials

comply with the requirements of FOIA.

D. RecordsExchanged Btween theAgency and the Freeh Group

Next, the Court turns to Plaintif§ request regarding records exchanged between the
agencys Office of Student Aid and the Freeh Group. The Court notsithPlaintiff s request
for aVaughndeclaration regarding this category of materials, Plaintiff indicateddbang our
conference call, it was stated that a limited number of written correspondeneeéte Freeh
Group and FSA exist, perhaps poine email. Def.’s Statement, Ex. AVith respect to this
category of materials, the agency produced 85 pages of emails, of which 23 paged include
redactions. Of thes®3 pages2 pages were redacted pursuant to Exems 6, 7(A), 7(C), and
7(D); 21 pages were redacted pursuant to Exemption 7(A) alone.

The Court begins with thigvo pages redacted pursuant to the several exemptions
mentioned here. The agensyeclaranexplains that[t]he information redacted contains the
name, contact information and other identifying information for individual(s) who may be

witnesses and/or whistle blowers related to FSA'’s program review of tlversity” Pedersen

8 The Court notes, however, that the agency has explained the limited nature afditsiante
with a law firmlinked to the Freeh Group, notwithstanding Plaintiff's theories to the contrary.
SeeSupp. Pedersen Decl. T 5.
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Decl. f7a.The agencyg declarant further explains the redaction of these two pages under
Exemptions 6, 7(A), 7(C), and 7(D):

Pursuant to 5 U.S.C. § 552(b)(6) and (7)(C), being identified as an individual with
involvement in such a highly publicized investigation carries with it a negative
connotation, and could subject the individual(s) to harassmengreambment

and/or undue public attention. In contrast, the release of this identifying
information would not significantly increase the public’s understanding of the
Departmerits performance of its mission. Because there is no public interest to
outweigh he significant privacy interest at stake, this identifying information was
withheld.

Further, as set forth above, the Clery Act investigation qualifies as an oh@wing
enforcement investigation pursuant to 5 U.S.C. 8§ 5%2]@)). Release of this
identifying information may subject the individual(s) to threats or retaliation su
that their willingness to cooperate with the Department would be significantly
curtailed. In fact, the mere potential for such threats or retaliation wouly likel
have a chillingeffect on the individual(s) cooperation.

Further, the information must be withheld under 5 U.S.C. $8%&2(D), as the
individual(s) were expressly promised confidentiality in exchange for girayi
information regarding the Clery investigation. Releaisthe name(s) could

expose the individual(s) to retaliation, harassment and unwanted public attention,
and would discourage other individuals from providing similar information to the
Department in the future. Protecting the anonymity of the individuial@ssential

to the Departmeid effective law enforcement.

Id. With respect to the 21 pages redacted pursuant to Exemption 7(A) alone, thesagency
declarant justified the redactions as follows:
Twenty-one pages- consisting entirely of duplicate copies of a sirigteail —
contain redactions pursuant to 5 U.S.C. 8 553Z)ip). Theinformation redacted
refers to information sources and compilatbomrently in use in this ongoing
program review. Release of thigormation could reasonably be expected to
adversely impact an ongoiteyw enforcement investigation by allowing the
University and other recipients to evade detection, both in the current open
investigation and ifuture law enforcement activities.
Pedersen Decl. Tb.
With respect to ExemptionK), which was invoked with respect to 8B redacted
pagesthe Court already concluded above that an investigation remains pending in this case
Plaintiff has provided no basis to second-guess the agesiatement that disclosing the
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redacted iformation ‘could reasonably be expected to interfere with enforcement proceedings.”
5 U.S.C. § 552(b)(7)(A). Accordingly, the Court concludes that the agency has made the
requisite showingn orderto rely on Exemption 7(A) for its redactions.

With respecto Exemption 7(C), as noted above, Plaintiff has concedethtadaction
of personal identifying information is generally proper. And Plaintiff hagpnavided any basis
to conclude that the redaction of the personal identifying information in plaeseular edmails
is not properBecause the agency only relied on Exemption 7(C), with respect to thesalnater
to redact personal identifying information, the Court need not address Exemptiomy (C) a
further.The Court concludes that the agency &desquately justified reliance on this exemption.
Similarly, Plaintiff has made a related concession with respect to ExemptgaeBl. s Cross
Mot. at 7. Given the limited application of Exemption 6 to personal identifying information
within this set oke-mails, the Court concludes that the application of this exemption was proper
as well.

Finally, with respect to Exemption 7(D), the Court concludes the agency’s oedatti
nameswas proper inight of theexpress promise of confidentiality provided to the persons
whose information waedactedSee Hodge v. F.B,I703 F.3d 575, 581 (D.C. Cir. 2013)

(express promise of confidentiality presented in sworn declaration sufficient toyjustidince on
Exemption 7(D)).

Accordingly, the Court concludes thitae agenc redactions of the e-mails produced

within this category of materials are justified by the agenosliance on the several exemptions

discussedhere
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E. Inspector Generals Records
Lastly, the Court turns to Plaintiff requestor aVaughnindex or declaratiowith
respect tdResponsive Records in the Possession of the Inspector Gésdralley Shepherd,
Assistant Counsel to the Inspector General, who submitted a declaration in support of the
agency'’s response regarding the materials in the possession of the Otfiednspector
Generalexplains that “[tfhe withheld information constitutes 35 pages of emails between the
OIG, the Federal Bureau of Investigation, and the law firm Pepper t8amilkP during the
period March 2012 to July 2012.” Shepherd Decl. § 6. Shepltsycexplains that “[t]he
withheld records are unrelated to the Department’s review of PennsyStatgalUniversity’s
compliance with the Clery Act21d. 1 9.The agency relied on FOIA Exemption 7(A) to
withhold the materials in full; the agency also relied on FOIA Exemptions 7(C) ahtb7(E
withhold certain subsetof the materials. The Court addresses, in turn, each of these exemptions.
With respect to Exemption 7(A), Defendant is withholding this entire set of recoralsdeec
of an ongoing criminal investigation by the Office of Inspector General. The Shephéadaben
further explains:
These email records have been withheld in full under exem{tit)6f)(A) of the
FOIA which protects records or information compiled for law enforcement
purposes the release of which could reasonably be expected to interfere with law
enforcemenproceedings. These emails discuss record requests anésabpo
requests related to an ongoing OIG criminal investigation. As such, the production
of this information would reveal targets of the investigation who are not publicly
known, the nature of matters currently under investigation, and investigatory
techniges which could reasonably be expected to interfere witletdarcement

proceedings. Therefore, this information is protected in its entirety purtsutiog
exemption. 5 U.S.C. 8§ 552(b)(7)(A).

® The records are responsieePlaintiff s FOIA request because that request included a request
for all emails, letters, and documents that were exchanged between employees of Pepper
Hamilton and the agency, withanlimited period of timeSeeDef.'s Statement b.
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Shepherd Decl. T &/hile Plaintiff claims thatheinvestigaton of Penn Stathasconcluded, the
agency confirms that the criminal investigation on which it relies here relat¢dto Penn
State!® SeeSupp. Shepherd Decl. { 1. Therefore, Plaintiff’s argument that there would be no
harm from disclosure becauBenn Statds aware of the investigation is inapposite; the
investigation in question is simply not connected to Penn State.

In addition, Plaintiff argues that could be no harm from disclosure because the ¢hrge
the investigation mustiready be aware df The agency acknowledges tH#te targets are
aware of the investigationgutemphasizethat“the targets are not publicly knownd. 2.
Given that the targets are not known publicly, the agency further explains the hiawoulth
result from dsclosureof the withheldmaterials

In addition to the harms cited in my earlier declaration, release of thesdsreco

would also identify witnesses who could be subject to harassment, intimidation.

Release would reveal the direction and scope of the investigation; it could lead to

the premature release of evidence at a time when this matter will be before a

grand jury.

Id. Plantiff has provided nothing to rebut the harfosecastedy theagency. Therefore, the
Court concludes that the agency has shown that disclosure of these materialssasandlily
be expected to interfere with enforcement proceedings.” 5 U.S.C. § &524b) Accordingly,
the agency withholding of these materials, in fui§ justified by Exemption 7(A).

Turning briefly to the other exemptions on which the agency relied for its watimigodf
portionsof this set of materials, the Court begins wittewtion 7C). The agency relies dhis

exemption which covers private information collected for law enforcement purposes, to

withhold identifying information ofindividuals of investigatory interest to [the Office of

101n any eventthe Court concluded, above, that the agentwestigation of Penn State
remaingpending forall purposeselating toExemption 7(A).
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Inspector General], including targets and third-party individu8lsepherd Decl. §. Plaintiff
never challengethe withholding of this information pursuant to Exemption 7(C), and it appears
that Plaintiff may have conceded that such withholding is appropBag®l.’s Oppn at 1211
Regardlessit is apparent thahe balancing test applicable under Exemption 7(C) requires the
redaction of such personal identifying informatinrthese circumstanceSeeSussmaj494 F.3d
at 1115

Lastly, he agency relies daxemption 7(E) for the withholding of theserails to the
extent that they contaltsearch terms used by case agents in the course of the investiggtion”
the Office of thenspector General. Shepherd Decl. § 8. Through the Shepherd Declaration, the
agency explains thatd]isclosure of these terms could risk circumvention of the law in this
ongoing investigatiofi.ld. Plaintiff responds that disclosing these materials would only disclose
the unsurprisindact that the agency used search terms, in the first instanits,imvestigation.
But the Court need not don its Sherlock Holmes hat to agree with the Government that this
arguments “patently wrong: Def.’s Reply at 71n fact, thedisclosure of this information would

indicate whichsearch terms the agency usedincover wrongdoing in this particular case.

11 plaintiff never discusses the application of 7(C) to the set of withhelalilsthat are in the
possession dhe Office of thelnspector General. However, apparently in the context of other
documents pertaining to Penn State, Plaintiff explicitly concédathe redaction o$imilar
identifying information iggenerally appropriate:

Plaintiff concedes that ExemptioC) generally allows the government to

withhold student names, social security numbers and other personally identifying
information. However, Exemptions 7(C) and 7(D) do not permit the wholesale
withholding of crime reports, security incident reports aictim allegation
statements, as Defendant has done in this instance. Defendant has not explained
why it cannot provide responsive records with identifying information redacted.

Pl.’s CrossMot. at 12.
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Disclosing those terms would, therefoiagilitate the avoidance of thietection of wrongdoing
by persons committing such wrongdoing, who colildieate the terms found in any agency
disclosurdrom their corespondenceédefendant declarant further explains how disclosing this
information would risk future circumvention of the law:

Release of the emails and other communications related to this program review

would disclose techniques and procedures for law enforcement investigations;

specifically, theseecords contain information about the specific law enforcement
tools used to acquirevidence. The Department notes that there are multiple

entities who regularly seek out information with regard to the Department's

methodologies in an effort to advise institutions, not on better methods for

compliance, but rather to identify the mashimum requirements for

compliance. It is not in the Department nor the publitferests to have

institutions of higher edutian comply with only the most minimum of

requirements for campus security. Therefore, these records must bddvithhe

pursuant to Exemption 7(E).

Supp. Shepherd Decl. 1 4. This explanation by the agency remains unrebutted by, Rlaintiff
ultimately reflets a commossense conclusiotmat revealing this informatioftould risk
circumvention of the law.”

Finally, Plaintiff argues that the agency provided the search terms to $pexdk and
Sullivan, LLP, a law firm working for the supposed target of the investigatiorneAagency
points out, Plaintiff provides no factual basis for this claim, and the agency hamegph
detail why the clainis incorrect SeeSupp. Pedersen Decl. { 5. Accordingly, the Court concludes
that the agency has justified the withholding of gubset of the Inspector Generahails on
the basis of Exemption 7(E)

For all of these reasons, the Court concludes that the agency properly appheaf the
FOIA exemptiols on which it relies with respect tbe materials in the possession of the Office

of the Inspector GeneradlExemptions 7(A), 7(C), and 7(E)—and that the agency properly

withheld these materials in full.
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In sum, the Court concludes tladk of the agency’s withholdings and redactions are
supported by the FOIA exemptions on which the agency relies, as discussed abbeembuet
Plaintiff has not shown that the agency has failed to comiplyits segregability obligeons,
and the Court concludes tithe agency hasn fact, complied with those obligations.
Accordingly, because there is no genuine dispute as to any material fact, thgr&aisrt

summary judgment to the agency in full.

V. CONCLUSION
For the foregoig reasons, the CouBRANTS Defendant U.S. Department of
Education’s [19] Motion for Summary Judgment and DENIES Plaintiff Ryan Bagv21]
CrossMotion for Summary Judgment. The Court GRANTS summary judgment to Defendant in
full, and this case idismissed in its entirety.

An appropriate Order accompanies this Memorandum Opinion.

Dated:April 26, 2016
/sl
COLLEEN KOLLAR-KOTELLY
United States District Judge
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