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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Dave Levinthal, et al.,
Plaintiffs,

V. Civil No. 15-cv-01624 (APM)

Federal Election Commission,

Defendant.
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MEMORANDUM OPINION

INTRODUCTION

Plaintiffs Dave Levinthaland the Center for Public Integrity briigis suit under the
Freedom of Information Act (“FOIA”). On July 6, 2015, Plairgisubmitted a FOIA request to
Defendant Federal Election Commission seekingl) a cqy of a study that assesse
vulnerabilities in the Commission’s information technolog{/IT”) systems and makes
recommendations to address thagkmerabilities; and (2xnyemails and dcuments related to the
study. Defendanproduced nofexemptmaterialgelatd to the studybutwithheld the studytself.
Plaintiffs brought thissuit claiming that Defendant violated FOIA by failingpaducethe study.

Upon consideration of the parties’ submissions and the record evideaaxmurt grants
Defendant’'sMotion for Summary ddgmen and denies Plaintiffs’ Croddotion for Summary

Judgment.
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. BACKGROUND

As required by Local Civil Rule 7(h)(1), dlendantFederal Election Commission
(“Commission” or “Defendant”) submitted a detailethtement ofundisputed raterial facts
SeeDef.’s Mot. for Summ. J., ECF No. 1BdreinafteDef.’s Mot.], Def.’s Stmt. of Material Facts,
ECF No. 131 [hereinafter Def.’s Stmt.] Plairtiffs, for their part, responded witd bareboned
counterstatementhat did notdispute Defendart’factuabssertions. Pls.” Croddot. for Summ.
J., ECF No. 14HereinafterPIls.” Mot.], Pls.” Stmt. of Material Facts, ECF No.-14hereinafter
Pls.” Stmt.]! Accordingly, the courtreatsDefendans proffered facts, recited beloasconceded
by Plaintiffs. See SEC v. Banner Fund Int211 F.3d 602, 616 (D.C. Cir. 2000)f(the party
opposing the motion fails to comply wifthe] local rule, hen the district court is under no
obligation to sift through the record’ and shouUldristead. . . deem as admitted the moving péasty
facts that are uncontroverted by the nonmoving parRule [LCVR 7.1(h)] statemerit.
(alterations in originaljgquotingJackson v. Finnegan, Henderson, Farabow, Garrett & Dunner
101 F.3d 145, 154 (D.D.C. 1996)

A. Factual Background

In Fiscal Year 2014the Commissiorhired an outside contractd8D Solutions, LLCto
determine whether there were vulnerabilities in@wenmission’dT systems andif there were,
to provide remedial recommendationBef.’s Stmt.  5Def.’s Mot., Decl. of Alec Palmer, ECF
No. 132 [hereinafter Palmer Decl.], 7. The Commissicderedhestudyto assist it in deciding
whether to implemenbewly developedinformation security guidelinepublishedby the U.S.

Depatment of Commerce’s National Institute of Standards and Techn@tdgST”). Def.’s

! Plaintiffs later submitted a more fulsome statement of facts with their Repfy &@®ls.’ Reply, ECF No. 18, PIs.’
Stmt. of Genuine Issues of Fact, ECF. N8 1, but that statement carte® late,seeLCVR 7(h)(1) (*T]he @urt may
assume that facts identified by the moving party in its statemenatgfrial facts are admitted, unless such a fact is
controverted in the statement of genuine issuesifil@pposition to the motioh(emphasis addey)
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Stmt. § 6; Palmer Decl. I 7n preparing its reportSD Solutionsexaminedthe Commission’s
“physical and virtualinformation technology assets”and recommended measures for the
Commission to protect its infrastructure from “wrongful iféeence, circumvention, or unlawful
action by unauthorized persons.” Palmer Decl. f@&thermore, iassessethe “vulnerabilities
to unlawful breach presem the Commission’s technological infrastructure, describingisea
Commission systems and recommending specific security measadsléss the vulnerabilities.”
Id. The Commission refers to SD Solutibfisal reportand its related documents, edtively,
as the “NIST Study.”Def.’s Stmt. 18; Palmer Decl. { 18.

The NIST Study consists of twaarts The firstpartis an overview memorandum prepared
by the Commission’sOffice of the Chief Information Officer The overview memorandulists
measures the Office hased in the past to addrd$svulnerabilities,summarize$SD Solutions’
final report and discusse%he practicalities oimplementing thgNIST] guidelinesshould the
Commission adopt the recommendations in the FiegloR” Def.’s Stmt.§ 10;Palmer Decl.
1929, 10. The overview memorandumncludestwo appendiceg1) an abridged version o¢lfie
full final report,and (2)a summary oboththe recommendations in theport and thepersonnel
and financiaresourceshat would beequired to satisfy each recommendatidch. 110, 11.

The secondart of the NIST Studyis the final report itself As discussed, the report
describes the Commissions network,assesses the securdf/each system and identifies the
vulnerabilities therein and contains recommendations f@ecurity measures to addrete
identified vulnerabilities.ld. 11 12,14.

B. Procedural Background

Plaintiff Dave Levinthal is an investigative journalist eny@d by Plaintiff the Center for

Public Integrity. SeePIs.” Mot. at 1; Def.’s Mot. at 3; Def.’s Stmt. 4. On July 6, 2015, #fsin



submitted a FOIA regest to the Commission, seekinfl) “a copy of the 2015 National Institute

of Standards and Technology Repetlso known as the NIST stueipertaining to the Federal
Election Commission’s operatiohsand (2) “any FEC emails, memoranda, correspondence or
other documents that, in any form or fashion, mention or refer toNdi®nal Institute of
Standards and Technology report, by name or otherwise.” Def.’s StBitD®f3's Mot., Decl. of
Robert M. Kahn, ECF No. 13 [hereinafter Kahn Decl.], 1 6 & Ex. A [hereinafter FOIA Request].

On August 18, 2015, the Commission denied Plaintifésjuest for a copy of the NIST
Study, but granted their request for documents that mention ar teefdhe study, subject to
applicable FOIA exemptions. Kahn Decl. § 7E&. C (Email from Robert M. Kahn to &ve
Levinthal(Aug. 18, 2015) The Commission eventually produaedre tharl,450 pages of nen
exempt records, and na@axempt portions of records, that mentador referred tahe NIST Study.
Jt. Status RepECF No. 11.

Plaintiffs filed an adminigrative appeal challenginthe decision to withhold thBlIST
Study, assertingthat it “is likely to contain information that directly benefits thebpc's
understanding of Federal Election Commission capabilities anétapes during a higiprofile
election season.Kahn Decl.y 8 & Ex. C. In September 2015, the Commission defleiitiff s’
appeal.ld. 110 & Ex. F(Email from Robert M. Kahn to Dave Levinthal (Sept. 30, 2Q15))

Plaintiffs filed their Complaint in this courton October 5, 2015challenging only
Defendant’s nodisclosure of theNIST Study SeeComgd., ECF No. 1. OrmMarch 17, 2016
Defendant filed a Motion for Summary Judgmestaiming thathe NIST Studyis exempt from
disclosureboth as a law enforcement record undedIA Exemption 7(E) anés deliberative
material undeiFOIA Exemption 5. Def.’s Mot. at 16-21. On April 8, 2016, Plaintiffs filed a

CrossMotion for Summary Judgmentvhich contestxategorizingthe NIST Study as a law



enforcement record under Exemption 7(BeePIs.” Motat 4 Additionally, althoughPlaintiffs
concede thapplicability of Exemption 5theyarguethatthe Commissiomasfailed to meet its
obligation under FOIA to release any “reasonably segregablexempt information.”ld. at 5.
[1. LEGAL STANDARD

A court shall grant summary judgment tiie movantshows that therés no genuine
dispute as to any material fact and the movant is entitled to judgmamhaiser of law.”Fed. R.
Civ. P. 56(a). To make this determination, the court must “view the facts and draw re&sonab
inferences in the light mo&vorable to the [nomoving] party.” Scott v. Harris 550 U.S. 372,
378(2007) (internal quotation mark omittedA dispute is “genuine” only if a reasonable fact
finder could find for the nonmoving party, and a fact is “materialy dnt is capableof affecting
the outcome of litigationAnderson v. Liberty Lobby, Ine77 U.S. 242, 24819 (1986). A non
material factual dispute cannot prevent the court from granting sunungnyent. Id. at 249

Most FOIA cases are appropriately decided on metidor summary judgment.
SeeDefenders of Wildlife v. U.S. Border Patré3 F.Supp.2d 83, 87 (D.D.C2009). A court
may award summary judgment in a FOIA case by relying on tleenmattion included in the
agencys affidavits or declarations if they are “relatively detailed amataonclusory,”SafeCard
Servs., Inc. v. SE®26 F.2d 1197, 1200 (D.Cir. 1991) (internal quotation marks omitted), and
if they describe “the documents and the justifications for nolodise with reasonably specific
detail, demonstrate that the information withheld logicalllg faithin the claimed exemption, and
are not controverted by either contrary evidence in the record nor by @vioesgency bad faith,”
Military Audit Projectv. Casey656 F.2d 724, 738 (D.Cir. 1981).

The agency bears the burden of demonstrating that each FOIA exempiies,and its

determinations are subject de novoreview in district ourt. U.S.Dep’t of Justicev. Reporters



Comm. for Freedom dhePress 489 U.S. 749, 755 (198%iting 5 U.S.C. § 552(a)(4)(B))To
prevail on a motion for summary judgment, the agency must mignade that “each document that
falls within the class requested either has been produced, is uniddstiGais wholly exempt
from the Act’s inspection requirementsGoland v. Centlntelligence Agengy607 F.2d 339, 352
(D.C. Cir. 1978);see also tadents Against Genocide v. Depf State 257 F.3d 828, 833 (D.C.
Cir. 2001).

V. DISCUSSION

A. FOIA Exemption 7(E)

The court firstconsidersvhetherthe NIST Study is exempt from disclosure under FOIA
Exemption 7(E) Def.’s Mot at 16-17; Pk’ Mot. at 3-4.

Under Exemption 7(E), an agency may withhold informatiah “compiled for law
enforcement purposes” {2) its release “would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose mgidefor law enforcement
investigations or prosecutiahsand (3) such “disclosure could reasonably be expected to risk
circumvenion of the law.” 5 U.S.C. § 552(b)(7)(E) Exemption 7(E) “sets a relatively low bar
for the agency to justify withholding Blackwell v.FBI, 646 F.3d 37, 42 (D.CCir. 2011), and
“where an agency ‘specializes in law enforcement, its decisiowode[E]xemption 7 is entitled
to deference) Lardner v. Dep’t of Justice638 F.Supp.2d 14, 31 (D.D.C2009) (quoting
Campbell vDep't of Justice164 F.3d 20, 32 (D.Cir. 1998)) This does not excuse an agency,
however, from the requirement of desantpiits “justifications for withholding théenformation
n with specific detail.” Am. Civil LibertiesUnionv. Dep’t of Def.628 F.3d 612, 619 (D.Cir.

2011).



In this case, Plaintiffs offea singleargument challenging Defendantisvocation of
Exemption 7(E) the NIST Studywas not “compiled fofaw enforcemenpurposes.”Pls.” Mot.
at 42 The court has little trouble rejectimigat contention

A record is“compiled for law enforcement purposeso long as there is (1) a rational
“nexus” beween the record and the agerscyaw enforcement dutiesnd (2) aconnection
between the subject of the record and a possible security risk or violatitederhl law.
SeeCampbell 164 F.3d at 3%ee also Pratt v. Webst&73 F.2d 408, 42(D.C. Cir. 1982). The
latter requirement must be satisfied “to establish that the agency attedite principal function
of law enforcement, rather than merely engaging imergé monitoring of individualsctivities.”
Pratt, 673 F.3d at 420The NIST Study satisfies both requirements.

First, the NIST Study meets the rational “nexusfuirement because federal agency,
like the Commissiongannot effectively carry out its law enforcement function unlesastan
secure and reliabld systen. The Commission isesponsible for investigatingolations of the
Federal Election Campaign ActSeeDef.’s Mot. at 56, Def.’s Stmt. 1 43; 52 U.S.C.
8 30109(a)(1)E2). ItsIT systencontairs sensitive information related to investigations, including
“subpoenas, requests for information and documents, reportsestigation, ad responses to
Commissionissuedsubpoenas and requests.” Palmer Decl. § Tie systenmalso contains a
“confidential scoring system, the Enforcement Priority System, which igengignificant cases

for enforcement[.]” Id. § 16. In short, he Commission’dT systemis central toits law

2 The court, thereforayeats as conceded the reniiainelements of Exemption 7Enamely, that the exempted
record (1) “would disclose techniques and procedures foetdarcement investigations or prosecutions, or would
disclose guidelines for law enforcement investigationprosecutions” and (2), if disclosed, “could reasonably be
expected to risk circumvention of the law.” 5 U.S.C58(B)(7)(E). See Wilkins v. Jackspi50 F.Supp.2d 160,
162 (D.D.C.2010) ("It is well established that if a plaintiff fails to respond to an argumesgdran a motion for
summary judgment, it is proper to treat that argument as concedegk8®s v. Duda$73 F.Supp.2d 191, 202
(D.D.C.2008) (“[W]hen a party responds to some but not all arguments raised omoa kotSummary Judgmén

a court may fairly view the unacknowledged arguments as conceded.”)
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enforcement functianSeeid. (“The Commission’s information systems netwatlows it to fulfill
its statutory obligation to administer and enforce campaign finance”).

The NIST Studyn turnwas designed to promote the integrity of that systedithus itself
serves a law enforcement functiomhe sudy’s purpose was ttassess the vulnerabilities of the
Commission’s information technology systems” daadnake “recommendations about how the
Commission could protect its systems from wrongful fetence, circumvention, or unlawful
action by authorized persons.” PalmercDg{7, 8 A study designed to evaluate and imprave
critical law enforcement tool, such as an IT system, easily meetatitveal nexus requirement.

Second, there is a connectibatween theNIST Study and a possible security risk or
violation offederal law According to the CommissionGhief Information Officer, Alec Palmer
the NIST Study is the type of assessment “that, if publicly diedlosould be used lyyersons
with malicious objective to do great harm.1d. §19. Palmerassertshat“information contained
in the NIST Study could be used to gain unlawful access to the Commsdsichnology systems,
obtain and manipulate sensitive and confidential data about candidétesholders, party
committes, and others who interact witheélfCommission, or obtain and manipulate data stored
within the Commission’s systems regarding [Commission] enforcematters.” Id. Further,
Palmer explains thaperson with access to the NIST Study “could use the information nedtali
[therein] to seriously threaten the Commission’s ability to fulfl civil enforcement and other
statutory duties.”Id. Finally, Palmer attests that the NIST Study “providdsieeprint to tle
Commission’s network’ and that its publicisclosure‘could thus enable hackers to bypass the
Commission’s current protection mechanismsld. { 21. This court observed ihong v.
Immigration and Customs Emmtemen, 149 F. Supp. 3d 3%3(D.D.C. 2015)that“[j] udges are

not cyber specialists, and it would be the height of judiciesponsibility for a court to blithely



disregard . .a claimed risk” of a cybeattack or a security breaci he court will not disregard
suchrisk in this case Accordingly, the court findghat theNIST Studysatisfies the second prong
of the “compiled for law enforcement purposes” inquiry.

Plaintiffs offer two rejoinders. First, they contend tti@ NIST Study is not‘compiled
for a lawenforcement purpose” because ‘[i]t is mwohnected to an investigatidonPls.” Mot. at
4. That argument misconstrues the lavihe Court of Appealsonsistently hakeldthat records
do not have to be linked to a specific investigation tprogerlywithheld under Exemption 7(E).
For instance,n Tax Anaysts v. Internal Revenue Ser/(IRS) the courtheld thattRS materials
related to law enforcement activities “outside of the context of a sp&voiestigation” met the
threshold for materials tampiled for law enforcement purposes” under Exemption. 78€g294
F.3d 71, 73,78-79 (D.C. Cir. 2002). In so holdingt observed thaiCongress amended
Exemption7 in 1986 to make clear that 7(E) “was not limited to records or inftwmaddressing
only individual violations of the law.”ld. at 79. More recently, irBlackwellv. Federal Bureau
of Investigationthe Court of Appeals held that the FB&d properly withheld methods of data
collection, organization, and presentation contained in cerfaanteeunder Exemption 7(E). 646
F.3d at 42. The methods were developed for the FBI to meet the agémeg&tigative needs,”
rather than linked to a spiéc investigation. Id.

Moreover as Defendantcorrectly points out,Def.’s Mot. at 11, 1314, courts in this
District repeatedlyhave heldhatinformation connectetb law enforcement databasgsalifies
for exemption under 7(EfSee, e.g.Long 149 F. Supp. 3dt44 (holding that requests for metadata
and database schema of law enforcement information databases qualifgrhption under 7(E));
Strunk v.U.S.Dep't of State905 F.Supp. 2d 142146—-48(D.D.C. 2012)holding thatcomputer

transation and function codethat reveal how to navigate and retrieve information from a law



enforcement databaseere properly withheld under ExemptiaitE)); Miller v. U.S. Dep't of
Justice 872 F. Supp. 2d 12, 29 (D.D.C. 2018blding that mmerical codesised to identify
information and individuals, as well as codes ‘“relate[d] to praesdconcerning the use of law
enforcement resources and database$and] case program and access cddesvereproperly
withheld under Exemption 7(E)Bkinner v. U.S. Dep’t afustice 893 F. Supp. 2d 109, 143
(D.D.C. 2012) (holding that user access codes that facilitated access to alasraaht database
were properly redacted under Exemption 7(Bjyd sub nom. Skinner v. Bureau of Alcohol,
Tobacco, Firearms & ExplosivesNo. 125319, 2013 WL 3367431 (D.C. CiMay 31,2013)).
Thus, the fact that the NIST Study does not pertain to a particukstigation does not place it
outsideExemption 7(E).

Second, Plaintiffs argunat Exemption 7(E)s inapplicablebecauséefendant‘has not
established that the vulnerabilities described in the NIST Stutigxast.” Pls.” Mot. at4. More
specifically, Plaintiffs argue that, even if Exemption 7(E) eggplto portions of the NISTt8dy,
to the extent that facts on the ground have changed since the prepartt@mnepbort, disclosure
of previous vulnerabilities would not fall under Exemption 7(EN)d’ at 5. That argument is a
nonstarter. Again, the Palmer Declaration, which dbeart described aboveamply suppos
Defendant’s contention that the public release of the N8&illy—or any portion of #—would
run the risk of compromising the Commission’s law enforcementibmc According taPalmer,
if released, unauthorized readers of tRE&ST Study could “gain unlawful access to the
Commission’s technology systems, obtain and manipulate senaitd confidential data about
candidates, officeholders, party commigeand others who interact with the Commission,
obtain and manipulate data stored within the Commission’s systsgasding [Commission]

enforcement matters.’Id. 19. Additionally, Palmerstates thaen unauthorized individual or
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governmentarmed with theNIST Studycould “seriously threaten th€Eommission’s ability to
fulfill its civil enforcement and other statutory dutieand “alter the disclosure data that the
Commission makes available on its public website, thereby pngvidise disclosure information
that could adversely influence the outcome of an electitah.YY19-20. Further,disclosing the
NIST Study couldallow hackergo gain access tihe Commissions networks, enabling them to
“distort or prevent access to campaign finance reports,” or “exposiiaengormation about
parties regulated by the Commissiond. 121, 24. Palmer’s Declaration credibly demonstrates
that disclosure adiny portion othe NIST Study woulghosea present and genuine security threat
to the Commission’s law enforcement function. Accordindilg,dourt rejects Plaintiffs’ argument
that the NIST Study is not exempt under 7(E).

B. FOIA Exemption 5 and Segregability

Defendantalsoinvokes FOIA Exemptiod to withhold the NIST Sudy. Def.’s Mot at
17. Exemption 5 shields disclosure of “intagency or intraagency memorandums or letters
which would not be available by law to a party other than an agetitigation with the agency.”
5 U.S.C. § 552(b)(5)Exemption 5 has been interpreted to incorporate the three tnadlicivil
discovery privileges-the attorney work product privilege, the deliberative process prévikad
the attorneyclient privilege. Burka v.U.S.Dep't of Health & Human Servs87 F.3d 508, 518
(D.C.Cir. 1996). Here,Defendant asserts the deliberate process privdsdlee basis for invoking
Exemption 5. Def.’s Motat 1721, see Tax Analysts IRS 117 F.3d 607, 616 (D.C. Cir. 1997)
(describing theleliberative process privile@s covering recordbatareboth“predecisional” and
“deliberative).

Plaintiffs do not contest the applicability of the deliberative process priviletee NIST

Study. SeePIs.” Mot. at5 (“Plaintiffs do not doubt that the NIST Study contains predecisiona
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recommendations.”)Instead, they challenge whether Defendantsh#isfied its dutyo segregate

and producenonexemptfactual material contained within the NIST Studyd. Specificdly,
Plaintiffs argue that Defendant “has not established that [theafactaterial is] actually
‘inextricably entwined’ with deliberations.’Id.; seeMead Data Cent., Inc. v. U.S. Depodf the

Air Force, 566 F.2d 242, 260 (D.@ir. 1977) ¢ollecting cases and explaining thft has long
been a rule in this Circuit that n@xempt portions of a document must be disclosed unless they
are inextricably intertwined with exempt portions”). The calisagrees.

Because “the focus of FOI& information, not documents . . . an agency cannot justify
withholding an entire document simply by showing that it amst some exempt materialMead
Data Cent, 566 F.2dat 260. FOIA therefore requires that “[a]ny reasonably segregable portion
of [the] record shall be provided to any person requesting such recordedétigon of the portions
which are exempt.’5 U.S.C. 8§ 552(b)An agency must provide a “detailed justification” and not
just make “conclusory statements” to support its segregabiligrmetation. Mead Data Cent.
566 F.2d at 261 Agencies, however, “are entitled to a presumption that they complibdveit
obligation to disclose reasonably segregable material,” which can dreoove by contrary
evidence produced by the requestSussman. U.S. Marshals Sern494 F.3dl106, 1111D.C.

Cir. 2007)

The Palmer Declaratioprovides a “detailed justification” for the Commission’s dexisi
that no part of the NIST Report is segregable, Rladhtiffs havenot offered any evidence tdahe
contrary According to Palmerthe Commissiofrs Office of the Chief Information Officer
conducted a lindy-line analysis of theNIST Study to determine if anyportion could be
segregated and released without jeopardizing the secuittynetworks. Palmer Decl. §Y-257.

Palmer observeshat the “factual descriptions of the Commission’s information telcigy
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systems and their vulnerabilities in the Final Report fdrenldasis of the Report’s analysis. .
and theyreflect the needor the recommended protocols that constitute the core of the NIST
Study.” Id. 1 26. If the factual content of the NIST Study were publicly dsgddoPalmer explains,
it “would effectively release many of the NIST Study’s recommgads, as well as theubstance
of the vulnerability analysis that [the Office thfe Chief Information Officer] submitted to the
Commission for its determination on whether to accept those recatatias.” Id.  27. “The
factual descriptions expose the Commission to risk of a security bréaith retwork and
information technology systemslId.

Palmer’s Declaration clearly establishes that the factual portiottedflIST Study are
“inextricably intetwined” with its deliberative elementdMead Data Cent.566 F.2d al6Q It
also sets forth with “reasonable specificity” why those factualigpee cannot be segregated.
Armstrong v. Exec. Office of the Presidedit F.3d 575578—-79(D.C. Cir. 1996) Accordingly
the court rejects Plaintiffs’ argument that Defendant has nottsrebity ofsegregability.

V. CONCLUSION

For the foregoing reasons, the cogrants Defendant’'dotion for Summary Judgment

and denies Plaintgf CrossMotion for Summary JudgmentA separate final order accompanies

this Memorandum Opinion.

A s

Dated: November23, 2016 Amit P a
United States District Judge
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