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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

WYNSHIP W. HILLIER,
Plaintiff,
V. Civil Action No. 16€v-1836 DLF)
CENTRAL INTELLIGENCE AGENCY, et al,

Defendants

MEMORANDUM OPINION

Pro se plaintifWynship Hillierinvokesthe Privacy Act of 1974, 5 U.S.C. § 552a, to
identify recordsabout himatthe Department of Homeland SecuiBHS), United States
Department of State, ar@entral Intelligence Agend{CIA) (collectively the “defendants!)

Hillier claimsthese agencies have recocgsfirmingthathe is“the target of a sophisticated
campaign” designetb render him an “involuntary psychiatric outpatient” and to convince him,
and others, that he suffers from “psychiatric disoretsl Am. Compl. § 4, Dkt. 33.
Dissatisfiedoy the agenciedailure to produce any recorddillier filed this lawsuit. Before the
Courtarethedefendants’ Motion for @nmaryJudgment, Dkt. 4Glillier’s Motion for Rartial
SummaryJudgment AainstDefendant United Stat&epartment of Homeland Securifykt.

41, andHillier's Crossmotion for Rartial Summary dJdgment Against th€entral Intelligence
Agency andJnited State®epartment of Stat®kt. 48. For the reasons that follow, the Court

will grantin part and deny in part the defendant’'s motion and deny Hillier's motions.
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BACKGROUND

For the past six year®Vynship Hillierhassoughtrecords that he believ&HS,
Department of State, and Cossess His quest began in early 20M2hen he sent letters to
these agencies asking whether certagord systems contained records about tseeDefs!
Statement of Facts 11 3, 6, 17, 29, Dkt14®.s Statement of Genuine Issues 11 3, 6, 17, 29,
Dkt. 452 Each agency processed Hillerequests under both the Privacy Act, 5 U.S.C. § 552a,
and the Freedom of Information Act (FOIA), 5 U.S.C. §85B2t none of he agencieprovided
records tcHillier becausd€1) none were found2) the relevantecord systems were statutorily
exempt from the Privacy Act and FOIA, @) the CIA could neither confirm nor deny the
existence of recordbat might reveal a classified relationship with the agersfs. Statement
of Facts 11 3, 6, 19, 29. Hilliexhaustedhisadministrativeemedies andommenced this
lawsuit on September 12, 2018ee2d Am. Compl. Exs. 1-5Defs! Statement of Facts

119, 31.

LIt appears that Hillier initially submitted a Privacy Act request to the CIA by a bkted

February 4, 2009. 2d Am. Compl. Ex. 3. The CIA responded on March 13, 2009 by notifying
Hillier that it would not process his request until he provided certain identifiyfagnation

required by regulation. 2d Am. Compl. Ex. 4 (citing 32 C.F.R. 8 1901.13). There is no evidence
that Hillier provided the required information, but he later submitted another PAcacgquest

via a letter dated January 6, 2011 (the record is clear that the letter should havedieen dat
January 6, 2012, not 2011%eeDefs.’ Statement of Material Facts I 29 n.1; PI's. Statement of
Genuine Issues T 29.

Separately, the record also reflects that a January 19, 2012 lettenthiéf p#dressed to the
Department of State was not received until much later when “a copy of thedter was
attached to subsequent correspondence between Plaintiff and [the agency].StBefsent of
Material Facts 1 17; PI's. Statement of Gemuissues { 17.

2 Hillier does not dispute the facts this opinimtes from the defendants’ statement of material
facts. ComparePl.’s Statement of Genuine Issues, Dkt. Whh Defs.” Statement of FactBkt.
40-1. Accordingly, for convenience, tR®urt omits parallel citations to Hillier's statement of
genuine issues, Dkt. 45. To be cldditlier disputes other facts contained in the defendants’
statement of material facts that are not cited here.



Since thenHillier haszealously prosecuted his lawsuit. In additioseécumng leave to
amend hicomplaint three timede submitted over 1,300 pages of argument and evidSeee.
Dkts. 15-18, 20, 22, 26, 31, 33-35, 38, 39, 41-43, 45, 46, 48, 49, 52-56, 59, 61, 64. 65.

When the dfendantsnoved for summary judgment on August 24, 2@&E£Dkt. 40,

Hillier countered on September 7, 2017 witmation for partial summary judgment against
DHS, seeDkt. 41. Healsofiled an opposition to the defendants’ motion for summary judgment,
amotion to compel discoverg, motionto participate in hearirgy telephone or televidesee

Dkts. 42, 43, 45and on October 17, 201hefiled acrossmation for partial summary judgment
against the CIA and Department of StatgDkt. 48.

About a week after this case was reassigned to the undergigigedn December 5,

2017, Hillier moved for leave to file a surreply to the defendants’ motion for sumutiymyent,
seeDkt. 52, which the Court grante&everal weekkater, Hillier filed a 454page request

asking the Court to take judicial notice of facts tatargued were contained in Federal Register
notices and proposed rulésgecutive Orders and memorantederal statistical reports

published on agency websites, a telephone directory posted on a government webgéde, a
from a government website, @thcourt recordglictionarieslaw review articlesworkday
calculationsand legislative reports and documentss.eq for Judicial Notice at 1, 35, 54,

65, 85, 87, 90, 92, 95, 96, Dkt. 54.

OnFebruary 23, 201&illier moved to amend his motion for partial summary judgment
againstDHS, cross-motion for partial summary judgment against the CIA and Department of
State, motion to compel discovery, and opposition to the defendants’ motion for summary
judgment. Mot. to Amendt1, Dkt. 55. In supportlillier submitted464 pages of exhibitdd.

Exs. 71-166, Dkt. 55-1He followed that with avarch 19, 2018 motion seeking reconsideration



of the May 31, 2017 minute order issued by the judge who was previously assigned teethis ca

Mot. for Reconsat 1, Dkt. 59. That minute order prohibited Hillier from further amending his

complaint “absent a showing of exceedingly good caukgriute Orderof May 31, 2017.
Thecompetingmotions for summary judgment aaddresseth thismemorandum

opinion. Hillier's other pending motions are addsed in the accompanying order.

Il. LEGAL STANDARDS

Rule 56 of the Ederal Rules of Civil Proceduneandates thaft]he court shall grant
summary judgment if the movant shows that there is no gemlispute as to any material fact
and viewing the evidence in the light most favorable to the nonmoving pé#rg/nfovant is
entitled to judgment as a matter of lavwked. R. Civ. P. 5@&); see alsdaige v. Drug Ent
Admin, 665 F.3d 1355, 1358 (D.C. Cir. 2012). “A dispute is ‘genuine’ if the evidence is such
that a reasonable jury could return a verdict for the nonmoving pd?gige 665 F.3cat 1358.

A fact is material if it “might affect the outcome of the suit under the governing§ lAwderson
v. Liberty Lobby, In¢.477 U.S. 242, 248 (1986).

Hillier invokesthe Privacy Acto secure notice afecords about him. The Privacy Act
mandates that “[e]ach agency that maiim a system of records shall . . . upon request by any
individual to gain access to his record or to any information pertaining to him widoht&ned
in the system, permit him . . . to review the record and have a copy made of all ortammy por
thereof in a form comprehensible to hinb U.S.C. § 552a(d)(1)ThePrivacy Act alscallows
individuals torequest notic¢ghat an agency system of recordsontainsgnformationaboutthem
Seeb U.S.C. 88 557&)(4)(G), (H)(1).

The defendants tredtillier's requess as though his alsoseekingrecordsunderFOIA.

Defs’ Statement of Material Facts §{6, 19, 29.FOIA providesthat “each agency, upon any



request for records which (i) reasonably describes such records asdn@ie in accordance
with published rules stating the time, place, fees (if any), and proceduresottowved, shall
make the records promptly available to any pefs&U.S.C. 8§ 55@)(3)(A).

The Privacy Act and FOlAre structurally similarLondrigan v. FB) 670 F.2d 1164,
1169 (D.C. Cir. 1981). Botprovide a requester with accesseddral agency records abol
requester and create a private cause of action when an agency fails towamalyalid
requesf See5 U.S.C. 88 552a(d)(1), (9)(1) (Privacy Act); 5 U.S.C. 88 552(a)(3)(A), (a)(4)(B)
(FOIA).

Under both the Privacy Act aeDIA, anagency must conduct an adequate
reasonablsearch forelevantrecords. SeeChambers v. U.S. Depof Interior, 568 F.3d 998,
1003 (D.C. Cir. 2009) (stating that “the Privacy Act, like FOIA, reqUitiest a search “be
reasonably calculated tsncover all relevant documents” (internal quotation marks omitted)). In
this Circuit courts applyhe same standarthder both statutds determinghe adequacy of a
searclt Seed.; Hill v. U.S. Air Force 795 F.2d 1067, 1069 (D.C. Cir. 198ppr curiam)
(affirming searchs adequacy under Privacy Afdr the same reasotise search was affirmed
under FOIA). Thus, “[i]n a suit seeking agency documentitetherunder the Privacy Act or

theFOIA—at the summary judgment stage, where the agency has the burden to show that it

3 Unlike FOIA, however, the Privacy Act “does ri@ve disclosure as its primary goal. Rather,
the main purpose of the Privacy Act’s disclosure requirement is to allow indwiclmahom
information is being compiled and retrieved the opportunity to review the informaitibn a
request that the agencyroect any inaccuracies.Henke v. U.S. Dep’t of Commer@&3 F.3d
1453, 1456-57 (D.C. Cir. 1996).

4 Hillier contends that FOIA is not relevant in this case. Pl.'s Opp/at5-8, Dkt. 45. But
FOIA caselaw is relevant here because, as noted, the agencies treated his resgesdtsyas
records pursuant to the FOIA and the Privacy Act, and courts apply the same standards t
determine the adequacy of an agency’s search under both st&egssg, Chambers, 56&.3d
at 1003;Ellis v.DOJ, 110 F. Supp. 3d 99, 107 (D.D.C. 2015).



acted in accordance with the statute, the court may rely on a reasonably deidieit,adEtting
forth the search terms and the type of search performed, and averringfilest lédely to
contain responsive materials (if sugttords exist) were searchedChambers568 F.3cat 1003
(internal alteratiorand quotatiomarks omitted).The agenc)s affidavit is“accorded a
presumption of good faith, which cannot be rebultgtpurely speculative claims about the
existence and discoverability of other documeht§afeCard Servs., Inc. v. SE926 F.2d
1197, 1200 (D.C. Cir. 1991) (quotifground Saucer Watch, Inc. v. G892 F.2d 770, 771
(D.C.Cir.1981).

If agencysearches reveal recondssponsive to a Privacy Act 8OIA requestan agency
maywithhold access tthe recordsf the statutes exempt thefnom disclosure.See5 U.S.C.
88 552a(j)R), (k)(2), 552(b). Althoughhe Privacy Act and FOIAsubstantially overlap,” the
statutesare not completely coextensive; each provides or limits access to materiaenetiap
closed by the other.Greentree 674 F.2d at 78 The Privacy Act and FOIA “seek]] in different
ways to respond to the potential excesses of government,” and “[e]ach, therefdsepivas
functions and limitations.ld. at 76. Accordingly, “[t]he two acts explicitly state that access to
records under each is available without regard to exemptions under the loth&hfs means
that, when both statutes are at play, an agency seeking to withhold records mosistdze
that the documents fall within some exemption uredehAct.” Martin v. Office of Special
Counsel, Merit Sys. Prot. BB19 F.2d 1181, 1184 (D.C. Cir. 198 “If a FOIA exemption
covers the documents, but a Privacy Act exemption does not, the documents must be released
under the Privacy Act; if a Privacy Act exemption but not a FOIA exempipplies, the

documents must be released under FOI."



II. ANALYSIS

The defendants move fesummary judgmeninder Rule 56 on the ground thiagir
searches were adequate thay found no nonexempt records to disclosditiier. Defs.” Mot.
for Summ. J. at 1. Hillier opposes the defendants’ motion and champions his cross-motion for
summary judgmentwhich he contends mugtevail becausthe agencies’ declarations
(1) contain statements contradicted by the reg@)all into question the adequacy of the
searcheq3) pose evidentiary deficiencieand(4) fail to address Hillier's allegations of bad
faith. SeePl.’s Opp’n Br. at 14ttached akx. 64 to Pl.’s Opp’n to Defs.” Mot.), Dkt. 45The
Court assessdke parties’ motionby consideringeach ofHillier’'s Privacy Act requests and the
agenciestorrespondingearches angksponses.

A. Hillier's Privacy Act Request to the CIA

Hillier began higursuit of federal agency records by sending a January 6, 2012 Privacy
Act request to the CIA. Shiner Decl. Ex. B at 1. Hileequest stated

| believethat | may have been identified as a person of intelligence interest by your

agency, as | appear to be under surveillance, | appear to be the continual target of

number of behaviors intended to provoke, threaten, intimidate, distress, arsd haras
me, and | continue to be a target for acts of battery.

Id. Hillier further statedhat “[d]ue to my education and subsequent work in operations
research, it is also possible that your agency has record[s] of me as &apodeior or

consultant, and that fact has led to my identification as a person of intelligemestittethis or
another agncy.” Id. Hiller requesteadhotice of records about him in the following systems:

(1) CIA-22, Personnel Security Records; (2) CIA-24, Polygraph Records; (3) CIA-26, Gffice o
General Counsel Records; (4) CIA-32, Office of the Deputy Director of Céntesligence for

Community Management Records; (5) CIA-33, National Intelligence CbBecbrds; (6) CIA-



35, Directorate of Science & Technology Private Sector Contact Infam i) CIA-37,

Directorate of Operation Records; (8) C88, Academic and Busess Contact Records;

(9) CIA-40, Research System Records; and (10) CIA-41, Intelligence Analysis ReEilfigs.
identified himself byhis full legal name, another name he used from 1990-91, his date and place
of birth, his social security number, hagizenship statysand highencurrentand previous
residential addresses. Shiner Decl. Ex. B at 2.

1. The CIA’'s Response

The CIA’s response to Hillier's Privacy Act requestiescribedn Antoinette B. Shiner’s
declaration. Shinds a senior CIA official withTop Secretlassification authority Shiner Decl.
12, Dkt. 40-4. Shiner serves as the Information Review Officer for the CIAgatiin
Information Review Office.ld. 1. She is also a designated Records Validation &ffivhich
means she is “authorized to testify or execute affidavits regardingeCbkds and records
searches for litigation matters involving CIA informatibnd. {1 3, 5.

TheCIA sen Hillier aMarch 5, 2012etter stating that his requesbuld be processed as
both a Privacy Act request and a FOIA reqdekt. 7. The ClAfirst focusel on unclassified
records thatreveal an open or acknowledged relationshigtweerHillier and the CIA. Id.

1 11. The ClAthereforeconfinedits initial searchto publicly released recordsbout Hillierbut
found none.Id. § 12.

“[B]ased on this search, and analysis of the subject matter of the rethuest]A

determind thatthe“Directorate of Support (DS) and the Director’'s Area (Direthe

directorates most likely to maintain records responsive to the request becauserthéye most

®> The CIA also directed Hillier to contact the Office of the Director of Natitmalligence
(ODNI) to request records from the GBS system because the ODNI maintains that systdm.



likely to maintain records that reflect an overt relationship between Mr. Hilicttree CIA.” Id.
According to Shiner, “[tlhere were no additional locations that would reasonklly li. .
maintain the records sought in this caskl” The ClAultimately “identified the specific
databases that were reasonably likely to maimt&sponsive recordsid., and condued
searchesf all offices that manage tisystems of records Hillier identified. § 12 n.6° The
CIlA’s searchestided] all variations of [Hillier's] name and biographical identifiers that he
provided: ‘W Hillier,” ‘Hillier (with DOB/SSN)’ ‘M Rainsong,” and ‘Rainsong (with
DOB/SSN),” Wynship West Hillier,” ‘Mabon Clearwater Rainsong,” and ‘HillierJd. T 13.
But the CIA againocatal no records about Hillierd. T 13.

For classified records, th@lA provideda so-called “Glomar responséthatneither
confirmed nor deniethe existence of recor@bout Hillierpursuant to FOIA exemptions 1 and
3 and Privacy Act exemptions (j)(1) and (k)(1). FOIA exemptignatectsfrom disclosure
“matters that are . . . specifically authorized under criteria establishea Bxecutive order to
be kept secret in the interest of national defense or foreign policy and (B) areprofaerly
classified pursuant to such Executive order.” 5 U.S.C. 8 552(b)@ FShier explained

Executive Ordefl3256 “is the operative executive order that gosetassification,” Shiner

6 Shiner’s declaration states that tirector’'s Area” is a “cluster of offices under the Director
of the CIA, such as the Office of General Counsel, the Office of Publicrafiad the Office of
the Inspector General.” Shiner Decl. 1 12 n.5. The database searches stdtattk therefore
covered multiple offices.

"“The Glomar response takes its name from the CIA'’s refusal to confirm pithigexistence

of records about the Hughes Glomar Explorer, a ship used in a classified CIA mrogséeta
sunken Soviet submarine from the floor of the Pacific Ocean to recover the mssilles, and
communications equipment onboard for analysis by United States military afigentse
experts.” People for the Ethical Treatment of Animals v. Nat'l Insts. of HeBkip't of Health

& Human &rvs, 745 F.3d 535, 540 (D.C. Cir. 2014) (internal quotation and alteration marks
omitted).



Decl. 14, andt providesthat, “in response to a request for information under the Freedom of
Information Act, the Presidential Records Act, the Privacy Act of 1974, or thdatay review
provisions of this order: (a) An agency may refuse to confirm or deny the existence
nonexistence of requested records whenever the fact of their existence asteanexs itself
classified under this order or its predecess EO 13256 § 3.6(a). By a delegation of authority
under Executive Order 13256, Shimeauthorizedd make classification decisions and
“determined that the fact of the existence vel non of the requested recordsrislgand
properly classified.” Shiner Decl.  15.

Because FOIA exemption 1 requires the CIA to describe the national securdgaelam
that could resulfrom revealing whether classified records exist about Hilicerff 23, Shiner
explainecdthatconfirming the existence or nonexistence of recafmsut Hilliercould reveal
intelligence sourceor methods anidtelligence activities, including covert actgras defined in
Executive Order 13256Seed. 1117, 18, 19. Shinestatal that a response to Hillier's Privacy
Act request could “jeopardize the clandestine nature of the Agency’sgeialé activities or
otherwise reveal previously undisclosed information about CIA sources, capsbduthorities,
interests, relationships with domestic or foreign entities, strengths, vesaisnand/or
resources.”ld. 1 18.

Shinerfurtherstatedhat intelligence gathering is a primary function of the CIA that
depends on human sources and targets] 19. According to Shiner, human sources will
furnish information only with confidence that the CIA will protect them from putibclosure.
Id. She emphasizeithat CIA confirmation of a human sounteylead targets to retaliate
against the source or his family and frientts. Disclosure of human sources alptacesin

jeopardy evey individual with whom the individual has had contadd’ “Thus, the

10



indiscretion of one source in a chainimtelligence sources can damage an entire spectrum of
sources.”ld. For these reasonShiner concluded that confirming or denying the existence of
records about someone “reasonably could be expected to cause serious damage to ULS. nationa
security by indicating whether or not CIA maintained any human intelligencees related to
an interest in the subject of the requestl” And sheexplainedwhy consistent use of a Glomar
response is necessayen when the CIA has no records about a requester:
To be credible and effective, the CIA must use the Glomar response consistently i
all cases where the existence or nonexistence of records responsive to a FOIA
request is a classified fact, includingtances in which the CIA does not possess
records responsive to a particular request. If the CIA were to invoke a Glomar
response only when it actually possessed responsive records, the Glqoasees
would be interpreted as an admission that respomeoagds exist. This practice

would reveal the very information that the CIA must protect in the interest of
national security.

Id. 9 20.

Shinerassertedhata Glomar response watso proper under FOIA exemption 3, which
protects information exempted btatutewhenthe statut€l) requireswithholdingthe
information from the public in a mannirat leaveso discretion on the issue @) establishes
particular criteria for withholding or refers to particular types ofteratto be withheldld.
1121, 23 see als® U.S.C. § 55¢)(3). The National Security Act of 1947, as amended,
mandates that the Director of National Intelligence protect intelligenceesoand methods
from unauthorized disclosure atiterebyrequires the information tee wittheld without
discretion Shiner Decl. § 2Zee als®0 U.S.C. § 3024(i)(1). In accordance with that Act and
provisions of Executive Order 12333, and under the direction of the Director of National
Intelligence “the CIA is authorized to protect CIA sources and methods from unauthorized
disclosure.” Shiner Decl.  2As Shiner explainedith respect to FOIA exemption the

existence or nonexistence of records indicating a classified connection bétiieerand the

11



CIA could reveainformation about intelligence sources and methadsy 18, 19. And the
National Security Act protects such informatioom unauthorized disclosuréd. § 22. Shiner
therefore statethat “the fact of the existence or nonexistence of records that would reflect a
classified connection to the CIA is exempt from disclosure under FOIA exemption Rjgoir
to the National Security Act.1d. T 23.

Shineralsoconcludedhat the existence or nonexistermégecordsabout Hillierwas
protected from disclosure Wrivacy Actexemptions (j)(1) and (K}). 1d. 1124, 25, 26, 27.
Exemption (j)(1) authorizes the Director of the CIA to promulgate regulati@a®xempt
systems of records from tiRrivacy Act’'saccess and amendment provisions. 5 U.S.C.

§ 552a(d. Shiner Decl. | 24see alsd U.S.C. § 552a(j)(1)The Director of the CIAlid so in

32 C.F.R. § 1901.62(d)(1), which exempts from the Privacy Act’s access provisions paAs of Cl
systems of records “that consist of, pertain to, or would otherwise revehgjerteé sources and
methods.” Shiner Decl. § 24 (citing the regulation). As Shemrplainedwith respect to FOIA
exemptions 1 and 3e existence or nonexistence of a classified connection between the CIA
and Hillier “implicates intelligence sours@nd methods.1d. | 24.

Privacy Act exemption (k)(1) authorizes the Director of the ClArtorulgate rules that
exempt agency systems of records from the access provision of the Prtdicthe system is
subject to FOIA exemption 1id. T 26 (citng 5 U.S.C. § 552a(k)(1))As already discussed,
FOIA exemption 1 protects from disclosure information that is properly filabsinder an
executive order. 5 U.S.C. § 552(b)(1). Shiner assémdhe existence or nonexistence of a
classified connection between the CIA and Hillier “can reasonably be expectedd®ernaas

damage to U.S. national security” so it “is currently and properly classifiddr Executive

12



Order 13526 and is, therefore, exempt from disclosure under Privacy Act exemgtlori (k)
Shiner Decl. 1 26.

Because the existence or nonexistence of classdiubnsive records about Hillier “is
itself a properly classified fact and . . . is intertwined with intelligenceities, sourcesand
methods,” Shiner determindidat “this fact is, and must remain, classified and protected by
statute.” Id. I 28. Shiner therefore concluded that “the only appropriate resigsdose¢he CIA
to neither confirm nor deny the existence or nonexistence of the requested vectendsOIA
exemptions [1 and 3] and Privacy Act exemptions (j)(1) and (k)(d).”

2. Adequacy of the CIA’s Searcind Propriety of Withholdings

To secure summary judgment under the Privacy Act and RBACIA “must show that
it made a good faith effort to conduct a search for the requested records, using mbtblods w
can be reasonably expected to produce the information reque&egdrters Comm. for
Freedom of Press v. FB877 F.3d 399, 402 (D.C. Cir. 2017) (quotidglesby v. U.S. Depof
Army, 920 F.2d 57, 68 (D.C. Cir. 1990)). “[T]he issue to be resolved is not whether there might
exist any other documents possibly responsive to the request, but rather whetbarahfer
those documents waslequaté’ Weisbergv. DOJ 745 F.2d 1476, 1485 (D.C. Cir. 1984). “The
adequacy of the search, in turn, is judged by a standard of reasonableness and depends, not
surprisingly, upon the facts of each caskl’ The question is whether the CIA’s search was
“reasonably calculated to discover thquested documents, not whether it actually uncovered
every document extant.SafeCargd 926 F.2d at 1201.

“A reasonably detailed affidavit, setting forth the search terms and theftgparch
performed, and averring that all files likely to contain responsive matgifisuich records exist)
were searched” is necessary for an agency to prevail on summgnygat. Oglesby 920 F.2d

at 68. Agency declarations should apecifywho performed the searchteinberg vDOJ, 23
13



F.3d 548, 552 (D.C. Cir. 1994), and “reflect [a] systematic approach to document location,”
Weisberg vDOJ, 627 F.2d 365, 371 (D.C. Cir. 1980).

The Shiner declaratiosatisfiesthe standards of both the Privacy Act and FOJA
properly describing a systematic approach tadhes searchthat first focused on publicly
released records and then turned to unclassified documents that the agenppssigbs. The
declaration explains that the CIA rationally determined that the Diedgetof Support and the
Director’'s Area were the only locations likely to have responsive recosesl lma the results of
the search of publiclyeleased reords and the substance of Hillier's request. The declaration
states that the CIA identified specific databases that were reasonably likelyté&mn responsive
records and searched those databases sisargh termsonsisting othe personal identifisr
Hillier presented irhis Privacy Act request. The Court therefore finds timaCIA’s Shiner
declaration describes an adequate seewaducted in good faitthat wasreasonably calculated
to discoveHillier's requested documentsSee Reporters Comifior Freedom of Pres877 F.3d
at402 Oglesby 920 F.2d at 68.

Hillier challengeghe CIA’s searcly first arguingthatthe Shiner declaratiomas not
based on personal knowledggeePl.’s Opp’n Br. at 25-26. But Shiner states in her declaration
that “I make the following statements based upon my personal knowledge andatirdgarmade
available to me in my official capacity.” Shiner Decl. fl6this Circuit a declarant may
satisfy the personal knowledge requirement by “attest[ing] to his personal kigewdéthe
procedures used in handling [a FOIA or Privacy Act] request and his familiatfityhe
documents in question.Barnard v. Dep’t of Homeland Se&98 F. Supp. 2d 1, 19 (D.D.C.
2009) (internal quotation marks omitted). Shiseleclaration makes clear that seéamiliar

with the procedures relating tioe Privacy Act andFOIA requirementsas well as the records

14



Hillier requested Shinerstates that sh€l) worked in the revievandrelease field for 18 years
in various official capacities that involved responsibility for classificatiahratease
determinations, Shiner Decl. 1 2; (2) is a senior CIA official who holds originaifitasion
authority to the Tofsecret levelid. T 3;(3) is responsible for litigation information and public
requests for information under the Privacy Act and FQIAY 4 (4) is a Records Validation
Officer authorized to testify about CIA recoraisd searcheg]. I 5;and (5) “[t]hrough the
exercise ofher] official duties, [she] ha[s] become familiar with this civil action and the
underlying FOIA request;id. 1 6. Thesestatements suffice satisfy the personal knowledge
requirement.See Barnard598 F. Supp. at 19.

Hillier also claimsthat Shiner’s declaration fails to identify who conducted and
supervised the searches or when the searchegpedoemed Pl.’s Opp’n Br. at 25—-26But
Shiner’s declaration, which must be accorded a presumption of goodséE8gfeCard Servs.,
Inc., 926 F.2d at 1200dentifiedwho conductedhe searches by statitigat the CIA Information
and Privacy Coordinator received and processed Hillier's request, ShitiefiDeand théCIA
employees who performed the necessary searches have access to pectndstare qualified
to search those records and regularly search those records in the coursepofféssional
duties,”id. § 11. With respect tdhese employees’ namé$t]he FOIA does not require the
disclosure of the names or information about agency staff involved in processing FOIA
requests.”Kidder v.FBI, 517 F. Supp. 2d 17, 24 (D.D.C. 2007). Indeed, this court previously
rejected as “frivolous” a requestecentention that an agency should rewbalnames of
employees who conducted s&izes. Harrison v. Fed. Bureau of Prison811 F. Supp. 2d 54, 65
(D.D.C. 2009)noting thatpersonal identifyingnformationabout agencgearchers would be

exempt from disclosure undeOIA exemption @f recorded.

15



Hillier cites no authority for the proposition that failing to identify the actual diate
which an agency conducts a search defeats the adequacy of the search or the pnesimpti
good faithattachedo an agency declaratiorgeePl.’s Opp’n Br. at 25—-26. AnHillier's claim
that Shiner did not supervise the searches is unavailihgt26. Shiner’s declaration states that
she is responsible for the classification review of CIA documents and infomtlaat are the
subject of court proceedings or Privacy Act and FOIA requestsaaraRecords Validation
Officer, she is atinorized to testify or executdfidavits about CIA records searche&eeShiner
Decl. 11 4, 5. Shiner’s representations show that, throughuttesrities angbositionas a
Reawrds Validation Officer for CIA records searchies,f 5, shénad amanageria{and thus
supervisoryyole with respect tthe searches conducted here

Hillier furtherargues that the CIA’s searches were incomplete because “entire systems of
records ofwhich plaintiff requested search were apparently never touch&lds Opp’n Br. at
29-30. But “there are some limits on what an agency must do to satisfy its FOIAiob$ifjat
Nation Magazine, Wash. Bureau v. U.S. Customs,S&nF.3d 885, 891 (D.C. Cir. 1995).
“There is no requirement that an agency search every record sySghasby 920 F.2dat 68.
“Although an agency may not ignore a request to search specific rectachsyshen a request
reaches the agency before it has completed its seaselarch is generally adequate where the
agency has sufficiently explained its search process and why the specifiedsyestems are not
reasonably likely to contain responsive recdrdgobley v.CIA, 806 F.3d 568, 582 (D.C. Cir.
2015). “Further, aequest for an agency to search a particular record systethout more—
does not invariably constitute a ‘lead’ that an agency must pursdie’After all, a FOIA
requester’s detailed search instructions cannot dictate the reasonabléhesscope oén

agency’s FOIA search.”Nolen v.DOJ, 146 F. Supp. 3d 89, 98 (D.D.C. 2015).
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Ultimately, the question is whether the agency’s search was reasonauehdabe
facts,Mobley, 806 F.3d at 580, not “whether any further documents might conceivably exist
Truitt v. Dept of State 897 F.2d 540, 542 (D.C. Cir. 199(ere,the CIA determined that the
“Directorate of Support (DS) and the Director’s Area (DIR) were the direetonabst likely to
maintain records responsive to the request because theymstdéikely to maintain records that
reflect an overt relationship between Mr. Hillier and the CIA.” Shiner.OetR. “[T]he
Agency identified the specific databases that were reasonably likely to maesponsive
records,” and “[t]here were no atdnal locations that would [be] reasonably likely to maintain
the records sought in this caseéd. All of the circumstances described in the Shiner declaration
demonstrat¢éhat the CIA made a good faith effort to conduct a search for Hillier's rexgliest
records, using methods that can reasonbadbBxpected to produce the requested information.
SeeOglesby 920 F.2dat 68. The Court thereforbolds thathe CIA’s search was reasonable
and adequateSeeTruitt, 897 F.2d at 542.

3. The CIA’s Glomar Response

Hillier contends that it was improper for the CIA to provide a Glomar response to his
request Pl.’s Opp’n Br. a5, 33-44. A “Glomar response . . . is proper if the fact of the
existence or nonexistence of agency records falls within a FOIA [or Piafgxemption.”
Wolf v. CIA 473 F.3d 370, 374 (D.C. Cir. 2007). “In determining whether the existence of
agency records Vaon fits a FOIA exemption, courts apply the general exemption review
standards established in nGfemar cases.ld. If a Glomar response is justified, “the agency
need not conduct any search for responsive documents or perform any analysigyo ident

segregable portions of such documen®€eople for the Ethical Treatment of Animalg5 F.3d

535at540. And “[c]ourts can grant summary judgment upholding a Glomar response based on

agency affidavits explaining the basis for the respdnkk. As described, the Shiner declaration

17



provides a detailed justification for the CIA’s Glomar response. Shiner expkiedegal bases
for the response and how it complied with exemptions (j)(1) arid)(&j the Privacy Act and
exemptions 1 and 3 of FOIA. Shiner Decl. 1 13-27.

Hillier's claim that theGlomar response was improper because€tdemisapplied its
regulationsalsois not persuasiveSeePl.’s Opp’n Br. at 18. Hillier's argument appearsest
on two premises: firsthat he saghtnoticeof records—noaccesdo them andsecond, thathe
standard for invoking a Glomar response under the notice provisions of the applieaai¢ ag
regulationssee32 C.F.R. § 1901.62(c), is higher than that for the access pro\ssiesR
C.F.R. §1901.62(d)(1)ld. at 19-25. Even assuming that Hillier is right, Shiredeclaration
demonstrates how confirming the existence of records about Hillier could je@pauteiigence
sources ath methodsseeShiner Decl. 1.8, 19, and woulthereforesatisfyany heightened
standarcpotentiallyapplicable to a request for noticEhe CIA’s Glomarresponsés amply
supported byshiner'sdeclaration.SeePeople for the Ethical Treatment of Animalg5 F.3dhat
540.

B. Hillier ’s Privacy Act Requess toDHS

Hillier next sentaJanuary 11, 201tter tothe Disclosure Officer at theffice of
Intelligence and Analysis DHS askingfor notice of nonexempt recordabout him in a record
systemheidentified as'DHS/IA-001 Office of Intelligence and Angsis Enterprise Records
System). Sepeta Decl. Ex. At 1, Dkt. 40-2. Hillier’s letter requestedhat theagency “please
search record categories A, B, C, D, E, F, G, H, and I, as listed on 73 FR 281.3Rliflier
noted that records about him “may have been compiled at any time from 1983 to thé present
andhe addedhat he worked for two defense department contractors in the mid-11@8Qase
alsostatal: “I may have been mistakenly identified as a terrorist, as people have sudgested t

much to me, | appear to be under surveillance, | appear to be the continual targyainbkea of
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behaviors intended to provoke, threaten, intimidate, distress, and harass me, and | cobénue t
a target for continuing incidents béttely, and am currently disabled as the result of one such
incident” 1d. Hillier thenidentified himself byhis full legal name, aalternaé name he used
from 1990-91, his date and place of birth, his social security number, his citizenship status, and
both histhencurrent and a prior residential addref.
The next day, January 12, 2012, Hilliensa similar letter to th€hief Privacy Officer
and Chief Freedom of Information Act OfficetDHS. Id. Ex. Dat 1 In this second letter
Hillier requestecny nonexempt recordabout himlocatedin the followingtwo record systems:

e DHS/ALL-30 “Department of Homeland Security (DHS)/AI030 Use
of the Terrorist Screening Database (TSDB) System of Récords
(record categories: identifying informatiomnd other available
identifying particulars including audit records containing such,
references to and/or information from other government law
enforcement and intelligence databases or other relexaabates
containing such).

e DHS/ALL-031 “Information Sharing Environment (ISE) Suspicious
Activity Reporting (SAR) Initiative System of é€ords” (record
categories: attachments, contact information for submitters of ISE
SARs, driver license, follomap action, location, location address,
location coordinates, observer, owning organization, other identifier,
passport, person, person name, physical descriptors, physical feature,
ISE-SAR  submission, sensitive information details, source
organization, suspicious activity report, submitting organization,
suspiciousactivity, targetyehicle, and related ISEAR).

Id. Hillier stated that“[DHS] may have a record about me because | may have been mistakenly
identified as a known or suspected terrorigtd” Hillier providedthe same identifying

information that hesubmitted in his first letter to the agency, with the exception of his social
security number, which he omittd. at 2. He added California driver’s license number and a
passport numbernd. He alsoindicatel that records might be in the possession of the following
DHS componentsHeadquarters; Directorate for Natidfaotection and ProgramBirectaate

for Science and Technolog®ffice of Poicy; Office of Health Affairs Office of Intelligence
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and Analysis; Office of Operations Coordination and Planning; Federal LawcEnfent
Training Center; Domestic Nuclear Detection Office; United States Coast;Gealeral
Emergency Management Agen@nd theUnited States Secret Servickl.

1. DHS’s Response

Arthur R. Sepet& declaration describes DHSearches anasponse to Hillier's
Privacy Act requestsAs the Chief of the Privacy and Intelligence Oversight Branftate of
Intelligence and AnalysjSSepeta has “direct ov@ght” of the FOIA and Privacy Agbolicies,
procedures, and litigation involvir@ffice of Intelligence and Analysigcords. Sepeta Decl.

1 1. SepetastateghatDHS treatedHillier's requests arequests under bothe Privacy Act and
FOIA consistent with the agency’s policy attd provide the greatest degree of access
authorized.”ld. 19. The defendants emphasibat, as a resulDHS “searched &roader
universe of records than those in the system of records that Plaintiff icemtihes request.”
Defs! Reply at 5, Dkt. 47.As Sefeta explairs, “[tjhe Privacy Acts right of access is limited to
records in a system of records, whereas FOIA searches encompass a muclsbopadeir
records.” Sepeta Decl. T 9.

a. DHS’sSearch oRecord SystemHS/IA-001

According to Sepetdillier’'s January 11, 201&2quest seekingotice ofrecordsabout
himin the DHS/IAQ001 record systemwas referredo the Office of Intelligence and Analysis
andassigned th&racking number 12I1A-0030. Id. 11 10, 21.DHS/IA-001is an Enterprise
Recods System thatontains all records over whithe Office of Intelligence and Analysis
exercises controlld. 22 The Office of Intelligence and Analysearcledthe DHS/IA-001
recordsystem using Hillies name, the alterrmhame hedentified his date and place of birth,
both his present and prior residential addresses, and the last four digits of hisesoiay

number.ld. § 22 Thesearch encompassé&he Production Management Branch, the State an
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Local Program Office, Enterige MissionSupport Division, and the Analysis and Production
Office.” Id. 1 22.

On February 29, 201#he Office of Intelligence and AnalysslvisedHillier by letter
thatno responsive records were found duringsgbarch othe DHS/IA001record systemld.
111 & Ex. C at 1, Dkt. 40-2 The Office of Intelligence and Analysatsoconfirmedthatno
records exigtd before January 24, 2003, the datdS was createdld. Ex. C at 1.

b. DHS’s Search dRecord SystefMHS/ALL-30

DHS’s Privacy Office processiHillier’s second requeseekingnotice ofrecords about
him in therecord systendentified adDHS/ALL-30 (Use of the Terrorist Screening Database
Systems of Recordl$ Id. 113 & Ex. E at 1, Dkt. 40-2. In a March 19, 2012 letter, the Privacy
Office explairedto Hillier that even if reords about hinexistin the DHS/ALL-30record
system he had naight to access the records becathsg are exempt unddyoth the Privacy Act
and FOIA. Id. Ex. E at1-2.

Addressing the Privacy Act firsth¢ Privacy Officestatedthatthe recordsn DHS/ALL-
30are exempfrom the Actbecausehe Terrorist Screening Database is part of a Federal Bureau
of Investigation (FBI) record system that the FBI has exempted fromrcpreavisions of the
Act. Id. Ex. E at 1 According tathe Privacy Officethe FBI exempted the Terrorist Screening
Database fromd U.S.C. § 552a(d), which is the Privacy Act provision that provides access
rights. Id. Becaus@HS gets Terrorist Screening Database information fronkBiés Terrarist
Screening Center, tHeBI's exemption “carries over when the TSDB information is transferred

to the Department.’ld.

8 The record does not reflect that DHS assigned a tracking number to this r&@peetd 7 12—
13;id. Ex. E.
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The Privacy Office further explaingdatDHS's record systesthatreceivethe FBI's
Terrorist Screening Databasdgormation througtihe Watch List Servicarealso exemptinder
the Privacy Act, including the Privacy Act provision providing access to rectad&iting 5
U.S.C. 88 552a(d), (j)(2), (k)(1), (k)(2), and 76 Fed. Reg. 8L7Bformation from thélerrorist
Screening Databases categorized as Sensitive Security Informaii&SI) under 49 U.S.C.
8114(r), and the implementing regulation found at 49 CFR part 1380.Citing 49 C.F.R.

88 1520.9(a)(2) and 1520.15(a), thevacy Officestatel that“[rlecords containing SSare not
available for public inspection or copying, nor can they be released to anyone whwtlbave
an official need to know.d. The Privacy Office therefore conclutithatHillier “has no right
to access or amend the records doethin these systerhand denied his request under the
Privacy Act. Id.

The Privacy Office reacldea similar resulunder FOIA concludng that anyrecords
responsive to Hillier's request for records in DHS/ABQ-are exempt from disclosuneder
FOIA exemption 3becauseheyconstituteSensitive Security Information exempt by a statute,
49 U.S.C. § 114(r)Sepeta Decl. Ex. E at @hich prohibits the disclosure of qualifying
information that is “obtained or developed in carrying out security under authoritg of t
Aviation and Transportation Security Act,” 49 U.S.C. § 114(r){@Mus, thePrivacy Office
provideda Glomar responsandneither confirned nor demed the existence of records thatght
revealHillier's status in thelerrorist Screening Database. Sepeta Decl. Ex. E at 2.

ThePrivacy Officefurtherconcludedhat any suclecords weralso subject to FOIA
exemption 7(E), 5 U.S.C. § 552(b)(7)(B)l. Exemption 7(Eprotects law enforcement

information that “would disclose techniques and procedures for law enforcemwestigations
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or prosecutions, or would disclose guidelines for law enforcement investigatiormsecytions
if such disclosure could reasonably be expected to risk circumvention of thedaws.C.

8§ 552(b)(7)(E). AccordinglythePrivacy Office denid Hillier's request for notice of records
relating to himbased orrOIA exemptions 3 and 7(E)Sepeta Decl. Ex. E at 2.

c. DHS’s Search dRecord SystemHS/ALL-031

Hillier's third requestaskingfor notice ofrecordsabout him located ithe DHS/ALL-
031systemwas referredo the Office of Intelligence and Analysighereit wasassigned
tracking number 121A-0040. Sepeta Decl. 3. The Sepeta declaration and exhibits indicate
that therecords inDHS/ALL-031area subset of the records contained in DHS/IA-001, which,
asnoted,is a comprehensive record system that contains all records overtiviCiffice of
Intelligence and Analysiexercisesontrol. Id. 1114, 22 &Ex. Fat 1(stating that DHS/IA001
“‘includes .. . ISE . . . and Suspicious Activity Reporting (SAR)As a resultthe Office of
Intelligence and Analysis searchof DHS/IA-001 usingHillier’s full name, alternative name,
birth date, birth place, and current and prior residential addralseesovered records in
DHS/ALL-031. Id. 1 21.

Sepetss declaration states thie Office of Intelligence and AnalyssApril 4, 2012
letter to Hillierserved a#s final response télillier’s requesaboutDHS/ALL-031. Id. 1 14.
The April 4, 2012 lettr, howeverrefersto DHS/ALL-030rather tharto DHS/ALL-031, which

appears to be a typographical erfotd. Ex. F at 1, Dkt. 40-2Perhaps tis is why, after Hillier

® The confusion about whether DHS/ALL-031 was adequately searched can be attoilbhigd t
apparent typographical error in the Privacy Office’s April 4, 2012 letter teeHilSeeSepeta

Decl. Ex. F at 1. DHS/ALIG31 is consistently characterized in Sepeta’s declaration and
exhibits, as well as in Hieér's January 12, 2012 Privacy Act request, as an “Information Sharing
Environment and Suspicious Activity Reporting Systena.”{f 12, 22, Ex. D at 1, Ex. E at 2,

Ex. H at 1;see also idEx. E at2 (“As it relates to your access for records in the DHS0AIL,
Information Sharing Environment (ISE) Suspicious Activity Reporting (BiRiative System

of Records . . .. | am referring your request to the FOIA Officer for OI&A."). Althoughthe
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pursuedan administrative appeah April 20, 2012id. T 15,theUnited State€oast Guard
Office of the Chief Administrative Law Judfe@emandedhe matterback tothe Office of
Intelligence and Analysien February 12, 2013, statititat“the record does not reflect whether
the proper database was searched or otherwise accountedhi®Final Response,id. Ex. G at
2, Dkt. 40-2.

The Sepetaleclaration reveals thah May 8, 2012—fer Hillier filed his administrative
appeabn April 20, 2012 bubefore itwas remandedn February 12, 2013the Office of
Intelligence and Analysisonducéda searctof computers and share drives belonging to
personnel within the Production Management BrandheOffice of Intelligence and
Analysis!! Id. 1 23 The Office of Intelligence and Analysisnductedhesearchusingthe
personal identifiers Hillier provided in his January 12, 2@it2r. 1d. The Office of Intelligence

and Analysidimited the searcho the Production and Management BrancthefOffice of

PrivacyOffice’s April 4, 2012, letter refers to DHS/ALL-038ther than to DHS/ALI03], it
characterizes the system as the “Information Sharing Environment andi@usgictivity
Reporting system,id. Ex. F at 1, thereby indicating that it is inteado be DHS/ALL-031. In
contrast, the DHS/ALLG30 system is consistently characterized as “Use of the Terrorist
Screening Database System of Recordd.’y 12, Ex. D at 1, Ex. E at 1. Moreover, Hillier's
request for records in the DHS/ALL-031 recoydtem is thenlyrequest that was referred to

the Office of Intelligence and Analysis on March 19, 2012. Thus, the record indicattéset
reference to DHS/AL030 in the April 4, 2012 letter to Hillier is a typographical error, although
DHS has nevesaid so.

10 By contract, the United States Coast Guard Office of the Chief Administizdiv Judge
reviews FOIA appeals for the DHS General CounSeled. Ex. G at 2.

11 Although the Sepetdeclaration never expressly states whether that search involved the
DHS/ALL-031 record system, the declaration cites the tracking number that applied to the
DHS/ALL-031 record system. Sepeta Decl. § 16. Moreover, on remand, the Office of
Intelligence ad Analysis reported on November 26, 2013 that it “searched all component level
SAR [Suspicious Activity Reporting] files, and other source material withesuilt.” 1d. § 18,

Ex. H at 2, Dkt. 40-2. As noted, this search must have involved the DHS/ALte68dd

system given that system’s characterization in the Privacy OfficerelMi®, 2012 letter as a
“suspicious activity reporting” systend. Ex. E at 1.
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Intelligence and AnalysiBecause that branch was responsible for keeping finished intelligence
products and the search would have identified responsive documents bedaieeh the time of
the first and second searchéd. Becausehe Office of Intelligence and Analysisscovered no
responsive records during the second search, “there was no need to further expeardhte s
other offices.” Id. DHS denied Hilliets administrative appeal on July 9, 2018. 1 19.

2. Adequacy oDHS's Searches

Hillier does not challenge BS’s searches of DHS/KA01 or DHS/ALL-030. But he
doescontestDHS’s search oDHS/ALL-031because it was limited the Office of Intelligence
and Analysis—only one ddHS’stwelve componentsSeePl.’s Br. In Support of Mot. for
Partial SummJ. at 10, Dkt. 41PI’s Oppn Br. at 912

Althoughan agency isot required to search every record syst®giesby 920 F.2dat
68, it cannot ignore requests to search specific systems that are received befordeitesoitsp
searchedylobley, 806 F3d at 582. If an agency elects not to search specific systems that a
requester has identifiedontrollingprecedent makes clear that the agency must “sufficiently
explain[] . . . why the specified record systems are not reasonably likely sorcoegponsive
records.” Mobley, 806 F.3d at 582The Sepeta declaratidtecks sufficient detail to meet this
standard. As a result, the Court is unable to conclude whether DHS'’s search waseadequ

Hillier's Privacy Act request to DHS seeking notice of recandSHS/ALL-031
identified the following 12 components where Hillier believed records could be found:
Headquarters; Directorate for National Protection and Programs; Daector Science and

Technology; Office of Policy; Office of Health Affairs; Of&mf Intelligence and Analysis;

12 Because the arguments raised in Hillier's other motions are similar to thaskiraiss
opposition to the defendants’ motion for summary judgment, from this point forward the Court
cites to his opposition to the defendants’ motion for summary judgment.
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Office of Operations Coordination and Planning; Federal Law Enforcemening&enter;
Domestic Nuclear Detection Office; United States Coast Guard; Federal Emergenc
Management Agency; and the United States Secret SelSemeta Decl. Ex. D at 2. The Sepeta
declaration states that the Office of Intelligence and Analysis searcheddods “over which
[it] maintained control,’id. I 23, but never mentions whether the other 11 compomegi
have responsive records or their records are under the Office of Intell@ah@daalysis’s
“control.” If DHS determined that the Office of Intelligence and Analy&s the only DHS
component that haal record system reasonably likely to contain responsive records, the Sepeta
declaration should say s&ee Mobley806 F.3d at 582.

It is also unclear whether the Office of Intelligence and Analysis’s sedttie
DHS/ALL-031 system was limited to only its own suspicious activity reports or whether it
included the suspicious activity reports of other DHS componemis.S€peta declaration’s
exhibitsindicatethatthe Office of Intelligence and Analy&ssearch might not have been so
limited As theOffice of Intelligence and AnalysiSOIA Officer explained in a November 26,
2013 letter responding tbé remand of Hilli€is administrative appeal

[S]everal operational components within DHS regularly observe or otherwise

encounter suspicious activities while executing their authorized missions and

performing operational duties. Components document those observations or
encounters in SARs. DH&A is one of the DHS components that routinely
collects and formats information into SARs. These documents are storeg,locall
which means that all contributors, including DHS componexsycise control

over their own reports and they are not available in the absence of a specific query.

And because each contributor maintains control over its own information, when a

record from a contributor is located, the contributor has sole authmditermine
whether it can be released outside NSI participants.

As a contributor to this system of records, D& has authority over only its

own SARs. Nevertheless, DH®&A searched all component level SAR files, and
other source material without salt. To the extent that Mr. Hillier wants a search
of SARs contributed by other NSI participants, he must make separate sequest
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Sepeta Decl. Ex. H at 2, Dkt. 47-dnfphasis addedyuotation marks omitted)This letter
suggestshatthe Office of Intelligence and Analyst®nductedh searclof all DHS (i.e.,
component level) suspicious activity reports, not jaetOffice of Intelligence and Analy&s
reports*® Neither the Sepeta declaration nor the defendants’ legds Ioniake this argument,
however, so th€ourt is left to believe thimight not behe case.

This lack of clarity is compounded by the fact that, as already discussedfitieeoDf
Intelligence and Analysis’s April 4, 2012 letter to Hillier that purports to B&B final
response to Hillier's request about DHS/ALL-O3&kes referenc® DHS/ALL-030rather than
to DHS/ALL-031 The Court presumes that this is an error but it would be helpful if the Sepeta
declaration said so one way or the other.

Because the Sepeta declarafiails to statevhetherDHS determined that the Office of
Intelligenceand Analysis was thenly component with a record system that was reasonably
likely to contain records responsive to Hillier's requést, declaratiomacks sufficient detail for
the Court to determine whether DHS’s search was adequlgCourt will herefore deny
without prejudice the defendants’ motion for summary judgmatht respect tahe search
conducted by DHS.

Hillier’s other challenges to the search of DHS/ADR1 are not compellingHillier

guestionsvhether the DHS/ALEO31record system was properly characterizetlasder the

13 Additionally, it appears that Hillier was required to submit separate Privetoyequestsd
search suspicious activity reports contributed by other participants in tioehae Suspicious
Activity Reporting Initiative. SeeSepetaDecl. Ex. H at 2 (stating “[t]o the extent that Mr.
Hillier wants a search of SARs contributed by other NSI participaats)ust make separate
requests”). The record does not reflect that he ever did that, although it is wicktaer that is
requiredfor the 11 components Hillier identified or only applies to other agencies thiaigzte
in theNationwide Suspicious Activity Reporting Initiative.
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purview” of the Office of Intelligence and Analys#s the Privacy Office stated in the March 19,
2012 letter to Hillier Pl.’s Opp’nBr. at 9. Wrapped into this argument is Hillier's dispute about
Sepeta’sitation of 6 C.F.R. § 5.4 as the basis for referring his DHS/ALL-031 requist to
Office of Intelligence and Analysidd. That regulation states that “the component that first
receives a request for a record and maintains that record is the coimgspensible for
responding to the request” unless the request was misdirected to that componenmoreeat
determines the records originated at another component or the information wesginyi
another component or is of substantial interest to another component. 6 C.F.R. 88 5.4(a), (c), (d)
These points culminate with Hillier alleging that the FOIA Program Specialist ighedsthe
March 19, 2012 letter to Hillier was “lying” about the agency’s ratiof@leeferring Hillier’'s
DHS/ALL-031 regest tothe Office of Intelligence and Analysi$l.’s Opp’n Br. at 13-14.

It wasreasonabléor the Privacy Offices FOIA Program Specialist to determine that
DHS/ALL -031 “falls under the purview of the DH3fice of Intelligence and Analysis,” Sepeta
Ded. Ex. E at 2 given that the DHS/AL1031 system is a subset of DHS/IA-001, a
comprehensive record system over whioh Office of Intelligence and Analydigs contrqglsee
id. T 22. Furthermor& C.F.R.8 5.4a) makes clear that a component that first receives a
request for records is responsible for responding to the request if it “maithaimecord.”

There is no evidence that DHS’s Privacy Office “maintains” records in DHSA#41, in which

case it wasippropriate for that component to forward the request to a component that did
maintain such records. Notably too, 6 C.F.R. 8 5.4 provides that if a component determines that
it maintains responsive records that contain information of substantial inteeesither

component, then “[tlhe component may refer the responsibility for responding to the mrquest

portion of the request to the component . . . best able to determine whether to disclose the
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relevant record$ 6 C.F.R. 8§ 5.4(d)(3). The regulation goes on to state that “[o]rdinarily, the
component . . . that created or initially acquired the record will be presumed to bel®dést a
make the disclosure determinatiorid. Hillier offeredthe Court no reason to think that DHS’s
PrivacyOffice ered by referring his request to search DHS/A031 to the Office of
Intelligence and Analysigiven that there is no evidence that Brevacy Officemaintainsany
records in that system.

C. Hillier ’s Department of StatePrivacy Act Request

Hillier's final attempt to identify records about him was initiated yauary 19, 2012
Privacy Act request sent to the Department of Sdatector of Foreign Affairs Document and
Reference Center2d Am. Compl. Ex. 34 at 1; Stein Decl. { 4, Dkt. 40-3. In that letitierH
asksthe Department of Stat® check whetheit possesseany norexempt recordaboutHillier
in theSTATE-06 “Coordinator for the Combatting of Terrorism Recor@sl' record categories)
record system2d Am. ComplEx. 3#4 at 1;Stein Decl. ¥, Dkt. 40-3. Hillier stateghat he
“believes that the Department of State miagve records abo{liim] becausg¢he] [was]an
American Citizen involved in terrorist incidents2d Am. ComplEx. 34 at 1 Hillier supplies
the Department of State witlis full legal name, another name he used in the past, his date and

placeof birth, his social security number, and his then-current mailing addicsat 214

141t appears from the record that Hillier's January 19, 2012 letter to the DepanifrState was
returned to him, Stein Decl. { 4, but at some point Hillier began corresponding with the
Department of State’s Office of Information Programs and Services. Tite Of Information
Programs and Services later received Hillier's request for ST@d Eecordsas an attachment to
subsequent correspondence with hiih.
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1. TheDepartment oStatés Response

TheDepartment of State submEsic F. Steirs declaration describing the agency’s
response to Hillier's Privacy Act request. Steithis Department of StateBirector ofthe
Office of Information Programs and Servi@gl the official responsible for responding to
recordsrequests under the Privadgt and FOIA. Stein Decl. , Dkt. 40-3. According to
Stein the Department of State processes Privacy Act requests under both the Retvaaad
FOIA. Id. 6.

Steinstates that heeviewed Hilliets Privacy Actrequest and determined that the Bureau
of Counterterrorism and Countering Violent Extremisas the Department of Statemponent
likely to have responsive documefitecause [Hilliers] request specifically referred to STATE
06, and [the Bureau of Counterterrorism and Countering Violeneiidmlis the Department
component that would maintain any records described in STATE-06, ‘Coordinator for the
Combatting of Terrorism Records.1d. 9. Steiralsodetermined that the Department of
States Retired Record Inventory Management Systersg&chable database that automates the
processing of records retired to the Records Service Cevdsireasonably likely to have
responsive recorddd. Stein “concluded that no other offices or records systems were
reasonably likely to maintain docunts responsive to [Hilliés] request related to STATES.”
Id.

According to Stein, the Bureau of Counterterrorism and Countering Violent Eginem
Director of the Office of Regional Affairdetermined that the onbureaucomponents
reasonably likely to have responsive records were the Office of South and @Gsrdrahd the
Near Eastand the Office of Africa, Europe, the Americas, and Akiay 11. Stein explains

that these two offices “work on counterterrorism policy in individual countries, afmietaul]
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records that reference an American involved with terrorist acBwit@uld pass through these
offices.” Id. In addition, “[a]Jny American who had joined a terrorist organization or been
kidnapped by terrorists would also have had the attention of the office leadershgeitnwbe

offices.” Id.

Threeofficials knowledgeable about Hillies Privacy Act request and the record systems
in these two offices searchbdth the unclassified and classified electrdiiés for records
relating to Hillier Id.  12. The official who was a Program Analyist the Office of Africa,
Europe, the Americas, and Asia “searched the unclassified and classified sha®ad
collection of folders stored on a local network) used by both [the Office of South andlCentr
Asia and the Near East and the Office of Africa, Europe, the Americas, ajddsiaintain
their electronic records, including archived emails stored in .pst files, usifgldwing names
and other identifng information provided by Plaintiff: Wynship Hillier, ‘Wynship West
Hillier,” ‘Mabon Rainsong,” ‘Mabon Clearwater Rainsongiid Mr. Hillier s Social Security
number.” Id. In addition, the Deputy Office Director tife Office of South and Central As
and the Near East and the Office Director for the Office of Africa, Europdrtiericas, and
Asia “searched their unclassified and classified email records and indigiites using the
search termsWynship Hillier, * Wynship West Hillier,'Mabon Rainsong,” Mabon Clearwater
Rainsong,’and Mr. Hillier s Social Security numberId. Stein stateshat “[n]o date
restrictions were applied to these searchids,and no responsive records were foudd{ 13.
Stein furtherexplainsthat “[a]ll files are maintained electronically, so a search of these record
systems would have located any responsive recotdsy 12.

Addressing the Retired Records Inventory Management Systemdgseinbes the

system as a “searchable database that automates the prootssaugds retired to the Records
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Service Center and tracks the status of all boxes received” at the ddnfel4. Steirstates
that both the full text and the metadata of records in the “retired file maniéestséarchable
Id. He explainghat “retired file manifests serve as an index of the contents of retired paper f
and are used to direct a researcher to particular file folders or document®thfrietiboxes.”
Id. Stein notes, however, that “[o]n occasion, manifests do not contain sufficient detail to
indicate the exact contents maintained under a given subject, so once a potespalhgive
box is located, the entire contents of the box must be searched manldally.”

According to Steinan Office of Informaton Programs and Services Information
Specialist who was knowledgeable about FOIA and the Retired Records Inventagevtent
Systemsearched the system using the terms “counterterrorism” of “@IT { 15. The search
coverecdthe time periodrom January 1, 2007 through ttiate of the searcid. The 2007 date
was derived from Hilliés statement that he was involved in terrorist incidents since 2@07.
The Office of Information Programs and Servitdstermined that these search temwuld
locate any records during the time frame that were covered by SOATHd. Stein statethat
the search located “[n]o retired file manifests for CT for the relevant timedoedid. The
Information Specialist also searched all the systenrdsagsing the terms “Hillier,” “Wynship,”
or “Rainsong,” but[n]o relevant retired file manifests indicating the existence of records
regardingHillier] were located.”ld.

By letter dated January 13, 2017, the Office of Information Programs and Services
advisedHillier thatprofessional employees in the Departmaibtatés Bureau of
Counterterrorism and Countering Violent Extremishio are familiar with the content and
organization of theagency’snon-exempt recordsonducted a thorough searchre€ods in

STATE-06 and found noecords aboubim. Id. Ex. 1.
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2. Adequacy of the Department of Stat&earches

Steiris declaratiorexplairs the scope dhe Department of Statedgarch, which was
defined byHillier’s requestor records about him ithe STATE-06 system. Stein identifiebe
methodology deployed to identify the record systems reasonably likely to lspomsese
records and the timeframe that was appli€de declaration also identifiegho performed the
searches, the search tertinat were used, and the type of searches that penfermed. See
Steinberg 23 F.3dat 552.

Hillier raises a series of objections to the Stein declareiols Opp’'nBr. at 3-5, 16-18,
none of which the Court finds convincing. First, Hillier contendsttietieclaration is deficient
becausét does not state that it was based on personal knowledge. But Hillier is mistides
first paragraph of the declaration states “I make the following staterhaséd upon my
personal knowledge, including information furnished to me in the course of my officies duti
Stein Decl. { 1.Stein also states that he is “familiar with the efforts of Department personnel to
process the Privacy Act request” and “in charge of coordinating the ageeayth efforts with
respect to [Hillier's] request.ld. Stein’s declaration therefore demonstrates his personal
knowledge of the procedures used in handling requests and his familiarity with timeethtg in
guestion.SeeBarnard 598 F. Supp. 2d at 19.

SecondHillier claims that the Stein declaration is deficient because the Diredtoe of
Office of Regional Affairs relied on hearsay to deternthrag only the Office of South and
Central Asia and the Near East and the Office of Africa, Europe, the Americasiandeke
reasonably likely to maintain responsive records. Boiifts in this yrisdiction have long held
that [agency] declarants may rely ‘oxformation they have obtained in the course of their
official duties’” Canning v. U.SDep't of State 134 F. Supp. 3d 490, 510 (D.D.C. 2015)

(quotingBarnard 598 F. Supp. 2dt 19); Cucci v. DEA871 F. Supp. 508, 513 (D.D.C. 1994);
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Inst. for Policy Studies v. C]&885 F. Supp. 2d 120, 133 (D.D.C. 2012)). THdsclarations
that contain hearsay in recounting searches for documents are generallgtdeceioVvt
Accountability Project vDOJ, 852 F. Supp. 2d 14, 23 (D.D.C. 2012) (internal quotation and
alteration marks omitted).

Third, Hillier claims that the Stein declaration does not adequately exyigithe
Office of South and Central Asia and the NeartBBas the Office of Africa, Europe, the
Americas and Asia were the only components that were likely to have resp@tsirasrThe
Court disagreesSteinexplainedthat theOffice of Information Programs and Services
determined thaCT was the componetihat maintains records in STATED, the system Hillier
requested be searched. Stein Decl. 1 4h@ Director of Regional Affairs i€T further
determined that th@ffice of South and Central Asia and the Near East and the Office of Africa,
Europe, tle Americas and Asia were the “only CT components reasonably likely to maintain
responsive records” because “all CT records that reference an American invilvéstrorist
activities would pass through these officekd” 111. As notedHillier idenified himself as
someone believed to be involved in terrorist incidents. 2d Am. C&wrpB4 at 1 Thus,it was
reasonable for the agey to conduct searches in systems used by the components through which
all records referencing Americans involved wighrorism would pass.

Fourth,Hillier argueghatSteiris declaration is defective because paragfdpbf the
declaratiorstates thatCT maintains records about American citizens involved in terrorist
incidents overseas or who have been capturedéyaistorganization According to Hillier,
that statemeris inconsistent witla Department of State publicatiratindicaiesthat the
system of records includes American citizens involved in terrorist incideslteion.” Pl.s

Oppn Br. at 17. Hillier also claims that Stein’s statement that all STAJdErecords are
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electronic, Stein Decl. { 12, conflicts wittmere thard0-yearold (1977)Department of State
System of Records Notice (SORN) that states “Storage: Hard ca@R1.’s Oppn Br. at17
(quoting 42 Fed. Reg. 49702)either of these alleged inconsistencies, however, create a
genuine issue ahaterialfact because they are irrelevant to the question of whether the
Department of State conducted a seaeasonably calculated to uncover Hillier's requested
records SeeAnderson477 U.Sat 248 (“Only disputes over facts that might affect the outcome
of the suit under the governing law will properly preclude the entry of summanygardg
Factual disputes that are irrelevant or unnecessary will not be céunted

Finally, Hillier argues that thBepartment of State actedbad faith by delaying its
responses to his requests. It is well established, however, that “delaysandiag to a FOIA
requestre rarely, if ever, grounds for discrediting later affidavits by the ageniyralde v.
Comptroller of Currency315 F.3d 311, 315 (D.C. Cir. 200%).The delays alleged here do not
undermine the Stein declaration. Because the declaration is sufficientlgdi&taconclude that
the Department of State made a good faith effort to search foedbrds Hillierrequestaising
methodghatcan reasonablye expected to produce the information requested, the Court finds
that the agency’s searches wetleguate.See Ogleshy20 F.2d at 68.

CONCLUSION

For the foregoing reasons, defendants’ Motion for Summary Judgment, Dkt. 40, will be

grantedn part with respect to thelA and Department of Statend denied in part without

prejudicewith respect to DHSHillier's Motion for Partial Summary Judgment Against

15 Hillier originally made allegations of bad faith against the Gi@gPl.’s Opp’n Br. at 45-46,

but appears to have abandoned those allegateaB).’s Am. Opp’n Br. at 4536 (attached as

Ex. 85 to Pl.’s Mot. to Amend, Dkt. 55). Regardless, the Court would reject any such ahnalleng
for the reasons stated here.
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Defendant United States Department of Homeland Secixiy 41, will be denied without
prejudice because, without more detail about whether DHS determined that theoOffice
Intelligence and Analysis was the only component with a record system that vaasaldas
likely to contain responsive records, the Court ighle toconclude one way or the other
whether the search was reasonable, in which case neither party can pteisjuatture. The
Court will deny Hillier'sCrossMotion for Partial Summary Judgment Against the Central
Intelligence Agency and United States Department of State, DKbe¢8use the Court holds
that the searches conducted by those agencies were reasonable and the CIA’s Glonsa res
wascompliant with both the Privacy Act and FOIAlillier ably raised numerous arguments
throughout the litigation of his Privacy Act requests anddmsainingmotionsare addressed in

the accompanying order.

(Cobery f Piinric.

DABNE¥ L. FRIEDRICH
United States District Judge

Septembel 2, 2018
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