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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER,

Plaintiff,

V- Case No1:17<v-00121(TNM)

FEDERAL BUREAU OF
INVESTIGATION ,

Defendant

MEMORANDUM OPINION

The Electronic Privacy Information Center, or EPtGallenges thevay that the~ederal
Bureau of Investigatiohas respondetd its Freedom olfnformation Act request for records
related to Russian interference in the 2016 presidezitietion EPIC questions the adequacy of
the FBI's search for responsive recortie propriety of the FBI's withholdings amedactions
and the accuracy of the FBI's segregability determinatiut because th&BI has shown that it
conducted an adequate sdéwvand that iproperly withheldand redacted nesegregable records
under FOIA Exemptions 1, 3, aiA), the FBI'sMotion for Summary Judgment will be
grantedand EPIC’s Cros#otion for Summary Judgment will be denied

. BACKGROUND

EPIC’s FOIA requesstaesgenerallythat it “seeks records pertaining to the FBI's
investigation of Russian interference in the 2016 Br8sidential Election."EPIC’s FOIA
Requestl, attached tdMot. Summary JDecl. of David M. Hardy (Hardy Decl.) &x. A. It
providesseveral pages of backgroutwthe requesixplaining EPIC’snterest in Russian cyber

attacks on the Republican National Committee, the Democratic Nationah@tee, and the
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Democratic ©ngressional Campaign Committde. at 1-5. It thenmakes itemized records
requestgor:

(1) All records, including but not limited to, memos, reports, guidelines,
procedures, summaries, and emakstaining tothe FBI's investigation of
Russiarsponsored cyber attack on the RNC, DNC, and DCCC.

(2) All records of communications to the RNC, DNC, and DC@@gardingthe
threat of Russian interference in the 2016 Presidential election.

(3) All records of communications with other federal agengmrdingRussian
interferencean the 2016 Presidential election.

(4) All records including, but not limited to, memos, reports, guideliaes|
procedurepertaining tahe FBI’'s procedure to notify targets of cyber attacks.

Id. at & The FBI searched for responsive retxrbut withheld all records responsive to
Items1-3 and heavily redactesbmerecordsresponsive to Itemd. The FBI seks
summary judgmeniarguing thatt conducted an adequate seatblatits withholdings
and redactions are necessary to protect an ongoing investigatmotectclassified
information, ando protect intelligence sources and methods; and that ielessed all
reasonably segregable informatiorBBIC. EPIC also seeks summary judgment,
arguing that the FBI has not made an adequate showing on any of these issues
II. LEGAL STANDARD

To prevail on a motion for summary judgment, a movant must shawtthere is no
genuine dispute as to any material fact and the movant is entitledytogatias a matter of
law.” Fed. R. Civ. P. 56(akee alscCelotex Corp v. Catretd77 U.S. 317, 322 (1986}-OIA
requires federal agencies to “disclose information to the puptia veasonable request unless
the records at issue fall within specifically delineated exemptiohgdicial Watch, Inc. v. FBI
522 F.3d 364, 36566 (D.C. Cir. 2008)see als® U.S.C §552(a)(3)(A) Ereating a disclosure

obligation only where sequest “reasonabljescriles therecordssough}. Thus, a FOIA

defendant is entitled to summary judgment ghbwsthatthere is no genuine dispusbout



whether‘each document that falisithin the class requested either has been produced, is
unidentifiable or is wholly exempt from the Act’s inspection regments.” SeeWeisberg v.
Dep’t of Justice627 F.2d 365, 368 (D.C. Cir. 1980Fourts decidehte “vast majority” of FOIA
cases omotions for summary judgmenteeBrayton v. Office of bited StateJrade Rep 641
F.3d 521, 527 (D.C. Cir. 2011)

To show that any unproduced documents are exempt from FOIA, an agandiem
“affidavits describing the material withheld and the maimmerhich it falls within the
exemption claimed King v. Dep't of Justice830 F.2d 210, 217 (D.C. Cir. 1987¢ourts
review the applicability of FOIA exemptiomnie novaout give “substantial weight to detailed
agency explanations” of national security concerns related to FOlslises. Id.

To show that any unproduced documeartes undentifiable a defendant mushow*“a
good faith effort to [] search for the requested records, usingoshethhich can be reasonably
expected to produce the information requestéaiglesby v. Dep’t of the Arm920 F.2d 57, 68
(D.C. Cir. 1990). In other words, the defendant must “detnatesbeyond material doubt that
its search was reasonably calculated to uncover all relevant dosuimgation Magazine v.
Customs Sery71 F.3d 885, 890 (D.C. Cir. 1995)he touchstone of the analysis is the
reasonableness of the search, not therdscproducedSee Hodge v. FBF03 F.3d 575, 580
(D.C. Cir. 2013) (“[T]he adequacy of a search is determined not byuite dif the search, but
by the appropriateness of [its] methodsMpbley v. CIA806 F.3d 568, 583 (D.C. Cir. 2015)
(“[A] search,under FOIA, is not unreasonable simply because it fails to produedeaihnt
material.”).

An agencymay exercise discretion grafting its search to meet this standard, and does

not have to search every system if additional searches are unlikegtydiace any marginal



return. See Campbell v. Dep’t of Justid®4 F.3d 20, 28 (D.C. Cir. 1998). Searching for
records requires “both systemic and eggecific exercises of discretion and administrative
judgment and expertise,” and is “hardly an area in which the courtgiskidempt to micro
manage the executive branctSthrecker v. Dep’t of Justic849 F.3d 657, 662 (D.C. Cir.
2003). Toprovethe reasonableness of its search, an agency can submit a “reasonably detai
affidavit, setting forth theesarch terms and the type of search performed, and averring that all
files likely to contain responsive materials (if such recordstewiere searched.Oglesby 920
F.2dat 68. Agency declaratiomnjoy“a presumption of good fdif which cannot be rebed
by purely speculative claims about the existence anawdsability of other documents.
SafeCard Servs. Ing. SEG 926F.2d 1197, 1201 (D.C. Cir. 1991).
[1I. ANALYSIS

A. The FBI Conducted an Adequate Search

The FB’s Motion for SummaryJudgment relies on a declaration by David Hardy to
establistthe adequacy of its search for responsive recbrfise Hardy Declaratioaxplains that
“the pending Russian interference investigation files wereiiteghtis those containing records
responsie to items 13,” based on consultation with internal subjattter experts familiar with
the investigation and records. Hardy Ded.7y These experts handle national security matters
in the FBI's Office of the General Counsel and were readily fanwlidr thelikely location of
documents responsive to EPIC’s queries given the sensitive angrbija nature of the topic.
Id. The FBI manually searched and reviewed the relevant files in thteety. Id. 7 18.

Although Item 1 of EPIC’s FOIA recepst specifically asks for information related to “cyber

1 | focus here on the FBI's search for records responsive to It&hef EPIC’s FOIA request
because EPIC does not dispute the adequacy of the search for recordsveespdtesn 4.
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attack on the RNC, DNC, and DCCC,” the FBI construed the request breadlyde oEPIC’s
more general statement of interest in “records pertaining to the iAB&stigation of Russian
interferencan the 2016 U.S. Presidential Electidrid. at 7 n.4. In fact, the FBI interpreted the
request as an effort to obtain “all records from that investigatitzh.

EPICargues that the FBI conducted an unreasonably narrow search becausérité¢dons
theuniverse of records responsive to items 1 through 3" agXtensive with the content of the
investigative filedrom the FBI's Russia investigatidnMemo. ISOCrossMot. Summary J. 15
(quotingMemo. ISOMot. Summary J. 9) According to ERT, this narowed thesearch
unreasonably sinc&PIC did not request records ‘@&xtensivé with the Muller[sic]
investigation, because that investigation was not publicly diedlantil after EPIC’s request
was filed.” Id. EPICasserts that, by limiting the search to the Russia investigagsntfie FBI
must haveexcludedotherfiles that could reasonably contain “communications” within the scop
of the FOIA requestld. at 1718. EPIC als@assertshat the FBI's search must have excluded
“records related to two public reports on the Russian interfejeimtly authored by the FBI
sincethe Hardy Declarativdoes not includéhe reportsn its list of public statements by the
FBI about the Russia investigatiold. at 1617.

EPIC misunderstands the F8ktatement that it construedethniverse of responsive
records as cextensive with the Russia investigationdileln context, this statemestiowsthat
the FBI assumed EPIC would be interested in every record in thosenbtetbat the FBI
assumedEPIC would be uninterested in records stored elsewlg&eMemo. ISOMot.

Summary J. -B (explaining that Items-2 of theFOIA request ask for records related to attacks
onspecificorganizations but were construasico-extensive with the FBI’'s Russiavestigation

file giventhe request’s more general expression of interest in records rel&®edsian



interferencg The FBI limited its search the Russia investigation file®t because it believed
EPIC had asked for this limitation but becausieterminegdbased on consultation with subject
matter expertsthat this is wheréhe FBI would storeéesponsive recordddardy Decl. f17.

This decision falls within the scope of the FBI's discreaiod expertisén crafting a reasonable
searchand dos not make the search inadequadee SchreckeB49 F.3d at 662Nor do EPIC’s
speculations about the existence of other files containing responsiwveurocations or records
related to the FBI's public reports alter this analysBee Mobley806 F.8 at 583 (“[A] search,
under FOIA, is not unreasonable simply because it fails to peoallirelevant material.’§.

B. The FBI Properly Withheld Records Under FOIA Exemption 7(A)

FOIA Exemption 7(A shields fronproduction fecords or information compiledrfdaw
enforcement purposéthe production of whiclicould reasonably be expected to interfere with

enforcement proceedings5 U.S.C. §852(b)(7). Exemption 7(A) often applies to criminal

2 EPIC speculates that the FBI stores responsive communications ougsiigstia
investigation files.Memo. ISOCrossMot. Summary J. 1-18. But EPIC’s speculation does not
overcome the presumption of good faith that | must give to the FRksmsenthat it maintains
all related correspondence in the Russia investigation files tlestrirsed. Reply ISO Mot.
Summary J. Second Declaration of David M. Hardy (Second Hardy Ddg€l.) EPIC also
contends that the existence of responsive records notle@ttin the Russia investigation files is
more than speculative and is in fact “tbgical conclusion” implied by two facts in the record.
Reply ISO Cros#Mot. Summary J. 3. First, theFBI did not includewo public reports related
to Russian intéerence in its list of public statemertisoutthe Russia investigatiorSeeHardy
Decl. 114. Secondhe FBI statd that none of the information in these reports matches the
information in the Russia investigation files at the samd t&v&pecificity. Second Hardy Decl.
19. But EPIC’s proposed inference from these facts does not overcomeshenption of good
faith that | must give to the FBI's statement that it continudstieve the Russia investigation
files contain all responsive recordsl. § 10.

3 | also note that EPIC has not rebutted the FBI's representation theddebinterpretation of
the FOIA request would make it “overly broad and unduly burdensamenadequate to
describe the records sought because the FBI would haveibable to craft a reasonable search
for nonrinvestigative records.'SeeSecond Hardy Decl. &; see also Am. Fed’'n of Gov't Emps.
v. Dep’t of Commerce907 F.2d 203, 209 (D.C. Cir. 1990) (noting FOIA’s requirement that a
request reasonably describe theards sought and holding that “[a]n agency need not honor a
request that requires an unreasonably burdensome search”).
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investigations:[S]o long as the investigation continuegaiher evidence for a possible future
criminal case, and that case would be jeopardized by the premature releaseodiémate,
Exemption 7(A) applie§ Juarez v. Dep’t of Justic®18 F.3d 54, 59 (D.C. Cir. 2008Lourts
need not determine whethEéremption 7(A) applies teach documenwithheld, but may instead
determine whethat applies tocategories oflocumentsas long ashe agency defines the
categoriesn a way that‘allow[s] a court to grasp how each. category of documents, if
disclose, would interfere with the investigationCrooker v. Bureau of Alcohol, Tobacco &
Firearms 789 F.2d 64, 67 (D.C. Cir. 1986).

The Hardy Declaration states that the FBI reviewed the documents insbmR
investigation files and determined that eachuthoent fits into at least one of three functional
categories: (1) Investigative Records or Information; (2) EvidenRecords or Information;
and (3) Administrative Records or Information. Hardy De@29 The Investigative Records or
Information categry “includes records of law enforcement methods or procedures undeitaken
furtherance of the investigation .; the results of such activities, methods, or procedures; and
the collection, analysis, and dissemination of information oldaim®ugh utization of these
activities, methods, or proceduresd. 34. The Evidentiary Records or Information category
“includes copies of records or evidence, analyses of evidence, and derogatimunications
discussing or incorporating evidencdd.  37. The Administrative Records or Information
category‘includes administrative information contained in other recontsh &s case captions,
serial numbers, identities of FBI field offices, dates oéstigations, and administrative
instructions desigrkto ensure that investigative procedures are conducted within the

appropriate FBI and DOJ guidelinedd. § 41.



EPICdisputes the applicability of Exemption 7(A) makingtwo argumentshat
productionof these recordsould notreasonably be expected to interfere with enforcement
proceedings Memo. ISOCrossMot. Summary J. 2@5. First, EPIC argues that some records
must relate to completed law enforcement proceedings since the FBldasgdaewo reprts
about Russian interference agidce Special CounsBlobert Muellethasobtained several
indictmentsandplea agreementdd. at 21; Reply ISO Crosklot. Summary J. 82. Second,
EPIC argues # FBI may notclaim a blanket exemption to withhold documents simply because
they are in th&kussia investigatiofles. Memo. ISOCrossMot. Summary J22; Reply ISO
CrossMot. Summary J. 12.

But, oontrary to EPIC’s characterization, the FBI has not claimed a blanket aaarfgot
all documents in the Russia investigation filésstead it has claimed three categorical
exemptions for specific types of documents in thoss.filkkndmy review ofboththe public and
in cameraportions ofMr. Hardy’s declaration satisfy me that Exemption 7(A) applies to each
category. Mr. Hardy has explainedhé lawenforcement sensitivity of each category of records
withheld. Hardy Decl. 181-45. Among othetthingsnoted in the public filingdisclosure of
these records could impede the investigation by revealing its stofmus, its targets, and its
techniques, which would help targets elude detection, destroyrarafEbevidence, and interfere
with sources See, e.gid. 11 36, 3839, 4244. Although administrative information may seem
innocuous, it can reveaiformation includinghe useand effectiveness akrtainlaw
enforcement techniquethe identities of soursgwitnesses, and targets; the scope and
anticipated trajectory of the investigation; and the time and place at thi¢tBI obtained

information. Id. 1942, 44.



As Mr. Hady notes, “That a modest amount of intelligence information latecktopics
has been publicly disclosed does not negate the need to protecs racandactive
investigation.” Id. 9. The FBI evaluated whether it could produce any recgngsnthe
reports, indictments, and plea agreementsvhich EPIC religsbut found that this public
informationdoes not match the informatienithheldat the same level of specificitysecond
Hardy Decl. 11 9, 11An agency’'ddeclaration in support of withholdireggiven set of records
enjoys a presumption of good faith even when the agency has médd liisclosures of related
information. SeeSafeCard Servs926F.2dat 1201 EPIC has not overcome this presumption.
Exemption 7(A) applies.

C. The FBI Properly Redacted Records Under FOIA Exemptiorl

Exemption 1 states that FOIA disclosure obligations do not apphatters thaare(1)
“specifically authorized under criteria established by an Executie tordbe kept secret in the
interest of national defense foreign policy” and (2) “in fact properly classified pursuant to
such Executive ordér 5 U.S.C. 8552b)(1). The FBI asserts proper classificatiomder
Executive Order 13526Memo. ISOMot. Summary J. 2£29. This orderauthorizes original
classfication authorities to classify information that “could reason&ielyexpected to cause
identifiable or describable damage to the national sec¢uifity “is owned by, produced by or
for, or is under the control of the United States Government*@emthins to” one or more items
on an enumerated list. 75 Fed. Reg. 707, 707, 709 (Dec. 29, Z0080f the items on the list
is “intelligence activities (including covert action), intelligence e@s or methods, or
cryptology.” Id. at 709.

EPIC challengs the FBI's heavy redactionsftur pages of its Foreign Intelligence
Surveillance Act and Standard Minimization Procedures GuiEemo. ISOMot. Summary J.

28-33;see alsdHardy Decl. 22 (listing redacted pages). It concedes the classificatiois of
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material under Executive Order 13526, but not the proprietiyeafiassification. EPIC
characterizes the FBI's declaration as conclusory and argues theg natd'show, with
reasonable specificity” why Exemption 1 appliddemo. ISOMot. Summary J. 331.
According to EPIC, the FB explanationwould shield“any FISArelated informationfrom
disclosuregven though the FBI and other agencies have publicly released other FISA
proceduresld. 31-33; Reply ISO CrosMot. Summary J. 4-15.

But Mr. Hardy has explained that the redacted information “does nochroamirror any
information previously made public by the FBI through an officiatldsure.” SecondHardy
Decl. 113. And the FBI does not rely azonclusory allegatiosthatapply toall FISA
procedures To be sure, the Hardy Declaration obsetyat FISA falls within the protected
category of “intelligence activities (including covert action)elijence sources or methods, or
cryptology” 75 Fed. Reg. 7Q709. But, after making that general observatithe Hardy
Declarationgoes orto explainthatthe FBI'sredactiongrevent the disclosure of “how the FBI
conducts surveillance under the FISA, handles Fii8Aved information, and otherwise
implements and utilizes ¢htechnique.” Hardy Decl. D. This explanatiorprovidesa more
specific explanation of why releasing the redacted information wmdeérmine an important
intelligence method and jeopardize national secuf@ige id. Providingmore informatiorwould
jeopardize the purpose of Exemptionld. And it is unnecessary, particuladyenthe
deference that | must give to agency declarat@mmutnational security.King, 830 F.2cdat 217.
| am satisfied that Exemption 1 applies.

D. The FBI Properly Redacted Records Under FOIA Exemptior8

Exemption 3exempts from disclosumatters that are “specifically exempted from
disclosure by [another] statute” if that statuteduires that the matters be withheld from the

public in such a manner as to leavedmxrretion on the issti@r “establishes particular criteria
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for withholding or refers to particular types of matters to be withheéd U.S.C. 8552b)(3).
The National Security Act requires the Director of National Intefice to “protect intelligersc
sources and methods from unauthorized disclosure.” 50 U.8@4&i)(1)* The FBI invokes
Exemption 3and the National Security Act to justify the same redactions that it nmaige u
Exemption 1.Memo. ISOMot. Summary J. 29.

As with Exemption 1, EPIC challenges the redaction of four pagée ¢iBI's Foreign
Intelligence Surveillance Act and Standard Minimization ProcedureteGhMiemo. ISOCross
Mot. Summary J. 335. EPIC finds it “highly implausible” that all the redacted material on the
four pages at issue falls within the scope of the National Securityldcit 34. According to
EPIC, the FBI's argument that the redactipnstect intelligence sources and methods from
unauthorized disclosuiis “conclusory, nofspedfic, and fails to accourfor the numerous
disclosures of FISA activities and procedurelsl” But the FBI haspecifiedthe reasons for its
redactions in as much detail as possible on the public record and has actwuhiedisclosure
of other FISAprocedures by explaining that the redacted information “does not nratairor
any information previously made public by the FBI through an officsdlalsure.” Hardy Decl.
170; Second Hardy Decl.8B. EPIC’s speculation that some redacted matenigt fall outside
the scope of the National Security Act doesawarcome the presumption of the FBI's good
faith. Thus, I find that the material would be properly exempted frontodisie under

Exemption 3 even if it was not already covered by Exemption 1.

4 Agencies other than the National Security Agemayinvoke this provision as grounds for
withholding information under Exemption &ee Larson v. Dep'’t of Stat65 F.3d 857, 865
(D.C. Cir. 2009) (accepting CIA invocation of the National Secuxat).
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E. EPIC Has Not Raised an Adequate Challenge tine FBI's Segregability
Determination

FOIA requires an agency to release “[a]ny reasonably segregabtenpufrti record
subject to a FOIA exemptiorb U.S.C. $52(b). A record is not reasonabdegregable if
“exempt and nonexemptformation are inextricably intertwinedych that the excision of
exempt information would impose significant costs on the agamtypeduce an edited
document with little informational value Mays v. DEA234 F.3d 1324, 1327 (D.C. Cir. 2000).
Agencies enjoyd presumption that they complied with the obligation to disclosemabbo
segregable material Sussman v. United States Marshals Seyvieé F.3d1106, 1117 (D.C.

Cir. 2007)

The FBI reviewed all respongvecords for reasonably segregable information. Hardy
Decl. 1146, 82. The FBI determined that none of the records responsive to It&ad EPIC’s
FOIA request contained segregable information outside the scope optio@ii(A). 1d. §46.
The FBlonly redactedhe records responsive to Item 4 after a-bgdine determination of what
information it could segregate and releakk.{82. These factprovidean adequate basis for
awardingthe FBIsummary judgment on segregabilitgee e.g, John®n v. Executive Office for
United States Attorney810 F.3d 771, 776 (D.C. Cir. 200@&ffirming award of summary
judgment based on agency declaration stating that it conductedg-ime segregability
analysis)Cucci v. DEA 871 F. Supp. 508, 512 (D.D.C. 1994yv@arding summary judgment
based on declaration that records related to ongoing investigatiohedrithere are no
reasonably segregable portions of any documents related to thédfplzan could be released
without jeopardizing the ongaininvestigationy. EPIC’s argumenthat segregable material

must existmirrors its challenges to theropriety of theFBI's withholdings and redactiond
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have rejected those challenges already| find that they do not overcome the presumption that
the FBI complied with its obligation to disclose reasonably sedgplegnaterial
* * *

As EPIC stressefussian interference in the 2016 presidential elecsien important
matterwhich has undoubtedly captured the attention of the American peaptéainelected
representativesSeeCompl. 111-21. Congress has made the issue a priotitly.f 12. The
Senate Intelligence Committee is conducting a bipartisan investigatimed with the power to
compel testimonynd documentsand reporting the information that it believes the public needs
Id. §17. TheUnited States intelligence communisyalso actively investigatingnd has issued
public reportsas EPIC notesld. § 11. Special Counsel Mueller lsadinga team of
investigators and attoeys toexplore Russian interference and to hold wrongdoers accountable
Memo. ISO Crosdot. Summary J. 5In this context, EPIC’gurported goals of enablirighe
public to evaluate the FBI response to the Russian interference, assatstb Amerian
democratic institutions, artd ensure the accountability of thEBI],” id. 21, are best served by
allowing federal investigators and lawmakers to conduct theiians®n their timetables
without theforcedpiecemeal dissemination of internal governnmatuments relating to these
ongoing efforts In any event, Congress specifically exempted classified asdigehaw
enforcement information from FOIA’s default presumptiontfansparency, and it is not up to
me to recalibrate that balance.

V. CONCLUSION

For the reasons explained above, | conclindé theFBI is entitled to summary judgment

on the adequacy of its search and omwitBholdings andedactionsinder Exemptions 1, 3, and

7(A). | also conclude that EPIC has not adequately challenged the FBI's d®lijrega
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determination. Thus, the FBI's Motion for Summary Judgment will be granted and EPIC’s

Cross-Motion for Sﬁmmary Judgment will be denied. A separate order will issue.

Dated: May 22, 2018 - TREVORN MCFADDEN
United States District Judge
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