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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CAROL ROSENBERG, et al.,
Plaintiffs,

V. Case No. 17-cv-00437 (APM)

U.S. DEPARTMENT OF DEFENSE,

Defendant.

N N N N N N N N N N N

MEMORANDUM OPINION AND ORDER

INTRODUCTION

Plaintiffs Carol Rosenbey@reporterfor theMiami Herald andthe Miami Herald Media
Compalry bring this actionagaing Defendant United States Department of Defense (“DOD
pursuant to th&reedom of Information Act (“FOIA’)5 U.S.C. $§52. Plaintiffs seekisclosure
of emailsto senior DOD officialssent byretired Mame Corps General John F. Kelljthen
Commander of the U.SSouthern Command (“SOUTHCOM*~relating to Joint Task Force
Guantéamo (“JTFGTMQO”), a military task force baseat theU.S. Naval Statioat Guantanamo
Bay, Cuba.

After Plaintiffs filed this lawsuit, @D conducted a search for responsive emails and
located 256 email records and 92 attachments, totaling 548 pages.re@aBed 548 pages to
Plaintiffs, some in fulland some with redactionsTo justify its redaction and withholding of
information fromthese document§efendantinvokesFOIA Exemptions 1, 3, 5, 6, andE). In

responsgPlaintiffs contest Defendant’s redactionsuagustified.
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Based upon the courtisa camerainspectionof a representative sampling thie records
produced to Plaintiffs, and for the reasons described b#tevgurt findsthatDefendanproperly
withheld information underExemptions 36, and {E). However, the court also finds that
Defendant hasot properly justified withholding otheinformation undefExemptionsl and 5
Accordingly, the courtgrants in part and denies in part Defendamstion for Summary
Judgment an@laintiffs’ Motion for Summary Judgment.

1. BACKGROUND

A. Statutory Framework

“The basic purpose of FOIA is to ensure an informed citizenry, vital to the functioning of
a democratic society, needed to check against corruption and to hold the governors acdountable
the governed.” NLRB v. Robbins Tire & Rubber Cal37 U.S. 214, 242 (1978). Because of
FOIA’s critical role in promoting transparency and accountability, “[lhjiraes courts must bear
in mind that FOIA mandates a ‘strong presumption in favor of disclosuNat’l Assh of Home
Builders v. Norton309 F.3d 26, 32 (D.C. Cir. 2002) (quotiddgS.Dep'’t of State v. Rayp02 U.S.
164, 173 (1991)). FOIA requires that “each agency, upon any request for recootls whi
(i) reasonably describes such records ands(iade iraccordance with published rules shall
make he records promptly available to any person,” 5 U.S.8&a)(3)(A), unless the records
fall within one of nine narrowly construed exemptiosseid. § 552(b);Vaughn v. Rose84
F.2d 820, 823 (D.C. Cir. 1973)[T]hese limited exemptions do not obscure the basic policy that
disclosure, not secrecy, is the dominant objective of the A¢at'l Sec. Counselors v.I&, No.
12-cv-284, 2018 WL 3978093, at *3 (D.D.C. Aug. 20, 20(@@8)eration in original{quotingDep't
of Air Force v. Rose425 U.S. 352, 361 (1976)Moreover, “[elyen when an exemption applies,

the ageny is obligated to disclos¢d]ny reasonablgegregable portion of a recoadfter removing



the exenpt material and must note treEmount of information deleted, and the exemption under
which the deletion is madé.Bartko v. US.Dep't of Justice 898 F.3d 51, 62 (D.C. Cir. 2018)
(second alteration in original) (quoting 5 U.S8552(b)).

In 2016, President Obama signed into lélae FOIA Improvement Act of 2016, which
amended the FOIA in various waySeePub. L. No. 114185, 130 Stat. 538. As relevant here,
the Act codifiedthe “foreseeable harm” standaedtablishedn 2009by then Attorney General
Holder for defending agena@gecisions to withhold informatiorSeeS. Rep. No. 114, at 3& n.8
(2015) (citing Office of Att’y Gen, Memorandum for Heads of Executive Departments and
Agencies, Subject: Freedom of Information Adar. 19, 2009)) S. Rep. No. 114, at 78.
Pursuant to the “foreseeable harstéindardthe Department of Justieeould“defendan agecy’s
denial of a FOIArequesbnly if (1) the agency reasonably fofaw] that disclosure would harm
an interest protected by one of [FOIA’s] statutory exemptions, or (2) diselesene] prohibited
by law.” U.S. Deft of Justice,Guide to the Freedom of Information A26 (2009 ed.),
https://www.justice.gov/archive/oip/foia_g@d9/procedural-requirements.pdf (internal
guotation marks omittedBy codifying thisstandardCongress sought establish dpresumption
of openness” in FOIASeeH.R. Rep. No. 114-391, at 9 (2016); S. Rep. No. 114-4, at 3, 7.

Accordingly,as amended by the FOIA Improvement Abg statutory texmow provides
that “An agency shall . .withhold information under this section only [iff (I) the agency
reasonably foresees that disclosure wduddim an interest protected by [a FOI&femption
described in[5U.S.C. 8552Db)]; or (Il) disclosure is prohibited by Ig4y” 5 U.S.C.

§ 554a)(8)(A). Stated differently, pursuant to the FOIA Improvement Acggency must release

a recorg—even if it falls within aFOIA exemptior—if releasing the record would not reasonably



harm an exemptieprotected interest and if its disclosure is pobhibited by lawt The
“foreseeable harm” standareand its @plicability to DOD’s discretionary redactiohrsplays a
central role in the parties’ disputes in this matter.

B. Factual Background

Since 2001,Plaintiff Carol Rosenberg has reported extensivelyS@®UTHCOM—a
component of DOD responsible for American military operations in Central idae®uth
America, and the Caribbearincluding its operation of th&uantanamd3ay detention center
Compl., ECF No. 111 7,10. Rosenberg’s reporting also included coveragéeaferal Kelly
during his tenure as Commander of SOUTHCOM from November 2012 to Januaryi@016.

Following the presidential election on November 8, 2016, Roserdraaigthe Miami
Herald published astoryreporting thathenPresidenelect Trump had met with General Kelly
and was considering him for a national security role in the new administratiohCiBssMot.
for Summ. J& Opp’n to Def.’s Mot. for Summ. J., ECF No. [8ereinafter Pls.” CrosMot.],
Pls.” Statemenotf Facts, ECF No. 192 [hereinafter PI$ Stmt.], 165, Pls.” CrossMot., Decl. of
John Langford, ECF No. 19{Bereinafter Langford Decl.Ex. I, ECF No. 194. Presuming that
General Kelly would soon become a candidate foratonal security positionnithe Trump
administrationRosenberg sent a FOIA rezgi to DOD orNovember 11, 2016, seeking:

[A]ll emails by the former Southern Command commander retired
Marine Gen. John F. Kelly to Lisa Monaftbe formerAssistanto

! Critically, “[t]he foreseeable harm standard applies only to th@3eAFexemptions under which discretionary
disclosures can be made.” S. Rep. No.-414t 8. Information that is prohibited from disclosure or exempt from
disclosure by law “is not sulgeto discretionary disclosure and is therefore not subjectetdotteseeable harm
standard.” Id.; cf. U.S. Dept of Justice,Guide to the Freedom of Information A686-92 (2009 ed.),
https://www.justice.gov/archive/oip/foia_guide09/discloswagver.pd (explaining thé disclosure is prohibited by
law when information is covered by FOIA Exemptions 1 or 3, Exemption 4 if the disel@sprohibited by the Trade
Secrets Act, or Exemptiorsor 7(C) if disclosure is prohibited by the Privacy Act of 1974).
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President Obamfor Homeland Security and Counterterrorison]
those that also copied her oms lsbrrespondence.

Compl., Ex. A, ECF Nol-1 [hereinafter FOIA Request]n the FOIA RequesRosenberg cited
“the sudderemergence of General Kelly as a potential candiidata national security job in the
Trump aministratiori as grounds for expedited processing pursuant to 5 U.$62®&)(6)(E)
FOIA Requestat 1. SOUTHCOM acknowledged receipt of Plaintiffs’ F@tfnest on November
23, 2016,but denied expedited processing on the basis that “a compelling [n@sdl not
demonstrated.” Compl., Ex. B, ECF Ne21 Rosenberg@dministratively appealed the denial of
expedited processing. Compl., Ex. C, ECF No. 1-3.

During the pendency of the FOIAqeest, therPresidenelect Trump selected General
Kelly for the position of Secretary of Homeland Security in early Déegr205, Pl.’s Stmtf 57,
and the U.S. Senate confirmed General Kelly on January 20, iB0YB89. After six months as
Secretaryf Homeland Security, General Kelly was named Chief of Staff to PresidemipTan
July 29, 2017.1d. 1 62.

C. Procedural Background

Plaintiffs filed this lawsuit on March 30, 2017, challenging the government’s failure to
expedite processing of the FOt&questnd its failure to disclose amgsponsivelocuments.See
generallyCompl. After DOD responded to Plaintiffs’ Complaint on April 27, 2GE£Answer,
ECF No. 8, the partiagegotiatedh schedule foDOD to review, process, and produce recpsde
generallyJoint Status Report, ECF No..11n a series ofolling productions, DODproducedo
Plaintiffs 256 emails and 92 attachments totaling 548 pages, invékimg Exemptions 1, 3, 5,
6, and TE) for variousredactionsand withholdingscross the productiorSeeThird Joint Status
Report, ECF No. 13]{3—4 seealsoDef.’s Mot. for Summ. J., ECF No. 18 [hereinafter Def.’s

Mot.], Def.’s Statement of Facts, ECF No.-38116, 8 Theresponsive email recorad®nsist



primarily of weeklyupdates sent by General Kelly to Lisa Monaco athér DODsenior officials
about operatiomat JTFGTMO, and theremainderare other email correspondence dwstiveen
DOD senior officials about General Kellwgeeklyreports. The attachments are primigoutine
weekly updates on JTETMO sent by General Kelly to DOD senior officials.

After production, DOD moved for summary judgmefeeDef.’s Mot. The motion was
supported by the declaration®figadier GeneraloddJ. McCubbinthe Reserve Depuirector
of SOUTHCOM seeDef.’s Mot., Decl. of Todd J. McCubbin, ECF No. B8 [hereinafter
McCubbin Decl.], as well as &aughn Index, seeid., Ex. 4 [hereinafter Vaughn Index].
McCubbin’s declaration explained the scope of the seewalducted in response to Plaintiffs’
FOIA requestand the reasons for DOD’s assertionvafious FOIA exemptiongo redact the
records See generalliMcCubbin Decl. In further support of its motiofor summary judgment
DOD later submittedthe declaraton of Michael Droz, the Deputy Director of Operations of
SOUTHCOM. SeeDef.’s Reply in Supp. of Summ. J. & Mem. of P. & A. in Opp’n to PIs.” Gross
Mot., ECF No. 22 [hereinafter Def.’s Reply], Second Decl. of Michael Droz, ECF Na&. 22
[hereinafter Droz Decl.]. Droz’s declaration further elaborabedDOD’s withholding of
information from threeecordspursuant to Exemption Seeid.

Plaintiffs opposedDOD’s motion, and filed a crogsotion for summary judgment
asseling thatno proper basis exists for most of the goverrirasaedactionsand withholdings
Pls.” CrossMot., Pls.” Mem. in Opp’n to Def.’s Mot. for Summ. &.in Supp. of PIs.” Cros#/ot.
for Summ. J., ECF No. 19 [hereinafter Pls.” Mem.], at 1Plaintiffs also asked the court to

conduct ann camerareview of a representative sample of the documents at s=efls.” Mem.



at 4243; PlIs.’ Reply in Further Supp. of PIs.” Crddst., ECF No. 24 [hereinafter Pls.” Reply],
at 23-25, which this couragreed to d3

The parties’ motions are now ripe for disposition.
1. STANDARD OF REVIEW

Most FOIA cases are appropriately resolvednootions for summary judgmentSee
Braytonv. Office of the U.S. Trade Representati®él F.3d 521, 527 (D.C. Cir. 2011). A court
must grant summary judgment “if the movant shows that there is no genuine dspoitany
material fact and the movantestitled to judgment as a matter of law.” Fed. R. i\b6(a).
A dispute is “genuine” only if a reasonable ffiotder could find for the nonmoving party, and a
fact is “material” only if it is capable of affecting the outcome of litigatidmdersorv. Liberty
Lobby, Inc, 477 U.S. 242, 248 (1986). “Unlike the review of other agency action that must be
upheld if supported by substantial evidence and not arbitrary or capricious, thesk@essly
places the burden ‘on the agency to sustain itsrdaimd directs the district courts to ‘determine

the mattede novo” U.S.Dep’t of Justicev. Reporters Comm. for Freedom of Pret89 U.S.
749, 755 (1989) (qumg 5 U.S.C. $52(a)(4)(B)). As a general matter, “[ijn FOIA cases, an
agency defendant may be entitled to summary judgment if it can demonstrate toatngterial
facts are in dispute, (2) it has conducted an adequate search for respawi® snd (3) each
responsive record that it has located has either been produced to the plaintiff, isfiatiterar

is wholly exempt from disclosure Mattachine Soc’y of Wash., D.C. v. U.S. Dep’t of Jusfié&

F. Supp. 3d 218, 22@.D.C. 2017)(citing Weisberg vU.S.Dep’t of Justice 705 F.2d 1344,

1350-51 (D.C. Cir. 1983)).

2 Specifically, the court revieweid cameraRecords31, 72, 129, 140, 168, 240, 248, 265, 278, 281, 288, 295, 297,
307, 317, 320, 321, 326, 328, 331, and 338eMinute Order, Aug. 22, 2018; Def.’s Notice of Lodging of Classified
Documents for Ex Parte, In Camera Review, ECF No. 26.
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Summary judgment in a FOIA case may be based solely on information provided in an
agency’s supporting affidavits or declarations if they are “relatidetgiled and neeonclusory.”
SafeCard Servs., Ine. SEC 926 F.2d 1197, 1200 (D.C. Cir. 1991) (internal quotation mark
omitted). The agency’s affidavits or declarations must “describe the documents and the
justifications for nondisclosure with reasonably specific detaild “demonstrate that the
information withheld logically falls within the claimed exemptionMilitary Audit Project v.
Casey 656 F.2d 724, 738 (D.C. Cir. 1981). Further, they must not be “controverted by either
contrary evidence in the record [or] by evidence of agency bad fadh.Beltranena v. Clinton
770 F. Supp. 2d 175, 182 (D.D.C. 201ddotingMilitary Audit Project 656 F.2d at 738)“To
successfully challenge an agency’s showing that it complied with the FOIlA)atmiff must
come forward with ‘specific facts’ demonstrating that there is a genusne with respect to
whether the agency has improperly withheld extant agency rec@par vU.S.Dep’t of Justice
696 F. Supp. 2d 113, 119 (D.D.C. 2010) (quotin§.Dep’t of Justices. Tax Analysts492 U.S.

136, 142 (1989)). “Ultimately, an agency'’s justification for invoking a FOIA exemption is
sufficient if it appears logal or plausible.” Judicial Watch, Inc. VU.S.Dep't of Def, 715 F.3d
937, 941 (D.C. Cir. 2013) (internal opation marks omitted).

V. DISCUSSION

Defendant invokes FOIA Exemptions 1, 3, 5, 6, afi€) o justify its various redactions
and withholdings Plaintiffs challengethe applicability of all exemptions, save Exemptioch Bhe

courtaddressethe partiesdisputes belowstarting wih Exemption 5.

3 Other issues have been conceded by Plaintifst, Plaintiffs’ claim that DOD improperly denied expedited
processing of their BIA request is now moot, as DOD completed its processing of Pldingéfaest. See5 U.S.C.

8§ 552(A)(6)(E)(iv) (“A district court of the United States shall not havésgliction to review an agency denial of
expedited processing of a request for records after the agency has provisepletecoesponse to the request.”)
Second, Plaintiffs do not challenge the adequacy of the search conducteddbySe&enerallyPIs.” CrossMot.;
Pls.” Reply. Thus, the only issue left for the court to resddvilhe propriety of DOD’s withholdings under the
aforementioned FOIA Exemptions.



A. Exemption 5

Exemption 5 applies to “intesigency or intraagency memorandums or letters that would
not be available by law to a party other than an agency in litigation withgdrwecy.” 5 U.S.C.

8§ 552(b)(5. The exemption protects informatitmt would be “normally privilegkin the civil
discovery context. NLRB v. Sears, Roebuck & Cd21 U.S. 132, 1491975) “Exemption 5
incorporates the privileges that the Government may claim when litigating agpmsita party,
including the governmental attorrrelrent and attorney work product privileges, the presidential
communications privilege, ¢éhstate secrets privilege, and the deliberative process privilege.
Abtew v. U.S. Dep’t of Homeland Se&808 F.3d 895, 898 (D.C. Cir. 2015).

Here, DOD asserts the deliberative process privilege to withhold infemé&bom a
numberof theresponsivemail records and attachmehtSee generally Vaughndex; McCubbin
Decl. 141 (stating thathe information withheld contains “General Kellygpinions,advice, and
recommendations to [DOD¥enior officials about developments at JEFMO anddeliberative
discussions about policy issues and potential actions relatdétémtion operatiofiy The
deliberative procesgrivilege allows an agency to withhold responsive records if the documents
“reflect[] advisory opinions, recommendations and deliberations comprising part aéesprby
which governmental decisions and policies are formulateéggars 421 U.S.at 150 (internal
guotation marks omitted). The privilegests most fundamentally on the belief that were agencies

forced to operate ia fishbowl, the frank exchange of ideas and opinions would cease and the

4 Specifically, DOD withheld information from the following email regeand attachments: Records 44,322-24,
29, 31, 4546, 50, 58, 60, 62, 646, 72, 75, 83, 85, 99, 105, £31, 136, 140, 14315, 14849, 160, 186, 189, 195,
199-201, 211, 216, 219, 226, 2323, 248, 25055, 258, 260, 2688,290-97,299, 301, 30305, 307, 31614, 317
21, 324, 32628, 33141,343,and 34647. SeeMcCubbin Decl. 2, Vaughnindex at 1722.
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quality of administrative decisions would necessarily suff@rily Times Pulyg Co. v. Dep'’t of
Air Force, 998 F.2d 1067, 1070 (D.C. Cir. 1998jtérnal quotation marks omitted

To invoke the privilege, an agency must show tin&t withheld informationis both
“predecisional” and deliberative’ Judicial Watch, Inc. v. U.S. Dep’t of DeB47 F.3d 735, 739
(D.C. Cir. 2017) “Documents are ‘predecisional’ if they ageneratedbefore the adoption of an
agency polig.”” Id. (quotingPub. Citizen, Inc. v. Office of Mgmt. & Budg®®8 F.3d 865, 874
(D.C. Cir. 2010). “[A] doawment is deliberative if it isa’ part of the agency gixendtake—of
the deliberative processby which te decision itself is madé.Abtew 808 F.3cat899 (quoting
Vaughn v. Rosen23 F.2d 1136, 1144 (D.Cir. 1975).

Plaintiffs challengeall of DOD’s Exemption 5 withholdings asnproper. Pls.” Mem. at
11. Plaintiffs assert as a general matteat DOD has not met its burden under the FOIA
Improvement Act to show thatasonably foreseeable haronan exemptiofprotected interest
here, the agency’s deliberative proeessould result from the release of the withheld material.
See5 U.S.C. 8552@)(8)(A)(i)(I). Plaintiffs alsocontend thaDOD has failed to identify the
specific deliberativgprocesseso which certainof its withholdings relate The court addresses
each issue in turn

1. Satisfaction of the FOIA Improvement Act’s “Foreseeable H&tandard

Plaintiffs’ primary challenge tadDOD’s Exemption 5 withholdings relat¢o the FOIA
Improvement Act’s codification of the “foreseeable harm” stand8es U.S.C. 852(a)(8)(A).
According to Plaintiffs, the FOIA Improvement Act requires agento make a specific showing
that disclosure ogachof its Exemption 5 withholdings would reasonably and foreseeably harm
“the quality of agency decisidnby inhibiting ‘open and frank discussions among those who

make them within the Governmeht SeePls.” Replyat 3(quotingDep’t of Interior v. Klamath
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Water Users Protective Ass 532 U.S. 1, 9 (2001))see alsPIls.” Mem. at 11, 13. Pursuant to
Plaintiffs’ interpretation of the government’s burden under the “foreseeablée’ lstandard,
McCubbin’s general assertion that disclosur@ny ofthe information withheld under Exemption
5 “would jeopardize the free exchange of information between senior leaitt@rsamd outside
of [DOD],” McCubbin Decl. 162, is“plainly insufficient” seePls.” Mem. at 11. In response,
DOD asserts that Plaintiffs make too much of the FOIA Improvement Act's impatheo
government’s burden to justify a discretionary withholding under FOIA. BEply at 1718.
According to DOD, the Act does not require an agency to go through the superflumisecsk
showing howeachdisclosure would harm its deliberative process, especially where, as kere, th
agency’s declaration explaitisatdisclosingany ofGeneraKelly's “routine[] consult[atioms] with
senior QO]D and White House officials. .about ongoing operational issues at <3FAVO”
would impede open discussion on these issugseid. at 20 (first and second alterations in
original) (quotingMcCubbin Decl. | 41).

The parties’ dispute requires the courti@ierminewhat an agency must shdw satisfy
the FOIA Improvement Act's “foreseeable harm” standard for discretiomathholdings.
Although two years have elapsed since the Act’s passage in 20fpfsiagly lttle authority—
precedential or persuasivn this issue exisfs The court’s search yielded only eight federal
court cases thavenmention the FOIA Improvement AcOf these, only two casesEdelman v.
SEC 239 F. Supp. 3d 45 (D.D.C. 201@hdEcological Rights-ound.v. FEMA No. 16cv-05254,

2017 WL 5972702 (N.D. Cal. Nov. 30, 20+#Ajliscuss thenewly-codified “foreseeable harm”

5 Notably, the Department of Justice’s Office of Information Policg hat yet updated itsurrentGuide to the
Freedom of Information Act to reflect the “substantive and procedurahéments” contained in the FOIA
Improvement Act of 2016. See U.S. Degt of Justice Guide to the Freedom of Information Act
https://www.justice.gov/oip/deguidefreedominformationact0; see alsdJ).S. Dep’t of JusticeQIP Summary of the
FOIA Improvement Act of 2016ttps://www.justice.gov/oip/oygsummaryfoia-improvementad-2016
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standargd and only Ecological Rights Foundatiorcan be said to addressthe standard
substantively’

In EcologicalRights Foundatin, the court granted summary judgment in favioa FOIA
requester seeking disclosure of records protected under the deliberative privilege. 2017
WL 5972702, at *7. Finding that the agerf@dfailed to justify its invocation offte privilege,
the court noted thahe agencyfail[ed] to explain how disclosure would expdsee agency’s]
decisionmaking process so as to discourage candid discussion” and likeljilerfot provide
any justification for how the agency would be harmed by disclosure ase@dw tle FOIA
Improvement Act of 2016[,] 5 U.S.C.5%2(a)(8)(A)(i)” Id. at *6. The court concluded that
“[a]bsent a showing of foreseeable harm to an interest protected by the deébpratess
exemption, the documents must be disclosed.”

Thecourt’s insistence ostrict compliance with the FOIA Improvement AictEcological
RightsFoundation coupledwith the text of the Act itselfprovidesguidance at what DOD must
show hereo justify its Exemption 5 withholdingsTo satisfy the “foreseeable harmetandard,
DOD must explain howa particular Exemption 5withholding would harm the agency’s
deliberative proces©OD may take a categorical approaethat is, group togethdike records—
but in that casat must explain the foreseeable harm of disclosoreach categoryCf. Climate

Investigations Ctr. v. U.S. Dep’t of Enerdyo. 16¢cv-00124 2018 WL 4500884, at *13 (D.D.C.

6 In Edelman the court only briefly addressed the FOIA requester's assettat the SEGailed to conduct the
“foreseeable harm analysis” required by the FOIA Improvement Act of @0difpport its Exemption 5 withholdings
before noting thathe Act itself “ha[d] no bearing on the Court’s analysis” because @& Fequest was made in
January 2014, two years before the FOIA Improvement-arid its “foreseeable harm” standardient into effect.
See?39 F. Supp. 3d at 54 n.5.

12



Sept. 19, 2018). Defendant has failed to do so herethendourt therefore lacks sufficient
information to determine whether thedacted materidias been properly withheld.

The court is unmoved by ddendans argumentthat a more specific foreseeakarm
analysis would be duplicative. @D submitsthatbecause the responsive records “are of the same
type,” disclosing the information withheld from the records “would yield the same kinds of
harms,” consistently “acrosshe release.” Def.’s Reply at 21. In DOD’s view, this general
explanation is all that is requiredpdrticularlywhere the nature of these documents is explained
in detail.” 1d. To be surethe agencys declaration provides sufficiently detailed descriptions of
the nature and substance of thighheld communications about JY&GTMO operations between
GeneralKelly and senior DOD officialsSee generalliicCubbin Decl. Indeed, the declaration
provides tlat thesecommunications run the gamut from discussions abiha performance of
personnel”; “housing and recreational opportunities” for detairfepgrational changes related
to noncompliant detainee behavior, including guard respon&gsgrational changes related to
facilities issues”; “possible changes to procedures for detatoeemunications”; general
processes for “decisiemaking at JTFGTMO”; “staffing issues”;“security protocols”; and
“operational issues related to a possible new detention operationciontieental United Statgs
to “appropriate nexsteps related to detainees’ mentalygical, and emotional healtH'tletainee
movements”and “media coverage.” McCubbin Decl. 1] 43-62.

But pointing outthe breadtland varietyof these categories of deliberative discussions only
serves to undermine Defendardigumenthat it has satisfied its statutory obligatiodf. Prison
Legal News v. Samuel&87 F.3d 1142, 11490 (D.C. Cir. 2015) (explaining that while an agency
“may justify its withholdings and redactions categofydocument by categoiyf-

document, . . [tlhe range of circumstances included in the category rolbatacteristically
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support an inference that the statutory requirements for [the] exemptiortisiiedgemphasis
added) (internal quotation marks omitted)he court can readily see, for example, that disclosure
of the internal deliberations betwe&eneralKelly and highranking DOD officials about “a
possible new detention operation in the contineblaited States” could result in reasonably
foreseeable harm to future “honest and frank communication within the ageBeg."Coastal
States Gas Corp. v. Dep’t of Ener@l7 F.2d 854, 866 (D.C. Cir. 1980). But, absent rdetail
from the agency, the oat can less readily agree with the notion that disclosure of other, seemingly
more benign, categories of withhedeéliberativeinformation—e.g, General Kelly’s“opinions
about the current state of facilities on base and recommendations and advice abtaurtamce
issues’ McCubbin Decl. 52—would reasonably result in the sarfevel of harm to the
exemptionprotected interest.

To be clear, the coudoes not read th&tatutory‘foreseeable harm” requiremetat go so
far as to require the governmentidentify harm likely to result from disclosure efchof its
Exemption 5 withholdings. A categorical approach will dut the court agrees with Plaintiffs
that the governmennustdo more than perfunctorily state thdisclosureof all the withheld
information—regardless of category or substar€would jeopardize the free exchange of
informationbetween senior leaders within and outside offf@D],” id.  62. SeePl.’s Mem. at
11.

Because Defendant h#ailed to satisfactorilyshow thatthe categories of information
withheld under Exemption 5 would result in reasonably foreseeable harm to [sraldle
process, the court deniBefendants motionas to thisexemption In lieu of graning summary

judgment in favor of Plainti§ on this issuéjowever, lhe court will allow Defendant to supplement

14



its declarationon remand to satisfyhe “foreseeable harm” standard for its discretionary
withholdings.

Asthe agencywvill haveanother opportunity teupplement its declarations as to Exemption
5, the courtneed not fulsomeladdress Plaintiffs’ other foreseeable harm argumentsnely,
thosecharging that DOD can assert no harm from disclosure of discussions thaingaal
impermissible animus or embarrassing comme(23; involve only mundane, minor, and
uncontroversial decisions; and (8)ateto decisions that have already been m&kePIs.” Mem.
at 13-17. DOD may choose to address the substance of these arguments in its supplemental
declaration. Having reviewed somef the disputed withholdinggn camera the court will,
however, make findings as two categories afecords as follows.

a. Information Involving Facially Illegitimate Deliberations

Based upon the courtis camerareview, the courtejects Plaintiffs’ argument that DOD
impermissibly withheld information in Records 72 and 320 in order to conceal animus toward
detainees at JFETMO, government misconduct, or embarrassing comm&dsPIls.” Mem. at
13-15.

b. Information Involving “Mundae” Agency Decisions

Based upon the courtis camerareview, the courtejects Plaintiffs’ argument that DOD
impermissibly wihheld information so minor and uncontroversial as to evade the protection of
Exemption 5 in Records 31, 129, 140, 285¢320. SeePls.” Mem. at 1516. The information
redat¢ed from these records is not the type of “mundane material” the disclosutaobf %is
unlikely to diminish officials’ candor or otherwise injure the quality of agency decisions.”
Petroleum Info. Corp. v. U.S. Dep'’t of Interj@&76 F.2d 1429, 143& n.8 (D.C. Cir. 1992, see

also id. at 1436 (holding that “materials that do not embody agency judgments,” including
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“materials relating to standard or routine computations or measurements ovethehagency
has no significant discretion,” are not entitled to protection under Exemption 5).
2. WhetherSpecificwithholdings Are “Predecisional” antDeliberative”

Plaintiffs’ next challenge to the Exemption 5 withholdilagserts that the government has
failed to identify the specific, predecisional deliberative process to wtéctain of the
withholdings relate.SeePls.” Mem. at B. To supportheir assertion, Plaiiffs point toseveral
of the records, asserting that the agency’s description of the withholdings are inadegustify
Exemption 5 protectionSee idat 19-20.

Of Plaintiffs’ challenges in this vejrihe court in camerareview substantiated only one:
the asserdn thatGeneralKelly’s opinions about the merits of a judicial ruliagenot properly
withheld as predecisional deliberative procesSeeid. at 20. The agency withhelguch
information from Records 262, 263, 268, 271, 272, 275, 277, 278, 279, 280, 281, 283, 286, 291,
294, 295, 297, 301, 303, 305, 310, 311, 313, 318, 319, 320, 321, 335, and 346, pursuant to
Exemption5, asserting thain these records;General Kelly provides his opinions altbwa
military commission ruling barring female guards from touching certain éesliadvises senior
officials about the consequences of this ruling for the guard force,” and dpsovi
recommendations about how the government should proceed under the order and opinions about
how the government should handle the egyglortunitycomplaint! SeeMcCubbin Decl. | 54.
Having reviewedn cameraRecord 278, 281, 295, 320, 32hnd 335, the court agrees with
Plaintiffs thatsome of the withheld informatianvolves General Kelly mereRopining about the
merits’ of the military commission rulingh a manner that is not directed toward decisitaking
asto law or policy, and that such material is sabject to the deliberative process privilede.

reviewing thesedocumentsthe court noted DOD’s inconsistent redactions across these records.
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For examplein Record320,the government left unredacted General Ksllgpinion that the slow
progress of the military commission in addressing the ruling barring feyaatds from touching
certain detainees rivaled tlengthydeliberations required to reatife “complicated”Dred Scott
decision” SeePls.’ CrossMot., Ex. PRP2, ECF N0.19-6, at Bategl54 Yet,the governmentpted
to redactsimilar instances of General Kelly’s personal opinifsam other RecordsSee, e.gid.
at Bates 32728, 380-83, 456-59Record 278, 295and321). In light of the sensitivity of these
records, the coumill give the government a subsequent opportunity to explain whyeaberds
fall within Exemption 5’s ambiin its supplemental declaration
In light of the foregoing, the court denies Defendant sampudgment as to its Exemption
5 withholdings.
B. Exemption 1
FOIA Exemption 1 precludes disclosure of documents that are:
(A) specifically authorized under criteria established by an
Executive order to be kept secret in the interest of national defense
or foreign policy and (B) are in fact properly classified pursuant to
such Exeative order[.]
5 U.S.C. 852(b)(1). Executive Order 13,526, 75 Fed. Reg. 707 (Dec. 29, 2009) (“EO 13,526"),
is the basis for the government’s redactiod® of the records produced to PlaintifseeDef.’s
Mot., Mem. of P. & A. in Supp., ECF No. 48[hereinafter Def.'s Mem.], at 11 (citingaughn
IndeX); see alsaMcCubbin Decl Y 16, 18, 35-37. EO 13,526 provides that information may be
classifiedif four conditions are satisfied: (1) an original classifion authoritymust classifythe

information; (2) the information must be “ownby, produced by or for, ar. .under the control

of the United States Governmé&n(3) the information must fall within one @ight categories

" The court is satisfied that the information pertaining to the military cesiaoni ruling withheld from Recos®81,
320, and 335see id.at Bates 33638, 45255, 50306, were properly redacted pursuant to the deliberative process
privilege.
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specified insection 1.4 of EO 13,52@nd (4) the original classification authority must determine
that the unauthorized disclosure of the information “reasonably could be expected ttanresul
damage to the national secuyity .and the original classification authority is able to identify or
describe the damageEO 13,526 81.1(a). As relevant heranformationis properly tassified at

the “Secret” levelseeMcCubbin Decl. L6, if unauthorized disclosuréreasonably could be
expected to cause serious damage to the national sebatithe original classification authority
is able to identify or descrilfeEO 13,526 81.2(a)(2).

Defendanwithheldfour categories of classifiedformation pursuant to FOIA Exemption
1, asserting that the informatig protected byeO 13,526because itpertains to”:(1) “military
plans, weapon systems, or operatior{) “foreign government informatidn (3) “intelligence
activities (including covert action), intelligence sources or methods, or crypttloggpd
(4) “vulnerabilities or capabilities of systems, installations, infrastructures,cggpjelans, or
protection services relating to the national securitfgO 13,526 8..4(a), (b), (c),(9); see
McCubbin Decl. 1 16.

Plaintiffs challenge the government’s withholdings unBgemption 1 asserting that the
government failedo establish thatlisclosure of the information withheld pursuant to sestion
1.4(a), (b), and (cyvould reasonablye expected to damage the national secur®aintiffs do
not contest thetherthreshold requirements &0 13,526.The court addresses each category of

classified informationn the order listed abovk.

8 The courtreadily dismisses Plaintiffsunsupportedassertion that the government hasproperly withheld
information under Exemptiohto conceal information that would be embarrassing to governmeriatsfiSeePIs.’
Mem. at 2Xidentifying Records 265 and 3R0The court has reviewad cameraRecords 265 and 320 and finds no
indication of impopriety or government attempts to wrongfully conceal information in tReserds.
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1. Section 1.4(a): Military plans, weapon systems, or operations

According to theagency thebulk of DOD’swithholdings under Exemption 1 “coerr]
military operations” and artherefore protected under section 1.48FO 13,526. McCubbin
Decl. 118. The agency’s declaration explains that the information withheld from thereonwais
and attachments “address a range of operational details covered by Section 14(§)19.
Because the responsiegnails and attachments comprise routine updatésgeseneral Kelly to
DOD senior officials,General Kelly often addressed the sasnbject mattein his emails—
usually, “Camps, Behavioral Health Ulbetainee Hospital, FacilitiedDetainee Movement
Orders (DMO), Upoming Events, and Final Commentsand provided updates to senior
officials on any developmente these categoriedd. In their briefing, he partiesdentifiedthe
disputedcategories obperationainformationcovered by DOD’s section 1.4(a) withholdingee
Def.’s Mem. at B-21; PIs’ Mem. at 23-31; PIs.” Reply at4-13. The court addresses the
applicability of section 1.4(ap each of these categories below

a. DetaineeConduct

DOD withheld information aboutetaineeand detention operations ikdGTMO, which
consists ofceneraKelly’s descriptions of detainee conduct, including discussions “identiffying
noncompliandetainee$ explaining “measures being taken to maintain order while ensuring the
detainees’health, safety, and wellbeing,” and highlighting “the interpersoeddtionships
between compliant and noncompliant detainees and the effect it has on detention ofeBaions
McCubbin Decl. 20. According tothe agency,release of thisnformation could damage
national security by further complicating detainee opematiold. In Defendant’s view, &uture
detainee of JTKSTMO could use this information to “shape their behavior to be maximally

disruptive” while detainedand, similarly,current detainees could get hold of the information and
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“frustrate he mission and operation at JBITMO,” thereby ‘putting the guard force and the
security of the facility at risk Id.

Plaintiffs do not challenge the obviow®nclusionthat this category of information
“pertairs’ to a “military operatiori SeePls.” Reply atl0-11. Rather, Plaintiffs assert that the
type of harm the government believes likely to occur upon disclesimak[ing] administration
of JTRGTMO significantly more difficult and plac[ing] military personnel at unnecesgaky’
McCubbin Decl. R0—does mt constitute a risk of harm to national securi8eePls.” Replyat
11. Plaintiffs characterize this risk as one involving law enforcement coscemther than
concerns to the national securityl.

The court declines Plaintiffs’ invitation to secogdessthe government’'sudgment that
releasing information about detainee conduct within-GITMO would imperil the national
security. The D.C. Circuit has continually “reaffirm[ed] [the] deferémiGsture” a court must
assuméin FOIA cases regarding the ‘uniquely executive purview’ of national secutitgrson
v. Dep’t of State565 F.3d 857, 865 (D.C. Cir. 2009) (quoti@g. for Nat'| Sec. Studies W.S.
Dep't of Justice 331 F.3d 918, ¥-27 (D.C. Cir. 2003)). The Cirait has cautioned against
“undertak[ing] searching judicial review” when it comes to evaluating an aganititholding of
classified information, becausthe Executive departments responsible for national defense and
foreign policy matters have unique insights into what adverffedeq. . . might occur as a result
of a particular classified record.ld. at 864-65 (nternal quotation markemitted) As suchjo
properly invoke Exemption Ilittle proof or explanations required [from the agencikyond a
plausible assertion that information is properly classifidddrley v. CIA 508 F.3d 1108, 1124
(D.C. Cir. 2007). While “vague, conclusory affidavits, or those that merely pasaptme words

of a statute” will not pass mustéd, (quotingChurch of Scientology of Cal., Inc. v. Turné62
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F.2d 784, 787 (D.C. Cir. 1980) (per curiant)je agency’s affidaviin this casedoes not suffer
from those deficiencies. Instedde agencylogical[ly]” and “plausib]y],” see Larson565 F.3d

at 862 (internal quotation marks omitted), connects disclosure of the withheld information
sensitive information pertaining eanemy combatant detainees d@iavioral tolerances at JTF
GTMO—to the risk of interference with the safe administratof JTFGTMO. The agency’s
declaration therefore “offer[s] the ‘little proof explanation’ necessary to show that, if released,”
the withheld information “feasonably could be expected to result in damage to the national
security.” See Int'l CounseBureau v. U.S. Depbof Def, 723 F. Supp. 2d 5436D.D.C. 2010)
(citation omitted) (first quoting/lorley, 508 F.3d at 1124; then quotihgrson 565 F.3d at 865).

b. DetaineeHealth

DOD withheld information relating tdetainee health and hunger strikeberein General
Kelly “discuss[es)n broad and specific terms detainees’ mental, physical, and emotional health,
as well aghe measures. .being developed or taken to ensure their wellbeing,” McCubbin Decl.
1 23,and identifies‘the numberof hungerstrikers” and “the impact. .the strike is having on
detainees’ healthid. 1 26. According tothe agency‘releasing information about the health and
medical status of detainees would create a severe risk of damage to nationitgl Begiglding
information that can be used as propaganda by terrorist organizations and otheriadverdar
1 24. Moreover, the agency explains that “Hzjause some detaineleave engaged in hunger
strikes and other noncompliant behavior that lead to medaaternsover their health and
wellbeing, release of this information would enable adversaries that saéi&rwe public reaction
to detention operations at JTF-GTMO, putting U.S. military forcesallies at risk. Id.

For their part,Plaintiffs conted that the agency’s withholdingf detainee health and

hunger strike informations unjustified because: (1) much of the withheld detainee health
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information—facts alout detainee height and weigtite numbers of hunger strikeess well as
details andirst-handaccounts of the enteral feeding progratmas previously been disclosadd
therefore cannot now be withheld, and {28 disclosure of similar information undermines the
government’s claim that disclosure would cause serious damage to thelrszcomidy. SeePls.’
Mem. at 26-28.
I. Official Acknowledgement

The court turns first to addred2laintiffs’ assertion thathe detainee health and enteral
feeding prograninformationredacted by DOD cannot be protected by Exemption 1 betiaeise
government already has publidisclosedsuch information The court disagreesPlaintiffs fail
to show that any of the information identified has been disclosadnanner thaallows themto
overcome the agency’s invocation of Exemption 1.

Information is “officially acknowledgetl and must be disclosed over government
objection if:*(1) the information requestdi] as specific as the information previously released
(2) the information requested .match[es]the information previously disclosed; and (3) the
information requested. .already ha[s]oeen made public through an official and documented
disclosure.”ACLU v.U.S. Dep't of Def 628 F.3d612, 620-2XD.C. Cir. 2011) “These criteria
are important because they acknowledge thetfat in the arena of intelligence and foreign
relations there can be a critical difference between official and unoffisidlosures.”Shaffer v.
Def. Intelligence Agen¢yl02 F.Supp. 3d 1, 9 (D.D.C. 2015)Consequently‘[p]rior disclosure
of similar information does not suffice; instead, fipecificinformation soughby the plaintiff
must already be in the public domain by official disclosureis insistence on exattde
recognizes the Governmesvital interest in information relating tational security and foreign

affairs” ACLU, 628 F.3dat 621 @lteration in original) duotingWolfv. CIA 473 F.3d 370, 378
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(D.C. Cir. 2007). A plaintiff asserting a claim obfficial acknowledgemeniears the “initial
burden of pointing tepecificinformation in the public domain that appears to duplicate that being
withheld.” Wolf, 473 F.3d at 378 (quotingfsharv. Dep’t of State702 F.2d1125, 1130 (D.C.
Cir. 1983)).

Plaintiffs havefailed toshoulder theiburden of pointingo “specific information” that has
been officially disclosed antimatche’ the withheld information Plaintiffs identify various
sources of informatiothattheyassert aréofficial disclosure’ of the information they sediere
(1) prior disclosure of detainedseightand weight informatiofrom 2002through 2006seePls.’
Stmt.40; Langford Decl.Exs. JJ, KK ECF No. 194; (2) figureson theMiami Heraldwebpage
tallying the number of hungestrikers and instances of foréeeding conducted alTFGTMO,
Pls.” Mem. at 2Qciting PIs.” Stmt. { 4}, seeLangord Decl., Ex.X, ECF No. 194; (3) aMiami
Herald article in whichNavy Rear Admiral Kyle Cozadxplainsthat daily figures of hunger
strikers and the number of prisoners designated for enteral feeimgst “operationally or
medically relevant,’Pls.” Mem.at 26-27 (citing PIs.” Stmt. { 39 Langford Decl., Ex. Y, ECF
No. 194; (4) adetaine&s publishedaccounts ohis own forcefeeding,Pls.” Mem. at 27citing
Pls.” Stmt. 44);, seeLangford Decl., Ex. AA, ECF No. 19-4nd (5 aNew York Timeatrticlein
which then SOUTHCOMcommanderGeneral Craddocldiscloseshe use of “restraint chairs”
to forcefeed GuantanamdetaineesPls.” Mem. at 27citing Pls.” Stmt. {1 3% Langford Decl.,
Ex. Z, ECF No. 191 Having reviewed these sourceke court concludethat none of the
information matches thaithheld information’

Rather than demonstrate that the “information requested” is “as specific afotheaiion

previously released ACLU, 682 F.3d at 62(Rlaintiffs have merely identified facts relating to

® One caveat: according to Plaintiffs, thitami Heraldtally of hunger strikers anfibrce-fed detainees “documents
the routine official acknowledgment of the number of hunger strikdPis.” Reply at 14. For examplBJaintiffs
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hunger strikeand enteral feedinfjom a variety of sourcessome “official” but mostnot—*in

the hopeghat such informatiorollectively is ‘as specific as’ and ‘matchélé information that

has been withheld.ACLU v. GA, 109 F. Supp. 3d 220, 241 (D.D.C. 2014j,d sub. nom. ACLU

v. U.S. Dep't of Justice540 F. App’x 9 (D.C. Cir. 2016)But Plaintiffs’ approach isinavailing.

To begin with, the governmeirgsued chartdetailing the height and weight of specific detainees
betweenthe years 2002nd2006 pertain to a time period outside of the scope of the responsive
records, and therefore cannot “match” any of the information withheld by DGIhmpare
Langford Decl, Exs. JJ, KK (height and weight information recorded from 2002 through 2006),
with Vaughnindex (responsive records from 2013 through 201&)ditionally, Plaintiffs have

not shown thatGeneral Craddock’sfficial acknowledgement dhe use of “restraint chairs” to
impose enteral feedingor the firsthand accountf a JTFGTMO detaineedescribingforce-
feeding, “officialy acknowledge” the specificedacted detailwithheld by DOD here The mere
existence ofsome public information about the enteral feeding program does not suffice to
overcome DOD’s invocation of Exemption th protet the specificwithheld information

Cf. Azmy v. U.S. Depdf Def, 562 F. Supp. 2d 590, 598-99 (S.D.N.Y. 2008)]¢le application

of Exemption 1 is generally unaffected by whether the information has enteredltheof public

knowledge. A limited exception is permitted only where the government has officially disclosed

explainthat the May 15, 2013 tally of 100 hunger strik and 30 tubéd detainees was derived from the Ipub
statement of Army Lt. Col. Samuel House, the-@AMO spokesmanSe&d. (citing Carol Rosenbergsuantanamo:
30 of 100 Hunger Strikers Now Being Tufeed Miami Herald (May 15, 2013),
https://www.miamiherald.com/news/natiavorld/world/americas/guantanamo/article 1951559 htihe figures for
this date are thus “officially acknowledged” such that DOD may not withtine number of hunger strikers and ferce
fed detainees for the dateMfy 15, 2013.

However, with regard to the other figures reported orivttzami Herald website whichrang from March
4, 2013 to December 2, 201s%e id.(citing Carol Rosenberg & Lazaro Gamiracking the Hunger Strikevliami
Herald, http://media miamiherald.com/static/media/projects/gitmo_cllast visited Dec. 3, 2017)), Plaintiffs have
failed to bring to the court’s attention the specific official disclesuhat support each count in the tally. Accordingly
Plaintiffs have not met their burden prove that these figures are “official disclosures” that overcome BOD’
invocation of Exemption 1.
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the specific information the requester seekalteration in original) (quotinglalpern v. FBI,181
F.3d 279, 294 (2d Ci1999))). Here,Plaintiffs merely point to allegedisclosures of “vaguely
similar information” but fail to identify officially disclosed information that “pisady tracks or
duplicates the information it has requeste8eeACLU, 109 F. Supp. 3d at 24t&leaned up In
shot, Plaintiffs havenot mettheir burden to show that the withheld information has been officially
acknowledged.
il. Harm to the National Security

The courteasilyrejects Plaintiffsrelatedassertion that the release of similar information
to that withheld here somehow lessensribk of harm to the national security resulting from
disclosure of information relating to detainee health and the controvemgeahl feeding program.
“[T]he fact that information resides in the public domain does not eliminate the ptystilait
furtherdisclosures can cause harm to intelligence sources, methods and oper&itagasbon
v. CIA 911 F.2d 755766(D.C. Cir. 1990).As the agency avers, “releasing sensitive deliberative
materials related to hunger strikes would create a powerfydaganda tool for hostile parties
seeking to recruit and inflame forces against timgdd Satesmilitary and personnel abroad.”
McCubbin Decl. 6. This statement readiBatisfiesthe standard foa plausibleand logical
explanation for classificetn andis thereforesufficient to invoke Exemption 1.

(o} DetainedVlovementgo Third Countries

DOD withheld information relating tdetaineemovement to third countries, including
General Kelly's discussions as‘tehether a detainee movement is authorizthé measurethat
need to be taketo execute the mission,” “tHegistical requirements necessary to conduct the

mission,”“the required approval and coordination with the receiving nation,” “the reactidghe of

detainees upon le@ng of their transfe” as well as “information regarding the receiving nation,”
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including “when and how the transfer will occur” and “details regarding pirgdirgm discussions
with the receiving nation.1d. § 27. According tothe agency, releasimgformation about detainee
movementsreate[s] significant national security risks by publicizegsitiveoperational details
about how these orders are executed, including the logistical details thia¢cable interference

in future or similar operations.1d. §28. Moreover, because the information concerns the U.S.
government’s cooperation with foreigovernment$o move detainees, releasing that information
“would have a significant detrimental effect on tfemvernment’sability to continue coperating
with foreign governments in these operationd.”

Plaintiffs’ challengeto these withholdingss limited tothe governmeris withholding of
information detding the “reactions ofthe detaineesipon learning of their transfér SeePIs.’
Mem. at 2829. Plaintiffs argue that the release of such informatdnjes] not implicate
governmental operations, logistics, procedures, or the United States’ relgionghiforeign
governments.” Id. at 29. The court agrees with Plaintiffsthe connection between releasing
information about the “reactions of detainees” upon learoitigeir movementsom JTFGTMO
and a risk of &nabJing] interference in future or similar” detainee movemestenuous at best.
Information about a detained®selings or thoughts about his impending transfer would not seem
to pose the same security risk as, gaprmation regardig how or whenthe detainees are being
transferred, or the name of trexeiving nation If, as DOD appears to assex¢eDef.’s Reply at
11, theredacted information about the reactions of detainees is too intertwinedhvétwathheld
information—the identity of the receiving nation or questions of timing, for examgier-DOD
may assert as much in a supplemental daaara On the present record, however, the court

cannot discerreven affording due deference to the agency on national security matteysisesire
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a logical connection between the disclosure of detainees’ reactions to tradsfsrand a risk to
the national security.

Plaintiffs additionally assert that the government has officially acknowledged and
disclosed the country of destination for detainee transfers and mustotbedi$close this
information. SeePls.” Mem. at 29 (citing Pls.” Stmt. ¥8—49) see alsd.angford Decl., Exs. DD,
EE, FF, GG,HH, ECF No. 194. In the sources identified by Plaintiffs, DOD announced the
transfer of three detainees to the United Arab Emirates in Januarysg@l angford Decl., Ex.
DD, ten detainees to Oman in January 28#&,id, Ex. EE, six detainees to Uruguay in December
2014,see id, Ex. FF, six detainees to Palau in October 26868,id, Ex. GG, and five detainees
to Kuwaitin November 2005see id, Ex. HH. In their reply brief, Plaintiffs also noteata search
of the U.S. Department of Defense news release webpage resulted in 13 deteisfss t
announcements between November 5, 2014, and January 8,2848s.” Reply at 16.

Although this information constitutes official disclosures of the names of desandehe
country of destination for their transferegtonly specific‘match” to the withheld information
that Plaintiffs bring to the court’s attention is the agency’s withholding Rexord 207, which
redacts information from a June 13, 2015 email describing a transfer to CBeals.” Cross
Mot., Ex. PR2, ECF No. 1% [hereinafter Production Pt. 13t Bate14 As Plaintiffs point out,
DOD announced on June 13, 201 names of six detainees transferred to OnaeePIs.’
Reply at 16 (citingDetainee Transfer Announced).S. Dep’t of Def. (June 13, 2015),
https://dod.defense.gov/News/Neweleases/NewReleaseV/iew/Article/605565/detainee
transferannounced!/ Plainly, the government cannot withhold this informafiam Record 207

because it has been officially disclosédlith regard to the other disclosures, Plaintiffs have not
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met their burden of providing the cowsith the “match” in the withheld information to the
information already officially acknowledged.

d. OrderAffecting FemaleGuards

Some of the information withheldoy Defendantpursuant to Exemption tontains
“discussions of an order affecting female guards and a subsequent equal opportunéyntdmpl
McCubbin Decl.§ 33. According to the agencypOD withheld information m General Kelly’'s
commentsabout this issue “describing guard force composition, guard actions relatedite st
and the use of classified information in related proceedinigs.”

Plaintiffsassert that DOD has not identified any harm that might result from the disclosure
of this withheld information Pls.” Mem. at 30; PIs.” Reply at 17. But, tigency has satisfactorily
shown that disclosure of this informatiesparticularly as it reveals information about the
composition of the guard force and interactions between guards and detaie&ssnably could
be expectedo “provide those who seek to harm the United States with critical information
regarding our operations, our policieand how they change dependent on certain faetand
our vulnerabilities.” McCubbin Declf 34. Again, the court defers to the agesciogical
explanation

e. Court and Commissionr€ceedings

DOD withheld information that “contain discussions of detairedated proceedings in
federal court andmilitary commissios.” Id. 133. The withheld information “describ[es]
detainees’health,behavior, and conditions in the context of these proceedings; logistical and
operationalissues related to the detainees and the facilities; and operational responses to
proceedingsand orders that touch on classified subject mattéd. Once againPlaintiffs’

challenge to the withholding of this informatiqnestionghe government’s showing of resulting
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national security harm from the releasého$ informatiaon. SeePls.” Reply at 17.And, again, he
courtrejects Plaintiffs’ argument; it is more than logical and plausibletiigetensitivenature of
this information is such that its release could “permit[] the details of [the dethidetntion to
become widely known to hostile forces abroad that are still engaged with deploged."fo
McCubbin Decl. 1 34.

f. Congressional Mdtters

Plaintiffs’ final challenge tothe governmerdg section 1.4(a) withholdings involves
redactios in Records 272 and 304 that “contain discussions of congressional matters related to
JTRGTMO operation$. Id. 1 33. As with the redactions concerning discussions of court
proceedings and commissiotise agencylaims thatdisclosing thisnformationwould provide
“those who seek to harm the United States with critical information regarding oatiopsy our
policies—and how they change dependent on certain factors—and our vulnerabildie$.34.

The court agrees with Plaintiffs that the agency’s justification for withholding this
information is plainly insufficient. Merely identifying information as “discussions of
congressional matters related to JGFMO operation$ and asserting that idisclosure would
harm the national security inadequate, even under ExemptiorSee Int'| Counsel Burea23
F. Supp. 2d at 6Q‘[A] categorical description of redacted material coupled with categorical
indication of anticipatedonsequences clearl inadequate to support withholding recqrelgen
under exemption.1 (internal quotation marks omittd DOD does not indicatéhe natureof the
“congressional matters” redacted from the records, nor describe what kinfiriefGTMO
operations” they involve. As such, DOD has not “afford[éd FOIA requester a meaningful
opportunity to contest, and the district court an adequate foundation to review, the soundness of

thewithholding.” Campbellv. U.S. Dep’t of Justicd 64 F.3d20, 30(D.C. Cir. 1998) (internal
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guotation markomitted) If DOD wishes to withhold this information pursuant to Exemption 1,
then it must provide more information to support that invocation.
2. Section 1.4(b) “Foreign Government Information”

DOD withheld foreign government informatiofirom one record—Record 273-as
classified pursuant to section 1.4(b) of EO 13,526. Accordinght® agency’s declaratipn
Record273"“discusses a detainee movement operation that was postponed due to the receiving
nation no longer being willing or able or both to accept the detainee.” McCubbin [Bcl. I
According to DOD disclosure of this information “would negatively impact our ability to deal
with foreign nations on sensitive matters” and “protect and advance U.S. natiarabtsit
because “[floreign governments would no longer trust us to deal with foreign nationsstivese
matters’ 1d.

The court agrees with Plaintiffs that DOD has failed to show tthatinformation in
Record273 pertains to “foreign government information” within the meaning of section 1.4(b) of
EO 13,526.The ExecutiveDrder defines “foreiggovernment information,” as relevant here, as
“information provided to the United Stat€&overnment by a foreign government.with the
expectation that the information, the sourcetlod information, or bothare to be held in
confidencg’ or, conversely, “information produced bye United States Government pursuant to
or as a result of a joint arrangement with a foregovernment . .requiring that the
information. . .be held in confidencé EO 13,5268 6.1(s)(emphass added) The ageny’'s
declaratiorfails to show that the redacted information in Record 273 was provided to the United
States explicitly “to be held in confidenceSee d.; cf. Azmy 562 F. Supp. 2d at 60@gdproving
of government’s invocation of Exemptiondecause fiformation by foreign governments is

provided to JTFGTMO in confidence, with the expectation thawill not be publicly released”).
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It is no doubt formalistic to require the government to confirm a fact that the wwogint
reasonablynfer, butthe requirements of Exemption 1 are clear. dinat will therefore grant the
agency a subsequeopportunityto confirm that the redacted information was provided to-JTF
GTMO by a foreign governmeim confidence.

3. Section 1.4(c)Intelligence Activities,Sources, or Methods”

DOD withheld informationin 12 recordspursuant to section 1.4(c), whicilows
classification of information that “pertains to.intelligence activities (including covert action),
intelligence sources or methods,ooyptology.” EO 13,526 8L.4(c) seeMcCubbin Decl. { 36.
According tothe agency’s declaration, these records coritaformation on intelligence activities
that are vital ta . .detention operatioristhe release of which “could be reasonably expected to
reveal intelligence airces and methods or otherwisempromiselDOD’s] mission to collect
intelligence’ McCubbin Decl. | 36.

Plaintiffs’ objection to this withholding is twipld. First, Plaintiffs argue that the
government has not shown that the redacted records fall under section 1.4(c)’s profstion.
Mem. at 33 Second, Plaintiffs assert that the government has also failed to establisfutsite
risk of harm to national security that would result from disclosure of the reidaébemation. Id.
at 3. In particularPlaintiffs point todeficiencies in the agency’s descriptions of Records 60, 168,
and 186, asserting that the government has not shown how information about detention operations
redacted from those records “pertains” to intelligemgerations.Cf. McCubbin Decl. { 36.

The court agrees with Plaintiffs afidds thatthe informationsupplied abouthe section
1.4(c) withholdingss insufficient. Theinformation about the detention of enemy combatants at
JTRGTMO readily satisfieshe “foreign component” requirement dassifiable"intelligence’.

SeeCitizens for Responsibility & Ethics in WashU.S. Dept of Justice 160 F. Supp. 3d 226,
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234 (D.D.C. 2016)explainingthat “intelligence” as defined bgection 6.1(x) ofeO 13,526
“requires a foreign component’yee alsdxecutiveOrder No. 12,33346 Fed. Reg. 59941 (Dec.

4, 1981), 8§ 3.4(a), (d) (defining “counterintelligence” and “foreign intelliggnc8ut without
more information, the court cannot conclude that information withheld involves intelligence
“activities,” “ sources, or “methods.” EO 13,526 B4(c). For example, the agency describes
Record 168 as involving an update from General Kelly regarding “communal and-cgtigle
distribution, detainee activitjrat needs to be monitored, and the impetus behindoncompliat
activity.” McCubbin Decl. 86. It is not cleahow this information pertains to any intelligence
activity, source, or method, nor how its disclosure would reasonably be expededaealamage
to the national security.

The court will therefore deny summary judgment to Defendant orsthis. As requested,
the court willallow DOD to supplement its showing and address the information withheld under
section 1.4(c) with a classifiesk partedeclaration for the court®m camerareview. SeeDef.’s
Mem. at 24 n.12Def.’s Reply atl6 n.13.

4, Section 1.4(g)Vulnerabilities or Capabilities. . . Relating tahe National
Security

Plaintiffs do not challeng®OD’s withholdings under section 1.4(g)B0 13,526, which
protects information thdfpertains to. . .vulnerabilities or capabilities of systems, installations,
infrastructures, projects, plans, or protection services relating to thenadasecurity See
McCubbin Decl. 87 (explaining that Records 27, 55, 56, 75, 96, 105, 156, 189, and 19kinclu
information withheld under section 1.4(g)). According to the agency, these recordsssdisc
detainee movements to third countries, and, in partidolars on the vulnerabilgsof the mission
due to possible changes in mission,” including “threat assessments of suuseldo transport

and transfer the detaineedd. On the basis of the agency declaration, the court is satisfied that
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the information was properly classified under section 1.4(g) and therefore gramtgarsum
judgment in favor of Defendant as to this issue.

C. Exemption 3

Plaintiffs do not challeng®OD’s withholding of information in Record 272 pursuant to
Exemption 3.See generallPls.” Mem. Exemption permits the withholding of records that are
“specifically exempted from disclosure by statute” if that statute “requiistiie matters be
withheld from the public in such a manner as to leave no discretion on theé isSsueSC.
8§ 554b)(3)(A)(i). According tothe agency’s declaratipthe information redacted from Record
272 is"withheld under the specific authority of 10 U.S.CL3b,” seeMcCubbin Decl. 189,
which authorizes the withholding from disclosure to the pulple$onallyidentifying information
regarding. . .any member of the armed forces assigned to an overseas unit, a sensitiveaunit, o
routinely deployable unit 10 U.S.C.8 130b(a)(1). Specifically, the redacted information in
Record 272 “specificallydentif[ies] the names, office affiliations, contact information, and titles
of covered personnel that are assigned to routinely deployable units.” McCubbiff B&clOn
the basi®f the agencgeclaration,he courts satisfiedhat the information as properly redacted
under Exemption 3 antherefore grants summary judgment in favor of Defendant dsete
withholdings.

D. Exemption 6

DOD invokesExemption 6 taredacttwo categories of information The first category
involvesidentifying information ofgovernment personnel, including individuals below the rank
of colonel or GS15,id. 1 64, 66the email addresses alf DOD personnetegardless of rank or
position,id. § 69; and'personally identifying information in the formf companiesieployed to

JTRGTMO, personal characteristics of military personnel, and some descripfbrenation
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about personnel actiofisd. 67 The second category pertaingl&tainee information-“names,
numbers, and other identifg information in the context of discussing honcompliant behavior,
medical care, detaine®movements, and detainee communicationgd. § 70° Within these
cdegories, Plaintiffs challengenly Defendant’s withholding of “descriptive informati@bout
[DOD] personnel actionsind all detainee informatiorSeePls.” Mem. at 34—38 PIs.” Replyat
19-22.

An agency may use Exemption t6 withhold “personnel and medicdiles. . . the
disclosure of which would constitute a clearly unwarranted invasiopecfonal privacy.”
5U.S.C. 8552(b)(6). Courts “pursue two lines of inquiry to determine whether [the agency] has
sustained its burden to show that the information [sought] is properly withheld” undepto®
6. Multi Ag Media LLC v. U.SDep’t of Agric, 515 F.3d 1224, 122@.C. Cir. 2008). First,
courts determinevhetherthe information withhelds contained in “personnel, medical, or similar
files covered by Exemption 6.”d. (internal quotationrmarks omitted). If so, courts “then
determine whether. .disclosure would constitute a clearly unwarranted invasion of personal
privacy.” Id. (internal quotation marks omittedY.he second inquiry requires coutts balance
the privacy interest that would be compromised by disclosgmest any public interest in the
requested information.1d.

There is no dispute that the documettissue arepersonnel and medical filethat satisfy
the threshold requirement of Exemption fstead, Plaintiffs assethat theseExemption 6
withholdings are improper becauyse to both categoried information (1) the goernment has

failed to establistthat there are valid privacy interesh the redacted information, and @)y

10 pefendant also invoked Exemption 6 to withhold information related to phairties—including two court experts
and visitors to Guantanamerom certain documentsSee McCubbin Decl. 2. PRaintiffs do not challenge those
withholdings. Cf.Pls.” Mem. 435 & n.8.

34



existing privacyinterests are not outweighed by theblic’s interest in thanformation. Neither
argument is convincing.
1. Description of Personnel Actions

DOD redacted “descriptive informatioabout personnel actions” from the records,
asserting that the “privacy interest in this mf@ation. . .far outweighsany minimal interest the
public could have in the informatidn SeeMcCubbin Decl. 67. Plaintiffscounterthat the
government fails to explain how descriptions of personnel actions would necessaniify ide
specific personnel anthusgive rise to anyprivacy interestthat could outweigh the public’s
interest in the informatianSeePls.” Reply atl9-20.

The balancing analysis for Exemption 6 requires a court to first determingh&rhe
disclosure of the files would compromise a substantial, as oppodedrtimimisprivacy interest.”
Multi Ag MedialLLC, 515 F.3d at 122@nternal quotation marks omitted)A substantial privacy
interest is anything greater thard@ minimisprivacy interest.” Id. at 1229-30. Here,the court
agrees wittbefendanthat disclosure ahe withheld descriptions of perswal action‘obviously”
implicates an employee’s substantial privacy interest in sensitive informatiadireghis or her
employment.SeeDef.’s Reply at 31.The D.C. Circuit has recognized that]fja&amployee has at
least a minimal privacy interest in his or her employment history and job penfcema
evaluations. Sternv. FB|737 F.2d 84, 91 (D.C. Cir. 1984) hat privacy interest arise®t only
“from the presumed embarrassment or stigmoaught by negative disclosutésut also from the
employee$ more general interest in the nondisclosure of diverse bits and pieces of figioyma
both positive and negative, that the government, acting as an employer, has obtained iand kept
the emplgee’s personnel filé. 1d. Thus, ‘[cJourts generally recognize the sensitivity of

information contained in personA@lated files and have accorded protection to the pdrsona
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details of a federal employee’s servicesihmith v. Dep’t of Labor798 F. Supp. 2d 274, 2885
(D.D.C. 2011) seeBloomgarden v. U.S. Dep'’t of Justj&74 F.3d 757,60-62(D.C. Cir. 2017)
(affirming Exemption 6 withholding of proposed termination letter sent to Assistant U.S. Attorne
(“AUSA") becausdhe AUSA'’s “quitesubstantial” privacy interest in avoiding embarrassment
caused by disclosure of a discipline letter containing allegations of unprofdissiooatweighed
the public’s interest in learning about the AUSA disciplinary prgceBse court therefore agrees
with DOD that disclosing information about personnel actions taken by &b the individual
targeted by those actiomgould constitute an unwarranted invasiontlué employee’personal
privacy.

“Finding a substantial privacy interest does not conclude the inghiowe&ver. Multi Ag
Media LLG 515 F.3d at 1230. The court must now “address the question whether the public
interest in disclosure outweighs the individual privacy concerns” in the withheldnpets
information. Id. (internal quotation marks omitted}.The only valid public interest in the FOIA
context is one that serves FOIACsre purpose of shedding light on an agenpgdormance of
its statutory duties. Smith 798 F.Supp. 2dat 285 (citing Reporters Comm489 U.S.at 773).
“The requester has the burden of demonstrating that public iritetéstin this casePlaintiffs
have not carried their burdeRlaintiffs assert thahecauselaims of sex discrimination against
female service members aatlegations regardinthazardous work environmentsiave arisen
from DOD’s operation o8 TFRGTMO, the public has an interest “understanding . .how the
government handles personnel agtid Pls.” Mem. at 38 (citing Pls.” Stmt.9B). Bu Plaintiff
has not shown that disclosure of this information would actually shed light onuhoeated
issuestherefore any general interest in learning more altbatmanner in which personnel actions

are “handled” at JTISTMO does not overcome the privacy interest in the nondisclosure of
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information kept in an employee’s personnel fil&€f. Reporters Comm 489 U.S.at 772
(explainingthat “an invasion of privacy is warrantedhderthe privatepublic interest balancing
testonly if disclosure “open[s] agency action to the light of public scrutiny,” not teesthe
purposes for which the request for information is mgd#érnal quotation marks and emphasis
omitted).

2. Detaineelnformation

The court likewise upholds DOD’s withholding ofetainee informatiorpursuant to
Exemption 6 SeeMcCubbin Decl. /0. As the agency explainsrelease of this information
would constitute a clearly unwarranted invasion of [the detainees’] personalypmaaticularly
with respect to medical information and identifying numbers that can be tiethtoesleconduct
and health.”1d.  71.

Plaintiffs objection tothese withholdingscenters primarily on their assertion that the
government “igedacting information similar in form to information that it has already released.”
Pls.” Mem. at 36. In particulaRlaintiffs assert that DOD cannot invoke Exemption 6 as to:
(1) detainee numhbie—two of which the government released in this producteeid. at 36—37
(referring to Recorsl325 and 343yhichidentify detaines 768 and 128respectively, andothers
online,seePls.” Reply at 2322 (citingList of IndividualsDetained by the Department of Defense
at Guananamo Bay, Cuba, from January 20@%ough May 15, 20Q6U.S. Dep’t of Def.,
http://archive.defense.gov/news/May2006/d20060515%20List.patipg-2) detainees’ medical
information, in light of the government’s previous release of medical chadkirtg hunge
striking detainees’ weighseePIls.” Mem. at 37 (citing Pls.” Stmt.4]D).

As an inital matter, the coumotes that, notwithstanding their detention, the detainees at

Guantanamo Bay maintain a substantial privacy interest in their personally yichentif
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information. See Associated PressW.S. Dep’t of Def.554 F.3d 274, 28&7 (2d Cir. 2009)
(concluding that Guantanamo detainees “hawgeasurabl@rivacy interest in the nondisclosure

of their names and other identifying informatiarge also Mingo v. U.S. Dep’t of Justizé3 F.

Supp. 2d 447, 455 (D.D.C. 2011) (recognizing privacy interest in medical records of prison
inmates) This privacy interesis “significantly lessengti however,if the personally identifying
informationhasbeen released or isdpen and notoriou$ Sednt’| Counsel Bureali723 F. Supp.
2dat66—67 (quotingdidalgo v. FB| 541 F. Supp. 2d 250, 255 (D.D.C. 20088e also id(finding
Guantanamo detainees’ privacy interesphotographs onlyslight” becausé'the government

ha[d] already released a substantial amount of information dbesédetainees,including their
photographs (emphasis addedBut the personally identifying detainee information redacted by
DOD in this casehas not beemeleased E.g, Def.’s Reply at33 (“D[O]D is not seeking to
withhold records that have already been made puplicAccordingly, the court agrees with
Defendant that thpublic availabilityof certain detainee informatierhere, the detainee numbers

of two detaineesdetainee numbers from 2002 through 2006, aettart tracking detainee weight
during hunger strikes-does not lessen the privacy interest of the detainees as to the more general
medical information withheld here, nor mandate its disclosure.

The court recognizes that theresignificant public interest in the withhelldformation, as
disclosure of the information could assist the public in learning more about the gové&snment
treatment and care of detainees at J3FMO. Seelnt’| Counsel Bureau723 F. Supp. 2dt 66
(“The press has taken a substantial interest in the &aand Bay detainees, and has reported
extensively on them and their conditin.In re Guantanamo BaRetainee Litig, 624 F.Supp.
2d 27, 37 (D.D.C.2009) (Public interest in Guantanamo Bay generallyhas been

unwavering.). Although it is a close call,robalancgthe court concludes that the puldigeneral
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interest inobtaininginformationabout thereatment ol TFGTMO detainees does not outweigh
the substantial privacy interesisthe detainees inondisclosure of their personallyentifying
information. See Associated Pre€b4 F.3cat290 oncluding that detaineegtivacy interest in
their namesand identifying information in records regarding abwadlegations by military
personnel outweighed the public’s interest in usirag information to determine whether those
allegations affected the government’s treatmdnthem). The court therefore concludes that
detainee information is properly withheld under Exemption 6.

* * *

Having reviewed the agenesydeclaration as to theemaining categories afndisputed
information withheld under Exemption 6eeMcCubbin Decl.{164, 66,69, 72,the court is
satisfied thaDOD hasadequatelyshown that the disclosure of this information would constitute
aclearlyunwarranted invasion of personal privacy. The court therefore grants summaryntidgme
in favor of DODas to its Exmption 6 withholdings.

E. Exemption 7(E)

Next, the courtaddresseshe government’s invocation dixemption TE) to redact
information fromfour records: Records 257, 26370,and 291.McCubbin Decl. {76. According
to McCubbin, the information redacteédm these record®latesto “security protocols, including
detainee distribution among the camps, and protocols related to identifying alimdy deith
detainees who claim to be on hunger strikigl” Plaintiffs challenge only DOD'’s redactions of
information inRecord 257.SeePls.” Mem. at 38.

Exemption 7(E) allows an agency to withhold informatioampiled for law enforcement
purposes”if its release “would disclose techniques and procedures for law enforcement

investigations or prosecutions, or would disclose guidelines for law enforcemerigatiess or
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prosecutions if such disclosure could reasonably be expected to risk circumventiotaef.'the
5U.S.C. 8552(b)(7)(E). To properly invoke this exemptiothe agency must[alsd show that

the records contain laenforcement techniques and procedures that are generally unknown to the
public.” Elkins v. Fed. Aviation Adminl134 F.Supp. 3dL, 4 (D.D.C. 2015) (internal quotation
marks omitted.

Record 257 is a memorandum that cangs Bureau of Priser{*BOP”) and DOD policies
for the management of hunger strikers and enteral feeders and “describesiti deitail the
procedures to be followed by guard personnel to confirm if a detainee is on huikgerasty if
so, the steps that need to be taken, including the specific techniques used for extiegl fe
McCubbin Decl. V6. As a threshold matter, Plaintiffs do not dispute that these records have been
“compiled for law enforcement purpose<Cf. Pls.” Mem. at 38 McCubbinDecl. §75. Instead,
Plaintiffs assert thahe redactions in Record 257 ameppropriate because DOD has not shown
thatthe withheldinformation constitutesechniques and procedures guidelinesused“for law
enforcement investigations or prosecusiowithin the meaning of the statutory texSeePlIs.’
Mem. at 3940. In Plaintiffs’ view,the “force-feeding proceduresised at JTRSTMO bear no
relation toanylaw enforcemeninvestigationor prosecutionand therefore cannot be withheld
under Exemption 7(E)See idat 46-41.

Contrary to Plaintiffs'assertionExemption 7(E) has not bedémited to “techniques and
procedures” or “guidelines” that directly reldtea particular investigation, prosecution, or crime.
Instead, courts hawsidely approved ofagency’sinvocations ofExemption 7(E) to shield from
disclosure law enforcement technigupsoceduresor guidelineshat, if disclosed, wouldaise
security concernsr render thewithheld law enforcementechniques or guidelingseffective

See, e.g.Jimenez v. FBI938 F. Supp. 21, 30 (D.D.C. 1996) (approvB@P’s invocation of
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Exemption 7(E) to withhold the gang validation crisetised by BORo classify gang members
because disclosure of the information “could enable iesné&d circumvent detection as gang
members and “hamper the effectiveness of law enforcement officedsiidan v. U.S. Dep't of
Justice 668 F.3d 1188, 1201 (10th Cir. 20 approvingBOP’sinvocation of Exemption 7(Bp
redact portion of inmate’s psychological records that advised all staff negaojpropriate actions
to take with regard to the inmat€a dangerous prisoner with a history of threatening staff with
bodily harm™—because Knowing BOP strategy could make it easier for [the prisoner] to subvert
it”).

The recent case #inson v. Department of Justice instructiveon the applicability of
Exemption 7(E) to the informaticedactedn Record 257 Se€313 F. Supp. 3d 88 (D.D.C. 2018).
In Pinson BOPinvoked Exemption 7(E) to withhold from disclosure, among other information, a
“description of the Bureau’s calculated use of force technique and a photo of thquedbging
used,” as well as “recommendations for improving future uses of force aedtomeasures to
be taken for errors identified in the use of force under revideh.at 116. The court agreed with
BOP’sassertion that releasing this informatiewhich detailed'equipment to be used during the
use of force technique, which staff members were to perform what role dueingé of force,
and steps to be taken tig inmate remained noncompliartwould “allow inmates tdarget
certain staff or equipment during a use of force or anticipate what steps staftoedakig based
on theirnoncompliancethus allowing circumvention and rendering the procedures inefféctive
Id. at 117 (internal quotation marks omitted)he court therefore granted summary judgment to
BOP as to its use of Exemption 7(E) to withhold this informati®eed. at 118.

In this casetheinformation withheld from Record 25¥tails the manner in which guards

are to engge in the “inherently contentious and confrontational process of enteral feetiiig=
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GTMO detainees. Def.’s Reply at 36. AsHmson the information redacted from Record 257
falls within Exemption7(E)’'s ambit because its disclosure would raise Bagmit security
concerns for thosguards implementinghe enteral feeding procedures, thus rendering the “law
enforcement techniques and gedures” and “guidelines” spelled out in the document ineffective.
DOD hasalso sufficientlyshownthat the informatiorin Record 257s “not generally
known to the public” anthat its disclosurgvould pose a reasonable risk of cincuention of the
law.!! Plaintiffs’ arguments to the contrary areavailing. First, Plaintiffs suggest that because
BOP policies for managing hunger strikers and enteral feeders are available to tle thabli
redacted information in Record 257 is effectively public as well because D@idiger strike
policy and procedures mirrors those followed b to the maximum extent possiblePls.’
Mem. at 4342 (quotingProduction Pt. &t Bates 257)But the information withheld from Record
257 details thdifferences betweeBOP policy and the policy employed at JIGTMO, see
McCubbin Decl. f76; the policiesand procedures in fora JTFGTMO for hunger strikes and
enteral feedinghusarenot publicly available Plaintiffs cannot seek disclosure of JGTMO'’s
policies base on another agency’s public disclosure of its policiéé Mobley v. CIA806 F.3d
568, 583 (D.C. Cir. 2015)'Disclosure by one federal agency does not waive another agency’s
right to assert a FOIA exemption.”)Second the courtreadily credits DOD’sexplanationthat
disclosure of information about the enteral feeding policy in place aGITNFO could reasonably

be expected td'create a risk of circumventighsee Pinson313 F. Supp. 3d at 11Because

1 The court assumes, without deciding, that Exemption 7(E)’s reqeirethat disclosure of the withheld information
“could reasonably be expected to risk circumvention of the law” apmiéechniques and procedures for law
enforcementnvedigations or prosecutiorisas it does to “guidelines.’SeeCitizens for Responsibility & Ethics in
Washv. U.S. Dept of Justice, 746 F.3d 1082, 1102 n.8 (D.C. Cir. 2014) (acknowledging, but declining to weigh in
on, “disagreement” as to “whether thésk of circumvention’requirementpplies to records containing ‘techniques
and proceduresir only to ecords containing ‘guidelines™But see Allard K. Lowenstein IhFluman Rights Project

v. Dept of Homeland Sec626 F.3d 678, 681 (2d Cir. 2010Y he sentence structure of Exemption (b)(7)(E) indisat
that the qualifying phrasei{'such disclosure could reasonably be expedeisk circumvention of the law’) modifies
only ‘guidelines’andnot ‘techniques and procedures.™).
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detaineesimprovedunderstanding ofhow the guard force operates and government strategies
for ensuring the security of detention operationsould be used to evade those protogols
McCubbin Decl. 77. SeePinson 313 F. Supp. 3d at 117 (disclosing information about BOP use
of force technigas “could reasonably be expected to create a risk of circumvention by revealing
the techniques involved in the use of force and the effectiveness of such techniquesygenderi
them ineffective in future uses’see also Shapiro v. U.S. Dep’t of Justi@@3 F.3d 796, 80(.C.

Cir. 2018) (explaining that to invoke Exemption 7(E), an agency “only needs to demonstrate
logically how the release of the requested information might create a riskuwheention of the

law”—"a relatively low bar” (cleaned up)

Accordingly, the court is satisfied thBXOD has met its burden of providing a logical
explanation of how disclosing the information withheld under Exemption—it€juding the
information withheld from RecosR63, 270, and 294could present a risk of circumvention of
the law. SeeShapirq 893 F.3dat801. The court therefogrants summary judgment in favor of
Defendants to its Exemption 7(E) withholdings.

F. Segregability

Finally, the court turns tevaluatethe segregability of the records produced to Plaintiffs
The court will address onlpefendant’s segregability determination as tofi@mationthatwas
properly withheld pursuant to section 1.4(g)Ed 13,526 and Exemptions 3, 6, and 7(Bee
Sussmarv. U.S. Marshals Serv494 F.3d1106, 1116(D.C. Cir. 2007)(“If the district court

approves [a] withholding without . . . a finding [as to segregability], remand is rdaiem if the

requester did not raise the issue of segregability befereatlrt.”). The court will address DOD'’s
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segregability determination with respect to the remaining withholdings, assaegeafter DOD
is given an opportunity to supplement its declarations.

Because [t]he focus ofthe FOIA is information, not documents . . an agency cannot
justify withholding an entire document simply by showing that it contains sgeme@ material.”
Mead Data Cent., Inc. v. U.S. Depdf Air Force 566 F.2d 242, 260 (D.Cir. 1977). FOIA
therefore requires that “[a]ny reasonabBgregable portion of [the] record shall be provided to
any person requesting such record after deletion of the portions which are.&xBrpS.C. §
552(b). An agency must provide a “detailed justification” and not just make “conclusory
statements” to support its segregability determinatidviead Data Cent 566 F.2d at 261.
Agencies, however, “are entitled to a presumption that they complied with thetiobliga
disclose reasonably segregable material,” which can be overcome by contlancevproduced
by the requesterSussmaj494 F.3d at 1117.

The court is satisfied that the agency basiplied with its segregability responsibilég
to the information withheld pursuant to section 1.4(gEGQi 13,526 and Exemptions 3, 6, and
7(E). The agency’s declaration affirms thhe pages produced to Plaintifisére reviewed line
by-line to identify information exempt from disclosure for which a discretioveaywer of
exemption could be applied.” McCubbin Decl73 see alsaDroz Decl. 8 (explaining that
Records 189, 201, and 25%ére reviewed lindy-line to identify information exempt from
disclosure” and that “[e]very effort was made to segregate releasabldamfitan exempt
material”). Indeed, he production itself is indicative of the liAgy-line parsing accomplished by
Defendant: early all of the responsive records produced to Plaintiffs are redantg in part.
See @izens for Responsily & Ethics in Wash.160 F. Supp. 3dt245 (finding that agency met

its segregability burden of proof Bubmitting detailed/aughnindex andagencyaffidavit that
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affrmed “line-by-line segregability review” and because at least some of the responsive
documents were released in pait)oreover,the court has reviewdad cameraa sampling of the
documents produced to Plaintiffthat review resultedh no reason for the coutb question
whetherDOD complied with its obligation to discloseasonably segregable materidhe court
therefore concludes that DOD compliedh its segregability responsibility as to the information
withheld pursuant to section 1.4(g)B® 13,526 and Exemptions 3, 6, and 7(E).
V. CONCLUSION AND ORDER

For the reasons set forth abotiee courtgrants in part and denies in part Defendant’s
Motion for Summary Judgment, ECF No. a8dPlaintiffs’ Motion for Summary JudgmereCF
No. 19.

1. Defendant’s Motion is granted as {@) the adequacy of the searc¢h) withholdings
underExemption 1, section 1.4(g) of Executive Order 13,526; (c) withholdings under
Exemption 3; (d) withholdings under Exemption d@d (e) withholdings under
Exemption7(E).

2. Defendant’'s Motion is denied as t(a) withholdings under Exemption 5; and (b)
withholdings under Exemption 1, section 1.4(@(b), (c) of Executive Order 1326.
Defendanshallsupplement its declarationsaddress the deficiencies identified in this
MemorandumOpinion andmay also submit to the court a classified parte
declaration to support its withholdings.

3. Plaintiffs Motion is grantednsofar asDOD has withheld officially acknowledged

information as to: (a) the May 15, 2013 tally of hunger strikastubefed detainees

2The court foundhowever, that the following categories of Exemption 1, sectiomiwithholdings were properly
withheld: (1) records pertaining to detainee condudta at 1V.B.1.a (2) records pertaining to “an order affecting
female guards infra at IV.B.1.d; and @) records pertaining to detainedated proceedings in federal court and
military commissionsinfra at1V.B.1.e
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at JTFGTMO, and(b) the June 13, 2015 email describing a detainee transfer to Oman
in Record 207, but is denied in all other respects.
The parties shall meet and confer and na ldt@nOctober 10, 2018, proposeschedule

for an additional round of summary judgment briefing.

A N
Dated: Septembe7, 2018 Amit P ta
Upited States District Judge
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