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UNITED STATESDISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JUDICIAL WATCH, INC,,

Plaintiff, Civil Action No.: 18-2314RC)
V. ReDocument No.: 8

FBI,
Defendant.

MEMORANDUM OPINION

GRANTING DEFENDANT’SMOTION TO DISMISS
[. INTRODUCTION

Plaintiff JudicialWatchis a notfor-profit organizatiorthataimsto educatethe public
about government operatioasdactivities. To gaininformationabout thdederalgovernment’s
operationsaandactivities,JudicialWatchfrequentlyfiles Freedomof InformationAct (“FOIA”)
requestsith federalagencies BecausdheseFOIA requestseekfederalrecords they
inherentlyrely on the recordkeepingrogramshatfederalagenciesnust have pursuata the
FederaRecordsAct (“FRA”). In this caseJudicialWatchcontendghatDefendanFBI hasnot
conformedwith theFRA becausdt hasnotestablishe@ndmaintaineda recordkeepingrogram
that provideseffectivecontrols over nommail electronicmessagesncludingtext message
JudicialWatchthus bringghis AdministrativeProcedurédct (“APA”) suit, contendinghatthe
FBI'slack of anadequateecordkeepingrogramfor electronicmessagess arbitrary,capricious,
anabuse of discretion, or otherwise nmoaccordancevith theFRA. Defendant moves under
FederalRule 12(b)(6)o dismissPlaintiff's claim. Becausehe Court findghatJudicialWatcHs
complaint does not allege facts that make qultasibleclaim for relief, it will grantthe FBI's

motionto dismisswhile also granting Plaintiff leave to file an amended complaint
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II. BACKGROUND
A. The Federal RecordsAct?

TheFederaRecordsAct consists of aeriesof statuteghat,collectively, “goverr] the
creationmanagemeranddisposal ofederalrecords:? Citizensfor Responsibility& Ethicsin
Washingtorv. Pruitt (“CREWI”), 319F. Supp.3d 252, 254D.D.C. 2018) (quotingArmstrong
v. Bush(“Armstrong 1), 924 F.2d 282, 28¢D.C. Cir. 1991). Congress’goalin enactingthe
FRA wasthreefold: (1) ‘efficientandeffectiverecordsmanagemerit (2) ‘[a]ccurateand
completedocumentation of thpoliciesandtransactions of thEederalGovernment’and(3)
‘[Jludicious preservatioranddisposal ofecords” Armstrongl, 924 F.2dat 284-85 (quoting 44
U.S.C. § 290p

To executeheseobjectivestheFRA requireseachfederalagencyto putin place
“standardsandproceduresthatensureaccurateandcomplete’”documentation of theetleral
government’oliciesandtransactions.44 U.S.C. § 2902. Theeadof eachfederalagency
must“establishandmaintainanactive,continuing programfor management dhatagency’s
recordgthatprovidesfor, inter alia, “effective controls” over the creatiomaintenanceanduse
of recordsand“cooperatiorwith the Archivist” of theUnited Statesn maintainingand
disposing ofecords.Id. 8 3102. The Archivist of theUnited Stateswho servesastheheadof
theNationalArchivesandRecordsAdministration(*“NARA”), plays an important oversigttle
in this statutoryframework among otheresponsibilitiesthe Archivistmustissue“standards,

proceduresandguidelineswith respecto recordsmanagement.’ld. § 2904(c)(1). B&ch

1 In assessing Rule 12(b)(6)notion to dismiss for failure to state a claim, @@urtmay
consider anylocuments attached to or incorporadbgdeferencen the complaintseeMpoy v.
Rhee 758 F.3d 285, 291 n.1 (D.C. Cir. 201ditations omittedl and it will thus take into
account théNational Archives and Records Administratiomletin cited in Plaintiff's complaint.

2 What is known as the FRA is codified as amended at 44 U.S.C. §$24€4.2901et
seq.,and 310%t seq



agency’srecordkeeping program must inclusafeguardsgainstthe removal or loss of
records” that the agency head “determittelse necessargndrequiredby regulations of the
Archivist” 1d. § 3105.

Pursuanto the authoritygrantedoy the FRA, the Archivist’s detailedregulationset
forth agencyrecordkeepingequirements.See36 C.F.R. 88 1222.22-1222.3%hese
regulationsstipulate,among othematters howagenciesareto maintainrecords. See id8
1222.34. Specifically,“[a]genciesmustimplementarecordsmaintenanc@rogramsothat
completerecordsarefiled or otherwisadentifiedandpreserved . .andpermanenand
temporaryrecordsarephysicallysegregateétom eachotheror, for electronicrecords,
segregablé.ld. Thus,eachagency srecordsmaintenanc@rogrammust,inter alia, “[m]aintain
electronic,audiovisual andartographicandmicroformrecords”in accordancevith all other
NARA regulationsid. 8§1222.34(b); fa]ssignresponsibilitiedor maintenancef recordsn all
formatswithin eachagencycomponent,id. 8 1222.34(c); “[ifsueappropriate instructiorts all
agencyemployeen handlingandprotectingrecords’ id. 8§ 1222.34(e); andeparatelynaintain
recordsandnonfecordmaterialsjd. § 1222.34(f).

Both theFRA andtheassociatedNARA regulationsalsofurtherspecifyanagency’sduty
regardingelectronicmessaging.The FRA, asamendedn 2014,defines“electronicmessag€’s
as“electronicmail andotherelectronicmessagingystemshatareusedfor purposes of
communicatingetweenindividuals.” 44 U.S.C§ 2911. Thisamendmentlarifies that“official
business conducted using nofficial electronicmessagingccounts’temainssubjectto
disclosureequirementsld. NARA guidance publisheith July 2015setsforth in greaterdetail
therecordsmanagementequirementshatapplyto electronicmessagesncludingtext

messaginginstantmessagin@r otherchatmessagingystemsandothersimilar



communicationsystems.SeeDavid Ferriero,Guidance on ManaginglectronicMessages
Bulletin 2015-02(July 29, 2015)available athttps://www.archives.gov/records-
mgmt/bulletins/2015/20182.html. This guidanceclarifiesthatelectronicmessagesanbe
federalrecordssolongastheyare“createdor receivedn the course of agency busines#d:
“Like all Federakecords,”anyelectronicrecordscreatecdor receivedn the course odgency
businessmust bescheduledor disposition.” Id. Thisrequirementapplieswhetherthe
electronicmessagén questions createdon anofficial or apersonabhccountand“[algencies
must provideclearinstructionsto all employee®n their responsibilityto captureelectronic
messagesreatedor receivedn personal accountsd ensurghattheysatisfywhatthe FRA
demands.ld. In short, function, noftorm or origin, determinesvhatthe FRA mandates
regardingaparticularcommunication
B. FactualHistory3

Plaintiff JudicialWatchis a notfor-profit organizatiorbasedn Washington, D.Cthat
aimsto “educatethe public about the operations aadtivitiesof the governmerdnd
governmenbfficials.” Compl. § 3ECFNo. 1. To investigatehefederalgovernmentJudicial
Watch“mak|[es] extensiveuseof’ FOIA requestand“often files suit” if theagencydoes not
timely respondo a FOIA requesor if it withholdspotentiallyresponsiveecords. 1d.
DefendanfBlI is oneof theagenciesvith which Plaintiff hasfiled FOIA requestsn thepast,
includingsixty FOIA requestgo theFBI in theyear2018. Id. Thirty of the FOIA requestsent
to theFBI in theyear2018specificallysoughtelectronicmessagesld. In addition,asof the

filing of the instant suit in late 201BJaintiff hadeight pendingawsuitsseeking

3 At the motion to dismiss stage, the Cotigiws the evidence in the light most favorable
to Judicial Watch SeeUnited States v. Philip Morrigic., 116 F. Supp. 2d 131, 135 (D.D.C.
2000) (“Atthe motion to dismiss stage, the only relevant factual allegations are the plaintiffs’
and they must be presumed to be true.”



communications ofF Bl officials, officers, or employeestwo of which specificallysought
electronicmessagesld.

In the suit before this CourtudicialWatchargueghatthe FBI's recordkeeping policy
for preservatiorof nonemailelectronicmessagefalls short ofwhatthe FRA demands.id. at 1.
Plaintiff assertshattheFBI “doesnot have a recordkeepipgogramin placethatprovides
effectivecontrols over thenaintenancef electronicmessagesncludingtext messages.’ld.
11. Becauset lacksa recordkeepingrogramthat conformgo the FRA, JudicialWatch
contendghatit “is unableto obtainelectronicmessagethroughFOIA requestgo theFBI.” Id.
1 15. Plaintiff thus bringsan APA challengeallegingthatthe FBI’s failure to institutean
effectiverecordkeepingrogramfor electronicmessages arbitrary,capriciousanabuse of
discretion, or otherwise nat accordancevith theFRA. 1d. T 19.

Defendanf¥BI’s recordkeepingrogramfor all records, including@lectronicmessagess

setforth in aRecorddManagemenPolicy Guide(* Policy Guide’).* SeeDef.’s Mot. Dismiss,

4 1n general, a court will not accept facts from a defendant’s filings in a miotidismiss
at thepleading stage. However, a court may consider “documents upon which the @aintiff’
complaint necessatrily relies even if the document is produced not plathgff in the
complaint but by the defendant in a motion to dismi€e® Angelex Ltd. v. United State23
F. Supp. 3d 66, 82 n.XD.D.C. 2015) (internal quotation madand citation omitted) Moreover,
a court may take judicial notice of publiehyailable materials, including government policies.
See Kaempe v. Myer367 F.3d 958, 965 (D.C. Cir. 200¢)tation omitted).Here, Defendant
urges the Court to take notice of the FBI's Policy GuiSieeDef.’s Mem. P. & A. Supporting
Mot. Dismiss (“Def.’s Mem. P. & A.”) 2 n.1, ECF No. 8-Defendant makes two arguments:
First, in challenges to the adequacy of an agency’s recordkeeping policynpuestee FRA,
other courts in this Circuit have found an agency’s official records managemiegittpdie
incorporated by referenced. (citing CREW ) 319 F. Supp. 3d at 261). Second, as Defendant
notes, the FBI'$?olicy Guide is publicly available with minor redactions on the FBI Vault
website. Id. Judicial Watch does not raise any objections to this request, and Plaintiff's
opposition includes lengthy discussion of and quotation from the Policy GRategenerally
Pl.’s Mem. P. & A. Opposing Def.’s Mot. to Dismiss (“Pl.’'s Mem. P. & A.”), ECF No. 10.
Thus, the Court will consider the Policy Guide.



Ex.A, ECFNo 8-2° Theunclassifiedversion of thePolicy Guidewaslastrevisedon July 1,
2015,id. ati, andrunsto 34 pagegexclusiveof appendices) The Policy Guideappliesto all
FBI personnelid. § 1.5;seealso id.8 3,andsets forththeresponsibilitiesof all personnel
regardingcreationandmaintenancef “adequatecomplete accurateandproper
documentation” oéll official agencybusiness, including propéling, recording,and
disposition of‘all recordsmadeor receivedwhile in the FBI’s service,”id. § 2.8.

ThePolicy Guidebeginswith overarchinglirectivesfor all FBI personnel.First, it
defineswhatconstitutesarecord. Id. 8§ 4.2. Theagency'sdefinition quotesdirectly from the
FRA at § 3301andthenexplainswhatdeterminesvhetheror not a documens a“record.” See
id. (enumeratingriteriaandstatingthata documenthat containanformationmaybe considered
arecord,“regardles®f mediuni). In addition, thePolicy Guide contain$urtherspecificationof
transitoryandnontransitoryrecords aswell aswhatdistinguishes acordfrom a nonrecord.
Id. 88 4.3-4.5.The Policy Guideemphasizethatcompliancewith theserequirementss the
burden ofeachFBI employee:[e]very employee . .hasthe responsibilityo adequately
documentctivities,decisionspolicies,andtransactiongonductedo furtherthe FBI's mission
andto dosoaccordingto FBI policies.” Id. § 4.7.1.

ThePolicy Guide subsequentbddressedifferenttypesof recordsincluding,asis
pertinenthere electronicrecords includingtext messagesWith regardto creationand
maintenancef suchrecords,[a]ll FBI personnebearresponsibilityfor identifying, capturing
andmovingelectronicrecordsinto a recordkeepingystem.” Id. 8 4.8.14;seealsoDef.’s Mem.
P.& A., Ex. B, Declarationof Michael G. Seidel(*SeidelDeclaration”){ 6,ECFNo. 8-3 (“[T]o

theextentthat FBI personnetreaterecordsby usingtext messageto conductofficial agency

> The Court references tiiolicy Guide’s original pagination and section divisions.



business, thenessagearerequiredto be uploadedo anofficial recordkeepingystem.”)® The
Policy Guiderequiresall personneto “import electroniccommunicationshatarenontransitory
recordsinto an[electronicrecordkeeping$ystem.” Def.’s Mot. Dismiss,Ex. A. at ] 4.8.14see
alsoSeidelDecl. T 12(“When anemployeecreatesanagencyrecord,. . . Va text messager
otherwise theyareobligatedto importit into anFBI filing system.”). Individualemployeedear
this responsibilitypecausgext messageommunicationsirenot “completeddirectly in and
automaticallyintegratednto FBI filing systems.”SeidelDecl. | 12.

ThePolicy Guidealsoincludes four pages specifyifddl personnel’'secordkeeping
responsibilitiegegardingelectronicmail (*email”). SeeDef.’s Mot. Dismiss,Ex. A, 88 4.8.15—
4.8.19. This portion of thePolicy Guidedetais howFBI personneéreto addressUNet E-
mail” communicationsseeid. § 4.8.15.1, nontransitomgcordemails,seeid. 88 4.8.16-4.8.17,
transitoryrecordemails,seeid. § 4.8.18, andnonrecorcemails,seeid. § 4.8.19respectively.If
theemailis a nontransitoryecordthat must beretainedfor morethan180days,id. § 4.8.16,
thenFBI personnel must impoitt into the appropriateasefile in Sentinel(the FBI’s official
centralrecordkeepingystemseeid. 88 4.8.3)jd. § 4.8.17. This stepis necessarpecausenany
emailsystemssuchasMicrosoft Outlook orUNet mail are“communicationsystemsnot
electronicrecordkeepingystems’ Id. § 4.8.17. As such FBI personnel must undertakpecific
furthersteps asthePolicy Guideexplainsto importany nontransitoryecordemailinto the

FBI's electronicrecordkeepingystem. See id.

® The Seidel Declaration was generated in a separatgestitling caseDanik v. U.S.
Dep't of Justice Case No. 1tv-1792 (TSC) (D. Dist. of Columbia), that addresses text
messages on FB$sued devices. BecauB&intiff refers to the Seidel Declaration in its
complaint,seeCompl. T 12, the Court considers this attachment to Defendant’s filing to be
incorporated by referencé&ee Angelex Ltd123 F. Supp. 3d at 82 n.11. Furthermore, the Court
may take judicial notice of publicly filed documents in related litigatiSee Lewis v. Drug Enf't
Admin, 777 F. Supp. 2d 151, 159 (D.D.C. 2011) (citation omitted).



[ll. LEGAL STANDARD

The Federal Rules of Civil Procedure require that a complaint contain “a stdqtaen
statement of the claim” in order to give the defendant fair notice of the alad the grounds
upon which it rests. Fed. R. Civ. P. 8(a)&e alsderickson v. Pardysb51 U.S. 89, 93 (2007)
(per curiam). A motion to dismiss under Rule 12(b)(6) does not test a plaiatiffhate
likelihood of success on the merits; rather, it tests whether a plaintiff haslprstpéed a claim.
SeeScheuer v. Rhode416 U.S. 232, 236 (1974)hecomplaint’sfactualallegationsareto be
takenastrue,andthecourtis to construghemliberally in theplaintiff's favor. Seege.g, United
States vPhilip Morris, Inc., 116F. Supp. 2d 131, 135 (D.D.C. 2000). Notwithstandhrg
liberal construal, the court deciding a Rulerh@tion mustparsethe complaintor “sufficient
factualmatter,acceptedstrue,to ‘stateaclaimto relief thatis plausible ornits face.” Ashcroft
v.Igbal, 556U.S.662, 678 (2009) (quotingell Atl. Corp.v. Twombly550U.S.544, 570
(2007)). This plausibility requiremenmeanghat aplaintiff’'s factualallegations'must be
enoughto raisearight to relief above the speculatiVevel, on the assumptiothatall the
allegationsn the complainaretrue (evenif doubtfulin fact).” Twombly 550U.S.at 555-56
(citationsomitted). “Threadbareecitalsof theelementf acauseof action, supportedy mere
conclusorystatements,areinsufficientto withstanda motionto dismiss. Igbal, 556U.S.at 678
A courtneednotacceptaplaintiff’'s legal conclusionsastrue,seeid., nor must a court presume
theveracityof legal conclusionghatarecouchedasfactualallegationssee Twombly 550U.S.
at555.

Thecourtruling on a Rulel2(b)(6)motionto dismiss‘may consider théactsallegedin
the complaint,documentsttachedasexhibitsor incorporatedby referencen thecomplaint,or

documents upowhich theplaintiff's complaintnecessarilyeliesevenif the documenis



produced noby the parties.”Busbyv. Capital One,N.A, 932F. Supp. 2d 114, 133-3D.D.C.
2013)(internalcitationsandquotationsomitted). The courtmayalsotake“judicial notice of
factson the publiadecord. . .whenanundisputedact on the publicecordmakest clearthatthe
plaintiff does nostatea claim uponwhich relief could be granted.’'SeeCovadCommc’nsCo.v.
Bell Atl. Corp, 407 F.3d 1220, 122®.C. Cir. 2005)(citationomitted).
IV. ANALYSIS

Beforeaddressindgpefendant’snotionto dismissPlaintiff's claim, the Courtwill discuss
two thresholdusticiability issuesfirst, whetherjudicial reviewof theFRA claimis permitted
andsecondwhetherJudicialWatchhasstandingo bringits claim. Forthereasonsetforth
below, the Court findthatit hasjurisdictionto reviewthe merits oPlaintiff’'s APA claim.

A. Justiciability
1. JudicialReviewof theFRA

In additionto contesting théactualunderpinnings odudicialWatch’sFRA challenge
DefendantontendghatPlaintiff's claim fails asa matterof law becauseéhe FRA “preclude[es]
privatelitigantsfrom suingdirectlyto enjoinagencyactionsin contravention oagency
guidelines.” Def.’s Mem. P. & A. 6. JudicialWatchcounterghatit bringsnosuchclaim;
rather,it raisesa“facial challenge’that“challengesDefendant’dailure to provideeffective
controls over thenaintenancef electronicrecords excludingemails.” Pl.’s Opp’n 2 n.1.
Becausdhe FRA barsprivaterights of actionregardingspecificagencyemployeestestruction
of recordsyet the statutepermitsAPA claimsasa meandor privateindividualsto challengethe
adequacy of the agency’scordkeepingrrogramsseeArmstrongl, 924F.2dat 294-95,

Plaintiff hasthebetterargument.



This Circuit’s precedensquarelycontrolswhat typesof FRA claimsaprivatelitigant
maybring. Whether a privatétigant maybring a FRA claim depends owhattype of agency
actionis atissue The Armstrongcourt distinguishethetweerthreedifferentkinds ofagency
action (1) the disposition ofecordsj(2) theagencyhead’sor Archivist’'s enforcementluties
under theFRA; and(3) thecreationof recordkeepinguidelinesanddirectivesin thefirst
instance SeeCREWI, 319F. Supp. 3dat 257 (quotingArmstrong v. Bush(*Armstrongl”), 924
F.2dat 291, 294-95).For thefirst type,anagencyofficial’s “destr[uctionof] recordsin
contravention of the . . . recordkeeping guideliaeddirectives” Congress provided detailed
administrativeenforcemenscheman 44 U.S.C. § 310€hatconstituteghe “only . . .remedyfor
the improperemovalof arecordfrom theagency.” Armstrong ] 924 F.2dat 291 (quoting
Kissinger v. Repoers Comm. for Freedom of the Pre445U.S.136, 148 (1980Q) Hence,'the
FRA does notontainanimplied [private] causeof action”to challengedeletionor removalof
recordsfrom anagency.ld. at 292 (citing Kissinger 445U.S. at 148);seealsoCompetitive
Enter.Inst v. U.SEnvtl. Prot. Agency 67F. Supp. 3d 23, 3(D.D.C.2014).

However,emphasizing the “presumptiamfavor of judicial review,” the Armstrong
courtalsoconcludedhatthe FRA doesnot precludeprivatesuitsinvolving the othetwo types
of agencyaction. Armstrong | 924 F.2dat 291 €iting Abbott Laboratoriey. Gardner 387U.S.
136, 141 (1967))In instancesvheretheagencyheador the Archivist sits by “while anagency
official destroysor removesecordsin contravention ofdn agencyguideling],” a private
litigant cansueandtherebychallengetheagencyheador Archivist’s failure to “fulfill their
statutorydutyto notify Congressndaskthe AttorneyGeneralo initiate legalaction”in the
mannercontemplatedby theFRA. 1d. at 295-96. Moreovegndof notein the instantasea

privatelitigant maychallengeheadequacyf theagency’'srecordkeeping prograim thefirst

10



instance.ld. at 292—-93. For eitherof thesetypesof agencyaction,the APA provides a
“jurisdictional hookfor a suitallegingnoncompliancevith theFRA.” CREWI, 319F. Supp. 3d
at 257;seealsoCompetitiveEnter.Inst, 67F. Supp. 3d at 32 (distinguishifgtween
“reviewablechallengedo anagency'secordkeeping guidelines under tihd°A, and
unreviewablechallengego theagency'sday-to-dayimplementatiorof its guidelines”).

Here,JudicialWatchs sole count is aAPA challenge with reference the FBI’s
“failure to conformto the FederaRecordsAct concerninghepreservatiorof electronic
messageéexcludingemail).” Compl. 1. Plaintiff's claim does notestonanallegationthat FBI
officials haveactedin contravention of th&BI's guidelines.Rather Plaintiff's complaint
centerson thelack of a“recordkeepingprogramthat provideseffective controls ovethe
maintenance oflectronicmessages.’ld. 111721 Plaintiff's pleadingthen,flies in thefaceof
Defendant’sargumenthatJudicialWatchis challengingemployeestompliancewith the
establishedrBI “RecordkeepindPolicy’s requirementhat[employeespreserveall federal
recordsregardles®f formator medium? Def.’s Mot. Dismiss6. In JudicialWatch’'sown
words,"“Plaintiff does nothallengethesystemicnoncompliance ofBl employees.It solely
challengePefendant Sailure to provideeffectivecontrols over thenaintenancef electronic
message®xcludingemails.” Pl'sMem.P.& A. 2 n.1.

Readingtheplain text of JudicialWatch’scomplaint, the Court concluddsatit has
jurisdiction overPlaintiff’'s APA claim. JudicialWatch’sclaim expresslycontestsheadequacy
of theFBI's recordkeeping policfor aspecificcategoryof records:electronicrecords,
excludingemail. Thisis preciselythesortof reviewableAPA challengego anagency’s

recordkeepingyuidelineghat Armstrongauthorized. In the instanase moreoverthereis a

11



sufficiently final agencyactionto permitreviewunder theAPA.” In contrasto suitsin which a
partydid notchallengeareviewable‘agencyaction” under theAPA, JudicialWatchis nottrying
to make“a broadprogrammatiattack” on theFBI's compliancewith theFRA. Citizensfor
Responsibilityand Ethicsin Washingtorv. U.S.Dep’t HomelandSec(* CREWII™”), 387 F. Supp.
3d 33, 48-49D.D.C. 2019)(citing Nortonv. S. Utahwildernessll., 542U.S.55, 62 (2004)).
JudicialWatchin noway asksthe Courto insertitselfinto theFBI's dayto-day recordkeeping
practicesor otherwisepolice theagency’s‘unofficial policy of refusingto createrecords.” See
id. at 53. Rather Plaintiff challengeshe adequacyf Defendant'official Policy Guidelines
with respecto electronicrecordsotherthanemail. Thisis just thesort of reviewablechallenge
to anagency’'srecordkeeping guidelingbat Armstrongpermits. Seed24 F.2dat 291-92;see
also CompetitiveEnter. Inst, 67F. Supp. 3dcat 234.
2. Standing

Evenwhere,ashere,a defendant does nobntesta court’s subjectmatterjurisdiction

over aplaintiff’s claim, “Article 11l standings jurisdictional; andthe Courthas“an

‘independent obligatioto besureof [its] jurisdiction.” Am.Riversv. Fed.Energy Regulatory
Commn, 895 F.3d 3240 (D.C. Cir. 2018) (quotingsroceryMfrs. Assn v. EPA 693 F.3d 169,
174(D.C. Cir. 2012)(citationomitted)). “[A]s thepartyinvokingfederaljurisdiction,” the
plaintiff “bearsthe burden oéstablishing'thatit hasstanding.Govt of Manitobav. Bernhardt
923 F.3d 173, 17@.C. Cir. 2019) (quotingspokeolnc. v. Robins 136S. Ct. 1540, 1547

(2016). “To establishstanding, thelaintiff must show(1) thatit hassuffereda‘concreteand

" Although neither party raises this point, the Court nonetheless must address i becaus
“[w]hether there has been *agency action’ or ‘final agency action’ withimt&aning of the
APA are threshold questions; ifdse requirements are not met, the action is not reviewable.”
Fund for Animals, Inc. v. U.S. Bureau of Land Mga60 F.3d 13, 18 (D.C. Cir. 2006%ee
also5 U.S.C. § 704 (“Agency action made reviewable by statute and final agency action for
which there is no other adequate remedy in a court are subject to judicial rview.”

12



particularized injury [, or injury-in-fact,] (2) thatis ‘fairly traceableo thechallengedactionof
thedefendantand(3) thatis ‘likely’ to be‘redressedy afavorabledecision” Elec.Privacy
Info. Ctr. v. Presidential Advisor£omm’non Electionintegrity, 878 F.3d 371, 376—71D.C.
Cir. 2017) (quotingNVestv. Lynch 845 F.3d 1228, 123.C. Cir. 2017)) see als&Spokep136
S.Ct. at 1547 @ffirming that, at the pleading stagthe plaintiff must tlearly. . .allegefacts
demonstratingg eachcomponentequiredto establishthatit hasstanding (quotingVarthv.
Seldin 422U.S.490, 518 (197p).

In additionto the ‘irreducibleconstitutionaiminim[a]” requiredto establishArticle 11l
standingSpokep136S. Ct. at 1547 (quotind-ujanv. Def. of Wildlife 504U.S.555, 560
(1992), “the question of standingélsoinvolves “prudentialimitations onits exercise.” Bennett
v. Spear 520U.S.154, 162 (1997) (quoting/arth,422U.S.at 498(citationomitted)). One
suchprudentiarequirements the “zone ointerests'test,which provides thataplaintiff's
grievancemustarguablyfall within the zone ointerestrotectedor regulatecby thestatutory
provision . . . invokedh thesuit” 1d. at 155(citationsomitted);seealsoClarkev. Sec. Indus.
Assn, 479U.S.388, 396 (1987(discussing “zone” testArmstrongl, 924 F.2dat 287 (quoting
Association oData ProcessingServ Orgs.,Inc. v. Camp 397U.S. 150, 153 (1970)statingthat
aplaintiff mustmeetthe zone ointerestdestto bringan APA claim).

“A court applying the ‘zonetest'must discernwhethertheinterestassertedy a partyin
the particularinstancds one intendedyy Congresso be protectedor regulatedoy the statute
underwhich suitis brought” Am.FriendsServ.Commy. Webstey 720F.2d 29, 50-51(D.C.
Cir. 1983) (quotingControl Data Corp.v. Baldrige 655 F.2d 283, 293-98.C. Cir. 1981)
(footnoteomitted) (internalcitationomitted). To satisfythe zone ointerestsstandardthere

must be&'someindicia—howeverslight—thatthelitigant before thecourtwasintendedo be

13



protectedpenefitedor regulatedby the statuteunderwhich suitis brought.” Copper &Brass
Fabricators CouncilJnc. v. Dept of theTreasury 679 F.2d 951, 95¢D.C. Cir. 1982);seealso
Constructoregivilesde CentroamericaS.A.(CONCICA)v. Hannah,459 F.2d 1183, 1189
(D.C.Cir. 1972)(“[S]light beneficiaryindiciawill sufficeto establisia plaintiff's] right to have
reviewandthusto reachthemerits.” (citationomitted)). For the reasonsetforth below, Judicial
Watchallegesspecificfactsthat support the requisitelementf standingandthe Court finds
thatit hassubjectmatterjurisdiction overPlaintiff’'s APA claim.
a. Article lll Standing

To establishArticle 11l standing, glaintiff mustfirst demonstratan “injury in fact” that
is “(a) concreteandparticularizedand(b) actualorimminent,notconjecturalor hypothetical.”
Friends of the Earthinc. v. Laidlaw Envtl. Servs, 528U.S. 167, 180 (2000)Here,Plaintiff’s
“injury in fact” restson the organization’selianceon FOIA request$o accomplishts
educationamission. As JudicialWatchexplainsto theextentthatthe FBI's recordkeeping
policy for nonemailelectronicrecordss inadequatethe organization’sOIA requestsio not
permitit to obtain“information thatwould aid its investigations’andfurtherits “educational
mission.” Compl{ 15. AdditionallyPlaintiff “mak[es] extensivause” of FOIA and“often
files suit” if theagency‘withholds responsive recordsld. § 3. Plaintiff reference$8 pending
lawsuits”seeking‘communications offBI] officials, officers,or employees,"at least2” of
which “specifically seekelectronicmessages.’ld. Plaintiff alsodescribesover 60 FOIA
requestgo theFBI” filed in thesameyearasthe instansuit, “at least30” of which “specifically
seekelectronicmessages.’ld.

The Court findsthatthis pleadingestablishe@jury in fact. JudicialWatchpointswith

particularityto individual, concretd=OIA requestandpendinglitigation regardinghe electronic
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messagethatareimplicatedin thecurrentsuit. Moreover, the instariaictsdo notmerelyallege
abstracthypotheticafuture FOIA requests.Rather JudicialWatchhaspendingrequestat
issuewhich establisi'a realandimmediate hot merelyspeculativethreatof futureinjury.”
Citizensfor Responsibility ané&thicsin Washingtorv. Exec.Office of the Pregdent 597F.
Supp. 2d 48, 6{D.D.C. 2008) titation omitted)

As stated previoushArticle 11l alsorequirestheplaintiff to showthattheallegedinjury
in fact“is fairly traceable’to thedefendant'shallengecconduct. Spokep136S. Ct. at 1547
(quotingLujan, 504U.S.at560). Here,Judicial Watch sets forth the following causal chain: due
to the FBI's lack of an adequate recordkeeping policy for electrnaegsagedhe agency does
not “provide[] effective controls over the maintenan€electronic messaggsacluding text
messages,Compl. { 11such that Plaintiftannot rely or-OIA requests$o obtain this category
of recordsjd. T 15 which “is causing Plaintiff irreparable harnigl. § 20. On these facts,
because the @&ed injury directly relates back to Defendant’s recordkeeping policdbg
finds that the alleged injury is “fairly traceable to the challenged actidreaféfendant.”
Bennett 520 U.S. at 166 (citingujan, 504 U.S. at 560—-61).

Finally, Article lll requires a plaintiff to show that the alleged injury in fact is “likely” to
be redressed bya“decision granting the plaintiff the relief it seek&lfec. Privacy Info. Ctr.
878 F.3d at 376—77 (internal quotation mark and citation omittédje,Plaintiff asserts that its
“irreparabl[e] harm[]” will continue “unless and until Defendant establishescordkeeping
program that provides effective controls over the maintenance of electrorsiagass Compl.
1 21. Judicial Watch thus seekis, addition to attorneys’ fees and costs, declarative relief
finding an APA violation and directing “defendant to establish and maintain” ajuate

recordkeeping program “so that Plaintiff may obtain electronic messagestdolPlaintiff's
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FOIA requests.” Id. at 4. Because such an order would directly address the alleged injury in
fact, the Court finds that Judicial Watch has established redressability.
b. Prudential Standing Considerations

Turning now to the prudential component of standiglicialWatch’scomplainthas
ample“indicia” thatPlaintiff is within the “zone ointereststhat Congressoughtto protectin
establishingheFRA. JudicialWatchis a notfor-profit organizatiorthataimsto obtain
governmentecordsfor public education. Compl. § 3t seeksaccesdo recordsto gain
informationabout‘the operationsandactivitiesof the governmerdndgovernmenofficials.”
Id. And Plaintiff now bringsits APA claimto ensurehatit can“obtain electronicrecords
throughFOIA requestdo theFBI.” 1d. T 15. This Circuit haspreviouslyheldthat“the statutory
languageandlegislativehistory” of the FRA “indicate[s]thatone of the reasoritkat Congress
mandatedhecreationandpreservatiorof federal. . .recordswasto ensurehat private
researcher’ like JudicialWatch,“would haveaccesgo the documentary history of tiederal
government.’Armstrongl, 924 F.2cdat 287 seealsoAm.Friends 720 F.2dat57 ([T]he
legislativehistory of therecordsactssupports a findinghat Congress intendeéxpectedand
positivelydesiredprivateresearchers. . whoseights mayhavebeenaffectedby government
actionsto haveaccesdgo the documentary history of tiederalgovernment). In short,
Plaintiff's researckbaseddocumentary objectivis in theFRA zone,suchthatit maybringan
APA claim. Thus, for the reasons set forth above, the Court concludeRitheial Watch has
satisfied the requirecbnstitutional and prudential components of standing andhexil exercise

its subject matter jurisdictiolo address Defendant’s motion to disniaintiff's APA claim.
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B. Motion to Dismiss®

To survive Defendant’s motion to dismiss Plaintiff's APA clalduadicial Watch must
allegefactsthatcould plausiblyleadthe courto find thecontestegolicy “arbitrary,capricious,
anabuse of discretion, or otherwise nmoaccordancavith law’ becauseheypermitthe
destruction ofecordmaterialthatshould be maintained.Armstrongl, 924 F.2dat 297 (quoting
5 U.S.C. 8706(2)(A)). Defendant argues that Plaintiff cannot allege such facts because the
FBI's policy “on its face satisfies the requirements of the FRA.” Béflem. P. & A. 7.
Defendant emphasizésat thePolicy Guide‘explicitly ‘applies to all records, regardless of
physical form or charaetistics” and sets out clear mandates with which all FBI personnel must
comply. Id. at 8 quoting Policy Guide 8§ 4.2)Xciting Policy GuideS 4.8.14. Plaintiff counters
that the Policy Guide is “insufficient aradbitrary” for electronic messages other than emails
Pl’'s Mem. P. & A. 1. Evereading the filings in the light most favorable to Plaintiff, the Court
finds that Judicial Watc¢h complaint does not contain factual allegatitve plausibly establish
a claim for relief. However, because Plaintiff’'s opposition includes furtogs fn support of its
argument, many of which are directly responsive to the Policy Guide that Refatthched to
its motion to dismiss, the Court will grant Plaintiff leaeefile an amended complaint.

As stated previously[fludicial review under the APA is authorized to determine the
adequacy of the [agency’s] recordkeeping guidelines and instructions puostrant t
FRA.” Armstrong v. Buskf Armstrong IT), 139 F.R.D. 547, 549 (D.D.C. 1991) (citing
Armstrong ] 924 F.2dat 29193). In assessingrhetherPlaintiff has plausibly established a

claim for relief based on the contention that the FBI's Policy Guide is inadethateourt

8 Because the Court construes Plaintiff's complaint as a “facial challenge,baad n
enforcement challenge, it does not engage with Defendant’s argument ihigft'Bleomplaint
raises a FRA noncompliance claim that “fails as a matter of |I8geDef.’s Mem. P. & A. 6—7.
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limits itself to the factual allegations contained in the fmamers of the complaisind does not
consider factalleged in Plaintiff's opposition briefSeeBEG Inv, LLC v. Albertj 34 F. Supp.
3d 68, 85 (D.D.C. 2014)[(]t is axiomatic thata complaint may not be amended by the briefs in
opposition to a motion to dismiss.” (quoti@gleman v. Pension Befit Guar. Corp.,94 F.
Supp. 2d 18, 24 n.8 (D.D.Q000) (internal citation omitted)) Here, Judicial Watch’s
complaint hinges oa singlefactual allegation“text messages on [FBI$sued devices are not
automatically integrated into an FBI records system,” Compl. 1 12 (quoting SeefBg a
policy which is “unique to text messages and other electronic messag&sl4. Defendant’s
motion to dismiss rebuts this contention in two ways. First, Defendant emphhsizétetFBI's
“overarching recordkeeping policies,” as embodied in its Policy Guide, applyézards
“regardless of medium” and universally require “FBI personnel” to “bear resyldgdor
identifying, capturing, and moving electronic records into [the appropriataidieseping
system.” Def.’s MemP. & A. 3 (quoting Policy Guide 8§ 4.2.1, 4.8.14@e also idat 4.
Second, Defendant argues that Plaintiff’s allegations regarding automatitatignundermine
Plaintiff's claim. Becaus&he only difference between the treatment of emails|, which Plaintiff
does not challenge,] and the types of electronic messagetsfPthallenges is that [emails] can
be imported directly into recordkeeping systems, and [other electronic mgssageot, the
only reason there would be an issue with record preservation is if “FBI emgliayled to
comply with the Policy.”Id. at 9. Defendant accordingly asserts that this aspect of Plaintiff's
allegation fails to “state a facial challenge” that is subject to judicial review.

Based solely on the facts in the Complaint and the Policy Guide that is incorporated by
reference, sapreviously discussed, Defendant has the better argument. Without more precise

factual allegations that highlighthichparticular deficiencies make the challengeheFBI's

18



policy inadequate, Plaintiff's claims amount to conclusory allegations th&Rhfailed to
“establish and maintain a recordkeeping program that provides effectivelsdnCompl. 1
17-21. These sorts of legal conclusions, standing alone, will not suffice to withstandm tamoti
dismiss. Igbal, 556 U.S. at 67:8ee alsorwambly, 550 U.S. at 555. To be suRdaintiff's
opposition to Defendant’s motion to dismiss raises further arguments that are ant préise
original complaint. For instance, Plaintiff underscores the Policy Guidaiseféo “distinguish
between trasitory and nontransitory records or even nonrecords” foremoai electronic
communications.” Pl’'s Mem. P. & At 3. Plaintiff’s opposition also points to other concrete
factual allegations, such #® FBI's“extensive,” four-page, single spacedcords management
policy for emails” as compared to the “two sentences” devoted to “other typeswbeic
messages, ingtling text messagesld. at 3-4. And Plaintiff's oppositionpresses more specific
arguments regarding tliautomatic importation” ofome recordas compared to electronic
message$ Id. at 4. These additional facts would, had they been raised aritfieal

complaint, bear on the Court’s disposition of the pending motion, whether or not they ultimately
alter the Court’s conclusion.

For present purposes, however, the bottom line idhleat factsaised only in the
opposition cannot and do not enter into the Court’s andigses On the facts alleged in the
complaint,the Court finds thaPlaintiff has not made out a plausible claim for releafd will
thus grant Defendant’s motion to dismigut the Court is also mindful that many of the more

specific facts that Plaintiff alleges in its opposition are directly responsibe t@olicy Guide,

which Defendantttached to its motion to dismiss. Although this document is publicly available,

® Defendant rebuts these arguments in its reply. However, because Riaigiffiot
present these factual allegations in its original complaint, the Court will not eoesider this
factual allegation or Defendant’s arguments in rebuttal at this juncture.

19



the Court finds it unreasonable that Plaintiff's enswé should be dismissed because it failed to
foresee that Defendant’s argument would centrally rely on this document. Thusuthevilt
grant Plaintiff leave to file an amended complaint.
V. CONCLUSION
For theforegoingreasonspefendant’amotionto dismissis GRANTED, and Plaintiff
may file an amended complaint within thirty daysn order consistenwith this Memorandum

Opinionis separatly andcontemporaneousigsued.

Dated: September 4, 2019 RUDOLPHCONTRERAS
United StateDistrict Judge

20



