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UNITED STATES DISTRICT COURT
MIDDLE DISTRICT OF FLORIDA

TAMPA DIVISION
EROS, LLC, : CIVIL ACTION NO.:
Plaintiff, ‘
V. JURY TRIAL DEMANDED
JOHN DOE, a/k/a VOLKOV CATTENEO,
a/k/a AARON LONG, :
Defendant.

DECLARATION OF KEVIN ALDERMAN

Pursuant to 28 U.S.C. § 1746, I, Kevin Alderman, declare as follows:

1. 1 am the Chief Executive Officer of Eros, LLC.

2. I submit this declaration in support of Eros's Ex Parte Motion for Leave to Issue
Subpoenas and Conduct Related Discovery.

3. I first became aware that Defendant was making and selling unauthorized copies
of Eros's products within the Second Life virtual world platform ("Second Life") in or about
April, 2007.

4. I am presently unaware of Defendant's true identity and address. Defendant is
known within Second Life as Volkov Catteneo.

5. Upon learning of Defendant's activities, I undertook an investigation on Eros's
behalf in an effort to discover Defendant's identity and address.

6. I have discovered that Defendant maintains an internet account with PayPal, Inc.
("PayPal") that Defendant uses from time to time to receive on-line payment for sales of
unauthorized copies of the Items. In connection with this account, Defendant has apparently

listed his name as "Aaron Long." I do not know whether that name is a pseudonym.
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7. [ am aware that PayPal typically requires prospective account holders to submit
identifying information to PayPal, including a name, address, telephone number and email
address.

8. I also believe that PayPal is likely to have other information relating to
Defendant's use of the PayPal account, including a complete transaction history of payments sent
and received by that account, banking information supplied to secure the account if applicable,
withdrawals made from the account (and the identity of the accounts to which Defendant
transferred money), and any IP address(es) associated with the account.

9. I am aware from my extensive use of Second Life that the entity that owns and
operates Second Life, Linden Research, Inc. ("Linden"), requires prospective users to submit
identifying information to Linden, including a name, address, telephone number and email
address.

10. Based on my knowledge of Second Life, I believe that Linden is also in
possession of other records and information relating to Defendant's activities within Second Life,
including records of Defendant's Second Life transactions, object transfers, conversations and
alternative accounts, as well as information pertaining to Defendant's internet protocol or "IP"
address(es) associated with Defendant's account(s) and credit card information used to purchase
Second Life currency and virtual land from Linden.

11. Linden's Terms of Service, currently at http://secondlife.com/corporate/tos.php,
provide in pertinent part at Section 6.1 that "Linden Lab can (and you authorize Linden Lab to)
disclose any information about you to private entities, law enforcement agencies or government

officials, as Linden Lab, in its sole discretion, believes necessary or appropriate to investigate or
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resolve possible problems or inquiries, or as otherwise required by law." Ihave attached a true
and correct copy of the Terms of Service as Exhibit 1.

12.  PayPal's Privacy Policy for PayPal Services, currently at
http://www.paypal.com/cgi-bin/webscr?cmd=p/gen/ua/policy __privacy-outside, states in pertinent
part that PayPal may share members' personal information when compelled to do so by a
subpoena, court order or similar legal procedure. Thave attached a true and correct copy of the
policy as Exhibit 2.

13.  Prior to instituting this lawsuit I asked Linden and PayPal to voluntarily provide
the information referenced above relating to Defendant. Neither Linden nor PayPal provided the
requested information.

14.  1believe, as a result of my investigation, that Defendant maintains an email
account at humanwormbaby555@gmail.com. Prior to instituting this lawsuit, I sent emails to
Defendant at this email address, and electronic messages to Defendant within Second Life using
the Second Life messaging system, informing Defendant of Eros's intent to bring this lawsuit and
asking Defendant to provide Eros with Defendant's name and address to enable Eros to deliver
the papers to Defendant. Defendant did not provide identifying information.

15.  Ialso served copies of the Complaint, this Motion and accompanying papers on
the Defendant by email at this email address and by electronic message to Defendant within
Second Life using the Second Life messaging system. |

16. I have directed my attorney to prepare proposed forms of subpoenas addressed to
Linden and PayPal, copies of which are attached as Exhibits 1 and 2 to Eros's proposed form of

Order in connection with this Motion.
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17. Eros would use the information sought by the subpoenas to determine Defendant's
true identity and address, amend the Complaint to include this information, and effect service of
process on Defendant.

I hereby declare under the penalty of perjury under the laws of the United States of

America that the foregoing statements made by me are true and correct.

Executed in Lutz, Florida W
on July 22,2007

Kevin Alderman
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WHAT 1S SECOND LIFE?
The World

o Create an Avatar

£

Expiore

Q

Meet People

» Own Virtual Land

e Have Fun
The Creations

o Create Anything

e Building

e Scripting
The Marketplace

o Economy

» Economy Graphs

o Economic Statistics

o LindeX Market Data

o Business Opportunities

o IP Rights
Memberships & Pricing

o Membership Plans

o Land Pricing & Use Fees
FAQs

EXHIBIT

1

Terms of Service

Welcome to Second Life! The following agreement (this "Agreement” or
the "Terms of Service") describes the terms on which Linden Research,
Inc. ("Linden Lab") offers you access to its services. This offer is
conditioned on your agreement to all of the terms and conditions
contained in the Terms of Service, including your compliance with the
policies and terms linked to (by way of the provided URLs) from this
Agreement. By using Second Life, you agree to these Terms of Service. If
you do not so agree, you should decline this agreement, in which case you
are prohibited from accessing or using Second Life. Linden Lab may amend
this Agreement at any time in its sole discretion, effective upon posting
the amended Agreement at the domain or subdomains of
http://secondlife.com where the prior version of this Agreement was
posted, or by communicating these changes through any written contact
method we have established with you.

THE SERVICES AND CONTENT OF SECOND LIFE

1.1 Basic description of the service: Second Life, a multi-user
environment, including software and websites.

"Second Life" is the multi-user online service offered by Linden Lab,
including the software provided to you by Linden Lab (collectively, the

"l inden Software") and the online environments that support the service,
including without limitation: the server computation, software access,
messaging and protocols that simulate the Second Life environment (the
"Servers"), the software that is provided by Linden Lab and instalied on
the local computer or other device you use to access the Servers and
thereby view or otherwise access the Second Life environment (the
"Viewer"), application program interfaces provided by Linden Lab to you
for use with Second Life (the "APIs"), and access to the websites and
services available from the domain and subdomains of
http://secondlife.com (the "Websites"). The Servers, Viewer, APIs,
Websites and any other Linden Software collectively constitute the
“Service" as used in this Agreement.

1.2 Linden Lab is a service provider, which means, among other
things, that Linden Lab does not control various aspects of the
Service.

You acknowledge that Linden Lab is a service provider that may allow
people to interact online regarding topics and content chosen by users of
the service, and that users can alter the service environment on a real-
time basis. Linden Lab generally does not regulate the content of
communications between users or users' interactions with the Service. As
a result, Linden Lab has very limited control, if any, over the quality,
safety, morality, legality, truthfutness or accuracy of various aspects of the
Service.

1.3 Content available in the Service may be provided by users of
the Service, rather than by Linden Lab. Linden Lab and other
parties have rights in their respective content, which you agree to

http://secondlife.com/corporate/tos.php 7/2/2007
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respect.

You acknowledge that: (i) by using the Service you may have access to
graphics, sound effects, music, video, audio, computer programs,
animation, text and other creative output (coliectively, "Content"), and (it)
Content may be provided under license by independent content providers,
including contributions from other users of the Service (all such
independent content providers, "Content Providers"). Linden Lab does not
pre-screen Content.

You acknowledge that Linden Lab and other Content Providers have rights
in their respective Content under copyright and other applicable laws and
treaty provisions, and that except as described in this Agreement, such
rights are not licensed or otherwise transferred by mere use of the
Service. You accept full responsibility and liability for your use of any
Content in violation of any such rights. You agree that your creation of
Content is not in any way based upon any expectation of compensation
from Linden Lab.

Certain of the fonts in the Meta family of copyrighted typefaces are used in
Second Life under license from FSI FontShop International. You
acknowledge that you may not copy any Meta font that is included in the
Viewer and that you may use any such Meta font solely to the extent
necessary to use the Linden Software in Second Life and that you will not
use such Meta fonts for any other purpose whatsoever.

1.4 Second Life "currency” is a limited license right available for
purchase or free distribution at Linden Lab's discretion, and is not
redeemable for monetary value from Linden Lab.

You acknowledge that the Service presently includes a component of in-
world fictional currency ("Currency” or "Linden Dollars” or "L.$"), which
constitutes a limited license right to use a feature of our product when, as,
and if allowed by Linden Lab. Linden Lab may charge fees for the right to
use Linden Dollars, or may distribute Linden Dollars without charge, in its
sole discretion. Regardless of terminology used, Linden Dollars represent a
limited license right governed solely under the terms of this Agreement,
and are not redeemable for any sum of money or monetary value from
Linden Lab at any time. You agree that Linden Lab has the absolute right
to manage, regulate, control, modify and/or eliminate such Currency as it
sees fit in its sole discretion, in any general or specific case, and that
Linden Lab will have no liability to you based on its exercise of such right,

1.5 Second Life offers an exchange, called LindeX, for the trading
of Linden Dollars, which uses the terms "buy” and "sell” to
indicate the transfer of license rights to use Linden Dollars. Use
and regulation of LindeX is at Linden Lab's sole discretion.

The Service currently includes a component called "Currency Exchange” or
“LindeX," which refers to an aspect of the Service through which Linden
Lab administers transactions among users for the purchase and sale of the
licensed right to use Currency. Notwithstanding any other language or
context to the contrary, as used in this Agreement and throughout the
Service in the context of Currency transfer: (a) the term "sell” means "to
transfer for consideration to another user the licensed right to use
Currency in accordance with the Terms of Service,” (b) the term "buy”
means "to receive for cansideration from another user the licensed right to
use Currency in accordance with the Terms of Service," (¢) the terms
"huyer," "seller”, "sale" and "purchase" and similar terms have
corresponding meanings to the root terms "buy” and "sell,” (d) "sell order"
and similar terms mean a request from a user to Linden Lab to list
Currency for sale on the Currency Exchange at a requested sale price, and
(e) "buy order” and similar terms mean a request from a user for Linden
Lab to match open sale listings with a requested purchase price and

http://secondlife.com/corporate/tos.php 7/2/2007
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facilitate completion of the sale of Currency.

You agree and acknowledge that Linden Lab may deny any sell order or
buy order individually or with respect to general volume or price
limitations set by Linden Lab for any reason. Linden Lab may limit sellers
or buyers to any group of users at any time. Linden Lab may halt,
suspend, discontinue, or reverse any Currency Exchange transaction
{whether proposed, pending or past) in cases of actual or suspected fraud,
violations of other laws or regulations, or deliberate disruptions to or
interference with the Service.

1.6 Second Life is subject to scheduled and unscheduled service
interruptions. All aspects of the Service are subject to change or
elimination at Linden Lab's sole discretion.

Linden Lab reserves the right to interrupt the Service with or without prior
notice for any reason or no reason. You agree that Linden Lab will not be
liabie for any interruption of the Service, delay or failure to perform, and
you understand that except as otherwise specifically provided in Linden
Lab's billing policies posted at http://secondlife.com/corporate/billing.php,
you shall not be entitled to any refunds of fees for interruption of service
or failure to perform. Linden Lab has the right at any time for any reason
or no reason to change and/or eliminate any aspect(s) of the Service as it
sees fit in its sole discretion.

1.7 In the event you choose to use paid aspects of the Service, you
agree to the posted pricing and billing policies on the Websites.

Certain aspects of the Service are provided for a fee or other charge.
These fees and charges are described on the Websites, and in the event
you elect to use paid aspects of the Service, you agree to the pricing,
payment and billing policies applicable to such fees and charges, posted or
finked at http://secondlife.com/corporate/billing.php. Linden Lab may add
new services for additional fees and charges, or proactively amend fees
and charges for existing services, at any time in its sole discretion.

ACCOUNT REGISTRATION AND REQUIREMENTS

2.1 You must establish an account to use Second Life, using true
and accurate registration information.

You must establish an account with Linden Lab (your "Account") to use the
Service, except for those portions of the Websites to which Linden Lab
allows access without registration. You agree to provide true, accurate,
current and complete information about yourself as prompted by the
registration form ("Registration Data") and maintain and promptly update
the Registration Data to keep it true, accurate, current and complete. You
may establish an Account with Registration Data provided to Linden Lab by
a third party through the use of an API, in which case you may have a
separate, additional account relationship with such third party. You
authorize Linden Lab, directly or through third parties, to make any
inquiries we consider necessary to validate your Registration Data. Linden
Lab reserves all rights to vigorously pursue legal action against all persons
who misrepresent personal information or are otherwise untruthful about
their identity, and to suspend or cancel Accounts registered with
inaccurate or incomplete information. Notwithstanding the foregoing, you
acknowledge that Linden Lab cannot guarantee the accuracy of any
information submitted by any user of the Service, nor any identity
information about any user.

2.2 You must be 13 years of age or older to access Second Life;
minors over the age of 13 are only permitted in a separate area,
which adults are generally prohibited from using. Linden Lab

http://secondlife.com/corporate/tos.php 7/2/2007
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unauthorized access to the Service.

You must be at least 13 years of age to participate in the Service. Users
under the age of 18 are prohibited from accessing the Service other than
in the area designated by Linden Lab for use by users from 13 through 17
years of age (the "Teen Area"). Users age 18 and older are prohibited
from accessing the Teen Area. Any user age 18 and older who gains
unauthorized access to the Teen Area is in breach of this Agreement and
may face immediate termination of any or all Accounts held by such user
for any area of the Service. If you reside in a jurisdiction where the age of
majority is greater than 18 years old, you are prohibited from accessing
the Service until you have reached such age of majority.

By accepting this agreement in connection with an Account outside the
Teen Area, you represent that you are an adult 18 years of age or older.
By accepting this agreement in connection with an Account for use in the
Teen Area, you represent that (i) you are at least 13 years of age and less
than 18 years of age; (ii) you have read and accept this Agreement; (iii)
your parent or legal guardian has consented to you having an Account for
use of the Teen Area and participating in the Service, and to providing
your personal information for your Account; and (iv) your parent or legal
guardian has read and accepted this Agreement.

Linden Lab cannot absolutely control whether minors gain access to the
Service other than the Teen Area, and makes no representation that users
outside the Teen Area are not minors. Linden Lab cannot absolutely
control whether adults gain access to the Teen Area of the Service, and
makes no representation that users inside the Teen Area are not adults.
Adult employees, contractors and partners of Linden Lab regularly conduct
their work in the Teen Area. Linden Lab cannot ensure that other users or
any non-employee of Linden Lab will not provide Content or access to
Content that parents or guardians may find inappropriate or that any user
may find objectionable.

2.2 You need o use an account name in Second Life which is not
misleading, offensive or infringing. You must select and keep
secure your account password.

You must choose an account name to identify yourself to Linden Lab staff
{your "Account Name"), which will also serve as the name for the
graphical representation of your body in the Service (such representation,
an "Avatar”). You may not select as your Account Name the name of
another person to the extent that could cause deception or confusion; a
name which viclates any trademark right, copyright, or other proprietary
right; a name which may mislead other users to believe you to be an
employee of Linden Lab; or a name which Linden Lab deems in its
discretion to be vulgar or otherwise offensive. Linden Lab reserves the
right to delete or change any Account Name for any reason or no reason.
You are fully responsible for all activities conducted through your Account
or under your Account Name.

At the time your Account is opened, you must select a password. You are
responsible for maintaining the confidentiality of your password and are
responsible for any harm resulting from your disclosure, or autharizing the
disclosure of, your password or from use by any person of your password
to gain access to your Account or Account Name. At no time should you
respond to an online request for a password other than in connection with
the log-on process to the Service, Your disclosure of your password to any
other person is entirely at your own risk.

2.4 Account registrations are limited per unigue person. Transfers
of accounts are generally not permitted.

tinden | ah mav reantire vou to suhmit an indicatinn of nniane identity in
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the account registration process; e.g. credit card or other payment
information, or SMS message code or other information requested by
Linden Lab. When an account is created, the information given for the
account must match the address, phone number, and/or other unique
identifier information associated with the identification method. You may
register multiple accounts per identification method only at Linden Lab's
sole discretion. A single account may be used by a single legal entity at
Linden Lab’s sole discretion and subject to Linden Lab's requirements,
Additional accounts beyond the first account per unique user may be
subject to fees upon account creation. You may not transfer your Account
to any third party without the prior written consent of Linden Lab;
notwithstanding the foregoing, Linden Lab will not unreasonably withhold
consent to the transfer of an Account in good standing by operation of
valid written will to a single natural person, provided that proper notice
and documentation are delivered as requested by Linden Lab.

2.5 You may cancel your account at any time; however, there are
no refunds for cancellation.

Accounts may be cancelled by you at any time. Upon your election to
cancel, your account will be cancelled within 24 hours, but if you have paid
for a period in advance you will be allowed to use the remaining time
according to these Terms of Service unless your account or this Agreement
is suspended or terminated based on our belief that you have violated this
Agreement. There will be no refunds for any unused time on a subscription
or any prepaid fees for any portion of the Service.

2.6 Linden Lab may suspend or terminate your account at any
time, without refund or obligation to you.

Linden Lab has the right at any time for any reason or no reason to
suspend or terminate your Account, terminate this Agreement, and/or
refuse any and all current or future use of the Service without notice or
liability to you. In the event that Linden Lab suspends or terminates your
Account or this Agreement, you understand and agree that you shall
receive no refund or exchange for any unused time on a subscription, any
license or subscription fees, any content or data associated with your
Account, or for anything else.

2.7 Accounts affiliated with delinquent accounts are subject to
remedial actions related to the delinquent account.

In the event an Account is suspended or terminated for your breach of this
Agreement or your payment delinquency (in each case as determined in
Linden Lab's sole discretion), Linden Lab may suspend or terminate the
Account associated with such breach and any or all other Accounts held by
you or your affiliates, and your breach shall be deemed to apply to all such
Accounts.

2.8 You are responsible for your own Internet access.

Linden Lab does not provide Internet access, and you are responsible for
all fees associated with your Internet connection.

LICENSE TERMS AND OTHER INTELLECTUAL PROPERTY TERMS

3.1 You have a nonexclusive, limited, revocable license to use
Second Life while you are in compliance with the terms of service.

Subject to the terms of this Agreement, Linden Lab grants to you a non-
exclusive, limited, fully revocable license to use the Linden Software and
the rest of the Service during the time you are in full compliance with the

B e —f Comrntimm Al Al ] Fmviam e s mrmm b b me & b ANT e ae oAb
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separate elements of the Service (i.e. elements that are not required to
use the Viewer or the Servers); these terms are available where such
separate elements are available for download from the Websites. Nothing
in this Agreement, or on Linden Lab's websites, shall be construed as
granting you any other rights or privileges of any kind with respect to the
Service or to any Content. You acknowledge that your participation in the
Service, including your creation or uploading of Content in the Service,
does not make you a Linden Lab employee and that you do not expect to
be, and will not be, compensated by Linden Lab for such activities.

3.2 You retain copyright and other intellectual property rights with
respect to Content you create in Second Life, to the extent that you
have such rights under applicable law. However, you must make
certain representations and warranties, and provide certain license
rights, forbearances and indemnification, to Linden Lab and to
other users of Second Life.

Users of the Service can create Content on Linden Lab's servers in various
forms. Linden Lab acknowledges and agrees that, subject to the terms and
conditions of this Agreement, you will retain any and all applicable
copyright and other inteliectual property rights with respect to any Content
you create using the Service, to the extent you have such rights under
applicable law.

Notwithstanding the foregoing, you understand and agree that by
submitting your Content to any area of the service, you automatically
grant (and you represent and warrant that you have the right to grant) to
Linden Lab: (@) a royalty-free, worldwide, fully paid-up, perpetual,
irrevacable, non-exclusive right and license to (i) use, reproduce and
distribute your Content within the Service as permitted by you through
your interactions on the Service, and (ii) use and reproduce (and to
authorize third parties to use and reproduce) any of your Content in any or
all media for marketing and/or promotional purposes in connection with
the Service, provided that in the event that your Content appears publicly
in material under the control of Linden Lab, and you provide written notice
to Linden Lab of your desire to discontinue the distribution of such Content
in such material {(with sufficient specificity to allow Linden Lab, in its sole
discretion, to identify the relevant Content and materials), Linden Lab will
make commercially reasonable efforts to cease its distribution of such
Content following the receipt of such notice, although Linden Lab cannot
provide any assurances regarding materials produced or distributed prior
to the receipt of such notice; (b) the perpetual and irrevocable right to
delete any or all of your Content from Linden Lab's servers and from the
Service, whether intentionally or unintentionally, and for any reason or no
reason, without any liability of any kind to you or any other party; and (c)
a royalty- free, fully paid-up, perpetual, irrevocable, non-exclusive right
and license to copy, analyze and use any of your Content as Linden Lab
may deem necessary or desirable for purposes of debugging, testing
and/or providing support services in connection with the Service. Further,
you agree to grant to Linden Lab a royalty-free, worldwide, fully paid-up,
perpetual, irrevocable, non-exclusive, sublicensable right and license to
exercise the copyright, publicity, and database rights you have in your
account information, including any data or other information generated by
your account activity, in any media now known or not currently known, in
accordance with our privacy policy as set forth below, including the
incorporation by reference of terms posted at
http://secondlife.com/corporate/privacy.php.

You also understand and agree that by submitting your Content to any
area of the Service, you automatically grant (or you warrant that the
owner of such Content has expressly granted) to Linden Lab and to all
other users of the Service a non-exclusive, worldwide, fully paid-up,
transferable, irrevocable, royalty-free and perpetual License, under any
and all patent rights you may have or obtain with respect to your Cantent,
to use your Content for all purposes within the Service. You further agree

¥
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users of the Service based on any allegations that any activities by either
of the foregoing within the Service infringe your {(or anyone else's) patent
rights.

You further understand and agree that: (i) you are solely responsible for
understanding all copyright, patent, trademark, trade secret and other
intellectual property or other laws that may apply to your Content
hereunder; (ii) you are solely responsible for, and Linden Lab will have no
liability in connection with, the legal consequences of any actions or
failures to act on your part while using the Service, including without
limitation any legal consequences relating to your intellectual property
rights; and (iii) Linden Lab's acknowledgement hereunder of your
intellectual property rights in your Content does not constitute a legal
opinion or legal advice, but is intended solely as an expression of Linden
Lah's intention not to require users of the Service to forego certain
intellectual property rights with respect to Content they create using the
Service, subject to the terms of this Agreement,

3.3 Linden Lab retains ownership of the account and related data,
regardless of intellectual property rights you may have in content
you create or otherwise own.

You agree that even though you may retain certain copyright or other
intellectual property rights with respect to Content you create while using
the Service, you do not own the account you use to access the Service,
nor do you own any data Linden Lab stores on Linden Lab servers
(including without limitation any data representing or embodying any or all
of your Content). Your intellectual property rights do not confer any rights
of access to the Service or any rights to data stored by or on behalf of
Linden Lab.

3.4 Linden Lab licenses its textures and environmental content to
you for your use in creating content in~world.

During any period in which your Account is active and in good standing,
Linden Lab gives you permission to create still and/or moving media, for
use only within the virtual world environment of the Service ("in-world"),
which use or include the "textures" and/or "environmental content™ that
are both (a) created or owned by Linden Lab and (b} displayed by Linden
Lab in-world.

CONDUCT BY USERS OF SECOND LIFE

4.1 You agree to abide by certain rules of conduct, including the
Community Standards and other rules prohibiting illegal and other
practices that Linden Lab deems harmful.

You agree to read and comply with the Community Standards posted on
the Websites, (for users 18 years of age and older, at
http://secondlife.com/corporate/cs.php; and for users of the Teen Area, at
http://teen.secondlife.com/footer/cs

In addition to abiding at all times by the Community Standards, you agree
that you shall not: (i) take any action or upload, post, e-mail or otherwise
transmit Content that infringes or violates any third party rights; (ii)
impersonate any person or entity without their consent, including, but not
limited to, a Linden Lab employee, or falsely state or otherwise
misrepresent your affiliation with a person or entity; (iil) take any action
or upload, post, e-mail or otherwise transmit Content that violates any law
or regulation; (iv) take any action or upload, post, e-mail or otherwise
transmit Content as determined by Linden Lab at its sole discretion that is
harmful, threatening, abusive, harassing, causes tort, defamatory, vulgar,
obscene, libelous, invasive of another's privacy, hateful, or racially,

http://secondlife.com/corporate/tos.php 7/2/2007
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e-mail or otherwise transmit Content that contains any viruses, Trojan
horses, worms, spyware, time bombs, cancelbots or other computer
programming routines that are intended to damage, detrimentally
interfere with, surreptitiously intercept or expropriate any system, data or
personal information; (vi) take any action or upload, post, email or
otherwise transmit any Content that would violate any right or duty under
any law or under contractual or fiduciary relationships (such as inside
information, proprietary and confidential information learned or disclosed
as part of employment relationships or under nondisclosure agreements);
(vii) upload, post, email or otherwise transmit any unsolicited or
unauthorized advertising, or promotional materials, that are in the nature
of "junk mail,” "spam,” "chain letters,” "pyramid schemes," or any other
form of solicitation that Linden Lab considers in its sole discretion to be of
such nature; (viii) interfere with or disrupt the Service or servers or
networks connected to the Service, or disobey any requirements,
procedures, policies or regulations of networks connected to the Service;
(ix) attempt to gain access to any other user's Account or password; or {x)
*stalk”, abuse or attempt to abuse, or otherwise harass another user. Any
violation by you of the terms of the foregoing sentence may result in
immediate and permanent suspension or cancellation of your Account. You
agree that Linden Lab may take whatever steps it deems necessary to
abridge, or prevent behavior of any sort on the Service in its sole
discretion, without notice to you.

4.2 You agree to use Second Life as provided, without
unauthorized software or other means of access or use. You will
not make unauthorized works from or conduct unauvthorized
distribution of the Linden Software.

Linden Lab has designed the Service to be experienced cnly as offered by
Linden Lab at the Websites or partner websites. Linden Lab is not
responsible for any aspect of the Service that is accessed or experienced
using software or other means that are not provided by Linden Lab. You
agree not to create or provide any server emulators or other software or
other means that provide access to or use of the Servers without the
express written authorization of Linden Lab. Notwithstanding the
foregoing, you may use and create software that provides access to the
Servers for substantially similar function (or subset thereof) as the Viewer;
provided that such software is not used for and does not enable any
violation of these Terms of Service. Linden Lab is not obligated to allow
access to the Servers by any software that is not provided by Linden Lab,
and you agree to cease using, creating, distributing or providing any such
software at the request of Linden Lab. You are prohibited from taking any
action that imposes an unreasonable or disproportionately large load on
Linden Lab's infrastructure.

You may not charge any third party for using the Linden Software to
access and/or use the Service, and you may not modify, adapt, reverse
engineer (except as otherwise permitted by applicable law), decompile or
attempt to discover the source code of the Linden Software, or create any
derivative works of the Linden Software or the Service, or otherwise use
the Linden Software except as expressly provided in this Agreement. You
may not copy or distribute any of the written materials associated with the
Service. Notwithstanding the foregoing, you may copy the Viewer that
Linden Lab provides to you, for backup purposes and may give copies of
the Viewer to others free of charge. Further, you may use and modify the
source code for the Viewer as permitted by any open source license
agreement under which Linden Lab distributes such Viewer source code.

4.3 You will comply with the processes of the Digital Millennium
Copyright Act regarding copyright infringement claims covered
under such Act.

Our policy is to respond to notices of alleged infringement that comply
with the Digital Millennium Copyright Act ("DMCA"). Copyright-infringing
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materials found within the world of Second Life can be identified and
removed via Linden Lab's DMCA compliance process listed at
http://secondlife.com/corporate/dmca.php, and you agree to comply with
such process in the event you are involved in any claim of copyright
infringement to which the DMCA may be applicable.

4.4 You will not use the marks of Linden Lab without authorization
from Linden Lab.

You are not permitted to use the marks "Second Life", "Linden Lab", the
eye-in-hand logo, or any other trade, service or other marks registered to
or owned by Linden Lab, except as explicitly authorized by Linden Lab and
in accordance with guidelines posted at
http://secondlife.com/community/fansites_regs.php.

RELEASES, DISCLAIMERS OF WARRANTY, LIMITATION OF
LIABILITY, AND INDEMNIFICATION

5.1 You release Linden Lab from your claims relating to other
users of Second Life. Linden Lab has the right but not the
obligation to resolve disputes between users of Second Life.

As a condition of access to the Service, you release Linden Lab (and
Linden Lab's shareholders, partners, affiliates, directors, officers,
subsidiaries, employees, agents, suppliers, licensees, distributors) from
claims, demands and damages (actual and consequential) of every kind
and nature, known and unknown, suspected and unsuspected, disclosed
and undisclosed, arising out of or in any way connected with any dispute
you have or claim to have with one or more users of the Service. You
further understand and agree that: (a) Linden Lab will have the right but
not the obligation to resolve disputes between users relating to the
Service, and Linden Lab's resolution of any particular dispute does not
create an obligation to resolve any other dispute; (b) to the extent Linden
Lab elects to resolve such disputes, it will do so in good faith based solely
on the general rules and standards of the Service and will not make
judgments regarding legal issues or claims; (¢} Linden Lab’s resolution of
such disputes will be final with respect to the virtual world of the Service
but will have no bearing on any real-world legal disputes in which users of
the Service may become involved; and (d) you hereby release Linden Lab
{and Linden Lab's shareholders, partners, affiliates, directors, officers,
subsidiaries, employees, agents, suppliers, licensees, distributors) from
claims, demands and damages (actual and consequential) of every kind
and nature, known and unknown, suspected and unsuspected, disclosed
and undisclosed, arising out of or in any way connected with Linden Lab's
resolution of disputes relating to the Service.

5.2 Other service or product providers may form contractual
relationships with you. Linden Lab is not a party to your
relationship with such other providers.

Subject to the terms of this Agreement, you may view or use the
environment simulated by the Servers through viewer software that is not
the Viewer provided by Linden Lab, and you may register for use of
Second Life through websites that are not Websites owned and operated
by Second Life. Linden Lab is not responsible for any software used with or
in connection with Second Life other than Linden Software developed by
Linden Lab. Linden Lab does not control and is not responsible for any
information you provide to parties other than Linden Lab. Linden Lab is not
a party to your agreement with any party that provides software, products
or services to you in connection with Second Life.

5.3 Ali data on Linden Lab's servers are subject to deletion,
alteration or transfer.
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When using the Service, you may accumulate Content, Currency, objects,
items, scripts, equipment, or other value or status indicators that reside as
data on Linden Lab’s servers., THESE DATA, AND ANY OTHER DATA,
ACCOUNT HISTORY AND ACCOUNT NAMES RESIDING ON LINDEN LAB'S
SERVERS, MAY BE DELETED, ALTERED, MOVED OR TRANSFERRED AT ANY
TIME FOR ANY REASON IN LINDEN LAB'S SOLE DISCRETION.

YOU ACKNOWLEDGE THAT, NOTWITHSTANDING ANY COPYRIGHT OR
OTHER RIGHTS YOU MAY HAVE WITH RESPECT TO ITEMS YOU CREATE
USING THE SERVICE, AND NOTWITHSTANDING ANY VALUE ATTRIBUTED
TO SUCH CONTENT OR OTHER DATA BY YOU OR ANY THIRD PARTY,
LINDEN LAB DOES NOT PROVIDE OR GUARANTEE, AND EXPRESSLY
DISCLAIMS (SUBJECT TO ANY UNDERLYING INTELLECTUAL PROPERTY
RIGHTS IN THE CONTENT), ANY VALUE, CASH OR OTHERWISE,
ATTRIBUTED TO ANY DATA RESIDING ON LINDEN LAB'S SERVERS.

YOU UNDERSTAND AND AGREE THAT LINDEN LAB HAS THE RIGHT, BUT
NOT THE OBLIGATION, TO REMOVE ANY CONTENT (INCLUDING YOUR
CONTENT) IN WHOLE OR IN PART AT ANY TIME FOR ANY REASON OR NO
REASON, WITH OR WITHOUT NOTICE AND WITH NO LIABILITY OF ANY
KIND.

5.4 Linden Lab provides the Service on an "as is" basis, without
express or implied warranties.

LINDEN LAB PROVIDES THE SERVICE, THE LINDEN SOFTWARE, YOUR
ACCOUNT AND ALL OTHER SERVICES STRICTLY ON AN "AS IS” BASIS,
PROVIDED AT YOUR OWN RISK, AND HEREBY EXPRESSLY DISCLAIMS ALL
WARRANTIES OR CONDITIONS OF ANY KIND, WRITTEN OR ORAL,
EXPRESS, IMPLIED OR STATUTORY, INCLUDING WITHQUT LIMITATION
ANY IMPLIED WARRANTY OF TITLE, NONINFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE

Without limiting the foregoing, Linden Lab does not ensure continuous,
error-free, secure or virus-free operation of the Service, the Linden
Software or your Account, and you understand that you shall not be
entitled to refunds for fees based on Linden Lab's failure to provide any of
the foregoing other than as explicitly provided in this Agreement. Some
jurisdictions do not allow the disclaimer of implied warranties, and to that
extent, the foregoing disclaimer may not apply to you.

5.5 Linden Lab's liability to you is expressly limited, to the extent
allowabie under applicable law.

IN NO EVENT SHALL LINDEN LAB OR ANY OF ITS SHAREHOLDERS,
PARTNERS, AFFILIATES, DIRECTORS, OFFICERS, SUBSIDIARIES,
EMPLOYEES, AGENTS, SUPPLIERS, LICENSEES OR DISTRIBUTORS BE
LIABLE TO YOU OR TO ANY THIRD PARTY FOR ANY SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES, INCLUDING
WITHOUT LIMITATION ANY DAMAGES FOR LOST PROFITS, ARISING
(WHETHER IN CONTRACT, TORT, STRICT LIABILITY OR OTHERWISE) OUT
OF OR IN CONNECTION WITH THE SERVICE (INCLUDING ITS
MODIFICATION OR TERMINATION), THE LINDEN SOFTWARE, YOUR
ACCOUNT (INCLUDING ITS TERMINATION OR SUSPENSION) OR THIS
AGREEMENT, WHETHER OR NOT LINDEN LAB MAY HAVE BEEN ADVISED
THAT ANY SUCH DAMAGES MIGHT OR COULD OCCUR AND
NOTWITHSTANDING THE FAILURE OF ESSENTIAL PURPOSE OF ANY
REMEDY. IN ADDITION, IN NO EVENT WILL LINDEN LAB'S CUMULATIVE
LIABILITY TO YOU FOR DIRECT DAMAGES OF ANY KIND OR NATURE
EXCEED FIFTY DOLLARS (U.S. $50.00). Some jurisdictions do not aliow
the foregoing limitations of liability, so to the extent that any such
limitation is impermissible, such limitation may not apply to you. You
agree that Linden Lab cannot be held responsible or liable for anything
that occurs or results from accessing or subscribing to the Service.
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5.6 You will indemnify Linden lab from claims arising from breach
of this Agreement by you, from your use of Second Life, from loss
of Content due to your actions, or from alleged infringement by
you.

At Linden Lab's request, you agree to defend, indemnify and hold harmiess
Linden Lab, its shareholders, partners, affiliates, directors, officers,
subsidiaries, employees, agents, suppliers, licensees, distributors, Content
Providers, and other users of the Service, from all damages, liabilities,
claims and expenses, including without limitation attorneys' fees and
costs, arising from any breach of this Agreement by you, or from your use
of the Service. You agree to defend, indemnify and hold harmless Linden
Lab, its shareholders, partners, affiliates, directors, officers, subsidiaries,
employees, agents, suppliers, licensees, and distributors, from all
damages, liabilities, claims and expenses, including without limitation
attorneys' fees and costs, arising from: (a) any action or inaction by you in
connection with the deletion, alteration, transfer or other loss of Content,
status or other data held in connection with your Account, and (b) any
claims by third parties that your activity or Content in the Service infringes
upon, violates or misappropriates any of their intellectual property or
proprietary rights.

PRIVACY POLICY

6.1 Linden Lab uses your personal information to operate and
improve Second Life, and will not give your personal information to
third parties except to operate, improve and protect the Service.

The personal information you provide to us during registration is used for
Linden Lab's internal purposes only. Linden Lab uses the information it
collects to learn what you like and to improve the Service, Linden Lab will
not give any of your personal information to any third party without your
express approval except: as reasonably necessary to fulfill your service
request, to third- party fulfiliment houses, customer support, billing and
credit verification services, and the like; to comply with tax and other
applicable law; as otherwise expressly permitted by this Agreement or as
otherwise authorized by you; to law enforcement or other appropriate
third parties in connection with criminal investigations and other
investigations of fraud; or as otherwise necessary to protect Linden Lab,
its agents and other users of the Service. Linden Lab does not guarantee
the security of any of your private transmissions against unauthorized or
untawful interception or access by third parties. Linden Lab can (and you
authorize Linden Lab to) disclose any information about you to private
entities, law enforcement agencies or government officials, as Linden Lab,
in its sole discretion, believes necessary or appropriate to investigate or
resolve possible problems or inquiries, or as otherwise required by Jaw. If
you request any technical support, you consent to Linden Lab's remote
accessing and review of the computer onto which you load Linden
Software for purposes of support and debugging. You agree that Linden
Lab may communicate with you via email and any similar technology for
any purpose relating to the Service, the Linden Software and any services
or software which may in the future be provided by Linden Lab or on
Linden Lab's behalf. You agree to read the disclosures and be bound by
the terms of the additional Privacy Policy information posted on our
website at http://secondlife.com/corporate/privacy.php.

6.2 Linden Lab may observe and record your interaction within the
Service, and may share aggregated and other general information
(not including your persona!l information) with third parties.

You acknowledge and agree that Linden Lab, in its sole discretion, may
track, record, observe or follow any and all of your interactions within the
Service. Linden Lab may share general, demographic, or aggregated
information with third parties about our user base and Service usage, but
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without your consent.
GENERAL PROVISIONS

The rights and obligations of the parties under this Agreement shall not be
governed by the U.N. Convention on Contracts for the International Sale of
Goods; rather such rights and obligations shall be governed by and
construed under the laws of the State of California, including its Uniform
Commercial Code, without reference to conflict of laws principles. The
Service is controlled and operated by Linden Lab from its offices within the
State of California, United States of America. Linden Lab makes no
representation that any aspect of the Service is appropriate or available
for use in jurisdictions outside of the United States. Those who choose to
access the Service from other locations are responsible for compliance
with applicable local laws. The Linden Software is subject to all applicable
export restrictions. You must comply with all export and import laws and
restrictions and regulations of any United States or foreign agency or
authority relating to the Linden Software and its use.

Any dispute or claim arising out of or in connection with this Agreement or
the performance, breach or termination thereof, shall be finally settled by
binding arbitration in San Francisco, California under the Rules of
Arbitration of the International Chamber of Commerce by three arbitrators
appointed in accordance with said rules. Judgment on the award rendered
by the arbitrators may be entered in any court having jurisdiction thereof.
Notwithstanding the foregoing, either party may apply to any court of
competent jurisdiction for injunctive relief or enforcement of this
arbitration provision without breach of this arbitration provision.

Linden Lab's failure to act with respect to a breach by you or others does
not waive Linden Lab's right to act with respect to that breach or
subsequent or similar breaches. No consent or waiver by Linden Lab under
this Agreement shall he deemed effective unless delivered in a writing
signed by a duly appointed officer of Linden Lab. All or any of Linden Lab's
rights and obligations under this Agreement may be assigned to a
subseqguent owner or operator of the Service in a merger, acquisition or
sale of all or substantially all of Linden Lab's assets. You may not assign or
transfer this Agreement or any or all of your rights hereunder without the
prior written consent of Linden Lab, and any attempt to do so is void.
Notwithstanding anything else in this Agreement, no default, delay or
failure to perform on the part of Linden Lab shall be considered a breach of
this Agreement if such default, delay or failure to perform is shown to be
due to causes beyond the reasonable control of Linden Lab.

This Agreement sets forth the entire understanding and agreement
between you and Linden Lab with respect to the subject matter hereof.
The section headings used herein, including descriptive summary
sentences at the start of each section, are for convenience only and shall
not affect the interpretation of this Agreement. If any provision of this
Agreement shall be heid by a court of competent jurisdiction to be
unlawful, void, or for any reason unenforceable, then in such jurisdiction
that provision shall be deemed severable from these terms and shall not
affect the validity and enforceability of the remaining provisions.

Linden Lab may give notice to you by means of a general notice on our
website at http://secondlife.com, electronic mail to your e-mail address on
our records for your Account, or by written communication sent by first
class mail, postage prepaid, or overnight courier to your address on record
for your Account. All notices given by vou or required under this
Agreement shall be faxed to: (415) 243-9045 Attn.: Customer
Service/TOS; mailed to us at Linden Lab, 1100 Sansome Street, San
Francisco, CA 94111, Attn: Customer Service/TOS.

downloads | system requirements | privacy | community standards | terms of service | dmca | trademark usage | grid status
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Preview the new PayPal Homepage

Sign Up | Log In | Help | Se

Welcome Send Money Reguest Money Merchant Services Auction Tools

Privacy Policy for PayPal Services

Country:Australia (in English)|Austria (auf Deutsche)|Belgium (in English)|Belgium (en
Francais)|Belgium (in het Nederlands)|Canada (in English)|European Union (in English)
|European Union - send only (in English)|France (en Francais)|Germany (auf Deutsch)|Italy (in
Italiano)|Netherlands (in English)|Netherlands (in het Nederlands)|Poland (in English)|Poland
(po_polsku)|Spain (en Espafiol)|Switzerland (auf Deutsch)|United States (in English)|Other
Countries (in English) |Other Countries (HZ&E)

This Privacy Policy applies to the United States. To view the Privacy Policy for a different
country or region, please click the appropriate link above.

This policy describes the ways we collect, store, use and protect your personal information.
You accepted this policy when you signed up for our Service. We may amend this policy at
any time by posting a revised version on our website. The revised version will be effective
at the time we post it. In addition, if the revised version includes a substantial change, we
will provide you with 30 days’ prior notice by posting notice of the change on the “Policy
Updates” page of our website. We last modified this Policy on June 7, 2007

How we collect information about you

How we use cookies

How we protect and store personal information

How we use the personal information we collect

How we share personal information with other PayPal users

How we share personal information with other parties

How you can restrict PayPal from sharing your personal information
How vou can access or change your personal information

How you can contact us about privacy guestions

WOENQUTAWN

How we collect information about you

When you visit the PayPal website, we collect your IP address and standard web log EXHIBIT
information, such as your browser type and the pages you accessed on our website. l

If you open an account, we collect the following types of information from you:
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e Contact information - your name, address, phone, email, Skype ID and other similar
information.

e Financial information - the bank account numbers and credit card numbers that you
link to your PayPal account.

Before permitting you to use our Service, we may require you to provide additional
information we can use to verify your identity or address or manage risk, such as your date
of birth, social security number or other information. We may also obtain information about
you from third parties such as credit bureaus and identity verification services.

When you are using our Service, we collect information about your account transactions
and we may collect information about your computer or other access device for fraud
prevention purposes.

Finally, we may collect additional information from or about you in other ways not
specifically described here. For example, we may collect information related to your contact
with our customer support team or store results when you respond to a survey.

How we use cookies

When you access our website, we, or companies we hire to track how our website is used,
may place small data files called “cookies” on your computer.

We send a "session cookie" to your computer when you log in to your account. This type of
cookie helps us to recognize you if you visit multiple pages on our site during the same
session, so that we don't need to ask you for your password on each page. Once you log
out or close your browser, this cookie expires and no longer has any effect.

We also use longer-lasting cookies to display your e-mail address on our sign-in form, so
that you don't need to retype the e-mail address each time you log in to your account.

We encode our cookies so that only we can interpret the information stored in them. You
are free to decline our cookies if your browser permits, but doing so may interfere with
your use of our website.

How we protect and store personal information

Throughout this policy, we use the term “personal information” to describe information that
can be associated with a specific person and can be used to identify that person. We do not
consider personal information to include information that has been anonymized so that it
does not identify a specific user.

We store and process your personal information on our computers in the US, and we
protect it by maintaining physical, electronic and procedural safeguards in compliance with
applicable US federal and state regulations. We use computer safeguards such as firewalls
and data encryption, we enforce physical access controls to our buildings and files, and we
authorize access to personal information only for those employees who require it to fulfill
their job responsibilities.

How we use the personal information we collect

Our primary purpose in collecting personal information is to provide you with a safe,
smooth, efficient, and customized experience. We may use your personal information to:

e provide the services and customer support you request;
e process transactions and send notices about your transactions
e resolve disputes, collect fees, and troubleshoot problems;
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e prevent potentially prohibited or illegal activities, and enforce our User Agreement;

e customize, measure, and improve our services and the content and layout of our
website;

e send you targeted marketing, service update notices, and promotional offers based
on your communication preferences;

e compare information for accuracy and verify it with third parties.

How we share personal information with other PayPal users

To process your payments, we need to share some of your personal information with the
person or company that you are paying or is paying you. Your contact information, date of
sign-up, the number of payments you have received from verified PayPal customers, and
whether you have verified control of a bank account are displayed to other PayPal
customers who you transact with through PayPal.

If you are buying goods or services and pay through PayPal, we may provide the seller with
the shipping address for the goods and your confirmed credit card billing address to
complete your transaction with the seller. The seller is not allowed to use this information
to market their services to you unless you have agreed to it.

We work with merchants to enable them to accept payments from you using PayPal. In
doing so, a merchant may share information about you with us, such as your email
address, when you attempt to pay that merchant. We use this information to confirm to
that merchant that you are a PayPal customer and that the merchant should enable PayPal
as a form of payment for your purchase.

Regardless, we will not disclose your credit card number or bank account number to
anyone you have paid or who has paid you through PayPal, except with your express
permission or if we are required to do so to comply with a subpoena or other legal process.

How we share personal information with other parties

We may share your personal information with:

e Members of our corporate family (these are companies owned by our parent, eBay
Inc., such as Shopping.com or Skype) to help detect and prevent potentially illegal
acts, provide joint services and for other business purposes. However, these
corporate affiliates will not use this information to market their services to you unless
you have approved it.

e Service providers under contract who help with parts of our business operations;
(fraud prevention, bill collection, marketing, technology services). Our contracts
dictate that these service providers only use your information in connection with the
services they perform for us and not for their own benefit.

e Financial institutions that we partner with to jointly create and offer a product such
as the PayPal Plus credit card where we share information with GE Money Bank to
determine whether you should receive pre-approved offers for the PayPal Plus credit
card. These financial institutions may only use this information to market PayPal-
related products, unless you have given consent for other tises.

e Credit bureaus to report outstanding negative balance accounts, as allowed by law.

e Companies that we plan to merge with or be acquired by. (Should such a
combination occur, we will require that the new combined entity follow this privacy
policy with respect to your personal information. If your personal information could
be used contrary to this policy, you will receive prior notice.)

o Law enforcement, government officials, or other third parties when

o we are compelled to do so by a subpoena, court order or similar legal
procedure
o we need to do so to comply with faw
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o we believe in good faith that the disclosure of personal information is
necessary to prevent physical harm or financial loss, to report suspected illegal
activity, or to investigate violations of our User Agreement.

e Other third parties with your consent or direction to do so.

PayPal will not sell or rent any of your personal information to third parties in the normal
course of doing business and only shares your personal information with third parties as
described in this policy.

How you can restrict PayPal from sharing your personal information

Federal and state laws allow you to restrict the sharing of your personal information in
certain instances. However, these laws also state that you cannot restrict other types of
sharing. Because we have chosen to refrain from certain types of data sharing, the only
type of sharing of your personal information that you may restrict is as follows:

If you do not want PayPal to share your personal information with other financial
institutions for the purpose of marketing our jointly offered products to you, please log in
to your account and uncheck the box in the Information Sharing section of the Notifications
and Information Sharing page. This page can be accessed by going to the Profile subtab
under the My Account tab.

You can also control how we use your contact information to market our services to you in
the notifications preferences.

How you can access or change your personal information

You can review your personal information and make any necessary changes, at any time by
logging in to your account and changing your preferences in the Profile page of the "My
Account” tab.

How you can contact us about privacy questions

If you have questions or concerns regarding this policy, you should contact us by using this
form or writing to us at PayPal, Attn: Privacy Department, P.O. Box 45950, Omaha, NE
68145-0950. PayPal maintains offices at 2211 N. First Street, San Jose, CA

PayPal is a TRUSTe licensee. If our response to your privacy concern is unsatisfactory, then
you should contact TRUSTe by completing the form located at:
http://www.truste.org/consumers/watchdog_complaint.php. TRUSTe will serve as a liaison
to PayPal to resolve your concerns regarding our privacy practices. Please note that
TRUSTe will not intervene for any other type of issue with your account.

About | Accounts | Fees | Privacy | Security Center | Contact Us | Legal Agreements | Developers | Jobs |
Mobile | Plus Card | Referrals | Shops | Mass Pay

Copyright © 1999-2007 PayPal. All rights reserved.
Information about FDIC pass-through insurance
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