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UNITED STATESDISTRICT COURT
FOR THE MIDDLE DISTRICT OF FLORIDA
TAMPA DIVISION

DISH NETWORK L.L.C., a Colorado )
Limited Liability Company, )
ECHOSTAR TECHNOLOGIES L.L.C,, )
a Texas Limited Liability Company, and )

NAGRASTAR L.L.C., a Colorado )
Limited Liability Company, )
)
Aaintiffs, )
) CaséNo.:8:11-cv-2138-T-24 GW
V. )
)
HECTOR MERCADO d/b/a )

HEC'S COMPUTER WHAREHOUSE )
www.hecspc.comvww.ftaddummies.com)
andwww.fta4ddummies.net )

)
Defendant. )
)

FINAL JUDGMENT AND PERMANENT INJUNCTION

l. NATURE OF THE CASE

1. The Plaintiffs brought this action against thédddant Hector Mercadereinafter
"Defendant”) for his sales and/or distrilmrts of DISH Netwadk piracy devices and
services which enabled his purchasers to reaieeypted, copyrighted, subscription-
based DISH Network sat@# television programmingithout authorization and without
payment to DISH Network.

2. Defendant was properly served with a copthe Summons and Piiffs' Complaint, but
Defendant failed to file an answer, resgeagleading, or otherwise defend himself from

the lawsuit within the time allowed. Plaintiffsibmitted evidence that Defendant is not an
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3.

infant, not an incompetent person, and not on active duty in the military or otherwise

exempted under the Service Members' Civil Relief Act.

As a result of Defendant's failure to answeriitiffs' Complaint or otherwise appear in this

action at all, the Court acces true the following well plead allegations in Plaintiffs'

Complaint:

a. DISH Network is a multi-channel videoguider that delivers video, audio, and data
services via a direct broadcast satellite system to more than 14 million subscribers.
DISH Network uses high-powered satellitedbroadcast, among other things, movies,
sports and general entertainment servicemtsumers who have been authorized to
receive such services after payment afilassription fee, or ithe case of a pay-per-
view movie or event the purchase price.

b. DISH Network contracts for and purchasles distribution righg for most of the
programming broadcast on the DISH Networatfarm from providers such as network
affiliates, pay and specialty broadcasters, cable networks, motion picture distributors,
sports leagues, and other tis of programming right3he works broadcast on the
DISH Network platform are copyrighteBISH Network has the authority of the
copyright holders to protethhese works from unauthiped reception and viewing.

c. DISH Network programming is digitized, mpressed, and scrambled prior to being
transmitted to multiple satellites locatedgeo-synchronous orbit above Earth. The
satellites then relay the encrypted sigreatkbbdown to Earth where it can be received
by DISH Network subscribers that have the necessary equipment.

d. The EchoStar Technologies receiver processes an incoming DISH Network satellite

signal by locating an encrypted parttioé transmission known as the entitlement



control message and forwards that mgeda the smart card. Provided that the
subscriber is tuned to aamnel he is authorized weatch, the smart card uses its
decryption keys to unlock the message, undagea control word. The control word is
then transmitted back to the receiver idearto decrypt the DISH Network satellite
signal. Each receiver and smart card Sgased a unique serial number which is used
by DISH Network when activating the equipnt, and to ensure the equipment only
decrypts programming that the customer iharted to receive gzart of his or her
subscription package and pay-per-view purchases.

. Prior to June of 2009 theexisted a method of unautlwed interception of DISH
Networks signals whereby certain FreeAio("FTA") satellite receivers were
programmed ("modified") with certain Bware, modified FTA card hack piracy
software. Once programmed the modifiedNHEceivers were capable of decrypting
DISH Networks encrypted, copyrightesljbscription-based, t&dlite television
programmingwithout authorization, thus allowirfgr the unauthorized receipt of the
signals and without payemt to DISH Network.

There exists a method of unauthorized iception of DISH Networks signals whereby
Internet Enabled Free FTA satellite recesvare programmed ("mdaid") with certain
software, modified FTA/IKS$iracy software. Once prograned the modified internet-
enabled FTA receivers utilize the Internetriake connections with certain computer
servers which provide internet key sharind<Kg") television services that deliver the
computer software and decryption codesdaed to decrypt DISH Network television
programming without authority, thus ang for the unauthorized receipt of the

signals and without payemt to DISH Network.



g. The internet key sharing ("IKS") telesion services can mrchased through
subscription services whereby subscritem obtain Internet access to a computer
server which theprovides the computer softwaaed decryption codes needed to
decrypt DISH Network television programmingthout authority to modified internet-
enabled FTA receivers, thus allowing foe thnauthorized receipt of the signals and
without payment to DISH Network.
h. The Defendant sold and/orstlibuted DISH Network piracglevices and services by:
i. Selling and/or distributing FTA receiveradlinternet enabled FTA receivers while
directing purchasers to Wwsites, including his own visites where the modified
FTA card hack piracy software and tmedified FTA/IKS piracy software was
available to modify the receivers;

il. Selling and/or distributing FTA receivetisat had already been programmed
(“modified) with modified FTA card hack piracy software;

iii. Selling and/or distributing modifieBTA card hack piracy software by
programming it into and thus modifyiram internet-enabled FTA receiver; and

iv. Selling and/or distributing service through paid subsdiigns to a private server
providing internet key sharinglKS") television services.

4. Based upon the Defendant’s sales and/or Higion and/or modificon of DISH piracy
devices the Defendant is liable for five {golations of the Communications Act, 47
U.S.C. 8§ 605 (e)(4) and he has violated Florida Unauthorized Reception of

Communication Services Stae, Florida Statute § 812.15.



. Based upon the Defendant’s sales and/siridution and DISHpiracy devices the

Defendant is liable for four (4) violatiord the Digital Millennium Copyright Act
("D.M.C.A."), 17 U.S.C. § 1201(a)(2).

Pursuant 47 U.S.C. § 605(e)(3)(C)(i)(Il), Blaintiffs are seekin§50,000 as & minimum
statutory damage for the Defemtia five (5) violations othe Communications Act, 47
U.S.C. 8 605 (e)(4). Pursuantto 17 U.$Q203(c)(3)(A), the Platiffs are seeking $800
as the minimum statutory damage for the Ddémnt’s four (4) violations of 17 U.S.C. §

1201(a)(2).

. The Plaintiffs have established that they emtitled to injunctie relief pursuant to

provisions of 47 U.S.C. 8 605(e)(3)(B)(i) andiof U.S.C. § 1203(b)(Bnd/or the Florida
Unauthorized Reception of Communicati®ervices Statute, Florida Statute

8812.15(10)(b)(1) and/or FederallRwf Civil Procedure 65.

. The Plaintiffs have agreed to dismiss their ottaises of action and/or claims as set forth

in the Complaint with prejudice so that a final judgment can enter in this case.

FINAL JUDGMENT & PERMANENT INJUNCTION

Upon default of the Defendant, the Cotdying reviewed the record, evidence, and

applicable law in this matter, here®RDERS andADJUDGES as follows:

1. Defendant, and Defendant’'s employees, agesysesentatives, attorneys, and all persons

acting or claiming to act on Defendant’s belmlfinder Defendant’s direction or authority,
and all persons acting in concert operticipation with Defendant, are hereby
PERMANENTLY ENJOINED from:

a. manufacturing, offery to the public, providing, or otheise trafficking in any pirate



tools, software, receivers, or any other device, componeparbthereof that:

i. is primarily designed or producetbr the purpose of circumventing DISH
Network’s security system or any othiechnological measure adopted by DISH
Network that controls access to, copying,distribution of opyrighted works on
the DISH platform;

ii. has only a limited commercially significaptirpose or use other than to circumvent
DISH Network’s security system or amgher technologicaimeasure adopted by
DISH Network that controls access togpying, or distribution of copyrighted
works on the DISH platform;

ii. is marketed for use in circumventing DIS¥etwork’s security system or any other
technological measure adopted by DISH Ne#athat controls access to copying or
distribution of copyrighted wiks on the DISH platform;

b. manufacturing, assembling, modifying, $li or distributing piree tools, software,
receivers, or any other device knowing owihg reason to know that such device is
primarily of assistance in the unauttmmil decryption of direct-to-home satellite
services;

c. receiving or assisting others in redayy without authorizabn, or otherwise
intercepting or procuring bers to intercept, DISH’s satellite transmissions of
television programming;

d. operating the websites www.hecggmm or www.ftaddummies.com or
www.HECSpc.com or any other website imanner which would violate the terms of
the injunction.

2. The Permanent Injunctidakes effect immediately.



3. Plaintiffs’ other causes attion and claims as set foiin the Complaint are hereby
dismissed with prejudice.

4. The Court further ordedBJDGMENT for the Plaintiffs on their claims under the
Communications Act, 47 U.S.C. 8§ 605 (9)@#he Digital Millennium Copyright Act
("D.M.C.A."), 17 U.S.C. § 1201(a)(2) and the Florida Unauthorized Reception of
Communication Services&tite, F.S.A. § 812.15.

5. Pursuant 47 U.S.C. § 608@(C)(i)(I), the Plaintiffs are aarded $50,000 abe minimum
statutory damage for the Defemtia five (5) violations othe Communications Act, 47
U.S.C. § 605 (e)(4). Pursuantto 17 U.§A203(c)(3)(A), the Plaintiffs are awarded
$800 as the minimum statutory damage for thiebaant’s four (4) violations of 17 U.S.C.
§ 1201(a)(2).

6. The Plaintiffs are also awarded Caxt$440.00 pursuant to 47 81C. 8 605(¥3)(B)(iii)
and/or 17 U.S.C. 8§ 1203(b)(4) andFdorida Statute § 812.15 (10)(b)(4).

7. Post-judgment intereshall accrue on the judgment pursuant to 28 U.S.C. 8§ 1961

8. This judgment is final.

DONE AND ORDERED this 27" day of June, 2012.

SUSAN C. BUCKLEW
United States District Judge

Copies to:
All Parties & Counsel of Record



