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I, Andrew Cromarty, hereby declare as follows: 
 
 

A. Introduction and Background 

1. I have been retained by Defendants Hotfile Corp.  (“Hotfile”) and Anton Titov 

(collectively, “Defendants”) as an expert, opining on technical and business questions bearing on 

alleged secondary infringement of Plaintiffs’ copyrights by Hotfile Corp. and Anton Titov as 

asserted by Plaintiffs in their Complaint. My expertise extends to these areas of the alleged 

copyright infringement by virtue of, at minimum, my extensive training in computer science and 

commercial experience as set forth below. I will not offer opinions of law, as I am not an 

attorney.  

2. I have been engaged by Defendants through Distributed Systems Technology LLC, a 

company of which I am an owner, through Berg Software Designs. Berg Software Designs bills 

$600 per hour for my time working on this matter plus reasonable expenses, of which I receive a 

lesser indeterminate amount computed after business operations expenses of Berg Software 

Designs and Distributed Systems Technology LLC.  My compensation is in no way related to the 

outcome of this litigation. 

3. A list of the materials I considered is attached as Appendix A. My curriculum vitae and a 

full list of publications is attached as Appendix B. Attached hereto in Appendix C as Exhibit R is 

a true and correct copy of my November 18, 2011 expert report (“Cromarty Expert Report”) 

including the exhibits to that expert report that, I understand by mutual agreement among 

counsel, were produced to Plaintiffs’ counsel on November 20, 2011. I hereby affirm, under 

penalty of perjury, that the statements in that report were true and correct. Other documents or 

information cited or relied upon appear in Appendix D as Exhibit X. 
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4. In formulating my opinion, I have relied on the Court’s orders of which I am aware, and 

other applicable information pertaining to this matter. A summary of that understanding as of the 

time of issuance of my Expert Report appears in Exhibit R. 

5. I have not testified at trial in the previous ten years. I have testified as an expert witness 

in depositions on four dates in 2011. 

6. If called as a witness at trial, I would testify as to the statements and opinions contained 

in this declaration.   

7. I provide in this declaration a description of the Defendants' system and methods. I 

understand that Hotfile operates the website www.hotfile.com. Basic operations of Internet and 

the World Wide Web and the systems and methods used by Hotfile and/or visitors to 

www.hotfile.com are described infra with extensive additional tutorial detail in Appendix H of 

Exhibit R. Major sections of this declaration are as follows: Introduction and Background; 

Qualifications; Overview of Opinions; History: A Half-Century of File Sharing; Summary of 

www.Hotfile.com Operations, Pricing and Consumer Use; Expert Analyses, Findings and 

Opinions. 
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B. nualifications 

UK f h~ve received ~c~demic honorsI ~w~rdsI ~ppointmentsI ~nd recognition ~nd held senior 

technic~l ~nd executive positions ~s noted in the ~ccomp~nying `s ~nd bxpert oeportK Cromarty 

bxpert oeport at Qff. and bxhibit B. auring my profession~l c~reer f h~ve held senior technic~l 

positions ~t sever~l corpor~tionsI including the highest m~n~gementJ~w~rded corpor~te scientist 

hiring r~nk positions ~t Adv~nced aecision pystemsI aigit~l bquipment `orpor~tionI ~nd 

`omp~q `omputer `orpor~tionI for ~ combined tot~l of ~pproxim~tely ~ dec~deK jy relev~nt 

technic~l experience ~lso includes m~them~tic~l ~n~lysisI softw~re developmentI technique 

developmentI scientific investig~tionI ~nd public~tion in technic~l ~re~s th~t ~rise the present 

m~tterK 

VK f h~ve held numerous senior corpor~te executive ~nd technic~l m~n~gement positions 

during my c~reerI including `hief qechnology lfficer E`qlF ~nd `hief fnform~tion lfficer 

E`flF of rnion pqu~re AdvisorsI ~ p~n cr~ncisco technology mergers C ~cquisition investment 

b~nkX `fl ~nd `ql of aAu polutionsI fncKI ~ prim~ry provider of fnternetJb~sed digit~l ~sset 

services to the eollywood qs ~nd movie industryI with intern~tion~l oper~tionsX `ql of poftket 

pystemsI fncKI ~ billionJdoll~r kApaAnJtr~ded fnternet services ~nd telecommunic~tions 

comp~nyX `h~irm~n of the _o~rd of creewire ketworksI fncKI ~ wireless bro~db~nd serviceI 

contentI ~nd eJcommerce businessX `ql of fpm `h~nnelI then the thirdJl~rgest c~ble fnternet 

provider in the rnited pt~tesX `ql of Aerzone `orpKI ~ ANMM million wireless bro~db~nd service 

joint ventureX ~nd _o~rd of airectors member of ~ddition~l firms including fntelligent 

`ommunic~tions fncKI ~n intern~tion~l s~tellite service providerI ~nd poftket senturesI ~ 
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corpor~te venture investment fundK mresently f ~m ~ m~rtner ~t jinerv~ `onsultingI ~nd the 

mresident ~nd `bl of aistributed pystems qechnology ii`K 

NMK f e~rned ~ mhKaK in `omputer ~nd fnform~tion pcience from the rniversity of 

j~ss~chusetts ~t AmherstI ~w~rded in NVUUI writing my doctor~l dissert~tion on “mrogr~mming 

`onstructs  for  oe~lJqime  aistributed  hnowledgeJ_~sed  pystemsK”  thile  there  f  ~lso  wrote  ~  

second doctor~l dissert~tion on m~them~tic~l modeling ~nd computer simul~tion of br~in 

structure ~nd functionK f e~rned ~ j~ster of pcience in `omputer ~nd fnform~tion pcience from 

the rniversity of j~ss~chusetts ~t Amherst in NVUMK  f e~rned ~ _~chelor of Arts double degree 

in  _iology  ~nd  msychologyI  ~nd  simult~neously  ~  _~chelor  of  Arts  degree  in  jusicI  from  

tesley~n rniversity in NVTUK 

NNK pince obt~ining my mhKaKI f h~ve worked in numerous technic~l m~n~gement positions 

~nd overseen dozens of successful projects developing softw~reI h~rdw~reI ~nd servicesK f ~lso 

h~ve worked ~s ~ computing profession~l by developing softw~re ~nd te~ching progr~mming in 

over PM l~ngu~ges ~nd h~ve person~lly ~uthored on the order of one million lines of softw~re 

codeK 

NOK f ~m credited with ~ number of worldwide historic multimedi~I  fnternet ~nd technology 

firstsI including first to stre~m NIMMMIMMM live videos on the fnternet for ~n eventI world’s first 

demonstr~tion of g~v~Jb~sed distributed fnternet g~mesI world’s first live wireless webc~stsI 

world’s first stre~ming video live from ~n intern~tion~l film festiv~lI ~nd the first highJdefinition 

“setJtop box” networked screening product ~nd system for the movie industryK 

NPK jy specific relev~nt experience with networkingI internetworkingI ~nd multimedi~ 

content sh~ring or delivery over the fnternet is described in the ~ccomp~nying bxhibitsK 

Cromarty bxpert oeport at NMff. ft includes dec~des of rese~rchI development ~nd executive 
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corpor~te oversight over fnternet multimedi~ content deliveryI business model development ~nd 

~n~lysisI venture investmentI due diligence investig~tion of ~ wide r~nge of fnternet ~nd 

entert~inment businessesI ~nd the developmentI cur~torshipI ~nd monetiz~tion of intellectu~l 

propertyK jy business experience includes extensive development ~nd ev~lu~tion of newI 

~ltern~tiveI ~nd competitive business modelsK f h~ve ev~lu~ted well in excess of sixty investment 

~nd merger C ~cquisition opportunitiesI including their business oper~tions ~nd business modelsK  

NQK auring OMMRJOMMTI f w~s `qlL`fl of aAu polutions fncKI the film ~nd qs industryDs 

prim~ry provider of aigit~l Asset bxch~nge ~sset m~n~gement ~nd workflow services over the 

fnternet Esome det~ils of which m~y be subject to commerci~l nondisclosure oblig~tionsFK fn th~t 

c~p~city f overs~w technic~l development ~nd lineJm~n~ged the firm’s oper~tions ~nd field 

service te~msI providing digit~l d~ilies ~nd workflow services to m~ny of the l~rgest 

entert~inment firms in eollywood ~nd throughout much of the worldK jy specific 

responsibilities included m~n~ging the developmentI deploymentI ~nd oper~tion of aAuDs st~teJ

ofJtheJ~rt propriet~ry digit~l ~sset w~term~rkingLfingerprinting technology ~nd intellectu~l 

property ~nd ~ssoci~ted digit~l rights m~n~gement systems ~nd softw~reK At aAu we oper~ted 

the l~rgest known fnternetJb~sed system in the world for securely m~n~ging film ~nd qs 

industry digit~l ~ssetsI with over PIMMM industry ~ccountholdersK jy responsibilities ~lso 

included oversight ~nd m~n~gement of security for these copyrighted entert~inment ~ssetsI ~nd 

required working withI educ~tingI ~nd ~dvising m~ny of the l~rgest entert~inment firms in the 

world  ~s  to  security  technology ~nd  policy  for  their  own copyrighted  multimedi~  film ~nd  qs 

digit~l ~sset contentI much of which they entrusted me to hold ~nd m~n~ge for them on my 

servers in ios AngelesI in their own f~cilitiesI ~nd throughout the worldK 
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C. lverview of lpinions 

 

NRK konJf~ctu~l ~nd erroneous opinion on technic~l ~nd business m~tters h~s been presented 

~s if f~ct in the ml~intiffs’ jotion for pumm~ry gudgment E“ml~intiffs’ jpg”FI in my expert 

opinionK f ~m m~teri~lly in dis~greement with methodsI ~n~lysesI represent~tionsI conclusionsI 

~nd put~tive “f~cts” of ml~intiffs’ decl~r~nts in this m~tterK f believe methodologic~l errors ~nd 

bi~s in their ~n~lyses c~use them to re~ch incorrect conclusionsK f find in my ~n~lysis th~t their 

opinions ~nd ~sserted “f~cts” ~re in errorK  

NSK aefend~nts use ~ common business model employed by m~ny of the most respected 

ret~ilers ~nd service providers on ~nd off the fnternet—including the ml~intiffs’ own business 

p~rtners ~nd licensed fnternet distributor ch~nnelsK p~lient components of this business model 

include “~ffili~te m~rketing” rel~tionships ~nd tieredL“freemium” pricingK qhis business model is 

convention~lI ~nd not designed to induce ~ny form of improper customer beh~viorK o~therI it 

simply serves to encour~ge development of ~ business p~rtnering ecosystem th~t better re~ches ~ 

diverse intern~tion~l ~udience ~nd provides customer “upsell” incentives Eincre~sed purch~singFK 

NTK ft is my expert opinion th~t eotfileDs “premium” service is structured to ~llow customers 

to obt~in better service perform~nceK f find nothing in aefend~nts’ service offering th~t provides 

~ny incentive to m~ke illicit Evs. licitF use of the serviceK 

NUK mropriet~ry tr~deJsecret soJc~lled “digit~l fingerprinting” EacmF technology ~nd systemsI 

such ~s sobile’s or Audible j~gic’s productsI which ~re m~rketed ~nd sold to the entert~inment 

industry ~nd fnternet service comp~niesI purport to “identify infringement” but in f~ct simply 
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comp~re two files ~nd compute ~ numberI relying on secretive propriet~ry unpublished opinions 

or ide~s of the comp~ny’s product engineersK `ommerci~l ~ccept~nce  EiKeK vendor s~les revenueF 

for commerci~l “fingerprinting” products is irrelev~nt ~s to the products’ technic~l effectiveness 

or scientific reli~bilityK qhese vendors’ use of tr~de secret to obscure the b~sis in their products 

~nd services for computing ~lleged “infringements” thw~rts proper scientific confirm~tion—for 

ex~mple by impeding both scientific disprov~bility ~nd proper fulsome scientific thirdJp~rty 

independent peer review of their methodology—~nd is counter to est~blished requirements of 

scientific reli~bilityK  `l~ims ~s to the effectiveness of these “fingerprinting” or “infringement”J

determining products do not meet the st~nd~rds for either science or f~ctK 

NVK curtherI infringement is not ~ technic~l comput~tionK qhese commerci~l products 

necess~rily l~ck sufficient inform~tion to m~ke ~ leg~l determin~tion of infringementI le~ving 

unresolved ~nd unsettled subst~ntive technic~lI businessI ~nd leg~l questions ~s to identity of 

worksI rightsholder identityI license ~ssignmentI licensee rightsI nonJinfringement due to user 

rights est~blished in st~tute or c~se l~wI ~nd moreK puch techniques f~il to incorpor~te or 

consider the full r~nge of inform~tion essenti~l to proper infringement ~n~lysisI ~nd necess~rily 

l~ck ~ny technic~l me~ns to do soK qhey c~nnot ~nd do not “identify infringementK”  

OMK ft should be reg~rded ~s entirely unsurprising if aefend~nts did not m~ke ~n e~rly 

purch~se of enormously expensiveI unreli~bleI untest~bleI businessJirrelev~nt “digit~l 

fingerprinting” softw~re m~rketed tow~rds helping eollywood corpor~tions with their movies 

when aefend~nts were st~rting ~ comp~ny offering the very different service of consumer 

fnternet file stor~ge ~nd sh~ringK fncurring such ~n expense would not h~ve been r~tion~l 

beh~vior for technic~l ~nd business re~sonsI ~nd if erroneously considered during eotfile’s 

st~rtup periodI likely would h~ve been properly forbidden by eotfile’s investorsK 
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ONK cilen~mes ~nd other file met~d~t~ ~re ~ technic~lly in~ppropri~te ~nd nonJf~ctJb~sed 

me~ns of est~blishing infringementK qheir use for this purpose is technic~lly erroneous ~nd does 

not produce reli~ble f~cts ~s to infringementK 

OOK meerJtoJpeer E“mOm”F technologyI systems ~nd services differ profoundly ~nd m~teri~lly 

in essenti~l business ~nd technic~l ~spects from technologyI systems ~nd services of aefend~ntsK 

fn my expert opinionI mOm systems ~nd ~ny m~ttersI ~ctionsI or conclusions concerning them ~re 

not relev~nt to the present c~seK 

OPK jultiple t~kedown notices per “user” Ewebsite ~ccountF or per file ~re not inherently 

determin~tive or indic~tive of infringementK mroper common l~wful uses of ~ file sh~ring service 

by innocent users m~y trigger issu~nce of repe~ted erroneous t~kedown noticesK qhe st~ggeringly 

high percent~ge of f~lse t~kedown notices reported for fnternet file sh~ring sites like eotfile—~s 

m~ny ~s h~lf of tot~l notices—m~y be expl~ined in p~rt by rightsholders erroneously relying on 

nonJscientific ~nd technic~lly f~ulty “identific~tion” systems ~nd filen~me met~d~t~ criteri~I ~s 

well ~s issuer negligence or misbeh~viorK  

OQK `ounting file downlo~ds is ~ technic~lly specious ~nd bi~sed me~ns of ~ssessing potenti~l 

infringementsK qhere is not ~ oneJtoJone rel~tionship between computer files ~nd copyrighted 

worksI ~nd such ~ metric cre~tes ~ subst~ni~l ~nd m~teri~l bi~s th~t f~lsely incre~ses the ~pp~rent 

frequency of infringementsI in the c~se of movie content overst~ting the infringement r~te by 

perh~ps ~ f~ctor of tenK Assertions reg~rding infringement occurences b~sed on this metric ~re 

nonJscientificI technic~lly improperI ~nd le~d to f~lse “f~ctsK” 

ORK fn my opinionI the aefend~nts’ systems offer ~ specific subst~nti~l nonJinfringing use 

~nd benefit to norm~l l~wJ~biding fnternet usersI one occupying ~n import~nt m~rket niche 

neglected by most of aefend~nts’ business competitorsK qhere is ~ subst~nti~l legitim~te business 
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c~se for the existence ~nd m~rket success of ~ business such ~s th~t of the aefend~ntsK  Cromarty 

bxpert oeportI bxhibit o at NRQJNTP. AlsoI it would be in~ppropri~te to eotfile’s product mix 

~nd detriment~l to their business model ~nd to their users if eotfile were to implement ~ se~rch 

c~p~bility over links or filen~mesI ~s this would viol~te the priv~cy of those links ~nd drive ~w~y 

proper l~wful customers ~nd businessK 
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a. eistoryW A ealfJCentury of file pharing 

 

OSK cile sh~ring over computer networksI including the fnternet ~nd its precursor networksI 

~lre~dy w~s common ~nd wellJspecified more th~n forty ye~rs ~goK cile tr~nsfer protocolsI 

not~bly including tod~y’s cile qr~nsfer mrotocolI were developed just for this purposeK cor 

ex~mpleI in NVTN the fnternet specific~tion public~tion oc`NNQI “A cile qr~nsfer mrotocolI” 

det~iled m~ny of the benefits of remote content sh~ring using ~n “extended file tr~nsfer 

protocol”W  

 

fndirect  us~ge  … does  not  require  th~t  you  explicitly  log  into  ~  remote  system or  even  

know how to ?use? the remote systemK  An intermedi~te process m~kes most of the 

differences in comm~nds ~nd conventions invisible to youK  cor ex~mpleI you need only 

know ~ st~nd~rd set of network file tr~nsfer comm~nds for your loc~l system in order to 

utilize remote file systemK  qhis ~ssumes the existence of ~ network file tr~nsfer process 

~t  e~ch  host  cooper~ting  vi~  ~  common  protocolK  fndirect  use  is  not  limited  to  file  

tr~nsfersK  ft m~y include execution of progr~ms in remote hosts ~nd the tr~nsfer of core 

im~gesK   qhe  extended  file  tr~nsfer  protocol  would  f~cilit~te  the  exch~nge  of  progr~ms 

~nd d~t~ between computersI the use of stor~ge ~nd file h~ndling c~p~bilities of other 

computers Epossibly including the trillionJbit store d~t~ computerFI ~nd h~ve progr~ms in 

remote hosts oper~te on your input ~nd return ~n outputK       ocCNNQ at N. 
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OTK pubsequentlyI the modern fnternet cile qr~nsfer mrotocol w~s further specified in NVUMI 

published ~s oc`VRV “cile qr~nsfer mrotocol” in NVURI ~nd h~s continued in use through the 

present d~yK 

OUK fmport~ntlyI these file tr~nsfer methods were developed without the contempor~neous 

~bilityI or objectiveI of tr~nsferring modern copyrighted entert~inment or other multimedi~ filesK 

At the time these file sh~ring techniques were conceived ~nd developedI subst~nti~lly ~ll such 

content w~s in nonJdigit~l formK  

OVK cor ex~mpleI the nowJcommon “jmP” digit~l music form~t did not emerge until the l~te 

NVVM’sK And ~t the time the cile qr~nsfer mrotocol w~s specifiedI highJdefinition digit~l form~tsI 

`asI ~nd asas h~d not yet been invented ~nd brought to m~rketK 

PMK As networking developedI from its e~rliest d~ysI free fileJsh~ring services ~rose to 

provide the m~ny legitim~te ~nd needed benefits of file sh~ring to the networked communityK 

PNK cor ex~mpleI over ~ third of ~ century ~goI the pfjqbi Archive file sh~ring system w~s 

cre~ted ~nd m~de publicly ~v~il~ble to ~ll users on the AomAkbq EiKeKI the fnternetFI first ~t the 

j~ss~chusetts fnstitute of qechnology ~nd then moved to ~nd m~int~ined ~t the thite p~nds 

jissile _~seI ~ rKpK dovernment f~cilityI throughout most of the NVUM’sK qhe prim~ry use of the 

Archive w~s file sh~ring of free softw~re ~mong fnternet usersI under the rKpK dovernment’s de 

facto fin~nci~l ~nd ~dministr~tive sponsorshipK 

POK Another very widely used file sh~ring systemI “g~tekeeperKdecKcomI” w~s est~blished in 

the l~te NVUM’s ~s ~n fnternetJwide file sh~ring site est~blished by aigit~l bquipment 

`orpor~tionI the first computer comp~ny in the world to cre~te ~ corpor~te fnternet g~tew~yW 
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eistory 

qhe cqm ~rchive on g~tekeeperKdecKcomI l~ter to become 

g~tekeeperKrese~rchKcomp~qKcomI first went onJline in the l~te NVUMDsK … fn its heyd~yI 

g~tekeeper w~s ~ prominent fnternet cqm siteK gust ~bout ~ny public dom~in softw~re 

p~ck~ge you w~nted or needed could be found on g~tekeeperK lne of g~tekeepersD 

prim~ry functions w~s to give aigit~l softw~re developersI living on the ab`kbq b~sed 

intern~l corpor~te networkI ~ccess to public dom~in softw~re ~v~il~ble from the fnternetK 

Eqhe aigit~l intern~l ab`kbq hostI ab`mAWWI mounted the g~tekeeper cqm ~rchive vi~ 

kcpKF d~tekeeper w~s ~lso used by aigit~l product groups to provide softw~re upd~tes 

~nd p~tches to fnternet customersK     “that happened to gatekeeper.dec.com?” at N. 

 

PPK qhere were m~ny other such file sh~ring sites ~cross the fnternet throughout the p~st forty 

or more ye~rsK cile sh~ring sites ~re ~ historic~l commonpl~ceI ~nd ~ longJst~nding necessity for 

routine use of computer networksK 

PQK qod~y there is ~ vibr~nt m~rketpl~ce of firms offering ~ r~nge of file sh~ring services 

under ~ v~riety of different terms or business modelsK  

PRK An import~nt ch~r~cteristic of modern file sh~ring ~nd file stor~ge services is provision 

of ~ fungibleI ~pp~rently infiniteI ubiquitous store for one’s own digit~l d~t~K qhese services 

serve ~s ~ geogr~phic ~nd virtu~l extension of the n~tive file c~p~city ~v~il~ble in the user’s 

person~l computing environmentK 

PSK cor ex~mpleI Am~zonKcom rents file sp~ce to ~nyone with ~ credit c~rd ~t inexpensive 

r~tes in essenti~lly unlimited c~p~city through its pimple ptor~ge pervice E“pP”FK Am~zon pP 

implements ~ “freemium” pricing modelI th~t isI some file stor~ge services ~re offered freeI with 
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more services ~nd improved perform~nce ~v~il~ble if the customer p~ys for them  Ec~lled ~n 

“upsell”FK 

PTK aropboxI ~ firm th~t offers fnternet file stor~ge from one’s person~l computer or maA 

cell phone under ~ “freemium” modelI is b~cked by firstJtier venture c~pit~l investors including 

pequoi~ `~pit~lI dreylockI Accel m~rtnersI ~nd doldm~n p~chsK pecondMarket’s nP OMNN 

mrivate Company oeport  aropbox  w~s  recently  reported  by  _usinessfnsider  ~s  one  of  

pecondj~rket’s qop qen jostJt~tched ventureJb~cked firmsK j~rket ~n~lysis firms 

pecondj~rket ~nd `runchb~se describe aropbox ~s using file sh~ring to solve existing problems 

in fnternet em~ilI device interoper~bilityI ~nd mobile ~ccess to person~l d~t~W “aropbox w~s 

founded in OMMT by arew eouston ~nd Ar~sh cerdowsiK crustr~ted by working from multiple 

computersI arew w~s inspired to cre~te ~ service th~t would let people bring ~ll their files 

~nywhereI with no need to em~il ~round ~tt~chmentsK … duiding their decisions w~s ~ relentless 

focus  on  cr~fting  ~  simple  ~nd  reli~ble  experience  ~cross  every  computer  ~nd  phoneK”    

pecondMarket lverview of aropboxX Crunchbase lverview of aropbox.  

PUK `ommerci~l file sh~ring sites h~ve become the single most import~nt medium through 

which open source softw~re is distributed tod~yK cor ex~mpleI the wellJknown open source 

repository pourceforge presently cont~ins “softw~re in over OSMIMMM projects” serving “OKT 

million developers” ~nd “QS million consumersK”  qhis file sh~ring service speci~lizing in source 

code sh~ring is owned ~nd oper~ted by ~ kApaAnJtr~ded public corpor~tion with ~ m~rket 

c~pit~liz~tion well in excess of ANMMIMMMIMMMK About pourceforge. lther wellJknown open source 

file sh~ring services include i~unchp~d ~nd dithubK qhe use of such file sh~ring services for 

distribution of open source softw~re is well understood in the fq profession ~nd by expert 

pr~ctitioners ~s centr~l to the oper~tions ~nd essenti~l to the vi~bility of the open source softw~re 
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industryK 

PVK cile sh~ring services offer incre~sing v~lue to legitim~te users ~s multimedi~ technology 

~dv~ncesK cor ex~mpleI it is now common for cell phones such ~s ~ _l~ckberry or imhone to t~ke 

highJresolution photogr~phs ~nd shoot highJdefinition moviesK qhe resulting collection of digit~l 

~ssets quickly becomes very l~rgeI ~nd for technic~l re~sons em~il is ~ very poor choice for 

sh~ring themK cile sh~ring services ~re ~ f~r better solution to sh~ring such ~ssetsK fndeedI Apple 

recently rele~sed its i`loud service to ~ddress this need for its own customersK rsers of other 

br~nds of devicesI howeverI continue to need ~ thirdJp~rty commerci~l file sh~ring service to 

obt~in these communic~tions benefitsK 

QMK cirms such ~s mic~s~ E~ doogle subsidi~ryF ~nd clickr E~ v~hoo subsidi~ryF provide file 

sh~ring services to the consumer visu~l multimedi~ file sh~ring m~rketI employing ~ freemium 

pricing model with upsellsK About micasaX clickr cAnX clickr rpgrades. 

QNK aefend~nts’ system ~nd serviceI eotfileI is ~ de facto m~rket competitor of these 

est~blished modern firmsK cor ex~mpleI customers of these other services c~n choose to use 

eotfile ~s ~n ~ltern~tive service providerI or vice versa. 

QOK pome file sh~ring services focus on p~rticul~r m~rketsI business opportunitiesI or “use 

c~ses” Estyles of customer useFK puch m~rket speci~liz~tion m~y present both benefits ~nd 

limit~tions to the customerK  

QPK lver~llI howeverI with respect to the kind of content th~t m~y be stored or ~ccessed ~nd 

the degree of service provider vs. customer control th~t is possibleI these services ~re gener~lly 

indistinguish~ble both technic~lly ~nd in the m~rketK All provide file stor~ge ~s ~ serviceX ~ll 

promote their stor~ge services ~s p~rt of their business modelX ~ll permit users to store files 

without the service provider’s knowledge of or reg~rd for the intern~l contents of the filesI which 
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m~y in f~ct be op~que to the service provider for technic~l or priv~cy re~sonsX ~ll require their 

users to ~ccept responsibility for obt~iningI ~nd representing they do h~veI ~ny rights required to 

uplo~d content ~s ~ condition of useX ~nd ~ll continue the ne~rly h~lfJcenturyJold technic~l ~nd 

business pr~ctice of providing remote stor~ge for files of ~rbitr~ry type ~nd content for remote 

use ~nd ~ccessK 

QQK qhus the technology for sh~ring files ~mong dist~nt networked users is not ~ new 

invention  designed  for  sh~ring  copyrighted  digit~l  works  owned  by  others  or  ~s  ~  specific  

mech~nism for infringing copyrightK  

QRK nuite to the contr~ryI file sh~ring h~s been in perpetu~l useI st~rting dec~des before it 

bec~me technic~lly fe~sible to move commerci~l entert~inment medi~ over computer networksK 

ketwork file sh~ring pred~tes subst~nti~lly ~ll modern digit~l entert~inment contentI ~nd it h~s ~ 

dec~desJlong history of subst~nti~l nonJinfringing useK  

QSK bxisting fnternet file sh~ring services ~re ~ direct technic~l ~nd business continu~tion of 

this ne~rly h~lfJcenturyJold unbroken pr~ctice of sh~ring content over computer networksI 

~mong universityI businessI person~lI ~nd government file sh~ring sitesK  

QTK `ommon uses of commerci~l file sh~ring services tod~y includeW 

· ~llowing ~n individu~l to g~in ~ccess to person~l d~t~ ~cross m~ny devicesI such 

~s between ~ m` ~nd ~ maALcell phoneI  or between work ~nd home computersX  

· sh~ring d~t~ securely with business colle~guesI such ~s between ~ttorneys ~nd 

their client or expertsX  

· sh~ring computer source code ~nd rel~ted d~t~I such ~s through pourceforgeX 

· sh~ring selfJ~uthored multimedi~ works such ~s picturesI music perform~ncesI 

~nd  movies  ~mong  members  of  ~  groupI  such  ~s  within  ~  f~milyI  ~  _oy  pcout  
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troopI ~ music b~ndI or ~ commerci~l entert~inment production comp~nyX or 

· moving files from one loc~tion to ~notherI such ~s ~ student writing ~n ess~y 

written on ~ sh~red computer in ~ school computer l~bI then depositing it ~t ~ file 

sh~ring site for l~ter pickup from ~ home person~l computerK 

QUK ph~ring content ~nd services between computers ~nd between computer users is wh~t 

networked computers ~re me~nt to doI ~nd why computer networks existK 

QVK `onsequentlyI ~s file sh~ring is ~ longJlived technologyI in widespre~d use for ~ l~rge ~nd 

v~ried number of individu~l purposesI the mere presenceI ~v~il~bilityI investment inI commerci~l 

promotion ofI or use of file sh~ring technology or services offers no technic~l found~tion upon 

which to ~scribe ~ny specific intent to either individu~l users or service providers—other th~n to 

store ~nd retrieve some d~t~K 
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b. pummary of www.hotfile.com operationsI pricingI and consumer use 

 

RMK eotfile oper~tes ~ collection of fnternetJconnected web servers in ~ d~t~ center f~cility in 

qex~sK puch web servers typic~lly comprise ~ computerI l~rge ~mounts of d~t~ stor~ge sp~ceI ~nd 

softw~re to support the file stor~ge ~nd retriev~l oper~tions described herein ~s well ~s b~sic 

computer m~n~gement functions to support housekeeping functions ~nd permit remote 

~dministr~tion Est~rtupI shutdownI softw~re upgr~desI etcFK qhe d~t~ stor~ge sp~ce often is 

org~nized ~s one l~rge pool of stor~ge sh~red by the server computersK 

RNK then individu~ls ~nywhere in the world wish to store ~ file on the fnternet for l~ter 

retriev~l ~nd useI one choice they h~ve is to store it on ~ wwwKhotfileKcom serverK  

ROK An individu~l m~y choose to do this for m~ny re~sonsK ee m~y wish to offlo~d his 

stor~ge onto ~ willing third p~rtyI for ex~mple bec~use his computer is low on sp~ceK ee m~y 

wish  to  put  his  d~t~  in  ~  public  server  loc~tion  from  which  he  l~ter  c~n  retrieve  ~  copy  using  

~nother fnternetJconnected device or from ~ different loc~tionI eKgK while tr~veling with his 

phone  or  maA or  when using  ~  l~ptop  computer  in  ~  c~feK  ee  m~y wish  to  sh~re  the  resource  

with othersI such ~s ~ group of business colle~guesI friendsI customersI or f~mily membersK  

RPK qhe re~sons ~ file is stored on ~ server—the motives of the storer—~re inherently 

unknow~ble by the server ownerJ~dministr~torK fnternet technology gener~lly does not provide 

~ny me~ns for the client or its user to represent or provide this inform~tionI ~nd ~ny such 

inform~tion th~t could be c~ptured or inferred by the server or its ~dministr~tor is inherently 

unreli~bleK 
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RQK iike m~ny or most websitesI wwwKhotfileKcom provides services to users whether or not 

they h~ve ~ p~id ~ccountK eoweverI ~ll users uplo~ding to wwwKhotfileKcomI whether registered 

p~ying users or notI must t~ke specific ~ction to ~gree to ~bide by eotfile’s policiesK _efore 

uplo~ding  ~  file  to  eotfile  serversI  they  must  ~ctively  signify  th~t  they  “h~ve  re~d  the  eotcile  

qerms of perviceI fntellectu~l mroperty molicyI ~nd mriv~cy molicyI ~nd … ~gree to be bound by 

themK”  eotfile website. 

RRK f underst~nd eotfile imposes ~ size limit of QMM meg~bytes EQMM j_F on uplo~ded filesK 

pplitting ~ l~rge file into sm~ller pieces to uplo~d is permissibleK An import~nt effect of this 

uplo~d policy is ~ reduction in the security ~nd business risk to eotfile due to intention~l or 

~ccident~l “deni~l of service” eventsI in which eotfile’s fnternet communic~tions ~nd server 

resources ~re persistently tied up in longJl~sting tr~nsfers th~t f~il before they completeK qhe 

prob~bility of ~ file tr~nsfer f~iling due to exogenous f~ctors such ~s ~n fnternet communic~tions 

f~ilure incre~ses with file sizeI m~king file size limit~tions ~ r~tion~l business policyK iimiting 

file size ~lso enh~nces the utility ~nd effectiveness of other throttling me~sures ~v~il~ble to 

eotfile to b~l~nce lo~d ~mong users ~nd provide f~ir service to ~ll eotfile’s customersK c~irness 

of service delivery is ~ core technic~l concern in distributed computing ~nd ~n import~nt 

business concern on the fnternetK   

RSK then ~ user h~s ~ccepted eotfile’s policyI he m~y choose ~nd uplo~d ~ file from his 

client Eperson~lF computer with ~ few mouse clicksK  qhe tr~nsfer of ~ copy of the file from his 

client computer to ~ eotfile server then proceeds ~utom~tic~llyK then the tr~nsfer is completeI 

the user is presented with ~ “link” or roi E“rniform oesource ioc~torI” ~ text string 

comprising ~ teb ~ddressF pointing to the uplo~ded file’s loc~tion on the eotfile serversK cor 

ex~mpleI uplo~ding ~ file n~med “pictureofmydogKgif” m~y result in ~ roi being cre~ted ~nd 
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displ~yed such ~s “httpWLLhotfileKcomLdlLNPRPVQNNOLOOMe~dNLpictureofmydogKgifKhtml”K 

fmport~ntlyI the filen~me component of the roi EeKgKI “pictureofmydog”F is chosen by the 

uplo~ding userI not the server or its ownerJ~dministr~torK qhis fe~ture permits users to give 

me~ningful—or ~rbit~ry—n~mes to the digit~l ~ssets they wish to sh~re with colle~guesI friendsI 

customersI or f~mily on the fnternetK 

RTK qhe resulting roi m~y be kept priv~teI for priv~te useK ff it is not reve~led to othersI its 

long n~me ~nd numeric components m~ke it unlikely ~nyone will guess the n~meI ~ffording ~ 

degree of priv~cy or securityK 

RUK Altern~tivelyI the roi m~y be sh~red with othersK Anyone who enters the roi into their 

teb browserI or who clicks on it when displ~yed ~s ~ link in ~ bookm~rk list or index web p~geI 

will h~ve ~ccess to the uplo~ded resourceK qhis is how sh~ring is ~ccomplished on the fnternetK 

RVK A nonJregistered eotfile user who ~ttempts to “visit” EuseF the roi is presented with ~ 

eotfile web p~ge offering ~ business choice pursu~nt to eotfile’s “freemium” business model 

EcfK supraFK qhe downlo~dingLviewing user m~y choose ~ free “oegul~r aownlo~d” ~t no costI 

which provides limited downlo~d speedsI one downlo~d ~t ~ timeI ~nd ~ limit of two downlo~ded 

files per hourI with ~ brief del~y before downlo~ds st~rt ~fter they ~re requestedK Altern~tivelyI 

the downlo~ding user m~y choose ~ premium Ep~idF eigh ppeed aownlo~dI which offers 

unrestricted downlo~d speedI no initi~l service del~yI ~nd ~n unrestricted number of file 

downlo~ds per hourI subject to ~v~il~ble computing ~nd communic~tions resources to service 

received requestsK curther user perform~nce incentives to upgr~de to ~ premium p~id ~ccount 

include “c~st downlo~d even when servers ~re busyI” support for downlo~d ~cceler~torsI ~nd 

support for resuming downlo~ds th~t f~il midstre~m due to fnternet communic~tions errors EcfK 

http://hotfile.com/dl/135394112/220ead1/pictureofmydog.gif.html
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supraFI ~nd “eotLairect iinkingI” which offers ~ccountholders the ~bility to sh~re the 

perform~nce benefits they h~ve purch~sed for files they uplo~dK  

SMK cor ex~mpleI if ~ p~rent  with ~ premium ~ccount uplo~ds f~mily photogr~phs ~nd videos 

t~ken  using  ~  maA  or  cell  phone  c~mer~  ~t  her  child’s  sporting  event  ~nd  then  sh~res  the  

resulting roi by em~il or pjp text mess~geI other f~mily members ~nywhere on the fnternet 

immedi~tely c~n view those photos ~nd videosK fn this c~seI the premium ~ccountholder p~rent’s 

p~idJ~ccount perform~nce benefits ~re sh~red by the entire f~mily when obt~ining ~nd viewing 

these f~mily digit~l ~ssetsK 

SNK m~yment by eotfile premium ~ccountholders in the rnited pt~tes is ~ccomplished 

through m~ym~lI ~n e_~y subsidi~ryI ~nd is ch~rged on ~ recurring monthly b~sisK mresently 

offered premium service “tiers” ~re b~sed on the ~mount of file tr~nsfer volume ~n ~ccountholder 

wishes to rentI ~nd for how longK cor ex~mpleI AVLmonth rents NMM gig~bytes ENMM d_F of 

eotlink file tr~nsfer tr~fficK   

SOK qhis is typic~l pricing for fnternet file stor~ge ~nd ~ccessK As one ex~mpleI Am~zonKcom 

rents stor~ge to ~nyone on the fnternet through its “pP” fnternetJb~sed E“cloud”Jb~sedF stor~ge 

service ~t prices in the r~nge of ANM to ANQ monthly per NMM d_K Amazon pP mricing at N.  

pimil~rlyI Am~zon’s bl~stic `ompute `loud E“b`O”FI “~ web service th~t provides resiz~ble 

compute c~p~city in the cloud” with the business go~l to “to m~ke webJsc~le computing e~sier 

for developersI” simil~rly oper~tes under ~ freemium model with free uplo~ds ~nd ~ m~rgin~l 

price for premium downlo~d service of ~pproxim~tely ANO per d_ of file tr~nsfer tr~ffic 

monthlyK Amazon bCO at O. Amazon bCO mricing at P. Am~zon’s services ~re very widely used 
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by comp~nies ~cross the fnternetX ~s one ex~mpleI the publiclyJtr~ded multiJbillionJdoll~r 

entert~inment movie stre~ming firm ketflix is ~ customer of Am~zon’s cloud servicesK 

SPK mreJp~yment discounts ~re offered by eotfile ~s p~rt of their pricing mixK qhis is common 

in the fnternet ~nd teb hosting industryX for ex~mpleI wellJknown m~jor web hosting firms such 

~s _luehost ~nd N~ndN offer preJp~yment discounts for web hosting servicesK 

SQK eotfile service pricing comp~res f~vor~bly ~nd predict~bly with ~ltern~tive commerci~l 

stor~ge ~nd d~t~ tr~nsfer costsK cor ex~mpleI r~w stor~ge purch~sed ~s h~rd disk equipment 

presently costs ~pproxim~tely AR per NMM d_ singleJqu~ntity c~pit~l costI but ~ny oper~ting 

expense must be borne by the buyer ~nd ~ r~w h~rd disk is not inherently fnternetJ~ccessible or 

structured ~s ~ reli~ble ubiquitous serviceK j~jor phone c~rriers in the rnited pt~tes such ~s Aqq 

presently offer d~t~ tr~nsfer Ewith no stor~geF in the gener~l r~nge of  ANM per d_K eotfile’s 

pricing tiers ~re intermedi~teI f~lling between the cost of r~w stor~ge ~nd the cost of mobile d~t~ 

tr~nsfers by c~rriersI ~s is to be expectedW eotfile’s business oper~tions c~n employ che~per 

terrestri~l communic~tionsI they offer E~nd must p~ss through costs forF ~dded m~n~gement ~nd 

reli~bility servicesI ~nd they c~n ~chieve economies of sc~le in their l~rge stor~ge ~rr~ysK 

SRK eotfile ~lso h~s ~ reseller progr~mIK rnder this progr~mI in essence eotfile is ~ wholes~le 

provider of stor~ge ~ccountsI ~nd its resellers ~re individu~l ret~ilers ~round the fnternet who 

m~rket ~nd resell its underlying servicesK mresently eotfile lists over ~ dozen resellers who resell 

its services in the rnited pt~tesI ~pproxim~tely thirty p~yment systems Esuch ~s m~ym~lF 

worldwide th~t ~re ~ccepted ~nd used for p~ymentsI ~nd over one hundred countries for which 

there ~re resellersK qhe wholes~le discount on ~ccounts through indirect ch~nnels is nomin~lly 
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OMB of  the ret~il price for direct singleJqu~ntity s~les by eotfileK 

SSK eotfile’s published policy is th~t they “do not restrict ~ny country J free downlo~ds for 

everyone ~re gu~r~nteedK” cor ex~mpleI eotfile downlo~ds ~re permitted ~s ~ me~ns for 

individu~ls to communic~te in countries where tot~lit~ri~n regimes m~y otherwise wish to 

control inform~tion flow to citizensI or where speech or inform~tion sh~ring m~y be restricted or 

repressedK 

STK eotfile h~s ~n “~ffili~te” m~rketing progr~mK rnder this progr~m ~n ~ffili~te m~y be p~id 

for us~ge gener~ted by the ~ffili~teK As discussed supraI ~n ~ffili~te m~rketing progr~m ~llows ~ 

business to re~ch m~rkets or cultures outside its ownI p~rticul~rly on the fnternetI which is 

intern~tion~l in scopeK Affili~tes e~rn commissions ~ccording to ~ published b~rnings q~bleK lne 

business incentive metric for ~w~rding ~ffili~tes is ~chieving ~ high downlo~dJtoJuplo~d r~tioK 

fncentivizing incre~sed user ~ctivity is ~ r~tion~l business decision bec~useI under the freemium 

business modelI incre~sed tr~ffic driven to ~ site will result in conversions ~t some fixed r~te to 

premium Ep~yingF usersK fn ~dditionI eotfile further directly incentivizes these conversion by 

employing ~ second published metric computed b~sed on conversions to premium user ~ccounts 

~ttribut~ble to ~n ~ffili~teK A third incentive rew~rds premium ~ccounts sold through ~dvertising 

on the ~ffili~te’s web siteK Am~zonKcom offers ~ simil~r sellJthrough incentive for s~les by its 

~ffili~tesK cin~llyI ~ffili~tes receive ~ perm~nent commission on referred s~les for uplo~ders who 

become registered eotfile customersI in th~t ~ first eotfile customer e~rns OMB of the net s~les 

of ~ second uplo~der who registers under the first customer’s referr~l linkK eotfile’s m~rketing 

progr~m is subst~nti~lly simil~r to referJ~Jfriend ~nd ~ffili~te m~rketing progr~ms employed by 

l~rge successful fnternet s~lesI web hosting ~nd telecommunic~tions service provider comp~nies 
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such ~s Am~zonKcomI e_~yI N~ndN ~nd lom~K Amazon.com Associates mrogram Advertising 

pchedule. loma referral offer at N. NandN referral offer. NandN Affiliate Marketing lverview. 

eBay martner ketwork lverview. 
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c. bxpert analysesI findingsI and opinions 

 

SUK konJf~ctu~l ~nd erroneous opinion on technic~l ~nd business m~tters h~s been presented 

~s if f~ct in the ml~intiffs’ jotion for pumm~ry gudgment E“ml~intiffs’ jpg”FI in my expert 

opinionK f ~m m~teri~lly in dis~greement with methodsI ~n~lysesI represent~tionsI conclusionsI 

~nd put~tive “f~cts” of ml~intiffs’ decl~r~nts in this m~tterK f believe methodologic~l errors ~nd 

bi~s in their ~n~lyses c~use them to re~ch incorrect conclusionsK f find in my ~n~lysis th~t their 

opinions ~nd ~sserted “f~cts” ~re in errorK  

SVK f conclude from my ~n~lysis th~t aefend~nts use ~ common business model employed by 

m~ny of the most respected ret~ilers ~nd service providers on ~nd off the fnternet—comp~nies 

such ~s e_~yI t~lJj~rtI Am~zonKcomI doogleI m~jor webJhosting comp~nies including 

_luehost ~nd N~ndNI telecommunic~tions firms including ponicKnet ~nd lom~I ~nd v~hooK  

TMK p~lient components of this business model include “~ffili~te m~rketing” rel~tionships ~nd 

tieredL“freemium”N pricingK qhe use of ~ffili~te m~rketing is so common on the fnternet tod~y 

th~t ~ robust second~ry m~rket or broker~ge ecosystem h~s developedI with l~rgeJsc~le respected 

corpor~te pl~yers including doogle Affili~te ketwork ~nd s~lue`lick’s `ommission gunctionK 

TNK qhis business model is convention~lI ~nd not designed to induce ~ny form of improper 

customer beh~viorK o~therI it simply serves to encour~ge development of ~ business p~rtnering 

                                                
N “creemium” is ~ portm~nte~u of “free” ~nd “premiumI” the l~tter implying better or f~ster 
service for ~ feeK qhe business objective of “freemium” pricing is to introduce new customers to 
~ serviceI with the hope of “converting” them to “premium” customers who p~y for extr~ 
fe~tures ~nd f~ster serviceK 
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ecosystem th~t better re~ches ~ diverse intern~tion~l ~udience ~nd provides customer “upsell” 

incentives Eincre~sed purch~singFK 

TOK bven the ml~intiffs’ own business p~rtners ~nd licensed distributor ch~nnels employ this 

business model—to distribute ml~intiffs’ content under licenseK cor ex~mpleI ooku is ~ de facto 

ret~il s~les ch~nnel for ml~intiffs ~nd m~kes ~v~il~ble ml~intiff content licensed to euluKcomI 

Am~zonKcom ~nd other qs ~nd movie distributors vi~ setJtop boxes ooku m~nuf~ctures ~nd sells 

to the ret~il m~rketK ooku’s product ~nd service distributes both free ~nd p~id movie ~nd qs 

content Ethus “freemium”FI ~nd ooku provides two different methods for individu~ls or 

businesses to sign up ~s ooku ~ffili~tesI through doogle or `ommission gunctionK ooku Affiliate 

mrogram aescriptionI bxh. u. ooku customers ~lso m~y ~utom~tic~lly p~rticip~te ~nd obt~in 

cert~in ~ffili~te benefits simply by “referring ~ friend”W ooku sends to its customers unsolicited 

referJ~Jfriend ~ffili~te ~dvertisement em~ils re~dingI 

 

 “cor every pl~yer purch~sedI you get ~n Am~zon fnst~nt sideo rent~l—on usK qhe more 

you  sh~reI  the  more  you  getK  fn  f~ctI  we  think  some of  you  m~y never  p~y  for  ~nother  

movie rent~l ~g~in!”    ooku oeferJaJcriend mrogram aescriptionI bxh. u. 

 

TPK qhe  objective  ~nd  effect  of  the  “~ffilili~te”  business  model  ~spect  is  to  exp~nd  the  

business’s re~ch to ~nd through ~ddition~l geogr~phic ~nd c~tegoric~l m~rkets ~nd develop ~n 

indirect s~les ch~nnel costJeffectivelyK “deogr~phic” exp~nsion includes growing in intern~tion~l 

m~rkets where cultures ~nd l~ngu~gesI consumer t~stes ~nd needsI ~nd loc~l monetiz~tion ~re 

difficult for the home comp~ny to predict or underst~ndK  “`~tegoric~l” exp~nsion includes 

finding new w~ys of presenting the comp~ny’s product or service offering th~t the home 
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comp~ny could not h~ve ~nticip~tedI but ~ffili~tes willK “fndirect ch~nnel” selling refers to using 

other individu~ls or businesses to m~rket ~ndLor sell your comp~ny’s product or serviceI r~ther 

th~n directly selling it to customers yourselfK fndirect s~les is simil~r to the distinction between 

“wholes~le”  ~nd  “ret~il”  product  s~les  common  in  the  rnited  pt~tesI  ~nd  offers  the  ~ddition~l  

~dv~nt~ge of elimin~ting the home comp~ny’s cost of m~int~ining ~n employee s~les force in 

return for p~ying ~ commission on ~ctu~l s~les producedK Affili~te m~rketing is ~ widespre~dI 

commonI ~cceptedI respected business model ~ppro~chK 

TQK qhe objective of the common “freemium” business model ~spect employed by 

aefend~nts is to exp~nd the business’s customer b~se ~nd incre~se convention~l s~lesI by 

providing entryJlevel products or services free ~nd ~ddition~l products or services for ~ feeK ft is 

~ tiered pricing structure with ~ zeroJcost entry level offeringI simil~r to the “try before you buy” 

s~les ~ppro~ch Eor even free t~ste s~mples in superm~rketsF common throughout the rnited 

pt~tesK  

TRK creemium pricing is common ~nd widespre~dI especi~lly for fnternet service ~nd 

softw~re s~lesK juchI if not mostI commerci~l open source softw~re s~les employs freemium 

pricingI giving ~ b~seJlevel product ~w~y free ~nd hoping to “upsell” the customer Eth~t isI to sell 

them ~ddition~l fe~turesI perform~nceI or services for ~ feeFK cor ex~mple oed e~t poftw~reI ~ 

ten billion doll~r kew vork ptock bxch~ngeJtr~ded open source softw~re vendorI employs ~ 

freemium pricing structure for subst~nti~lly ~ll its s~lesK v~hoo offers freemium tiered em~il 

servicesI with ~ b~seJlevel ~ccount offered ~t no doll~r cost to the consumer ~nd ~ more 

fe~tureful em~il ~ccount with restrictions removed upon p~yment of ~ periodic service feeK jost 

fnternet pervice mroviders EfpmsF in the rnited pt~tesI including for ex~mple AqCq ~nd 

`omc~stI offer ~ tiered pricing structure where higher perform~nce EeKgK f~ster tr~nsfer speedI or 
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speci~l services such ~s st~tic fm ~ddress ~ssignments or throttling elimin~tionF cost more th~n 

b~seJlevel serviceK aefend~nts ~pply precisely this fpm tieredJpricing structure to provide f~ster 

perform~nce ~nd other speci~l services Esuch ~s throttling elimin~tionFI combining it with the 

“freemium” entryJlevel pricingK qiered ~nd freemium pricing ~re ~ widespre~dI commonI 

~cceptedI respected business model ~ppro~chK 

TSK ft is my expert opinion th~t eotfileDs “premium” service is structured to ~llow customers 

to obt~in better service perform~nceK f find nothing in aefend~nts’ service offering th~t provides 

~ny incentive to m~ke illicit Evs. licitF use of the serviceK  

TTK mropriet~ry tr~deJsecret soJc~lled “digit~l fingerprinting” EacmF technology ~nd products 

such ~s sobile’s or Audible j~gic’s productsI which ~re m~rketed ~nd sold to the entert~inment 

industry ~nd fnternet service comp~niesI purport to “identify infringement” but in f~ct simply 

comp~re two files ~nd compute ~ number purporting to describe computer file simil~rityI relying 

on secretive propriet~ry unpublished opinions or ide~s of the comp~ny’s product engineersK  

TUK “cingerprinting” itself is ~ misnomerI ~nd ~ m~rketing ~ppell~tionI ~s ~ file h~s no n~tur~l 

“fingerprintK” fnste~dI ~n engineer thinks up ~ methodI gener~lly in secretI for gener~ting ~ 

number th~t he likes—th~t in his otherwise unvetted opinion signifies simil~rityK aifferent 

engineers ~t different comp~nies differ widely in their opinion of wh~t m~kes up ~ good 

comput~tion ~nd even which f~ctors ~re import~nt or useful in comp~ring files with underlying 

~ssetsI ~nd they keep their comp~rison techniques ~nd product det~ils tr~de secretK  

TVK rse of tr~de secret to obscure the b~sis for computing ~lleged “infringements” is counter 

to the requirements of scienceK ff there were ~ subst~ntiveI m~tureI reli~ble scientific b~sis for 

such techniquesI the science would by definition be public in ~ll ~spectsI the utility of ~ltern~tive 

techniques would be known ~nd ~ccepted by ~ll p~rticip~nts in ~ll ~ffected industriesI the vendor 
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comp~nies could not compete b~sed on differing fileJcomp~rison techniquesI ~nd the product 

vendors would not ~dvertise ~ propriet~ry ~dv~nt~ge b~sed on tr~deJsecret techniquesK  

UMK curtherI infringement is not ~ technic~l comput~tionK qhese commerci~l products 

necess~rily l~ck sufficient inform~tion to m~ke ~ leg~l determin~tion of infringementI le~ving 

unresolved ~nd unsettled subst~ntive technic~lI businessI ~nd leg~l questions ~s to identity of 

worksI rightsholder identityI licensee ~ssignmentI licensee rightsI ~nd infringementK 

UNK puch techniques f~il to incorpor~te or consider the full r~nge of inform~tion essenti~l to 

proper infringement ~n~lysisI ~nd necess~rily l~ck ~ny technic~l me~ns to do soK qhey c~nnot ~nd 

do not “identify infringementK”  

UOK fn ~ typic~l infringement involving entert~inment ~ssetsI the infringer does not copy ~ 

digit~l ~sset precisely but r~ther cre~tes his own unique fileI which thus will not be identic~l to 

the rightsholder’s origin~l digit~l ~sset fileK qhey differK qhis me~ns ~ str~ightforw~rd ex~ct file 

comp~rison c~nnot suffice to ev~lu~te c~ndid~te infringementsI ~nd simil~rity of underlying 

humanJperceived phenomena or ideas inste~d must be estim~ted by ~ computerK  

UPK curtherI the vendors’ products do not pretend to perform ~ complete comp~rison—inste~d 

they ~pply secret rules of thumb for comp~ring snippets of filesI with the ~ttend~nt unreli~bility 

such p~rti~l heuristic comput~tions introduceK  

UQK ko m~tter wh~t their “secret s~uceI” ~t best ~ll file comp~rison progr~ms c~n do isI they 

comp~re filesK rnder the typic~l conditions described supraI computer  file  comp~risons  ~re  

in~dequ~te for est~blishing infringementK eum~n review ~nd comp~rison of content is necess~ry 

to infer possible infringementK  As f h~ve noted in my e~rlier deposition testimonyI in documents 

produced during discovery the ml~intiffs’ cogniz~nt m~n~gement ~ppe~r to h~ve ~greed in their 

own intern~l communic~tions—contr~ry to their ~sserted forensics—th~t even for the n~rrow 
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purpose of responsibly issuing t~kedown notices EqaksF pursu~nt to the aj`AI hum~n review 

~nd comp~rison of content is necess~ry to infer possible infringementK  

URK sendors’ use of tr~de secret to obscure the b~sis in their products ~nd services for 

computing ~lleged “infringements” thw~rts proper scientific confirm~tion—for ex~mple by 

impeding both scientific disprov~bility ~nd proper fulsome scientific thirdJp~rty independent 

peer  review  of  their  methodology—~nd  is  counter  to  est~blished  requirements  of  scientific  

reli~bilityK 

USK ft is in f~ct ~ tenetI ~nd m~them~tic~l proofI of both computer science ~nd m~them~tic~l 

system theory th~t without full knowledge of the det~ils of these “fingerprinting” productsI it 

c~nnot reli~bly be determined wh~t the products ~re doing or whether they work ~s ~dvertised or 

will produce ~ given resultK 

UTK ft ~lso is my expert opinion th~t commerci~l ~ccept~nce  EiKeK vendor s~les revenueF for 

commerci~l “fingerprinting” products is irrelev~nt ~s to the products’ technic~l effectiveness or 

scientific reli~bilityK puch commerci~l s~les signify m~rket forcesI not product competence ~t 

infringement determin~tion or ~ny other technic~l or leg~l t~skK 

UUK gust ~s s~les d~t~ ~re not ~ shortcut to repl~ce science ~s to reli~bilityI neither is blurring 

the line between science ~nd other disciplinesK bngineeringI for ex~mple—which consists in 

building things Esuch ~s propriet~ry productsF—is not scienceK qhis est~blished distinction 

rem~ins true even if engineers use processes or m~them~tics to choose their product’s fe~turesI 

or publish descriptions in engineering journ~ls of wh~t they built ~nd how bigLf~stLple~sing they 

found it ~fterw~rdK keither is “technology” scienceX nor is m~them~ticsK  `ore distinguishing 

principles of science include independent thirdJp~rty peer review—of methods as well as the 

resultsI and by other scientistsX scientific test~bility ~nd “f~lsifi~bility”X ~n est~blished error r~te 
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th~t c~n be independently ~ssessedI even by skeptics of ~ hypothesisX ~nd methods th~t ~re 

~ccepted by the entire scientific community—including especi~llyI ~ccepted by those skeptic~l of 

hypothesized or predicted outcomesI ~nd including the entire communityI not only the 

hypothesis’ supportersK _y ~n~logyW countless comp~nies m~ke consumer products ~nd publish 

cl~ims ~bout themI even in engineering or tr~de journ~lsX but it is the independent bodies such ~s 

`onsumer’s rnion ~nd Consumer oeports th~t provide independentI skeptic~l scientific testingK 

`onvention~l science sets ~n even higher b~rK qhese principles ~re wh~t m~kes science workI ~nd 

without themI we ~re left only with product descriptions ~nd ~dvertising—~nd no scientific 

reli~bilityI or f~ctK  

UVK “aigit~l fingerprinting” products tod~y f~il these testsI ~nd the perform~nce cl~ims ~s to 

the effectiveness of these “fingerprinting” or “infringement”Jdetermining products do not meet 

the st~nd~rds for either science or f~ctK puch cl~ims ~re technic~lly op~que ~nd come from 

inherently untrustworthy nonJindependent sourcesI such ~s ml~intiffs’ own industry ~ssoci~tion 

or their commerci~l vendorsI who secretly cre~te the productsI fin~nci~lly benefit from s~les of 

such products ~nd servicesI ~nd do not reve~l their structureI functionI or testing methodologyK 

fndeedI  it  is  essenti~l  to  the  business  model  of  those  vendors  to  ensure  th~t  the  technic~l  

workings of their systems cannot be properly scientific~lly studied ~nd verifiedI bec~use 

reve~ling such det~ils would defe~t their competitive ~dv~nt~ge in the m~rketK  

VMK qheir perform~nce ~n~lyses ~nd cl~ims thus will not be t~ken by ~ competent 

independent expert ~s reli~ble scientific f~ctK o~therI such perform~nce cl~ims ~re 

indistinguish~ble from engineers’ ~nd m~rketers’ selfJcongr~tul~tion or industry cheerle~dingK 

pcientific discipline requires th~t effic~cy cl~ims for such products be fully studied by 

independent third p~rties or ~dvers~riesI ~nd until th~t timeI such cl~ims must be reg~rded simply 
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~s product ~dvertising ~nd ~s indistinguish~ble from unreli~ble “junk scienceK”  

VNK _ec~use “digit~l fingerprinting” products ~re nonJscientificI propriet~ryI ~nd expensiveO 

sold productsI it is difficult or impossible for ~n fnternet service comp~ny such ~s ~ fileJsh~ring 

or fileJstor~ge service to ev~lu~te them for purch~seK  

VOK curtherI bec~use of these limit~tions ~nd bec~use such products do not solve ~ny org~nic 

technic~l or business problem of the service providerI it is not in the r~tion~l economic interest of 

~n  fnternet  service  comp~ny  such  ~s  eotfileI  or  ~  re~son~ble  business  pr~cticeI  to  rush  to  

purch~se oneI especi~lly during the comp~ny’s st~rtup ph~seK aoing so would be ~s irr~tion~l ~s 

rushing to purch~se ~n e~rly NVMM’s p~tent medicine when one is not even sickK 

VPK puch ~ purch~se ~lso would be ~n unn~tur~l business decision for ~ st~rtupK ft comprises 

~llowing ~nother industry’s n~tive costs of doing business to be l~id off onto the st~rtupK A 

r~tion~l economic ~ctor would only m~ke such ~ purch~se under duressK 

VQK ft thus should be reg~rded ~s entirely unsurprising if aefend~nts did not m~ke ~n e~rly 

purch~se of enormously expensiveI unreli~bleI untest~bleI businessJirrelev~nt “digit~l 

fingerprinting” softw~re m~rketed tow~rds helping eollywood corpor~tions with their movies 

when aefend~nts were st~rting ~ comp~ny offering the very different service of consumer 

fnternet file stor~ge ~nd sh~ringK qhis is ex~ctly the kind of expense th~t profession~l investors 

instruct st~rtups to ~void w~sting their time ~nd money onI in ~n effort to focus them on the 
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proper ~nd legitim~te ~ctivities of the businessK 

VRK ft ~ppe~rs e~rly ~doption of sobile’s acm product would h~ve offered eotfile limitedI 

~nd question~bleI m~teri~l infringement “control” c~p~bilityI due to the sobile product’s 

technic~l imm~turity ~nd ml~intiffs’ own nonJproduction of technic~llyJrequired computer filesK 

cirstI sobile’s peptember OMNN press rele~se for their new s`loudV  product ~dmits th~t for acm 

products prior to th~t d~teI “`opyrighted content cont~ined within cloudJb~sed cyberlockers xsicz 

is very difficult to find” ~nd th~t “file compression ?hides? the true contentI which J until now J 

h~s m~de it impossible to identifyK” vangbin tang aeposition bxhibit O.   

 

 

 

 f ~m un~w~re of ~ny inform~tion indic~ting th~t ~ m~teri~lly l~rge or useful 

percent~ge of rnivers~l’s libr~ry h~s been “fingerprinted” ~nd c~n be used by aefend~nts to seek 

possiblyJinfringing filesK  

VSK ft is import~nt to underst~nd th~t if rightsholders do not cre~te ~nd produce these 

“fingerprint” files for ~ p~rticul~r workI then the “fingerprinting” softw~re c~nnot function ~s to 

th~t workI ~nd the rightsholder effectively will h~ve prevented file sh~ring services from 

~pplying technic~l me~ns to ~ttempt to comply with aj`A s~fe h~rbor provisions or other 

oblig~tions th~t m~y ~pplyK 

VTK f ~ddition~lly observe th~t wwwKhotfileKcom requires every eotfile uplo~der to explicitly 

~gree to det~iled contr~ctu~l terms forbidding misuse of eotfile’s servicesI including copyrightJ
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infringing ~ctsK qhe technic~l mech~nism for enforcing this ~greement includes requiring every 

such eotfile user to t~ke specificI consciousI person~lI physic~l ~ction to ~ccept these qerms of 

pervice before he or she c~n begin to use the eotfile serviceK qh~t isI it is not possible to become 

~ eotfile uplo~der without first ~cknowledging copyright l~wI ~ccepting full person~l 

responsibility  ~s  to  copyright  of  ~ll  ~ssets  the  user  stores  on  eotfile  serversI  ~nd  contr~ctu~lly  

promising to eotfile th~t there will be no ~ttempt to infringe copyright using eotfile’s servicesK 

fn my technic~l investig~tion f h~ve seen no w~y th~t ~greement c~n be circumventedK 

VUK cilen~mes ~nd other such met~d~t~ ~re ~n unsuit~ble ~nd unreli~ble me~ns of determining 

infringementK E“jet~d~t~” ~re “d~t~ ~bout d~t~”X file met~d~t~ ~re inform~tion ~ computer m~y 

cont~in ~bout its filesKF cile met~d~t~ such ~s filen~mesI ~pp~rent file sizesI ~nd filen~me “types” 

do not in ~ny w~y determine or est~blish file contentK cor ex~mpleI filen~me met~d~t~ c~nnot 

even reli~bly est~blish whether ~ file is ~ fe~tureJlength film vs. ~ poemK qhese f~ctu~l limit~tions 

of  filen~mes  ~re  wellJknown  ~nd  ~ccepted  in  computer  science  ~nd  the  fq  industryK  cile  sizes  

simil~rly ~re e~sily m~nipul~ted—incre~sed or decre~sed—using common toolsK cilen~mes ~nd 

simil~r met~d~t~ ~re simply ~ c~su~l uncontrolled ~nnot~tionI entirely m~lle~bleI under the 

control of ~nd ~t the whim of ~ny individu~l computer user or softw~re progr~m with ~ccess to 

the fileK qhese met~d~t~ do not c~rry reli~ble inherent me~ning ~s to ~ctu~l file contentI typeI or 

proven~nceK 

VVK joreoverI computer filen~mes ~nd simil~r met~d~t~ h~ve no technic~l contribution to 

m~ke ~s to ~ctu~l infringement determin~tionI bec~use they c~nnot—~nd do not ~ttempt to—

provide reli~ble me~ns of encoding essenti~l inform~tion ~bout rightsholdersI licenseesI 

contr~ctu~l ~greementsI ~pplic~ble l~wI f~ir useI computer b~ckup ~nd timeJshifting rightsI ~nd 

countless other determin~tive f~ctorsK  
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NMMK fndeedI ~s w~s noted in my deposition testimonyI there ~re specific economic re~sons to 

expect th~t unscrupulous individu~ls on the fnternet c~n profit best from ~ public filesh~ring 

service by m~liciously choosing ~nd publishing filen~mes th~t gr~tuitously suggest ~n 

infringement when there is noneK  

NMNK ft c~n be concluded on purely technic~l ~nd business grounds th~t filen~mes ~nd file 

met~d~t~ ~re not trustworthy ~nd c~n offer no reli~ble “f~cts” to est~blish infringementK 

NMOK rplo~ding ~ file to eotfile servers by eotfile customers produces ~ “link” or roi 

E“rniform oesource ioc~tor”I ~lso sometimes c~lled ~ “teb link”F pointing to the uplo~ded fileI 

which c~n be used l~ter to retrieve itK jore such links pointing to th~t s~me uplo~ded file m~y 

come to existI for v~rious technic~l or policy re~sonsK qhe uplo~ded file m~y be retrieved using 

~ny of these linksK 

NMPK then ~ t~kedown notice is received by ~ service provider under the aj`AI for technic~l 

~nd business re~sons it is ~n error to dis~ble or delete the underlying file r~ther th~n the ~ccused 

link pointing to itK ft simil~rly is ~n error to dis~ble or delete ~ll the file’s links when only one 

link is ~ccusedK qhis is p~rticul~rly true when stor~geJm~n~gement techniques such ~s h~shJ

b~sed “deJduplic~tion” of files ~re used on the serverK qhe re~son for this is simpleI intuitiveI ~nd 

obviousK ft is possible th~t different people m~y know ~ single file through different linksI ~nd 

one person m~y properly h~ve ~ccess rights to the underlying ~sset while ~nother does notK cor 

ex~mpleI one link might be licit ~nd ~nother illicitI or ~n individu~l’s ~pprov~l st~tus m~y ch~nge 

~s ~ m~tter of ~ licensingI permissionI or other policy ch~ngeK rnder such circumst~ncesI when ~ 

t~kedown notice is received ~ccusing one link ~s improper or un~uthorizedI destroying or 

dis~bling the underlying file or other links pointing to it will ~lso prevent legitim~te ~uthorized 

users from ~ccessing the file using their own link to itI ~nd m~y even result in in~dvertent 
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destruction of ~ rightsholder’s ~ssetK qhis is not merely ~ theoretic~l concernK As noted in my 

deposition testimonyI implementing this linkJdeletion policy correctly w~s ~ b~sis for file 

m~n~gement efficiencies ~nd permission control in the system through which my comp~ny 

provided commerci~l file sh~ring ~nd production workflow m~n~gement services to thous~nds of 

eollywoodJindustry usersI including ml~intiffs ~ndLor their business p~rtnersK 

NMQK oeceiving multiple t~kedown notices per “user” Ewebsite ~ccountF or per file is not 

inherently determin~tive or indic~tive of infringement beh~viorI ~nd without further confirm~tion 

does not provide ~ proper business b~sis for ~ccount termin~tionK qhis is p~rticul~rly true if the 

f~lse t~kedown notice r~te is highI or if f~ulty d~t~ such ~s file met~d~t~ ~re relied on to cre~te 

qaks without proper hum~n review of the content E~ndI prob~blyI  discussion with the ~ccount 

holderFK  

NMRK `onsider the ex~mple of the p~rent who m~kes ~ home movie of her child who is we~ring 

~ e~rry motter costume ~nd trickJorJtre~ting doorJtoJdoor on e~lloweenK phe m~y n~me the 

f~milyJproduced video file on her computer “e~rry motter ~nd the `h~mber of eorrorsK” kext 

she will wish to sh~re the home video with other f~mily membersK As is wellJknownI ~ l~rge 

video file c~nnot be em~iled under the technic~l constr~ints of most em~il ~ccountsI but sh~ring 

the file using eotfile’s fileJsh~ring website is fe~sibleI ~fford~bleI ~nd sensibleK qo do soI she 

uplo~ds  the  file  to  eotfile  ~nd  em~ils  the  resulting  “link”  to  dist~nt  gr~ndp~rents  to  sh~re  her  

videoK kow the t~kedown nightm~re beginsW the next d~yI the file h~s dis~ppe~redK `onfusedI she 

uplo~ds her video ~g~inK ft dis~ppe~rs ~g~inK phe uplo~ds it ~ third d~yK ft dis~ppe~rs ~g~inK 

rnbeknownst to herI t~kedown notices were issued ~g~inst her uplo~d bec~use of the filen~me 

she choseK phe now h~s three “strikes” ~g~inst herI ~nd perh~ps her eotfile ~ccount is termin~tedI 

merely for choosing to n~me her video file ~ccording to the licensed ret~il costume her child 
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wore on e~lloweenK fn the worstI c~se if she removed the file from her own computer thinking it 

w~s s~fely stored on eotfileI the f~lse t~kedown notice m~y h~ve destroyed the only copy of her 

irrepl~ce~ble f~mily videoK 

NMSK oeported f~lse t~kedown notice r~tes ~re surprisingly highI ~nd this re~listic licit us~ge 

scen~rioI plus ml~intiffs’ erroneous insistence th~t filen~me met~d~t~ “indic~te infringementI” 

m~y expl~in whyK  cor ex~mpleI doogle st~tesW 

 

A recent study undert~ken in the rnited pt~tes reported on findings from t~kedown 

notices issued to doogle under the aigit~l jillennium `opyright Act NVVU ErpFI 

concluding th~t over h~lf ERTBF of notices sent to doogle for remov~l of m~teri~l were 

sent by business t~rgeting competitors ~nd over one third EPTBF of notices were not v~lid 

copyright cl~imsK pee g rrb~n C i nuilterI ‘bfficient mrocess or “`hilling bffects”? 

q~kedown kotices rnder pection RNO of the aigit~l jillennium `opyright Act’I 

httpWLLmyl~wKuscKeduLdocumentsLRNOoepJbxecpum_outKpdfK   doogle fnternet pervice 

mrovider Copyright Code of mractice – TCc Consultation araftI March SI OMMVI at 

cootnote P. 

 

NMTK `ounting file downlo~ds is ~ technic~lly specious ~nd bi~sed me~ns of ~ssessing potenti~l 

infringementsK qhere is not ~ oneJtoJone rel~tionshp between computer files ~nd copyrighted 

worksI ~nd this erroneous filesJdownlo~ded metric cre~tes ~ subst~ni~l ~nd m~teri~l bi~s th~t 

f~lsely infl~tes the ~pp~rent frequency of infringementsK 

NMUK eighJqu~lity EeKgK highJdefinitionF television ~nd movie content occupies very l~rge 

digit~l filesK cor expository purposesI ~ helpful ~pproxim~tion is th~t one second of moder~tely 

http://mylaw.usc.edu/documents/512Rep-ExecSum_out.pdf
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high qu~lity video content m~y require ~ meg~byte of file stor~geK qhus ~ fe~ture film or hourJ

long television show would comprise m~ny gig~bytes Ethous~nds of meg~bytesF of d~t~K 

`orrespondinglyI ~ st~nd~rd singleJdensity asa nomin~lly holds ~pproxim~tely R gig~bytes of 

d~t~K qhis l~rge file size obt~ins whether the video content is commerci~l entert~inment content 

such ~s fe~ture film or priv~te “userJgener~ted content” Erd`F such ~s ~ highJdefinition video 

shot with ~ _l~ckberryI imhoneI or typic~l f~mily c~mer~K  

NMVK qo  the  extent  th~t  eotfile  does  not  permit  multigig~byte  files  to  be  uplo~dedI  or  users  

wish not to uplo~d such files for technic~l re~sonsI l~rge files m~y be uplo~ded by first splitting 

them into p~rtsK b~ch such “p~rt” is ~n independent file to be uplo~ded—~nd l~terI 

downlo~ded—th~t cont~ins just ~ few minutes of the single underlying video workK qh~t isI one 

work now corresponds to ten or twenty downlo~ded filesK 

NNMK fn the c~se of movie contentI this me~ns th~t files downlo~ded ~s ~ percent~ge of tot~l 

downlo~ds does not ~ccur~tely represent the percent~ge of works uplo~ded or downlo~dedK fn 

gener~l most computer filesI ~nd most digit~l worksI ~re much sm~ller th~n ~ movieK qhus 

generously supposing every single ~ccused ~sset corresponds to ~n infringed workI ml~intiffs’ 

comput~tions overst~te the infringement r~te by perh~ps ~ f~ctor of tenI possibly even twentyK 

And ml~intiffs’ experts h~ve provided no ~n~lysis of their signific~nt overestim~tion of the r~te of 

~ccused infringement due to this signific~nt bi~s in their forensic techniqueK 

NNNK As ~ resultI ~ssertions reg~rding infringement occurences b~sed on the filesJdownlo~ded 

metric ~re nonJscientificI technic~lly improperI ~nd le~d to f~lse “f~ctsK” 

NNOK ft is import~nt to ~ppreci~te th~t aefend~nts do not run ~ “peerJtoJpeer” EmOmF serviceI 

~nd technic~l ~nd business ~spects specific to mOm services gener~lly do not ~pply in the present 

m~tterI which involves design~ted file tr~nsfers between ~ corpor~tion’s servers ~nd individu~l 
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~ccount holders’ person~l computersI with aj`AJb~sed t~kedown systemsI qerms of pervice 

~nd ~ contr~ctu~l ~greement between the p~rties ~s noted supraK joreoverI unlike in mOm 

services wherein millions of unidentified ~nonymous person~l computers m~ke up the 

distribution infr~structureI it ~pp~rently is undisputed th~t aefend~nts formed ~ visible corpor~te 

entity ~nd loc~ted their file stor~ge servers expressly in qex~s—th~t isI in pl~in sight in 

ml~intiffs’ “b~ck y~rd” ~nd territoryI ~n unlikely pl~ce for ~ny business to choose to position its 

~ssets if it pl~ns to use them to system~tic~lly induce unl~wful beh~vior ~mong its intern~tion~l 

customersK A more det~iled expl~n~tion of aefend~nts’ systems ~nd service ~ppe~r infra ~nd in 

bxhibit oK 

NNPK ft must be ~cknowledged th~t m~ny of the works ~ccused ~s being infringed in this m~tter 

~re w~sting ~ssets h~ving low or negligible residu~l or monetiz~ble v~lueK  

NNQK j~ny of these works h~ve been bro~dc~st on television ~nd ~lre~dy ~re subject to 

permissible consumer recordingI timeJshiftingI unlimited subsequent viewingI ~nd even 

commerci~lJskipping using s`osI qisoI ~nd simil~r devicesI ~ll of which reduce their economic 

v~lueK bx~mple such works include t~rner’s earry motter movies ~nd aisney’s OMNM Alice fn 

tonderland film rele~sed for bro~dc~st on qs ~nd subject to such tre~tmentK  

NNRK j~ny more ml~intiff worksI including fe~ture films ~nd qs showsI ~re ~lre~dy ~v~il~ble 

for unlimited commerci~lJfree “~llJyouJc~nJdrink” fnternet stre~mingI either free or by p~ying ~ 

few doll~rs ~ month to ml~intiffs’ own licensed distributors such ~s euluI Am~zonI ~nd ketflixK 

cor ex~mpleI qs episodes of popul~r shows such ~s cox’s Bones ~nd Better lff TedI `_p’s eow 

f Met vour MotherI ~nd rnivers~l’s Battleptar dalactica ~nd The oockford ciles ~re ~v~il~ble 

for unlimited viewing ~t no perJview costI using ~ ATKVVLmonth fl~tJr~te ketflix ~ccountK 

pimil~rlyI `olumbi~ mictures’ The dirl tith The aragon Tattoo is ~v~il~bleI freeI for unlimited 
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stre~ming viewing by Am~zon mrime membersKP  

NNSK qhis would properly v~lue such ~ssets in the penniesJperJuse r~nge or ~t ~ fr~ction of ~ 

cent or even less—even lower if pr~ctic~l b~rriers m~ke the rightsholder’s work more difficult to 

obt~in through ~ fileJsh~ring site th~n from the distributorI ~nd ~s ~uthorized thirdJp~rty 

stre~ming services inexpensively providing licensed entert~inment content such ~s ketflix ~re 

becoming ~v~il~ble intern~tion~llyK 

NNTK ml~intiffs ~lso likely benefit economic~lly from fnternet redistribution of their works by 

consumersI which benefit could be enh~nced through business cooper~tion with centr~lized file 

sh~ring service sites such ~s aefend~nts’I ~nd ml~intiffs h~ve the technic~l ~bility ~nd business 

opportunity to optimize this benefit but they ~pp~rently h~ve not ev~lu~ted th~t benefit or 

diligently explored this opportunityK  Cromarty bxpert oeport at NSPJNTP. 

NNUK ft is my opinion th~tI both for business re~sons ~nd due to “l~ws of physicsI” aefend~nts 

m~teri~lly l~ck the ~bility to control infringement by fnternet usersK As noted supra ~nd det~iled 

in bxhibit oI acm ~nd rel~ted technology is bro~dly technic~lly in~dequ~te or deficient to 

provide such controlI ~nd no competent science exists yet to support technic~l or m~rketing 

cl~ims of ~ny such technology or product when ~pplied to this problem dom~inK  

NNVK ft is my opinion th~t despite these m~teri~l technic~l limit~tionsI aefend~nts ~re 

demonstr~ting subst~nti~l effort in ~pplying the ~dmittedly in~dequ~te tools th~t do exist to 

detect ~nd respond to inst~nces of possible copyright viol~tionK _~sed on my technic~l ~nd 

business  expertise  ~nd  the  f~cts  presented  in  this  m~tterI  in  my  opinion  aefend~nts’  efforts  to  

                                                
P ptrikinglyI m~ny of these s~me “free” works were listed ~mong ml~intiffJ~ccused filesK bKgK 
mlaintiffs Mpg L pehested aeclaration bxhibit A. koteI howeverI decl~r~nt did not opine th~t ~ny 
file found on aefend~nts’ server w~s confirmed ~s ~n infringing work—onlyI ~pp~rentlyI th~t 
files h~d suggestive n~mesK pee discussion supra concerning filen~me met~d~t~K  
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~pply ~v~il~ble technologies meet or exceed the st~nd~rd of re~son~ble business pr~ctice ~pplied 

in the fnternet service industry in ~ttempting to meet their oblig~tion with respect to copyrighted 

contentK 

NOMK fn my opinionI the aefend~nts’ systems offer ~ specific subst~nti~l nonJinfringing use 

~nd benefit to norm~l l~wJ~biding fnternet usersI one occupying ~n import~nt m~rket niche 

neglected by most of aefend~nts’ business competitorsK fndeedI during the course my 

investig~tions my f~mily ~nd f h~ve fruitfully benefited from l~wful use of the eotfile serviceK 

qhere is ~ subst~nti~l legitim~te business c~se for the existence ~nd m~rket success of ~ business 

such ~s th~t of the aefend~ntsK  Cromarty bxpert oeport at NRQJNTP. 

NONK eotfile l~cks ~ public se~rch c~p~bility for files stored on the eotfile server or links to 

themK rsers m~y know of their own filesI but not ~nyone else’s unless gr~nted ~ccess by being 

told the link to th~t fileK ml~intiffs suggest this is p~rt of ~ str~tegy to induce infringement—th~t 

aefend~nts cleverly induce infringement by building ~ system th~t lacks business ~nd technic~l 

mech~nisms to induce infringementK mlaintiff Mpg at p.Q. qhis suggestion is technic~lly 

erroneousI nonJf~ctu~lI ~nd obtuse business re~soningK 

NOOK eotfile  offers  customers  ~n  extension  of  ~  person~l  computer  user’s  priv~te  stor~geI  

either  to  their  own  devices  EeKgK  between  their  m`  ~nd  phoneLmaAF  or  ~mong  priv~te  groups  

E~mong f~mily membersI business colle~guesI ~ comp~ny’s customer b~seI etcKFI ~s described 

supra. A websiteJwide se~rch c~p~bility would destroy the priv~cy eotfile customers enjoy ~s to 

their filesK ft would t~ke ~w~y from them their decision ~nd control ~s to who sees their content 

~nd who does notK  

NOPK A p~rent m~y wish to sh~re ~ video of her child with gr~ndp~rentsI but not with unknown 

child ~bductors ~nonymously trolling the fnternetK A business m~y wish to sh~re opportunities 
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A. Materials Relied Upon 

 
All materials listed in Appendix A of Expert Report of Andrew S. Cromarty, Ph.D., attached here 

as Exhibit R. 

 

Plaintiff’s Motion and Memorandum of Law in Support of  Summary Judgment Against 

Defendants Hotfile Corp. and Anton Titov with attached exhibits. 

 

All materials attached herein as Exhibit X, including: 

The Girl with the Dragon Tattoo free unlimited viewing offer (Amazon.com web 

screenshot). 

Google Internet Service Provider Copyright Code of Practice – TCF Consultation Draft, 

dated 6 March 2009. 

Harry Potter and the Order of the Phoenix TV broadcast announcement (examiner.com 

web screenshot). 

National Research Council Reference Manual on Scientific Evidence - Third Edition. 

(cover page provided) 

Roku Affiliate Program description webpage. 

Roku Refer-a-friend Affiliate Offer webpage. 

VCloud9 Publisher License Agreement between Hotfile and Vobile - Exhibit B 

Wal-Mart Affiliate Program description webpage. 
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B. Curriculum sitae of ar. Andrew Cromarty 
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Andrew CromartyI mh.a. 
 
 
bxpertise 
 
§ aistributed computing 
§ fnternetI bro~db~ndI networking 
§ `orpor~te fqI securityI d~t~center 
§ teb commerceI business models 

§ eighJtech m~n~gement C fin~nce 
§ poftw~re C product development 
§ jultimedi~I entert~inment tech 
§ `omputer C fnform~tion pcience

 

 
mrofessional pummary 

 
bnergeticI focused le~der with over OM ye~rs business experience in l~rge ~nd sm~ll comp~niesI 
including ~s `ql of ~ billionJdoll~r publiclyJtr~ded consumer bro~db~nd corpor~tionX `ql of ~ 
ANMMj consumer wireless hotspot services joint ventureX `h~irm~n of ~ iucent wireless contentJ
distributionLeJcommerce spinoutX m~n~ger or coJfounder of sever~l highJtechnology st~rtupsX 
`qlL`fl of ~n entert~inment softw~reLservices comp~nyX `qlL`fl of ~n investment b~nkX 
member of _o~rd of airectors for s~telliteI bro~db~nd wirelessI ~nd venture investment 
corpor~tionsX ~nd rese~rch roles in the highest m~n~gementJ~w~rded corpor~te scientist positions 
~t aigit~lI AapI ~nd `omp~qK 

 
mroven  tr~ck  record  in  m~n~gement  C  oper~tionsI  softw~re  development  ~nd  service  deliveryI  
new technology cre~tionI intellectu~l property ev~lu~tionI business model refinementI ~nd te~m 
building ~nd le~dershipK bxperience includes productLservice designI definitionI developmentI 
~nd deliveryX oCa ~nd fq m~n~gementX ~nd projectI lineI corpor~te m~n~gementI corpor~te 
str~tegic p~rtneringI st~ff m~n~gementI public rel~tionsI technology tr~nsferI ~nd intellectu~l 
property m~n~gementK j~n~ged development of ~ wide r~nge of systemsI from rese~rch 
prototypes through commerci~l products ~nd servicesK ie~ding technic~l expertise in system 
~rchitectureI networkingI distributed computing ~nd communic~tionsI ~nd bro~db~ndI including 
pioneering work in multimedi~ content distribution ~nd delivery th~t yielded m~ny worldwide 
fnternet firstsK 
 
ptrong gener~l m~n~gement ~ppro~ch b~sed on ~ customerJfocused h~ndsJon le~dership styleK 
fntern~tion~l service delivery experienceI including ~s `ql of corpor~tions with wholes~le ~nd 
ret~il terrestri~l l~ndlineLwireless ~nd s~tellite service oper~tions in korth Americ~I `~ribbe~nI 
buropeI ~nd Asi~K bxperiencedI pressJtr~inedI c~p~ble writer ~nd public spe~kerK  
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bmployment eistory 
 
cromW OMNM aistributed pystems qechnology iiC  
qoW mresent m~lo AltoI `A 
 mositionW mresident and Cbl 
  E_usiness C fm ~dvisoryF 

 

cromW OMMV Minerva Consulting 
qoW mresent m~lo AltoI `A 
 mositionW martner 
  E_usiness C fm ~dvisoryF 

 

cromW OMMT rnion pquare Advisors 
qoW OMMU p~n cr~nciscoI `A 
 mositionW Cfl  C CTl 
  counding `flL`ql of investment b~nk speci~lizing in mergers ~nd 

~cquisition EjCAF ~nd l~teJst~ge priv~te pl~cement investmentK 
oeported to mresidentLfounderK `onducted jCA ~nd investment due 
diligenceI provided det~iled intellectu~l property ~n~lyses intern~lly 
~nd to clientsI negoti~ted ~nd m~n~ged QR vendor ~nd supplier 
contr~cts C licensesI ~nd built ~nd overs~w the b~nkDs intern~l 
oper~tionsI securityI ~nd regul~tory compli~nce infr~structureK 
ArchitectedLimplemented complete corpor~te m~ilI `ojI securityI 
d~t~centerI virtu~liz~tionI document m~n~gementI mobileL_bpI 
websiteI b~ckupLaoL_`mI conferencingI webLvideoconferencingI ~nd 
slfmLtelecommunic~tions systemsK merfect corpor~te security record 
m~int~ined Eno bre~ches or le~ksF during the entire sever~lJye~r 
tenureK kew business development included bringing the b~nk its 
l~rgest priv~te pl~cement clientK perved ~s the investment b~nkDs 
intern~l diligence expert on tech industry clients ~nd opportunities 
~cross semiconductor C communic~tionsI enterprise softw~reI 
cle~nLgreen techI ~nd fnternet vertic~lsK torked directly ~nd 
extensively with clientsD m~n~gement te~msI including fm ~dvisoryK  

 

cromW OMMR aAu polutionsI fnc. 
qoW OMMT ios AngelesI `A 
 mositionW Cfl C CTl 
  `flL`ql ~t the entert~inment industryDs l~rgest tebJb~sedLp~~p 

glob~l medi~ ~sset C enterprise workflow m~n~gement service 
supplier for filmLqs industryI supporting thous~nds of customer users 
~cross hundreds of productions on five continentsK mresided over 
oper~tions during firmDs growth to RRB m~rket sh~re over O ye~rsI ~t 
UMB ye~rJoverJye~r revenue C customer growthK oeported to `blK 
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j~n~ged intern~l oper~tionsI field opsI product developmentI fq C 
engineering Esoftw~re developmentI oper~tionsI glob~l distributed 
serverLcontent distribution networkI outsourcingLoffshoringI technic~l 
customer rel~tionsI service deliveryI ~rchitectureI ~nd securityFK aesignedI 
~rchitectedI ~nd built ~ new industryJredefining enterpriseJlevel service 
businessI the industryDs first highJdefinition digit~l d~ilies screening ~nd 
distribution system for filmLqs executivesI ~nd integr~ted it securely into 
customer infr~structure ~t aisney ~nd other m~jor studiosLnetworksK 
aefe~ted entrenched incumbents in ~ sixJw~y competitive r~ceI winning 
~n exclusive qu~rterJmillionJdoll~r contr~ct with t~lt aisney micturesX 
lineJm~n~ged aisney contr~ct ~nd customer rel~tionshipK drew 
productLservice to serve new clients EphowtimeI iifetimeI t~lden jedi~I 
coxI cuI iionsd~teI A_` qouchstoneFK 

j~n~ged m~jor product upd~tes ~nd productLservice enh~ncementsK 
oe~rchitected `ak ~nd d~t~center oper~tionsI including serversI 
networkingI ~nd multiJter~byte ~sset stor~ge m~n~gement systemsK 
j~n~ged m~jor softw~re product upd~tesI including 
lr~cleLa_OLtebsphere to open sourceLjypniLg_lpp migr~tionI user 
fe~ture enh~ncementsI stor~ge ~ccess enh~ncementsK lvers~w new trouble 
ticketI `ojI ~nd project pl~nning system implement~tionsK kegoti~ted 
new d~t~center contr~ctI upgr~ded critic~l fnternet service to ~ diversified 
tier N provider b~seI instituted new m~n~gement C oper~tions processesI 
~nd selectively outsourced oper~tionsI to reduce oper~tions costs QMB ~nd 
improve customerJf~cing service level from O nines to Q ninesK j~n~ged 
~nd developed le~singI outsourcingL offshoringI m~nuf~cturing ~nd vendor 
rel~tionshipsK aefined ~nd instituted profession~l st~ff m~n~gement 
pr~ctices including form~l review ~nd bonus incentive progr~msI to ~lign 
m~n~ger perform~nce with comp~ny go~ls ~nd f~cilit~te corpor~te growthK 
crequently m~rketedLsold to ~nd directly supported the firmDs highly 
dem~nding customersK 

 
cromW OMMN City iights ketwork 
qoW OMMR m~lo AltoI `A 
 mositionW mresident C mrincipal 
  mrovided ~dvisory services to firms in st~rtupI rest~rtI or growth ph~seI 

often ~ccepting ~n interim `hief lfficer roleK bng~gements included 
pt~rfish ee~lth E~s `ql ~nd sm lper~tionsFI cifth a~y qher~peutics E~s 
`ql ~nd `flFI ~nd ocdI ~ highlyJreg~rded boutique ~n~lyst firm E~s 
ptr~tegic `onsulting m~rtnerFK As profession~l dueJdiligence ~dvisor for 
s`s ~nd priv~te investorsI ev~lu~ted h~rdw~re C softw~re investment 
c~ndid~tesK bng~ged by dlob~l RMM computing ~nd fin~nci~l industry 
firms to ~dvise on ~rchitectureI compli~nceI ~nd oper~tionsK As ~ “hired 
gun” `ulI designed ~nd developed service offeringsI m~n~ged 
outsourced developmentI developed business modelsI supported 
investment ~ctivitiesI developed intellectu~l property portfolioI business 
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rel~tionshipsI growth pl~nsI fin~nci~l modelsI ~nd softw~re technology for 
sever~l  st~rtupsK  aesigned  ~nd  developed  softw~re  for  ~  st~rtupDs  
consumer webJb~sed service offeringI m~n~ged outsourced web 
developmentI developed business modelsI supported investment ~ctivitiesK 
aeveloped intellectu~l property portfolioI business rel~tionshipsI growth 
pl~nsI fin~nci~l modelsI ~nd softw~re technology for ~ biotech drug 
discovery st~rtupI ~pplying m~them~tic~l modeling ~nd computer 
simul~tion techniques to development~l genomic regul~tory networks to 
produce new drug c~ndid~tesK bv~lu~ted investment c~ndid~tes in 
enterprise securityI highJvolume coll~bor~tive consumer multimedi~I ~nd 
distributedLgrid enterprise softw~re for profession~l investorsK 

 
cromW NVVV poftket pystemsI fnc. 
qoW OMMN p~n cr~nciscoI `A 
 mositionW Chief Technical lfficer 
  jember of the fiveJperson executive te~m governing ~ billionJdoll~r 

publiclyJtr~ded bro~db~nd services corpor~tionI growing it from PRM to 
TMM technic~l st~ffI OMIMMM to PMIMMM subscribersI PMIMMM to SMIMMM em~il 
usersI ~nd oper~tions from TM to over NMM cities intern~tion~llyK `hief 
officer for p~rent corpor~tion ~nd ~ll oper~ting subsidi~riesI ~ctively 
p~rticip~ting in their oper~tionsK lper~ting units included the n~tionDs 
thirdJl~rgest c~ble fnternet providerI the first twoJw~y spAq s~tellite 
bro~db~nd providerI ~nd ~ ANMM million bro~db~nd wireless service 
provider joint ventureK oeported to `blL`h~irm~nK 
iineJm~n~ged the firmDs corpor~te fqI preJspinout business incub~torI ~nd 
corpor~te technology st~ffK   oesponsibilities included technic~l oper~tions 
C service deliveryI new product ~nd business developmentI new 
technology developmentI corpor~te str~tegyI intellectu~l propertyI press 
~nd investorL~n~lyst present~tionsI corpor~te venture investmentI st~ff 
developmentI m~rket re~lignmentLrestructuringLjCA ~nd 
discontinu~tionLcre~tion of subsidi~riesI ~nd cost reduction ~nd qu~lity 
improvementK  perved on _o~rd of airectors of poftket senturesI the 
corpor~tionDs venture c~pit~l investment ~rmI ~nd led or conducted due 
diligence ~nd investment ~ctivitiesK 
ied softw~re ~nd h~rdw~re ~rchitecture te~ms ~s `ql of ANMMjj 
bro~db~nd wireless subsidi~ryLgsK aesigned propriet~ry onJsite multiJ
level c~ching server systemsI with networked wireless deliveryI remote 
m~n~gementI semiJform~l security policyI ~nd industryJdefining 
perform~nceK aeveloped the bro~db~nd wireless industry’s first consumer 
equipment certific~tion progr~m ~nd first semiJform~l security policy for 
wireless servicesK 

pupervised ~ ARj mCi preJspinout multimedi~ content hosting subsidi~ry 
with oper~tions in VM citiesI including fin~nci~lsI product technologyI 
str~tegyI st~ffingI s~les C m~rketingI p~rtneringI ~nd extern~l investment 
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negoti~tionK lvers~w competitiveI perform~nceI ~nd vendorLsupplier 
rel~tionships for content m~n~gementI c~ble C s~tellite bro~db~nd 
businessesI intern~l enterprise fq ~pplic~tionsI ~nd extern~l web hosting 
businessK 
ied efforts th~t improved profit~bility ~nd oper~ting efficiencyK oefined 
product mixI reduced f~ilure r~teI improved service reli~bility by ne~rly 
two nines to VVKTB in key m~rketsX implemented technology upgr~des to 
reduce expense ~nd improve perform~nce of service delivery by QMBK 
oe~rchitected c~ble network ~nd st~nd~rdized fielded h~rdw~re ~nd 
softw~re to cut oper~ting expenses in m~n~ging AOM million of deployed 
c~pit~l ~ssetsK 

As corpor~te str~tegy officerI tr~cked T glob~l geogr~phiesI kept cont~ct 
with NUU comp~nies or institutionsI ~nd m~int~ined trend d~t~ on VM 
competitors ~nd p~rtnersK ied ~ successful defense ~g~inst ~ competitorDs 
p~tent ~tt~ckK crequently worked directly with str~tegic p~rtners ~nd 
individu~l consumer customersK 

 

cromW OMMM creewire ketworksI fnc. 
qoW OMMN jurr~y eillI kg 
 mositionW Chairman 
  iucent spinoffW tireless consumer bro~db~nd serviceLcontentLeJ

commerce providerK 

fniti~ted successful peries A investment EAUj post v~lu~tionFK ied _o~rd 
through successful hiring of new `blK jentored m~n~gement te~m on 
business model ~nd oper~tionsI including str~tegyI business ~ppro~ch ~nd 
service ~rchitecture for delivering live wireless commerce C multimedi~ 
content to consumers inJvenueK 

 

cromW NVVS aigital bquipment Corp. C ClMmAn Computer Corp. 
qoW NVVV m~lo AltoI `A 
 mositionW mrincipal pcientistI Corporate ptrategy C Technology ECTl’sF aivisionX 

ManagerI ketworked bntertainment Technology 
  jember of the renowned testern oese~rch i~bor~tory ~nd ketwork 

pystems i~bor~toryI developing novel fnternet system ~rchitectures ~nd 
the business models to exploit themK 
aesigned ~nd developed new networked h~rdw~reJsoftw~re ~rchitectures 
for highJperform~nce internetworked multimedi~K aeveloped ~ portfolio 
of str~tegic p~rtnersX ~chieved m~ny worldwide historic fnternet 
tr~ns~ctionI service perform~nceI C sc~l~bility firstsI including first to 
stre~m NIMMMIMMM live videos for ~n eventI world’s first g~v~Jb~sed 
distributed fnternet g~mes demoI ~nd world’s first live wireless webc~stsK 
perved ~s pressJtr~ined design~ted corpor~te spokesperson for bro~db~nd 
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~nd multimedi~K `onsulted to senior m~n~gement of RM customerLp~rtner 
firms on business models ~nd oper~tionsK 
aeveloped m~n~gedJservices business model ~nd ~rchitecture for ~n 
intern~tion~l webJb~sed sports news distribution joint venture with 
oeutersI l~ter spun out ~s pportsteb ~nd sold to `_p pportslineK 
aefined h~rdw~reJsoftw~re ~rchitectureI p~rtnering pl~nI ~nd costJ
benefit ~nd c~shflow bre~keven ~n~lyses to est~blish service tiersK 

 
cromW NVVM aistributed pystems qechnology L aistributed pystems oesearch 
qoW NVVS m~lo  AltoI `A 
 mositionW mresident C counder 
  counded ~nd r~n ~ profit~ble business for six ye~rsK j~jor clients 

included db Aerosp~ceI rp k~vyK ied ~rchitecture te~m for ~ AQPj 
aAomAJfunded distributed ~utom~tion progr~mK `ontr~cts included 
design of ~ perform~nce m~n~gement system for ~ssessing ~nd 
tr~cking the tr~ining ~nd onJtheJjob competence of rp k~vy 
personnelX multidimension~l visu~liz~tion techniques to ~ssist k~vy 
oper~tors in route pl~nning t~sksX ~nd the design of ~ strict re~lJtime 
t~sk scheduling ~ppro~ch for ~ distributed situ~tion ~ssessment system 
~nd semiform~l design specific~tion of ~ distributed re~lJtime 
underw~ter semirobotic situ~tion ~ssessmentI pl~nningI ~nd execution 
systemK aeveloped ~ novel business in turnkey c~t~log web services 
t~rgeted ~t growthJoriented sm~ll ret~ilers ~nd implemented it 
profit~blyK  

 

cromW NVUP Advanced aecision pystems 
qoW NVVM jount~in siewI `A 
 mositionW Acting aivision ManagerI Corporate Marketer C mrincipal pcientist 
  j~n~ger for U ye~rs in ~ consistently profit~ble st~rtup th~t grew from PR 

to OMM employeesI bec~me the domin~nt supplier of ~pplied Af systems to 
the rp dovernmentI ~nd l~unched ~ successful public spinout EserityFK 
merformed gener~l m~n~ger functions for ~ corpor~te division with ~ 
multimillionJdoll~r mCiK oeported to mresident or psmK   
j~n~ged ~pproxim~tely OM successful softw~re development projects 
over U ye~rsI consistently delivering working softw~re to extern~l 
customers onJtime ~nd onJbudgetK pt~rted ~ computer systems focus 
within the comp~ny ~nd grew it into ~ corpor~te divisionX directed ~nd 
supervised the comp~ny’s st~ff ~nd contr~ct efforts on the ~pplic~tion 
of m~chine intelligence technology to computer systems h~rdw~re ~nd 
system softw~reI including distributed systemsI ~dv~nced computer 
~rchitecturesI intelligent oper~ting systemsI progr~mming l~ngu~gesI 
d~t~b~se technologyI computer securityI robotic ~nd expert systemsI 
re~lJtime processing techniquesI p~cket r~dio ~nd networking 
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~pplic~tionsI ~nd reli~ble f~ultJtoler~nt computingK _uilt ~nd led the 
te~m th~t produced the worldDs first virtu~l m~chineJb~sed distributed 
crossJpl~tform infr~structure for live objectLprocess migr~tionK As 
corpor~te m~rketerI built ~ new multimillionJdoll~r client b~se th~t 
bec~me the firm’s single l~rgest st~ble source of contr~ct revenueK 

 
 

bducation 
 

ve~r rniversity aegree 
NVUU rniversity of j~ss~chusetts 

AmherstI jA 
mhKaKI `omputer ~nd fnform~tion pcience 

NVUM rniversity of j~ss~chusetts 
AmherstI jA 

jpI `omputer ~nd fnform~tion pcience 

NVTU tesley~n rniversity 
jiddletownI `q 

_AI jusic 

NVTU 
 

tesley~n rniversity 
jiddletownI `q 

_AI _iology ~nd msychology Edouble degreeF 

 
 
 
mublications 
 

jonogr~phs ~nd _ook `h~pters 
 x N z  ̀ rom~rtyI   AKI   Ad~msI   qKI   tilsonI   dKI   ̀ unningh~mI   gKI   qoll~nderI   ̀ KI   ~nd drinbergI   jKI  
“ aistributed a~t~b~se `onsider~tions in ~n bxpert pystem for o~d~r An~lysisK ”  bxpert a~t~ 
_~se pystemsI   _enj~minL`ummings  E pubK F I   NVUSK 
 x O z  ̀ rom~rtyI   AKI   ̀ h~pter   P   of the monogr~ph   torld pug~rI   ̀ onnell ̀ ommodities  E pubK F I   
 testfield kgI   NVTTK    
xP z  ̀ rom~rtyI    AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~    m~r~digm for 
aistributed hnowledgeJ_~sed pystem aesignK ”   fn AK   _ond ~nd    iK   d~sser  E edsK F I   oe~dings in 
aistributed Artifici~l fntelligenceI   jorg~n h~ufm~n  E pubK F I   NVUUK 
 x Q z  ̀ rom~rtyI   AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~ m~r~digm for 
aistributed hnowledgeJ_~sed pystem aesignK ”  fn iK   herschberg  E edK F I   bxpert a~t~b~se 
pystems   Emonogr~ph b~sed on April   NVUS   mroceedings of the cirst fntern~tion~l `onference on 
bxpert a~t~b~se pystemsI   ̀ h~rlestonI   pouth `~rolin~ F I   NVUTK 
 x R z  ̀ rom~rtyI   AKI   m~ttern oecognition in k~tur~l ~nd Artifici~l pystemsK   mhKaK  
 aissert~tionI   rniversity of j~ss~chusettsI   Amherst jAK   rnpublishedK   NVUPK 
 x S z  ̀ rom~rtyI   AKI   mrogr~mming `onstructs for oe~lJqime aistributed hnowledgeJ_~sed 
pystemsK   mhKaK   aissert~tionI   rniversity of j~ss~chusettsI   Amherst jAK   mublished by 
rniversity jicrofilmsI    Ann ArborI   jichK   NVUTK 
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gourn~l ~nd mroceedings Articles ~nd oeports 
 x N z  Ad~msI   qKI   ̀ rom~rtyI   AKI   jc`uneI   _KI   tilsonI   dKI   drinbergI   jKI   ̀ unningh~mI   gKI   ~nd 
qoll~nderI   ̀ KI  “ A hnowledgeJ_~sed pystem for An~lyzing o~d~r pystemsK ”  invited p~perI   mrocK  
 jilit~ry jicrow~ves  D UQ   iondonI   bngl~ndI   NVUQK 
 x O z  ̀ rom~rtyI   AKI   Ad~msI   qKI   ̀ unningh~mI   gKI   ~nd qoll~nderI   ̀ KI  “ pcience ~nd qechnology 
An~lystDs Assist~ntK ”  cin~l qechnic~l oeport  E oevised F I   Aap qoJNMPRJMNK    mublished ~s aqf` 
qechnic~l oeport AaANSURROI   g~nu~ry   NVUSK 
 x P z  ̀ rom~rtyI   AKI   Ad~msI   qKI   tilsonI   dKI   ̀ unningh~mI   gKI   qoll~nderI   ̀ KI   ~nd drinbergI   jKI  
“ aistributed a~t~b~se `onsider~tions in ~n bxpert pystem for o~d~r An~lysisK ”  ppK   RUSJSMOI  
 mrocK   cirst fntern~tion~l torkshop on bxpert a~t~b~se pystemsI   hi~w~h fsl~ndI   pouth `~rolin~I  
 lct   OQJOTI   NVUQK 
 x Q z  ̀ rom~rtyI   AKI  “ A jodel of the Anur~n oetin~K ”  qechnic~l oeport   UNJPRI   aep~rtment 
of ̀ omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI  
 NVUNK 
 x R z  ̀ rom~rtyI   AKI   ̀ ~tionI   jKI   aoveI   hKI   bdw~rdsI   qKI   ieechI   jK ~ gKI   kewm~nI   kKI   ~nd 
tongI   oKI  “ aistributed mrocessing qopologyK ”   qechnic~l oeport qoJPNNOJMNI   Adv~nced 
aecision pystemsI   jount~in siewI   ̀ ~liforni~I   lctober   NVUSK 
 x S z  ̀ rom~rtyI   AKI  “ ̀ ommunic~tions in Adv~nced Architecture `omputing pystems for 
aistributed mroblemJpolving Applic~tionsK ”   aistributed mrocessing for _~llistic jissile aefense 
projectI   Aap qechnic~l jemor~ndum qjJPMVUJVI   Adv~nced aecision pystemsI   guly   NVUTK   
xT z  ̀ rom~rtyI   AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~    m~r~digm for 
aistributed hnowledgeJ_~sed pystem aesignK ”   mroceedings of the cirst fntern~tion~l 
`onference on bxpert a~t~b~se pystemsI   ̀ h~rlestonI   pouth `~rolin~I   ppK   QTJRVI   April   NJQI   NVUSK 
 x U z  ̀ rom~rtyI   AKI   ̀ unningh~mI   gKI   aoveI   aKI   ~nd lDoeillyI   ̀ KI  “ merform~nce j~inten~nce 
for ~ eeterogeneous aistributed `omputing pystemK ”   cin~l oeportI   aistributed mrocessing for 
_~llistic jissile aefense projectI   Aap qechnic~l oeport qoJUTJPMVUJNI   Adv~nced aecision   
 pystemsI   NVUTK     mublished ~s aqf` qechnic~l oeport Aa_NOMNTiI   NVUUK 
 x V z  ̀ rom~rtyI   AK  “ aepth ~s ~ dis~mbigu~ting cue in visu~l loc~liz~tion of objectsK ”  
 mublished ~s qechnic~l oeport   UNJPTI   aep~rtment of ̀ omputer ~nd fnform~tion pcienceI  
 rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUNK 
 x NM z  ̀ rom~rtyI   AKI   bdw~rdsI   qKI   droverI   jKI   hinionI   mKI   lDoeillyI   ̀ KI   ~nd o~ileyI   jKI  
“ ayn~mic Ad~ptive oesource j~n~gement for oe~lJqime aistributed ml~nningK ”  cin~l oeport  
E solK   f F I   Aap qechnic~l oeport koK   PNVNJNI   April   NVVMK    E Also published by the rKpK   Air corce 
~s ~    oome Air aevelopment `enter qechnic~l oeport in   NVVMK F 
xNN z  ̀ rom~rtyI   AKI  “ bntert~inment on the fnternetW   bxecut~ble contentI   entert~inment 
corpor~tionsI   ~nd the futureK ”   aigit~l fnternet fnnov~tors kewsI   ppring   NVVUK 
 x NO z  ̀ rom~rtyI   AKI  “ bntert~inment on the fnternetW   eow aifferent Audiences Are AffectedK ”  
 aigit~l fnternet fnnov~tors kewsI   tinter   NVVTK 
xNPz `rom~rtyI AKI ~nd _~uerI bKI “iinux in the a~t~center W An An~lysis of iinux rse for 
i~rgeJpc~le a~t~b~se Applic~tions K” oobert cr~nces droupI lctober OMMRK 
 x NQx  ̀ rom~rtyI   AKI   droverI   jKI   ~nd sit~relliI   gKI  “ A jodel of qr~nsJLmostJpflm ptr~tegic 
aistributed ml~nningK ”  cin~l oeport  E solK   ff F I   Aap qechnic~l oeport koK   PNVNJOI   April   NVVMK    
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E Also    published by the rKpK   Air corce ~s ~    oome Air aevelopment `enter qechnic~l oeport in  
 NVVMK F 
xNRz  ̀ rom~rtyI   AKI   e~tfieldI   cKI   henigI   kKI   jorg~nI   hKI   pmithI   pKI   thitebre~dI   hKI   ~nd 
tilli~msI   aKI   “ plAp pystem aesignI   sersion   NKNK ”   pemiform~l specific~tion ~nd design report 
for aAomADs pubm~rine lper~tion~l Autom~tion pystem progr~mI   published ~s ~ db 
Aerosp~ce progr~m technic~l memor~ndumI   April   NVVNK 
 x NS z  ̀ rom~rtyI   AKI  “ fnternetworked jultimedi~ ~nd ketworked bntert~inment 
qechnologyK ”   ̀ omp~q corefrontI   c~ll   NVVUK 
 x NT z  ̀ rom~rtyI   AKI  “ h~inic ~cid ~bl~tion of th~l~moJtect~l region  D disinhibits D  preyJselective 
tect~l units in the frog o~n~ tempor~ri~ ” K   fnvited p~perI   presented ~t aAomA torkshop on 
ml~nning ~nd mroblem polving in Anim~te pystemsI   p~nt~ ceI   kew jexicoI   NVURK 
 x NU z  ̀ rom~rtyI   AKI   ieechI   jK   gKI   hinionI   mKI    qoll~nderI   ̀ KI   aoveI   hKI   ~nd bdw~rdsI   qKI  
“ oeconstitutionI   oeconfigur~tionI   ~nd hnowledgeJ_~sed oouting in ~ eeterogeneous 
aistributed `omputing    bnvironmentK ”  cin~l oeportI   aistributed mrocessing qopology projectI   
 qechnic~l oeport qoJUTJPNNOJMOI   Adv~nced aecision pystemsI   NVUTK   mublished by the rKpK   Air 
corce ~s oome Air aevelopment `enter qechnic~l oeport oAa`JqoJUUJNPNI   NVUUK 
 x NVx  ̀ rom~rtyI   AKI   jorg~nI   hKI   ~nd thitebre~dI   hKI  “ plAp pitu~tion Assessment  E pA F 
 ̀ omponent aesignK ”   pitu~tion ~ssessment design report for aAomADs pubm~rine lper~tion~l 
Autom~tion pystem progr~mI   published ~s ~ db Aerosp~ce progr~m technic~l memor~ndumI  
 aecember   NVVNK   
xOM z  ̀ rom~rtyI   AK  “ keur~l models of visuomotor integr~tion in ~mphibi~nsK ”  fnvited p~perI  
 OUth fntern~tion~l `ongress of mhysiologic~l pciencesI   _ud~pestI   eung~ryI   NVUMK   mublished in 
AdvK   mhysiolK   pciK   volK   PMW   dK   pzekelyI   bK   i~bosI   ~nd pK   a~mj~novich  E edsK F I   keur~l 
`ommunic~tion ~nd `ontrolK 
 x ONx  ̀ rom~rtyI   AKI   lDoeillyI   ̀ KI   jitol~I   gKI   ~nd Ad~msI   qKI  “ Artifici~l fntelligence 
Applic~tions to the oe~lJqime bt mroblem ” E cin~l oeport F K    qechnic~l oeportI   Adv~nced 
fnform~tion  C  aecision pystemsI   jount~in siewI   ̀ ~liforni~I   NO   kovember   NVUQK 
 x OOx  ̀ rom~rtyI   AKI   oud~hlI   hKI   ougglesI   iKI   ~nd puttonI   oKI  “ A sipf Associ~tive pe~rch 
ketwork for hnowledge AcquisitionW    A aesign ptudyK ”   qechK   oeptK   UPJMQI   aep~rtment of 
`omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUOK 
 x OPx  ̀ rom~rtyI   AKI   ph~piroI   aKI   ~nd cehlingI   jKI  “D ptill ml~nners oun aeep D W   ph~llow 
oe~soning for c~st oepl~nningK ”  gohn cK   dilmore  E edK F I   Applic~tions of Artifici~l fntelligenceI  
 ppK   NPUJNQRI   mroceedings pmfb   QURI   NVUQK 
 x OQx  ̀ rom~rtyI   AKI  “ pportstebW   bxploring kew _usiness jodels ~t the fnternetDs pervice 
crontierK ”   aigit~l corefrontI   pummer   NVVUK 
 x ORx  ̀ rom~rtyI   AKI  “ qhe `oiniisp oeference j~nu~lK ”   aep~rtment of ̀ omputer ~nd 
fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUOK 
 x OSx  ̀ rom~rtyI   AKI  “ qhe oole of bntert~inment on the tebW   eow aifferent Audiences Are 
AffectedK ”   aigit~l fnternet fnnov~tors kewsI   tinter   NVVTK 
 x OT z  ̀ rom~rtyI   AKI  “ th~t ~re `urrent bxpert pystem qools jissing ?”   invited p~perI  
 mroceedings fbbb `omputer `onferenceI    p~n cr~ncisco `AI   cebru~ry   NVURK 
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 x OUx  ̀ unningh~mI   gKI   aoveI   aKI   AndrewsI   aKI   lDoeillyI   ̀ KI   ~nd `rom~rtyI   AKI  “ jodelJ_~sed 
c~ult j~n~gementK ”  aistributed mrocessing for _~llistic    jissile aefense projectI   qechnic~l 
jemor~ndum AapJqjJPMVUJOI   Adv~nced aecision pystemsI   gune   NVUTK 
 x OV z  droverI   jKI   hinionI   mKI   ~nd `rom~rtyI   AKI  “ ̀ ooper~ting bxpert pystems  E ̀ lmbp F 
 poftw~re aevelopment ml~nK ”  Aap qechnic~l oeport koK   qoJOOMMJMMPI   j~rch   NVUVK 
 x PMx  droverI   jKI   hinionI   mKI   ~nd `rom~rtyI   AKI  “ aesign `riteri~ for `ooper~ting bxpert 
pystems  E ̀ lmbp F K ”  Aap qechnic~l oeport koK   qoJOOMMJMMOJ`I   j~rch   NVUVK 
 x PN z  droverI   jKI   hinionI   mKI   ̀ rom~rtyI   AKI   ~nd bdw~rdsI   qKI  “ ̀ ooper~ting bxpert pystems  
E ̀ lmbp F K ”  cin~l oeportI   Aap qechnic~l oeport koK   qoJOOMMJMMQI   gune   NVUVK   E Also    published 
by the rKpK   Air corce ~s ~ oome Air aevelopment `enter qechnic~l oeport in   NVVMK F 
xPO z  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ A ̀ oncept ~nd Architecture for ~ mroficiency 
j~n~gement pupport pystemK ”   cin~l oeportI   rp k~vy `ontr~ct kMMMPVJVRJ`JMMPMI   gune  
 NVVRK 
 x PPx  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ mroficiency j~n~gement qoolset  E mjqoolpet F W  
 An~lysis ~nd oequirementsK ”   fnterim oeportI   rp k~vy ̀ ontr~ct kMMMPVJVRJ`JMMPMI   j~rch  
 NVVRK 
 x PQ z  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ mroficiency qr~cking ~nd Authoring qools for `Qf 
bnvironments  E mroqoA`b F W   qechnology ~nd ArchitectureK ”   fnterim oeportI   rp k~vy `ontr~ct 
kMMMPVJVRJ`JMMPMI   April   NVVRK 
 x PRx  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ sisu~liz~tion ~nd An~lysis for `ruise jissilesK ”   cin~l 
oeportI   rp k~vy ̀ ontr~ct kSMVONJVQJ`JANPOI   gune   NVVQK 
 x PSx  i~r~I   oKI   ArbibI   jKI   ~nd `rom~rtyI   AKI  “ keur~l modeling of preyJpred~tor inter~ctions 
in frog ~nd to~d visuomotor coordin~tionK ”  pocK   keurosciK   AbsK   RWQSVI   NVTVK 
 x PTx  i~r~I   oKI   ArbibI   jKI   ~nd `rom~rtyI   AKI  “ qhe oole of the qect~l ̀ olumn in c~cilit~tion 
of Amphibi~n mreyJ`~tching _eh~viorW    A keur~l jodelK ”   gK   keurosciK   NVUOK 
 x PU z  ievit~nI   pKI   ~nd `rom~rtyI   AKI  “ sdsW   An fnter~ctive sipf aesign pystemK ”  qechnic~l 
oeport   UNJPSI   aep~rtment of `omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI  
 AmherstI   j~ss~chusettsI   NVUNK 
 x PVx  jiltonbergerI   qKI    ̀ rom~rtyI   AKI   ~nd i~wtonI   aKI  “ ce~sibility ptudy of ~n Artifici~l 
fntelligence Appro~ch to pp~ce lbject fdentific~tion ” E cin~l oeport F I   qechnic~l oeport qoJ
OMTTJOI   Adv~nced aecision pystemsI   jount~in siewI   ̀ ~liforni~I    April   NVURK 
 x QMx  jiltonbergerI   qKI   ̀ rom~rtyI   AKI   i~wtonI   aKI   ~nd jullerI   eKI  “ mrelimin~ry oesults on ~ 
jodelJ_~sed fm~ge rnderst~nding pystem for aetecting pp~ce lbject Anom~lies from fnverse 
pynthetic Aperture o~d~r  E fpAo F  fm~gesK ”  mroceedings cifth Annu~l mhoenix fbbb `onference 
on ̀ omputers ~nd `ommunic~tionsI   j~rch   NVUSK 
 x QN z  jorg~nI   hKI   thitebre~dI   hKI   hendusI   jKI   ~nd `rom~rtyI   AKI  “ fntegr~tion of aom~in 
~nd oesourceJ_~sed oe~soning for oe~lJqime `ontrol in ayn~mic bnvironmentsK ”  mroceedings 
of the kApA plAo `onferenceI   August   NVVOK 
 x QO z  lDoeillyI   ̀ KI   ~nd `rom~rtyI   AKI  “` c~st D  fs kot  ` oe~lJqime D W   aesigning bffective oe~lJ
qime Af pystemsK ”   Applic~tions of Artifici~l fntelligenceI   mroceedings pmfb   RQUI   gohn cK  
 dilmoreI   edKI   NVURK   
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xQP z  pinn~monI   eKI   jillerI   ̀ KI   ~nd `rom~rtyI   AKI  “ oesponse of medi~l telenceph~lic neurons 
to stimul~tion in reinforcing sites in the medi~l forebr~in bundle ~nd ventr~l tegment~l ~re~K ” 
 mhysiology ~nd _eh~vior   OOWRRRJRSOI   NVTVK 
 x QQx  puttonI   oKI   ~nd `rom~rtyI   AKI  “ qhe dus aeviceJfndependent dr~phics pystem 
oeference j~nu~lK ”  aep~rtment of ̀ omputer ~nd fnform~tion pcienceI   rniversity of 
j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUNK   
xQR z  teymouthI   qKI   ~nd `rom~rtyI   AKI  “ ̀ lfkpJPa  E An Ad~pt~tion of jlsfbJ_vr F W   
 pystem aescription ~nd oeference j~nu~lK ”  aep~rtment of ̀ omputer ~nd fnform~tion pcienceI  
 rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVTVK 
 x QSx  tilsonI   dKI   ̀ rom~rtyI   AKI   Ad~msI   qKI   drinbergI   jKI   qoll~nderI   ̀ KI   ~nd `unningh~mKI  
 gKI  “ Af Assists An~lysts in fdentifying poviet o~d~r pystemsK ”   aefense pystems oeviewI  
 g~nu~ry   NVUQK 
 
 
pelect mresent~tionsI   fnvited iectures ~nd fnvit~tion~l torkshops 
 x N z “ Af in the   UM D sW   qr~nsferring the technologyI ”  fnvited heynote ppe~ker lecture  E mlen~ry 
j~n~gement pession F  for Aerosp~ce Applic~tions of Af `onferenceI   a~yton leI   lct   NQJNTI  
 NVUSK 
 x O z  Af ml~nning torkshop  E s~tellite workshop of k~tion~l ̀ onference on Artifici~l 
fntelligence F I   t~shingtonI   a`I   Aug   NVUQK 
 x P z “ ̀ ooper~ting bxpert pystemsK ”  qechnic~l fnterch~nge torkshopI   aecision Aids 
_r~nchI   oAa`L`lAaI   oome kvI   ceb   NTI   NVUUK 
 x Q z  aAomA torkshop on ml~nning ~nd mroblem polving in Anim~te pystemsK   _ishopDs 
iodgeI   p~nt~ ce kjI   gune   NTJNVI   NVURK 
 x R z “ aistributed ml~nning ArchitecturesI   or ml~nning in ~ aistributed `omputing 
bnvironmentK ”  qechnic~l bxch~nge torkshopI   hnowledge bngineering _r~nchI   oAa`L`lbpI  
 oome kvI   j~y   NUI   NVUUK 
 x S z “aistributed pystem oeconstitution for ptr~tegic aistributed ml~nning ” E with jK  
 drover F K    qechnic~l bxch~nge torkshopI   aistributed pystems _r~nchI   oAa`L`lqaI   oome 
kvI   g~n   NNI   NVUVK 
 x T z “ aistributed pystem qopology for the paf _~ttle j~n~gementL`P   pystemK ”  qechnic~l 
bxch~nge torkshopI   aistributed pystems _r~nchI   oAa`L`lqaI   oome kvI   kov   NVUSK 
 x U z “ ayn~mic mrocess jigr~tion for oeconstitution ~nd oeconfigur~tion in ~ 
eeterogeneous aistributed `omputing bnvironmentK ”   qechnic~l bxch~nge torkshopI  
 aistributed pystems _r~nchI   oAa`L`lqaI   oome kvI   aec   NVUTK 
 x V z “ fnform~tion processing in ~utonomous mobile vehicles ” E with oK   ar~zovich F I   aAomA 
torkshop on Autonomous dround sehiclesI   ieesburg sAI    lct   OQJOS   NVUPK   
xNM z  fntelligent aecision pupport pystemsI   twoJd~y public lecture series  E sole    spe~ker F 
 presented to ~udiences in _oston jAI   Atl~ntic `ity kgI   ~nd t~shington a`I   g~n   NVUSK 
 x NN z  “ hnowledgeJb~sed f~ult m~n~gement using heterogeneous dyn~mic process 
migr~tionK ”  Artifici~l fntelligence qechnology c~ir torkshopI   hnowledge bngineering _r~nchI  
 oAa`L`lbpI   oome kvI   kov   NVUUK 
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 x NO z  fnvited keynote t~lkI   bnterqech bntert~inment ~nd qechnology ̀ onferenceI   ̀ ~rlsb~d 
`AI   April   NVVVK 
 x NP z  “ kew aom~ins ~nd `ollective sisionsW   All qhings aigit~lK”  fnvited p~nel sessionI  
 rnivK   of ̀ ~liforni~Loed eerringDs afdfsAqflkpW   dlob~l aigit~l qechnology ~nd jedi~ 
`onferenceI   _~c~r~ oesortI   p~nt~ _~rb~r~I   ̀ ~liforni~I   peptember   OQ – OSI   OMMMK 
xNQz “iinux in the a~t~center W An An~lysis of iinux rse for i~rgeJpc~le a~t~b~se 
Applic~tions K” mublic n~tion~l lectures seriesI oobert cr~nces droupI lctober OMMRK 
xNRz “qhe ae~th of mroduct aesignK” fnvited lecture ~nd p~nel sessionI Asilom~r 
jicrocomputer torkshopI m~cific droveI `~liforni~I April OUJPMI OMNMK 
xNSz “bduc~tion ~nd the fnnov~tion bconomyW A brief st~tus reportK” fnvited lecture ~nd 
p~nel sessionI `~liforni~ Assembly pelect `ommittee on fnnov~tion ~nd the bconomyW 
fnnov~tion pymposiumI iivermoreI `~liforni~I guly NPI OMNMK 

 
 
 
 
 

AwardsI  eonorsI mrofessional Associations and Achievements 

`um i~ude pocietyI kew~rk Ac~demy ENVTQF 

_~usch ~nd iomb eonor~ry pcience Aw~rd ENVTQF 

k~tion~l pcience cound~tion pummer oese~rch cellowshipI for neurophysiology rese~rch ENVTTF 

k~tion~l fnstitutes of ee~lthLkfk`ap oese~rch Assist~ntshipI for computer science ~nd 
m~them~tic~l modeling of biologic~l systems ENVTVJNVUMF 

aAAa cellowshipI to conduct neuroethology rese~rch in derm~ny ENVUMF 

k~tion~l fnstitutes of ee~lthLkfk`ap oese~rch Assist~ntshipI for computer science ~nd 
m~them~tic~l modeling of biologic~l systems ENVUNJNVUOF 

qe~ching Assist~ntshipI rniversity of j~ss~chusetts ~t Amherst ENVUOF 

k~tion~l pcience cound~tion oese~rch Assist~ntshipI to design ~ new progr~mming l~ngu~ge 
ENVUPF 

    m~st sice mresident Emioneer s~lley ch~pterF ~nd jemberI A`j  

    jemberI fnstitute of blectric~l ~nd blectronic bngineers EfbbbF  

    sisiting pchol~rI pt~nford rniversity ENVVMF 
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Board mositions 
 

cormer college fr~ternity mresidentI now serving on n~tion~l executive bo~rdK perved on four 
corpor~te bo~rds ~nd numerous bo~rds of ~dvisorsX presently serving on rniversity of `~liforni~ 
mresidentDs Advisory _o~rd ~nd on _o~rd of airectors of corensic bxpert titness Associ~tion Ep~n 
cr~nciscoFK mosition history includesW 

 
OMNN – present _o~rd of airectors C smI corensic bxpert titness AssnK Ep~n cr~nciscoF 
OMMO – present mresident’s _o~rd on pcience ~nd fnnov~tionI rnivK of `~liforni~ 
OMMN – OMMO `ontributing bditorI qhumbtribes wireless journ~l  
OMMN – OMMO _o~rd of AdvisorsI Ad`riticKcom 
OMMN – OMMO _o~rd of AdvisorsI dlob~llinx ketwork fncK 
OMMM – OMMN _o~rd of airectorsL`h~irm~nI creewire ketworks Eiucent spinoutF 
OMMM – OMMN _o~rd of airectorsI Aerzone `orpor~tion 
OMMM – OMMN _o~rd of airectorsI fntelligent `ommunic~tionsI fncK EfntellicomF 
OMMM – OMMN _o~rd of airectorsI poftket sentures Ecorpor~te venture fundF 
NVVU – OMMO _o~rd of AdvisorsI rnivK `~lifK aigit~l jedi~ fnnov~tion mrogr~m 
NVVU – OMMQ mresident’s Advisory `ouncilI tesley~n rniversity 
NVVV – OMMM qrustee ~nd mresidentI `oven~nt mresbyteri~n `hurch 
NVVS – present qrusteeI h~pp~ Alph~ pociety cound~tion 
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fK fkTolarCTflk Aka BAChdolrka 

NK f= have= been= retained= by= aefendants= eotfile= CorpK= = E“eotfile”F= and= Anton= qitov=

EcollectivelyI= “aefendants”F=as=an=expertK==fn=my=capacity=as=an=expertI=f=was=asked=to=offer=my=

opinion=on=specific=technical=and=business=questions=bearing=on=alleged=secondary=infringement=

of= mlaintiffs’= copyrights= by= eotfile= CorpK= and= Anton= qitov= as= asserted= by= mlaintiffs= in= their=

ComplaintK = =ff =additional=claims=as=to=infringement=are=assertedI =f =reserve=the=right=to=opine=on=

those= claims= as= wellK= = jy= expertise= extends= to= the= technical= areas= of= the= alleged= copyright=

infringementI= by= virtue= ofI= at= minimumI= my= extensive= training= in= computer= science= and=

commercial= experience= as= set= forth= belowK= f= will= not= offer= opinions= of= lawI= as= f= am= not= an=

attorneyK==

OK f=have=been=engaged=through=aistributed=pystems=qechnology=iiCI=a=company=of=which=

f=am=an=ownerI=through=Berg=poftware=aesignsK=Berg=poftware=aesigns=bills=ASMM=per=hour=for=

my =time =working =on =this =matter =plus =reasonable =expensesI =of =which =f =receive =a =lesser =

indeterminate= amount= computed= after= business= operations= expenses= of=Berg= poftware= aesigns=

and =aistributed =pystems =qechnology =iiCK = =jy =compensation =is =in =no =way =related =to =the =

outcome=of=this=litigationK=

PK A=list=of=the=materials=f=considered=is=attached=as=bxhibit=AK=

ffK nrAifcfCATflkp 

QK f=have= received= the= following=academic=honorsI= awardsI= appointmentsI=and= recognitionW=

sisiting= pcholarI= ptanford= rniversity= ENVVMFX= kational= pcience= coundation= AssistantshipI= to=

design=a= new=programming= language= ENVUPFX=aepartmental=qeaching= AssistantshipI=rniversity=

of= jassachusetts= at= Amherst= ENVUOFX= kational= fnstitutes= of= eealthLkfkCap= oesearch=



efdeiv=ClkcfabkqfAi= bxpert=oeport=of=Andrew=pK=CromartyI=mhKaK=
= =
=
=

= J=O=J=

AssistantshipI= for= computer= science= and= mathematical= modeling= of= biological= systems= ENVUNJ

NVUOFX= aeutscher= Akademischer= Austausch= aienst= EaAAaF= aoctoral= cellowshipI= to= direct=

neurophysiology= and= computer= modeling= research= in= burope= ENVUMFX= kational= fnstitutes= of=

eealthLkfkCap= oesearch= AssistantshipI= for= computer= science= and= mathematical= modeling= of=

biological=systems=ENVTVJNVUMFX=kational=pcience=coundation=pummer=oesearch=cellowshipI=for=

neurophysiology= research= ENVTTFX= Bausch= and= iomb= eonorary= pcience= Award= ENVTQFX= Cum=

iaude=pocietyI=kewark=Academy=ENVTQFX=kational=jerit=pcholarship=cinalist=ENVTQFK=

RK auring= my= professional= career= f= have= held= senior= technical= positions= at= several=

corporationsI= including=mrincipal=pcientist= at= both=aigital=bquipment= Corporation=and=Compaq=

Computer=CorporationI=the=highest=managementJawarded=corporate=scientist=hiring=rank=at=those=

corporationsI=and=aivision=oesearch=airector=and=then=Corporate=mrincipal=pcientist=at=AapI=the=

highest=managementJawarded=corporate=scientist=rank=at=that=corporationI=for=a=combined=total=of=

approximately=a=decadeK=

SK f= have= held= numerous= senior= corporate= executive= and= technical= management= positions=

during= my= careerI= including= Chief= qechnology= lfficer= ECqlF= and= Chief= fnformation= lfficer=

ECflF=of=rnion=pquare=AdvisorsI=a=pan=crancisco=technology=mergers=C=acquisition=investment=

bankX=Cfl=and= Cql=of=aAu=polutionsI= fncKI= a=primary=provider=of=fnternetJbased=digital=asset=

services=to=the=eollywood=qs=and=movie=industryI=with=international=operationsX=Cql=of=poftket=

pystemsI= fncKI= a= billionJdollar= kApaAnJtraded= fnternet= services= and= telecommunications=

companyX= Chairman= of= the= Board= of= creewire= ketworksI= fncKI= a= wireless= broadband= serviceI=

contentI= and= eJcommerce= businessX= Cql= of= fpm= ChannelI= then= the= thirdJlargest= cable= fnternet=

provider=in=the=rnited=ptatesX=Cql=of=Aerzone=CorpKI=a=ANMM=million=wireless=broadband=service=

joint= ventureX= and= Board= of= airectors= member= of= additional= firms= including= fntelligent=
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Communications= fncKI= an= international= satellite= service= providerI= and= poftket= senturesI= a=

corporate= venture= investment= fundK= mresently= f= am= a= martner= at= jinerva= ConsultingI= and= the=

mresident=and=Cbl=of=aistributed=pystems=qechnology=iiCK=

TK f= earned= a= mhKaK= in= Computer= and= fnformation= pcience= from= the= rniversity= of=

jassachusetts=at=AmherstI=awarded=in=NVUUI=writing=my=doctoral=dissertation=on=“mrogramming=

Constructs =for =oealJqime =aistributed =hnowledgeJBased =pystemsK” =thile =there =f =also =wrote =a =

second= doctoral= dissertation= on= mathematical= modeling= and= computer= simulation= of= brain=

structure =and =functionK =f =earned =a =jaster =of =pcience =in =Computer =and =fnformation =pcience =the =

rniversity=of=jassachusetts=at=Amherst= in=NVUMK== f=earned=a=Bachelor=of=Arts=double=degree=in=

Biology =and =msychologyI =and =simultaneously =a =Bachelor =of =Arts =degree =in =jusicI =from =

tesleyan=rniversity=in=NVTUK=

UK pince=obtaining= my=mhKaKI= f= have=worked= in=numerous=technical=management=positions=

and= overseen= dozens= of= successful= projects= developing= softwareI= hardwareI= and= servicesK= = jy=

experience= includes= overseeing= technical= staff= from= groups= very= small= in= size= to= hundreds= of=

employeesK=jy=experience= in=these=projects=has=been=consistently=direct= and=handsJonI=and=has=

delivered= working= products= and= services= to= paying= customersK= = f= also= have= worked= as= a=

computing=professional=by=developing=software=and=teaching=programming=in=over=PM=languagesK===

VK f=have=personally=authored=on=the=order=of=one=million=lines=of=software=codeK=

NMK f=am=credited=with=a=number=of=worldwide=historic=multimediaI==fnternet=and=technology=

firstsI= including= first= to=stream=NIMMMIMMM= live=videos=on=the= fnternet= for=an=eventI=world’s= first=

demonstration= of= gavaJbased= distributed= fnternet= gamesI= world’s= first= live= wireless= webcastsI=

world’s=first=streaming=video=live=from=an=international=film=festivalI=and=the=first=highJdefinition=

“setJtop=box”=networked=screening=product=and=system=for=the=movie=industryK=
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NNK jy= specific= relevant= experience= with= networkingI= internetworkingI= and= multimedia=

content=sharing=or=delivery=over=the=fnternet=includesW==

NOK Active= on= the= fnternet= in= its= successive= historical= manifestations= since= approximately=

NVTRK==

NPK aeveloped=and=published=novel=networking=and=distributed=computing=techniques=for=my=

doctoral=research=NVUPJNVUUK==

NQK Active= networking=and=electronic= communications= researcher= and=experimentalist= since=

NVTUI=involved=in=defining=and=implementing=novel=communications=protocolsI=experimentsI=and=

techniques= includingW= packet= radio= techniquesI= propagation= researchI= qCmLfm= extensionsI=

administrative= management= of= a= subset= of= the= public= fnternet= allocated= for= packet= radio= useI=

design=and=implementation=of=American=oed=Cross=emergencyLdisaster=communications=systemsI=

and=design=and=creation=of=networked=satellite=communications=systems=and=packet=gateways=to=

the=fnternetK==

NRK Created=and=directed=a=Computer=pystems=group=that=grew=into=a=corporate=division=and=

developed= novel= networking= and= distributed= computing= techniques= including= internetworked=

multimedia=delivery=and=distribution=methodsINVUPJNVVMK==

NSK counder=and=mresident=of=a=startup=firm=in=NVVM=that=provided=distributed=computing=and=

networking= consulting= analysesI= softwareI= and= services= to= rKpK= dovernmentLmilitary= and=

commercial= clients= NVVMJNVVPX= and= subsequently= in= NVVQJNVVSI= provided= to= commercial=

customers= eJcommerceI= teb= catalogI= and= fnternet= servicesI= entailing= early= market= studyI= inJ

house=developmentI= and=adoption=of=openJsource=software= tools= implementing= networking=and=

shopping=technology=and=development=of=an=early=form=of=affiliate=marketing=business=websiteI=

on= the= torld= tide= teb= starting= in= NVVQK= Among= my= firm’s= catalog= teb=sites= were= the= first=
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known=hockey=retailer=and= the= first=known=soccer=retailer=on=the=tebI= software= for=which=was=

executing=on=a=teb=server=on=a=public=host=computer=delivering=multimedia=content= at= least=as=

early=as=NVVQK===

NTK mrincipal=pcientist=at=the=ketwork=pystems=iaboratory=of=aigital=bquipment=CorporationI=

NVVSJNVVVK= = thile= at= aigital= bquipment= CorporationI= f= developed= a= number= of= networking=

methods=and=systemsI=which=may=be=subject= to=contractual=nondisclosure=agreementsK=fn=NVVS=f=

developed= the= networking= method= of= filtering= active= content= from= eqqm= traffic= at= a= network=

firewallK=f=also=developed=in=NVVT=the=methods=and=systems=of=internetworked=peripheral=devices=

and= services= including= methods= and= systems= related= to= wirelessly= internetworking= printersI=

keyboardsI= remote= displays= and= monitoring= systemsI= and= in= NVVUI= additional= architecturesI=

methods=and=systems=for=highJperformance=internetworked=multimedia=clientJserver=systems=that=

were=used=for=applications=including=education=and=entertainmentK==

NUK thile=at=aigital=bquipment=CorporationI=f= also=held=the= title=of=janager=of=ketworked=

bntertainmentK= f= actively= managed= a= collection= of= entertainmentJrelated= server= equipment= and=

fnternet=servicesI=at=aigitalDs=corporate=fnternet=gateway=and=distributed= in=locations=throughout=

the=world= throughout= the= late=NVVMDsI=primarily= for= the=purpose=of=delivering=audioI=videoI= and=

other= complex= multimedia= content= worldwideK= aigital=was= a= multiJbillionJdollar= company= and=

creator=of=the= first= and= largest= fnternet=corporate=gateway=in=the=worldI=and= my=responsibilities=

included=researchingI=evaluatingI=and=developing=both=technologies=and=fnternetJrelated=business=

models= for=fnternet=multimedia=delivery=on=behalf=of=that=corporationK=Among=other=activitiesI= f=

developed= the= business= modelI= including= cashJflow= breakJeven= model= and= fnternet= pricing=

structureI=for=a= joint=venture=of=aigital=bquipment=Corporation=and=oeuters=named=pportstebI=

which= later= was= successfully= spun= out= and= acquired= by= CBp= pportslineK= f= also= met= with= and=
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lectured=to=senior=executives=from=major=corporate=aigital=business=partners=as=to=industry=trendsI=

including=fnternet=business=models=and=technology=related=to=multimedia=and=entertainmentI=on=

approximately= RM= occasionsK= pimilarlyI= after= aigital’s= acquisition= by= Compaq= Computer=

CorporationI=f=was=the=invited=heynote=ppeaker=at=the=bnterqech=bntertainment=and=qechnology=

conference=created=to=introduce=the=pilicon=salley=and=eollywood=industriesI=where=f=lectured=to=

eollywood=industry=executives=on=business=models=and=technologies=for=entertainment=and=other=

multimedia=contentK=

NVK crom=NVVV=and=thereafterI=f=have=served=as=a=senior=executive=of=several=broadband=and=

fnternetJrelated= firms= ranging=up= to=a=billion=dollars= in=size=and=spanning=all= forms=of=network=

connectivity=with=global=operationsK==As=Chief=qechnical=lfficer=of=kApaAnJtraded=broadband=

corporation =poftket =pystems =fncKI =f =served =on =the =senior =executive =team =of =chief =officers =

managing=the=corporation=and=oversaw=technical=and=field=operations=for=the=parent=corporation=

and=its=operating=unit=subsidiariesI=comprising=a=technical=staff=of=approximately=TMM=employees=

as=we=grew=this=company= to= a=market= capitalization=of=approximately= two= billion=dollarsK=qhis=

included=serving=as=Cql=of=fpm=ChannelI=then=the=thirdJlargest=cable=fnternet=service=provider=in=

the= rnited= ptates= with= tens= of= thousands= of= customersI= and= lineJmanaging= the= preJspinout=

corporate =incubatorK =f =also =served =as =Cql =of =fntellicomI =the =first =twoJway =spAq =satellite =

fnternet= service= providerI= with= international= operationsK= fn= my= roles= at= fpm= Channel= and=

fntellicom=f= led= specific= largeJscale= efforts= to= develop= new= business= models= appropriate= to= the=

firms’=intellectual=capital=and=market=opportunitiesK=As=founding=Cql=and=member=of=the=Board=

of=airectors=of=the=hundred=million=dollar=wireless=broadband=firm=Aerzone=CorpKI=f=led=technical=

development= and= business= strategy= development= for= the= premier= hotspot= wireless= broadband=

service =providerI =with =international =operationsK =As =a =member =of =the =Board =of =airectors =of =
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corporate=venture=capital=fund=poftket=senturesI=f=directed=and=performed=technical=and=business=

model=due=diligence=on=scores=of=investment=or=mergerLacquisition=mattersK=As=Chairman=of=the=

Board= of= airectors= of= creewire= ketworksI= an= eJcommerce= startup= corporation= to= provide=

multimedia= broadband= services= in= sports= arenas= and= other= entertainment= venuesI= f= led= a=

successful=peries=A=funding=effortI=culminating=in=spinout=from=iucent=qechnologies=fncK=and=an=

eight=million=dollar=post=valuationI=and=f=oversaw=the=hiring=of=a=new=CblK=As=Cql=and=Cfl=of=

technology=investment=banking=firm=rnion=pquare=AdvisorsI=my=duties=included=performing=due=

diligence=on=merger=and=acquisition=candidates=as= to=technology=and=business= factorsI=assisting=

clients= in=developing= their= intellectual=property=portfoliosI= bringing= in=new=customersI=working=

closely=with=the=other=chief=officers=especially=as=to=operations=and=banking=compliance=mattersI=

and=overseeing=all=technical=operations=for=the=firmK=

OMK auring=OMMRJOMMTI= f=was=CqlLCfl=of=aAu=polutions= fncKI= the= film=and=qs= industryDs=

primary=provider=of=aigital=Asset=bxchange=asset=management=and=workflow=services=over=the=

fnternet=Esome=details=of=which=may=be=subject=to=commercial=nondisclosure=obligationsFK=fn=that=

capacity= f= oversaw= technical= development= and= lineJmanaged= the= firm’s= operations= and= field=

service= teamsI= providing= digital= dailies= and= workflow= services= to= many= of= the= largest=

entertainment= firms= in= eollywood= and= throughout= much= of= the= worldK= jy= specific=

responsibilities=included=managing=the=developmentI=deploymentI=and=operation=of=aAuDs=stateJ

ofJtheJart= proprietary= digital= asset= watermarkingLfingerprinting= technology= and= intellectual=

property=and=associated=digital=rights=management= systems=and=softwareK=At=aAu=we=operated=

the= largest= known= fnternetJbased= system= in= the= world= for= securely= managing= film= and= qs=

industry= digital= assetsI= with= over= PIMMM= industry= accountholdersK= jy= responsibilities= also=

included=oversight=and=management=of=security=for=these=copyrighted=entertainment=assetsI=and=



efdeiv=ClkcfabkqfAi= bxpert=oeport=of=Andrew=pK=CromartyI=mhKaK=
= =
=
=

= J=U=J=

required=working=withI=educatingI=and= advising=many=of= the= largest= entertainment= firms= in= the=

world =as =to =security =technology=and =policy =for =their =own=copyrighted =multimedia =film=and =qs=

digital= asset= contentI= much= of= which= they= entrusted= me= to= hold= and= manage= for= them= on= my=

servers=in=ios=AngelesI=in=their=own=facilitiesI=and=throughout=the=worldK=

ONK jy= technical= experience= includes= mathematical= analysisI= software= developmentI=

technique= developmentI= and= publication= in= technical= areas= that= additionally= arise= the= present=

matterI= including= work= on= pattern= recognitionI= pattern= matchingI= multidimensional= and= visual=

signal=and= image=analysisI=probability=and=other=mathematical=confidence=models=as=applied=to=

pattern= recognition= systemsI= and= computational= complexity= of= realJtime= computationsK= jy=

jasters= thesis=developed=descriptive=and=mathematical=models=of=visual=signal=processingK=jy=

first= doctoral=dissertation=developed= mathematical= techniques= for= featureJbased=pattern=analysis=

and= visual= pattern= matchingI= and= f= also= performed= research= on= biological= and= computer= visual=

recognition= systemsK= jy= later= researchI= lecturingI= and= publications= addressed= topics= including=

methods= for= space= object= identificationI= systems= for= featureJbased= matching= and= analysis= of=

imagery=dataI= strengths= and= weaknesses= of= mathematical= techniques= for= probabilistic= decisionJ

makingI=heuristic=as=well=as=algorithmic=techniquesI=and=analyses=of=combinatoric=complexity=of=

algorithms=for=realJtime=signal=analysis=and=computational=reasoning=applicationsK=

OOK jy= business= experience= includes= extensive= development= and= evaluation= of= newI=

alternativeI=and=competitive=business=modelsK=f=developed=competitive=business=models=early=in=

the=development=of=the=teb=for=my=own=and=other=startup=companiesK=f=advised=and=consulted=on=

business =models =as =a =ptrategic =Consulting =martner =at =boutique =analyst =firm =ocdK =At =aigital =

bquipment=Corporation=my=responsibilities=included=developing=and=evaluating=business=modelsI=

expressly=including=business=models=for=multimedia=and=entertainment=content=delivery=and=use=
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on=the=fnternetK=As=a=member=of=the=Board=of=airectors=of=corporate=venture=capital=fund=poftket=

senturesI= as= Cql= of= billionJdollar= broadband= corporation= poftketI= and= later= as= Cql= of=

investment= bank= rnion= pquare= AdvisorsI= f= evaluated= well= in= excess= of= sixty= investment= and=

merger=C=acquisition=opportunitiesI=including=their=business=operations=and=business=modelsK=

OPK f=have=not=testified=at=trial=in=the=previous=ten=yearsK=f=have=testified=as=an=expert=witness=

in=depositions=on=three=dates=in=OMNNK=

OQK A= full= list= of= my= publications= is= included= in= my= curriculum= vitaeI= attached= hereto= as=

bxhibit=BK===

ORK ff=called=as=a=witness=at=trialI=f=would=testify=as=to=the=statements=and=opinions=contained=

in=this=reportK===

=
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fffK mofkCfmAi nrbpTflkp Aaaobppba fk Tefp obmloT 

=

OSK fn=the=course=of=this=reportI=f=review=and=offer=expert=opinions=as=to=at=least=the=following=

four=primary=questions=raised=in=this=matterW=

NK aid=and=do= aefendants= follow= industryJstandard= practices= to= effect= control=over=digital=

assets=to=the=extent=technically=practicable?=

OK fs= eotfile’s= affiliate= program= consistent= with= widelyJrespected= customer= incentive=

programs=that=are=common=among=fnternet=businesses?=

PK fs= eotfile’s= revenue= model= consistent= with= widelyJrespected= fnternet= revenue= models=

under=which=customers=pay=for=better=service=performance?=

QK crom=a=technical=perspectiveI=does=eotfile=materially=have=the=ability=to=control=copyright=

infringement=by=its=users?=

fsK prMMAov lc lmfkflkp 

OTK cor=reasons=discussed=in=detail=belowI=it=is=my=expert=opinion=that=the=aefendants=employ=

standardI=widespreadI=longJstandingI=respected=business=modelsI=systemsI=and=technical=methods=

that=were=developed=long=ago=for=a=wide=range=of==respected=and=accepted=business=purposesK=

OUK ft= is=my=opinion=that= the=aefendants’=customer= incentive=programs=are=common=fnternet=

business= practiceI= and= they= are= widely= used= by= many= of= the= most= respected= and= successful=

corporations= offering= services= on= the= fnternetK= curtherI= mlaintiffs= likely= benefit= economically=

from= fnternet= redistribution= of= their= works= by= consumersI= which= benefit= could= be= enhanced=

through=business=cooperation=with=centralized=file=sharing=service=sites=such=as=aefendants’I=and=
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mlaintiffs= have= the= technical= ability= and= business= opportunity= to= optimize= this= benefit= but= they=

apparently=have=not=evaluated=that=benefit=or=diligently=explored=this=opportunityK=

OVK ft= is= my= opinion= that= eotfileDs= “premium”= service= is= structured= to= allow= customers= to=

obtain= better= service= performanceK= f= further= find= nothing= in= aefendants’= service= offering= that=

provides=any=incentive=to=make=illicit=EvsK=licitF=use=of=the=serviceK==

PMK ft=is=my=opinion=thatI=both=for=business=reasons=and=due=to=“laws=of=physicsI”=aefendants=

materially= lack= the=ability=to= control= infringement= by=fnternet=usersK=qhe= technology=is= broadly=

technically=inadequate=or=deficient= to=provide=such=controlI=and=no=competent=science=exists=yet=

to= support= technical= or= marketing= claims= of= any= proposed= such= technology= or= product= when=

applied= to= this= problem= domainK= bven= any= future= tools= not= yet= in= existence= but= hypothesized=

capable= of= providing= such= control= would= be= either= computationally= infeasible= to= employ= or=

unable=to=justify=confidence=as=to=their=reliability=and=efficacyI=due=to=the=mathematics=of=pattern=

analysis= as= applied= to= complex= digital= copyrighted= works= and= the= insufficiency= of= needed=

information=about=such=copyrighted=worksK=

PNK ft= further= is=my=opinion=that= despite= these= material= technical= limitationsI= aefendants=are=

demonstrating= substantial= effort= in= applying= the= admittedly= inadequate= tools= that= do= exist= to=

detect=and=respond=to=instances=of=possible=copyright=violationK=Based=on=both=my=technical=and=

business= expertiseI= f= conclude= that= aefendants’=efforts= to= apply=available= technologies=meet= or=

exceed= the= standard= of= reasonable= business= practice= applied= in= the= fnternet= service= industry= in=

attempting=to=meet=their=obligation=with=respect=to=copyrighted=contentK=

POK fn=my=opinionI=the=aefendants’=systems=offer=a=specific=substantial=nonJinfringing=benefit=

to= normal= lawJabiding= fnternet= usersI= one= occupying= an= important= market= niche= neglected= by=

most=of=aefendants’=business=competitorsK=qhere=is=a=substantial=legitimate=business=case=for=the=
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existence=and=market=success=of=a=business=such=as=that=of=the=aefendantsK=

=

sK pvpTbMp Aka MbTelap lc abcbkaAkT pvpTbMp 

PPK f=provide=in=this=report=a=description=of=the=aefendantsD=system=and=methodsK=f=understand=

that=eotfile=operates=the=website=wwwKhotfileKcomK=aetails=about=operations=of=fnternet= and= the=

torld= tide= teb= and= the= systems= and= methods= used= by= eotfile= andLor= visitors= to=

wwwKhotfileKcom==are=described=in=Appendix=eK=

=

=

=

sfK ClMmiAfkTI Aka AmmifCABib ibdAi cfkafkdp Tl aATb 

PQK fn= formulating= my= opinionI= f= have= relied= on= the= Court’s= orders= of= which= f= am= awareI=

including=its=lrder=on=jotion=to=aismissK=lrder on jotion to aismissI guly UI OMNNK==f=expressly=

reserve=the=right=to=supplement=or=modify=my=opinions=and=this=report =if =the=Court =modifies=or=

provides=additional=orders=or=opinionsK=

PRK f=understand=a==copyright=is=found=to=be=directly=infringed=only=if==a=plaintiff=shows=that=he=

owns =a =valid =copyright =and =that =the =other =party =copied =some=of =the =protected =elements =of =that =

work=of=his=copyrightK=

PSK f= understand= that= in= the= present= matterI= the= Court= already= has= found= that= the= mlaintiffs=

have= failed= to= state= a= cause= of= action= for= direct= infringement= by= aefendantsI= and= the= Court=

therefore=has= dismissed= mlaintiffDs= Complaint= Count= as= to= direct= infringement= in= this= matter= by=

aefendantsK==lrder on jotion to aismissI guly UI OMNNK=

http://www.avon.com/
http://www.avon.com/
http://www.avon.com/
http://www.avon.com/
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PTK f=understand=the=Court=has=directed=that=a=defendant=may=be=liable=for=inducing=copyright=

infringement=if=he=“distributes=a=device=with=the=object=of=promoting=its=use=to=infringe=copyrightI=

as =shown =by =clear =expression =or =other =affirmative =steps =taken =to =foster =infringement” =and =that =

someone= commits= contributory= infringement= when= heI= with= knowledge= of= the= infringing= actsI=

nonetheless=“inducesI=causesI=or=materially=contributes=to=the=infringing=conduct=of=anotherK”=idK 

at TK= = And= furtherI= f= understand= that= the= Complaint= alleges= that= hotfileKcom= is= a= website= that=

eotfile=uses=to=promote=copyright=infringement=and=alleges=that=eotfile=took=affirmative=steps=to=

foster=this=infringement=by=creating=a=structured=business=model=that=encourages=users=to=commit=

copyright= infringementK= idK= f= understand= that= to= allege= a= claim= for= vicarious= infringementI= a=

plaintiff= must= allege= that= the= defendant= “infringes= vicariously= by= profiting= from= direct=

infringement=while=declining=to=exercise=a=right=to=stop=or=limit=itK”=id at UK=

PUK f=understand=that=aefendants=have=asserted=a=defense=based=on=the=pafe=earbor=provision=

under=the=aigital=jillenium=Copyright=Act= E“ajCA”FK=f=understand=one=of=the=mandates=of=the=

pafe=earbor=is=that=the=service=provider=“does=not=receive=a=financial=benefit=directly=attributable=

to= the= infringing= activityI= in= a= case= in= which= the= service= provider= has= the= right= and= ability= to=

control=such=activityK”=NT rpC §RNOEEdFEOFFK=

PVK f= understand= that= in= response= to= aefendants’= interrogatoriesI= mlaintiffs= have= proposed=

certain= example= effective= “supervisory= measuresI”= iKeKI= proposed= effective= technical= means= or=

effective= business= practicesI= which= mlaintiffs= contend= aefendants= have= the= practical= ability= to=

implement=but=did=notK=nuestion=koK=P=of=the=cirst=pet=of=fnterrogatories=and=mlaintiffs’=response=

thereto= is= hereby= included= by= referenceK= mlaintiffs’ oesponses and lbjections to aefendant 

eotfile CorpK’s cirst pet of  fnterrogatoriesI at UK=

=
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sffK TbCekfCAi Aka efpTlofCAi BAChdolrka 

=

QMK f=provide=in=this=section=an=overview=of=relevant=technical=backgroundK=qhis=establishes=a=

technical=vocabulary=and=historical=context=for=my=opinions=later=in=this=reportK=

=

AK A half-century of file sharing 

=

QNK cile=sharing=over=computer=networksI= including= the= fnternet=and= its=precursor=networksI=

already= was= common= and= wellJspecified= more= than= forty= years= agoK= cile= transfer= protocolsI=

notably= including= today’s= cile= qransfer= mrotocolI= were= developed= just= for= this= purposeK= cor=

exampleI= in= NVTN= the= fnternet= specification= publication= ocCNNQI= “A= cile= qransfer= mrotocolI”=

detailed= many= of= the= benefits= of= remote= content= sharing= using= an= “extended= file= transfer=

protocol”W==

=

fndirect =usage =…=does =not =require =that =you =explicitly =log =into =a =remote =system=or =even =

know= how= to= ?use?= the= remote= systemK= = An= intermediate= process= makes= most= of= the=

differences=in=commands=and=conventions=invisible=to=youK==cor=exampleI=you=need=only=

know=a=standard=set=of=network=file=transfer=commands=for=your=local=system=in=order=to=

utilize=remote=file=systemK==qhis=assumes=the=existence=of=a=network=file=transfer=process=

at =each =host =cooperating =via =a =common =protocolK =fndirect =use =is =not =limited =to =file =

transfersK==ft=may=include=execution=of=programs=in=remote=hosts=and=the=transfer=of=core=
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imagesK = =qhe =extended =file =transfer =protocol =would =facilitate =the =exchange =of =programs=

and= data= between= computersI= the= use= of= storage= and= file= handling= capabilities= of=other=

computers=Epossibly=including=the=trillionJbit=store=data=computerFI=and=have=programs=in=

remote=hosts=operate=on=your=input=and=return=an=outputK=======ocCNNQ at NK 

 

QOK pubsequentlyI= the=modern=fnternet=cile=qransfer=mrotocol=was=further=specified=in=NVUMI=

published= as= ocCVRV= “cile= qransfer= mrotocol”= in= NVURI= and= has= continued= in= use= through= the=

present=dayK=

QPK fmportantlyI= these= file= transfer= methods= were= developed= without= the= contemporaneous=

abilityI=or=objectiveI=of=transferring=modern=copyrighted=entertainment=or=other=multimedia=filesK=

At= the= time= these= file= sharing= techniques=were=conceived=and=developedI=substantially=all= such=

content=was=in=nonJdigital=formK==

QQK cor=exampleI=the=nowJcommon=“jmP”=digital=music=format=did=not=emerge=until=the=late=

NVVM’sK=And=at=the=time=the=cile=qransfer=mrotocol=was=specifiedI=highJdefinition=digital=formatsI=

CasI=and=asas=had=not=yet=been=invented=and=brought=to=marketK=

QRK As= networking= developedI= from= its= earliest= daysI= free= fileJsharing= services= arose= to=

provide=the=many=legitimate=and=needed=benefits=of=file=sharing=to=the=networked=communityK=

QSK cor=exampleI=over=a=third=of=a=century=agoI=the=pfjqbi=Archive=file=sharing=system=was=

created=and=made=publicly=available=to=all=users=on=the=AomAkbq=EiKeKI=the=fnternetFI=first=at=the=

jassachusetts= fnstitute= of=qechnology= and= then= moved= to= and= maintained= at= the= thite= pands=

jissile=BaseI=a=rKpK=dovernment=facilityI=throughout=most=of=the=NVUM’sK=qhe=primary=use=of=the=

Archive=was=file=sharing=of=free=software=among=fnternet=usersI=under=the=rKpK=dovernment’s=de 

facto=financial=and=administrative=sponsorshipK=
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QTK Another=very=widely=used=file=sharing=systemI=“gatekeeperKdecKcomI”=was=established=in=

the= late= NVUM’s= as= an= fnternetJwide= file= sharing= site= established= by= aigital= bquipment=

CorporationI=the=first=computer=company=in=the=world=to=create=a=corporate=fnternet=gatewayW=

=

eistory=

qhe= cqm= archive= on= gatekeeperKdecKcomI= later= to= become=

gatekeeperKresearchKcompaqKcomI= first= went=onJline= in= the= late=NVUMDsK=…=fn= its=heydayI=

gatekeeper= was= a= prominent= fnternet= cqm= siteK= gust= about= any= public= domain= software=

package= you= wanted= or= needed= could= be= found= on= gatekeeperK= lne= of= gatekeepersD=

primary=functions=was=to=give=aigital=software=developersI=living=on=the=abCkbq=based=

internal=corporate=networkI=access=to=public=domain=software=available=from=the=fnternetK=

Eqhe=aigital=internal=abCkbq=hostI=abCmAWWI=mounted=the=gatekeeper=cqm=archive=via=

kcpKF=datekeeper=was=also=used=by=aigital=product=groups=to= provide=software=updates=

and=patches=to=fnternet=customersK=====“that happened to gatekeeperKdecKcom?” at NK 

=

QUK qhere=were=many=other=such=file=sharing=sites=across=the=fnternet=throughout=the=past=forty=

or=more=yearsK=cile=sharing=sites=are=a=historical=commonplaceI=and=a=longJstanding=necessity=for=

routine=use=of=computer=networksK=

QVK qoday= there= is= a= vibrant= marketplace= of= firms= offering= a= range= of= file= sharing= services=

under=a=variety=of=different=terms=or=business=modelsK==

RMK An=important= characteristic=of=modern=file= sharing=and= file= storage=services=is=provision=

of= a= fungibleI= apparently= infiniteI= ubiquitous= store= for= one’s= own= digital= dataK= qhese= services=

serve= as= a= geographic= and= virtual= extension= of= the= native= file= capacity= available= in= the= user’s=
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personal=computing=environmentK=

RNK cor= exampleI= AmazonKcom=rents= file= space= to= anyone=with=a=credit= card= at= inexpensive=

rates= in= essentially= unlimited= capacity= through= its= pimple= ptorage= pervice= E“pP”FK= Amazon= pP=

implements=a=“freemium”=pricing=modelI=that=isI=some=file=storage=services=are=offered=freeI=with=

more= services= and= improved= performance= available= if= the= customer= pays= for= them= = Ecalled= an=

“upsell”FK=

ROK aropboxI=a= firm=that= offers= fnternet= file= storage= from=one’s=personal=computer=or=maA=

cell=phone=under=a=“freemium”=modelI= is=backed=by=firstJtier=venture=capital=investors=including=

pequoia= CapitalI= dreylockI= Accel= martnersI= and= doldman= pachsK= pecondjarket’s nP OMNN 

mrivate Company oeport= = aropbox =was =recently =reported =by =Businessfnsider =as =one =of =

pecondjarket’s= qop= qen= jostJtatched= ventureJbacked= firmsK= jarket= analysis= firms=

pecondjarket=and=Crunchbase=describe=aropbox=as=using=file=sharing=to=solve=existing=problems=

in= fnternet= emailI= device= interoperabilityI= and= mobile= access= to= personal= dataW= “aropbox= was=

founded= in=OMMT= by=arew= eouston= and= Arash= cerdowsiK= crustrated= by=working= from= multiple=

computersI= arew= was= inspired= to= create= a= service= that= would= let= people= bring= all= their= files=

anywhereI=with=no=need=to=email=around=attachmentsK=…=duiding=their=decisions=was=a=relentless=

focus =on =crafting =a =simple =and =reliable =experience =across =every =computer =and =phoneK” = = =

pecondjarket lverview of aropboxX Crunchbase lverview of aropboxK =

RPK Commercial= file= sharing= sites= have= become= the= single= most= important= medium= through=

which= open= source= software= is= distributed= todayK= cor= exampleI= the= wellJknown= open= source=

repository= pourceforge= presently= contains= “software= in= over= OSMIMMM= projects”= serving= “OKT=

million=developers”=and=“QS=million=consumersK”==qhis=file=sharing=service=specializing=in=source=

code= sharing= is= owned= and= operated= by= a= kApaAnJtraded= public= corporation= with= a= market=
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capitalization=well=in=excess=of=ANMMIMMMIMMMK=About pourceforgeK=lther=wellJknown=open=source=

file= sharing= services= include= iaunchpad= and= dithubK= qhe= use= of=such= file= sharing= services= for=

distribution= of= open= source= software= is= well= understood= in= the= fq= profession= and= by= expert=

practitioners=as=central=to=the=operations=and=essential=to=the=viability=of=the=open=source=software=

industryK=

RQK cile=sharing=services=offer=increasing=value=to= legitimate=users=as=multimedia=technology=

advancesK=cor=exampleI=it=is=now=common=for=cell=phones=such=as=a=Blackberry=or=imhone=to=take=

highJresolution=photographs=and=shoot=highJdefinition=moviesK=qhe=resulting=collection=of=digital=

assets= quickly= becomes= very= largeI= and= for= technical= reasons= email= is= a= very= poor= choice= for=

sharing=themK=cile=sharing=services=are=a=far=better=solution=to=sharing=such=assetsK=fndeedI=Apple=

recently= released= its= iCloud= service= to= address= this= need= for= its= own= customersK= rsers= of=other=

brands= of=devicesI= howeverI= continue= to= need= a= thirdJparty=commercial= file= sharing= service= to=

obtain=these=communications=benefitsK=

RRK cirms=such=as=micasa=Ea=doogle=subsidiaryF=and=clickr=Ea=vahoo=subsidiaryF=provide=file=

sharing= services=to= the=consumer= visual=multimedia= file=sharing= marketI= employing=a= freemium=

pricing=model=with=upsellsK=About micasaX clickr cAnX clickr rpgradesK=

RSK aefendants’= system= and= serviceI= eotfileI= is= a= de facto= market= competitor= of= these=

established= modern= firmsK= cor= exampleI= customers= of= these= other= services= can= choose= to= use=

eotfile=as=an=alternative=service=providerI=or=vice versaK=

RTK pome= file= sharing= services= focus= on= particular= marketsI= business= opportunitiesI= or= “use=

cases”= Estyles= of= customer= useFK= puch= market= specialization= may= present= both= benefits= and=

limitations=to=the=customerK==

RUK lverallI=howeverI=with=respect=to=the=kind=of=content=that=may=be=stored=or=accessed=and=
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the=degree=of=service=provider=vsK=customer=control=that= is=possibleI=these=services=are=generally=

indistinguishable= both= technically= and= in= the= marketK= All=provide= file= storage= as= a= serviceX= all=

promote= their= storage= services= as= part= of= their= business= modelX= all= permit= users= to= store= files=

without=the=service=provider’s=knowledge=of=or=regard=for=the=internal=contents=of=the=filesI=which=

may=in=fact=be=opaque=to= the=service=provider= for=technical=or=privacy=reasonsX=all=require=their=

users=to=accept=responsibility=for=obtainingI=and=representing=they=do=haveI=any=rights=required=to=

upload=content= as=a= condition=of=useX=and=all=continue= the=nearly=halfJcenturyJold= technical=and=

business=practice=of=providing=remote=storage=for= files=of=arbitrary=type=and=content= for=remote=

use=and=accessK=

RVK qhus= the= technology= for= sharing= files= among= distant= networked= users= is= not= a= new=

invention =designed =for =sharing =copyrighted =digital =works =owned =by =others =or =as =a =specific =

mechanism=for=infringing=copyrightK==

SMK nuite= to= the= contraryI= file= sharing= has= been= in= perpetual=useI= starting= decades= before= it=

became=technically=feasible=to=move=commercial=entertainment=media=over=computer=networksK=

ketwork=file=sharing=predates=substantially=all=modern=digital=entertainment=contentI=and=it=has=a=

decadesJlong=history=of=substantial=nonJinfringing=useK==

SNK bxisting=fnternet= file=sharing=services=are=a=direct= technical=and=business=continuation=of=

this= nearly= halfJcenturyJold= unbroken= practice= of= sharing= content= over= computer= networksI=

among=universityI=businessI=personalI=and=government=file=sharing=sitesK==

SOK Common=uses=of=commercial=file=sharing=services=today=includeW=

· allowing=an=individual=to=gain=access=to=personal=data=across=many=devicesI=such=

as=between=a=mC=and=a=maALcell=phoneI==or=between=work=and=home=computersX==

· sharing= data= securely= with= business= colleaguesI= such= as= between= attorneys= and=
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their=client=or=expertsX==

· sharing=computer=source=code=and=related=dataI=such=as=through=pourceforgeX=

· sharing= selfJauthored= multimedia= works= such= as= picturesI= music= performancesI=

and =movies =among =members =of =a =groupI =such =as =within =a =familyI =a =Boy =pcout =

troopI=a=music=bandI=or=a=commercial=entertainment=production=companyX=or=

· moving= files= from= one= location= to= anotherI= such= as= a= student= writing= an= essay=

written=on=a=shared=computer=in=a=school=computer=labI=then=depositing=it=at=a=file=

sharing=site=for=later=pickup=from=a=home=personal=computerK=

SPK pharing= content= and= services= between= computers= and= between= computer= users= is= what=

networked=computers=are=meant=to=doI=and=why=computer=networks=existK=

SQK ConsequentlyI=as=file=sharing=is=a=longJlived=technologyI=in=widespread=use=for=a=large=and=

varied=number=of=individual=purposesI=the=mere=presenceI=availabilityI=investment=inI=commercial=

promotion=ofI=or=use=of=file=sharing=technology=or=services=offers=no=technical=foundation=upon=

which=to=ascribe=any=specific=intent=to=either=individual=users=or=service=providers—other=than=to=

store=and=retrieve=some=dataK=

=

BK A brief technical explanation of file sharing 

=

SRK Although=the=presentation=to=the=human=user=Eif=there=is=oneF=may=differ=across=competing=

file= sharing= servicesI= the= underlying= technology= is= substantially= identicalK= qhe= local= computer=

connects=to=a=remote=computer=over=a=network=such=as=the=fnternetK=qhe=two=computers=conduct=a=

stylized=conversationI=using=a=strict=set=of=phrases=Ea=network=“protocol”F=they=agree=onK=And=the=

contents=of=the=file=is=retrieved=from=storage=on=one=computerI=transferred=between=the=computers=
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over=the=networkI=and=stored=at=the=second=computerK==

SSK fn= such= file= transfers= there= typically= are= exactly= two= computers= involved—the= local=

Esometimes=“client”F=computerI=such=as=a=personal=computer=at=homeI=and=the=remote=E“server”F=

computerI=such=as=a=server=computer=at=a=file=sharing=siteK=Efntermediate=computers=that=may=sit=

between=them=on=the=network=do=not=play=a=material=role=in=this=descriptionKF==

STK qhe= local= computer= has= a= way= to= indentify= the= remote= computerI= such= as= an= fnternet=

domain =name =orI =more =rarelyI =a =numeric =fnternet =mrotocol =E“fm”F =addressI =which =the =local =

computer=uses=to=initiate=a=temporary=connection=between=themK==

SUK A=remote=computerI= such=as= the= file= sharing= service’s= server=computerI= may=receive= no=

information=as=to=how=it=was=named=or=addressed=by=the=clients=connecting=to=itK=cor=exampleI=the=

server=may=have=no=information=as=to=the=name=used=by=the=client=computer=to=identify=the=server=

computerK=pimilarlyI= if=the=digital=asset=was=named=on=a=third=computerI=such=as=using=a= link=Ea=

“roi”F= residing=on=a=separate=web=server=under= the=control=of=an= independent= third=partyI= the=

file= sharing= service’s= server= may= receive= no= information= from= which= it= could= be= aware= of= or=

determine=thisK=lnly=the=client=computer=and=its=userI=not=the=server=or=its=administratorI=will=be=

aware=that=such=a=thirdJparty=web=server=or=its=link=exists=and=was=employed=to=locate=the=file=at=

the= file= sharing= serviceK= qhis= is= inherent= = in= the= design= of= the= torld= tide= teb= and= fnternet=

protocolsK=

SVK cor= a= variety= of= technical= reasonsI= a= remote= computer= such= as= a= file= sharing= service’s=

server=may=not=have=accurate=or=reliable=information=as=to=the=locationI=identityI=or=even=the=true=

fm =address =of =the =client =computers =connecting =to =itK =As =one =exampleI =at =some =corporations =all =

connections= from= every= employee= are= routed= through= a= single= address= before= reaching= the=

fnternetI=and=this=single=address=is=what=the=remote=file=share=service=will=see=for=all=such=usersK=
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As= another= exampleI= in= some= countries= where= fnternet= service= is= limited= or= access= is= tightly=

controlled= by= governmentI= an= entire= region= or= nation= may= be= routed= through= and= appear= to=

originate=at=a=single=fm=address=or=a=small=block=of=addressesK==

TMK curtherI=technology=is=commonly=available=and=in=widespread=use=that=obscures=the=local=

computer’s=fm=addressI= identityI=and=locationI=so= that=a=connection=from=one=location=appears=to=

originate=at=another=locationK=ketwork=Address=qranslation=E“kAq”F=and=“onion=routing”=are=two=

common=such=techniquesK=qhis=technology=sees=a=wide=variety=of=uses=in=practiceI=ranging=from=

enforcing=corporate=networking=policies=on=traveling=employeesI=to=achieving=free=speech=while=

avoiding=political=scrutiny=of=a=local=user’s=government=monitorsI=to=moving=contraband=content=

such= as= pornography= or= stolen= information= untraceablyI= to= achieving= anonymity= for= personal=

privacy=reasonsK==

TNK rse=of=such=obscuring=technology=is=entirely=under=the=control=of=the=local=computer=and=

its=userI=and=a=remote=service=provider=generally=cannot= detectI=determineI=or=confirm=that= such=

obscuring=technology=has=been=employedK=As=may=be=expectedI= the= information=on=how=to=use=

such=technology=is=public=and=readily=available=to=those=motivated=to=find=and=employ=itK==

TOK qhis=ability=for=an=individual=to=forge=their=location=or=network=identity=when=connecting=

to= a= remote= server= is= an= inherent= design= characteristic= of= the= fnternet= and= its= communications=

protocolsK=

TPK Also= unknownI= and= generally=unknowableI= by= the= server= computer= administrator= is= the=

content=or=nature=of=the=contents=of=the=files=placed=there=by=client=computers=or=their=usersK=cor=

exampleI=the=client=computer=and=its=userI=not=the=serverI=establish=the=file’s=name=and=its=implied=

file=“typeK”=ln=some=computersI=metadata=such=as=the=filename=of=a=wellJnamed=file=may=provide=

a=suggestive=clue= to= the=contentI= but= this= information= is= inherently=unreliableK= fn= factI= the=client=
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computer=or=its=user=generally=has=complete=liberty=to=choose=any=filename=they=wishI=consistent=

with=certain=minimal=syntactic=limitationsK=cor=exampleI=a=picture=file=may=be=named=as=if=it= is=an=

audio=fileI=or=an=email=message=may=be=name=and=stored=as=if=a=software=programK=Any=desired=

degree=of=obscuring=of=a=filename= is=permissibleK=qhis=is=an=inherent=characteristic=of=filenamesI=

and=results=from=the=design=intent=of=filesystem=developers=to=provide=as=flexible=as=possible=a=set=

of=data=management=tools=to=computer=usersI=for=them=to=use=in=their=sole=discretionK=

TQK qhus=filenames=are=a=completely=unreliable=source=of=information=as=to=the=contents=of=the=

file=they=containK=qhe=name=of=a=file=may=or=may=not=be=of=any=value=at=all=in=helping=to=identify=

the=file=or=its=contentsK=qhe=only=requirement=for=a=filename=isI=it=must=be=uniqueKN=

TRK cile= content= can= be= further= obscuredI= intentionally= or= unintentionallyI= through= certain=

common= operations= on= filesK= cor= exampleI= for= space= efficiency= and= other= conveniencesI=

sometimes=one=or=more=files=are=bundled=together=in=a=single=file=using=an=“archive”=formatI=such=

as=the=common=wfm=formatK=Compression=techniques=applied=to=such=files=reduce=their=sizeI=at=a=

significantly=increased=computational=cost=of=recovering=the=original=files= for= inspection=or=useK=

puch= archives= further= can= be= encrypted= for= privacyI= requiring= a= password= or= much= stronger=

decryption=means=to=recover=the=archive=file’s=inner=contents=for=inspection=or=useK==

TSK ciles=also=may=be=encoded=using=a=technique=that=is=not=encryption=per=se=but=has=a=similar=

effectI =such =as =through =conversion =to =a =format =more =suitable =for =certain =kinds =of =network =

transmission=or=crossJplatform=storage=and=useK==

TTK puch= encoded= or= encrypted= file= objects= become= effectively= opaque= to= the= file= sharing=

service—that= isI=they=cannot=be=inspectedI=easily=or=at=allK=mroblems=recovering=the=information=

in=such=a=file=include=not=knowing=that=it=has=been=encoded=or=encryptedI=not=knowing=the=format=

================================================
N=fncluding=file=pathLroi=as=appropriateK=
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of=encoding=or=encryptionI=not=knowing=the=decryption=data=such=as=password=or=key=required=to=

recover=the=contentI=or=not=knowing=the=algorithm=for=recoveryK=qechnology=is=now=ubiquitous=to=

permit= such= encoding= and= encryptionK= qodayI= decrypting= a= routinely= encrypted= individual= file=

using=the=required=decryption=key=is=possible=in=a=short=timeI=while=recovering=the=file’s=contents=

without=the=needed=decryption=key=is=believed=by=mathematicians=to=be=essentially=impossible—

for=exampleI=to=take=much=longer=than=a=human=lifetime=just=to=decrypt=and=inspect=a=single=fileK=

TUK bncoding= or= encryption= technology= is= commonplace= and= has= a= very= wide= range= of=

legitimate=usesK==

TVK marticularly=on=file=sharing=servicesI=encryption=is= a=choice=that= a=user=or=customer=may=

make= in= their= sole=discretion=at= their=own=client= computer= to= enhance= the=privacy=of=data= they=

deposit=with=the=file=sharing=serviceK==

UMK aigital= asset= encryption= is= considered= a= properly= protective= “best= practice”= within= the=

fnformation=qechnology=E“fq”F=profession=whenever=private= information=of=any=kind= is=placed=

outside=one’s=own=direct=controlI= including=on=file=sharing=servers=administered=by=a=third=party=

like=an=fnternet=file=sharing=service=firmK=

UNK fn= the= event= that= the= server= is= compromised= by= “crackersI”O= the= user’s= encrypted= data=

remain=safeI=because=such=files=are=impossible=for=the=cracker=to=recover=and=inspectK=eoweverI=

encrypted=files=also=are=typically=impossible=for=the=file=sharing=service=to=inspectK=

UOK ConsequentlyI=as=encoding=and=encryption=technology=are=in=routine=and=widespread=use=

and= have= many=legitimate=usesI= no= single=conclusion=about= intent= of=either= individual=users=or=

service=providers=can=reliably=be=drawn=from=the=mere=presenceI=availabilityI=promotionI=or=use=

of=file=encoding=or=encryption=technologyI=including=in=files=on=file=sharing=servicesK==

================================================
O=pometimesI=less=properlyI=called=“hackersK”=



efdeiv=ClkcfabkqfAi= bxpert=oeport=of=Andrew=pK=CromartyI=mhKaK=
= =
=
=

= J=NS=J=

UPK auring= the= late= NVVM’s= a= secondI= alternative= model= of= file= or= content= sharing= gained=

currencyI= called= “peerJtoJpeer”= E“mOm”F= networkingK= fn= mOm= networkingI= computers= already=

connected= by= a= communications= network= such= as= the= fnternet= join= an= informal= coalition= of=

computers=that=agree=to=pool=and=share=their=spare=computing=resourcesI=such=as=their=file=spaceI=

network=capacityI=andLor=processing=powerK==

UQK mOm= networks=are= inherently=decentralized—there= is=no= central=administration=of=a=mOm=

network=of=computersK=qhere=also= is=no= server=per se= in=mOm=networks—ratherI=every=computer=

can=serve=as= both=a=client= of=and=a=server= to=other=computersI= even=simultaneously=and= for= the=

same=fileK===

URK meerJtoJpeer=file=sharing=quickly=became=a=common=means=of=sharing=contentI=alternative=

to=using=centralized=public=or=commercial=file=sharing=servicesK=mOm=networks=offer=the=advantage=

of=harnessing=spare=unused=capacityI=small=individually=but=large=in=the=aggregateI=of=a=very=large=

number=of=confederated=computers=working=in=a=cooperative=mannerK==

USK fn=mOm= file= sharingI= an= individual= file= is= splintered= into= small= fragmentsI= and= individual=

fragments= of= a= single= file= may= be= delivered= to= a= single= client= simultaneously= by= many= other=

computers=in=the=mOm=networkK==

UTK Although= companies= have= emerged= to= extract= financial= gain= from= EiKeK= to= “monetize”F=

such=networksI=in=practice=it=appears=most=mOm=activity=is=nonJcommercialK==

UUK cor= technical= reasons= largely= stemming= from= mOm’s= decentralized= nature= and= design=

aspects= of= the= fnternetI= mOm= activity= cannot= be= regulated= or= controlledI= reliably= monitoredI= or=

accurately=measuredK===

UVK pome=mOm=networks=additionally=were=explicitly=designed=to=offer=enhanced=anonymity=to=

all=usersI=for=example=for=privacy=or=to=allow=their=use=in=totalitarian=countriesK=
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VMK Anonymity=in=mOm=networks=also=benefits=from=client’s=ability=to=obscure=source=locations=

and=addresses= that= is= inherent= in=the= fnternetI=described= supraK=qhis=affords= individuals=sharing=

files=via=mOm=networks=an=unusually=high=degree=of=anonymityI=which=can=be=employed=for= licit=

purposes =or =exploited =for =illicit =onesK =ft =is =well =understood =by =those =skilled =in =the =art =that =the =

majority=of=fnternet=traffic=throughout=the=decade=OMMMJOMNM=was=a=combination=of=“spam”=email=

and= mOm= file= trafficK= qhis= occurred= notwithstanding= persistentI= public= attempts= by= commercial=

copyright= holders= or= their= agents= to= identify= users= who= they= allege= employ= mOm= networks= to=

infringe=copyright=on=commercial=entertainment=contentK==

VNK By=comparisonI=commercial=file=sharing=services=such=as=that=of=the=aefendants=provide=a=

relatively=poor=opportunityI=and=a=markedly=higher=degree=of=danger=or=riskI=for=those=seeking=to=

infringe=copyright=through=illicit=distribution=of=digital=assetsK==

VOK Commercial=file=sharing=services=operating=in=the=rnited=ptates=typically=have=centralized=

serversI=a=formal=Acceptable=rse=molicy=to=which=users=must=agree=that=forbids=infringing=actsI=a=

notification=procedure=in=accordance=with=the=ajCAI=an=account=structure=for=at=least=their=more=

frequent =usersI =a =corporate =legal =structureI =business =risk =to =manageI =and =a =stated =policy =of =

compliance=with=the=ajCAK=qhe=business=modelI=financial=and=legal=requirementsI=and=technical=

operations=practices=of=commercial=file=sharing=services=make=them=very=poorly=suited=toI=and=an=

unwise= choice= forI= individuals= who= seek= knowingly= to= infringe= copyright= through= illicit=

distribution=of=digital=assetsK=

=
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CK Technical and business challenges in identifying or confirming 

infringement 

=

VPK peveral=technical=conditions=or=limitations=must=be=met=to=evaluate=a=potential=or=alleged=

infringing=digital=duplication=of=a=copyrighted=workKK=At=a=minimumI=firstI=a=copyrighted=original=

work=must=exist=with=a=stillJvalid=current=copyrightK=pecondI=the=copyright=holder=must= identify=

that=original=work=as=one=over=which=they=assert= copyrightK=qhirdI=a=second=digital=object= must=

exist=and=must=be=identified=as=a=potentially=infringing=instanceK=courthI=a=competent=comparison=

of=the=two=instances=must=be=madeI=sufficient=to=confirm=or=disconfirm=the=alleged=infringementK=

VQK jany=of=these= conditions=or= limitations= result= from= infringement= instance= identificationI=

evaluationI= and= response= being= a= multiJstepI= multiJparty= processK= qechnology= can= assist= this=

processI= and= relevant= technology=has=evolved= and= continues=to= evolveK=But= technology=alone= is=

not= a= complete= remedy= for= addressing= infringementK= fnsteadI= a= cooperative= process= among= all=

parties=is=essentialK=qhis=fact=results=from=the=information=theoretic=nature=of=the=comparison=taskK=

VRK qhe=first= limitation=exposes=a=difficult= challenge=for=both=content=owners=and=the=owners=

of=a=file=sharing=serviceK=cor=many=worksI=such=as=those=created=before=NVOP=or=released=into=the=

public=domainI=there=is=no=currently=valid=copyrightK=Computer=instances=of=these=works=bear=no=

distinguishing= mark= to= separate= them= from=copyrighted= worksK= As= a= business= matter= it= cannot=

reasonably=be=assumed=that=a=work=has=a=particular=copyright= statusX=that= is=what= markings=are=

forI=and=technical=users=rely=on=them=to=answer=such=questionsK=

VSK qhe=second=limitation=is=rarely=metK=jost=computer=files=do=not=bear=a=copyright=noticeK=

All=that=is=available=on=a=server=is=the=bytes=of=data=in=the=fileI=not=identifying=legal=metadataK=ft=is=
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apparent= from=inspection=and=experience=that=the=vast=majority=of=digital=data=Eemail=messagesI=

personal= blogsI= calendarsI= notesI= student= essaysI= databasesI= etcKF= bear= no= explicit= copyright=

markingsK= AdditionallyI= there= is= an= enormous= volume= of= publicly= placed= copyrighted= content=

made= available= by= rightsholders= and= intended= for= distributionK= bxamples= include= content=

published= under= Creative= Commons= licensingI= such= as= is= commonly= used= on= tikipediaI= and=

open=source=software=bearing=licenses=that=permit=and=encourage=redistribution=and=sharing=such=

as=the=dkr=mublic=iicense=or=Berkeley=poftware=aistribution=licenseK=

VTK qhe= storage= and= duplication= of= this= vast= majority= of= data= is= nonJinfringing= simply=

because—perhaps=apart=from=email=messages—these=data=typically=remain=under=the=control=of=

the=author=qua=copyright=holderK=As=noted=supraI=modern=file=sharing=services=provide=a=fungibleI=

apparently= infiniteI= ubiquitous= store= for=one’s=own= digital=dataI= and= from=the= file=ownerJuser’s=

perspectiveI=such=a=service=is=an=extension=of=his=own=computerW=ciles=stored=there=for=individual=

or=shared=use=remain=materially=under=his=own=controlK=

VUK cor=the=vast=majority=of=computer=digital=assetsI=the=most=common=case=is=that=the=second=

technical=limitation=is=virtually=never=practicedI=because=individual=users=experience=no=need=to=

assert=their=rights=over=their=own=filesI=whether=stored=locally=or=by=their=service=providersK=

VVK qhe= third= limitation= is= challenging= because= a= thirdJparty= entity= Esuch= as= a= file= sharing=

serviceF=holding=a=file==may=have=no=reliable=or=practicable=technical=means=for=associating=it=with=

a=copyrighted=workI=while=a=copyright=holder=may=have=no=knowledge=of=the=existence=or=content==

of=the=second=digital=objectK==qhis=is=exacerbated=by=the=plethora=of=permission=models=ECreative=

CommonsI= dmiI= unstatedI= etcKF= commonly= employed= for= legitimate= distribution= and=

redistribution=of=content=on=the=fnternet=and=the=fact =that =content=can=be=posted=or=shared=from=

anywhere=in=the=worldK=qhe=obvious=implication=of=the=latter=concern=is=the=volumeI=varietyI=and=
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untraceability= of= such= postingsK= A= more= subtle= corollary= is= that= authors= and= rightsholders= are=

distributed=worldwideK=qhe=problem=of=determining=the=identity=of=a=rightsholder=is=not=limited=to=

comparing=works=to=a=few=thousand=assets=of=a=few=companies=located=near=BurbankI=CaliforniaI=

for=exampleK=

NMMK At=a =minimumI =this =means =that =a =business =collaborationI =such =as =occurs =under =a =proper =

balance=of=business= interestsI= is= required= to= meet= the= third= limitationK= fn=essenceI= this=only=can=

function=as= a= business= partnershipK= ft= is= well= understood= among= those= experienced= in= business=

partnering=that=that=such=a=collaboration=only=can=succeed=and=persist=if=it=occurs=under=business=

terms =reasonable =to =both =partiesK =cor =exampleI =one =party =cannot =be =expected =to =absorb =all =the =

other=party’s=costsI=and=no=party=can=be=expected=to=allowed=to=lay=offP=all=its=costs=or=risks=onto=

the=other=partyK==

NMNK qhere=also=may=be=additional=parties=to=the=business=arrangementK=cor=example=vendors=or=

suppliers=may=be=engaged=to=provide=tools=or=services=for=or=facilitate=the=business=collaboration=

between=the=primary=partnersK= EAs=one=exampleI=sobile= is=such=a=vendor= in=the=present= matterKF=

An= important= factor= to= resolve= in= building= such=a= successful= lasting= business= relationship= is= to=

properlyI=fairlyI=and=rationally=assign=the=costs=associated=with=such=vendors=or=suppliersK=

NMOK curtherI =as =part =of =such =a =reasonable =balance =of =interestsI =it =must =be =understood =by =all =

parties= that=no=party=can=be=expected=to=perform=tasks=that=are= impossible= for= it= to=performK=As=

one=exampleI=decrypting=an=encrypted=file=without=benefit=of=the=decryption=keysI=as=noted=supraI=

may= not= be= technically= feasibleI= and= other= such= operations= may= be= exceptionally= expensiveI=

================================================
P=fn=business=parlanceI=to=“lay=off=one’s=costs=onto=one’s=partners=or=competitors”=is=to=find=a=
clever=business=arrangement=through=which=your=firm=obtains=disproportionate=economic=benefit=
from=a=dealI=contractI=or=de facto=business=arrangement=by=gettingI=or=trickingI=other=firms=into=
unduly=absorbing=and=paying=your=business=costs=for=youK=
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beyond= the= reasonable= ability= of= a= single= party= to= bearK= fn= such= circumstancesI= business=

experience= shows= that= a= reasonable= business= accommodation= by= the= other= party= is= the= only=

successful=means=of=maximizing=the=parties=joint=ability=to=succeed=and=meet=common=goalsK=

NMPK qhe=fourth=limitation=supra=requires=that=competent=comparison=of=the=two=instances=must=

be= madeI= sufficient= to= confirm= or= disconfirm= the= infringementK= qhere= are= two= challenges=

presented=by=this=requirementK=cirstI=either=individually=or=in=the=aggregateI=the=comparison=may=

not= be= technically= feasibleI= whether= due= to= reasonable= business= requirements= imposed= by= the=

third=limitation=or=due=to=strictly=technical=factorsK=pecondI=the=comparison=must=be=competentK=

NMQK rnless= a= digital=copy=of= the=original=work= exists=and= is=availableI= there= is= no= base= case=

against=which=either=a=copyright=holder=or=a=service=provider=can=compute=a=comparison=for=the=

purpose= of= identifying= a= possible= infringementK= fn= practiceI= an= assertion= of= copyright= over= a=

second=digital=asset=to=be=evaluatedI=there=must=have=been=a=asset=itself=in=digital=form=such=that=a=

comparison=computation=can=proceedK=

NMRK there= the= two= files= do= exist= in= digital= formatI= computational= comparison= as= to=

equivalence=of=their=underlying=digital=assets=is=fraught=with=difficultyK=bxcept= in=the=case=where=

the=works=are=identical=and=simple=file=system=comparisons=of=total=file= identity=sufficeI= there= is=

no=established=accepted=reliable=technical=standard=from=either=computer=science=or= information=

science=for=comparing=two=creative=works=to=determine=whether=one=is=an=instance=or=derivative=

work=of=the=otherK=

NMSK qechniques= for= identifying=and= comparing= two= candidate= filesI=particularly= such=as= two=

multimedia= filesI= can= be= classified= relevantly= for= purposes= of= this= report= according= to= the=

following=dimensionsW=exact=vsK=inexactX=algorithmic=vsK=heuristicX=and=total=vsK=partialK=

NMTK bxact= techniques= are= those= that= lack= or= eliminate= uncertaintyI= while= inexact= techniques=
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carry=some=uncertainty=or=inexpressibilityK=As=a=simple=exampleI=a=file’s=size=may=be=reported=as=

“NNIOOPIQQR= bytes”= or= as= “NN= jB”X= the= former= is= exactI= while= the= latter= is= inexactI= that= isI= an=

approximationK=

NMUK Algorithmic= techniques= are= expected= to= produce= exactly= the= same= result= each= time=

appliedI= and= typify= cases= where= the= input= data= is= well= understood= or= well= behavedK= eeuristic=

techniques= employ= a= simplifying= “rule= of= thumb”= and= are= designed= for= problems= that= may= be=

poorly= understoodI= computationally= intractable= when= handled= algorithmicallyI= or= relatively=

unstructuredK=ft=is=common=that=heuristic=techniques=are=employed=to=provide=a=bestJeffort=answer=

that =is =not =entirely =reliableI =but =often =achieved =at =a =lower =cost =than =an =exact =algorithmic =

techniqueK=

NMVK qotal=identification=or=matching=techniques=are=a=class=of=techniques=that=apply=to=all=of=a=

digital =assetK =martial =techniques =do =not =apply =to =the =entire =assetK =lne =example =of =a =partial =

technique= is=subsetJmatching=approaches=that=attempt= to= identify=or= match=two=works=based=on=

finding=only=a=subsets=of=each—sayI=the=first= five=minutes=of=two=video=files—that=are=identicalK=

pubsetJmatching= techniques=as=described=are=exactI=partialI= and= heuristic= Ebecause= they=assume=

that= a= small= segment= matching= implies= the= entire= assets= matchFK= Another= class= of= partial=

techniques= is=“feature=extraction”=approaches=that= attempt= to= find= some=simple=characteristic=or=

feature=of=assets—sayI=the=amount=of=greenI=or=the=number=of=key=framesI=or=the=average=pixel=

value= of= successive= frame= blocks—and= only= match= those= features= rather= than= the= entire= two=

assetsK==ceature=extraction=techniques=as=described=are=inexactI=partialI=and=heuristicK=

NNMK “aigital= fingerprinting”= is= a= term=of=art= used= to= describe= a= collection=of= techniques= for=

developing=a=simplified=representation=of=a=digital=asset= that= is=less=reliable=but=more=convenient=

to=use=than=complete=byteJbyJbyte=exact=algorithmic=total=matching=of=the=filesK=
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NNNK fmportantlyI= the= term= is= a= misnomerK= rnlike= humansI= files= have= no= natural= fingerprintK=

oatherI= exercising=human=discretionI=a=person=selects=and=applies=a= technique= for=mathematical=

simplification=of=filesK==

NNOK pince=there=is=no=limit=to=such=mathematical=techniquesI=there=is=no=limit=to=the=number=of=

such= digital= “fingerprints”= a= file= may= haveK= qhe= analogy= to= = human= fingerprints= lies= in= the=

assumptionI= or= assertionI= that= “collisions”= are= infrequentK= A= “collision”= occurs= whenever= two=

files=have=the=same=digital=fingerprintK=A=part=of=the=human=discretion=applied=involves=selecting=

a= mathematical= technique= that= supports= the= hope= for= infrequent= collisionsK= qhe= science= of=

information =theory =governs =and =predicts =the =rate =at =which =collisions =are =likely =to =occurK =lf =

courseI=as=with=a=human=populationI=in=a=sufficiently=large=population=of=files=it= is=expected=that=

collisions=will=occurK=

NNPK lne= method= of= digital= fingerprinting= is= file= hashingK= cile= hashing= is= a= technique= of=

computing= a=single= long=number= corresponding= to= the=contents=of=a= fileK=eashing= is=exact= and=

algorithmicI=in=that=applying=the=hash=algorithm=later=to=the=same=file=or=any=true=copy=of=it=will=

produce= exactly= the= same= hash= valueK= fts= use= is= heuristic= in= that= collisions= may=occurI= though=

rarely=for=a=suitably=chosen=hash=techniqueK=qwo=common=wellJknown=mathematical=techniques=

for=computing=hashes=are=“jaR”=and=“peAN”K=

NNQK lnce=a=file=hash=value=has=been=computedI=it=can=be=stored=efficiently=as=a=numeric=value=

and= used= later= with= the= same= hashing= algorithm= applied= to= a= different= fileK= ff= the= second= file=

“hashes= to”= EyieldsF= the= same= numeric= value= Eand= if= the= technique= was= suitably= chosenFI= it= is=

highly= likely= that= the= two= files= have=precisely= the= same= contentK= qhis= is= not= certainI= due= to= the=

possibility=of=collisionsX=confirmation=requires=that=the=two=files=are=exhaustively=compared=using=

an=exact=algorithmic=total=comparison=techniqueK=
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NNRK eash=techniques=are=moderately=efficientK=As=one=exampleI=on=a=NKU=billion=instruction=per=

second=processor=attached=by=gigabit=bthernet=to=a=kAp=filestoreI=computing=a=peAN=checksum=

on=a=sample=highJdefinition=video=asset=EPMfpsI=TOMpI=eKOSQI=QUhez=stereo=audioF=proceeded=at=a=

rate= of= approximately= NOM= megabytesLsecond= and= T= seconds= of= elapsed= time= Edominated= by=

network=transfer=timeF=per=second=of=processing=timeK==

NNSK A=primary=disadvantage=of=hash=techniques=is=their=lack=of=robustness= in=the=presence=of=

file= changesK= qhe= smallest= possible= change= in= the= underlying= file—for= exampleI= trimming= a=

single= video= frame= from= a= video= file—will= result= in= entirely= different= hash= valuesK= qhe= hash=

comparison= then= will= say= that= the= two= files= differI= although= they= may= be= from= substantially=

equivalent=underlying=digital=assetsK=

NNTK As= applied= to= indentifying= possible= instances= of= copyright= infringementI= hashes= are=

effective=at=detecting=a=second=instance=of=a=known=infringing=file=being=uploadedK=qhey=are=not=

effective =at =detecting =an =attempt =to =upload =a =slightly =different =version =of =the =same =underlying =

digital=assetI=howeverK=

NNUK ceatureJbased= pattern= matching= techniques= have= differentI= and= widely= varyingI=

disadvantagesK= qhe= disadvantages= depend= on= the= specifics= of= the= featureJmatching= technique=

employedK= fn=generalI=a=disadvantage=of= featureJbased= techniques= is= that=by=design= they= ignore=

most= dataI= under= a= personal= theory= that= the= extracted= features= chosen= by= the= engineer= who=

developed=the=technique=either=adequately=represent=or=adequately=identify=the=underlying=digital=

assetK==

NNVK ceatureJbased=techniques=also=have=the=difficulty=that=there=often=is=no=inherently=correct=

judgment =or =assessment =criterion =that =provides =a =“yes”L”no” =answer =as =to =two=files’ =similarityK =

fnsteadI=typicallyI= an=engineer=or=developer= simply=picks=some= intuitively=appealing= metric=and=
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thresholdI =and =applies =them =as =if =they =are =correct =and =trueK =Among =other =risksI =this =technique =

often= is= not= amendable= to= a= sensitivity= analysis= that= determines= how= often= and= under= what=

circumstances=the=method=will=experience=one=of=its=“failure=modesI”=that=isI=ways=it=is=certain=to=

fail=due=to=its=own=flawsK=

NOMK lne= manufacturer= of= digital= fingerprinting= and= infringement= detection= software= and=

services=is=sobileI=fncK=E“sobile”FK=Based=in=part=on=the=business=experience=of=eotfile=as=related=

by=jrK=qitovI=it=is=my=technical=inference=that=the=techniques=employed=by=sobile=employ=partial=

subsetJmatching= featureJbased=heuristic=methods=of=identifying=and=matching= filesI= for=example=

by=matching= features=extracted=from=small=partial=samples=of=a=file=to=a=stored=database=of=preJ

computed=feature=samplesK=

NONK Although=there=is=a=large=wellJdeveloped=mathematical=discipline=of=featureJbased=pattern=

matching=and=signal=analysisI=there=is=presently=no=science=of=digital=asset=matchingK==

NOOK cor=exampleI=there= is=no=set=of=standardsI=either=developed=by=unaffected=third=parties=or=

jointly= developed= and= broadly= accepted= by= all= parties= in= all= affected= industriesI= as= to= testing=

methodsI=agreed=proper=scientific=designI=standard=test=input=data=setsI=experimental=apparatus=or=

measurement= techniquesI= standards= for= assessing= experimental= outcomesI= metric= for= assessing=

costLbenefit= tradeoffs= of= competing= techniquesI= publications= venue= for= reporting= resultsI= or=

product=or=service=quality=and=reliabilityK=

NOPK qhe=digital= fingerprinting=product=market=presently= is=dominated=by=engineeringJbeforeJ

scienceK=ft= resembles=the=patent= medicine=market=of=a=century=agoI=as=opposed=to= the=regulated=

drug= manufacturing= market= of= todayK= matents= are= filed= and= issuedI= and= proprietary= digital=

fingerprinting= solutions= are=promoted=and= soldK= But= the=products’= inner=workings= typically= are=

opaque= to= all= buyers= and= usersI= unvetted= by= any= broadly= trusted= independent= third= partyI=
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uncharacterized= as= to= specific= performance= or= failure= modesI= and= not= commensurable= to= other=

products=in=the=marketK==

NOQK keither= issued= patents= nor= commercial= successI= such= as= purchases= by= rightsholders= or=

service= providersI= provide= a= basis= for= concluding= that= digital= fingerprinting= tools= workK=

Customers =on =both =sides =of =the =balance =of =business =interests =are =compelled =to =buy =such =toolsI =

whether=they=work=or=notI=as=a=defensive=measureI=and=both=parties=lack=the=technical=ability=and=

inside= information= to= determine= accurately= and= reliably= whether= the= product= they= purchased=

actually=worksK=

NORK A=correctlyJfunctioning=efficacious=digital=fingerprinting=tool=must=combine=features=and=

capabilities=that=are=quite=difficult=or=impossible=to=achieve=in=a==single=productK=cor=exampleI=the=

product=must=achieve=high=match=rateI=low=false=positive=rateI=ability=to=discriminate=copies=from=

nonJcopiesI= affordabilityI= and= insensitivity= to= substantial=common= variations= in=content= such=as=

varying= encoding= parameters= and= many= sophisticated= forms= of= obfuscation= by= intentional=

infringersK=

NOSK aigital= fingerprinting= techniques= require= a= tradeoff= decision= to= be= made= between= poor=

quality=and=expensive=performanceK=ceature=extraction=algorithms=can=be=simple=or=complexI=and=

relatively=effective=or=highly=ineffectiveK=eoweverI=the=scale=cost=cannot=easily=be=avoidedK=qhe=

distribution=of=file= sizes=on=aefendants’= system= is= unknown=to=meI= and= may=not= be=practical= to=

computeK= But= ifI= for= exampleI= there= are= VPIMMMIMMM= files= and= each= is= comparable= to= the= oneJ

minute= video= cited= supra= in= the= hash= exampleI= then= computing= a= oneJsecondJperJfile= hash=

computation=for=those=files=would=take=three=yearsI=if=they=all=could=be=cached=on=a=single=serverK==

NOTK qens=of=millions=of=video=files=of=any=appreciable=or=typical=size=cannot=all=be=cached=in=

primary=memory=on=a=single=serverK=ff=the=more=realistic=architectural=assumption=is=made=that=the=
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files=are=on=a=kAp=connected=by=a=gigabit=bthernetI=simply=computing=the=hash=value=for=all=these=

files= would= require= approximately= twenty= serverJyearsI= that= is= twenty= elapsed= years= when=

executed=on=one=server=working=fullJtime=with=no=other=tasks=to=occupy=itK=

NOUK 

NOVK qhis =means =a =technique =reportedly =advocated =as =state =of =the =art =by =mlaintiffs’ =trade =

organization—one=that=demonstrably=is=a=nonJtotal=heuristic=techniqueI=with=attendant=flaws=and=

weaknesses—takes=approximately=one=hundred=times=longer=to=deliver=a=result=than=the=example=

peAN= computationK= And= that= result= is= considerably= less= certainI= that= isI= lower= quality= for=

identification=purposesI=than=a=peAN=comparisonK=

NPMK All=such=digital=fingerprinting=techniques=are=essentially=useless=as=soon=as=an=unknown=

encoding=or=recoding=or=encryption=is=applied=at=the=client=computer=before=a=file=is=uploaded=to=

the=file=sharing=systemK=fn=particularI=even=the=simplest=rapid=encryption=techniques=will=scramble=

the=data=sufficiently=to=eliminate=all=the= features=a=digital=fingerprinting=technique=could=extract=

for= inferring= possible= infringementK= ff= this= were= not= trueI= residual= information= would= be=

extractable= from= the= encrypted= asset= and= thus= the= encryption= technique= would= have= failedK=

Cryptologists= therefore= design= encryption= techniques= precisely= so= that= mathematical= feature=

extractionI= signal= analysisI= and= comparable= techniques= are= certain= to= failI= and= will= be= entirely=
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ineffectiveK==

NPNK then=even=simple=rapid= inexpensive=encryption=techniques=are=employedI=the= length=of=

time= required= to= produce= data= suitable= for= inferring= infringement= is= lengthened= by= months= to=

yearsK=qhus=for=exampleI=processing=VPIMMMIMMM=existing=files=would=take=millions=of=yearsK=And=

as= noted= supraI= the= file= sharing= service= provider= has= no= reliable= information= from= which= to=

determine= whether= a= particular= file= is= encryptedK= fn= some= instancesI= one= file= is= intentionally=

hidden= inside= anotherI= using= techniques= such= as= steganographyI= such= that= even= upon= careful=

inspection =it =is =not =possible =to =confirm=the =type =or =contents =of =a =file =or =determine =what =digital =

asset= it= containsK= puch= techniques= can= be= used= trivially= and= at= will= by= uploaders= to= convert=

positives= to= false= negativesI= or= negatives= to= false= positivesK= jeanwhileI= more= assets= are= being=

loaded=onto=file=sharing=servers=each=dayI=compounding=the=scale=of=the=infringement= inference=

challengeK=

NPOK crom=the=point=of=view=of=a=purchasing=decisionJmaker=such=as=a=service=providerI=there=

is= no= way= for= a= wellJintentioned= technology= buyer= to= differentiate= between= the= many= digital=

fingerprinting=and=comparable=product=options=availableK=And=absent=a=science=and=a=standard=for=

testing= and= evaluating= such= productsI= agreed= upon= in= advance= by= rightsholders—and= since=

rightsholder= notably= are= all= authors= of= = copyrighted= worksI= not= merely= large= entertainment=

corporations—it=is=impossible=for=a=service=provider=to=know=what=product=would=be=satisfactory=

to=rightsholders=before=the=factK=

NPPK qhere= are= technical= alternatives= to= digital= fingerprinting= that= may= be= more= effective= in=

limiting=copyright= infringementK=puch=techniques=have=the=advantages=of=superior=traceability=of=

infringers= and= decreased= burden= on= service= providersI= in= that= they= are= put= into= effect= by= the=

rightsholders=during=each=performance=rather=than=imposed=on=service=providersK=
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NPQK lne=example=alternative= is=watermarkingK= fn=watermarkingI=a=unique=visible=or= invisible=

marking= is= introduced= into= the= copyrighted= workI= ideally= uniquely= at= each= performanceK= cor= a=

wide=range=of=use=cases=and=distribution=or=performance=venuesI=watermarking=is=now=technically=

and=financially=feasibleK==

NPRK rse= of= this= technique= by= rightsholders= would= allow= them= to= focus= their= enforcement=

efforts= on= infringers= rather= than= service= providersI= and= would= free= service= providers= from= the=

burden=of=sharing=another=industry’s=business=riskK=

NPSK lther= alternativesI= such= as= aigital= oights= janagement= technologyI= also= existK= then=

properly= usedI= aigital= oights= janagement= EaojF= has= proven= very= effective= in= limiting= illicit=

redistribution=of=copyrighted=digital=worksK=

=

aK cile sharing and fnternet business models 

=

NPTK cirms= doing= business= on= the= fnternet= routinely= combine= older= preJfnternet= “bricks= and=

mortar”= business= models= and= some= new= business= models= wellJsuited= to= the= economics= and=

technical=features=of=the=fnternetK=

NPUK qhe=different=economics=of=the=fnternet=has=resulted=in=widespread=growth=and=adoption=

of=certain=new=business=modelsK=cor=exampleI=unlike=the=physical=worldI=the=fnternet=reduces=the=

cost=of=doing=certain=kinds=of=business=on=an=international=scale=nearly=to=zeroK=Commercial=sale=

and=delivery=of=digital=goods=can=happen=nearly= instantaneouslyI= including= clearing= a= financial=

transaction=and=final=delivery=of=the=product=to=the=customerI=nearly=anywhere=on=the=planetK=

NPVK pelling= to= an= international=clientele=also= implies= selling=across=all= cultures=globallyI= and=
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into =all =markets =simultaneouslyK =ft =can =be =difficult =or =impossible =to =predictI =from =the =vantage =

point=of=a=business=started=in=one=country=or=cultureI=how=best=to=identify=and=sell=to=a=market=in=a=

different=cultureI=countryI=or=languageK=

NQMK lne=response=to=this=different=economics=of=product=and=services=sales=on=the=fnternet=is=a=

much=higher=use=of=indirect=salesI=including=particularly=through=resellers=who=are=internationally=

dispersed =and =whom=the =product =or =server =provider =has =never =metK =qhese =resellers =serve =as =an =

“indirect=sales=channel”=in=conventional=sales=parlanceI=but=they=differ=from=indirect=sales=agents=

common=in=bricks=and=mortar=businesses=by=virtue=of=a=different=relationshipK=qhey=typically=are=

more= “armsJlengthI”= less= well= knownI= and= under= less= influence= by= the= product= or= service=

providerK=eoweverI=this=is=traded=off=against=the=business=advantage=of=globally=expanded=reachK=

NQNK lne=form=of=reselling=common=on=the=fnternet=is=an=“affiliate=marketing”=relationshipK=An=

affiliate=is=a=firm=or=person=that=is=provided=incentivesI=such=as=a=“revenue=split”=Ea=share=of=sales=

revenueFI=for=bringing=new=customers=to=the=product=or=service=providerK==

NQOK An= affiliate= marketing= program= is= especially= useful= if= one= has= developed= a= product= or=

service =and =does =not =know=with =confidence =what =the =best =markets =for =it =are =around=the =worldK =

qhe=question=can=be=“outsourced”=to=affiliatesI=in=return=for=a=share=of=the=revenue=they=bring=in=

when=they=successfully=sell=the=vendor’s=product=or=service=into=to=new=marketsK=

NQPK bxamples= of= wellJknown= firms= that= employ= affiliate= marketingI= customerJincentiveI= or=

similar =programs =under =which =one =customer =is =paid =to =refer =others =includeW =AmazonKcomI =the =

roughly= ANMM= billionJvaluation= publicly= traded= fnternet= sales= firmX= NandNI= the= derman= web=

hosting=firm=historically=reported=as=the=largest=web=hosting=firm=in=the=worldX=eBayI=the=world’s=

largest= fnternet= auction= business= Eaffiliate= marketing= sloganW= “barn= money= when= you= deliver=

quality=traffic”FX=lomaI=the=fnternet=soice=over=fm=EslfmF=service=firmX=and=regional=telephone=
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and=api=fnternet=service=provider=ponicKnetK==

=

=

sfffK  lmfkflkp Aka AkAivpfp 

=
=
NQQK f=present=in=this=section=my=analysis=ofI=and=conclusions=as=toI=the=mrincipal=nuestions=set=

forth=supra=in=relation=to=the=accusations=in=the=mlaintiffs’=ComplaintK=

=

AK eotfile follows industry-standard practices to effect control over digital 
assets to the extent technically practicableK   

NQRK peALjaR=hash=matching=is=a=bestJeffort=and=reasonable=business=practice==that=addresses=

an=important=class=of=potential=infringements=by=unknown=thirdJparty=actors=on=the=fnternetK=lnce=

a= specific= file= has= been= properly= identified= as= an= infringing= instanceI= the= same= actor= or= other=

actors= in= possession= of= that= file= may= attempt= to= upload= it= again= to= aefendants’= systems= in=

violation= of= eotfile= policyK= By= remembering= hashes= of= such= offending= files= and= computing=

hashes=on=new=filesI=a=service=provider=can—at=some=expense—identify=when=an=offending=file=

has=been=uploaded=againI= and= take=appropriate=actionI= such=as=quarantining=or=deleting= the= file=

and= = notifyingI= suspendingI= or= cancelling= the= user= and= user’s= account= consistent= with= any=

applicable=policy=of=the=service=providerK=

NQSK f=understand=from=jrK=qitov=that=eotfile=uses=hashing=in=this=manner=and=for=this=purposeI=

and=has=for=some=timeK=

NQTK 
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NQUK ft=is=to=be=expected=that=mlaintiffs=are=generally=familiar=with=many=technologies=they=can=

use=themselvesI=such=as=those=described=supraI= for=effecting=control=of=their =own=digital =assetsI =

techniques= that= are= alternatives= to= methods= like= digital= fingerprinting= that= impose= mlaintiffs’=

business=risk=and=costs=on=service=providersK=cor=exampleI=aoj=technology=is=employed=when=

mlaintiffs’= vendors= or= business= partners= andLor= their= downstream=distributors= produce= and= sell=

asas= or= stream= movies= over= the= fnternetK= pimilarlyI= watermarking= is= wellJknown= in= the=

industryI=and=watermarking=at=the=granularity=of=individual=performances=of=copyrighted=works=is=

a= technology= that= has= been= productized= by= and= available= from= their= suppliers= and= business=

partners=for=at=least=a=halfJdecadeK=

NQVK eoweverI =f =have =seen =nothingI =in =the =Complaint =or =elsewhereI =to =indicate =the =mlaintiffs =

are==making=good=business=decisions=to= researchI=evaluateI=employI=or=even=contemplate=use=of=

these=or= comparable= techniquesI= as=an=alternative= to= mlaintiffs=externalizing= their=own=business=

risk=and=costs=by=laying=off=that=burden=on=aefendants=and=other=independent=service=providersK=

NRMK f =also =have =seen =nothingI =in =the =Complaint =or =elsewhereI =to =indicate =that =mlaintiffs =are =

offering =or =have =offered =to =aefendants =and =other =service =providers =to =absorb =the =legal =risks =or =

business=costs=associated=with=protecting=mlaintiffs’=copyrighted=worksK==

NRNK cor =exampleI =f =am =aware =of =no =offer =ever =made =by =mlaintiffs =to =pay =for =the =additional =



efdeiv=ClkcfabkqfAi= bxpert=oeport=of=Andrew=pK=CromartyI=mhKaK=
= =
=
=

= J=PP=J=

capital=expense=or=operations=expense= to= aefendants=or=any=other=service=provider=when= those=

service= providers= purchase= and= deploy= technology= for= controlling= or= attempting= to= control=

infringement= of=mlaintiffs’=digital=assetsI=even= if= the= technology= is=preferredI= recommendedI= or=

demanded= by= mlaintiffs= or= their= industry= associationI= is= costlyI= andLor= provides= no= tangible=

business=benefit=whatsoever=to=the=service=providerK=

NROK f=further=understand=from=jrK=qitov=that=eotfile=provides=ppecial=oightsholder=Accounts=

E“poAs”F= that= give= rightsholder= special= business= privileges= and= conveniences= as= to= providing=

takedown=notices=and=obtaining=a=rapid=response=to=themK=Among=other=featuresI=in=essence=the=

poA=account=gives=the=rightsholder=a=nearJinstantaneous=takedown=capabilityK=

NRPK 

=

=

=

BK Customer incentive programs are common fnternet business practiceK 

=
=

NRQK f=have=reviewed=the=aefendants’=service=including=their=pricingLpromotional=information=

on=their=websiteK=Eaetails=of=aefendants’=service=and=their=technical=and=business=operations=are=

described=in=Appendix=e=to=this=reportKF=Comparing=aefendants’=service=offering=and=marketing=

to =industry =norms =for =promotion =of =fnternet =services =generallyI =f =observe =that =the =aefendants’ =

offering =is =promoted =in =the =manner =common =to =a =very =wide =range =of =legitimate =and =respected =
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fnternet=service=firmsK=qhis=variously=includes=AmazonKcomI=eBayI=vahooI=and=othersK=

NRRK qhere= is= a= legitimate= multiJpartyJsharing= market= niche= ignored= by= aefendants’= direct=

market= competitorsK= aropboxI= for= exampleI= has= a= convenient= user= interface= for= saving= and=

restoring= files= but= for= consumer= EnonJenterpriseF= accounts= using= aropbox’s= service= apparently=

requires=anyone=viewing=a= file= to=hold=the=same=account=credentials=as= the=account=holder=who=

performed= the= uploadK= qhis= requires= that= aropbox= users= share= their= confidential= account=

credentials—their=login=and=password=information—in=order=to=share=files=among=a=groupK=

NRSK cor=exampleI= if=a= band=of=musicians=wish=to= share=recordings=of= their= music= among= the=

band’s=members=using=aropboxI=first=one=musician=must=set=up=a=aropbox=accountI=and=then=she=

must=share=her=password=with=the=other=musiciansI=losing=personal=control=over=the=accountK=qhis=

limitation= occurs= in= many= file= storage= service= sitesI= and= appears= to= result= from= limited= or=

unthorough=study=of=potential=customer=use=casesK=

NRTK lther=file=service=providersI=such=as=micasa=and=clickrI=do=provide=some=ability=for=others=

to= share= file= assets= without= needing= the= originator’s= uploading= passwordK= eoweverI= they=

generally= have= specialized= in= narrow= marketsI= such= as= only= photography= or= only= video= and=

photographyK=

NRUK qhis=creates=an=unfilled=market=nicheK=qhere= is=a=market=need=for=passwordless=generalJ

purpose=file=sharingI=that=isI=sharing=of=content=not=limited=to=specialized=filetypes=or=narrow=use=

cases=foreseen=by=the=service=provider’s=management=or=engineering=teamsK=

NRVK bxamples= of= this= market= niche= are= the= musician= who= wishes= to= share= a= recording= or=

composition= with= other= band= members= without= sharing= her= account= passwordI= or= the= need= to=

efficiently=share=a=file=with=a=business=colleague=without=creating=a=teb=site=or=cqm=siteK=

NSMK qhis=market= need= is= so=common=and=wellJunderstood=that= it= is= the= subject=of=a=widelyJ
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published= fnternet= cartoon= authored= by= one= of= the= fnternet’s= most= popular= cartoonistsK= qhe=

cartoon= depicts= someone= advising= a= friend= on= all= the= available= but= unsatisfactory= options= for=

sharing= a= file= with= a= third= friendI= even= listing= aropbox= as= an= unsatisfactory=alternativeK= fn= the=

endI= file= sharing= is=accomplished= by=physically=carrying=a=copy=of=the= file=down=the=street=on=a=

memory= deviceK= uhCa CartoonK= qhe= cartoon= is= funny= precisely= because= this= is= such= a= wellJ

understood= need= that= remains= unansweredK= fn= factI= the= term= “pneakernet”= was= coined= over= a=

decade=ago=to=refer=to=this=physical=“solution”=to=this=fnternet=problemK=

NSNK eotfile’s= business= model= and= service= model= make= filling= this= market= niche= possibleK=

eotfile= combines= the=generalJpurpose= file= handling= features=of=aropbox=with= the=passwordless=

access =of =the =photo =sharing =servicesK =eotfile’s =service =is =in =fact =the =solution =to =the =common =

problem=identified=by=the=uhCa=cartoonK=

NSOK aefendants’=service= thus= fills=an= important= legitimate=business=niche= for= file= sharing=on=

the=fnternetK=

NSPK f=am=aware=of=nothing=in=the=present=matter=demonstrating=that=the=cost=to=mlaintiffs=from=

any=alleged= infringement= exceeds=actual=business= benefit= from=such=alleged= infringementK=qhat=

isI= it= is= entirely= possible—and= apparently= unexplored= by= mlaintiffs—that= = contrary= to= their=

ComplaintI=any=alleged=infringement=through=file=sharing=activities=of=aefendants’=customers=or=

business=partners=actually=increases=interest= inI=demand=forI=and=sales=of=mlaintiffs’=productI=and=

is=of=net=economic=benefit=to=mlaintiffsK==

NSQK qhis= is=of=particular= interest= because= today=there= is=a=widespread=and=growing= business=

belief=that =some=amount=of=“free”=content=distribution=actually=increases=salesK =ft =is =a=means=of=

using=the=fnternet=to=costJeffectively=expose=to=a=new=or=wider=audience=works=that=were=not=well=

monetized= under= existing= industry= sales= regimes= or= were= viewed= as= overpriced= in= the= marketK=
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fndeedI=this=is=the=economic=basis=of=the=“freemium”=pricing=modelK==

NSRK Also=widespread=is=the=belief=that=those=in=the=mlaintiffs’=industry=consistently=are=slow=toI=

or=fail=toI=adopt=modern=marketing=and=distribution=methods=suitable=for=new=distribution=media=

such=as=the=fnternetK==

NSSK cor=exampleI=f=am=aware=of=no=attempt=by=mlaintiffs=to=harness=the=business=opportunity=

afforded =by =fnternet =file =sharing =technology =to =exploit =“superdistribution” =or =“long =tail” =

marketing= opportunitiesI= under= which= mlaintiffs= themselves= profitably= incentivize= fnternet=

redistribution=of=their=content=by=rewarding=redistributors=who=return=some=revenue=to=the=content=

rightsholder=or=who=find=ways=to=redistribute=mlaintiffs’=content=that=otherwise=would=sit=on=the=

shelf=unsoldK=

NSTK f= similarly= am= aware= of= no= information= presented= by= mlaintiffs= in= the= present= matter=

indicating=they=are=repricing=their=product=as=a=rational=business=response=to= the=market= signals=

they=receive=when=their=works=are=alleged=to=be=illicitly=redistributedK==

NSUK rnder= conventional=microeconomic=pricing= theoryI= such= = product= repricing=would= be= a=

rational=business=response=by=mlaintiffs=to=optimize=their=profits=on=those=copyrighted=worksK==

NSVK joreoverI= repricing= offers= an= opportunity= for= mlaintiffs= and= their= industry= peers= to=

maintain=or=improve=their=control=of=their=product=distribution=and=copyrighted=worksI=to=surprise=

and=delight=their=customer=baseI=and=to=their=own=increase=profitsK==

NTMK ko=such=rationalized=product=pricing=to=regain=copyright=control=and=increase=profitability=

is=reported=or=contemplated=by=the=Complaint=or=any=other=mlaintiff=pleading=or=documentation=of=

which=f=am=aware=in=the=current=matterK=

NTNK qhese=failures=by=mlaintiffs=and=their= industry=generally=poignantly=suggest=mlaintiffs=are=

seeking=to=repeat=the=“kapster=errorK”==then=industry=rightsholders=became=concerned=a=decade=
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ago= that= kapster= was= abetting= illicit= redistributionI= they= arguably= attempted= to= destroy= that=

companyK= qhis=was=an= exceptionally=unwise= business= action= by= rightsholdersI= because= kapster=

was= the= rightsholders’= only= prospective= business= partnerI= and= damaging= kapster= predictablyQ=

forced =the =consumer =demand =underground =into =a =wide =range =of =mOm =servicesI =an =error =from =

which=the=music=industry=itself=says=it=has=never=financially=recoveredK=qheir=business=error=was=

to= destroy= a= prospective= partner—the= one= corporation= with= whom= they= had= an= opportunity= to=

employ=their=exceptional=dealJmaking=skills=to=forge=business=agreements=that=would=allow=them=

to= retain= control= over= and= monetize= their= copyrighted= works= using= new= emergent= distribution=

mediaK=

NTOK Centralized= file= sharing= services= offer= an= additional= business= partnering= advantage= to=

rightsholders= over= a= mOm= prospective= partnerW= takedownsK= kotwithstanding= the= technical=

difficulties=in=properly=identifying=infringing=instances=noted=supraI=file=sharing=services=such=as=

eotfileI= with= its= centralized= architecture= can—and= eotfile= does—implement= takedown=

proceduresK=cor=technical=reasonsI=such=takedowns=are=effectively=impossible=to=fully=implement=

in=mOm=systems=such=as=dnutellaK=qhis=further=enhances=the=potential=of=centralized=file= sharing=

services= such= as= the= aefendants= as= cooperative= business= partners= of= mlaintiffsI= and= provides=

additional=rational=business=impetus=for=them=to=pursue=such=constructive=relationshipsK=

NTPK oather= than= view= alleged= consumer= = redistribution= via= file= sharing= as= a= copyright=

violationI= mlaintiffs= have= the= opportunity= to= understand= it= as= unmet= market= demand= for= their=

productK=oather= than=view=a= file= sharing= service= as=an=alleged=contributory= infringerI=mlaintiffs=

have=the=opportunity=to=view=them=as=a=valued=prospective=business=partnerK=

================================================
Q=fn=factI=predictedK=f=accurately=forecast=precisely=this=outcome=for=the=music=industryI=in=a=
public=speech=in=OMMMK==Cromarty rCLoed eerring afdfsAqflkp panelI OMMMK 
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CK eotfile customers pay for better serviceI not for ability to infringe 
copyrightK 

=
NTQK ft =is =common =for =service =providers =on =the =fnternet =to =offer =“tiers” =of =serviceI =with =

different= service= tiers= providing= better= performance= Elarger= volumeI= better= speedI= etcKF= for= a=

higher= feeK=cor= exampleI= this= typifies= fnternet= pervice=mrovider= EfpmF=connection= fees= for=cable=

fnternet= and= telephone=company=api=servicesK=aetails=and=examples=appear= in=Appendix=e= to=

this=reportK=

NTRK Also=common=both=on=the=fnternet=and=in=the=software=market= is=a=zeroJcost=introductory=

pricing= levelI= with= customers= paying= the=provider= only= if= they=purchase=premium= service= tiers=

above=the=free=service=levelK=qhis=is=known=as=a=“freemium”=pricing=modelI=cfK=supraK==

NTSK eotfile=offer=service=tiers=according=to=a=freemium=pricing=modelK=

NTTK creemium=pricing=models=encourage=business=and=revenue=growth=and=facilitate=customer=

acquisition=by=building=interest= in=a=service=by=eliminating=customer=objections=to=sale=based=on=

pricing=or=uncertain=valueJforJmoneyK=

NTUK creemium=models=are=particularly=useful=or=appropriate=where=customers=may=be=hesitant=

to=accept=a=service=offered=by=an=unknown=or=untested=vendorI=where=a=market=has=commoditized=

into=a=price=war=and=“free”=beats=all=other=competitors=pricesI=where=the=vendor’s=marginal=cost=

of=serving= an= additional=customer= at= a= useful= introductory= level=of=service= is= very= lowI= andLor=

where=a=structural=difference=such=as=a=proprietary=advantage=exists=to=motivate=upsell=purchase=

behavior=by=customersK=

NTVK creemium=products=are=not=seen=in=the=market=where=one=product=or=service=is=substituted=



efdeiv=ClkcfabkqfAi= bxpert=oeport=of=Andrew=pK=CromartyI=mhKaK=
= =
=
=

= J=PV=J=

for=anotherK=qhat=isI=customers=adopt=a=freemium=model’s=upsells=precisely=because=they=feel=they=

are=getting=an=advantage=such=as=a=performance= improvement=or=elimination=of=a=distraction=or=

impediment=for=their=moneyK=

NUMK cor=exampleI=vahoo=is=understood=to=be=the=largest=email=service=provider=on=the=fnternetK=

vahoo=offers=its=basic=level=of=email=service=free=of=fees=to=customersI=but=“free”=customers=must=

visit =vahoo’s =website =to =read =their =emailI =and =when =they =do =they =are =confronted =with =

advertisementsK=vahoo’s=email=service=employs=a=freemium=model=under=whichI=for=an=upsell=fee=

of =about =two =dollars =per =monthI =customers =may =download =their =email =into =their =personal =

computer’s=mail=program=without=viewing=advertisementsK=All=the=prior=vahoo=mail=services=are=

still= offered= to= premium= vahoo= customersI= but= additional= conveniences= are= provided= for= the=

premium=feeK=

NUNK eotfile’s=business=approach= is=similarI= and=commonK=cree=users=receive=an= introductory= =

level= of= service= with= “rate= throttlingK”= mremiumJtier= eotfile= accounts= have= the= same= services=

available= to= free=usersI= but= as=paying= customers= they= receive= more= and= faster= service=andI= like=

vahoo’s= advertisements= and= emailJdownload= featureI= eotfile= premium= users= are= not= rateJ

throttledK=

=

aK eotfile materially lacks the “ability to control” infringement even using 
state-of-the-art technologyK 

=
NUOK qhe= state=of= the=digital= fingerprinting= market= today=precludes= satisfaction=of= the= fourth=

technical=requirement=supra=for=evaluating=a=potential=or=alleged=infringing=digital=duplication=of=

a =copyrighted =workI =namelyI =that =a =competent =comparison =of =the =two=instances =must =be =madeI =

sufficient=to=confirm=or=disconfirm=the=infringementK=
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NUPK Because= there= is= no= science= of= digital= asset= matchingI= it= is= not= possible= to= perform= a=

neutral =competent =evaluation =of =either =the =products =or =the =claims =of =vendors =of =digital =

fingerprinting=and=other=products=and=services=purported=to=offer=an=“ability=to=controlK”=qhere=is=

no=accepted=standard=against=which=to=make=such=a=comparisonK=

NUQK qhere=also=presently=is=no=basis= in=either=science=or=business=practice=to=merit= accepting=

the=claims=of==these=antiJinfringement=product=vendorsK=qhere=products=may=or=may=not=workI=but=

without=an=accepted=methodology=for=reviewing=and=assessing=themI=no=confidence=in=such=tools=

for=“ability=to=control”=is=justifiedK=

NURK fn=essenceI= featuresJbased= techniques= for=analyzing=a=digital=asset= reduce= the= asset= to= a=

small=set=of=numbersK=ft=is=obvious=that=information=is=lost=in=this=reductionK=iess=obvious=is=that=

the= information= lost= necessarily= is= essential= to= recognizing= the= underlying= workI= from= a=

mathematical= or= information= theoretic= viewpointK= qhe= greater= the= reductionI= the= more=

information=is=lostK==qhe=greater=the=reductionI=the=greater=the=chances=that=legitimate=works=will=

be=falsely=accusedK=

NUSK According= to= jotion= micture= iaboratoriesI= fncK= E“jovieiabs”F= documents= describing=

sobile’s=productsI=the=sobile=methods=in=particular=reduce=an=entire=oneJ=to=twoJhour=movie=to=a=

single=numberK=

NUTK f =am =aware =that =jovieiabs =has =performed =internal =tests =of =competing =products =in =the =

market= for=digital= fingerprintingK= jovieiabs= is= a= joint= venture=of=companies= such=as=mlaintiffs=

and=others=in=their= industryI=and=has=been=described=as=the=research=and=development=arm=of=the=

jotion= micture= Association= of= America= E“jmAA”F= by= the= ios= Angeles= qimesK= ios Angeles 

qimes articleK= jovieiabs= thus= is= not= an= independent= scientific= evaluatorK= jovieiabs’s= digital=

fingerprinting=analysis=does=not=reportI=and=apparently=does=not=considerI=essential=test=cases=such=
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as= encodingLencryptionK= jovieiabs= reports= also= opine= that= some= false= positives= may= be=

acceptableI= suggesting= a= bias= against= service= providers= such= as= aefendants= and= a= possible=

willingness=to=lay=off=the=entertainment=industry’s=inherent=risks=and=economic=costs=onto=othersK=

jovieiabs= further=acknowledges=that= scalability=EiKeKI=economic=or=?laws=of=physics?=viabilityF=

was=unaddressed=in=many=of=their=reports=and=analysesK=

NUUK lverallI=however=diligently=jovieiabs=pursued=their=business=goalsI=reports=published=by=

jovieiabs=must=be=understood=to=be=movie=studios=speakingI=not=an=independent=third=partyI=and=

those=reports=support =an=opinion=that=there=is =“no=science=yet”=as=to=digital =asset =comparison=or=

technologyJbased=copyright=infringement=determinationKR=

NUVK As= to= the= research= performed= by= jovieiabs= discussed= supraI= f =am =aware =of =no =

documents=produced= to= date= in= this= matter= that= identify=jovieiabs’s= experimental=design= and=

analysis=methodologyI=such=as=which=feature=methods=or=transcodes=are=consideredK=qhese=details=

also= do= not= appear= in=jovieiabs’s=publications= as=producedI= notably= including=Craig=piedel’s=

articleI= aptly= titled= “Content= cingerprinting= from= an= fndustry=merspectiveK”= peidelK cull= public=

details=on=scientific= methodology=are= essential= to=gaining= confidence= in= the=merits=of= resulting=

analysesK==

NVMK kothing=in=the=jovieiabs=documents=and=reports=produced=to=date=in=this=matter=change=

my=opinion=that=the=state=of=digital=asset=matching=and=fingerprinting=cannot=be=called=a=mature=or=

reliable=science=and=it=provides=an=inadequate=foundation=upon=which=to=define=legal=obligationsK=

NVNK bven= market= acceptance= and= similar= business= measures= provide= no= confidence= that= an=

================================================
R=Additional=difficulty=in=assessing=reports=by=jovieiabs=arose=during=this=analysis=due=to=an=
improper=production=of=those=reportsK=ppecificallyI=data=in=the=jovieiabs=reports=heavily=employ=
color=graphics=to=summarize=quantitative=findingsI=but=only=blackJandJwhite=macs=were=
producedK=qhis=has=a=technical=effect=as=to=these=documents=similar=to=redacting=document=
metadata=before=productionK=
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“ability= to= control”= is=offered= by=putative= infringement= detection=and= identification=toolsI= since=

under=the=weight=of=current=law=and=market=conditionsI=both=service=providers=and=rightsholders=

are=essentially=forced=to=buy=whatever=product=is=availableI=whether=or=not=there=is=reason=to=have=

confidence=in=itK=

NVOK aemonstrations= of= the= effectiveness= of= such= digital= fingerprinting= and= related= products=

also= are= unreliable= as= a= measure= of= their= utilityI= correctnessI= or= reliabilityK= qhis= is= because= the=

proper=test=of=such=a=product=is=not=merely=whether=it=can=be=shown=to=workI=but=also=and=more=

importantlyI=whether= it= can=be=shown=not= to= failX= and= if= it=does= failI= to=understand=and=carefully=

characterize= when= and= whyK= mresentlyI= howeverI= the= field= is= insufficiently= mature= to= provide=

reliable=highJquality=unbiased=answers=to=these=questionsK=

NVPK As=noted=supraI=feature=extractionI=subsettingI=and=related=techniques=trade=off=quality=for=

speed=or=computational=tractabilityK=Again=because=there=is=no=science=to=govern=this=tradeoff=and=

the=decisions=are= made= by= individual=engineers=and=kept= proprietaryI= the= tradeoffs=being= made=

between=quality=and=economic=factors=are=unknownK==

NVQK qhe=information=science=and=computer=science=that=applies=is=knownI=howeverI=and=is=not=

favorable=to=these=productsK=An=unlimited=number=of=possible=morphisms=or=transformations=can=

be= applied= to= a= given= digital= assetI= and= it= is= in= the= nature= of= mathematical= modeling= that= no=

feature= extraction= system= can= adequately= model= them= allX= this= is= inherent= in= the= nature= of=

mathematical=modeling=and=of=feature=selectionK=

NVRK As =one =exampleI =it =appears =that =either =simple =encryption =or =simple =methods =of =

introducing =extra =“noise” =time =segment =slices =into =a =digital =video =asset =are =likely =to =defeat =

sobile’s=systemsK=qhe=latter=would=greatly=increase=its=false=negative=failure=rateI=and=the=former=

would=completely=disable=itK=
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NVSK qhese= are= wellJknown= techniques= employing= tools= already= available= for= any= personal=

computerK= qheir= availability= and= easy= use= would= enable= simple= tools= to= be= built= and= freely=

distributed= that= can= permanently= disable= theseI= and= likely= all= otherI= digital= fingerprinting=

methodsK==

NVTK qhose=countermeasures= would= notI= howeverI= defeat= technologies= such=as=watermarking=

and=aoj=that=rightsholders=can=employ=entirely=on=their=ownI=without=added=burden=to=service=

providersK=
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OMNK fn=summaryI=although=mlaintiffs=themselves=potentially=could=better=control=infringementI=

and=notwithstanding=aefendants’=business=reasonable=best=efforts=to=be=of=assistance=to=another=

industryI=aefendants=materially=lack=the=“ability=to=control”=infringementK=qhis=is=so=because=the=

technology=to=do=so=is=technically=inadequateLdeficientI=uneconomicI=unvalidatedI=and=unreliableK=

ft= is= so= because= the= economic= andI= especiallyI= computational= expense= to= control= infringement=

requires=the=service=provider=to=“defy=the=laws=of=physicsI”=for=exampleI= in=some=circumstances=

by=promptly=performing=millions=of=years=of=computation=in=a=dayK=And= it= is=so=because=of=the=

nature= of= the= copyright= problem= itselfI= wherein= multiple= business= players= who= may= not= even=

know=of=each=others’=existence=or=asset=holdings=are=nonetheless=be=required=to=“know=what=they=

don’t=or=can’t=know”=to=control=infringementK==

=
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fuK TofAi buefBfTp 

OMOK f =may =rely =on =visual =aids =and =demonstrative =exhibits =that =demonstrate =the =bases =of =my =

opinionsK= =bxamples= of=these= visual=aids=and=demonstrative= exhibits=may= includeI= for= exampleI=

chartsI=drawingsI=excerpts=from=patent=specifications=or=other=public=sourcesI=patent=file=historiesI=

interrogatory= responsesI= deposition= testimony= and= deposition= exhibitsI= as= well= as= optical=

componentsI=chartsI=diagramsI=videos=and=animated=or=computerJgenerated=videoK=

OMPK lther=than=as=referred=to=in=this=reportI=f=have=not=yet=prepared=any=exhibits=for=use=at=trial=

as= a= summary= or= support= for= the= opinions= expressed= in= this= reportI= but= f= expect= to= do= so= in=

accordance=with=the=Court’s=scheduling=ordersK=

uK  prmmibMbkTATflk lc lmfkflkp 

OMQK f=expect=to=testify=regarding=the=matters=set=forth=in=this=expert=reportI=if=asked=about=these=

matters=by=the=Court=or=the=parties’=attorneysK=

OMRK f=understand=that=discovery=is=ongoing=in=this=caseK==f=therefore=reserve=the=right=to=adjust=

or=supplement=my=opinions=after=f=have=had=the=opportunity=to=review=deposition=testimony=or=in=

light=of=additional=documents=or=arguments= that=may=be= brought= to= my=attentionI= including=any=

additional=orders=from=the=CourtsK==f=also=reserve=the=right=to=adjust=or=supplement=my=analysis=in=

light=of=any=new=data=or=alternative=opinions=advanced=by=or=on=behalf=of=mlaintiffsK=

=
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oeport brrata 

=

qhe=following=typographical=errors=are=noted=in=the=main=body=of=this=report=as=produced=on=

kovember=NUI=OMNNK=

=

qitle=pageW=Case=name=has=changed=to=Civil=Action=koK=NNJOMQOTJCfsJtfiifAjpLqroklccK=
=
pKNQ=paraK=TPW=“may=be=name”=should=read=“may=be=named”K=

pKNQ=paraK=TTW=“not=that=it”=should=read=“not=knowing=that=it”K=

pKPQ=paraK=NRTW=“only=or=video”=should=read=“only=video”K=

pKPR=paraK=NSQW=“bxposing=to=a=new=or=wider=works”=should=read=“expose=to=a=new=or=wider=

audience=works”K=

=
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eK  fnternet operations and eotfile services 

NK qhis=Appendix=provides=a=brief=overview=of=fnternet=and=teb=operationsI=and=then=provides=

details=about=the=systems=and=methods=used=by=eotfile=andLor=visitors=to=wwwKhotfileKcomK=

=

aK Brief overview of fnternet and torld tide teb operations 

=

OK cor= purposes= of= this= expositionI= the= fnternet= is= a= worldwide= network= of= interconnected=

computersI= or= of= interconnected= networks= of= such= computersK= qhese= server= computers= are=

sometimes= also= called= “fnternet= hosts”K= qhe= torld= tide= teb= Eor= “teb”F= is= an= abstract=

service=overlaid=on=the=fnternet= that=uses=some=of=its=computersK=qhe=teb=comprises=server=

software= executing= on= server= computers= and= the= files= or= other= “resources”= that= they= can=

provide=upon=requestK==

PK “iinks”= Etext= strings= of= a= particular= formatF= in= some= files= “point= to”= or= identify= other=

resources=on=the=tebK=qhe=author=of=an=individual=file=or=“web=page”=determines=what= links=

it= contains= and= where= they= pointK= jost= often—although= not= exclusively—access= to= these=

stored= resources= distributed= around= the= fnternet= is= achieved= using= a= “browser”= software=

program= that= an= individual= chooses= to= execute= on= his= computerI= such= as= a= work= or= home=

computer=located=anywhere=in=the=worldK==

QK qhe =user’s =computerI =sometimes =called =a =“client” =of =the =“serverI” =makes =“requests” =of =the =

serverI=and=assuming=it= chooses=to=do=soI=the=server=responds=to=the=requestI=most=often=by=

returning=a=requested=resource=such=as=a= fileK=A=wide=variety=of=nonJfile=resource=types=also=

http://www.avon.com/
http://www.avon.com/
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exist=for=delivery=on=the=fnternetI=such=as=liveJstreamed=audio=or=videoK=

RK qhe= server= does= not= control= the= client= computerI= and= in= factI= generally= is= prohibited= from=

inspecting=the=contents=of=the=client=computerK=qhis= is=a=requirement=of=the=relevant= fnternet=

protocol=specificationsK= fndeedI= the=server=generally=does=not=even=know=of=the=existence=or=

nature=of=client= computers=on=the= fnternetI=and= furtherI=when=the=server= comes= to=know=any=

information= about= a= clientI= under= typical= operations= the= server= is= designed= to= “forget”= the=

existence=of=each=client=as=soon=as= it= has=responded=to=a=client’s=requestK=qhis=characteristic=

permits=servers=to=efficiently=serve=large=numbers=of=clients=and=thus=achieve=“scalabilityK”=

SK bach= server= on= the= fnternet= has= one= or= more= numeric= addressesI= and= the= fnternet= offers= a=

directory=service=called=the=aomain=kame=pystem=that=allows=one=or=more=names=for=a=server=

to =be =usedI =translating =them =to =one =of =the =server’s =numeric =addressesK =mrivate =name =and =

directory=services=also=existI=not=under=any=centralized=controlK=

TK As=noted=supraI=a=server=typically=cannot=reliably=determine=where=a=request=comes=from=in=

the=fnternetK=fnternet=protocols=only=require=that=the=server=is=provided=enough=returnJaddress=

information= to= respond= to= that= requestK=puch=return=address= information=may=be=ephemeralI=

obscuredI= translated= en= route= to= different= addressesI= rerouted= to= other= locationsI= or= even=

falsely=identified=on=the=fnternetK=ff=soI=this=is=unknowable=by=the=serverK=

UK qhe=web=server=similarly=cannot=know=what=web=sites=previously=were=visited=by=the=client=or=

its=userK=qhis=includesI=the=server=does=not=reliably=know=what=name=or=address=the=client=or=

its=user=used= to=reach=the=serverI=nor=how=it=was=obtainedK=cor=exampleI= if=a=private=domain=

name=server= is= in=use=by=the=clientI=or= if=a=second=web=server=contains=a= link=pointing=to=the=

receiving=server=and=the=client=computer’s=user=follows=that=link=EeKgK=by=clicking=on=it=when=

it=is=displayed=to=himFI=the=receiving=server=typically=will=have=no=knowledge=of=thisK=
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VK =Although=a=web=browser=may=optionally=send=a=server=hints=as=to=a=referring=linkI=provision=

and=accuracy=of=such=data=are=entirely=under=the=control=of=the=browser=and=its=userI=and=may=

be=further=modified=en=routeK=kumerous=freelyJavailable=privacy=enhancement=browser=“addJ

ons”= exist= to= give= this= control= to= the= userK= curtherI= many= corporateI= nationalI= or= personal=

proxy=or=firewall=systems=remove=or=forge=such=identifying=source=data=en=route=for=privacy=

reasonsK=Certainly=any=user=who=wishes=to=can=obscure=where=he=comes=from=when=visiting=a=

web=site=such=as=eotfileK=jozillawine networkKhttpKsendoeferereeader at NK==

NMK ft=is=common=on=the=fnternet=for=users=to=assemble=links=into=a=public=or=private=index=of=sites=

or=fnternet=locationsK=Browsers=support=this=through=“bookmarks”X=users=may=trader=linksI=eKgK=

by =emailI =and =have =done =so =since =the =early =NVVM’sX =and =anyone =may =create =their =own =web =

server=and=use=it=to=publish=links=that=point=to=any=server=and=any=resource=they=wishK=qhis=is=

inherent=in=the=intended=design=of=the=tebK=

NNK ft=also=is=common=for=users=to=provide=substitute=link=names=for=an=original=linkI=and=there=are=

services=that=offer=this=service=freely=on=the=fnternetK =qhis=often=is=done=to=simplify=links=or=

make=them=easier=to=typeK=tellJknown=services=such=as=bitKlyI=amznKtoI=and=tinyurlKcom=offer=

this =convenience =to =all =fnternet =usersI =typically =on =a =free =and =anonymous =basisK =qhese =

shortened= aliases= are= increasingly= common= and= valuable= as= fnternet= use= moves= to= mobile=

platforms =such =as =maAs=and =cell =phonesI =where =there =is =a =premium=placed =on =short =names =

that=minimize=onerous=typing=requirementsK=qhey=also=are=of=value=when=a=link=must=be=short=

enough= to= be= remembered= Efor= exampleI= when= read= on= a= billboard= while= driving= on= a=

highwayFI=and=they=see=significant=commercial=use=in=such=applicationsK==

NOK As=with=use=of= link= indexes=and= links=generallyI= the=server= and= its=ownerJadministrator=will=

not=know=that=such=a=substitute=link=was=used=by=users=in=requests=ultimately=directed=towards=
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the=serverK=fn=this=regardI=link=index=servers=used=by=a=client=computer’s=user=to=locate=files=on=

a= file= sharing= service= are= analogous= to= a= telephone= directory= book= in= the= possession= of= a=

callerK=qhe=called=party=does=not=know=that= the=caller=used=a=telephone=directory=to=find=and=

call=themK=

NPK qo=the=extent=the=fnternet’s=eqqm=protocol=specification=defines=a=means=of=identifying=such=

a=referring=“index”=server=used=by=distant=client=computer=usersI=it=also=gives=such=index=web=

sites= the= ability= to= obscure= their= own= use= as= referring= sitesK= qhe= eqqm= fnternet= protocol=

specifically= directs= that= “oeferer”= xsicz= information= is= not= to= be= provided= when= such= a=

forwarding= web= site= employs= standard= web= securityW= “Clients= pelria= klq= include= a=

oeferer= header= field= in= a= EnonJsecureF= eqqm= request= if= the= referring= page= was= transferred=

with=a=secure=protocolK”K=ocCOSNS at NRNI emphasis in originalK=qhe=decision=to=use=standard=

web=security=is=increasingly=common=today=for=even=routine=teb=connectionsI=and=is=taken=at=

the=sole=discretion=of=the=referring=EindexF=siteK=qhus=notwithstanding=observations=supra=as=to=

server= limitationsI= simply=by= implementing= standard= inexpensive= web= security=practices= on=

their=own= = index=serverI=owners=or=administrators=of=an= index=or= forwarding= web= site= may=

gain=a=de facto=ability=to=eliminate=referring=data=in=clients’=browser=requests=to=a=file=sharing=

server—that= isI= to= hide= from=the= file= sharing= service= the= existenceI= identityI= and= use= of= the=

index=siteK==

=

bK pummary of wwwKhotfileKcom operationsI pricingI and consumer use 

=

NQK 
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NVK 

=

OMK then= a= user= has= accepted= eotfile’s= policyI= he= may= choose= and= upload= a= file= from=his=

client =computer =with =a =few =mouse =clicksK =qhe =transfer =of =a =copy =of =the =file =from =his =client =

computer=to=a=eotfile=server=then=proceeds=automaticallyK=then=the=transfer=is=completeI=the=user=

is=presented=with=a=roi=E“rniform=oesource=iocatorI”=a= text= string=comprising= teb=addressF=

pointing= to= the= uploaded= file’s= location= on= the= eotfile= serversK= cor= exampleI= uploading= a= file=

named= “pictureofmydogKgif”= may= result= in= a= roi= being= created= and= displayed= such= as=

“httpWLLhotfileKcomLdlLNPRPVQNNOLOOMeadNLpictureofmydogKgifKhtml”K= fmportantlyI= the= filename=

component=of=the=roi=EeKgKI= “pictureofmydog”F= is=chosen=by=the=uploading=userI=not= the=server=

or= its= ownerJadministratorK= qhis= feature= permits= users= to= give= meaningful= names= to= the= digital=

assets=they=wish=to=share=with=colleaguesI=friendsI=customersI=or=family=on=the=fnternetK=

ONK qhe=resulting=roi=may=be=kept=privateI=for=private=useK=ff=it= is=not=revealed=to=othersI=its=

long= name=and=numeric=components=make= it= unlikely=anyone=will=guess= the=nameI=affording= a=

degree=of=privacy=or=securityK=

http://hotfile.com/dl/135394112/220ead1/pictureofmydog.gif.html
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OOK AlternativelyI=the=roi=may=be=shared=with=othersK=Anyone=who=enters=the=roi=into=their=

teb=browserI=or=who=clicks=on=it=when=displayed=as=a=link=in=a=bookmark=list=or=index=web=pageI=

will=have=access=to=the=uploaded=resourceK=qhis=is=how=sharing=is=accomplished=on=the=fnternetK=

OPK A=nonJregistered=eotfile=user=who=attempts=to=“visit”=EuseF=the=roi=is=presented=with=a=

eotfile=web=page=offering= a= business= choice=pursuant= to= eotfile’s= “freemium”= business=model=

EcfK=supraFK=qhe=downloadingLviewing=user=may=choose=a=free= “oegular=aownload”=at= no=costI=

which=provides=limited=download=speedsI=one=download=at=a=timeI=and=a=limit=of=two=downloaded=

files=per=hourI=with=a=brief=delay=before=downloads=start=after=they=are=requestedK=AlternativelyI=

the= downloading= user= may= choose= a= premium= EpaidF= eigh= ppeed= aownloadI= which= offers=

unrestricted= download= speedI= no= initial= service= delayI= and= an= unrestricted= number= of= file=

downloads= per= hourI= subject= to= available= computing= and= communications= resources= to= service=

received= requestsK= curther= user= performance= incentives= to= upgrade= to= a= premium= paid= account=

include= “cast= download= even= when= servers= are= busyI”= support= for= download= acceleratorsI= and=

support= for=resuming=downloads=that= fail=midstream=due=to= fnternet=communications=errors=EcfK=

supraFI= and= “eotLairect= iinkingI”= which= offers= accountholders= the= ability= to= share= the=

performance=benefits=they=have=purchased=for=files=they=uploadK==

OQK cor=exampleI=if=a=parent==with=a=premium=account=uploads=family=photographs=and=videos=

taken =using =a =maA =or =cell =phone =camera =at =her =child’s =sporting =event =and =then =shares =the =

resulting=roi=by=email=or=pjp= text= messageI=other= family=members=anywhere=on=the= fnternet=

immediately=can=view=those=photos=and=videosK=fn=this=caseI=the=premium=accountholder=parent’s=

paidJaccount=performance=benefits=are=shared=by=the=entire= family=when=obtaining=and=viewing=

these=family=digital=assetsK=
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ORK mayment= by= eotfile= premium= accountholders= in= the= rnited= ptates= is= accomplished=

through= maymalI= an= eBay= subsidiaryI= and= is= charged= on= a= recurring= monthly= basisK= mresently=

offered=premium=service=“tiers”=are=based=on=the=amount=of=file=transfer=volume=an=accountholder=

wishes= to= rentI= and= for= how= longK= cor= exampleI= AVLmonth= rents= NMM= gigabytes= ENMM= dBF= of=

eotlink=file=transfer=trafficK===

OSK qhis=is=typical=pricing=for=fnternet= file=storage=and=accessK=As=one=exampleI=AmazonKcom=

rents=storage=to=anyone=on=the=fnternet= through=its=“pP”=fnternetJbased=E“cloud”JbasedF= storage=

service= at= prices= in= the= range= of= ANM= to= ANQ= monthly= per= NMM= dBK= Amazon pP mricing at NK==

pimilarlyI= Amazon’s= blastic= Compute= Cloud= E“bCO”FI= “a= web= service= that= provides= resizable=

compute=capacity=in=the=cloud”=with=the=business=goal=to=“to=make=webJscale=computing=easier=

for= developersI”= similarly= operates= under= a= freemium= model= with= free= uploads= and= a= marginal=

price= for= premium= download= service= of= approximately= ANO= per= dB= of= file= transfer= traffic=

monthlyK=Amazon bCO at OK Amazon bCO mricing at PK=Amazon’s=services=are=very=widely=used=

by= companies= across= the= fnternetX= as= one= exampleI= the= publiclyJtraded= multiJbillionJdollar=

entertainment=movie=streaming=firm=ketflix=is=a=customer=of=Amazon’s=cloud=servicesK=

OTK mreJpayment=discounts=are=offered=by=eotfile=as=part=of=their=pricing=mixK=qhis=is=common=

in=the=fnternet=and=teb=hosting=industryX=for=exampleI=wellJknown=major=web=hosting=firms=such=

as=Bluehost=and=NandN=offer=preJpayment=discounts=for=web=hosting=servicesK=

OUK eotfile= service= pricing= compares= favorably=and=predictably=with=alternative= commercial=

storage= and= data= transfer= costsK= cor= exampleI= raw= storage= purchased= as= hard= disk= equipment=

presently= costs= approximately= AR= per= NMM= dB= singleJquantity= capital= costI= but= any= operating=
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expense=must=be=borne=by=the=buyer=and=a= raw=hard=disk= is=not= inherently=fnternetJaccessible=or=

structured=as=a=reliable=ubiquitous=serviceK=jajor=phone=carriers=in=the=rnited=ptates=such=as=Aqq=

presently= offer= data= transfer= Ewith= no= storageF= in= the= general= range= of= = ANM= per= dBK= eotfile’s=

pricing=tiers=are=intermediateI=falling=between=the=cost=of=raw=storage=and=the=cost=of=mobile=data=

transfers= by= carriersI= as= is= to= be= expectedW= eotfile’s= business= operations= can= employ= cheaper=

terrestrial=communicationsI=they=offer=Eand=must=pass=through=costs=forF=added=management=and=

reliability=servicesI=and=they=can=achieve=economies=of=scale=in=their=large=storage=arraysK=

OVK eotfile=also=has=a=reseller=programIK=rnder=this=programI=in=essence=eotfile=is=a=wholesale=

provider= of= storage= accountsI= and= its= resellers= are= individual= retailers= around= the= fnternet= who=

market=and=resell=its=underlying=servicesK=mresently=eotfile=lists=over=a=dozen=resellers=who=resell=

its= services= in= the= rnited= ptatesI= approximately= thirty= payment= systems= Esuch= as= maymalF=

worldwide=that=are=accepted=and=used= for=paymentsI=and=over=one=hundred=countries=for=which=

there= are= resellersK= qhe= wholesale= discount= on=accounts= through= indirect= channels= is= nominally=

OMB=of==the=retail=price=for=direct=singleJquantity=sales=by=eotfileK=

PMK eotfile’s=published=policy=is= that= they=“do=not= restrict=any=country=J= free=downloads=for=

everyone= are= guaranteedK”= cor= exampleI= eotfile= downloads= are= permitted= as= a= means= for=

individuals= to= communicate= in= countries= where= totalitarian= regimes= may= otherwise= wish= to=

control=information=flow=to=citizensI=or=where=speech=or=information=sharing=may=be=restricted=or=

repressedK=

PNK eotfile=has=an=“affiliate”=marketing=programK=rnder=this=program=an=affiliate=may=be=paid=

for=usage=generated=by=the=affiliateK=As=discussed=supraI=an=affiliate=marketing=program=allows=a=
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business= to= reach= markets= or= cultures= outside= its= ownI= particularly= on= the= fnternetI= which= is=

international=in=scopeK=Affiliates=earn=commissions=according=to=a=published=barnings=qableK=lne=

business= incentive=metric= for=awarding= affiliates= is= achieving=a= high=downloadJtoJupload= ratioK=

fncentivizing=increased=user=activity=is=a=rational=business=decision=becauseI=under=the=freemium=

business=modelI= increased=traffic=driven=to=a=site=will=result= in=conversions=at=some=fixed=rate=to=

premium= EpayingF= usersK= fn= additionI= eotfile= further= directly= incentivizes= these= conversion= by=

employing=a=second=published=metric=computed=based=on=conversions=to=premium=user=accounts=

attributable=to=an=affiliateK=A=third=incentive=rewards=premium=accounts=sold=through=advertising=

on= the=affiliate’s=web= siteK= AmazonKcom=offers= a= similar= sellJthrough= incentive= for= sales= by= its=

affiliatesK=cinallyI=affiliates=receive=a=permanent=commission=on=referred=sales=for=uploaders=who=

become=registered=eotfile=customersI= in=that=a=first=eotfile=customer=earns=OMB=of=the=net=sales=

of=a= second=uploader=who= registers=under=the= first= customer’s= referral= linkK=eotfile’s=marketing=

program=is=substantially=similar=to=referJaJfriend=and=affiliate=marketing=programs=employed=by=

large=successful=fnternet=salesI=web=hosting=and=telecommunications=service=provider=companies=

such= as= AmazonKcomI= eBayI= NandN= and= lomaK= AmazonKcom Associates mrogram Advertising 

pcheduleK loma referral offer at NK NandN referral offerK NandN Affiliate jarketing lverviewK 

eBay martner ketwork lverviewK=

=

=
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ret~il terrestri~l l~ndlineLwireless ~nd s~tellite service oper~tions in korth Americ~I `~ribbe~nI 
buropeI ~nd Asi~K bxperiencedI pressJtr~inedI c~p~ble writer ~nd public spe~kerK  
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bmployment eistory 
 
cromW OMNM aistributed pystems qechnology iiC  
qoW mresent m~lo AltoI `A 
 mositionW mresident and CEl 
  EBusiness C fm ~dvisoryF 

 

cromW OMMV Minerva Consulting 
qoW mresent m~lo AltoI `A 
 mositionW martner 
  EBusiness C fm ~dvisoryF 

 

cromW OMMT rnion pquare Advisors 
qoW OMMU p~n cr~nciscoI `A 
 mositionW Cfl  C CTl 
  counding `flL`ql of investment b~nk speci~lizing in mergers ~nd 

~cquisition EjCAF ~nd l~teJst~ge priv~te pl~cement investmentK 
oeported to mresidentLfounderK `onducted jCA ~nd investment due 
diligenceI provided det~iled intellectu~l property ~n~lyses intern~lly 
~nd to clientsI negoti~ted ~nd m~n~ged QR vendor ~nd supplier 
contr~cts C licensesI ~nd built ~nd overs~w the b~nkDs intern~l 
oper~tionsI securityI ~nd regul~tory compli~nce infr~structureK 
ArchitectedLimplemented complete corpor~te m~ilI `ojI securityI 
d~t~centerI virtu~liz~tionI document m~n~gementI mobileLBbpI 
websiteI b~ckupLaoLB`mI conferencingI webLvideoconferencingI ~nd 
slfmLtelecommunic~tions systemsK merfect corpor~te security record 
m~int~ined Eno bre~ches or le~ksF during the entire sever~lJye~r 
tenureK kew business development included bringing the b~nk its 
l~rgest priv~te pl~cement clientK perved ~s the investment b~nkDs 
intern~l diligence expert on tech industry clients ~nd opportunities 
~cross semiconductor C communic~tionsI enterprise softw~reI 
cle~nLgreen techI ~nd fnternet vertic~lsK torked directly ~nd 
extensively with clientsD m~n~gement te~msI including fm ~dvisoryK  

 

cromW OMMR aAu polutionsI fnc. 
qoW OMMT ios AngelesI `A 
 mositionW Cfl C CTl 
  `flL`ql ~t the entert~inment industryDs l~rgest tebJb~sedLp~~p 

glob~l medi~ ~sset C enterprise workflow m~n~gement service 
supplier for filmLqs industryI supporting thous~nds of customer users 
~cross hundreds of productions on five continentsK mresided over 
oper~tions during firmDs growth to RRB m~rket sh~re over O ye~rsI ~t 
UMB ye~rJoverJye~r revenue C customer growthK oeported to `blK 
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j~n~ged intern~l oper~tionsI field opsI product developmentI fq C 
engineering Esoftw~re developmentI oper~tionsI glob~l distributed 
serverLcontent distribution networkI outsourcingLoffshoringI technic~l 
customer rel~tionsI service deliveryI ~rchitectureI ~nd securityFK aesignedI 
~rchitectedI ~nd built ~ new industryJredefining enterpriseJlevel service 
businessI the industryDs first highJdefinition digit~l d~ilies screening ~nd 
distribution system for filmLqs executivesI ~nd integr~ted it securely into 
customer infr~structure ~t aisney ~nd other m~jor studiosLnetworksK 
aefe~ted entrenched incumbents in ~ sixJw~y competitive r~ceI winning 
~n exclusive qu~rterJmillionJdoll~r contr~ct with t~lt aisney micturesX 
lineJm~n~ged aisney contr~ct ~nd customer rel~tionshipK drew 
productLservice to serve new clients EphowtimeI iifetimeI t~lden jedi~I 
coxI cuI iionsd~teI AB` qouchstoneFK 

j~n~ged m~jor product upd~tes ~nd productLservice enh~ncementsK 
oe~rchitected `ak ~nd d~t~center oper~tionsI including serversI 
networkingI ~nd multiJter~byte ~sset stor~ge m~n~gement systemsK 
j~n~ged m~jor softw~re product upd~tesI including 
lr~cleLaBOLtebsphere to open sourceLjypniLgBlpp migr~tionI user 
fe~ture enh~ncementsI stor~ge ~ccess enh~ncementsK lvers~w new trouble 
ticketI `ojI ~nd project pl~nning system implement~tionsK kegoti~ted 
new d~t~center contr~ctI upgr~ded critic~l fnternet service to ~ diversified 
tier N provider b~seI instituted new m~n~gement C oper~tions processesI 
~nd selectively outsourced oper~tionsI to reduce oper~tions costs QMB ~nd 
improve customerJf~cing service level from O nines to Q ninesK j~n~ged 
~nd developed le~singI outsourcingL offshoringI m~nuf~cturing ~nd vendor 
rel~tionshipsK aefined ~nd instituted profession~l st~ff m~n~gement 
pr~ctices including form~l review ~nd bonus incentive progr~msI to ~lign 
m~n~ger perform~nce with comp~ny go~ls ~nd f~cilit~te corpor~te growthK 
crequently m~rketedLsold to ~nd directly supported the firmDs highly 
dem~nding customersK 

 
cromW OMMN City iights ketwork 
qoW OMMR m~lo AltoI `A 
 mositionW mresident C mrincipal 
  mrovided ~dvisory services to firms in st~rtupI rest~rtI or growth ph~seI 

often ~ccepting ~n interim `hief lfficer roleK bng~gements included 
pt~rfish ee~lth E~s `ql ~nd sm lper~tionsFI cifth a~y qher~peutics E~s 
`ql ~nd `flFI ~nd ocdI ~ highlyJreg~rded boutique ~n~lyst firm E~s 
ptr~tegic `onsulting m~rtnerFK As profession~l dueJdiligence ~dvisor for 
s`s ~nd priv~te investorsI ev~lu~ted h~rdw~re C softw~re investment 
c~ndid~tesK bng~ged by dlob~l RMM computing ~nd fin~nci~l industry 
firms to ~dvise on ~rchitectureI compli~nceI ~nd oper~tionsK As ~ “hired 
gun” `ulI designed ~nd developed service offeringsI m~n~ged 
outsourced developmentI developed business modelsI supported 
investment ~ctivitiesI developed intellectu~l property portfolioI business 
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rel~tionshipsI growth pl~nsI fin~nci~l modelsI ~nd softw~re technology for 
sever~l  st~rtupsK  aesigned  ~nd  developed  softw~re  for  ~  st~rtupDs  
consumer webJb~sed service offeringI m~n~ged outsourced web 
developmentI developed business modelsI supported investment ~ctivitiesK 
aeveloped intellectu~l property portfolioI business rel~tionshipsI growth 
pl~nsI fin~nci~l modelsI ~nd softw~re technology for ~ biotech drug 
discovery st~rtupI ~pplying m~them~tic~l modeling ~nd computer 
simul~tion techniques to development~l genomic regul~tory networks to 
produce new drug c~ndid~tesK bv~lu~ted investment c~ndid~tes in 
enterprise securityI highJvolume coll~bor~tive consumer multimedi~I ~nd 
distributedLgrid enterprise softw~re for profession~l investorsK 

 
cromW NVVV poftket pystemsI fnc. 
qoW OMMN p~n cr~nciscoI `A 
 mositionW Chief Technical lfficer 
  jember of the fiveJperson executive te~m governing ~ billionJdoll~r 

publiclyJtr~ded bro~db~nd services corpor~tionI growing it from PRM to 
TMM technic~l st~ffI OMIMMM to PMIMMM subscribersI PMIMMM to SMIMMM em~il 
usersI ~nd oper~tions from TM to over NMM cities intern~tion~llyK `hief 
officer for p~rent corpor~tion ~nd ~ll oper~ting subsidi~riesI ~ctively 
p~rticip~ting in their oper~tionsK lper~ting units included the n~tionDs 
thirdJl~rgest c~ble fnternet providerI the first twoJw~y spAq s~tellite 
bro~db~nd providerI ~nd ~ ANMM million bro~db~nd wireless service 
provider joint ventureK oeported to `blL`h~irm~nK 
iineJm~n~ged the firmDs corpor~te fqI preJspinout business incub~torI ~nd 
corpor~te technology st~ffK   oesponsibilities included technic~l oper~tions 
C service deliveryI new product ~nd business developmentI new 
technology developmentI corpor~te str~tegyI intellectu~l propertyI press 
~nd investorL~n~lyst present~tionsI corpor~te venture investmentI st~ff 
developmentI m~rket re~lignmentLrestructuringLjCA ~nd 
discontinu~tionLcre~tion of subsidi~riesI ~nd cost reduction ~nd qu~lity 
improvementK  perved on Bo~rd of airectors of poftket senturesI the 
corpor~tionDs venture c~pit~l investment ~rmI ~nd led or conducted due 
diligence ~nd investment ~ctivitiesK 
ied softw~re ~nd h~rdw~re ~rchitecture te~ms ~s `ql of ANMMjj 
bro~db~nd wireless subsidi~ryLgsK aesigned propriet~ry onJsite multiJ
level c~ching server systemsI with networked wireless deliveryI remote 
m~n~gementI semiJform~l security policyI ~nd industryJdefining 
perform~nceK aeveloped the bro~db~nd wireless industry’s first consumer 
equipment certific~tion progr~m ~nd first semiJform~l security policy for 
wireless servicesK 

pupervised ~ ARj mCi preJspinout multimedi~ content hosting subsidi~ry 
with oper~tions in VM citiesI including fin~nci~lsI product technologyI 
str~tegyI st~ffingI s~les C m~rketingI p~rtneringI ~nd extern~l investment 
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negoti~tionK lvers~w competitiveI perform~nceI ~nd vendorLsupplier 
rel~tionships for content m~n~gementI c~ble C s~tellite bro~db~nd 
businessesI intern~l enterprise fq ~pplic~tionsI ~nd extern~l web hosting 
businessK 
ied efforts th~t improved profit~bility ~nd oper~ting efficiencyK oefined 
product mixI reduced f~ilure r~teI improved service reli~bility by ne~rly 
two nines to VVKTB in key m~rketsX implemented technology upgr~des to 
reduce expense ~nd improve perform~nce of service delivery by QMBK 
oe~rchitected c~ble network ~nd st~nd~rdized fielded h~rdw~re ~nd 
softw~re to cut oper~ting expenses in m~n~ging AOM million of deployed 
c~pit~l ~ssetsK 

As corpor~te str~tegy officerI tr~cked T glob~l geogr~phiesI kept cont~ct 
with NUU comp~nies or institutionsI ~nd m~int~ined trend d~t~ on VM 
competitors ~nd p~rtnersK ied ~ successful defense ~g~inst ~ competitorDs 
p~tent ~tt~ckK crequently worked directly with str~tegic p~rtners ~nd 
individu~l consumer customersK 

 

cromW OMMM creewire ketworksI fnc. 
qoW OMMN jurr~y eillI kg 
 mositionW Chairman 
  iucent spinoffW tireless consumer bro~db~nd serviceLcontentLeJ

commerce providerK 

fniti~ted successful peries A investment EAUj post v~lu~tionFK ied Bo~rd 
through successful hiring of new `blK jentored m~n~gement te~m on 
business model ~nd oper~tionsI including str~tegyI business ~ppro~ch ~nd 
service ~rchitecture for delivering live wireless commerce C multimedi~ 
content to consumers inJvenueK 

 

cromW NVVS aigital bquipment Corp. C ClMmAn Computer Corp. 
qoW NVVV m~lo AltoI `A 
 mositionW mrincipal pcientistI Corporate ptrategy C Technology ECTl’sF aivision; 

ManagerI ketworked Entertainment Technology 
  jember of the renowned testern oese~rch i~bor~tory ~nd ketwork 

pystems i~bor~toryI developing novel fnternet system ~rchitectures ~nd 
the business models to exploit themK 
aesigned ~nd developed new networked h~rdw~reJsoftw~re ~rchitectures 
for highJperform~nce internetworked multimedi~K aeveloped ~ portfolio 
of str~tegic p~rtnersX ~chieved m~ny worldwide historic fnternet 
tr~ns~ctionI service perform~nceI C sc~l~bility firstsI including first to 
stre~m NIMMMIMMM live videos for ~n eventI world’s first g~v~Jb~sed 
distributed fnternet g~mes demoI ~nd world’s first live wireless webc~stsK 
perved ~s pressJtr~ined design~ted corpor~te spokesperson for bro~db~nd 



Curriculum sitae 
 

 

Confidential oesume of Andrew CromartyI mh.a.     m~ge 6 
rpdated: October O011 

~nd multimedi~K `onsulted to senior m~n~gement of RM customerLp~rtner 
firms on business models ~nd oper~tionsK 
aeveloped m~n~gedJservices business model ~nd ~rchitecture for ~n 
intern~tion~l webJb~sed sports news distribution joint venture with 
oeutersI l~ter spun out ~s pportsteb ~nd sold to `Bp pportslineK 
aefined h~rdw~reJsoftw~re ~rchitectureI p~rtnering pl~nI ~nd costJ
benefit ~nd c~shflow bre~keven ~n~lyses to est~blish service tiersK 

 
cromW NVVM aistributed pystems qechnology L aistributed pystems oesearch 
qoW NVVS m~lo  AltoI `A 
 mositionW mresident C counder 
  counded ~nd r~n ~ profit~ble business for six ye~rsK j~jor clients 

included db Aerosp~ceI rp k~vyK ied ~rchitecture te~m for ~ AQPj 
aAomAJfunded distributed ~utom~tion progr~mK `ontr~cts included 
design of ~ perform~nce m~n~gement system for ~ssessing ~nd 
tr~cking the tr~ining ~nd onJtheJjob competence of rp k~vy 
personnelX multidimension~l visu~liz~tion techniques to ~ssist k~vy 
oper~tors in route pl~nning t~sksX ~nd the design of ~ strict re~lJtime 
t~sk scheduling ~ppro~ch for ~ distributed situ~tion ~ssessment system 
~nd semiform~l design specific~tion of ~ distributed re~lJtime 
underw~ter semirobotic situ~tion ~ssessmentI pl~nningI ~nd execution 
systemK aeveloped ~ novel business in turnkey c~t~log web services 
t~rgeted ~t growthJoriented sm~ll ret~ilers ~nd implemented it 
profit~blyK  

 

cromW NVUP Advanced aecision pystems 
qoW NVVM jount~in siewI `A 
 mositionW Acting aivision ManagerI Corporate Marketer C mrincipal pcientist 
  j~n~ger for U ye~rs in ~ consistently profit~ble st~rtup th~t grew from PR 

to OMM employeesI bec~me the domin~nt supplier of ~pplied Af systems to 
the rp dovernmentI ~nd l~unched ~ successful public spinout EserityFK 
merformed gener~l m~n~ger functions for ~ corpor~te division with ~ 
multimillionJdoll~r mCiK oeported to mresident or psmK   
j~n~ged ~pproxim~tely OM successful softw~re development projects 
over U ye~rsI consistently delivering working softw~re to extern~l 
customers onJtime ~nd onJbudgetK pt~rted ~ computer systems focus 
within the comp~ny ~nd grew it into ~ corpor~te divisionX directed ~nd 
supervised the comp~ny’s st~ff ~nd contr~ct efforts on the ~pplic~tion 
of m~chine intelligence technology to computer systems h~rdw~re ~nd 
system softw~reI including distributed systemsI ~dv~nced computer 
~rchitecturesI intelligent oper~ting systemsI progr~mming l~ngu~gesI 
d~t~b~se technologyI computer securityI robotic ~nd expert systemsI 
re~lJtime processing techniquesI p~cket r~dio ~nd networking 
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~pplic~tionsI ~nd reli~ble f~ultJtoler~nt computingK Built ~nd led the 
te~m th~t produced the worldDs first virtu~l m~chineJb~sed distributed 
crossJpl~tform infr~structure for live objectLprocess migr~tionK As 
corpor~te m~rketerI built ~ new multimillionJdoll~r client b~se th~t 
bec~me the firm’s single l~rgest st~ble source of contr~ct revenueK 

 
 

bducation 
 

ve~r rniversity aegree 
NVUU rniversity of j~ss~chusetts 

AmherstI jA 
mhKaKI `omputer ~nd fnform~tion pcience 

NVUM rniversity of j~ss~chusetts 
AmherstI jA 

jpI `omputer ~nd fnform~tion pcience 

NVTU tesley~n rniversity 
jiddletownI `q 

BAI jusic 

NVTU 
 

tesley~n rniversity 
jiddletownI `q 

BAI Biology ~nd msychology Edouble degreeF 

 
mublications 
 

jonogr~phs ~nd Book `h~pters 
 x N z  ̀ rom~rtyI   AKI   Ad~msI   qKI   tilsonI   dKI   ̀ unningh~mI   gKI   qoll~nderI   ̀ KI   ~nd drinbergI   jKI  
“ aistributed a~t~b~se `onsider~tions in ~n bxpert pystem for o~d~r An~lysisK ”  bxpert a~t~ 
B~se pystemsI   Benj~minL`ummings  E pubK F I   NVUSK 
 x O z  ̀ rom~rtyI   AKI   ̀ h~pter   P   of the monogr~ph   torld pug~rI   ̀ onnell ̀ ommodities  E pubK F I   
 testfield kgI   NVTTK    
xP z  ̀ rom~rtyI    AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~    m~r~digm for 
aistributed hnowledgeJB~sed pystem aesignK ”   fn AK   Bond ~nd    iK   d~sser  E edsK F I   oe~dings in 
aistributed Artifici~l fntelligenceI   jorg~n h~ufm~n  E pubK F I   NVUUK 
 x Q z  ̀ rom~rtyI   AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~ m~r~digm for 
aistributed hnowledgeJB~sed pystem aesignK ”  fn iK   herschberg  E edK F I   bxpert a~t~b~se 
pystems   Emonogr~ph b~sed on April   NVUS   mroceedings of the cirst fntern~tion~l `onference on 
bxpert a~t~b~se pystemsI   ̀ h~rlestonI   pouth `~rolin~ F I   NVUTK 
 x R z  ̀ rom~rtyI   AKI   m~ttern oecognition in k~tur~l ~nd Artifici~l pystemsK   mhKaK  
 aissert~tionI   rniversity of j~ss~chusettsI   Amherst jAK   rnpublishedK   NVUPK 
 x S z  ̀ rom~rtyI   AKI   mrogr~mming `onstructs for oe~lJqime aistributed hnowledgeJB~sed 
pystemsK   mhKaK   aissert~tionI   rniversity of j~ss~chusettsI   Amherst jAK   mublished by 
rniversity jicrofilmsI    Ann ArborI   jichK   NVUTK 
 
gourn~l ~nd mroceedings Articles ~nd oeports 
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 x N z  Ad~msI   qKI   ̀ rom~rtyI   AKI   jc`uneI   BKI   tilsonI   dKI   drinbergI   jKI   ̀ unningh~mI   gKI   ~nd 
qoll~nderI   ̀ KI  “ A hnowledgeJB~sed pystem for An~lyzing o~d~r pystemsK ”  invited p~perI   mrocK  
 jilit~ry jicrow~ves  D UQ   iondonI   bngl~ndI   NVUQK 
 x O z  ̀ rom~rtyI   AKI   Ad~msI   qKI   ̀ unningh~mI   gKI   ~nd qoll~nderI   ̀ KI  “ pcience ~nd qechnology 
An~lystDs Assist~ntK ”  cin~l qechnic~l oeport  E oevised F I   Aap qoJNMPRJMNK    mublished ~s aqf` 
qechnic~l oeport AaANSURROI   g~nu~ry   NVUSK 
 x P z  ̀ rom~rtyI   AKI   Ad~msI   qKI   tilsonI   dKI   ̀ unningh~mI   gKI   qoll~nderI   ̀ KI   ~nd drinbergI   jKI  
“ aistributed a~t~b~se `onsider~tions in ~n bxpert pystem for o~d~r An~lysisK ”  ppK   RUSJSMOI  
 mrocK   cirst fntern~tion~l torkshop on bxpert a~t~b~se pystemsI   hi~w~h fsl~ndI   pouth `~rolin~I  
 lct   OQJOTI   NVUQK 
 x Q z  ̀ rom~rtyI   AKI  “ A jodel of the Anur~n oetin~K ”  qechnic~l oeport   UNJPRI   aep~rtment 
of ̀ omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI  
 NVUNK 
 x R z  ̀ rom~rtyI   AKI   ̀ ~tionI   jKI   aoveI   hKI   bdw~rdsI   qKI   ieechI   jK ~ gKI   kewm~nI   kKI   ~nd 
tongI   oKI  “ aistributed mrocessing qopologyK ”   qechnic~l oeport qoJPNNOJMNI   Adv~nced 
aecision pystemsI   jount~in siewI   ̀ ~liforni~I   lctober   NVUSK 
 x S z  ̀ rom~rtyI   AKI  “ ̀ ommunic~tions in Adv~nced Architecture `omputing pystems for 
aistributed mroblemJpolving Applic~tionsK ”   aistributed mrocessing for B~llistic jissile aefense 
projectI   Aap qechnic~l jemor~ndum qjJPMVUJVI   Adv~nced aecision pystemsI   guly   NVUTK   
xT z  ̀ rom~rtyI   AKI  “ ̀ ontrol of mrocesses by ̀ ommunic~tion over morts ~s ~    m~r~digm for 
aistributed hnowledgeJB~sed pystem aesignK ”   mroceedings of the cirst fntern~tion~l 
`onference on bxpert a~t~b~se pystemsI   ̀ h~rlestonI   pouth `~rolin~I   ppK   QTJRVI   April   NJQI   NVUSK 
 x U z  ̀ rom~rtyI   AKI   ̀ unningh~mI   gKI   aoveI   aKI   ~nd lDoeillyI   ̀ KI  “ merform~nce j~inten~nce 
for ~ eeterogeneous aistributed `omputing pystemK ”   cin~l oeportI   aistributed mrocessing for 
B~llistic jissile aefense projectI   Aap qechnic~l oeport qoJUTJPMVUJNI   Adv~nced aecision   
 pystemsI   NVUTK     mublished ~s aqf` qechnic~l oeport AaBNOMNTiI   NVUUK 
 x V z  ̀ rom~rtyI   AK  “ aepth ~s ~ dis~mbigu~ting cue in visu~l loc~liz~tion of objectsK ”  
 mublished ~s qechnic~l oeport   UNJPTI   aep~rtment of ̀ omputer ~nd fnform~tion pcienceI  
 rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUNK 
 x NM z  ̀ rom~rtyI   AKI   bdw~rdsI   qKI   droverI   jKI   hinionI   mKI   lDoeillyI   ̀ KI   ~nd o~ileyI   jKI  
“ ayn~mic Ad~ptive oesource j~n~gement for oe~lJqime aistributed ml~nningK ”  cin~l oeport  
E solK   f F I   Aap qechnic~l oeport koK   PNVNJNI   April   NVVMK    E Also published by the rKpK   Air corce 
~s ~    oome Air aevelopment `enter qechnic~l oeport in   NVVMK F 
xNN z  ̀ rom~rtyI   AKI  “ bntert~inment on the fnternetW   bxecut~ble contentI   entert~inment 
corpor~tionsI   ~nd the futureK ”   aigit~l fnternet fnnov~tors kewsI   ppring   NVVUK 
 x NO z  ̀ rom~rtyI   AKI  “ bntert~inment on the fnternetW   eow aifferent Audiences Are AffectedK ”  
 aigit~l fnternet fnnov~tors kewsI   tinter   NVVTK 
xNPz `rom~rtyI AKI ~nd B~uerI bKI “iinux in the a~t~center W An An~lysis of iinux rse for 
i~rgeJpc~le a~t~b~se Applic~tions K” oobert cr~nces droupI lctober OMMRK 
 x NQx  ̀ rom~rtyI   AKI   droverI   jKI   ~nd sit~relliI   gKI  “ A jodel of qr~nsJLmostJpflm ptr~tegic 
aistributed ml~nningK ”  cin~l oeport  E solK   ff F I   Aap qechnic~l oeport koK   PNVNJOI   April   NVVMK    
E Also    published by the rKpK   Air corce ~s ~    oome Air aevelopment `enter qechnic~l oeport in  
 NVVMK F 
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xNRz  ̀ rom~rtyI   AKI   e~tfieldI   cKI   henigI   kKI   jorg~nI   hKI   pmithI   pKI   thitebre~dI   hKI   ~nd 
tilli~msI   aKI   “ plAp pystem aesignI   sersion   NKNK ”   pemiform~l specific~tion ~nd design report 
for aAomADs pubm~rine lper~tion~l Autom~tion pystem progr~mI   published ~s ~ db 
Aerosp~ce progr~m technic~l memor~ndumI   April   NVVNK 
 x NS z  ̀ rom~rtyI   AKI  “ fnternetworked jultimedi~ ~nd ketworked bntert~inment 
qechnologyK ”   ̀ omp~q corefrontI   c~ll   NVVUK 
 x NT z  ̀ rom~rtyI   AKI  “ h~inic ~cid ~bl~tion of th~l~moJtect~l region  D disinhibits D  preyJselective 
tect~l units in the frog o~n~ tempor~ri~ ” K   fnvited p~perI   presented ~t aAomA torkshop on 
ml~nning ~nd mroblem polving in Anim~te pystemsI   p~nt~ ceI   kew jexicoI   NVURK 
 x NU z  ̀ rom~rtyI   AKI   ieechI   jK   gKI   hinionI   mKI    qoll~nderI   ̀ KI   aoveI   hKI   ~nd bdw~rdsI   qKI  
“ oeconstitutionI   oeconfigur~tionI   ~nd hnowledgeJB~sed oouting in ~ eeterogeneous 
aistributed `omputing    bnvironmentK ”  cin~l oeportI   aistributed mrocessing qopology projectI   
 qechnic~l oeport qoJUTJPNNOJMOI   Adv~nced aecision pystemsI   NVUTK   mublished by the rKpK   Air 
corce ~s oome Air aevelopment `enter qechnic~l oeport oAa`JqoJUUJNPNI   NVUUK 
 x NVx  ̀ rom~rtyI   AKI   jorg~nI   hKI   ~nd thitebre~dI   hKI  “ plAp pitu~tion Assessment  E pA F 
 ̀ omponent aesignK ”   pitu~tion ~ssessment design report for aAomADs pubm~rine lper~tion~l 
Autom~tion pystem progr~mI   published ~s ~ db Aerosp~ce progr~m technic~l memor~ndumI  
 aecember   NVVNK   
xOM z  ̀ rom~rtyI   AK  “ keur~l models of visuomotor integr~tion in ~mphibi~nsK ”  fnvited p~perI  
 OUth fntern~tion~l `ongress of mhysiologic~l pciencesI   Bud~pestI   eung~ryI   NVUMK   mublished in 
AdvK   mhysiolK   pciK   volK   PMW   dK   pzekelyI   bK   i~bosI   ~nd pK   a~mj~novich  E edsK F I   keur~l 
`ommunic~tion ~nd `ontrolK 
 x ONx  ̀ rom~rtyI   AKI   lDoeillyI   ̀ KI   jitol~I   gKI   ~nd Ad~msI   qKI  “ Artifici~l fntelligence 
Applic~tions to the oe~lJqime bt mroblem ” E cin~l oeport F K    qechnic~l oeportI   Adv~nced 
fnform~tion  C  aecision pystemsI   jount~in siewI   ̀ ~liforni~I   NO   kovember   NVUQK 
 x OOx  ̀ rom~rtyI   AKI   oud~hlI   hKI   ougglesI   iKI   ~nd puttonI   oKI  “ A sipf Associ~tive pe~rch 
ketwork for hnowledge AcquisitionW    A aesign ptudyK ”   qechK   oeptK   UPJMQI   aep~rtment of 
`omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUOK 
 x OPx  ̀ rom~rtyI   AKI   ph~piroI   aKI   ~nd cehlingI   jKI  “D ptill ml~nners oun aeep D W   ph~llow 
oe~soning for c~st oepl~nningK ”  gohn cK   dilmore  E edK F I   Applic~tions of Artifici~l fntelligenceI  
 ppK   NPUJNQRI   mroceedings pmfb   QURI   NVUQK 
 x OQx  ̀ rom~rtyI   AKI  “ pportstebW   bxploring kew Business jodels ~t the fnternetDs pervice 
crontierK ”   aigit~l corefrontI   pummer   NVVUK 
 x ORx  ̀ rom~rtyI   AKI  “ qhe `oiniisp oeference j~nu~lK ”   aep~rtment of ̀ omputer ~nd 
fnform~tion pcienceI   rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUOK 
 x OSx  ̀ rom~rtyI   AKI  “ qhe oole of bntert~inment on the tebW   eow aifferent Audiences Are 
AffectedK ”   aigit~l fnternet fnnov~tors kewsI   tinter   NVVTK 
 x OT z  ̀ rom~rtyI   AKI  “ th~t ~re `urrent bxpert pystem qools jissing ?”   invited p~perI  
 mroceedings fbbb `omputer `onferenceI    p~n cr~ncisco `AI   cebru~ry   NVURK 
 x OUx  ̀ unningh~mI   gKI   aoveI   aKI   AndrewsI   aKI   lDoeillyI   ̀ KI   ~nd `rom~rtyI   AKI  “ jodelJB~sed 
c~ult j~n~gementK ”  aistributed mrocessing for B~llistic    jissile aefense projectI   qechnic~l 
jemor~ndum AapJqjJPMVUJOI   Adv~nced aecision pystemsI   gune   NVUTK 
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 x OV z  droverI   jKI   hinionI   mKI   ~nd `rom~rtyI   AKI  “ ̀ ooper~ting bxpert pystems  E ̀ lmbp F 
 poftw~re aevelopment ml~nK ”  Aap qechnic~l oeport koK   qoJOOMMJMMPI   j~rch   NVUVK 
 x PMx  droverI   jKI   hinionI   mKI   ~nd `rom~rtyI   AKI  “ aesign `riteri~ for `ooper~ting bxpert 
pystems  E ̀ lmbp F K ”  Aap qechnic~l oeport koK   qoJOOMMJMMOJ`I   j~rch   NVUVK 
 x PN z  droverI   jKI   hinionI   mKI   ̀ rom~rtyI   AKI   ~nd bdw~rdsI   qKI  “ ̀ ooper~ting bxpert pystems  
E ̀ lmbp F K ”  cin~l oeportI   Aap qechnic~l oeport koK   qoJOOMMJMMQI   gune   NVUVK   E Also    published 
by the rKpK   Air corce ~s ~ oome Air aevelopment `enter qechnic~l oeport in   NVVMK F 
xPO z  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ A ̀ oncept ~nd Architecture for ~ mroficiency 
j~n~gement pupport pystemK ”   cin~l oeportI   rp k~vy `ontr~ct kMMMPVJVRJ`JMMPMI   gune  
 NVVRK 
 x PPx  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ mroficiency j~n~gement qoolset  E mjqoolpet F W  
 An~lysis ~nd oequirementsK ”   fnterim oeportI   rp k~vy ̀ ontr~ct kMMMPVJVRJ`JMMPMI   j~rch  
 NVVRK 
 x PQ z  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ mroficiency qr~cking ~nd Authoring qools for `Qf 
bnvironments  E mroqoA`b F W   qechnology ~nd ArchitectureK ”   fnterim oeportI   rp k~vy `ontr~ct 
kMMMPVJVRJ`JMMPMI   April   NVVRK 
 x PRx  e~tfieldI   cKI   ~nd `rom~rtyI   AKI  “ sisu~liz~tion ~nd An~lysis for `ruise jissilesK ”   cin~l 
oeportI   rp k~vy ̀ ontr~ct kSMVONJVQJ`JANPOI   gune   NVVQK 
 x PSx  i~r~I   oKI   ArbibI   jKI   ~nd `rom~rtyI   AKI  “ keur~l modeling of preyJpred~tor inter~ctions 
in frog ~nd to~d visuomotor coordin~tionK ”  pocK   keurosciK   AbsK   RWQSVI   NVTVK 
 x PTx  i~r~I   oKI   ArbibI   jKI   ~nd `rom~rtyI   AKI  “ qhe oole of the qect~l ̀ olumn in c~cilit~tion 
of Amphibi~n mreyJ`~tching Beh~viorW    A keur~l jodelK ”   gK   keurosciK   NVUOK 
 x PU z  ievit~nI   pKI   ~nd `rom~rtyI   AKI  “ sdsW   An fnter~ctive sipf aesign pystemK ”  qechnic~l 
oeport   UNJPSI   aep~rtment of `omputer ~nd fnform~tion pcienceI   rniversity of j~ss~chusettsI  
 AmherstI   j~ss~chusettsI   NVUNK 
 x PVx  jiltonbergerI   qKI    ̀ rom~rtyI   AKI   ~nd i~wtonI   aKI  “ ce~sibility ptudy of ~n Artifici~l 
fntelligence Appro~ch to pp~ce lbject fdentific~tion ” E cin~l oeport F I   qechnic~l oeport qoJ
OMTTJOI   Adv~nced aecision pystemsI   jount~in siewI   ̀ ~liforni~I    April   NVURK 
 x QMx  jiltonbergerI   qKI   ̀ rom~rtyI   AKI   i~wtonI   aKI   ~nd jullerI   eKI  “ mrelimin~ry oesults on ~ 
jodelJB~sed fm~ge rnderst~nding pystem for aetecting pp~ce lbject Anom~lies from fnverse 
pynthetic Aperture o~d~r  E fpAo F  fm~gesK ”  mroceedings cifth Annu~l mhoenix fbbb `onference 
on ̀ omputers ~nd `ommunic~tionsI   j~rch   NVUSK 
 x QN z  jorg~nI   hKI   thitebre~dI   hKI   hendusI   jKI   ~nd `rom~rtyI   AKI  “ fntegr~tion of aom~in 
~nd oesourceJB~sed oe~soning for oe~lJqime `ontrol in ayn~mic bnvironmentsK ”  mroceedings 
of the kApA plAo `onferenceI   August   NVVOK 
 x QO z  lDoeillyI   ̀ KI   ~nd `rom~rtyI   AKI  “` c~st D  fs kot  ` oe~lJqime D W   aesigning bffective oe~lJ
qime Af pystemsK ”   Applic~tions of Artifici~l fntelligenceI   mroceedings pmfb   RQUI   gohn cK  
 dilmoreI   edKI   NVURK   
xQP z  pinn~monI   eKI   jillerI   ̀ KI   ~nd `rom~rtyI   AKI  “ oesponse of medi~l telenceph~lic neurons 
to stimul~tion in reinforcing sites in the medi~l forebr~in bundle ~nd ventr~l tegment~l ~re~K ” 
 mhysiology ~nd Beh~vior   OOWRRRJRSOI   NVTVK 
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 x QQx  puttonI   oKI   ~nd `rom~rtyI   AKI  “ qhe dus aeviceJfndependent dr~phics pystem 
oeference j~nu~lK ”  aep~rtment of ̀ omputer ~nd fnform~tion pcienceI   rniversity of 
j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVUNK   
xQR z  teymouthI   qKI   ~nd `rom~rtyI   AKI  “ ̀ lfkpJPa  E An Ad~pt~tion of jlsfbJBvr F W   
 pystem aescription ~nd oeference j~nu~lK ”  aep~rtment of ̀ omputer ~nd fnform~tion pcienceI  
 rniversity of j~ss~chusettsI   AmherstI   j~ss~chusettsI   NVTVK 
 x QSx  tilsonI   dKI   ̀ rom~rtyI   AKI   Ad~msI   qKI   drinbergI   jKI   qoll~nderI   ̀ KI   ~nd `unningh~mKI  
 gKI  “ Af Assists An~lysts in fdentifying poviet o~d~r pystemsK ”   aefense pystems oeviewI  
 g~nu~ry   NVUQK 
 
 
pelect mresent~tionsI   fnvited iectures ~nd fnvit~tion~l torkshops 
 x N z “ Af in the   UM D sW   qr~nsferring the technologyI ”  fnvited heynote ppe~ker lecture  E mlen~ry 
j~n~gement pession F  for Aerosp~ce Applic~tions of Af `onferenceI   a~yton leI   lct   NQJNTI  
 NVUSK 
 x O z  Af ml~nning torkshop  E s~tellite workshop of k~tion~l ̀ onference on Artifici~l 
fntelligence F I   t~shingtonI   a`I   Aug   NVUQK 
 x P z “ ̀ ooper~ting bxpert pystemsK ”  qechnic~l fnterch~nge torkshopI   aecision Aids 
Br~nchI   oAa`L`lAaI   oome kvI   ceb   NTI   NVUUK 
 x Q z  aAomA torkshop on ml~nning ~nd mroblem polving in Anim~te pystemsK   BishopDs 
iodgeI   p~nt~ ce kjI   gune   NTJNVI   NVURK 
 x R z “ aistributed ml~nning ArchitecturesI   or ml~nning in ~ aistributed `omputing 
bnvironmentK ”  qechnic~l bxch~nge torkshopI   hnowledge bngineering Br~nchI   oAa`L`lbpI  
 oome kvI   j~y   NUI   NVUUK 
 x S z “aistributed pystem oeconstitution for ptr~tegic aistributed ml~nning ” E with jK  
 drover F K    qechnic~l bxch~nge torkshopI   aistributed pystems Br~nchI   oAa`L`lqaI   oome 
kvI   g~n   NNI   NVUVK 
 x T z “ aistributed pystem qopology for the paf B~ttle j~n~gementL`P   pystemK ”  qechnic~l 
bxch~nge torkshopI   aistributed pystems Br~nchI   oAa`L`lqaI   oome kvI   kov   NVUSK 
 x U z “ ayn~mic mrocess jigr~tion for oeconstitution ~nd oeconfigur~tion in ~ 
eeterogeneous aistributed `omputing bnvironmentK ”   qechnic~l bxch~nge torkshopI  
 aistributed pystems Br~nchI   oAa`L`lqaI   oome kvI   aec   NVUTK 
 x V z “ fnform~tion processing in ~utonomous mobile vehicles ” E with oK   ar~zovich F I   aAomA 
torkshop on Autonomous dround sehiclesI   ieesburg sAI    lct   OQJOS   NVUPK   
xNM z  fntelligent aecision pupport pystemsI   twoJd~y public lecture series  E sole    spe~ker F 
 presented to ~udiences in Boston jAI   Atl~ntic `ity kgI   ~nd t~shington a`I   g~n   NVUSK 
 x NN z  “ hnowledgeJb~sed f~ult m~n~gement using heterogeneous dyn~mic process 
migr~tionK ”  Artifici~l fntelligence qechnology c~ir torkshopI   hnowledge bngineering Br~nchI  
 oAa`L`lbpI   oome kvI   kov   NVUUK 
 x NO z  fnvited keynote t~lkI   bnterqech bntert~inment ~nd qechnology ̀ onferenceI   ̀ ~rlsb~d 
`AI   April   NVVVK 
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 x NP z  “ kew aom~ins ~nd `ollective sisionsW   All qhings aigit~lK”  fnvited p~nel sessionI  
 rnivK   of ̀ ~liforni~Loed eerringDs afdfsAqflkpW   dlob~l aigit~l qechnology ~nd jedi~ 
`onferenceI   B~c~r~ oesortI   p~nt~ B~rb~r~I   ̀ ~liforni~I   peptember   OQ – OSI   OMMMK 
xNQz “iinux in the a~t~center W An An~lysis of iinux rse for i~rgeJpc~le a~t~b~se 
Applic~tions K” mublic n~tion~l lectures seriesI oobert cr~nces droupI lctober OMMRK 
xNRz “qhe ae~th of mroduct aesignK” fnvited lecture ~nd p~nel sessionI Asilom~r 
jicrocomputer torkshopI m~cific droveI `~liforni~I April OUJPMI OMNMK 
xNSz “bduc~tion ~nd the fnnov~tion bconomyW A brief st~tus reportK” fnvited lecture ~nd 
p~nel sessionI `~liforni~ Assembly pelect `ommittee on fnnov~tion ~nd the bconomyW 
fnnov~tion pymposiumI iivermoreI `~liforni~I guly NPI OMNMK 

 
 
 
 
 

AwardsI  eonorsI mrofessional Associations and Achievements 

`um i~ude pocietyI kew~rk Ac~demy ENVTQF 

B~usch ~nd iomb eonor~ry pcience Aw~rd ENVTQF 

k~tion~l pcience cound~tion pummer oese~rch cellowshipI for neurophysiology rese~rch ENVTTF 

k~tion~l fnstitutes of ee~lthLkfk`ap oese~rch Assist~ntshipI for computer science ~nd 
m~them~tic~l modeling of biologic~l systems ENVTVJNVUMF 

aAAa cellowshipI to conduct neuroethology rese~rch in derm~ny ENVUMF 

k~tion~l fnstitutes of ee~lthLkfk`ap oese~rch Assist~ntshipI for computer science ~nd 
m~them~tic~l modeling of biologic~l systems ENVUNJNVUOF 

qe~ching Assist~ntshipI rniversity of j~ss~chusetts ~t Amherst ENVUOF 

k~tion~l pcience cound~tion oese~rch Assist~ntshipI to design ~ new progr~mming l~ngu~ge 
ENVUPF 

    jemberI A`j Ep~st sice mresidentI mioneer s~lley ch~pterF 
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Board mositions 
 

cormer college fr~ternity mresidentI now serving on n~tion~l executive bo~rdK perved on four 
corpor~te bo~rds ~nd numerous bo~rds of ~dvisorsX presently serving on rniversity of `~liforni~ 
mresidentDs Advisory Bo~rdK mosition history includesW 

 
OMMO – present mresident’s Bo~rd on pcience ~nd fnnov~tionI rnivK of `~liforni~ 
OMMN – OMMO `ontributing bditorI qhumbtribes wireless journ~l  
OMMN – OMMO Bo~rd of AdvisorsI Ad`riticKcom 
OMMN – OMMO Bo~rd of AdvisorsI dlob~llinx ketwork fncK 
OMMM – OMMN Bo~rd of airectorsL`h~irm~nI creewire ketworks Eiucent spinoutF 
OMMM – OMMN Bo~rd of airectorsI Aerzone `orpor~tion 
OMMM – OMMN Bo~rd of airectorsI fntelligent `ommunic~tionsI fncK EfntellicomF 
OMMM – OMMN Bo~rd of airectorsI poftket sentures Ecorpor~te venture fundF 
NVVU – OMMO Bo~rd of AdvisorsI rnivK `~lifK aigit~l jedi~ fnnov~tion mrogr~m 
NVVU – OMMQ mresident’s Advisory `ouncilI tesley~n rniversity 
NVVV – OMMM qrustee ~nd mresidentI `oven~nt mresbyteri~n `hurch 
NVVS – present qrusteeI h~pp~ Alph~ pociety cound~tion 



Register
Sign up f or the
1&1 af f iliate program in
Commission Junction,
Pepperjam, or Zanox
and become an af f iliate

Share Your
Affiliate Tracking
Link
Our easy  and unique
af f iliate tools will let
y ou spread the word

Earn Money
By  promoting y our 1&1
af f iliate link, y ou earn
great commissions
whenev er y ou ref er
new customers to 1&1. 

Hosting Products are Easy to Sell

No other web host brings y ou so many  great products to choose f rom! As an af f ordable
'one-stop shop', 1&1 has more shared hosting plans, more serv er choices, email
solutions and hosted business solutions than just about any one. With ov er 40 hosting
products, this means no matter what y our ref errals want, we'v e got the right hosted
solution at the right price. Visit the 1and1.com website to v iew all the great products y ou
could be earning f rom.

Benefits of Being a 1&1 Affiliate

The 1&1 af f iliate program is a great money  making opportunity  that allows y ou to partner
with the world's largest hosting company .  Recommending our high demand web hosting
and domain products is simple.  Best of  all - you can join our affiliate program
absolutely free.

You can earn up to $300 per sale! For more details, check out our Commission
Structure.

3 easy steps to your success
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Start Earning Now

Register as a 1&1 affiliate and
start immediately!

Join Now!
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Choose your preferred login method:
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Overview
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We make everything easy for you:
 

We take care of  support

We handle the billing

You get paid

Earn up to $300 per sale

120 day  cookie duration

Highest af f iliate conv ersion rate in the industry

Dedicated af f iliate marketing support team (liv e chat, toll f ree phone support,
and email)

Well known worldwide brand

Great monthly  promotions

Easy  to sell products

Free to join, nothing to sign (no obligations whatsoev er)

No monthly  minimums (in our internal program)

Get access to great af f iliate
tools
Earn up to $300 per sale
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partner of  the world's
#1 web hosting
company .

about 1&1 both of f line
and online. These tools
are of f ered exclusiv ely
to 1&1 af f iliates.

There is no limit to how
much y ou can earn.
Remember, y our
af f iliate link must be
used to earn
commissions.

 
 

How do I Join?

We giv e y ou sev eral options to join us. All y ou need is 5 minutes! Joining is
absolutely free!

All y ou need is 5 minutes! Joining is absolutely free!

You may  join our external af f iliate program in Commission Junction (CJ) or LinkShare,
the largest and most trusted af f iliate networks in the world:

 

What Do I Sell?

You are selling the world's most popular and af f ordable web hosting products. 1&1 of f ers
ev ery thing f rom domains, instant mail, shared web hosting, to enterprise serv ers and
more. All in all, 1&1 has ov er 30 commissionable products f or y ou to prof it f rom. We
hav e something f or ev ery  budget and skill lev el. There is no limit to how much y ou can
make! Visit 1&1's Main Hosting Website to see the f ull range of  products we of f er.
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1&1 Affiliate Programs

How do I Join?

All y ou need is 5 minutes! Joining is absolutely free!

You may  join our external af f iliate program in Commission Junction (CJ) or LinkShare,
the largest and most trusted af f iliate networks in the world:
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Ov erv iew
 

1&1 Affiliate Programs
 

Af f iliate Testimonials
 

Af f iliate Terms &
Conditions

Get access to great af f iliate
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1&1 Affiliate Program - Terms & Conditions

1.      Preamble

These spec ial program terms are in addition to the general terms & conditions
of the 1&1 Affi l iate Program. These spec ial conditions also govern obligations
of 1&1 Affi l iates.

2.       Definitions

The fol lowing terms are defined for the purposes of this agreement between
1&1 and the Affi l iate:

 

Account: legitimate partic ipation in the 1&1 Affi l iate Program pursuant to
registration by the Affi l iate with ful l  and accurate indication of the content
registration information – inc luding the indication of the main domain and the
applicable substantive description of the Affi l iate site.

 

Valid Click: a c l ick is valid i f a User on a Affi l iate website voluntari ly and
knowingly c l icks on a tracking l ink for the 1&1 Affi l iate Program and is direc ted
to the 1&1 website. Determination of valid c l icks is based on the 1&1
transaction log system and verified by 1&1 with reasonable discretion.

 

Valid Sale: a sale is valid when a User makes a valid c l ick on the 1&1 website
and voluntari ly and knowingly buys contrac t products subjec t to charge. Valid
sales are determined l ike valid c l icks using the 1&1 transaction log system and
verified by 1&1 with reasonable discretion.

 

Tracking-Link: employed by the 1&1 Affi l iate Program for use by the Affi l iate
such that the Affi l iate may present content on its website identifying reference
to the 1&1 website. The l ink is used exc lusively by Affi l iates in i ts unchanged
form.

 

Tracking-Cookie: with a valid c l ick on a tracking l ink, a tracking cookie is
downloaded on the User’s computer i f permitted by the browser settings. The
tracking cookie contains information about the last valid c l icks and, through the
1&1 transaction log system, can be used to retroactively c redit the valid sale of
a Affi l iate.

 

Pay-Per-Sale Affiliate Program (pay per Valid Sale): by implementing a 1&1
tracking l ink on the Affi l iate website and forwarding visitors from the Affi l iate
website to the 1&1 website via a valid c l ick, thereby arranging the sale or use of
1&1 contrac t products, the Affi l iate is entitled to payment corresponding to the
current compensation table.

 

User: any natural person who voluntari ly and knowingly, without coerc ion or
deception from the Affi l iate or third-party compensation, with the exception of a
1&1-designated bonus system, visits the Affi l iate website and, subsequently
through a tracking l ink, the 1&1 website.

 

Contract Products: are paid goods or services to be offered by the Affi l iate
under this pay-per-sale Affi l iate Program to the User per Appendix 1.

 

Affiliate Website: German-language webpages of the Affi l iate, whose content is
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reviewed by 1&1 at the time of the Affi l iate’s registration, located on the given
or registered (main) domain or another domain or subdomain if content is
identical to the designated main domain of the registered account.

 

1&1-Site: is the spec ified URL of 1&1 Internet Inc ., pointed to by the Affi l iate
tracking l ink, under which 1&1 sells contrac t products and promotions online
per the general terms of the Affi l iate Program.

3.         Remuneration

3.1    1&1 pays remuneration for Affi l iate services, the amount to be determined
by the current compensation table of this agreement.

 

3.2    The remuneration referred to in the compensation table equals net price
plus value added tax, where applicable.

 

3.3    Multiple remunerations for contrac t products from pay systems other than
1&1 are prohibited. Only net contrac ts where the contrac t is ac tivated are
considered el igible sales.

 

3.4    1&1 determines amount of compensation according to market conditions,
with reasonable discretion. Changes in remuneration occur at the beginning of
the calendar month with a prior notification period of two weeks. Contrac ts
already in effec t are exc luded from the revised compensation rates.

 

3.5    A payment c laim occurs when a contrac t generated through a Affi l iate is
carried out over a period of at least 60 days. Payment c laim is possible only
when the Customer provides payment to 1&1 for contrac ted products for a
period of 60 days (the minimum period). Previous periods (up to three months)
where the Customer was released from, or c redited for, the monthly fee, for
example as part of a promotion, are not counted towards the minimum payment
period described here.

4.         Tracking and Reporting

4.1    The placement of tracking cookies occurs only after a val id User c l icks on
a 1&1 advertisement which takes the User to the destination website through a
hyperl ink. 1&1 reserves the right to al low individually selec ted Affi l iates
exemption from these tracking cookies. Any registration differing from paragraph
8.2 of this agreement requires a separate written consent from 1&1.

 

4.2    The duration of the tracking cookie is 30 days. Per the requirements of
Section 8.2, a tracking cookie can only be overwritten by a new cookie (“last
cookie wins” logic ).

5.         Rights of the Affiliate

5.1    Mediated contrac ts for products are exc lusively between the Customer
and 1&1. 1&1 reserves the right to refuse Customers from its Affi l iates. 

 

5.2    The Affi l iate is not entitled to accept offers, make or answer statements, or
ac t on behalf of 1&1.

 

5.3    Contrac t design and settlement with the End Customer is the sole and
absolute dec ision of 1&1. If the contrac t with the End Customer, through acts or
dec isions of 1&1, is prematurely terminated or otherwise not ful ly implemented,
the Customer wil l  have no right to objec tions or c laims regarding possible
recovery of compensation.

6.         Obligation of Affiliates to 1&1

6.1    The Affi l iate is under obligation, using al l  technical possibi l i ties, to
design and present i ts website, inc luding al l  entries in search engines,
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direc tories, and l ink l ists, to third parties in such a way that only valid User c l icks
and/or valid sales are generated on the 1&1 website.

 

6.2    1&1 provides the Affi l iate with the required tracking l inks together with the
URL of each page of the site. The Affi l iate is not permitted to change the
1&1-provided HTML code or banner. The provided advertising materials may
only be used on the websites of Affi l iates. The use of this advertising is only
permitted in connection with this agreement. Any disc losure of information or
advertising to third parties is not permitted.

 

6.3    The l inking of advertising material shall be allowed only on defined 1&1
landing sites (so-called “landing pages“).

 

6.4    In addition to paragraph 10.2, the use of names, registered and
unregistered trademarks, service marks, and/or logos of 1&1 is generally
permitted only i f the Affi l iate receives prior consent from 1&1. In particular, the
Affi l iate is not permitted to use the brand called „1&1“, even in a modified
spell ing, as part of a domain or subdomain. The Affi l iate is obligated to ensure
its website does not violate intel lec tual property rights, inc luding copyrights, as
well as any applicable laws pertaining to data protec tion.

 

6.5    The use of the name, registered and unregistered trademarks, or service
marks of 1&1 in search engine marketing is not permitted. The advertising of
branded keyword “www.1und1.de” with the visible URL, other 1&1 business
domains, and so-called “Keyword Typos” are not permitted. Moreover, i t is not
permitted to l ink direc tly from search ads to the 1&1 site.

 

6.6    Regarding the optimization of i ts website, the Affi l iate must comply with
relevant guidelines of search engines, espec ial ly for pages which l ink to the
landing page of the 1&1 Affi l iate Program. Any techniques performed only for
the purposes of improving the search engine ranking of the Affi l iate site or
which are misleading to the User, or which are of no use are prohibited. The
uses of spec ial hidden text or l inks, irrelevant keywords, unnecessary repetition
of substantial ly identical content on multiple pages or under subdomains and
domains, and “doorway pages” that are optimized for search engines (“c loaking”)
are inadmissible in this context.

 

6.7    The sending of e-mails by the Affi l iate with advertisements for 1&1 is
permitted only in accordance with legal requirements.

 

6.8    The Affi l iate is obligated to inc lude a provider ID with business offers. The
Affi l iate is obligated to ensure its website is in accordance with al l  laws
regarding consumer protec tion. Violence, sexually explic it or pornographic
content, discriminatory statements and representations with respect to race, sex,
rel igion, nationality, disabil i ty, sexual orientation, or age are not al lowed on the
website of the Affi l iate and/ or in connection with partic ipation in the Affi l iate
Program. In particular, advertising without permission on sites that distribute
royalty-proprietary content such as music  or videos (for example, P2P sites or
fi le-sharing services) is prohibited. The design of the Affi l iate website is not
permitted to negatively affec t the reputation of 1&1 or the reputation of i ts good
or services, brands, or business ac tivities.

 

6.9    1&1 is intent on conveying a c lear brand image for i ts End Customers.
The Affi l iate is not permitted, without written consent from 1&1, to tie in and/or
combine 1&1 produc ts with i ts own offers or offers from third parties and
advertise or offer them as retai l  i tems to the End Customer.

 

6.10    A Affi l iate is not permitted to load the 1&1-shop in an iFrame within i ts
website.

 

6.11 The above provisions also apply to Affi l iate referrals through l inks to
third-party sites.
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6.12 The Affi l iate can place the tracking l ink for the 1&1 site on its website at
any time in any number. 1&1 may, however, require Affi l iates to change the
placement of the tracking l ink if i t affec ts the reputation of 1&1 business
activities, goods or services, or the 1&1 brand name.

7.         Confidentiality

7.1    Unless otherwise provided for in this agreement or without written consent
of the other party, al l  information which the collaborating parties contribute to
this transaction, inc luding the rules of the agreement, commerc ial and
financ ial information, customer and vendor l ist data, and pric ing and sales
information, is treated as stric tly confidential.

 

7.2    Under this agreement, information gained about Customers/Users may
only be used for bi l l ing purposes by Affi l iates of 1&1. Other uses, particularly for
marketing or sales purposes, are not permitted.

 

Products and Commissions

For a f ull list of  all of  our products and their commissions please v isit our commission
inf o page .
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1&1 Affiliate Testimonials

"1&1 is alway s a welcome addition to the Af f iliate Summit. We are happy  that such a
large company  has chosen to exhibit. The 1&1 team is both f riendly  and knowledgeable
about their products and their af f iliate program."

 Shawn C.  New Jersey

 

"The 1&1 af f iliate team goes abov e and bey ond. They  are enthusiastic about their
af f iliate program and their excitement is contagious. They  are really  great about
f ollowing-up and making sure all of  my  needs hav e been met and I understand
ev ery thing about the af f iliate program. They  hav e worked with me to help me learn how
to earn more ref errals in lots of  creativ e way s. They  explain things clearly  and make it all
easy . The 1&1 af f iliate team v ery  f riendly  and a real pleasure to work with!"
 
Carrie C.
Atlanta, GA

 

"Namespaceinc.com attributes its success to "Concentrating on search engine key words
in order to reach a wide audience of  website dev elopers and small businesses in need of
web hosting." When asked why  they  decided to become a 1&1 af f iliate, Joe F. answered,
“We only  partner with merchants and brands that are market leaders in terms of  size,
quality  of  serv ice, and reputation. 1&1 certainly  f its the criteria."

Joe F. Massachusetts

 

"1&1 is v ery  prof essional in their approach to af f iliate marketing and it is a pleasure to
work with them. The af f iliate team's adv ice about 1&1 and numerous other topics hav e
been inv aluable to us.”

James Martell British Columbia, Canada

 

"My  1&1 ad was already  getting clicks but I knew I could do better.  One call to the 1&1
af f iliate team and a simple recommendation increased my  clicks and af f iliate sales
dramatically .  Thanks 1&1."

Kate D. Ontario, Canada

 

"I f irst met the 1&1 af f iliate team at the Af f iliate Summit in Las Vegas in February  this
y ear.  They  are some of  the most v aluable mentors I hav e ev er met in the internet
marketing circle! Their extensiv e knowledge in the world of  af f iliate marketing simply
stuns me! When I hav e the priv ilege of  talking to Joshua or Jesse I alway s hang up the
phone with a new idea or something that I can help take my  business to a new
lev el! They  simply  take themselv es out of  the equation and of f er online marketing
strategies that alway s increase my  sales and commissions signif icantly ! I consider the
1&1 af f iliate team true f riends and am honored to be a 1&1 af f iliate!"

Tim A. Florida

 

"Most of  my  promotion of  1&1 occurs through my  mailing list.  I'v e used adv ice f rom
Joshua and his af f iliate team on sev eral occasions.  This has helped increase my  open
rate and my  click rate on 1&1 ads."

Justin D. Georgia

 

"One thing I like the best about 1&1's af f iliate program is that I'v e alway s been able to
reach the af f iliate team by  phone or email.  This is unusual in the world of  'set-it-
and-f orget-it' af f iliate programs.  Although I'm just getting started with promoting my  1&1
af f iliate link, I hav e high hopes f or earning a lot with the program."

Stephanie A. New Jersey

 

'A strong respected brand like 1&1 has helped me dev elop content about its products and
serv ices.  1&1 has a great conv ersion rate f or me.  I highly  recommend those who wish

 
Show Affiliate Tools 

 

Start Earning Now

Register as a 1&1 affiliate and
start immediately!

Join Now!

 

Already a Customer?

Choose your preferred login method:

 1&1 Customer ID or 1&1 Domain

Enter your 1&1 Customer ID or 1&1
Domain:

Remember me

 

HOW TO START

Ov erv iew
 

1&1 Af f iliate Programs
 

Affiliate Testimonials
 

Af f iliate Terms &
Conditions

Get access to great af f iliate
tools
Earn up to $300 per sale

1&1 Affiliate - How To Start - Affiliate Testimonials http://www.1and1affiliate.com/howto/testimonials/

1 of 2 10/11/2011 03:45 PM



to promote web hosting to join the 1&1 af f iliate program."

Victor P. Russia

 

"Although I'm not a prof essional af f iliate marketer, by  giv ing my  1&1 af f iliate link to my
f riends who also wanted websites, I hav e been able to pay  f or my  own hosting.  I like
getting my  site f or f ree."

Yuri M. Calif ornia

"I'm a f ull time student but I design websites on the side f or extra money .  I alway s use
my  1&1 af f iliate link when creating new hosting accounts f or my  clients. The extra
money  as a student def initely  helps."

Steven J.  Georgia
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Check out our TV ad and earn your October reward

Subject: Check out our T V ad and earn your October reward

From: 1&1 Refer A Friend <noreply@1and1 .com>

Date: Tue , 11 Oct 2011 17:12:06 +0200 (CEST)

To: and .com

Andrew Cromarty,

At 1 &1 we bel ieve that one good turn deserves another. That 's why we want

to reward you for recommending us to others. If you're happy with what we

do, spread the word this October and you can earn up to $110 for referring

friends, family or business associates to 1&1 MyWebsite!*

A s a result of our current print and T V advertising, an ever-growing number

of people recognize 1&1 as a brand. 1&1 MyWebsite is also gaining

recognit ion as T H E customized website solution for companies, associat ions

and professionals. Check out our T V ad !

Just refer a friend by e-mail and follow the 3 steps below or c l i ck here for

other ways to refer someone you know. Earn your reward today!

Best regards,

Your 1&1 Refer A Friend T e a m

EE Copy the complete text in
the box below.

0 Paste it into an e-mail and
send it to your friends, family
or business associates.

Hi,
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Check out our TV ad and earn your October reward

I just got this fantastic offer from 1&1, my web hosting company,

and I immediately thought of you.

It's great- 1 &1 makes it easy to design and launch your business

website so you can be up and running onl ine in under an hour.

Just choose a web design for your business type- content and

images are automatical ly inc luded and can be changed at any

t ime. No programming or design background necessary. You can

even try it free for 30 days!

I'm very satisfied with my website and 1 &1 's services, and I think

you'll like them too.

A s a result of current print and T V advertising, an ever-growing

number of people recognize 1&1 MyWebsite as T H E customized

website solution. Check out their T V ad:

http://mywebsite.1and1 .com/xml/order/popupTVspot

Just c l i ck the link below to get started:

http://mybusiness.1and1 .com/xml/order/diyselect?k id=6

Kind regards,

Andrew

0 When your friends use your personal tracking link to make a purchase,
through your e-mail or another referral tool, you get paid!

For more details, check out our Commission structure below.*

Products 1&1 MyWebsite
(Basic package)*

1&1 MyWebsite
(Plus package)*

141 MyWebsite
{Premium package}*

30-day FREE TRIAL1

Your Friend Pays
(monthly fee)

then just

$999

t lien just

$19."
then just

$29.99
You earn

{When ynur friends use

your affiliate tracking link

to make a purchase,

•you'll get a: commission.}

$40 *55
$110J

Find us on:

ft E . & 

Your customer ID:

6
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Check out our TV ad and earn your October reward

Click here for 1&1's commission structure.

When your friends use your affiliate tracking link to make a purchase, you'll get a commission.

Click here for more information on the 1&1 Affiliate Program Terms and Conditions

* 1&1 MyWebsite offer valid through October 31, 2011. 1&1 MyWebsite will receive a 30 day free trial. After the 30 day free trial,

regular prices apply: 1&1 MyWebsite, regularly $9.99/month; 1&1 MyWebsite PLUS, regularly $19.99/month; 1&1 MyWebsite

Premium, regularly $29.99/month. A 12 month minimum contract term applies. 12 month minimum contract term begins after 30

day free trial. Cl ick here for full promotional offer details. Program and pricing specifications and availability subject to change

without notice.

If you have any questions regarding referrals or commissions, contact our referral team at refer-a-friend@1and1 .com.

If you would like to unsubscribe to this newsletter, please log into your 1&1 Control Panel to adjust your preferences under

My Data > User Settings > Settings.

© 2011 All rights reserved. 1&1 and the 1&1 logo are trademarks of 1&1 Internet A G .

1&1 Internet Inc., 701 Lee Road, Chesterbrook, PA 19087.

QUS11ZN003_1 EV
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Associates Program Advertising Fee
Schedule
This Associates Program Advertising Fee Schedule (“Schedule”) is part of the
Operating Agreement that governs your participation in the Amazon Services LLC
Associates Program. This Schedule describes the advertising fee rates you may earn
as a participant in the Program. It also describes the limitations that apply to
earning advertising fees on certain Products. From time to time, we may modify this
Schedule in accordance with the Operating Agreement. All capitalized terms used
below that are not defined on this page have the meanings given to them in the
Operating Agreement.

During each calendar month, you may earn advertising fees for Qualifying
Purchases. Most advertising fees are calculated as a percentage of Qualifying
Revenues based on the tables below and are subject to the limitations described in
the “Limitations on Advertising Fee Rates for Certain Products” section below. We
also may offer advertising fees in the form of bounties or other special offers as
described in the “Special Offers and Promotions” section below. “Qualifying
Revenues” mean amounts we receive from customers’ Qualifying Purchases,
excluding shipping, handling, and gift-wrapping fees, taxes, and service charges,
and less any rebates, credit card processing fees, returns, and bad debt.

The Program’s standard advertising fee structure is described in Tables 1 and 2
below. The advertising fee rates you may earn will vary depending on the number
and category of Products that are shipped, streamed, or downloaded (as applicable)
in a given calendar month that constitute Qualifying Purchases. We will determine

Amazon.com Associates Central - Help https://affiliate-program.amazon.com/gp/associates/help...
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the classification of Products in each category set forth in Table 1 below or
otherwise described on this page.

TABLE 1 – Fixed Advertising Fee Rates for Specific Product Categories

TABLE 2 – Volume-Based Advertising Fee Rates for General Products*

* “General Products” are any Products other than those for which we pay a fixed
advertising fee rate as described in Table 1.

** For purposes of calculating the number of Products shipped or downloaded in a
given month, we will include Products included in categories in Table 1, except gift
cards (whether redeemable on the Amazon Site or not) and any Products expressly
excluded in accordance with the “Special Offers and Promotions” section below or
otherwise under the Operating Agreement.

If you enrolled in the Program under our “Classic Fee Structure” and are earning a
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4% advertising fee rate for any number and category of Products, then that rate will
continue to apply to you unless you select the standard advertising fee structure.
You may change your account to the standard advertising fee structure described
above by clicking here, in which event the change will be effective on the first day of
the next month.

Example Calculation of Advertising Fees

The following example demonstrates how advertising fee rate calculations work
under Tables 1 and 2. If, in a given month, 6 General Products, 9 Amazon Instant
Video Products, 14 Electronics Products, and 2 gift card Products redeemable on
the Amazon Site were shipped or downloaded (as applicable) as a result of orders
placed by customers during Sessions initiated through Special Links on your site,
then the total number of Products would be 31. The volume-based advertising fee
rate for a monthly volume of 7-30 Products would be used to determine your
advertising fee rate for General Products because the 2 gift card Product units are
not included in calculating the applicable advertising fee tier in Table 2. In this
example, an advertising fee rate of 6.00% would apply to Qualifying Revenues from
the 6 General Products, an advertising fee rate of 10.00% would apply to Qualifying
Revenues from the 9 Amazon Instant Video Products, an advertising fee rate of
4.00% would apply to Qualifying Revenues from the 14 Electronics Products, and an
advertising fee rate of 6.00% would apply to Qualifying Revenues from the 2 gift
card Products (redeemable on the Amazon site).

Limitations on Advertising Fee Rates for Certain Products

Notwithstanding the advertising fee rates described on this page, the following
limitations apply: (a) advertising fees for all Qualifying Purchases of Products that
are personal computers (including without limitation desktops, laptops, notebooks,
tablets, and netbooks) are limited to a maximum of $25 per personal computer,
regardless of the Qualifying Revenues received from the sale of that Product; and
(b) advertising fees for all Qualifying Purchases of Products that are Amazon Instant
Video Products or Amazon MP3 Products are limited to a maximum of $1.50 per
unit, regardless of the Qualifying Revenues received from the sale of that Product.

Special Offers and Promotions

From time to time, we may run special or limited time offers or promotions under
which you may earn advertising fees on Products or categories of Products that
were previously excluded from earning advertising fees, or you may earn increased
advertising fee rates from those set forth above. We may notify you about special
offers or promotions by updating this page or through emails, blog posts, or other
means.

The following special offers and promotions are currently available to all Associates:

AmazonWireless Cell Phone with Wireless Service Plan Promotion:

Amazon.com Associates Central - Help https://affiliate-program.amazon.com/gp/associates/help...
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For each Qualifying Purchase from the wireless.amazon.com site, you may earn
a $50 bounty instead of, and you will not be eligible to earn, the advertising fee
rates set forth in the tables above.
Amazon Product Ads Program Promotion:

In connection with referrals to the Amazon Product Ads Program, you may earn
a bounty solely as follows: (a) for each new Amazon Product Ads Advertiser
Registration you refer, you may earn a $5 bounty; and (b) for each Amazon
Product Ads Advertiser Launch, you may earn an additional $150 bounty.

The “Amazon Product Ads Program” means the advertising program
designed to provide Amazon Site customers access to products available on
external Web sites, described in more detail here.
An “Amazon Product Ads Advertiser Registration” means an advertiser’s
registration in the Amazon Product Ads Program to advertise products in at
least one of the open categories listed here, where that registration was
initiated and successfully completed (as determined by us) by the advertiser
during the Registration Period and the advertiser has not previously completed
registration in the Amazon Product Ads Program.
The "Registration Period" means the period beginning when an advertiser
follows a Special Link from your site to the Amazon Product Ads homepage and
ending on the earlier of: (i) 30 days later and (ii) any time that advertiser
follows a Special Link from the site of another participant in the Program to the
Amazon Product Ads homepage. Special Links to the Amazon Product Ads
homepage are permitted in connection with this promotion, notwithstanding
Section 19 of the Associates Program Participation Requirements.
An “Amazon Product Ads Advertiser Launch” means the occurrence of the
first click by a natural person on a Product Ads advertisement that is displayed
for the advertiser whose Amazon Product Ad Advertiser Registration you
referred. An Amazon Product Ads Advertiser Launch must occur within the first
30 days following the date of that advertiser’s Amazon Product Ads Advertiser
Registration in order for you to be eligible to earn the additional $150 bounty.
For the avoidance of doubt, if the Amazon Product Ads Advertiser Launch
occurs later than 30 days following the applicable Amazon Product Ads
Advertiser Registration, you will not be eligible to earn the additional $150
bounty. Clicks are measured solely by us.

What do you think?

Do you have a suggestion or comment about Associates Central website? Let us
know.

Conditions of Use | Privacy Notice © 1996-2011, Amazon.com, Inc.

Follow us on Twitter | Friend us on Facebook | Join us on Linkedin
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