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Account

Amazon EC2 Pricing

Pay only for what you use. There is no minimum fee. Estimate your monthly bill using AWS Simple Monthly Calculator.
The prices listed are based on the Region in which your instance is running. For a detailed comparison between
On-Demand Instances, Reserved Instances and Spot Instances, see Amazon EC2 Instance Purchasing Options.

Amazon EC2 Details
EC2 Overview

EC2 FAQs

Free Tier*
EC2 Pricing

As part of AWS’s Free Usage Tier, new AWS customers can get started with Amazon EC2 for free. Upon sign-up,

A EC2 SLA . ) .
mazon new AWS customers receive the following EC2 services each month for one year:

EC2 Instance Types
P 750 hours of EC2 running Linux/Unix Micro instance usage

EC2 Instance Purchasing

750 hours of Elastic Load Balancing plus 15 GB data processing
Options

10 GB of Amazon Elastic Block Storage (EBS) plus 1 million I0s and 1 GB snapshot storage

R 1
eserved Instances 15 GB of bandwidth out aggregated across all AWS services

Spot Instances 1 GB of Regional Data Transfer

Windows Instances

On-Demand Instances

Amazon EC2 Features
On-Demand Instances let you pay for compute capacity by the hour with no long-term commitments. This frees you

from the costs and complexities of planning, purchasing, and maintaining hardware and transforms what are
commonly large fixed costs into much smaller variable costs.

Elastic Block Store

Amazon CloudWatch

The pricing below includes the cost to run private and public AMIs on the specified operating system (*Windows Usage”
prices apply to Windows Server® 2003 R2, 2008 and 2008 R2). Amazon also provides you with additional instances for
Amazon EC2 running Microsoft Windows with SQL Server, Amazon EC2 running SUSE Linux Enterprise Server, Amazon

EC2 running Red Hat Enterprise Linux and Amazon EC2 running IBM that are priced differently.

Auto Scaling
Elastic Load Balancing

High Performance
Computing

VM Import Region: US East (Virginia) v

Linux/UNIX Usage Windows Usage

Standard On-Demand Instances
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AWS Management Console

Documentation
Release Notes

Developer Tools

Sample Code & Libraries

Developer Tools

Articles & Tutorials

Amazon Machine Images

(AMISs)

Public Data Sets on AWS

Community Forum

Want to Save on Your

Amazon EC2 Bill?

Small (Default)

Large

Extra Large

Micro On-Demand Instances

Micro

Hi-Memory On-Demand Instances

Extra Large
Double Extra Large

Quadruple Extra Large
Hi-CPU On-Demand Instances

Medium

Extra Large
Cluster Compute Instances

Quadruple Extra Large

Cluster Compute Eight Extra Large

Cluster GPU Instances

$0.085 per hour
$0.34 per hour
$0.68 per hour

$0.02 per hour

$0.50 per hour
$1.00 per hour
$2.00 per hour

$0.17 per hour
$0.68 per hour

$1.30 per hour
$2.40 per hour

$0.12 per hour
$0.48 per hour
$0.96 per hour

$0.03 per hour

$0.62 per hour
$1.24 per hour
$2.48 per hour

$0.29 per hour
$1.16 per hour

$1.61 per hour
$2.97 per hour
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See how customers like Ooyala
significantly reduced their
Amazon EC2 bill by using Spot
Instances.

> Learn More

EC2 Running Microsoft

Microsoft
Amazon EC2 running Microsoft
Windows Server® 2003/2008
is a fast and dependable
environment for deploying
applications using the
Microsoft Web Platform.

> Learn More

EC2 Running IBM

You can run many of the
proven IBM platform
technologies with which you're
already familiar.

> Learn More
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Linux/UNIX Usage Windows Usage

Quadruple Extra Large $2.10 per hour $2.60 per hour

Pricing is per instance-hour consumed for each instance, from the time an instance is launched until it is terminated.
Each partial instance-hour consumed will be billed as a full hour.

Reserved Instances

Reserved Instances give you the option to make a low, one-time payment for each instance you want to reserve and in
turn receive a significant discount on the hourly usage charge for that instance. After the one-time payment for an
instance, that instance is reserved for you, and you have no further obligation; you may choose to run that instance
for the discounted usage rate for the duration of your term, or when you do not use the instance, you will not pay
usage charges on it. In addition to Reserved Instances for Linux/UNIX and Windows operating systems specified below,
we also offer Reserved Instances for Amazon EC2 running SUSE Linux Enterprise Server and Amazon EC2 running
Microsoft SQL Server.

Dedicated Reserved Instances are also available.

Region: US East (Virginia) v

1yr Term 3 yrTerm Linux/UNIX Usage Windows Usage
Standard Reserved Instances
Small (Default) $227.50 $350 $0.03 per hour $0.05 per hour
Large $910 $1400 $0.12 per hour $0.20 per hour
Extra Large $1820 $2800 $0.24 per hour $0.40 per hour
Micro Reserved Instances
Micro $54 $82 $0.007 per hour $0.013 per hour
High-Memory Reserved Instances
Extra Large $1325 $2000 $0.17 per hour $0.24 per hour
Double Extra Large $2650 $4000 $0.34 per hour $0.48 per hour
Quadruple Extra Large $5300 $8000 $0.68 per hour $0.96 per hour
High-CPU Reserved Instances
Medium $455 $700 $0.06 per hour $0.125 per hour
Extra Large $1820 $2800 $0.24 per hour $0.50 per hour
Cluster Compute Reserved Instances
Quadruple Extra Large $3286 $5056 $0.45 per hour $0.63 per hour
Cluster Compute Eight Extra Large $4146 $6378 $0.54 per hour $0.75 per hour
Cluster GPU Reserved Instances
Quadruple Extra Large $5630 $8650 $0.74 per hour $1.04 per hour

Reserved Instances can be purchased for 1 or 3 year terms, and the one-time fee per instance is non-refundable.
Usage pricing is per instance-hour consumed. Instance-hours are billed for the time that instances are in a running
state; if you do not run the instance in an hour, there is zero usage charge. Partial instance-hours consumed are billed
as full hours.

If Microsoft chooses to increase the license fees that it charges for Windows, we may correspondingly increase the
per-hour usage rate for previously purchased Reserved Instances with Windows. The initial one-time payment for a
Reserved Instance will be unaffected in this situation. Any such changes would be made between Dec 1 - Jan 31, and
with at least 30 days’ notice. If the per-hour usage rate does increase, you may continue to use your Reserved
Instance with Windows with the new per-hour usage rate, convert your Reserved Instance with Windows to a Reserved
Instance with Linux, or request a pro rata refund of the upfront fee you paid for the Reserved Instance with Windows.

Reserved Instances are available for Linux/UNIX, Windows and SUSE Linux Enterprise operating systems. You can also
optionally reserve instances in Amazon VPC at the same prices as shown above. Click here to learn more about
Reserved Instances.

Spot Instances

Spot Instances enable you to bid for unused Amazon EC2 capacity. Instances are charged the Spot Price, which is set
by Amazon EC2 and fluctuates periodically depending on the supply of and demand for Spot Instance capacity. To use
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Spot Instances, you place a Spot Instance request, specifying the instance type, the Availability Zone desired, the
number of Spot Instances you want to run, and the maximum price you are willing to pay per instance hour. To
determine how that maximum price compares to past Spot Prices, the Spot Price history is available via the Amazon
EC2 API and the AWS Management Console. If your maximum price bid exceeds the current Spot Price, your request is
fulfilled and your instances will run until either you choose to terminate them or the Spot Price increases above your
maximum price (whichever is sooner).

Click here to learn more about Spot Instances. For information on how to get started, click here.

The following table displays the Lowest Spot Price per Region and instance type (updated every 5 minutes). In addition
to Linux/Unix and Windows, we also offer Spot Instances for Amazon EC2 running SUSE Linux Enterprise Server.

Region: US East (Virginia) S

Linux/UNIX Usage Windows Usage

Standard Spot Instances

Small (Default)

Large

Extra Large

Micro Spot Instances
Micro

High-Memory Spot Instances
Extra Large

Double Extra Large
Quadruple Extra Large
High-CPU Spot Instances
Medium

Extra Large

Cluster Compute Instances

$0.05 per hour
$0.108 per hour
$0.216 per hour

$0.006 per hour

$0.17 per hour
$0.42 per hour
$0.756 per hour

$0.085 per hour
$0.216 per hour

$0.12 per hour
$0.18 per hour

$0.012 per hour

$0.216 per hour
$0.378 per hour
$0.99 per hour

$0.113 per hour
$0.45 per hour

Quadruple Extra Large $1.6 per hour N/A*
Cluster GPU Instances
Quadruple Extra Large $0.74 per hour N/A*
* Windows® is not currently available for Cluster Compute or Cluster GPU Instances

If you would like to go straight to a view of the latest Spot Instance pricing:

1. Log in to the AWS Management Console, then click the "Amazon EC2" tab.

2. Click on “Spot Requests” in the navigation pane on the left.

3. Click on “Pricing History” to open a view of pricing selectable by instance type.

Data Transfer**

Internet Data Transfer

The pricing below is based on data transferred "in" and "out" of Amazon EC2.

Region: US East (Virginia) v
Pricing

Data Transfer IN
All data transfer in $0.000 per GB
Data Transfer OUT
First 1 GB / month $0.000 per GB
Up to 10 TB / month $0.120 per GB
Next 40 TB / month $0.090 per GB
Next 100 TB / month $0.070 per GB
Next 350 TB / month $0.050 per GB
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Pricing
Next 524 TB / month Contact Us
Next 4 PB / month Contact Us
Greater than 5 PB / month Contact Us

There is no Data Transfer charge between Amazon EC2 and other Amazon Web Services within the same region
(i.e. between Amazon EC2 US West and Amazon S3 in US West). Data transferred between Amazon EC2 instances
located in different Availability Zones in the same Region will be charged Regional Data Transfer. Data transferred
between AWS services in different regions will be charged as Internet Data Transfer on both sides of the transfer.

Usage for other Amazon Web Services is billed separately from Amazon EC2.
Availability Zone Data Transfer

$0.00 per GB - all data transferred between instances in the same Availability Zone using private IP
addresses.

Regional Data Transfer
$0.01 per GB - all data transferred between instances in different Availability Zones in the same region.
Public and Elastic IP and Elastic Load Balancing Data Transfer

$0.01 per GB in/out - If you choose to communicate using your Public or Elastic IP address or Elastic Load
Balancer inside of the Amazon EC2 network, you’ll pay Regional Data Transfer rates even if the instances
are in the same Availability Zone. For data transfer within the same Availability Zone, you can easily avoid
this charge (and get better network performance) by using your private IP whenever possible.

Amazon Elastic Block Store

Region: US East (Virginia) v

Amazon EBS Volumes

$0.10 per GB-month of provisioned storage
$0.10 per 1 million I/O requests

Amazon EBS Snapshots to Amazon S3

$0.14 per GB-month of data stored

Elastic IP Addresses

Region: US East (Virginia) v

No cost for Elastic IP addresses while in use

$0.01 per non-attached Elastic IP address per complete hour
$0.00 per Elastic IP address remap - first 100 remaps / month

$0.10 per Elastic IP address remap - additional remap / month over 100

Amazon CloudWatch

Region: US East (Virginia) v

Detailed Monitoring for Amazon EC2 Instances
$3.50 per instance per month, provided at 1-minute frequency
Basic Monitoring for Amazon EC2 instances

$0.00 (free of charge) per instance per month, provided at 5-minute frequency
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Industry Solutions
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User Groups
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Monitoring for Custom Metrics

$0.50 per metric per month

Detailed Monitoring for Amazon EC2 is charged at standard Amazon CloudWatch rates of $0.50 per metric per month.
Each instance includes seven metrics for total charges of $3.50 per month. Partial months are charged on an hourly
pro rata basis, at approximately $0.005/instance-hour.

Note: This new pricing for Detailed Monitoring (representing a 68% decrease from the current price) takes effect
starting June 1, 2011. Prior to that, the price remains $0.015 per instance-hour or partial hour. Pricing for Amazon
CloudWatch Custom Metrics takes effect starting June 1, 2011. Custom metrics (that you send and Amazon
CloudWatch monitors) before that time are free of charge.

Learn more about Amazon Cloudwatch.

Auto Scaling

Auto Scaling is enabled by Amazon CloudWatch and carries no additional fees. Each instance launched by Auto Scaling
is automatically enabled for monitoring and the applicable Amazon Cloudwatch charges will be applied.

Elastic Load Balancing

Region: US East (Virginia) o

$0.025 per Elastic Load Balancer-hour (or partial hour)
$0.008 per GB of data processed by an Elastic Load Balancer

AWS GovCloud Region

AWS GovCloud is an AWS Region designed to allow U.S. government agencies and contractors to move more sensitive
workloads into the cloud by addressing their specific regulatory and compliance requirements. For pricing and more
information on the new AWS GovCloud Region, please visit the AWS GovCloud Web Page.

* Your usage for the free tier is calculated each month across all regions except the AWS GovCloud Region, and automatically
applied to your bill -= unused monthly usage will not roll over. Does not include Amazon EC2 running Microsoft, Amazon EC2
running SUSE Linux Enterprise Server, Amazon EC2 running IBM, and the AWS GovCloud Region. See offer terms for more details
and other restrictions.

** As part of AWS’s Free Usage Tier, new AWS customers will receive free 15 GB of data transfer out each month aggregated
across all AWS services for one year except in the AWS GovCloud Region.

*** Rate tiers take into account your aggregate Data Transfer Out usage across Amazon EC2, Amazon S3, Amazon RDS, Amazon
SimpleDB, Amazon SQS, Amazon SNS and Amazon VPC.

(Amazon EC2 is sold by Amazon Web Services LLC.)

1 Top

Develop Manage About AWS
Developer Resources Your Account About Us
AMI Catalog Management Console Events
Sample Code & Libraries Account Activity Careers at AWS
Dev Tools & SDKs Usage Reports Contact Us
Documentation Personal Information Announcements (What's New?)
Articles & Tutorials Payment Method Media Coverage
Management Console AWS Identity and Access Privacy Policy
Management
Developer Centers Security Credentials f N

Java Request Service Limit Increases
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Amazon Elastic Compute Cloud (Amazon EC2)

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that
provides resizable compute capacity in the cloud. It is designed to make
web-scale computing easier for developers.

Easy to sign up,
pay only for what you use

Amazon EC2's simple web service interface allows you to obtain and
configure capacity with minimal friction. It provides you with complete
control of your computing resources and lets you run on Amazon’s proven
computing environment. Amazon EC2 reduces the time required to obtain
and boot new server instances to minutes, allowing you to quickly scale
capacity, both up and down, as your computing requirements change.
Amazon EC2 changes the economics of computing by allowing you to pay
only for capacity that you actually use. Amazon EC2 provides developers
the tools to build failure resilient applications and isolate themselves from
common failure scenarios.

This page contains the following categories of information. Click to jump down:

Amazon EC2 Functionality Pricing

Service Highlights Resources
Features Detailed Description
Instance Types Intended Usage and Restrictions

Operating Systems and Software

Amazon EC2 Functionality

Amazon EC2 presents a true virtual computing environment, allowing you to use web service interfaces to launch
instances with a variety of operating systems, load them with your custom application environment, manage your
network’s access permissions, and run your image using as many or few systems as you desire.

To use Amazon EC2, you simply:
Select a pre-configured, templated image to get up and running immediately. Or create an Amazon Machine
Image (AMI) containing your applications, libraries, data, and associated configuration settings.
Configure security and network access on your Amazon EC2 instance.

Choose which instance type(s) and operating system you want, then start, terminate, and monitor as many
instances of your AMI as needed, using the web service APIs or the variety of management tools provided.

Determine whether you want to run in multiple locations, utilize static IP endpoints, or attach persistent
block storage to your instances.

Pay only for the resources that you actually consume, like instance-hours or data transfer.

1 Top

Service Highlights

Elastic - Amazon EC2 enables you to increase or decrease capacity within minutes, not hours or days. You can
commission one, hundreds or even thousands of server instances simultaneously. Of course, because this is all
controlled with web service APIs, your application can automatically scale itself up and down depending on its needs.

Completely Controlled - You have complete control of your instances. You have root access to each one, and
you can interact with them as you would any machine. You can stop your instance while retaining the data on your
boot partition and then subsequently restart the same instance using web service APIs. Instances can be rebooted
remotely using web service APIs. You also have access to console output of your instances.

11/21/2011 12:18 PM
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UWV

See how customers like
foursquare significantly
reduced their Amazon EC2 bill
by using Spot Instances.

> Learn More

EC2 Running SUSE

Amazon EC2 running SUSE
Linux Enterprise Server is a
proven platform to deliver
peak performance and includes
automatic updates for security
patches, bug fixes and new
features.

> Learn More

MySQL made easy

Amazon RDS %

-

Amazon Relational Database
Service (Amazon RDS) makes
it easier for you to set up,
manage, and scale a relational
database in the cloud.

> Learn about Amazon RDS

EC2 Running Microsoft

Microsoft
Amazon EC2 running Microsoft
Windows Server® is a fast and
dependable environment for
deploying applications using
the Microsoft Web Platform.

> Learn More

Amazon EC2 is Hiring!

amazon
webservices”

Amazon EC2 is hiring to rapidly
expand our service.

> Learn More

Get Started For Free

New AWS customers receive
free usage tiers of compute,
storage, and bandwidth every
month for one year.

http://aws.amazon.com/ec2/

Flexible - You have the choice of multiple instance types, operating systems, and software packages. Amazon EC2
allows you to select a configuration of memory, CPU, instance storage, and the boot partition size that is optimal for
your choice of operating system and application. For example, your choice of operating systems includes numerous
Linux distributions, and Microsoft Windows Server.

Designed for use with other Amazon Web Services - Amazon EC2 works in conjunction with
Amazon Simple Storage Service (Amazon S3), Amazon Relational Database Service (Amazon RDS), Amazon SimpleDB
and Amazon Simple Queue Service (Amazon SQS) to provide a complete solution for computing, query processing and
storage across a wide range of applications.

Reliable - Amazon EC2 offers a highly reliable environment where replacement instances can be rapidly and
predictably commissioned. The service runs within Amazon’s proven network infrastructure and datacenters. The
Amazon EC2 Service Level Agreement commitment is 99.95% availability for each Amazon EC2 Region.

Secure - Amazon EC2 provides numerous mechanisms for securing your compute resources.

Amazon EC2 includes web service interfaces to configure firewall settings that control network access to and
between groups of instances.

When launching Amazon EC2 resources within Amazon Virtual Private Cloud (Amazon VPC), you can isolate
your compute instances by specifying the IP range you wish to use, and connect to your existing IT
infrastructure using industry-standard encrypted IPsec VPN. You can also choose to launch Dedicated
Instances into your VPC. Dedicated Instances are Amazon EC2 Instances that run on hardware dedicated to
a single customer for additional isolation.

For more information on Amazon EC2 security refer to our Amazon Web Services: Overview of Security
Process document.

Inexpensive - Amazon EC2 passes on to you the financial benefits of Amazon’s scale. You pay a very low rate for
the compute capacity you actually consume. See Amazon EC2 Instance Purchasing Options for a more detailed
description.

On-Demand Instances - On-Demand Instances let you pay for compute capacity by the hour with no
long-term commitments. This frees you from the costs and complexities of planning, purchasing, and
maintaining hardware and transforms what are commonly large fixed costs into much smaller variable costs.
On-Demand Instances also remove the need to buy “safety net” capacity to handle periodic traffic spikes.

Reserved Instances - Reserved Instances give you the option to make a low, one-time payment for
each instance you want to reserve and in turn receive a significant discount on the hourly usage charge for
that instance. After the one-time payment for an instance, that instance is reserved for you, and you have
no further obligation; you may choose to run that instance for the discounted usage rate for the duration of
your term, or when you do not use the instance, you will not pay usage charges on it.

Spot Instances - Spot Instances allow customers to bid on unused Amazon EC2 capacity and run those
instances for as long as their bid exceeds the current Spot Price. The Spot Price changes periodically based
on supply and demand, and customers whose bids meet or exceed it gain access to the available Spot
Instances. If you have flexibility in when your applications can run, Spot Instances can significantly lower
your Amazon EC2 costs. See here for more details on Spot Instances.

Features

Amazon EC2 provides a number of powerful features for building scalable, failure resilient, enterprise class
applications, including:

Amazon Elastic Block Store - Amazon Elastic Block Store (EBS) offers persistent storage for
Amazon EC2 instances. Amazon EBS volumes provide off-instance storage that persists independently from
the life of an instance. Amazon EBS volumes are highly available, highly reliable volumes that can be
leveraged as an Amazon EC2 instance’s boot partition or attached to a running Amazon EC2 instance as a
standard block device. When used as a boot partition, Amazon EC2 instances can be stopped and
subsequently restarted, enabling you to only pay for the storage resources used while maintaining your
instance’s state. Amazon EBS volumes offer greatly improved durability over local Amazon EC2 instance
stores, as Amazon EBS volumes are automatically replicated on the backend (in a single Availability Zone).
For those wanting even more durability, Amazon EBS provides the ability to create point-in-time consistent
snapshots of your volumes that are then stored in Amazon S3, and automatically replicated across multiple
Availability Zones. These snapshots can be used as the starting point for new Amazon EBS volumes, and can
protect your data for long term durability. You can also easily share these snapshots with co-workers and
other AWS developers. See Amazon Elastic Block Store for more details on this feature.

Multiple Locations - Amazon EC2 provides the ability to place instances in multiple locations. Amazon
EC2 locations are composed of Regions and Availability Zones. Availability Zones are distinct locations that
are engineered to be insulated from failures in other Availability Zones and provide inexpensive, low latency
network connectivity to other Availability Zones in the same Region. By launching instances in separate
Availability Zones, you can protect your applications from failure of a single location. Regions consist of one
or more Availability Zones, are geographically dispersed, and will be in separate geographic areas or
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> Learn More

Webinar: Getting
Started with Windows
on AWS

Attend an informative webinar
designed for business or
technical decision makers and
IT professionals and learn more
about the top business reasons
to run Windows Server, SQL
Server, or other Windows
Server applications on the AWS
Cloud.

> Register for the December
8th Webinar Today

countries. The Amazon EC2 Service Level Agreement commitment is 99.95% availability for each Amazon
EC2 Region. Amazon EC2 is currently available in seven regions: US East (Northern Virginia), US West
(Oregon), US West (Northern California), EU (Ireland), Asia Pacific (Singapore), Asia Pacific (Tokyo), and
AWS GovCloud.

Elastic IP Addresses - Elastic IP addresses are static IP addresses designed for dynamic cloud
computing. An Elastic IP address is associated with your account not a particular instance, and you control
that address until you choose to explicitly release it. Unlike traditional static IP addresses, however, Elastic
IP addresses allow you to mask instance or Availability Zone failures by programmatically remapping your
public IP addresses to any instance in your account. Rather than waiting on a data technician to reconfigure
or replace your host, or waiting for DNS to propagate to all of your customers, Amazon EC2 enables you to
engineer around problems with your instance or software by quickly remapping your Elastic IP address to a
replacement instance. In addition, you can optionally configure the reverse DNS record of any of your Elastic
IP addresses by filling out this form.

Amazon Virtual Private Cloud - Amazon VPC is a secure and seamless bridge between a company’s
existing IT infrastructure and the AWS cloud. Amazon VPC enables enterprises to connect their existing
infrastructure to a set of isolated AWS compute resources via a Virtual Private Network (VPN) connection,
and to extend their existing management capabilities such as security services, firewalls, and intrusion
detection systems to include their AWS resources. See Amazon Virtual Private Cloud for more details.

Amazon CloudWatch - Amazon CloudWatch is a web service that provides monitoring for AWS cloud
resources and applications, starting with Amazon EC2. It provides you with visibility into resource utilization,
operational performance, and overall demand patterns—including metrics such as CPU utilization, disk reads
and writes, and network traffic. You can get statistics, view graphs, and set alarms for your metric data. To
use Amazon CloudWatch, simply select the Amazon EC2 instances that you’d like to monitor. You can also
supply your own business or application metric data. Amazon CloudWatch will begin aggregating and storing
monitoring data that can be accessed using web service APIs or Command Line Tools. See Amazon
CloudWatch for more details.

Auto Scaling - Auto Scaling allows you to automatically scale your Amazon EC2 capacity up or down
according to conditions you define. With Auto Scaling, you can ensure that the number of Amazon EC2
instances you're using scales up seamlessly during demand spikes to maintain performance, and scales
down automatically during demand lulls to minimize costs. Auto Scaling is particularly well suited for
applications that experience hourly, daily, or weekly variability in usage. Auto Scaling is enabled by Amazon
CloudWatch and available at no additional charge beyond Amazon CloudWatch fees. See Auto Scaling for
more details.

Elastic Load Balancing - Elastic Load Balancing automatically distributes incoming application traffic
across multiple Amazon EC2 instances. It enables you to achieve even greater fault tolerance in your
applications, seamlessly providing the amount of load balancing capacity needed in response to incoming
application traffic. Elastic Load Balancing detects unhealthy instances within a pool and automatically
reroutes traffic to healthy instances until the unhealthy instances have been restored. You can enable Elastic
Load Balancing within a single Availability Zone or across multiple zones for even more consistent application
performance. Amazon CloudWatch can be used to capture a specific Elastic Load Balancer’s operational
metrics, such as request count and request latency, at no additional cost beyond Elastic Load Balancing fees.
See Elastic Load Balancing for more details.

High Performance Computing (HPC) Clusters - Customers with complex computational
workloads such as tightly coupled parallel processes, or with applications sensitive to network performance,
can achieve the same high compute and network performance provided by custom-built infrastructure while
benefiting from the elasticity, flexibility and cost advantages of Amazon EC2. Cluster Compute and Cluster
GPU Instances have been specifically engineered to provide high-performance network capability and can be
programmatically launched into clusters - allowing applications to get the low-latency network performance
required for tightly coupled, node-to-node communication. Cluster Compute and Cluster GPU Instances also
provide significantly increased network throughput making them well suited for customer applications that
need to perform network-intensive operations. Learn more about Cluster Compute and Cluster GPU
Instances as well as other AWS services that can be used for HPC Applications.

VM Import - VM Import enables you to easily import virtual machine images from your existing
environment to Amazon EC2 instances. VM Import allows you to leverage your existing investments in the
virtual machines that you have built to meet your IT security, configuration management, and compliance
requirements by seamlessly bringing those virtual machines into Amazon EC2 as ready-to-use instances.
This offering is available at no additional charge beyond standard usage charges for Amazon EC2 and
Amazon S3. Learn more about VM Import.

http://aws.amazon.com/ec2/

Instance Types

Standard Instances

1 Top
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Instances of this family are well suited for most applications.
Small Instance (Default) 1.7 GB of memory, 1 EC2 Compute Unit (1 virtual core with 1 EC2 Compute Unit),
160 GB of local instance storage, 32-bit platform

Large Instance 7.5 GB of memory, 4 EC2 Compute Units (2 virtual cores with 2 EC2 Compute Units each),
850 GB of local instance storage, 64-bit platform

Extra Large Instance 15 GB of memory, 8 EC2 Compute Units (4 virtual cores with 2 EC2 Compute Units
each), 1690 GB of local instance storage, 64-bit platform

Micro Instances

Instances of this family provide a small amount of consistent CPU resources and allow you to burst CPU capacity when
additional cycles are available. They are well suited for lower throughput applications and web sites that consume
significant compute cycles periodically.

Micro Instance 613 MB of memory, up to 2 ECUs (for short periodic bursts), EBS storage only, 32-bit or
64-bit platform

High-Memory Instances

Instances of this family offer large memory sizes for high throughput applications, including database and memory
caching applications.

High-Memory Extra Large Instance 17.1 GB memory, 6.5 ECU (2 virtual cores with 3.25 EC2 Compute Units
each), 420 GB of local instance storage, 64-bit platform

High-Memory Double Extra Large Instance 34.2 GB of memory, 13 EC2 Compute Units (4 virtual cores with
3.25 EC2 Compute Units each), 850 GB of local instance storage, 64-bit platform

High-Memory Quadruple Extra Large Instance 68.4 GB of memory, 26 EC2 Compute Units (8 virtual cores
with 3.25 EC2 Compute Units each), 1690 GB of local instance storage, 64-bit platform

High-CPU Instances

Instances of this family have proportionally more CPU resources than memory (RAM) and are well suited for compute-
intensive applications.

High-CPU Medium Instance 1.7 GB of memory, 5 EC2 Compute Units (2 virtual cores with 2.5 EC2 Compute
Units each), 350 GB of local instance storage, 32-bit platform

High-CPU Extra Large Instance 7 GB of memory, 20 EC2 Compute Units (8 virtual cores with 2.5 EC2
Compute Units each), 1690 GB of local instance storage, 64-bit platform

Cluster Compute Instances

Instances of this family provide proportionally high CPU with increased network performance and are well suited for
High Performance Compute (HPC) applications and other demanding network-bound applications. Learn more about
use of this instance type for HPC applications.

Cluster Compute Quadruple Extra Large 23 GB memory, 33.5 EC2 Compute Units, 1690 GB of local instance
storage, 64-bit platform, 10 Gigabit Ethernet

Cluster Compute Eight Extra Large 60.5 GB memory, 88 EC2 Compute Units, 3370 GB of local instance
storage, 64-bit platform, 10 Gigabit Ethernet

Cluster GPU Instances

Instances of this family provide general-purpose graphics processing units (GPUs) with proportionally high CPU and
increased network performance for applications benefitting from highly parallelized processing, including HPC,
rendering and media processing applications. While Cluster Compute Instances provide the ability to create clusters of
instances connected by a low latency, high throughput network, Cluster GPU Instances provide an additional option for
applications that can benefit from the efficiency gains of the parallel computing power of GPUs over what can be
achieved with traditional processors. Learn more about use of this instance type for HPC applications.

Cluster GPU Quadruple Extra Large 22 GB memory, 33.5 EC2 Compute Units, 2 x NVIDIA Tesla “Fermi”
M2050 GPUs, 1690 GB of local instance storage, 64-bit platform, 10 Gigabit Ethernet

EC2 Compute Unit (ECU) - One EC2 Compute Unit (ECU) provides the equivalent CPU capacity of a 1.0-1.2 GHz 2007
Opteron or 2007 Xeon processor.

See Amazon EC2 Pricing for details on costs for each instance type.

See Amazon EC2 Instance Types for a more detailed description of the differences between the available instance
types, as well as a complete description of an EC2 Compute Unit.
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Operating Systems and Software

Operating Systems

Amazon Machine Images (AMIs) are preconfigured with an ever-growing list of operating systems. We work with our
partners and community to provide you with the most choice possible. You are also empowered to use our bundling
tools to upload your own operating systems. The operating systems currently available to use with your Amazon EC2
instances include:

Operating Systems

Red Hat Enterprise Linux Windows Server Oracle Enterprise Linux
SUSE Linux Enterprise Amazon Linux AMI Ubuntu Linux

Fedora Gentoo Linux Debian
Software

Amazon EC2 enables our partners and customers to build and customize Amazon Machine Images (AMIs) with
software based on your needs. We have hundreds of free and paid AMIs available for you to use. A small sampling of
the software available for use today within Amazon EC2 includes:

Databases Resource Management Web Hosting

IBM DB2 StackIQ Rocks+ Apache HTTP

IBM Informix Dynamic Server Hadoop IIS/Asp.Net

Microsoft SQL Server Standard Condor IBM Lotus Web Content
Management

MySQL Enterprise IBM WebSphere Portal Server

Oracle Database 11g

Application Development Environments  Application Servers Video Encoding & Streaming
IBM sMash IBM WebSphere Application Wowza Media Server Pro
Server
JBoss Enterprise Application Platform Java Application Server Windows Media Server
Ruby on Rails Oracle WebLogic Server
1 Top
Pricing

Pay only for what you use. There is no minimum fee. Estimate your monthly bill using AWS Simple Monthly Calculator.
The prices listed are based on the Region in which your instance is running. For a detailed comparison between
On-Demand Instances, Reserved Instances and Spot Instances, see Amazon EC2 Instance Purchasing Options.

Free Tier*

As part of AWS'’s Free Usage Tier, new AWS customers can get started with Amazon EC2 for free. Upon sign-up,
new AWS customers receive the following EC2 services each month for one year:

750 hours of EC2 running Linux/Unix Micro instance usage

750 hours of Elastic Load Balancing plus 15 GB data processing

10 GB of Amazon Elastic Block Storage (EBS) plus 1 million I0s and 1 GB snapshot storage
15 GB of bandwidth out aggregated across all AWS services

1 GB of Regional Data Transfer

On-Demand Instances
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On-Demand Instances let you pay for compute capacity by the hour with no long-term commitments. This frees you
from the costs and complexities of planning, purchasing, and maintaining hardware and transforms what are
commonly large fixed costs into much smaller variable costs.

The pricing below includes the cost to run private and public AMIs on the specified operating system (*Windows Usage”
prices apply to Windows Server® 2003 R2, 2008 and 2008 R2). Amazon also provides you with additional instances for
Amazon EC2 running Microsoft Windows with SOL Server, Amazon EC2 running SUSE Linux Enterprise Server, Amazon
EC2 running Red Hat Enterprise Linux and Amazon EC2 running IBM that are priced differently.

Region: US East (Virginia) o

Linux/UNIX Usage Windows Usage

Standard On-Demand Instances

Small (Default)
Large

Extra Large

Micro On-Demand Instances

Micro

Hi-Memory On-Demand Instances

Extra Large
Double Extra Large

Quadruple Extra Large
Hi-CPU On-Demand Instances

Medium

Extra Large
Cluster Compute Instances

Quadruple Extra Large

Cluster Compute Eight Extra Large
Cluster GPU Instances

Quadruple Extra Large

$0.085 per hour
$0.34 per hour
$0.68 per hour

$0.02 per hour

$0.50 per hour
$1.00 per hour
$2.00 per hour

$0.17 per hour
$0.68 per hour

$1.30 per hour
$2.40 per hour

$2.10 per hour

$0.12 per hour
$0.48 per hour
$0.96 per hour

$0.03 per hour

$0.62 per hour
$1.24 per hour
$2.48 per hour

$0.29 per hour
$1.16 per hour

$1.61 per hour
$2.97 per hour

$2.60 per hour

Pricing is per instance-hour consumed for each instance, from the time an instance is launched until it is terminated.
Each partial instance-hour consumed will be billed as a full hour.

Reserved Instances

Reserved Instances give you the option to make a low, one-time payment for each instance you want to reserve and in
turn receive a significant discount on the hourly usage charge for that instance. After the one-time payment for an
instance, that instance is reserved for you, and you have no further obligation; you may choose to run that instance
for the discounted usage rate for the duration of your term, or when you do not use the instance, you will not pay
usage charges on it. In addition to Reserved Instances for Linux/UNIX and Windows operating systems specified below,
we also offer Reserved Instances for Amazon EC2 running SUSE Linux Enterprise Server and Amazon EC2 running

Microsoft SOL Server.

Dedicated Reserved Instances are also available.

Region: US East (Virginia) v

1yrTerm 3 yr Term Linux/UNIX Usage Windows Usage

Standard Reserved Instances

Small (Default) $227.50 $350 $0.03 per hour $0.05 per hour
Large $910 $1400 $0.12 per hour $0.20 per hour
Extra Large $1820 $2800 $0.24 per hour $0.40 per hour
Micro Reserved Instances

Micro $54 $82 $0.007 per hour $0.013 per hour

High-Memory Reserved Instances

11/21/2011 12:18 PM



Amazon Elastic Compute Cloud (Amazon EC2)

http://aws.amazon.com/ec2/

1yrTerm 3 yrTerm Linux/UNIX Usage Windows Usage
Extra Large $1325 $2000 $0.17 per hour $0.24 per hour
Double Extra Large $2650 $4000 $0.34 per hour $0.48 per hour
Quadruple Extra Large $5300 $8000 $0.68 per hour $0.96 per hour
High-CPU Reserved Instances
Medium $455 $700 $0.06 per hour $0.125 per hour
Extra Large $1820 $2800 $0.24 per hour $0.50 per hour
Cluster Compute Reserved Instances
Quadruple Extra Large $3286 $5056 $0.45 per hour $0.63 per hour
Cluster Compute Eight Extra Large $4146 $6378 $0.54 per hour $0.75 per hour
Cluster GPU Reserved Instances
Quadruple Extra Large $5630 $8650 $0.74 per hour $1.04 per hour

Reserved Instances can be purchased for 1 or 3 year terms, and the one-time fee per instance is non-refundable.
Usage pricing is per instance-hour consumed. Instance-hours are billed for the time that instances are in a running
state; if you do not run the instance in an hour, there is zero usage charge. Partial instance-hours consumed are billed
as full hours.

If Microsoft chooses to increase the license fees that it charges for Windows, we may correspondingly increase the
per-hour usage rate for previously purchased Reserved Instances with Windows. The initial one-time payment for a
Reserved Instance will be unaffected in this situation. Any such changes would be made between Dec 1 - Jan 31, and
with at least 30 days’ notice. If the per-hour usage rate does increase, you may continue to use your Reserved
Instance with Windows with the new per-hour usage rate, convert your Reserved Instance with Windows to a Reserved
Instance with Linux, or request a pro rata refund of the upfront fee you paid for the Reserved Instance with Windows.

Reserved Instances are available for Linux/UNIX, Windows and SUSE Linux Enterprise operating systems. You can also
optionally reserve instances in Amazon VPC at the same prices as shown above. Click here to learn more about
Reserved Instances.

Spot Instances

Spot Instances enable you to bid for unused Amazon EC2 capacity. Instances are charged the Spot Price, which is set
by Amazon EC2 and fluctuates periodically depending on the supply of and demand for Spot Instance capacity. To use
Spot Instances, you place a Spot Instance request, specifying the instance type, the Availability Zone desired, the
number of Spot Instances you want to run, and the maximum price you are willing to pay per instance hour. To
determine how that maximum price compares to past Spot Prices, the Spot Price history is available via the Amazon
EC2 API and the AWS Management Console. If your maximum price bid exceeds the current Spot Price, your request is
fulfilled and your instances will run until either you choose to terminate them or the Spot Price increases above your
maximum price (whichever is sooner).

Click here to learn more about Spot Instances. For information on how to get started, click here.

The following table displays the Lowest Spot Price per Region and instance type (updated every 5 minutes). In addition
to Linux/Unix and Windows, we also offer Spot Instances for Amazon EC2 running SUSE Linux Enterprise Server.

Region: US East (Virginia) v

Linux/UNIX Usage Windows Usage

Standard Spot Instances

Small (Default)

Large

Extra Large

Micro Spot Instances

Micro

High-Memory Spot Instances

Extra Large
Double Extra Large

Quadruple Extra Large

High-CPU Spot Instances

$0.05 per hour
$0.108 per hour
$0.216 per hour

$0.006 per hour

$0.17 per hour
$0.42 per hour
$0.756 per hour

$0.12 per hour
$0.18 per hour

$0.012 per hour

$0.216 per hour
$0.378 per hour
$0.99 per hour
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Linux/UNIX Usage Windows Usage
Medium $0.085 per hour $0.113 per hour
Extra Large $0.216 per hour $0.45 per hour
Cluster Compute Instances
Quadruple Extra Large $1.6 per hour N/A*
Cluster GPU Instances
Quadruple Extra Large $0.74 per hour N/A*

* Windows® is not currently available for Cluster Compute or Cluster GPU Instances

If you would like to go straight to a view of the latest Spot Instance pricing:

1. Log in to the AWS Management Console, then click the “Amazon EC2" tab.
2. Click on “Spot Requests” in the navigation pane on the left.
3. Click on “Pricing History” to open a view of pricing selectable by instance type.

Data Transfer**

Internet Data Transfer
The pricing below is based on data transferred "in" and "out" of Amazon EC2.

Region: US East (Virginia) v
Pricing

Data Transfer IN
All data transfer in $0.000 per GB
Data Transfer OUT
First 1 GB / month $0.000 per GB
Up to 10 TB / month $0.120 per GB
Next 40 TB / month $0.090 per GB
Next 100 TB / month $0.070 per GB
Next 350 TB / month $0.050 per GB
Next 524 TB / month Contact Us
Next 4 PB / month Contact Us
Greater than 5 PB / month Contact Us

There is no Data Transfer charge between Amazon EC2 and other Amazon Web Services within the same region
(i.e. between Amazon EC2 US West and Amazon S3 in US West). Data transferred between Amazon EC2 instances
located in different Availability Zones in the same Region will be charged Regional Data Transfer. Data transferred
between AWS services in different regions will be charged as Internet Data Transfer on both sides of the transfer.

Usage for other Amazon Web Services is billed separately from Amazon EC2.
Availability Zone Data Transfer

$0.00 per GB - all data transferred between instances in the same Availability Zone using private IP
addresses.

Regional Data Transfer
$0.01 per GB - all data transferred between instances in different Availability Zones in the same region.
Public and Elastic IP and Elastic Load Balancing Data Transfer

$0.01 per GB in/out - If you choose to communicate using your Public or Elastic IP address or Elastic
Load Balancer inside of the Amazon EC2 network, you'll pay Regional Data Transfer rates even if the
instances are in the same Availability Zone. For data transfer within the same Availability Zone, you can
easily avoid this charge (and get better network performance) by using your private IP whenever
possible.

Amazon Elastic Block Store
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Region: US East (Virginia) v

Amazon EBS Volumes

$0.10 per GB-month of provisioned storage

$0.10 per 1 million I/0 requests
Amazon EBS Snapshots to Amazon S3

$0.14 per GB-month of data stored

Elastic IP Addresses

Region: US East (Virginia) v

No cost for Elastic IP addresses while in use

$0.01 per non-attached Elastic IP address per complete hour
$0.00 per Elastic IP address remap - first 100 remaps / month

$0.10 per Elastic IP address remap - additional remap / month over 100

Amazon CloudWatch

Region: US East (Virginia) i

Detailed Monitoring for Amazon EC2 Instances

$3.50 per instance per month, provided at 1-minute frequency
Basic Monitoring for Amazon EC2 instances

$0.00 (free of charge) per instance per month, provided at 5-minute frequency
Monitoring for Custom Metrics

$0.50 per metric per month

Detailed Monitoring for Amazon EC2 is charged at standard Amazon CloudWatch rates of $0.50 per metric per month.
Each instance includes seven metrics for total charges of $3.50 per month. Partial months are charged on an hourly
pro rata basis, at approximately $0.005/instance-hour.

Note: This new pricing for Detailed Monitoring (representing a 68% decrease from the current price) takes effect
starting June 1, 2011. Prior to that, the price remains $0.015 per instance-hour or partial hour. Pricing for Amazon
CloudWatch Custom Metrics takes effect starting June 1, 2011. Custom metrics (that you send and Amazon
CloudWatch monitors) before that time are free of charge.

Learn more about Amazon Cloudwatch.

Auto Scaling

Auto Scaling is enabled by Amazon CloudWatch and carries no additional fees. Each instance launched by Auto Scaling
is automatically enabled for monitoring and the applicable Amazon Cloudwatch charges will be applied.

Elastic Load Balancing

Region: US East (Virginia) o

$0.025 per Elastic Load Balancer-hour (or partial hour)

$0.008 per GB of data processed by an Elastic Load Balancer
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AWS GovCloud Region

AWS GovCloud is an AWS Region designed to allow U.S. government agencies and contractors to move more sensitive
workloads into the cloud by addressing their specific regulatory and compliance requirements. For pricing and more
information on the new AWS GovCloud Region, please visit the AWS GovCloud Web Page.

* Your usage for the free tier is calculated each month across all regions except the AWS GovCloud Region, and automatically
applied to your bill - unused monthly usage will not roll over. Does not include Amazon EC2 running Microsoft, Amazon EC2
running SUSE Linux Enterprise Server, Amazon EC2 running IBM, and the AWS GovCloud Region. See offer terms for more details
and other restrictions.

** As part of AWS’s Free Usage Tier, new AWS customers will receive free 15 GB of data transfer out each month aggregated
across all AWS services for one year except in the AWS GovCloud Region.

*** Rate tiers take into account your aggregate Data Transfer Out usage across Amazon EC2, Amazon S3, Amazon RDS, Amazon
SimpleDB, Amazon SQS, Amazon SNS and Amazon VPC.

(Amazon EC2 is sold by Amazon Web Services LLC.)

1 Top
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WSDL Amazon EC2 Service Level Agreement
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Detailed Description

Using Amazon EC2 to Run Instances

Amazon EC2 allows you to set up and configure everything about your instances from your operating system up to
your applications. An Amazon Machine Image (AMI) is simply a packaged-up environment that includes all the
necessary bits to set up and boot your instance. Your AMIs are your unit of deployment. You might have just one AMI
or you might compose your system out of several building block AMIs (e.g., webservers, appservers, and databases).
Amazon EC2 provides a number of tools to make creating an AMI easy including the AWS Management Console.

You can also choose from a library of globally available AMIs that provide useful instances. For example, if you just
want a simple Linux server, you can choose one of the standard Linux distribution AMIs. Once you have set up your
account and uploaded your AMIs, you are ready to boot your instance. You can start your AMI on any number and any
type of instance by calling the RunInstances API.
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If you wish to run more than 20 On-Demand or Reserved Instances or 100 Spot Instances, create more than 5,000
EBS volumes, need more than 5 Elastic IP addresses or 5 Elastic Load Balancers, or need to send large quantities of
email from your EC2 account, please complete the Amazon EC2 instance request form, Amazon EBS volume request

form, Elastic IP request form,

considered.

Paying for What You Use

Elastic Load Balancers, or the Email request form respectively and your request will be

You will be charged at the end of each month for your EC2 resources actually consumed.

As an example, assume you launch 100 instances of the Small type costing $0.085 per hour at some point in time. The
instances will begin booting immediately, but they won’t necessarily all start at the same moment. Each instance will
store its actual launch time. Thereafter, each instance will charge for its hours (at $.085/hour) of execution at the
beginning of each hour relative to the time it launched. Each instance will run until one of the following occurs: you
terminate the instance with the Terminatelnstances API call (or an equivalent tool), the instance shuts itself down
(e.g. UNIX “shutdown” command), or the host terminates due to software or hardware failure. Partial instance hours

consumed are billed as full hours.

Getting Started

The best way to understand Amazon EC2 is to work through the Getting Started Guide, part of our Technical
Documentation. Within a few minutes, you will be able to log into your own instance and start playing!

Intended Usage and Restrictions

1 Top

Your use of this service is subject to the Amazon Web Services Customer Agreement
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Sign in to the AWS Management Console Create an AWS Account English
amazonN Search: AWS Product Information Vs
webservices

AWS Products Developers Community Support
Account
Amazon S3 Pricing
Amazon S3 Pay for only for what you use. There is no minimum fee. Estimate your monthly bill using the AWS Simple

Monthly Calculator. We charge less where our costs are less, and prices are based on the location of your

Amazon S3 Overview Amazon S3 bucket.

FAQs

AWS Free Usage Tier*
Pricing

As part of the AWS Free Usage Tier, you can get started with Amazon S3 for free. Upon sign-up, new
AWS customers receive 5 GB of Amazon S3 storage, 20,000 Get Requests, 2,000 Put Requests, and
15GB of data transfer out each month for one year.

Amazon S3 SLA

Developer Resources

Documentation Storage Pricing

Release Notes

Sample Code & Libraries Region: US Standard v

Developer Tools Standard Storage Reduced Redundancy Storage

Articles & Tutorials First 1 TB / month $0.140 per GB $0.093 per GB

) Next 49 TB / month $0.125 per GB $0.083 per GB

Community Forum
Next 450 TB / month $0.110 per GB $0.073 per GB
Next 500 TB / month $0.095 per GB $0.063 per GB
Next 4000 TB / month $0.080 per GB $0.053 per GB
Over 5000 TB / month $0.055 per GB $0.037 per GB

Request Pricing

Region: US Standard v
Pricing

PUT,COPY,POST, or LIST Requests $0.01 per 1,000 requests
GET and all other Requests t $0.01 per 10,000 requests
1t No charge for delete requests
Data Transfer Pricing

Region: US Standard v

Pricing

Data Transfer IN

All data transferin $0.000 per GB
Data Transfer OUT

First 1 GB / month $0.000 per GB
Upto 10 TB / month $0.120 per GB
Next 40 TB / month $0.090 per GB
Next 100 TB / month $0.070 per GB
Next 350 TB / month $0.050 per GB
Next 524 TB / month Contact Us
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Next 4 PB / month Contact Us

Greater than 5 PB / month Contact Us

Data transfer "in" and "out" refers to transfer into and out of an Amazon S3 Region. There is no Data
Transfer charge for data transferred within an Amazon S3 Region via a COPY request. Data transferred via a
COPY request between Regions is charged at regular rates. There is no Data Transfer charge for data
transferred between Amazon EC2 and Amazon S3 within the same Region or for data transferred between the
Amazon EC2 Northern Virginia Region and the Amazon S3 US Standard Region. Data transferred between
Amazon EC2 and Amazon S3 across all other Regions (i.e. between the Amazon EC2 Northern California and
Amazon S3 US Standard Regions) will be charged at Internet Data Transfer rates on both sides of the
transfer.

Storage and bandwidth size includes all file overhead.

Rate tiers take into account your aggregate Data Transfer Out usage across Amazon EC2, Amazon S3,
Amazon RDS, Amazon SimpleDB, Amazon SQS, Amazon SNS, and Amazon VPC.

AWS GovCloud Region

AWS GovCloud is an AWS Region designed to allow U.S. government agencies and contractors to move
more sensitive workloads into the cloud by addressing their specific regulatory and compliance
requirements. For pricing and more information on the new AWS GovCloud Region, please visit the AWS
GovCloud web page.

* Your usage for the free tier is calculated each month across all regions except the AWS GovCloud Region and automatically applied
to your bill - unused monthly usage will not roll over. Restrictions apply; See offer terms for more details.
(Amazon S3 is sold by Amazon Web Services LLC.)
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FOR IMMEDIATE RELEASE

Adobe Acquires Auditude to Capitalize on Exploding Video
Advertising Opportunity

Auditude Platform Empowers Publishers and Media Companies to Maximize Value of Video Content

SAN JOSE, Calif. — Nov. 1,2011 — Adobe Systems Incorporated (Nasdaq:ADBE) today announced that it has acquired privately
held Auditude Inc,, a leader in video ad management and monetization technologies for premium publishers and media
companies. Through the acquisition of Auditude, Adobe" is now uniquely positioned to provide an end-to-end video offering,
seamlessly connecting authoring, publishing, monetization and optimization with the goal of helping customers build long-term
businesses through the delivery of quality video content and superior viewing experience across all IP-enabled devices.

“Premium video publishers want to capitalize on the foundational shift to digital by providing viewers with great media
experiences and maximizing the value of their content on every IP device,” said David Wadhwani, senior vice president and
general manager, Digital Media Business Unit, Adobe. "With this acquisition, Adobe can now offer an unparalleled platform for
authoring, distributing, analyzing and monetizing digital video experiences everywhere - simplifying workflows, increasing
consumer engagement, delivering insights and driving increased revenue for content publishers.”

Supporting video ad management and monetization delivered via an open architecture platform, Auditude lets premium
publishers and media companies efficiently create a high-quality, TV-like, multi-device advertising experience that is an essential
component to viewer loyalty and attracting major brand advertisers. Industry-leading features of the Auditude platform include:
easy integration into content management and other video operations systems; outstanding targeting capabilities; flexible ad
placement and ad product offerings; intuitive sales rights management; access to and control of incremental advertising demand;
and efficient cross-device workflow.

“By joining Adobe we are accelerating our vision of helping top media companies and publishers maximize the value of their
video content,” said Jeremy Helfand, chief executive officer, Auditude. “Adobe has deep roots in video and bringing our
capabilities together will provide great incremental benefits for our customers. As part of Adobe we are excited to bring publishers
and media companies a platform offering that has never been possible before, driving unprecedented monetization opportunities
for them.”

Auditude’s advertising server platform meshes neatly with Adobe’s video technologies, such as Adobe Flash® Media Server

4.5 software and Adobe Pass. The Flash Media Server family of products delivers media to multiple platforms - including

Flash, HTML and native apps - with a choice of powerful protocols that can save significant bandwidth costs and lighten network
load. In addition, Adobe Pass, the industry leading TV Everywhere Platform, is enabling premium content publishers to securely
bring large catalogues of programming online. The combination of Adobe Flash Media Server, Adobe Pass and

Auditude creates the most comprehensive solution for the world’s leading content publishers, broadcasters and brands

to encode video once, securely deliver their content across platforms on-demand and efficiently monetize it.

Adobe also plans to integrate Auditude with the Adobe Digital Marketing Suite, which consists of integrated analytics and
optimization products to collect and unleash the power of customer insight. For example, using the Suite, customers can identify
the most effective marketing and content delivery strategies and ad placements as well as create relevant, personalized and
consistent customer experiences across channels, such as onsite, video, display, email, social and mobile. The Suite enables Adobe
customers to better maximize marketing ROl and advertising yield, which ultimately can positively impact the bottom line.
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Forward-Looking Statements Disclosure

This press release includes forward-looking statements, within the meaning of the Private Securities Litigation Reform Act of 1995,
that are subject to risks, uncertainties and other factors, including risks and uncertainties related to Adobe’s ability to successfully
address the market for digital video advertising and Adobe’s ability to integrate Auditude’s technology into other products and
services offered by Adobe. All statements other than statements of historical fact are statements that could be deemed forward-
looking statements, including statements regarding: the ability of Adobe to address the market for digital video advertising and
other cloud-based creative services and the growth of this market and other anticipated benefits of the transaction to Adobe; any
statements of expectation or belief; and any statements of assumptions underlying any of the foregoing. These risks, uncertainties
and other factors, and the general risks associated with Adobe’s business, could cause actual results to differ materially from those
referred to in the forward-looking statements. The reader is cautioned not to rely on these forward-looking statements. All
forward-looking statements are based on information currently available to Adobe and are qualified in their entirety by this
cautionary statement. For a discussion of these and other risks and uncertainties, individuals should refer to Adobe's SEC filings.
Adobe does not assume any obligation to update any such forward-looking statements or other statements included in this press
release.

About Adobe Systems Incorporated
Adobe is changing the world through digital experiences. For more information, visit www.adobe.com.

#H##

© 2011 Adobe Systems Incorporated. All rights reserved. Adobe, the Adobe logo and Flash are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other
countries. All other trademarks are the property of their respective owners.
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Auditude Fingerprints Everyone
and Everything

By Liz Gannes Oct. 17, 2008, 11:18am PT 8 Comments

¥ Tweet 0

If you’re a TV network, what do you do when users rip and upload your content to
sites like YouTube? You could:

a) Employ people to find such videos and send takedown notices.

b) Sue.

c) Send all your content in advance to YouTube and other fingerprinters so they can
filter new uploads.

Yuck. Sounds like a bunch of work and no chance of a payoff. The best alternative is to
discourage illicit uploads by making your own content readily available in a timely
fashion through official means. And to be sure, just about all TV networks are at least
starting to do that. Or you could accept that fan uploads are going to happen, and
extend option c to let YouTube leave up the unauthorized uploads it finds, but sell
advertising against them (yes, it’s being done).

But now there’s another option. It comes from startup Auditude, which is extending
the advertising-against-uploaded-clips thing YouTube’s doing to multiple video sites
across the web. The company doesn’t require that TV networks do any upfront work of
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submitting content that they claim. Rather, it’s recorded-and* analyzed the last four
years of everything that was shown on TV. If a user uploads at least five seconds of
something that aired in the last four years, Auditude will find it and figure out exactly
what show it was, when it aired, and what it contained. Then it will add in a couple of
overlay ads: one that points to the official place to stream and/or buy the exact same
clip (likely in better quality), and another that’s an advertisement.

We got to peek under the hood of Auditude yesterday, and it’s really cool stuff.
Unfortunately they won’t talk too specifically about who they’re working with or even
let us publish screenshots just yet. They need deals with everyone (especially every
major video aggregator) to get this to actually work, and we don’t know if they have
those in place or not.

CEO Adam Cahan joined Palo Alto, Calif.-based Auditude a year ago, when it was still
based in L.A.. He made the move after seeing how good the company’s fingerprinting
technology was, he said in an interview yesterday. Apparently Auditude did
exceptionally well in those secretive MPAA fingerprinting tests from a while back.
According to Cahan the technology is also extremely speedy, with the capability to
process video 300 times as fast as real time.

Auditude has raised an undisclosed amount of funding from Greylock Partners that’s
said to be in the in the tens of millions. The previous incarnation had raised at least
$1.1 million.

Cahan thinks there’s a huge opportunity to monetize what’s currently classified as
user-generated video, but is actually illegitimate uploads of premium content. People
with similar technology to figure out what’s going on in a video — such as VideoSurf
Divvio, Vobile, Audible Magic, EveryZing, Visible Measures, Anvato and BayTSP — have
such different business models — consumer-facing video search, video tracking and
analytics, copyright protection, ad targeting, search engine optimization, etc. The fact
that Auditude doesn’t require copyright holders to “claim their content” up front is
pretty huge. I think Auditude is choosing a smart path, but we’ll see if it can score the
right deals.

*Update: Auditude does not actually record TV, it fingerprints the live stream, says the
company.

Related research and analysis from GigaOM Pro:
Subscriber content. Sign up for a free trial.

e Why iPad 2 Will L.Lead Consumers Into the Post-PC Era
e The Near-Term Evolution of Social Commerce
e Content Farms: The Players, The Benefits, The Risks

If you like this story, please share it

o P Tweet 0
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Auditude to Power Comcast Online

Video Ads

By Liz Gannes Feb. 22, 2010, 7:17am PT Comments Off

¥ Tweet 0

e Auditude has scored a deal to manage video

advertising for Comcast Interactive Media. The Palo Alto, Calif.-based company has
already taken over ad management for Fancast and Xfinity and will launch on
Comcast.net next, followed by other Comcast sites such as Fandango and E!.

The deal is a big get for Auditude, which specializes in “ad decisioning,” as CEO Adam
Cahan put it in an interview last week. Basically Auditude balances who owns the

11/17/2011 12:02 PM
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rights to make money from a video with what ads are available. Since Comcast pulls
from 50 to 60 different content partners, figuring out whose ads to run and who makes
what money from them can get extremely complicated.

Cahan said Auditude engaged in a rigorous review alongside competing video ad
platforms last year before scoring the Comcast deal. However, he declined to provide
any metrics about how the integration is going so far.

Auditude, which has raised $23 million from investors including Redpoint Ventures
and Greylock Partners, faces solid competition; for instance, its competitor FreeWheel
has a relationship with YouTube, the juggernaut in the online video space. Auditude’s
other customers include Major League Baseball’s live video (done in partnership with
Yahoo), MySpace TV and Music and MTV.

Cahan said that the biggest trend he’s seeing in the market is that video advertising
companies are starting to make real revenue, with multiple companies “for the first
time ever having double-digit quarters.” He predicted online video advertising, which
has long lagged behind online video viewership growth, will reach “significant scale”
this year.

If you like this story, please share it

¥ Tweet 0
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General Information

Dropbox

Dropbox was founded in 2007 by Drew Houston and Arash Ferdowsi.
Frustrated by working from multiple computers, Drew was inspired to create a
service that would let people bring all their files anywhere, with no need to

1of3

email around attachments. Drew created a demo of Dropbox and showed it to

Website dropbox.com fellow MIT student Arash Ferdowsi, who dropped out with only one semester
Blog blog.dropbox.com left to help make Dropbox a reality. Guiding their decisions was a relentless

) focus on crafting a simple and reliable experience across every computer and
Twitter @Dropbox phone.
Category CleanTech
Phone Acunetix Drew and Arash moved to San Francisco in fall 2007, secured seed funding

Email press@dropbox.com

Employees 65
Founded 1/12

Always have your
Description stuff, wherever you

are

Offices

Headquarters

760 Market St #1150
3137 Laguna Street

San Francisco, AL, 94102
CHN

See nearby companies

People

Drew Houston

Founder & CEO

Arash Ferdowsi

Founder & CTO

Sujay Jaswa

VP, Business Development
Aston Motes

Software Engineer
Sameer Gandhi

from Y Combinator, and set about building a world-class engineering team. In
fall 2008, Sequoia Capital led a $7.2M Series A with Accel Partners to help
bring Dropbox to people everywhere.

Milestones

+/Dropbox added Sujay Jaswa as VP, Business Development.
Posted 6/28/11 at 1:36pm

+/Dropbox added Ramsey Homsany as General Counsel.
Posted 6/28/11 at 1:26pm

+/Dropbox added Jeff Bartelma as Director of Product. (10/1/10)
Posted 5/15/11 at 3:14pm

+/Dropbox added Rian Hunter as Head of Client Engineering. (6/1/08)
Posted 5/15/11 at 3:14pm

+/Dropbox added Rajiv Eranki as Head of Server Engineering. (3/1/08)
Posted 5/15/11 at 3:14pm

+/Dropbox added Sean Ellis as Marketing Advisor. (7/1/08)
Posted 4/27/11 at 3:43pm

+/Dropbox added Bryan Schreier as Board Member.
Posted 1/26/11 at 10:41am

+/Dropbox added Ali Partovi as Advisor. (8/1/07)
Posted 4/23/10 at 10:18pm

+/Dropbox added Adam Gross as SVP, Marketing & Sales.
Posted 2/13/10 at 6:24pm

+/Dropbox added Hadi Partovi as Advisor. (9/1/07)
Posted 12/12/09 at 3:38pm

+/Dropbox added Sameer Gandhi as Investor.
Posted 9/10/09 at 9:53pm

+/Dropbox added Pejman Nozad as Investor. (6/7/07)
Posted 4/3/08 at 6:53am

+/Dropbox added Arash Ferdowsi as Founder & CTO.

Investor Posted 8/17/07 at 4:31am

Ali Partovi +/Dropbox added Drew Houston as Founder & CEO.
Advisor Posted 8/17/07 at 4:30am

Rajiv Eranki $ Dropbox received $250M in Series B funding. (10/18/11)

Head of Server Engineering
Jeff Bartelma
Director of Product

Show All People
Former People
Adam Gross

SVP, Marketing & Sales
Sean Ellis

Posted 8/30/11 at 11:27pm via techcrunch.com
$ Dropbox received $6M in Series A funding. (10/1/08)
Posted 11/24/09 at 8:12pm via techcrunch.com

Videos

Screenshots
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Marketing Advisor
Funding

Total $257M

Seed, 6/07 L
Y Combinator

Seed, 9/07 2

Sequoia Capital

Hadi Partovi $1.2M
Ali Partovi

Pejman Nozad

Series A, 10/08 3
Accel Partners $6M
Sequoia Capital

Series B, 10/11 2
Index Ventures

RIT Capital Partners
Valiant Capital Partners
Benchmark Capital
Goldman Sachs
Greylock Partners
Institutional Venture
Partners

Sequoia Capital
Accel Partners

Ali Partovi

Hadi Partovi

$250M

Competitors

Box, Jungle Disk, Syncplicity,
MobileMe, Mozy, broolz,

SugarSync, ElephantDrive,
zumodrive, Nomadesk, Crate,
ASUS WebStorage, xambox,
YouSendlt, Carbonite, Sharpcast,
Topia Technology, Pivotpoint
Software, SendThisFile, Inc.,
Sharpcast, Omnidrive, Wuala,
Zectar, Soonr, Evernote, MySites,
LiveKive, Egnyte, 4shared, Air
Computing, AeroFS, cx.com

Tags

techcrunch50, tc50, file-storage
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Above: Dropbox Screenshot -- #1
Uploaded: 5/11/09
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Dropbox was founded in 2007 by Drew Houston and Arash Ferdowsi. Frustrated by working
from multiple computers, Drew was inspired to create a service that would let people bring
all their files anywhere, with no need to email around attachments. Drew created a demo of
Dropbox and showed it to fellow MIT student Arash Ferdowsi, who dropped out with only one
semester left to help make Dropbox a reality. Guiding their decisions was a relentless focus
on crafting a simple and reliable experience across every computer and phone.

Drew and Arash moved to San Francisco in fall 2007, secured seed funding from Y
Combinator, and set about building a world-class engineering team. In fall 2008, Sequoia

Capital led a $7.2M Series A with Accel Partners to help bring Dropbox to people everywhere.
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Ali Partovi
Advisor

Pejman Nozad
Investor

Sameer Gandhi
Investor

Rian Hunter
Head of Client Engineering

Rajiv Eranki
Head of Server Engineering

Aston Motes
Software Engineer

Sujay Jaswa
VP, Business Development

Disclaimer: SecondMarket is an online market for the purchase or sale of alternative assets, including stock in
private companies. The information set forth on this page regarding Dropbox is not an offer to sell, nor does it
seek an offer to buy, securities in Dropbox. There can be no assurance that securities in Dropbox are available

for purchase or sale on SecondMarket.
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SecondMarket’s Q3 2011 Private Company Report

October 26, 2011

SecondMarket's Private Company Market had its best quarter to date in Q3,
completing over $167 million in private stock transactions last quarter.
Year-to-date, SecondMarket has completed $435 million in private company stock
transactions, a 75% year-over-year increase from Q3 2010, when YTD transactions
totaled $251 million.

The Private Company Report describes SecondMarket’s completed private company stock

transactions, buy and sell interests received and most-watched private companies. The
report is organized into three sections:

COMPLETED >
TRANSACTIONS

COMPLETED TRANSACTIONS BY INDUSTRY

70%
62%
MK
50%
40%
30
§ 24.1%
" 11.4%
10% o o
1.8% 0.6%
0% =
CONSUMER FINANCIAL RETAILING OTHER COMMUNICATIONS
WEB AND SERVICES AND
SOCIAL MEDIA COMMERCE

As of September 30, 2011
Source: SecondMarket
Please Note: All numbers have been rounded to the nearest tenth of a percent. Some graphs may not add up to 100%.

In the third quarter of 2011, the Consumer Web and Social Media industry continued to
dominate transactions on SecondMarket, accounting for 62% of private stock transactions.
Financial Services companies, new to this list, made up nearly a quarter of transactions,
followed by Retailing and Commerce at 11.4%.

Back to top

https://'www.secondmarket.com/discover/reports/q3-2011...
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COMPLETED TRANSACTIONS BY BUYER TYPES
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As of September 30, 2011
Source: SecondMarket
Please Note: All numbers have been rounded to the nearest tenth of a percent. Some graphs may not add up to 100%.

Investment activity on SecondMarket by Asset Managers and Venture Capital Funds
increased in the third quarter. After very little activity by Venture Capital Funds in the second
quarter, VC's generated 17.5% of transactions in Q3. Asset Managers completed 27.7% of all
transactions, representing 22.3% of total transaction value last quarter.

Back to top

COMPLETED TRANSACTIONS BY SELLER TYPES
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Source: SecondMarket
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10

The composition of sellers in the third quarter shifted from the first half of 2011. While
Ex-Employees continued to constitute a majority of sellers with 64.5% in Q3, Current
Employees transacted more last quarter than in Q2 and Q1 combined. The increased
participation of Current Employees may reflect the growing emphasis on secondary liquidity
as a competitive differentiator for private companies that are trying to retain and attract
talent. Investors comprised 8.4% of private stock sales this quarter after a relative absence
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in the first half of the year.

Back to top
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INTEREST TO BUY

40.8% 'CONSUMER WEB AND SOCIAL | CONSUMER WEB AND SOCIAL MEDIA 31.9%
13.2% P RETAILING AND COMMERCE RETAILING AND COMMERCE 10.9%
8.0% CAMING CAMING 2.6%
4.5% MUSIC AND ENTERTAINMENT MUSIC AND ENTERTAINMENT 1.7%
4.5% SOFTWARE SOFTWARE 8.3%
4.3% |00 MOBILE MOBILE 2.6%
4.0% JU FINANCIAL SERVICES FINANCIAL SERVICES 2.6%
3.0% PAYMENTS PAYMENTS | 0.4%
2.5% LOCAL AND LISTINGS LOCAL AND LISTINGS | 0.9%
2.3% ALTERNATIVE ENERCY ALTERNATIVE ENERGY 5.2%
1.9% |0 MEDIA AND PUBLISHING MEDIA AND PUBLISHING 1.3%
1.8% | TRAVEL TRAVEL | 0.9%
1.7% TECHNOLOGY INFRASTRUCTURE TECHNOLOCGY INFRASTRUCTURE 3.9%
1.4% BUSINESS PRODUCTS AND SERVICES BUSINESS PRODUCTS AND SERVICES 7.9%
0.8% |N ADVERTISING ADVERTISING 4.4%
0.8% |NCOMMUNICATIONS COMMUNICATIONS 1.3%
0.7% NHEALTH CARE HEALTH CARE || 0.9%
0.5% || EDUCATION EDUCATION 2.2%
0.5% JIBIOTECH AND PHARMACEUTICALS BIOTECH AND PHARMACEUTICALS 1.7%

As of September 30, 2011
Source: SecondMarket
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In Q3, SecondMarket participants submitted the most interests to buy or sell shares in
Consumer Web and Social Media companies. Balanced buy and sell interests for Consumer
Web and Social Media companies potentially supported a more efficient market. Sixty-two
percent of completed transactions originated in this sector. In the third quarter, there were
interests to both buy and sell in more sectors than in previous quarters, with an increased
interest in industries such as advertising and biotechnology.

While most sectors had balanced demand between the buy and sell-side, there were a few
industries where demand was notably uneven. Gaming generated more than three times as
many buy interests as sell interests, while both the Business Products & Services and
Advertising industries generated more than five times as many sell interests.

Back to top
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Source: SecondMarket

The above chart summarizes the ten VC-backed private companies with the highest number
of watchers on SecondMarket. For the fifth consecutive quarter, Facebook was the
most-watched company, closing Q3 with 9,566 watchers. Twitter, once again in the #2
spot, followed Facebook with 5,414 watchers.

Back to top

TOP 10 MOST-WATCHED: NON VENTURE-BACKED
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Source: SecondMarket

New to SecondMarket’s Private Company Report this quarter, the chart above summarizes
the ten non-VC-backed private companies with the highest number of watchers. Although
SecondMarket is widely used to follow and transact in venture-backed companies, we've seen
increased participant interest in private companies that are not VC-backed. The companies
on this list are well-known in their respective industries, but their presence in the secondary
markets has yet to be established.
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Media giant Bloomberg tops the most-watched list with 709 followers. Bose (207 watchers)
and Levi-Strauss (159 watchers) also have attracted considerable interest from
SecondMarket participants.

Back to top
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Source: SecondMarket

“Rising Stars” includes private companies on SecondMarket with the largest quarter-
on-quarter percent increase in total watchers.

Turntable.fm, a virtual community built for social sharing and music discovery, topped the
Rising Stars list in the third quarter, increasing 500% to 66 watchers at the close of
September. Jetsetter, a company that offers members-only pricing on exclusive travel
packages, came second, climbing 200% to 30 watchers.

Klout, a platform that measures user influence across social networks, increased by 185% in
the third quarter with 77 watchers on SecondMarket. Kickstarter held tight to its spot on
the Rising Stars list this quarter, increasing 148% in Q3, and ranking fourth after topping last

quarter’s list.

ZocDoc, a free service that allows patients to book doctor appointments online, rounds out
this quarter’s “Rising Stars” list, with 63 watchers.

Back to top
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“Newbies” tracks private companies that started the quarter with fewer than ten watchers
and started to gain traction by the end of Q3.

Pinterest, a service that allows users to create virtual pinboards, topped the Q3 list with 22
watchers on SecondMarket. Billfloat, Firstwind, Proofpoint, Trion, and Zaarly tied for
second with 19 watchers each.

Back to top

VC SCOREBOARD: # OF MOST-WATCHED COMPANIES IN PORTFOLIO
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Source: SecondMarket

SecondMarket’s “VC Scoreboard,” introduced in Q2, tracks the ten venture capital firms with
the most portfolio companies in SecondMarket’s 100 most-watched list. Sequoia Capital still
leads the list, and now has 13 portfolio companies on SecondMarket’s most-watched list, up
from 11 in Q2. Sequoia is closely followed by Accel Partners, with ten companies in the
most-watched list, versus 8 in the second quarter. Kleiner Perkins Caulfield & Byers ranks

6 0of 10
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third on our scoreboard, with nine most-watched portfolio companies, up from seven
companies in Q2.
Back to top
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“Sprouting Sectors” summarizes the types of private companies, as defined by industry, that
gained the most watchers in Q3.

Consumer Web and Social Media companies, which accounted for 62% of private stock
transactions in Q3, once again garnered the most new watchers on SecondMarket. Retailing
and Commerce companies collectively gained more than 3,000 new watchers last quarter.
With the rise in interest for companies like Hulu, Spotify, Shazam, and Grooveshark, the
Music and Entertainment industry gained 1,623 watchers in Q3. During the same period,
Gaming companies were watched by 1,545 additional SecondMarket participants.

Back to top
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REGIONAL ROUNDUPS
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Source: SecondMarket

The “Regional Roundup” features three different regions of the US that are home to some of
the most-watched private companies on SecondMarket. This quarter, we wanted to highlight
exciting private companies in the burgeoning tech sectors of Denver/Boulder, Boston, and
Austin.

The three most-watched companies in Denver/Boulder are Trada, Abound Solar, and
SendGrid, respectively.

Representing Beantown are Hubspot, SCVNGR, and KIVA Systems.

Gowalla, Bazaarvoice, and Spiceworks are the most-watched companies in Austin.

Back to top

Important Disclosures

Please note that the information in this report does not constitute an offer to sell to, nor a
solicitation of an offer to buy from, nor shall any securities be offered or sold to, any person
in any jurisdiction in which such an offer, solicitation or sale would be unlawful. There is not
enough information contained in this message in which to make an investment decision and
any information contained herein should not be used as a basis for this purpose.

To the best of our knowledge, this report and relevant pages are: current as of the date of
distribution and subject to change without notice.

SecondMarket does not: produce in-house research; make recommendations to purchase or
sell specific securities; provide investment advisory services; or conduct a general retail
business.

Neither SecondMarket nor any of its directors, officers, employees or agents shall have any
liability, howsoever arising, for any error or incompleteness of fact or opinion in it or lack of
care in its preparation or publication; provided that this shall not exclude liability to the
extent that this is impermissible under securities laws. All statements and opinions are liable
to change without notice.

The SecondMarket logos, graphics, icons, trademarks, service marks and headers appearing
herein are service marks, trademarks (whether registered or not) and/or trade dress of
SecondMarket Holdings, Inc. (the “Marks”). All other trademarks, company names, logos,
service marks and/or trade dress mentioned, displayed, cited or otherwise indicated herein
(“Third Party Marks”) are the sole property of their respective owners. The Marks or the Third
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Help / FAQ / General Flickr Questions
What is Flickr?

Flickr is the best way to store, sort, search and share your photos online. Flickr helps you
organize that huge mass of photos you have and offers a way for you and your friends and
family to tell stories about them.

The best way to learn about Flickr is to upload some photos, explore the site, join some
aroups and make some friends. You can find more info about Flickr in the Magical Feature
Tour.

Permalink | Top

| see a different photo page, what's changed?

We released a new photo page for Flickr in July 2010 (Take a quick tour!). We've made quite a
few changes to make it a bigger and better viewing experience. Let's go over some of the
main changes.
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It's Bigger!

® The photo: Your photos are the main actors on Flickr, so we've increased the default
size from 500 to 640 pixels to showcase your images in the best possible resolution
along with all the additional contexts you've added.

Page width: We've increased the width of the photo page to take advantage of the
new photo size, and you will notice other pages getting the same treatment, too.
New! Light box: A Click on the photo or on the magnifying glass icon. We'll dim the
lights and show you a larger view. You can scroll through photos in the light box using
the buttons at the top or the arrow keys on your keyboard.

Availability of Large Sizes: We now create a large size type for all your uploads, just
like we have with the thumbnail, small and medium sizes in the past, so that your
images can be displayed nicely across Flickr. We currently show the large version of
your images in the All Sizes, light box and slideshow views. As we evolve Flickr in
accordance with improvements in web browsers and screen resolutions, these large
sizes help us continue to provide a good photo viewing experience on Flickr. Your
original file along with its EXIF and other metadata information will always be
controlled by your “Access to your original image files and other sizes” settings.

New Navigation

1of5 11/06/2011 02:26 PM
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® Navigation buttons: A We've added brand spankin' new navigation buttons at the top

of every page. (Psst. Try the arrow keys on your keyboard, too.)

Film strip: B The film strip previews photos related to the currently viewed photo (e.g.
photos in the same set, group, etc.) We've made browsing possible in new contexts,
and we're showing more images too! Click on any thumbnail to go to that photo. You
can also use the left/right arrows that appears on either side on the film strip to scroll
through five thumbnails at a time.

Improved Page Layout

New! Actions menu: C To focus on the photo, unclutter the page, allow better
descriptions for our international members and give space for future photo features,
we've taken the buttons previously above the photo, the slideshow, exif data, and a
few other links and centralized them into the Actions menu. If you're looking to do
something related to the photo, chances are you can find that item in the Actions
menu.

Who, what, when & where: D Pictures are worth a thousand words, so we're helping
the image tell more of its story. To the right of the photo you can see who uploaded it,
when & where it was taken, and with what camera, if that info is available.
Favoriting is now more visible: E Favorites are now alongside your comments to
show off more of the activity that happens on each photo. Favorites are also a great
way to find amazing images on Flickr. Making them more visible also makes it easier
to click through and see the treasures that other people have found.

Controls and Settings

Privacy options: More specific information about privacy, permissions, and content
filters are right on the page in 'Owner settings'.

Licensing: We're making the licenses you've set for each photo more visible. Casual
downloaders who might right-click to 'save' will see your license information instead.
We've also placed your license info at the top of the all-sizes page. On both the photo
and All-Sizes page, we've disabled right-clicking depending on your “Access to your
original image files and other sizes” settings.

Permalink | Top

Why is 'All Sizes' showing when | have 'Who can access

your original image files and other sizes' off?

The account preference "Who can download your stuff" has now been changed to “Who can
access your original image files and other sizes” to describe what happens to your photos on
Flickr. This setting will continue to disable downloading of your original files (comprising of the
original image size, EXIF and metadata). Please note: This setting cannot 100% guarantee
that the sizes that we create from your originals (square, thumbnail, small, medium 500,
medium 640 and large) will never be downloaded. In the new design, images up to the large
size (these are 1024 pixels on a side) are shown to deliver the best photo viewing experience
on Flickr, and there are even more features that discourage downloading.

The main goal of the new page design is to better showcase your images. We've increased
the size of the photo on the main page from medium 500 to medium 640 specifically because

most people now have monitors allowing them to view bigger photos in all their glory. The light

box and the slideshow use large images because most of our visitors can enjoy a great big
experience in there.

Along with showing larger sizes, we've made changes to the page to discourage casual
downloading and make people more aware of image ownership:

® The copyright is higher on the photo page and easier to find

Right-clicking from the photo page shows the copyright information and does not give
a "Save" option

® The copyright is shown at the top of the All Sizes page
® \When the “Who can access your original files and other sizes?” setting is disabled,

right-clicking from the All Sizes page does not give a "Save" option

When the “Who can access your original files and other sizes?” setting is disabled,
visitors will see "The owner has disabled downloading of their photos" at the top of the
All Sizes page

By "discourage" we do mean simply "discourage". Please understand that if a photo can be
viewed in a web browser, it can be downloaded by people who actively disregard our
roadblocks.

We've made this change to be consistent and transparent in how your images have been
processed on Flickr. Before the new photo page, the large size versions of your photos were
available on the slideshow and the Flickr AP — allowing 3rd party developers to develop
applications that display your large size versions. The All Sizes re-design now matches what
we have always provided in a cleaner, more straightforward manner. If for any reason having
an image this large available to visitors makes you uncomfortable, you may want to consider
uploading at a smaller size.

http://www.flickr.com/help/general/#3
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Why are favorites and comments together?

Checking out other peoples favorites is a great way to explore Flickr and find amazing photos.
(We even did a blog post about just that.) One of the reasons faves are included in comments
is to help our members discover more photos through the favorites of others.

Another reason we're adding favorites into the mix is because it will show off more of the
activity that happens on photos - especially photos that don't already have lots of traffic from
Groups or Explore. Visitors are also encouraged to leave favorites as an easy way to express
their feedback on your photos and be moved to more varied forms of community engagement
like commenting, participating in groups or creating galleries.

Permalink | Top

What are the rules for using Flickr?

Please read our Community Guidelines to find out everything you need to know about being
a model Flickr citizen.

Permalink | Top

Will Flickr always be free?

Yes, there will always be a free version of Flickr. It will be limited in some ways, and you get
more with a paid subscription, but it's still fun!

You can always upgrade to a Flickr Pro account, for just $24.95 (U.S.) per year. You can also
buy a Pro account for a friend if you feel generous.

To find out more, visit the Upgrade page.

Permalink | Top

I'd like to use a photo | found on Flickr. How do | do
that?

Our members share an incredible amount of amazing work on Flickr. If there is an image
you'd like to use, look for the "Request to license" link near the license on the photo page.
We've partnered with Getty Images who will review the image, determine if it's a good fit for
licensing through them, and work out all the details if so.

Not all members have this enabled. If you don't see it you can also contact the member
directly. As a member of Flickr, you can move your mouse over someone's buddy icon and
click the little arrow to open the "person menu." Then select "Send FlickrMail" and compose
your message. When you contact a photographer, it's best to include as much info as possible
about the photo, yourself, and how you want to use the photo.

Permalink | Top

What does "Recent activity" show?

Recent activity A shows what is happening around your account.

In addition to views for Activity on your photos and Replies to your comments, you can also
view your Messages, see it all together, or make a custom view.

http://www.flickr.com/help/general/#3
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Save C makes that view your default so it will be the first thing you see in Recent activity and
on the homepage.

Muting

In response to member feedback we have also added the ability to mute & B items that you
don't want to see new activity on.

Permalink | Top

What if | don't want to see activity on a photo?

If there is an image that you commented on a while ago but don't want to see new activity on,
you can now mute it § B. (you can do this on anything in recent activity)

To un-mute something, just go to your muted items view D and un-mute it.

Permalink | Top

What is the explore section on my home page?

The Explore section on the home page now revolves to show what is happening in different
areas of the site. You might see recent uploads, a glimpse of groups, a piece of places, or
something new you wouldn't have stumbled across otherwise. There is a lot happening on
Flickr every day and we hope this lets you see a little more of it.

Note: If you don't want to see this Explore content, you can minimize the module at anytime
by clicking on the arrow just to the left of the first photo.

Permalink | Top

How do | list my meetup on Flickr Blog?

Currently, we use Upcoming as our event platform, and to add your event to Flickr Blog,
simply follow these steps:

If it's your first visit to Upcoming, you will need to create an Upcoming account. To create one,
do the following: Simply click on the Sign In link above the Upcoming logo. Then use your
Yahoo!, Facebook, or Gmail credentials (can be similar to the ones you use for Flickr) to sign
into the Yahoo! Network.

Once you are signed in, visit the official Flickr group on Upcoming and click the Join this
group button to become a member.

Click on + ADD AN EVENT in the navigation bar to start filling in your event's details, most
importantly:

® Event name - This is what will show up on Flickr Blog, so try to make is as informative
as possible.

Venue - You can choose from a multitude of already available venues or add your
own. Just start typing to give it a try.

® Date - This is important, right? You can also choose to add an end date or make it an
all day long event.

Description - Yes, please. This will help other community members understand what
your event is all about, and whether it's a photowalk through the forest where long
pants are highly recommended, or a picnic at the beach where it's best to bring some

http://www.flickr.com/help/general/#3
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bathing togs and a waterproof camera.

If you already have a group discussion running that you would like to link to, it's handy to add
an Event URL in the More Options section.

When you are happy with all the event details, hit the Preview Event button. Make sure all the
information is accurate and then Add the Event. Your event is now live and you will see it's
Upcoming page.

To add it to Flickr Blog, look for the Related Groups section in the right hand column and click
the Send to group? link. Select "Flickr" from the drop down.

Once listed on the Flickr group on Upcoming, your meetup will automatically be added to the
Community Events on Flickr Blog. Yay!

Permalink | Top

Jump to another FAQ category v

Or, return to the main help page.
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Apple iCloud May Not Be a Threat to Online-Storage Services

By VERNE G. KOPYTOFF

10:25 a.m. | Updated to add a comment from Drew Houston, the chief executive of
Dropbox, an online storage service.

A herd of start-ups officially learned they had a new rival when Apple introduced its
iCloud online storage service on Monday.

People will be able to store documents, presentations, Marcio Jose Sanchez/Associated
o . _ PressSteven P. Jobs did not

photos, digital books an.d apps in a Web-based 10(?ker and get discuss whether people would be

access to them from their Internet-connected devices, Apple  able to store all kinds of file

said. formats in iCloud during his
presentation on Monday.

It is a niche that has plenty of competition, as I discussed in an article in Monday’s paper.
The rival companies are all trying to help people get into documents saved on their

computers, smartphones and tablets without having to e-mail files to themselves.

The question is whether Apple, with its huge base of customers and deep pockets, will
squash the companies already in the niche, like Dropbox, Box.net and Cx.com. The
technology giants Microsoft and Amazon also have similar online storage services.

Maybe Apple will kill them all. But an early look at iCloud, which is supposed to be
available sometime in the fall, makes this unlikely.

Steven P. Jobs, Apple’s chief executive, showed off iCloud on Monday at his company’s
annual developer conference in San Francisco, by talking about how it automatically
stores files. He also spoke about how the service makes updated versions of those files
available on any device a user owns, a process known as synchronization, or syncing for
short.

The audience at the conference — largely Apple fanatics and developers who build on top
of its products — applauded Mr. Jobs’s presentation. But left untouched was the issue of
whether people would be able to store all kinds of file formats in iCloud, and not just
Apple’s.

Mr. Jobs demonstrated the service using Apple’s word processor, Pages, along with
Numbers and Presentations. Apple’s calendar, contacts and e-mail are also compatible.

There was no mention of Microsoft Office software like Word and Excel or Adobe

Acrrnhat Tf it dneen’t wnrlz wnth thnce annlicatinne iTnand wanld havae limitad ntility far
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There was no mention of Microsoft Office software like Word and Excel or Adobe
Acrobat. If it doesn’t work with those applications, iCloud would have limited utility for
many people.

Aaron Levie, chief executive of Box.net, an online storage company, pointed out in a blog
post on Monday after the announcement that the shortcoming would be particularly
problematic for business customers, who often use a variety of file formats.

“The first issue with iCloud is that it will be optimized to work with other Apple
products,” he wrote. “The de facto difficulty with Apple (speaking as a customer and
amateur pundit) is that they are laser-focused on their own ecosystem.”

He continued: “This is fine in the consumer world, where we tend to have considerable
flexibility in selecting our own software and hardware. But in the enterprise we’re
typically using devices, platforms, operating systems, and software that come from an
array of vendors — and not always of our choosing.”

Apple said consumers would be able to store documents in iCloud that use Apple’s iCloud
Storage APIs, or technical specifications. Maybe other major companies will make their
products available using those rules, but Apple only announced those specifications on
Monday.

Apple also declined to disclose a price for iCloud other than to say that 5 gigabytes of
storage would be free. Music, apps and books purchased from Apple will not count against
the threshold, nor will photos in Apple’s new Photo Stream service.

Competitors to iCloud typically provide a free tier of storage. A paid version with extra
storage can cost up to $20 a month. Dropbox, for example, offers 2 gigabytes of storage
free of charge, but charges $10 a month for 50 gigabytes and $20 for 100 gigabytes.
Amazon’s Cloud Drive is free for up to 5 gigabytes and $20 a year for up to 20 gigabytes,
although it has other payment plans. Songs bought through Amazon do not count against
the storage limit. Users get 20 gigabytes for free for a year if they buy an MP3 album.

ICloud does not appear to provide a way for users to share documents, at least not at this
stage. Sharing files with colleagues or family is a main component of the rival storage
services.

For example, users of Dropbox can choose to make a particular file available to others so
they can edit the document together.

Drew Houston, chief executive of Dropbox, dismissed the idea that iCloud would upend
companies like his. Although he did not mention it, Apple had a previous so-called “cloud”
storage service, MobileMe, which shared many of iCloud’s capabilities, but never really
caught on.

iCloud, Mr. Houston said, is “a step forward for Apple, and the service will evolve, but
when iCloud arrives later this vear it won’t let peonle access and share all of their files
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iCloud, Mr. Houston said, is “a step forward for Apple, and the service will evolve, but
when iCloud arrives later this year it won’t let people access and share all of their files
everywhere the way tens of millions of people already do with Dropbox today.” He added,
“Furthermore, there’s a big world beyond Apple, and our users love that Dropbox works
just as well with your Android phone or PC as with your iPad or iPhone.”

Copyright 2011 The New York Times Company | Privacy Policy | NYTimes.com 620 Eighth Avenue New York, NY 10018
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Fast and easy photo sharing from Google

Together, Picasa & Picasa Web Albums make it easy for you
to organize and edit your digital photos, then create online
albums to share with friends, family & the world.

Get Started with Picasa Web Albums»

Beautiful web albums T i
Show your photos at their best. View -
full-screen slideshows, see your
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pictures arranged on a global map, =,: h '

enjoy video playback, and more.

Focus on people
People matter in your photos. Our
technology helps you automatically

organize your photos based on the “ =D

people in them, and works in Picasa o
and Picasa Web Albums.

See name tags in Picasa Web Albums

»

Get organized

Picasa automatically finds all the
photos on your PC, wherever they are,
and will organize them in seconds.

Be creative

Use Picasa to design and print
beautiful photo collages, create fun
video slideshows, add photo text or
view your favorite photos on your
desktop or screensaver.

It's free to use
Picasa is free to download, and Picasa
Web Albums provides 1 gigabyte of

free storage -- that's enough space for 1'

4,000 wallpaper-size photos.
Download Picasa 3.8
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Sharing made simple

Publish your favorite photos online
with one click. Create stunning online
photo albums to share with friends
and family, or public albums for the
world to see. Get notified when your
"Favorites" post new photos.

Edit to perfection

Improve almost any picture with
Picasa's one-click fixes for common
problems like red-eye, color, and
lighting. Or, use tuning and effects to
make your best photos look even
better.

Add places

Easily add geo-tags to your photos so
that you can remember exactly where
they're from using Google Maps.
Learn more

Order photos & gifts, or print at
home

Picasa makes it easy for you to get
the best out of your color printer. And
Picasa Web Albums gives your friends
the ability to download full-resolution
pictures, so they can do the same.
When ordering online, choose freely
between maijor retail services.

©2011 Google - Terms - Privacy Policy - Help Center - Getting Started Guide
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Storage and backups

How it works

Free storage limits
Download from album
Exporting photos
Saving photos

Using an alternate drive
Backup CD or DVD
Rebuilding database

How do | use the Picasa
Web Albums Exporter
with iPhoto?

Recovering deleted
photos

Export to removable
media

Back up with Picasa
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Download album
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Storage and backups

How it works

Google offers a way to purchase additional storage

space shared across Gmail, Google Docs, and
Picasa Web Albums (which includes photos
uploaded to Blogger). You can purchase additional
storage at any time.

Google Apps users: Google storage is available
at the same prices and storage levels for Google
Apps users. However, purchased storage will not
apply to your Gmail account. Learn more

Free storage

Free storage space is specific to each
product. Free storage from one product
cannot be used by or transferred to another
product.

e Gmail provides 7+ GB (and counting)
for Gmail messages.

e Docs provides 1 GB for your uploaded
files (documents created in Google
Docs and converted files don't count
towards your storage, but do have
some size limitations).

e Picasa Web provides 1 GB for photos
and videos. Files under certain sizes
don't count towards this limit.

e Google+ provides unlimited storage
for photos, which are automatically

resized to 2048 pixels. Videos up to 15

minutes in length are also free.
Paid storage

If you run out of free storage for Gmail,
Google Docs, or Picasa Web, you can
purchase additional storage that is shared
across these products. Choose from the
following storage plans:

20 GB - $5/yr

80 GB - $20/yr
200 GB - $50/yr
400 GB - $100/yr
1 TB - $256/yr

Related

Sign up
Get Started > Picasa Web Albums

Add name tags in Picasa
Organize » Text tags and searches

Album visibility
Share » Album visibility and and access

How do | select multiple photos in the
Library?
Organize » Folders and albums

500 internal server error
Fix a Problem » Errors
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2 TB - $512/yr

4 TB - $1024/yr
8 TB - $2048/yr
16 TB - $4096/yr

Note that 1 TB equals 1024 GB, and
these prices don't include any
applicable taxes or fees associated
with your country of residence.

Google storage purchases are annual
subscriptions that renew after one year. You
can cancel your subscription at any time, but
storage purchases are non-refundable. You
can also upgrade to a larger storage plan for
the pro-rated difference at any time. Paid
storage for one Google Account cannot be
transferred to a different account. Learn more
about Google storage refunds, renewals and
cancellations

It's normal to experience a delay of up to 24
hours before purchased storage is added to

your account. See our storage
troubleshooting steps for more information.

updated 10/04/2011

Picasa and Picasa Web Albums - Contacting Us - Help with other Google products - Change language:

©2011 Google - Google Home - Privacy Policy - Terms of Service

http://picasa.google.com/support/bin/answer.py?answer...

English (US) v
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About http://sourceforge.net/about

Find Open Source Software
)
Browse (/directory/) Blog (/blog/) Support (/support) Jobs (http://jobs.sourceforge.net/) Newsletters (https://sourceforge.net/user/registration)
Resources (http://geek.net/events,

Register (https://sourceforge.net/user/registration) Log In (https://sourceforge.net/account/login.php)

About

SourceForge (http://sourceforge.net/) is dedicated to making open source (http://opensource.org/) projects successful.

We thrive on community collaboration to help us create the leading resource for open source software development and distribution. With the
tools we provide (/create), 2.7 million developers create powerful software in over 260,000 projects (/directory/). Our popular directory
(/directory/) connects more than 46 million consumers with these open source projects and serves more than 2,000,000 downloads a day.
SourceForge is where open source happens.

SourceForge.net is owned and operated by Geeknet, Inc. (http://geek.net/), a publicly traded US-based company.
Connect with us:
@sourceforge on twitter (http://twitter.com/sourceforge)

#sourceforge on irc.freenode.net (http://webchat.freenode.net/?randomnick=0&channels=sourceforge)
sfnet_ops@geek.net (mailto:sfnet ops@geek.net)

Status (http://twitter.com/sfnet ops) Terms (/apps/trac/siteleqal/wiki/Terms_of Use) Privacy (http://geek.net © 2011 Geeknet, Inc.
/privacy-statement) Advertise (http://geek.net/advertise/) About (/about) http://geek.net;
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Already a member? Log in here. Forgot password?

User ID

Home Advertisers How it Works

Earn money
when you deliver
quality traffic

How it works

You can earn a lot of money in the eBay Partner Network, by driving high quality traffic to eBay or one of
our partners.

How to generate revenue through your website

Advertise Getting Paid Optimize
Register Tools Tracking Quality Payment Reports Optimize
Click
Pricing

Password GO

Blog Videos Help

Apply Now to the eBay Partner
Network

Drive quality traffic to one of our
partners and get paid for it.

Apply Now!

Blog

ePN TV: Carrie Smith Walks Through the Daily
Deals Holiday Calendar
11/07/2011 07:34:44 AM

See You at BlogWorld Los Angeles!
11/01/2011 08:55:05 AM

ePN TV: Julia Barrett Talks Holiday Promotions
10/28/2011 09:05:28 AM

View the blog

Quality Click Pricing

Find out more about Quality Click
Pricing.

Tools, Widgets & Links

Find the right tools for advertising on
your site.

Developers Program

Find out how to tap into eBay’s
marketplace with our API.

Learn more about Quality Click
Pricing

How do | improve my traffic’s quality?

FAQs

Copyright © 2011 eBay Inc. All Rights Reserved. Designated trademarks and brands are the property of their respective owners.

Use of this website constitutes acceptance of the eBay Partner Network Agreement and eBay Partner Network Privacy Policy

Language: English Francais Deutsch Espariol Italiano
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ﬂﬁ] What happened to gatekeeper.dec.com?

invent

» HP Labs

» Research History

» Technical reports The FTP archive on gatekeeper.dec.com, later to become gatekeeper.research.compaq.com, first

» Downloads went on-line in the late 1980's. It was assembled from spare parts and brought to life by Paul Vixie.
Located at Digital Equipment Corporation's Western Research Laboratory (DECWRL) in Palo Alto,
California, it was maintained by a handful of volunteers from Digital Corporate Research. The spare
parts were ev entually replaced with production hardware.

In its heyday, gatekeeper was a prominent Internet FTP site. Just about any public domain software
package you wanted or needed could be found on gatekeeper. One of gatekeepers' primary
functions was to give Digital software dev elopers, living on the DECNET based internal corporate
network, access to public domain software available from the Internet. (The Digital internal DECNET
host, DECPA::, mounted the gatekeeper FTP archive via NFS.) Gatekeeper was also used by
Digital product groups to provide software updates and patches to Internet customers.

Today

Over the years, acqusitions, mergers, and business needs have changed the role of gatekeeper.
Early in 2008, gatekeeper.dec.com and gatekeeper.research.compaqg.com were redirected to
apotheca.hpl.hp.com, a shiny new server at HP Labs in Palo Alto, California. ftp.hpl.hp.com is also
directed to apotheca.

Apotheca doesn't mirror any of the public domain software repositories that were mirrored on
gatekeeper. Now days, there's plenty of Internet sites that do a fine job of serving those bits. This
is why you'll find ~ftp/pub rather sparce, compared to what you use to find on the old gatekeeper.

The legacy content from the Digital and Compaq research labs is av ailable in ~ftp/gatekeeper/ .

Richard Schedler
Gatekeeper Archive Administrator 1993-2007

Privacy statement Using this site means you accept its terms Feedback to HP Labs
© 2007 Hewlett-Packard Development Company, L.P.
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Fingerprint Tech Waits for a
Grand Entrance

By Liz Gannes Oct. 9, 2007, 12:19pm PT 2 Comments

¥ Tweet 0

It turns out the forces of change can’t be held back by crappy anti-piracy technology
after all. Unfulfilled promises by Google (GOOG) to launch video fingerprinting
technology on YouTube in order to prevent uploads of copyrighted content have had
little effect on the rest of the industry. In the meantime, big media is adopting the tools
of the trade to put more and more content online. And along the way, it’s learning that
distributing programming encourages fans — while closing up programming
encourages piracy.

But down the road, there’s still an opportunity for video fingerprinting technology to
make content owners genuinely comfortable with online distribution. While we’ve
found early implementations of audio fingerprinting have problems detecting piracy,
the MPAA claims that recent tests have been quite promising.

We’ve seen a couple of developments on that front just this week: Santa Clara,
Calif.-based Vobile, maker of the “VideoDNA” video fingerprinting and tracking
product, said it had scored Gideon Yu — who is known for being chief financial officer
of YouTube immediately prior to its sale to Google, and is currently CFO of Facebook —
as a board member. Elsewhere, Paris-based Dailymotion said it was employing Ina, a
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digital image bank, to detect copyrighted videos on the French version of its site.

In a recent test of video fingerprinting technologies, multiple vendors were effective at
identifying copyrighted files they had been trained to recognize, according to the Los

Angeles Times.

The MPAA and MovieLabs, its R&D arm, spent months testing a dozen
software programs designed to identify copyrighted videos from brief
samples of their data. Each “fingerprinting” program was fed about 1,000
test files of wide-ranging format and quality, including a number of
camcorded movies and other bootlegs downloading from the Net. Of the
technologies submitted (11 by firms and one by a Scottish university), the
MPAA said, three successfully identified more than 90 percent of the files
with no false positives.

Reportedly, though the MPAA and MovieLabs wouldn’t disclose it, Vobile was the
overall winner of those tests.

Video sites such as Microsoft’s (MSFT) Soapbox and MySpace already employ
fingerprinting technology from provider Audible Magic, and Veoh has said it will
implement fingerprinting this month. A Dailymotion spokesperson clarified that the
site will continue to use Audible Magic for audio fingerprinting, but is adding in Ina for
video fingerprinting. He emphasized that the initial Ina rollout on Dailymotion is only
in France, though the company expects it to be implemented across all versions of its
sites by 2008.

Other fingerprinting providers we’ve covered include Activated Content, Autonomy,
MotionDSP, iPharro, and Gracenote.

Related research and analysis from GigaOM Pro:
Subscriber content. Sign up for a free trial.

e Why iPad 2 Will L.Lead Consumers Into the Post-PC Era
e The Near-Term Evolution of Social Commerce
e Content Farms: The Players, The Benefits, The Risks

If you like this story, please share it

¥ Tweet 0

¢ Comments
2
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ap() w Blog | Contact | X

Discover Kapow Software Products Customers

Solutions

Overviow Web Intelligence Solution:
» Application Integration Antipiracy

» Process Automation

Home = Solutions = Web Intelligence = AntiPiracy ni

» Content Migration
v Web Intelligence Fight media piracy and protect against lost revenu
with automated web intelligence

Web Data Extraction

Social Media Monitoring Media piracy on the web accounts for hundreds of billions of dollars in lost revenue

News Syndication every year for media companies and artists. The ability to automatically monitor and
. . collect evidence from pirated downloads and BitTorrent sites has become a critical
Online Account Aggregation weapon in fighting this problem.

Background Checks . .
Featured Customer Success Stories in AntiPiracy:

AntiPiracy

OSINT
e In the fight against software and movie piracy, Kapow
y 4

» Mobile Enablement E delivers a major advance in intellectual property and

revenue protection.

» Analytics & Business

. Entertainment
Intelligence

» Close » Det:

Challenge
= Identify instances of copyright infringement, where the company's products
have been illegally copied and shared online.

= Implement a cost effective mechanism for searching thousands of sites daily
for infringing content.

= Address day-to-day requirements as well as peak demand surrounding majo
product releases.

Solution
= Kapow solution searches daily for illegally copied materials from the
company's back catalog.

= Scales to meet peak demand surrounding new product releases using
flexible scheduling rules and automatic load-balancing.
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= Provides a central resource for the company's global anti-piracy initiative.

Results

= Enables the company to identify and remove infringing content more rapidly
than ever before.

= Provides a centralized anti-piracy infrastructure available to all departments.

= Enables targeting of specific new product releases for the first time, resulting
in the detection of millions of copyright infringements for a single product

= Reduces labor costs by automating web intelligence and aggregation,
enabling staff to be redeployed.

> Kapow is a powerful weapon in the fight against web

E 5 E E [ piracy.

Entertainment

» Close » Det:

Challenge

m Search the web for illegally copied material.

= Extract structured data from thousands of sites to find copyright
infringements.

= Gather evidence for use in copyright infringement prosecution cases.

Solution

= Using current artist/title catalog , the agency uses Kapow robots to search
hundreds of forums, blogs and peer-to-peer websites every day to find
illegally posted content.

= Copyright infringements are reported to the copyright owner and takedown
notices are automatically issued to the hosting website.

Results

= Enabled hugely scalable copyright infringement detection system.

= Allowed redeployment of content analysts, resulting in higher morale due to
more rewarding work.

= Reduced average detection time to minutes/hours rather than days
(representing potential cost savings for copyright owners).
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HOLLYWOOD'S LOVE-HATE RELATIONSHIP WITH TECHNOLOGY

« Online media round-up | Main | Content recognition, part 2 »

The content-recognition bakeoff

There was one obvious winner in the MPAA's test of content-
recognition technologies, and that would be Hollywood. The
association disclosed a brief summary of the results at a conference on
online entertainment held Thursday in cooperation with the University of
California. Paradoxically, though, the results might prove to be a boon
for user-generated content sites and the people who love them.

zmovie
-.labs

Here's the background. The MPAA and MovieLabs, its R&D arm, spent months testing a
dozen software programs designed to identify copyrighted videos from brief samples of their
data. Each "fingerprinting" program was fed about 1,000 test files of wide-ranging format
and quality, including a number of camcorded movies and other bootlegs downloading from
the Net. Of the technologies submitted (11 by firms and one by a Scottish university), the
MPAA said, three successfully identified more than 90 percent of the files with no false
positives. In other words, when they erred, it was in not spotting a copyrighted movie within
a file, rather than identifying a movie that wasn't there.

Steve Weinstein, ceo of MovielLabs, summarized the results as follows: "This stuff works."
Of course, that's just in a laboratory setting. The next step for MovieLabs and the MPAA, in
addition to testing more iterations of the technology, is to try out the technologies in the field,
where commercially important issues such as scaling (how well they handle a large volume
of ID requests) can be measured.

Weinstein and other officials declined to say which firms had scored highest in the test. That
honor was claimed by Santa Clara-based startup Vobile, although executives from two more
established competitors, Gracenote and Audible Magic, also said their technology performed
well. For the studios, though, the important thing is that several firms actually seem to be
able to do what they claim. That could raise the pressure on networks with a large amount of
unauthorized copying, such as user-generated video sites and college campuses, to deploy
fingerprinting technologies. In fact, Joshua Metzger, a senior vice president at the UGC site
Veoh.com, said at the conference that his company would add fingerprinting technology
within 30 days.

A lot of details remain unsettled, and the courts have yet to weigh in on whether copyright
law actually obliges anyone to install fingerprinting technologies on their system. But a
fingerprinting technology that works well enough to satisfy the studios could be the key to
advertiser-supported sites such as Veoh and YouTube striking major content deals and
ramping up their ad sales. After all, one of the things holding back revenues at UGC sites is
uncertainty over liability. If fingerprinting settles that issue, that's a powerful motivator for
companies to deploy it. On the other hand, if it chokes off so much content that users run
away, then it's a lose-lose situation.

Posted by Jon Healey on September 21, 2007 | Permalink

Comments
View the entire comment thread.
Post a comment
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Content recognition, part 2

As | mentioned in my last post, the MPAA and MovieLabs' tests of 12
content-recognition technologies found several that performed quite well
in the lab. According to information released at a joint MPAA-University
of California event last week, seven of the technologies correctly
identified at least 80% of the test files, and three got better than 90%
right with no false positives. But several speakers at the event predicted that the
technologies would prove much more useful for distributing content than for blocking it.

zmovie
-.labs

The event was designed to explore how colleges and the entertainment industry could work
together to address piracy. Again and again, speakers opined that making content easier to
get legitimately, rather than trying to make it harder to obtain illegitimately, was the best way
to combat illegal downloading. Fingerprinting can be used for either purpose, but it's most
effective when used to track usage online and determine what royalties are owed. For
example, panelists from AT&T Labs and USC talked about the prohibitive expense and/or
intrusiveness of examining every bit of traffic flowing across large networks, which is what a
network operator would have to do if it was using fingerprints to deter unauthorized
file-sharing. "You don't look inside what people are doing unless there's a legitimate reason
to do so," said Marty Loman, vice president of content protection at AT&T Labs. "You have
to narrow down who you're going to look at."

Fingerprinting and DRM techniques will drive students away if they make it harder to
consume what they want on the devices they want to use, several speakers warned. Ashwin
Navin, president of BitTorrent Inc., put it this way: "If demand exists for content in a certain
model, it will be fulfilled. The question for rights holders is, do we want that demand fulfilled
legally or do we want that fulfilled illegitimately?" Added UCLA student Colin Iberti, "To put
things on your iPod is very important to the college demographic. Not any other MP3 player,
but iPods specifically." The authorized content that colleges offer typically uses a DRM not
compatible with iPods, and "it really alienates the 98% of us who want to put it on their
iPods."

In sum, the MPAA and MovieLabs' comments about fingerprinting technology had to be
encouraging to copyright owners that are looking to boost online revenue. But if the
speakers at the Universal City Hilton were right, fingerprinting won't be a silver bullet for
copyright holders eager to kill the online bootlegging beast.

Posted by Jon Healey on September 24, 2007 in DRM , Music , TV, film and video | Permalink
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Subject: Refer a Friend Returns!

From: Ooma <newsletter@ooma.com>
Date: Thu, 20 Oct 2011 07:09:36 -0400
To: Andrew Cromarty <and-@-.com>

ooma

Refer a Friend Returns!

Dear Andrew,

Ooma brings you huge savings over your old phone
company, while offering all of the features you love plus
more. And now with our Refer a Friend program, you can
earn rewards for sharing your secret to savings with your
loved ones.

Your friends and family will get a great price of $199 for a new Ooma Telo, plusfree
shipping. Even better, when someone uses your refemral code to purchase a new system, you
will receive a $25 Amazon gift card. This means you can earn up to $75 in total!

Here's how to get started:

1. Log in to the Refer a Friend page in My Ooma to generate referral codes you can
share with your friends and family. Everyone has up to three one-time use refemal
codesto send out.

2. When the referral linkis clicked, your friends and family will be taken to a page where
they can leam more about Ooma and purchase directly on the site.

3. You'll eam a $25 Amazon gift card for each purchase completed with your referral
codes. Checkbackin My Ooma to to track how many gift cards you’ve eamed!

If you're ready to share the savings, then act now because this offer ends on November 15th.
Start referring your friends today!

Until later,
Team Ooma

This referral program expires on 11/15/2011. Referral codes must be redeemed by this date to be eligible for reward. Purchases
must be made using the referral code and link provided to be eligible for promotional offer and referral reward. Ooma will not be
held responsible for any lost or stolen gift cards. This offer cannot be combined with any other program. Ooma reserves the right to
cancel or modify the terms of this program at any time.
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New Voicemail-to-Text New International Bundle
Read your voicemail instead Call 70 countries for less
of listening to it than 1¢ per minute

CHECK IT OUT

This email message was sent from:
Ooma Inc, 1840 Embarcadero Road, Palo Alto, CA
Need assistance? Visit www.ooma.com/support

Step up to Premier hﬁj'
Fire up the full power of
Ooma with Premier!

SUBSCRIBE NOW »

Y ou received this message because you are currently subscribed to receive news from Ooma.
Click here to unsubscribe from future tips and newsletter e-mails from Ooma.
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® ®
mozillaZine
Network.http.sendRefererHeader mozillaZine
L o e Main Page
The title given to this article is incorrect due to technical limitations.
The correct title is network.http.sendRefererHeader. This Page
Articl
This article describes the preference D.r_lce .
network.http.sendRefererHeader. To add, delete, or modify this M
preference, you will need to edit your configuration — do not edit this Edit
article. History

What links here

Related changes

Contents [hide] Printable version

1 Background

2 Possible values and their effects Your Account
210 Log in/Create Account
2.21
732 Tools
— Recent Changes
3 Caveats Upload file
4 Recommended settings Special pages

5 First checked in
6 Has an effect in

7 Related bugs
8 Related preferences Search

ledit] | |
Background

Search

HTTP is the application-layer protocol with which most web pages are
transferred. As part of HTTP, requests can include a "Referer" (sic) header that
tells the server which page the user was on that initiated the request. Servers
use this information to track users' paths through the site and possibly provide
additional features.

Old Search

- . . , , submit news
Additionally, in JavaScript, the current page’s referrer is exposed in the DOM

through document.referrer . Scripts running on the page can consult this forums
property to see the same information that was sent in the Referer header. weblogs (feedHouse)
knowledge base

This preference controls when to send the Referer header and set

document.referrer. chat
) . [edit] | members
Possible values and their effects store
about
[edit]
Y fr ja de ko es hu

Never send the Referer header or set document.referrer.

1 edit
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Send the Referer header when clicking on a link, and set document. referrer for
the following page.

[edit]
2

Send the Referer header when clicking on a link or loading an image, and set
document. referrer for the following page. (Default)

[edit]
Caveats

= Disabling Referer headers may cause some functionality on some sites to no
longer work.
[edit]
Recommended settings

Those concerned with privacy can set this to 0, realizing that this may adversely
affect some sites. Those wanting to ensure compatibility should leave it at the
default.

, : [edit]
First checked in

2001-05-11 by Darin Fisher

: [edit]
Has an effect in

= Netscape (all versions since 6.1)
» Mozilla Suite (all versions since 0.9)
= Mozilla Phoenix (all versions)
= Mozilla Firebird (all versions)
= Mozilla Firefox (all versions)
= SeaMonkey (all versions)
= Camino (all versions)
= Minimo (all versions)
[edit]

Related bugs

s Bug 1582 - [NECKO][webshell] Send HTTP Referer field to server,
"network.sendRefererHeader"

» Bug 76866 - http spews many "private" events before any real data
events

[edit]
Related preferences

= browser.send_pings
= network.http.sendSecureXSiteReferrer

Categories: Preferences | Security and privacy-related preferences

http://kb.mozillazine.org/Network.http.sendRefererHeader
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Hypertext Transfer Protocol -- HTTP/1.1

Status of this Memo

This document specifies an Internet standards track protocol for the Internet community, and requests discussion and
suggestions for improvements. Please refer to the current edition of the “Internet Official Protocol Standards” (STD
1) for the standardization state and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (1999). All Rights Reserved.

Abstract

The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia
information systems. It is a generic, stateless, protocol which can be used for many tasks beyond its use for
hypertext, such as name servers and distributed object management systems, through extension of its request
methods, error codes and headers [47]. A feature of HTTP is the typing and negotiation of data representation,
allowing systems to be built independently of the data being transferred.

HTTP has been in use by the World-Wide Web global information initiative since 1990. This specification defines
the protocol referred to as “HTTP/1.1", and is an update to RFC 2068 [33].

Fielding, et al Standards Track [Page 1]
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FARNET: 51 Network Success Stories

FARNET

.the Internet Builders

The Federation of American Research Networks

51 Reasons to Invest in the National
Information Infrastructure

Early in 1993, the Federation of American Research Networks teamed with Interop, Inc.
and the Coalition for Networked Information to collect, organize, and disseminate stories
which describe the transformational potential of high performance networks such as the
Internet. The goal was to document the positive affects the Internet was having upon the
provision of services in education, research, manufacturing or other areas. Fifty-one of
these so-called "network success stories" were published as a booklet and sent to all the
members of the current U.S. Congress as well as to the Clinton Administration. All of the
contributed submissions are compiled here.

Call for Submission of Stories (March, 1993)

Form for Submission of Stories

Geographical Index of Stories

Categorical Index of Stories

%info@farnet.orq

11/06/2011 01:01 PM
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FARNET: 51 Network Success Stories

FARNET

.the Internet Builders

The Federation of American Research Networks

FARNET Stories Project

51 Reasons to Invest in the National Information
Infrastructure

story149.NM

Submitted by:

Marianne Granoff

Director of Operations

New Mexico Technet

4100 Osuna NE, Suite 103
Albuquerque, NM 87109 USA

v: (505) 345-6555
f: (505) 345-6559
e: granoff@technet.nm.org

Categories:

Education, higher; Education, continuing or distance ; Research, academic; Research,
government; Research, commercial; Library, Other

Keywords:

Innovative or improved ways of doing things; More equitable access to technology or
electronic information; Creation of new ideas, products, or services; Technology transfer;
Local commitment to network-based activities; Leverage of public funding; Volunteer
contributions of time and energy; Partnerships between public and private sector

Supporting Documentation (contact author for more information):

11/04/2011 03:23 PM
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Software; Documentation; CD/ROM; Other
Story Site (if other than location listed above):

White Sands Missile Range
New Mexico

The Story:
THE STORY OF SIMTEL20

SIMTEL20 is well known among the Internet community as the world's largest on-line
repository of freely accessible software and documentation on the Internet. What is not well
known today, is how it came into being.

In 1979, CP/M (Control Program for Microcomputers) was the primary operating system on
smaller (micro) computers. One summer evening back then, Frank Wancho, an employee of
WSMR (White Sands Missile Range) in New Mexico, and at the time, the volunteer sponsor
of the MIT (Massachusetts Institute of Technology) INFO-CPM mailing list, made a phone call
from his home in El Paso, Texas to a newly published phone number for a computer bulletin
board system outside Detroit, Michigan. The 2:00 am phone call was answered by the BBS
operator, Keith Petersen, rather than by the computer, as expected.

Keith was, at the time, employed by the local Detroit CBS affiliate as a technical engineer, but
was also an avid computer enthusiast. As a result of his computing interests, Keith had
started collecting CP/M utilities, files, software, etc. from other enthusiasts and keeping them
on his system. He was informally encouraging others to send him new software to add to
his collection. The unusual part of this activity was that he provided a way for other users to
SECURELY do this using the actual remote CP/M commands, by using multiple directories
for uploading and downloading.

As a result of that phone call, Keith began to be an active contributor to the MIT INFO-CPM
mailing list. This was at a time when the PDP-10 at MIT had no file transfer protocol that was
compatible with CP/M. Keith used "blind uploads" via modem to send new public domain
CP/M software, patches, and documentation to the MIT machine on a daily basis. The files
themselves were sent directly to the MIT mailing listas messages (i.e. each person on the
list received a separate copy of the file).

It soon became clear that all this traffic was straining the MIT mail delivery system. MIT
agreed to setaside disk space to hold the CP/M collection, and only the announcements of
the new software were sent to the mailing list. Several volunteers at MIT, notably Gail
Zacharias, soon managed to write mainframe versions of the MODEM? file transfer protocol
and other CP/M utility programs for the MIT machine. These significantlyimproved the
accuracy of the file contents that Keith uploaded.

In 1983, as availability and access to the MIT computer was removed, Frank Wancho (the
System Administrator for the WSMR computer), arranged for the contents of the MIT CP/M

11/04/2011 03:23 PM
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and the newly formed MS-DOS collections to be moved to a DECSYSTEM 20 that had excess
CPU and Disk capacity at WSMR. This computer was also on the ARPANET. Because of the
existing network requirements atthattime, ARPANET hosts had to have 8 character names.
SIMTEL20 was named for the SIMulation and TELeprocessing organization's DECSYSTEM
20 machine by a vote of the local employees at WSMR.

Along with the original CP/M and MS-DOS collections, the CP/M User's Group, SIG/M(icros),
PC/Blue, Ada Software Repository, and the Unix/C collections have been added to SIMTEL20
over time. The MS-DOS collection alone contains over 9,000 ZIPped files in over 200 subject
subdirectories. Afull range of topics is covered, including learning aides for children,
handicap aids, and the latest anti-virus checking programs. SIMTEL20 is the primary
distribution center for the INFO-CPM, INFO-MICRO, INFO-IBMPC, INFO-ADA, and other
mailing list digests, and hosts the archives for those lists and 20 others.

The availability of freely distributable software programs from SIMTEL20 has had a
significantimpact on the advancement of computer technology both within the United States,
and in many foreign countries, especially those who have recently experienced freedom.
Many new software authors (even some Shareware author cooperatives) have emerged
from these countries - adding their own freely distributable programs to the SIMTEL20
collection.

The management and staff of SIMTEL20 (and Frank Wancho, who was the system
administrator for many years), with the help of Keith Petersen and numerous supporters
around the world, are proud to be active, contributing members of the Global Internet
Community.

(SIMTELZ20 is still owned and operated by the Unites States Army at WSMR. Itis connected to
the MILNET, and to the Internet through the facilities of New Mexico Technet, Inc., a private
non-profit corporation, and the WESTNET Regional Network. Access to its archives is
available through Technet and via anonymous FTP.)

@info@farnet.orq

CH®
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YOU WANT YOUR COUSIN To SEND YOU A FILE? EASY.
HE CAN EMAIL IT TO—...OH, ITS 25 r'IB‘? HMM...

DO EITHER OF YOU HAVE AN FTP SERVER? NO, RIGHT.
\
IF YOU HAD WEB HOSTING, YOU CoulD UPLOAD IT...

)
HMM. WE COULD TRY ONE OF THOSE MEGASHAREUPLOAD SITES,
BUT THEYRE FLAKY AND FULL OF DELAYS AND PORN FOPURS.
(
HOW ABOUT AIM DIRECT CONNECT ? ANYONE STILL USE THAT?
\
OH, WAIT, DROPBox! 1T’ THIS RECENT STARTUP FRoM A FEW
YEARS BACK THAT SYNCS FOLDERS BETWEEN COMPUTERS.
YOU JUST NEED TO MAKE AN ACCOUNT, rNSrALLTHE-—

OH, HE :TUST DROVE
OVER T YOUR HOUSE
\Jm—l A USB DRIVE?
UH COOL THAT
i@ LORKS, 720

T LIKE HOW WEVE HAD THE INTERNET FOR DECADES,
YET "SENDING FILES" IS SOMETHING EARLY
ADOPTERS ARE STiLL FIGURING OUT HOW TO DO.

Permanent link to this comic: http://xkcd.com/949/

Image URL (for hotlinking/embedding): http://imgs.xkcd.com
/comics/file transfer.png
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Figure 1: Process of fingerprinting a Video Object
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Figure 2: Computing Spatial Signatures at multiple resolutions. (a) a frame is divided
into 2x2 blocks; (b) a frame is divided into 4x4 blocks.
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Figure 3:; Computing the Base Spatial Signature (BSS) over 2x2 blocks. (a) the mean
pixel value of each block; (b) the ordinal rank of each block; (c) the BSS vector.



U.S. Patent Aug. 30, 2011 Sheet 4 of 6 US 8,009,861 B2

Frames in a video object

. 4
=

- - b‘
pd \
sliding window current frame

Figure 4: Positioning a sliding window in computing Temporal Signatures.
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Figure 5: Computing the Temporal Signature over a downsampled group of
frames. (a) the sum of absolute pixel difference between two consecutive frames;
(b) the ordinal rank of each frame; the TS of the current frme is its ordinal rank.
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1
METHOD AND SYSTEM FOR
FINGERPRINTING DIGITAL VIDEO OBJECT
BASED ON MULTIRESOLUTION,
MULTIRATE SPATIAL AND TEMPORAL
SIGNATURES

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application claims priority to U.S. Provisional Appli-
cation No. 60/795,786, filed Apr. 28, 2006, which is incorpo-
rated by reference herein.

STATEMENT AS TO RIGHTS TO INVENTIONS
MADE UNDER FEDERALLY SPONSORED
RESEARCH OR DEVELOPMENT

Not Applicable

REFERENCE TO A “SEQUENCE LISTING,” A
TABLE, OR A COMPUTER PROGRAM LISTING
APPENDIX SUBMITTED ON A COMPACT DISK

Not Applicable

BACKGROUND OF THE INVENTION

This invention relates to techniques for characterizing and
fingerprinting digital video object. In particular, this inven-
tion relates to method and system for generating a unique and
robust identifier for a digital video object based multiresolu-
tion, multirate spatial and temporal signatures.

Digital video has become very popular in the last decade.
There are many sources from which digital video is created,
recorded and distributed, such as DV camcorders, DVD,
DVR, and video download and streaming over the Internet. A
piece of digital video is called a digital video object or simply
video object in this document. It may be a file that is saved on
a storage media such as a hard disk drive, or a bitstream that
is transmitted over a broadcast channel or over the Internet.
The constantly increasing number of digital video objects and
proliferation of digital video entertainment and services
demand effective and efficient methods and systems for
indexing and identifying digital video objects.

A common method for uniquely identifying a digital object
is to pass it through a hash function that produces a fixed-
length output known as hash sum or message digest. A popu-
larhash function is MDS5 that is specified by RFC 1321. While
ahash sum as an identifier is useful for certain purposes such
as data integrity check, it is often inadequate for content
identifications. For example, a digital video object may be
encoded in various formats such as MPEG4 and Windows
Media, and at various bitrates such as 2 Mbps for broadcast
and 700 Kbps for Internet download. The hash sum value will
be different for each of these formats though the content is the
same. A fingerprint of a digital video object is different from
a hash sum in that the former is a unique identifier for the
video content while the latter is a unique identifier for the file.
Having a unique and robust fingerprint for each and every
video object enables many applications, such as video content
indexing, search and retrieval, content filtering, broadcast
monitoring, and metadata services.

BRIEF SUMMARY OF THE INVENTION

The present invention relates in general to video signal
processing. More particularly, the invention provides a
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method and system for characterizing a digital video object.
Merely by way of example, the invention is described as it
applies to obtaining spatial signatures for multiple resolu-
tions, temporal signatures for multiple frame rates, and/or
spatial-temporal signatures, but it should be recognized that
the invention has a broader range of applicability.

According to an embodiment of the present invention, a
method for generating a fingerprint for a video object
includes obtaining a plurality of frames associated with a
video object. Additionally, the method includes, for each of
the plurality of frames, processing information associated
with the plurality of frames, determining a plurality of spatial
signatures for the each of the plurality of frames based on at
least information associated with the each of the plurality of
frames, and determining a plurality of temporal signatures for
the each of the plurality of frames based on at least informa-
tion associated with the plurality of frames. The plurality of
spatial signatures corresponds to a plurality of resolutions
respectively, and the plurality of temporal signatures corre-
sponding to a plurality of frame rates respectively. Moreover,
the method includes, for each of the plurality of frames,
processing information associated with the plurality of spatial
signatures and the plurality of temporal signatures, and deter-
mining a frame fingerprint for the each of the plurality of
frames, the frame fingerprint including the plurality of spatial
signatures corresponding to the plurality of resolutions
respectively and the plurality of temporal signatures corre-
sponding to the plurality of frame rates respectively. Also, the
method includes processing a plurality of frame fingerprints
for the plurality of frames respectively, the plurality of frame
fingerprints including the frame fingerprint for the each of the
plurality of frames. Additionally, the method includes deter-
mining a video fingerprint for the video object, the video
fingerprint including the plurality of frame fingerprints.

According to another embodiment of the present invention,
a method for generating a spatial signature for a frame of a
video object includes obtaining a frame associated with a
video object, and dividing the frame into a plurality of blocks,
the plurality of blocks corresponding to a plurality of loca-
tions respectively. Each of the plurality of blocks includes a
plurality of pixels, and the plurality of pixels corresponds to a
plurality of pixel values respectively. Additionally, the
method includes determining a plurality of average pixel
values for the plurality of blocks respectively, processing the
plurality of average pixel values, and determining a plurality
of ranks for the plurality of blocks respectively based on at
least information associated with the plurality of average
pixel values. Each of the plurality of ranks corresponds to a
block. Moreover, the method includes processing informa-
tion associated with the plurality of ranks, and determining a
sequence of ranks based on at least information associated
with the plurality of ranks and the plurality of locations. A
spatial signature for the frame includes information associ-
ated with the sequence of ranks.

According to yet another embodiment of the present inven-
tion, a method for generating a temporal signature for a frame
of'a video object includes obtaining a first plurality of frames
associated with a video object. The first plurality of frames
includes at least a frame, each of the first plurality of frames
includes a first plurality of pixels and corresponds to an adja-
cent frame, and the adjacent frame includes a second plurality
ofpixels. Additionally, the method includes processing infor-
mation associated with the first plurality of frames, and deter-
mining a plurality of difference values for the first plurality of
frames respectively. Each of the plurality of difference values
corresponds to the each of'the first plurality of frames and the
adjacent frame. Moreover, the method includes processing
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information associated with the plurality of difference values,
and determining a plurality of ranks corresponding to the first
plurality of frames respectively based on at least information
associated with the plurality of difference values. The plural-
ity of ranks includes a rank corresponding to the frame, and
the rank is a temporal signature for the frame.

According to yet another embodiment of the present inven-
tion, a method for generating a spatial-temporal signature for
aframe of a video object includes obtaining a first plurality of
frames associated with a video object. The first plurality of
frames includes at least a frame, and each of'the first plurality
of frames corresponds to an adjacent frame. Additionally, the
method includes dividing each of the first plurality of frames.
The divided frame includes a first plurality of blocks corre-
sponding to a plurality of locations respectively, each of the
first plurality of blocks corresponds to a second plurality of
blocks including the each of the first plurality of blocks, and
the second plurality of blocks is associated with blocks on the
first plurality of frames respectively. Moreover, the method
includes processing information associated with the first plu-
rality of frames. Also, the method includes, for each of the
first plurality of blocks, determining a plurality of difference
values for the second plurality of blocks respectively. Each of
the plurality of difference values is associated with the each of
the second plurality of blocks and a corresponding block on
the adjacent frame. Additionally, the method includes, for
each of the first plurality of blocks, processing information
associated with the plurality of difference values, determin-
ing a first plurality of ranks corresponding to the second
plurality of blocks respectively based on at least information
associated with the plurality of difference values, processing
information associated with the first plurality of ranks, and
determining a rank for the each of the first plurality of blocks
based on at least information associated with the first plurality
of'ranks. Moreover, the method includes processing informa-
tion associated with a second plurality of ranks corresponding
to the first plurality of blocks respectively, and determining a
sequence of ranks based on at least information associated
with the second plurality of ranks and the plurality of loca-
tions for the first plurality of blocks. The second plurality of
ranks includes the rank, and a spatial-temporal signature for
the frame includes information associated with the sequence
of ranks.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a finger-
print for a video object. The computer readable medium
includes one or more instructions for obtaining a plurality of
frames associated with a video object. Additionally, the com-
puter readable medium includes one or more instructions for,
for each of the plurality of frames, processing information
associated with the plurality of frames, determining a plural-
ity of spatial signatures for the each of the plurality of frames
based on at least information associated with the each of the
plurality of frames, and determining a plurality of temporal
signatures for the each of the plurality of frames based on at
least information associated with the plurality of frames. The
plurality of spatial signatures corresponds to a plurality of
resolutions respectively, and the plurality of temporal signa-
tures corresponds to a plurality of frame rates respectively.
Moreover, the one or more instructions are for, for each of the
plurality of frames, processing information associated with
the plurality of spatial signatures and the plurality of temporal
signatures, and determining a frame fingerprint for the each of
the plurality of frames. The frame fingerprint includes the
plurality of spatial signatures corresponding to the plurality
of resolutions respectively and the plurality of temporal sig-
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natures corresponding to the plurality of frame rates respec-
tively. Also, the computer readable medium includes one or
more instructions for processing a plurality of frame finger-
prints for the plurality of frames respectively, and one or more
instructions for determining a video fingerprint for the video
object. The plurality of frame fingerprints includes the frame
fingerprint for the each of the plurality of frames, and the
video fingerprint includes the plurality of frame fingerprints.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a spatial
signature for a frame ofa video object. The computer readable
medium includes one or more instructions for obtaining a
frame associated with a video object, and one or more instruc-
tions for dividing the frame into a plurality of blocks. The
plurality of blocks corresponds to a plurality of locations
respectively, each of the plurality of blocks includes a plural-
ity of pixels, and the plurality of pixels corresponds to a
plurality of pixel values respectively. Additionally, the com-
puter readable medium includes one or more instructions for
determining a plurality of average pixel values for the plural-
ity of blocks respectively, one or more instructions for pro-
cessing the plurality of average pixel values, and one or more
instructions for determining a plurality of ranks for the plu-
rality of blocks respectively based on at least information
associated with the plurality of average pixel values, each of
the plurality of ranks corresponding to a block. Moreover, the
computer readable medium includes one or more instructions
for processing information associated with the plurality of
ranks, and one or more instructions for determining a
sequence of ranks based on at least information associated
with the plurality of ranks and the plurality of locations. A
spatial signature for the frame includes information associ-
ated with the sequence of ranks.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a temporal
signature for a frame ofa video object. The computer readable
medium includes one or more instructions for obtaining a first
plurality of frames associated with a video object. The first
plurality of frames includes at least a frame, each of the first
plurality of frames includes a first plurality of pixels and
corresponds to an adjacent frame, and the adjacent frame
includes a second plurality of pixels. Additionally, the com-
puter readable medium includes one or more instructions for
processing information associated with the first plurality of
frames, and one or more instructions for determining a plu-
rality of difference values for the first plurality of frames
respectively. Each ofthe plurality of difference values corre-
sponding to the each of the first plurality of frames and the
adjacent frame. Moreover, the computer readable medium
includes one or more instructions for processing information
associated with the plurality of difference values, and one or
more instructions for determining a plurality of ranks corre-
sponding to the first plurality of frames respectively based on
atleast information associated with the plurality of difference
values. The plurality of ranks includes a rank corresponding
to the frame, and the rank is a temporal signature for the
frame.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a spatial-
temporal signature for a frame of a video object. The
computer readable medium includes one or more instructions
for obtaining a first plurality of frames associated with avideo
object. The first plurality of frames includes at least a frame,
and each of the first plurality of frames corresponds to an
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adjacent frame. Additionally, the computer readable medium
includes one or more instructions for dividing each of the first
plurality of frames. The divided frame includes a first plural-
ity of blocks corresponding to a plurality of locations respec-
tively, each of the first plurality of blocks corresponds to a
second plurality of blocks including the each of the first
plurality of blocks, and the second plurality of blocks is
associated with blocks on the first plurality of frames respec-
tively. Moreover, the computer readable medium includes
one or more instructions for processing information associ-
ated with the first plurality of frames. Also, the computer
readable medium includes one or more instructions for, for
each of the first plurality of blocks, determining a plurality of
difference values for the second plurality of blocks respec-
tively, processing information associated with the plurality of
difference values, determining a first plurality of ranks cor-
responding to the second plurality of blocks respectively
based on at least information associated with the plurality of
difference values, processing information associated with the
first plurality of ranks, and determining a rank for the each of
the first plurality of blocks based on at least information
associated with the first plurality of ranks. Each of'the plural-
ity of difference values is associated with the each of the
second plurality of blocks and a corresponding block on the
adjacent frame. Additionally, the computer readable medium
includes one or more instructions for processing information
associated with a second plurality of ranks corresponding to
the first plurality of blocks respectively, and one or more
instructions for determining a sequence of ranks based on at
least information associated with the second plurality of
ranks and the plurality of locations for the first plurality of
blocks. The second plurality of ranks includes the rank, and a
spatial-temporal signature for the frame includes information
associated with the sequence of ranks.

Many benefits are achieved by way of the present invention
over conventional techniques. Certain embodiments of the
present invention can generate a robust fingerprint which
either does not change or change only slightly with different
formats, bitrates, or resolutions, and/or with certain alter-
ations and/or distortions for the same video object. Some
embodiments of the present invention can generate a finger-
print that is highly discriminating so that two video objects
containing different video contents would yield significantly
different fingerprints. Certain embodiments of the present
invention can generate a fingerprint that is compact for stor-
age, and can be stored in a form for efficient search and
matching.

Depending upon embodiment, one or more of these ben-
efits may be achieved. These benefits and various additional
objects, features and advantages of the present invention can
be fully appreciated with reference to the detailed description
and accompanying drawings that follow.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart of the algorithm for charactering and
fingerprinting digital video object according to the present
invention.

FIG. 2 illustrates the ways of subdividing a frame for
computing the Spatial Signatures at multiple resolutions
according to the present invention.

FIG. 3 illustrates the process of computing the Base Spatial
Signature over 2x2 blocks in a specific embodiment accord-
ing to present invention.

FIG. 4 illustrates the positioning of a sliding window for
computing Temporal Signatures according to present inven-
tion.
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FIG. 5 illustrates the process of computing the Temporal
Signature in a downsampled group of frames in a specific
embodiment according to present invention.

FIG. 6 is a simplified system implementing the method for
characterizing and fingerprinting a digital video object
according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention covers method and system for char-
acterizing video content by its intrinsic features and trans-
forming these features into a compact signature or fingerprint.
Because the same video content may be encoded in different
formats, bitrates, or resolutions, and the video content may be
cut, edited, or subject to various degree of distortion, it is
important that the fingerprint characterizing the video object
is robust, to the degree that it is invariant or varying only
slightly under these circumstances. On the other hand, the
fingerprint must be highly discriminating in the sense that two
video objects containing different video content should yield
very different fingerprints. Furthermore, the data representa-
tion of the video fingerprint must be sufficiently compact for
storage, and can be stored in a form for efficient search and
matching.

Fingerprinting Video Object

The process of fingerprinting a video object according to
the present invention is shown with the block diagram in FI1G.
1. Each frame is processed in display order, producing a
spatial signature block (SSB), a temporal signature block
(TSB), and an optional spatial-temporal signature block
(STSB). The SSB consists of one or multiple spatial signa-
tures (SS) in multiple resolutions; the TSB consists of one or
multiple temporal signatures (TS) in multiple framerates; the
STSB consists of spatial-temporal signatures (STS) in mul-
tiple resolutions and multiple framerates. For each frame in a
video object, the SSB, TSB, and STSB form a fingerprint
block of the corresponding frame. The sequence of all finger-
print blocks in frame order form the fingerprint for the video
object. In the following the method for computing SSB, TSB,
and STSB is described. In this specific embodiment, all sig-
natures and the fingerprints are computed in Luma compo-
nent only. In more generalized cases, the signatures and fin-
gerprints can be computed in both Luma and Chroma
components, or in any or all components in RGB or other
color spaces.

Spatial Signatures

Spatial Signatures (SS) for a video frame can be computed
at multiple resolutions. In one implementation according to
the present invention, a frame is divided evenly into 2x2 or 4
blocks of equal size, as shown in FIG. 2(a). This is the lowest
resolution for frame subdivision in computing the SS; the
resulting SS is called Base Spatial Signature, or BSS. Going
up one level in resolution, the frame can be divided into 4x4
or 16 blocks, as shown in FIG. 2(54). Going up further in
resolution by finer frame subdivision, such as 8x8 or 64
blocks, can produce SS in finer resolutions. It is possible to
compute the BSS using a different frame subdivision, such as
3x3 or 9 blocks, and extend to higher resolution by succes-
sively doubling its dimensions to, e.g., 6x6=36 blocks, and
12x12=144 blocks. But we find that computing BSS using
2x2=4 blocks is more robust against certain image transfor-
mations such as an aspect ratio change.

Using the 2x2 block pattern in FIG. 2(a), the BSS is com-
puted as follows:

1. For each block, compute of mean of pixel value as follows:

BCEx(®)NA=123,... N,
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where B, is the mean pixel value of the i-th block, x(k) is a
pixel value inside the i-th block, and N, is the number of
pixels in the i-th block. See an example in FIG. 3(a).

2. Compare and rank the value of B, among the blocks and
assign the ordinal rank to each block. See an example in
FIG. 3(b).

3. Generate the BSS by collecting the ordinal rank of each
block in raster order and forming a BSS vector. See an
example in FIG. 3(¢).

The SS at higher resolution can be computed following the
same steps as above. The only difference is that the SS vector
atahigher resolution has higher dimensions. For example, the
BSS vector computed using 2x2 blocks is of dimension 4,
while the SS vector computed using 4x4 blocks is of dimen-
sion 16.

Since each ordinal rank in 2x2 blocks can be represented
with log 2(4)=2 bits, it’s easy to see that the BSS can be
represented with 4*log 2(4)=8 bits. Similarly, it’s easy to see
that the SS over 4x4 blocks can be represented with 16*log
2(16)=64 bits. Required bits for representing the SS at even
higher resolution can be calculated in a similar way.

The SSB for a frame is formed by stacking the BSS and the
SS at all resolutions that are available. In the specific embodi-
ment that is described above, the SSB can be represented with
8+64=72 bits.

Temporal Signatures

The Temporal Signatures (TS) are computed for each
frame over a sliding time window.

For each frame, the window is positioned such that the
current frame is on the right edge of the window (See FIG. 4).
The position of the window is moved one frame at a time
along the temporal axis. The size of the window is a parameter
that can be adjusted. In one embodiment according to the
present invention, the size of the sliding window is defined to
be 1 second in time. This means there will be a number of
frames falling in the sliding window at any position of the
window, and that number depends on the framerate of the
video object. For example, if the framerate of a video object
is 30 fps, there will be 30 frames in the sliding window at any
position of the window. If the framerate of a video object is
less than 1 fps, there will be no frame inside the sliding
window for any position of the window.

In order to make the TS comparable for video objects of
different framerates, the framerate of each video object is
downsampled to a set of common framerates. The set of
common framerates for a video object to be downsampled to
can be adjusted. Generally speaking, they are designed to be
representative of the TS at multiple framerates. In one
embodiment according to the present invention, the specific
set of common framerates that are used to compute the TS is
16 fps, 12 fps, 24 fps}.

Framerate downsampling to the set of common framerates
produces multiple groups of frames. The TS is computed over
each group of frames, resulting multirate TS. For clarity in
this document, the TS computed from a particularly group
will be labeled by the downsampled framerate of that group.
For example, TS6 indicates that it is the TS computed from
the group of frames of 6 {ps.

Using the downsample set of {6 fps, 12 fps, 24 fps} and
their associated downsampled groups of frames, the TS is
computed in the following steps:

1. For each group of frames, compute the sum of absolute

difference of corresponding pixels between two con-
secutive frames in the group, that is,

D=Slx{k)-x, (0|, k=1,2,3 ... N.
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where i is the index for the i-th frame in the group, and
k=1, 2,3, ..., Nis the pixel index in a frame. See FIG.
5(a)

2. Compare and rank the value of D, among the frames in
the group and assign the ordinal rank to each frame. See
FIG. 5(b).

3 Record the ordinal rank of the current frame (i.e. the
frame on the right edge of the sliding window). This is
the TS of the current frame in the group. See FIG. 5(b).

Since the ordinal rank is no greater than the number of
frames in the group, it is easy to see TS6 can be represented
with v log 2(6)/3 bits; TS12 can be represented with y log
2(12)/4 bits; TS24 can be represented with y log 2(24)/5 bits.
Here the operator y] denotes a mathematical ceiling function.
For example, y4.2/=5.

The TSB for a frame is formed by stacking the TS at all
framerates that are available. In the specific embodiment that
is described above, the TSB can be represented with 3+4+
5=12 bits.

Spatial-Temporal Signatures

Spatial-Temporal Signatures (STS) are computed for each
frame over a sliding window of subdivided frames. Frames
may be subdivided in various ways as described previously
for computing the SS at multiple resolutions. In one specific
embodiment, the frame is subdivided into 2x2 blocks. The TS
is computed for each block in a frame in the same way as
described previously, resulting 4 TS per frame for each down-
sampled group. The STS is formed by collecting the resulting
TS in raster order and put them in a vector. The STSB is
formed by stacking the STS at all framerates that are avail-
able. In this specific embodiment, the STSB can be repre-
sented with 4*(3+4+5)=48 bits.

Fingerprint from Spatial and Temporal Signatures

The collection of SSB, TSB, and optionally STSB for a
frame form the Fingerprint Block (FB) for the corresponding
frame. A sequence of FBs corresponding to each frame in a
video object is defined to be the fingerprint for the video
object. In the specific embodiment that is described in this
document, a FB can be represented with 84 bits without
STSB, or 132 bits with STSB. The fingerprint so defined will
have a data rate 012,520 bits/s (3,930 bits/s if STSB included)
for video objects with framerate of 30 fps.

As discussed above, FIG. 1 is a simplified method for
characterizing and fingerprinting a digital video object
according to an embodiment of the present invention. This
diagram is merely an example, which should not unduly limit
the scope of the claims. One of ordinary skill in the art would
recognize many variations, alternatives, and modifications.
The method 100 includes a process 110 for receiving video
object, a process 120 for obtaining next frame, a process 130
for determining one or more spatial signatures, a process 140
for determining one or more temporal signatures, a process
150 for determining one or more spatial-temporal signatures,
aprocess 160 for storing fingerprint block, and a process 170
for determining whether all frames have been processed.
Although the above has been shown using a selected group of
processes for the method, there can be many alternatives,
modifications, and variations. For example, some of the pro-
cesses may be expanded and/or combined. Other processes
may be inserted to those noted above. Depending upon the
embodiment, the sequence of processes may be interchanged
with others replaced. As an example, some or all processes of
the method are performed by a computer or a processor
directed by a code. In another example, some or all processes
of the method are performed according to instructions
included by a computer-readable medium in a computer pro-
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gram product. Further details of these processes are found
throughout the present specification.

After a video object is received at the process 110, the
video object is processed. For example, the video object is a
piece of video, such as a piece of digital video. In another
example, the video object includes one or more frames, which
are obtained and processed according to FIG. 1. In one
embodiment, the frames are processed in their display order.
In another embodiment, for each frame, a spatial signature
block (SSB), a temporal signature block (TSB), and/or a
spatial-temporal signature block (STSB) are determined. For
example, the SSB includes one or more spatial signatures
(SS) in one or more resolutions; the TSB includes one or more
temporal signatures (TS) in one or more framerates; and/or
the STSB includes one or more spatial-temporal signatures
(STS) in one or more resolutions and one or more framerates.
In yet another embodiment, the SSB, the TSB, and/or the
STSB of the same frame form at least part of a fingerprint
block of this frame. For example, a fingerprint block is a
frame fingerprint. According to FIG. 1, after the fingerprint
block is stored, it is determined whether all frames have been
processed at the process 170. If not all frames have been
processed, next frame is obtained and processed. The
sequence of all fingerprint blocks in frame order form at least
part of fingerprint for the video object according to an
embodiment of the present invention.

Further emphasized here, FIG. 1 is merely an example,
which should not unduly limit the scope of the claims. One of
ordinary skill in the art would recognize many variations,
alternatives, and modifications. For example, the process 170
for determining whether all frames have been processed can
be replaced by a process for determining whether additional
frames need to be processed. In another example, one or more
of'the process 130 for determining one or more spatial signa-
tures, the process 140 for determining one or more temporal
signatures, and the process 150 for determining one or more
spatial-temporal signatures are skipped.

As discussed above, FIG. 2 illustrates examples of subdi-
viding a frame for determining Spatial Signatures at multiple
resolutions according to an embodiment of the present inven-
tion. FIG. 2 includes FIGS. 2(a) and (). These diagrams are
merely examples, which should not unduly limit the scope of
the claims. One of ordinary skill in the art would recognize
many variations, alternatives, and modifications.

As shown in FIG. 2(a), a frame is divided into m, by n,
blocks according to an embodiment. For example, each of m,,
and n, is a positive integer. In another example, m, and n, are
the same or different in value. In yet another example, all of
the m, by n, blocks have the same size. As shown in FIG. 2(5),
the frame is divided into m,, by n,, blocks according to an
embodiment. For example, each of m,, and n,, is a positive
integer. In another example, m,, and n,, are the same or differ-
ent in value. In yet another example, all of the m,, by n,, blocks
have the same size.

In one embodiment, the spatial signature (SS) based onm,,
by n, blocks is called Base Spatial Signature (BSS), and the
spatial signature (SS) based on m,, by n, blocks is called
Spatial Signature (SS) at higher resolution. For example, m,,
is larger than m,, and/or n, is larger than n,. In another
example, both m, and n,, are equal to 2, and both m,, by n,, are
equal to 2 multiplied by 2', where n is a positive integer. In yet
another example, both m, and n, are equal to 3, and both m,,
by n,, are equal to 3 multiplied by 2”.

As discussed above, FIG. 3 illustrates a process of deter-
mining the Base Spatial Signature over 2x2 blocks according
to an embodiment of the present invention. FIG. 3 includes
FIGS. 3(a), (b), and (¢). These diagrams are merely examples,
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which should not unduly limit the scope of the claims. One of
ordinary skill in the art would recognize many variations,
alternatives, and modifications. For example, the BSS based
onm, by n, blocks can be calculated in substantially the same
manner, even if either m, or n, or both are not equal to 2. In
another example, the SS based on m,, by n, blocks can be
calculated in substantially the same manner.

As shown in FIG. 3, the method for determining spatial
signature based on m, by n, blocks or m, by n, blocks
includes the following three processes:

1. For each block, determining average of pixel values as
follows:

Ni
B= ) xk)/N;

k=1

where B, is the average pixel value of the i-th block, x(k) is
the pixel value for the kth pixel inside the i-th block, and N, is
the number of pixels in the i-th block. In one embodiment,
i=1,2,...,m,xn,. Inanotherembodiment, i=1,2,...,m,xn,.

2. Determining a ranking number for each block. For
example, the value of B, is compared among the blocks, and
the ordinal ranking number for the B, is assigned to the cor-
responding block. In one embodiment, the total number of
blocks equals m,xn,, so the ranking number ranges from 1 to
m,xn,. In another embodiment, the total number of blocks
equals m, xn,, so the ranking number ranges from 1 to m,xn,,.

3. Determining spatial signature based on ranking num-
bers. For example, the spatial signature is BSS, or SS at higher
resolution. In another example, the spatial signature includes
avector. Within the vector, the ranking numbers for the blocks
are arranged based on the physical locations of these blocks
within the frame. In one embodiment, the ranking numbers
are collected in raster order and thus a spatial signature is
generated.

After spatial signatures at multiple resolutions are deter-
mined for a frame, the SSB is determined by stacking the BSS
and the SS at one or more higher resolutions according to an
embodiment of the present invention.

FIG. 4 illustrates the positioning of a sliding window for
computing Temporal Signatures according to an embodiment
of the present invention. This diagram is merely an example,
which should not unduly limit the scope of the claims. One of
ordinary skill in the art would recognize many variations,
alternatives, and modifications.

As shown in FIG. 4, for each frame, the sliding window is
positioned such that the current frame is on the right edge of
the window. The position of the window is moved one frame
at a time along the temporal axis. The width of the window is
a parameter that can be adjusted. In one embodiment, the
width of the window is 1 second in time. For example, a
number of frames fall within the sliding window, and the
number of such frames depends on the framerate of the video
object. According to one embodiment, if the framerate used
for determining temporal signature is the original framerate
of'the video object, the frame or frames are the original frame
or frames of the video object. According to another embodi-
ment, if the framerate used for determining temporal signa-
ture is different from the original framerate of the video
object, the frame or frames are the sampled frame or frames of
the video object. For example, the framerate used for deter-
mining temporal signature is lower than the original framer-
ate of the video object, so the video object is temporally
downs amp led.
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For a particular sampled framerate used, the method for
determining temporal signature includes the following three
processes:

1. Determining differences between a frame and its adja-
cent frame. For example, the sum of absolute differences of
corresponding pixels between two consecutive frames is cal-
culated as follows:

N
Dy = k) = xi1 (o)

k=1

where 1 is the index for a frame. For example, D, is calcu-
lated for each frame within the sliding window. Additionally,
k represents the kth pixel and N represents the total number of
pixels in the frame.

2. Determining a ranking number for the current frame. For
example, the value of D, are compared among all the frames
within the sliding window, and the ordinal ranking number
for the D, is assigned to the corresponding frame. In one
embodiment, the ordinal ranking number is assigned to the
current frame, which resides at the right edge of the sliding
window.

3. Recording the ordinal ranking number of the current
frame as the temporal signature of the current frame.

After temporal signatures based on multiple framerates are
determined for a frame, the TSB is determined by stacking the
TS at multiple framerates according to an embodiment of the
present invention.

As discussed above, Spatial-Temporal Signatures (STS)
are computed for each frame over a sliding window of sub-
divided frames according to an embodiment of the present
invention. For example, a frame is divided into m by n blocks,
where each of m and n is a positive integer. In another
example, m and n are the same or different in value. In yet
another example, all of the m by n blocks have the same size.

In one embodiment, the TS is computed for each block in
the frame. For a particular sampled framerate used, the
method for determining temporal signature for each block
includes the following two processes:

1. Determining differences between a block on a frame and
its corresponding block on an adjacent frame. According to
one embodiment, if the framerate used for determining tem-
poral signature is the original framerate of the video object,
the frames are the original frames of the video object. Accord-
ing to another embodiment, if the framerate used for deter-
mining temporal signature is different from the original fram-
erate of the video object, the frames are the sampled frames of
the video object. For example, the framerate used for deter-
mining temporal signature is lower than the original framer-
ate of the video object, so the video object is temporally
downsampled.

For example, the sum of absolute differences of corre-
sponding pixels between two corresponding blocks on two
consecutive frames is calculated as follows:

N
D= itk = xi (0

k=1

where 1 is the index for a frame. For example, D, is calcu-
lated for the corresponding block of each frame within the
sliding window. Additionally, k represents the kth pixel
within the corresponding block, and N represents the total
number of pixels in the block.

—
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2. Determining a ranking number for the block on the
current frame. For example, the value of D, are compared
among all the corresponding blocks on all the frames within
the sliding window, and the ordinal ranking number for the D,
is assigned to the corresponding block. In one embodiment,
the ordinal ranking number is assigned to the block on the
current frame, which resides at the right edge of the sliding
window.

These two processes are repeated to determine the ordinal
ranking numbers for all m-by-n blocks on the current frame
according to an embodiment. The spatial-temporal signature
is then determined based on ranking numbers of blocks on the
current frame. For example, the spatial-temporal signature
includes a vector. Within the vector, the ranking numbers for
the blocks are arranged based on the physical locations of
these blocks within the current frame. In one embodiment, the
ranking numbers are collected in raster order and thus a
spatial-temporal signature is generated.

As discussed, the spatial-temporal signature is determined
based on the framerate used for determining the TS for each
block of the current frame. In one embodiment, spatial-tem-
poral signatures are determined based on multiple framerates
for the current frame, and the STSB is determined by stacking
the STS at multiple framerates according to an embodiment
of the present invention.

For each frame, one or more of SSB, TSB, and STSB, with
or without any other information, can form the Fingerprint
Block (FB) for the corresponding frame according to an
embodiment of the present invention. For example, a Finger-
print Block (FB) is a frame fingerprint, which includes one or
more spatial signatures, one or more temporal signatures,
and/or one or more spatial-temporal signatures. For a
sequence of frames of a video object, the corresponding
sequence of FBs can be used as the fingerprint for the video
object according to another embodiment of the present inven-
tion. For example, if the framerate used for determining tem-
poral signature is the original framerate of the video object,
the frames are the original frames of the video object. Accord-
ing to another embodiment, if the framerate used for deter-
mining temporal signature is different from the original fram-
erate of the video object, the frames are the sampled frames of
the video object. The fingerprint of the video object is stored
in a database according to an embodiment of the present
invention. For example, the database includes one or more
fingerprints of one or more corresponding video objects.

FIG. 6 is a simplified system implementing the method 100
for characterizing and fingerprinting a digital video object
according to an embodiment of the present invention. This
diagram is merely an example, which should not unduly limit
the scope of the claims. One of ordinary skill in the art would
recognize many variations, alternatives, and modifications.
The system 600 includes a decoder module 610, a fingerprint-
ing module 620, a fingerprint database 630, and an applica-
tion policy module 640. Although the above has been shown
using a selected group of components for the system, there
can be many alternatives, modifications, and variations. For
example, some of the modules may be expanded and/or com-
bined. Other modules may be inserted to those noted above.
Depending upon the embodiment, the arrangement of mod-
ules may be interchanged with others replaced. As an
example, some or all processes of the method are performed
by a computer or a processor directed by a code. In another
example, some or all processes of the method are performed
according to instructions included by a computer-readable
medium in a computer program product. Further details of
these processes are found throughout the present specifica-
tion.
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As shown in FIG. 6, an input video is decoded by the
decoder module 610 and fed to the fingerprinting module 620.
The fingerprinting module 620 performs the method 100
according to an embodiment of the present invention. For
example, the fingerprinting module 620 is implemented
according to FIGS. 1, 2, 3, 4, and/or 5. The resulting video
fingerprint is compared to the ones stored in the fingerprint
database for identification, and the identification result is
returned to the application along with associated metadata
(e.g., title and ownership of the video content). Based on the
identification result, the application applies certain policy at
the application policy module 640. For example, if the video
is identified to be a pirated version or copy, the application
applies filtering.

As discussed above and further emphasized here, FIG. 6 is
merely an example, which should not unduly limit the scope
of'the claims. One of ordinary skill in the art would recognize
many variations, alternatives, and modifications. For
example, anyone of the modules 610, 620, 630, and 640 can
be either hardware or software, or a combination of hardware
and software. In another example, the fingerprint database
630 can be embedded in an application or resided outside the
application on a local hard drive or a remote server.

According to another embodiment of the present invention,
a method for generating a fingerprint for a video object
includes obtaining a plurality of frames associated with a
video object. Additionally, the method includes, for each of
the plurality of frames, processing information associated
with the plurality of frames, determining a plurality of spatial
signatures for the each of the plurality of frames based on at
least information associated with the each of the plurality of
frames, and determining a plurality of temporal signatures for
the each of the plurality of frames based on at least informa-
tion associated with the plurality of frames. The plurality of
spatial signatures corresponds to a plurality of resolutions
respectively, and the plurality of temporal signatures corre-
sponding to a plurality of frame rates respectively. Moreover,
the method includes, for each of the plurality of frames,
processing information associated with the plurality of spatial
signatures and the plurality of temporal signatures, and deter-
mining a frame fingerprint for the each of the plurality of
frames, the frame fingerprint including the plurality of spatial
signatures corresponding to the plurality of resolutions
respectively and the plurality of temporal signatures corre-
sponding to the plurality of frame rates respectively. Also, the
method includes processing a plurality of frame fingerprints
for the plurality of frames respectively, the plurality of frame
fingerprints including the frame fingerprint for the each of the
plurality of frames. Additionally, the method includes deter-
mining a video fingerprint for the video object, the video
fingerprint including the plurality of frame fingerprints. For
example, the method is implemented according to FIGS. 1, 2,
3, 4, and/or 5.

According to yet another embodiment of the present inven-
tion, a method for generating a spatial signature for a frame of
a video object includes obtaining a frame associated with a
video object, and dividing the frame into a plurality of blocks,
the plurality of blocks corresponding to a plurality of loca-
tions respectively. Each of the plurality of blocks includes a
plurality of pixels, and the plurality of pixels corresponds to a
plurality of pixel values respectively. Additionally, the
method includes determining a plurality of average pixel
values for the plurality of blocks respectively, processing the
plurality of average pixel values, and determining a plurality
of ranks for the plurality of blocks respectively based on at
least information associated with the plurality of average
pixel values. Each of the plurality of ranks corresponds to a
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block. Moreover, the method includes processing informa-
tion associated with the plurality of ranks, and determining a
sequence of ranks based on at least information associated
with the plurality of ranks and the plurality of locations. A
spatial signature for the frame includes information associ-
ated with the sequence of ranks. For example, the method is
implemented according to FIGS. 1, 2, and/or 3.

According to yet another embodiment of the present inven-
tion, a method for generating a temporal signature for a frame
of'a video object includes obtaining a first plurality of frames
associated with a video object. The first plurality of frames
includes at least a frame, each of the first plurality of frames
includes a first plurality of pixels and corresponds to an adja-
cent frame, and the adjacent frame includes a second plurality
ofpixels. Additionally, the method includes processing infor-
mation associated with the first plurality of frames, and deter-
mining a plurality of difference values for the first plurality of
frames respectively. Each of the plurality of difference values
corresponds to the each of'the first plurality of frames and the
adjacent frame. Moreover, the method includes processing
information associated with the plurality of difference values,
and determining a plurality of ranks corresponding to the first
plurality of frames respectively based on at least information
associated with the plurality of difference values. The plural-
ity of ranks includes a rank corresponding to the frame, and
the rank is a temporal signature for the frame. For example,
the method is implemented according to FIGS. 1, 4, and/or 5.

According to yet another embodiment of the present inven-
tion, a method for generating a spatial-temporal signature for
aframe of a video object includes obtaining a first plurality of
frames associated with a video object. The first plurality of
frames includes at least a frame, and each of'the first plurality
of frames corresponds to an adjacent frame. Additionally, the
method includes dividing each of the first plurality of frames.
The divided frame includes a first plurality of blocks corre-
sponding to a plurality of locations respectively, each of the
first plurality of blocks corresponds to a second plurality of
blocks including the each of the first plurality of blocks, and
the second plurality of blocks is associated with blocks on the
first plurality of frames respectively. Moreover, the method
includes processing information associated with the first plu-
rality of frames. Also, the method includes, for each of the
first plurality of blocks, determining a plurality of difference
values for the second plurality of blocks respectively. Each of
the plurality of difference values is associated with the each of
the second plurality of blocks and a corresponding block on
the adjacent frame. Additionally, the method includes, for
each of the first plurality of blocks, processing information
associated with the plurality of difference values, determin-
ing a first plurality of ranks corresponding to the second
plurality of blocks respectively based on at least information
associated with the plurality of difference values, processing
information associated with the first plurality of ranks, and
determining a rank for the each of the first plurality of blocks
based on at least information associated with the first plurality
of ranks. Moreover, the method includes processing informa-
tion associated with a second plurality of ranks corresponding
to the first plurality of blocks respectively, and determining a
sequence of ranks based on at least information associated
with the second plurality of ranks and the plurality of loca-
tions for the first plurality of blocks. The second plurality of
ranks includes the rank, and a spatial-temporal signature for
the frame includes information associated with the sequence
of ranks. For example, the method is implemented according
to FIGS. 1, 2, 3, 4, and/or 5.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
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able medium including instructions for generating a finger-
print for a video object. The computer readable medium
includes one or more instructions for obtaining a plurality of
frames associated with a video object. Additionally, the com-
puter readable medium includes one or more instructions for,
for each of the plurality of frames, processing information
associated with the plurality of frames, determining a plural-
ity of spatial signatures for the each of the plurality of frames
based on at least information associated with the each of the
plurality of frames, and determining a plurality of temporal
signatures for the each of the plurality of frames based on at
least information associated with the plurality of frames. The
plurality of spatial signatures corresponds to a plurality of
resolutions respectively, and the plurality of temporal signa-
tures corresponds to a plurality of frame rates respectively.
Moreover, the one or more instructions are for, for each of the
plurality of frames, processing information associated with
the plurality of spatial signatures and the plurality of temporal
signatures, and determining a frame fingerprint for the each of
the plurality of frames. The frame fingerprint includes the
plurality of spatial signatures corresponding to the plurality
of resolutions respectively and the plurality of temporal sig-
natures corresponding to the plurality of frame rates respec-
tively. Also, the computer readable medium includes one or
more instructions for processing a plurality of frame finger-
prints for the plurality of frames respectively, and one or more
instructions for determining a video fingerprint for the video
object. The plurality of frame fingerprints includes the frame
fingerprint for the each of the plurality of frames, and the
video fingerprint includes the plurality of frame fingerprints.
For example, the computer program product is implemented
according to FIGS. 1, 2, 3, 4, 5 and/or 6.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a spatial
signature for a frame ofa video object. The computer readable
medium includes one or more instructions for obtaining a
frame associated with a video object, and one or more instruc-
tions for dividing the frame into a plurality of blocks. The
plurality of blocks corresponds to a plurality of locations
respectively, each of the plurality of blocks includes a plural-
ity of pixels, and the plurality of pixels corresponds to a
plurality of pixel values respectively. Additionally, the com-
puter readable medium includes one or more instructions for
determining a plurality of average pixel values for the plural-
ity of blocks respectively, one or more instructions for pro-
cessing the plurality of average pixel values, and one or more
instructions for determining a plurality of ranks for the plu-
rality of blocks respectively based on at least information
associated with the plurality of average pixel values, each of
the plurality of ranks corresponding to a block. Moreover, the
computer readable medium includes one or more instructions
for processing information associated with the plurality of
ranks, and one or more instructions for determining a
sequence of ranks based on at least information associated
with the plurality of ranks and the plurality of locations. A
spatial signature for the frame includes information associ-
ated with the sequence of ranks. For example, the computer
program product is implemented according to FIGS. 1, 2, 3,
and/or 6.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a temporal
signature for a frame ofa video object. The computer readable
medium includes one or more instructions for obtaining a first
plurality of frames associated with a video object. The first
plurality of frames includes at least a frame, each of the first
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plurality of frames includes a first plurality of pixels and
corresponds to an adjacent frame, and the adjacent frame
includes a second plurality of pixels. Additionally, the com-
puter readable medium includes one or more instructions for
processing information associated with the first plurality of
frames, and one or more instructions for determining a plu-
rality of difference values for the first plurality of frames
respectively. Each ofthe plurality of difference values corre-
sponding to the each of the first plurality of frames and the
adjacent frame. Moreover, the computer readable medium
includes one or more instructions for processing information
associated with the plurality of difference values, and one or
more instructions for determining a plurality of ranks corre-
sponding to the first plurality of frames respectively based on
atleast information associated with the plurality of difference
values. The plurality of ranks includes a rank corresponding
to the frame, and the rank is a temporal signature for the
frame. For example, the computer program product is imple-
mented according to FIGS. 1, 4, 5 and/or 6.

According to yet another embodiment of the present inven-
tion, a computer program product includes a computer read-
able medium including instructions for generating a spatial-
temporal signature for a frame of a video object. The
computer readable medium includes one or more instructions
for obtaining a first plurality of frames associated with avideo
object. The first plurality of frames includes at least a frame,
and each of the first plurality of frames corresponds to an
adjacent frame. Additionally, the computer readable medium
includes one or more instructions for dividing each of the first
plurality of frames. The divided frame includes a first plural-
ity of blocks corresponding to a plurality of locations respec-
tively, each of the first plurality of blocks corresponds to a
second plurality of blocks including the each of the first
plurality of blocks, and the second plurality of blocks is
associated with blocks on the first plurality of frames respec-
tively. Moreover, the computer readable medium includes
one or more instructions for processing information associ-
ated with the first plurality of frames. Also, the computer
readable medium includes one or more instructions for, for
each of'the first plurality of blocks, determining a plurality of
difference values for the second plurality of blocks respec-
tively, processing information associated with the plurality of
difference values, determining a first plurality of ranks cor-
responding to the second plurality of blocks respectively
based on at least information associated with the plurality of
difference values, processing information associated with the
first plurality of ranks, and determining a rank for the each of
the first plurality of blocks based on at least information
associated with the first plurality of ranks. Each of the plural-
ity of difference values is associated with the each of the
second plurality of blocks and a corresponding block on the
adjacent frame. Additionally, the computer readable medium
includes one or more instructions for processing information
associated with a second plurality of ranks corresponding to
the first plurality of blocks respectively, and one or more
instructions for determining a sequence of ranks based on at
least information associated with the second plurality of
ranks and the plurality of locations for the first plurality of
blocks. The second plurality of ranks includes the rank, and a
spatial-temporal signature for the frame includes information
associated with the sequence of ranks. For example, the com-
puter program product is implemented according to FIGS. 1,
2,3,4,5 and/or 6.

The present invention has various advantages. Certain
embodiments of the present invention can generate a robust
fingerprint which either does not change or change only
slightly with different formats, bitrates, or resolutions, and/or
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with certain alterations and/or distortions for the same video
object. Some embodiments of the present invention can gen-
erate a fingerprint that is highly discriminating so that two
video objects containing different video contents would yield
significantly different fingerprints. Certain embodiments of
the present invention can generate a fingerprint that is com-
pact for storage, and can be stored in a form for efficient
search and matching.

Although specific embodiments of the present invention
have been described, it will be understood by those of skill in
the art that there are other embodiments that are equivalent to
the described embodiments. Accordingly, it is to be under-
stood that the invention is not to be limited by the specific
illustrated embodiments, but only by the scope of the
appended claims.

What is claimed is:

1. A computer implemented method for generating a fin-
gerprint for a video object that is performed by a computer
system programmed to perform the method, comprising:

obtaining, by the computer system, a plurality of frames

associated with a video object;
for each of the plurality of frames,
processing, by the computer system, information asso-
ciated with the plurality of frames;
determining, by the computer system, a plurality of spa-
tial signatures for the each of the plurality of frames
based on at least information associated with the each
of the plurality of frames, the plurality of spatial sig-
natures corresponding to a plurality of resolutions
respectively;
determining, by the computer system, a plurality of tem-
poral signatures for the each of the plurality of frames
based on at least information associated with the plu-
rality of frames, the plurality of temporal signatures
corresponding to a plurality of frame rates respec-
tively;
processing, by the computer system, information asso-
ciated with the plurality of spatial signatures and the
plurality of temporal signatures; and
determining a frame fingerprint for the each of the plu-
rality of frames, the frame fingerprint including the
plurality of spatial signatures corresponding to the
plurality of resolutions respectively and the plurality
of temporal signatures corresponding to the plurality
of frame rates respectively;
processing, by the computer system, a plurality of frame
fingerprints for the plurality of frames respectively, the
plurality of frame fingerprints including the frame fin-
gerprint for the each of the plurality of frames;

determining, by the computer system, a video fingerprint
for the video object, the video fingerprint including the
plurality of frame fingerprints; and

storing, by the computer system, the video fingerprint for

the video object in a data storage separate from the video
object, wherein the video object is not modified by the
video fingerprint.

2. The method of claim 1, and further comprising:

for the each of the plurality of frames,

determining, by the computer system, a plurality of spatial-

temporal signatures for the each of the plurality of
frames based on at least information associated with the
plurality of frames, the plurality of spatial-temporal sig-
natures corresponding to a plurality of combinations of
resolutions and frame rates respectively;

processing, by the computer system, information associ-

ated with the plurality of spatial-temporal signatures;
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wherein the frame fingerprint further including the plural-
ity of spatial-temporal signatures corresponding to the
plurality of combinations of resolutions and frame rates
respectively.

3. The method of claim 1, and further comprising:

for the each of the plurality of frames, storing, by the

computer system the frame fingerprint for the each ofthe
plurality of frames in the data storage.
4. The method of claim 1, and further comprising storing,
by the computer system, the video fingerprint for the video
object in a video fingerprint database.
5. The method of claim 1 wherein the determining a plu-
rality of spatial signatures comprises for each of the plurality
of resolutions, dividing, by the computer system, the each of
the plurality of frames into a number of columns and a num-
ber of rows, the each of the plurality of resolutions begin
represented by, at least, the number of columns and the num-
ber of rows.
6. The method of claim 1 wherein the determining a plu-
rality of temporal signatures comprises for each of the plu-
rality of frame rates, determining, by the computer system, a
difference value corresponding to the each of the plurality of
frames and an adjacent frame associated with the each of the
plurality of frames, the each of the plurality of frame rates
being inversely proportional to an time interval between the
each of the plurality of frames and the adjacent frame.
7. A computer implemented method for generating a spa-
tial signature for a frame of a video object with a computer
system programmed to perform the method, comprising:
obtaining, by the computer system, a frame associated with
a video object;

dividing, by the computer system, the frame into a plurality
of blocks, the plurality of blocks corresponding to a
plurality of locations respectively, each of the plurality
of blocks including a plurality of pixels, the plurality of
pixels corresponding to a plurality of pixel values
respectively;

determining, by the computer system, a plurality of aver-

age pixel values for the plurality of blocks respectively;
processing, by the computer system, the plurality of aver-
age pixel values;

determining, by the computer system, a plurality of ranks

for the plurality of blocks respectively based on at least
information associated with the plurality of average
pixel values, each ofthe plurality of ranks corresponding
to a block;

processing, by the computer system, information associ-

ated with the plurality of ranks;

determining, by the computer system, a sequence of ranks

based on at least information associated with the plural-
ity of ranks and the plurality of locations; and

storing a spatial signature for the frame in a data storage

separate from the video object, wherein the spatial sig-
nature for the frame includes information associated
with the sequence of ranks, and wherein the frame of the
video object is not modified by the spatial signature.

8. The method of claim 7 wherein the determining a
sequence of ranks comprises:

scanning, by the computer system, the plurality of blocks

based on a predetermined pattern;

determining, by the computer system, a sequence of blocks

as a result of the scanning process; and

arranging, by the computer system, the each of the plurality

of ranks based on a location of the corresponding block
in the sequence of blocks.

9. The method of claim 8 wherein the predetermined pat-
tern is associated with a raster scan.
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10. The method of claim 7 wherein the plurality of ranks is
a plurality of ordinal ranks.

11. The method of claim 7 wherein:

the dividing the frame into a plurality of blocks includes

dividing, by the computer system, the frame into a num-
ber of columns and a number of rows;

wherein the spatial signature for the frame corresponds to

a resolution represented by, at least, the number of col-
umns and the number of rows.
12. The method of claim 11 wherein the resolution is a base
resolution, and the spatial signature is a based spatial signa-
ture.
13. A computer implemented method for generating a tem-
poral signature for a frame of a video object that is performed
by a computer system programmed to perform the method,
comprising:
obtaining, by the computer system, a first plurality of
frames associated with a video object, the first plurality
of frames including at least a frame, each of the first
plurality of frames including a first plurality of pixels
and corresponding to an adjacent frame, the adjacent
frame including a second plurality of pixels;

processing, by the computer system, information associ-
ated with the first plurality of frames;
determining, by the computer system, a plurality of difter-
ence values for the first plurality of frames respectively,
each of the plurality of difference values corresponding
to the each of the first plurality of frames and the adja-
cent frame;
processing, by the computer system, information associ-
ated with the plurality of difference values;

determining, by the computer system, a plurality of ranks
corresponding to the first plurality of frames respec-
tively based on at least information associated with the
plurality of difference values, the plurality of ranks
including a rank corresponding to the frame, the rank
being a temporal signature for the frame; and

storing, by the computer system, the temporal signature for

the frame in a data store separate from the video object,
wherein the first plurality of frames associated with the
video object are not modified by the temporal signature.

14. The method of claim 13, and further comprising:

obtaining, by the computer system, a second plurality of

frames;
processing, by the computer system, information associ-
ated with the second plurality of frames; and

determining, by the computer system, the first plurality of
frames based on at least information associated with the
second plurality of frames.

15. The method of claim 14 wherein the determining the
first plurality of frames comprises:

receiving, by the computer system, information associated

with a time period including a start time and an end time;
placing, by the computer system, the frame at the start time
of the time period; and

selecting, by the computer system, at least some frames

from the second plurality of frames within the time
period, the first plurality of frames including the selected
frames.

16. The method of claim 13 wherein the determining a
plurality of difference values comprises:

for the each of the first plurality of frames,

determining, by the computer system, magnitudes of dif-

ferences between first values for the first plurality of
pixels and second values for the second plurality of
pixels respectively;
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summing, by the computer system, the magnitudes of dif-
ferences to determine one of the plurality of difference
values.

17. The method of claim 13 wherein the plurality of ranks
is a plurality of ordinal ranks.

18. The method of claim 13 wherein:

the first plurality of frames corresponds to a first frame rate,

the rank being the temporal signature for the frame cor-
responding to the first frame rate.

19. The method of claim 18, wherein

the video object corresponds to a second frame rate;

wherein if the first frame rate is lower than the second

frame rate, the first plurality of frames are down-
sampled frames for the video object.
20. A computer implemented method for generating a spa-
tial-temporal signature for a frame of a video object with a
computer system programmed to perform the method, com-
prising:
obtaining, by the computer system, a first plurality of
frames associated with a video object, the first plurality
of frames including at least a frame, each of the first
plurality of frames corresponding to an adjacent frame;

dividing, by the computer system, each of the first plurality
of frames, wherein the divided frame includes a first
plurality of blocks corresponding to a plurality of loca-
tions respectively, each of the first plurality of blocks
corresponding to a second plurality of blocks including
the each of the first plurality of blocks, the second plu-
rality of blocks being associated with blocks on the first
plurality of frames respectively;

processing, by the computer system, information associ-

ated with the first plurality of frames;

for each of the first plurality of blocks,

determining, by the computer system, a plurality of dif-
ference values for the second plurality of blocks
respectively, each of the plurality of difference values
being associated with the each of the second plurality
of blocks and a corresponding block on the adjacent
frame;

processing, by the computer system, information asso-
ciated with the plurality of difference values;

determining, by the computer system, a first plurality of
ranks corresponding to the second plurality of blocks
respectively based on at least information associated
with the plurality of difference values;

processing, by the computer system, information asso-
ciated with the first plurality of ranks;

determining, by the computer system, a rank for the each
of the first plurality of blocks based on at least infor-
mation associated with the first plurality of ranks;

processing, by the computer system, information asso-
ciated with a second plurality of ranks corresponding
to the first plurality of blocks respectively, the second
plurality of ranks including the rank;

determining, by the computer system, a sequence of
ranks based on at least information associated with
the second plurality of ranks and the plurality of loca-
tions for the first plurality of blocks; and

storing, by the computer system, a spatial-temporal sig-
nature for the frame independent of the video object,
wherein the spatial-temporal signature for the frame
includes information associated with the sequence of
ranks, and wherein the first plurality of frames asso-
ciated with the video object are not modified by the
spatial-temporal signature.

21. The method of claim 20 wherein the first plurality of
blocks are on a same frame at a same instant in time.
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22. The method of claim 20 wherein the second plurality of
blocks are at a same location on different frames respectively
along a temporal axis.

23. The method of claim 20 wherein the determining a
sequence of ranks comprises:

scanning, by the computer system, the first plurality of

blocks based on a predetermined pattern;
determining, by the computer system, a sequence of blocks
on the frame as a result of the scanning process; and

arranging, by the computer system, the each of the second
plurality of ranks based on a location of the correspond-
ing block in the sequence of blocks.

24. The method of claim 20 wherein:

the first plurality of frames corresponds to a first frame rate,

the spatial-temporal signature for the frame correspond-
ing to the first frame rate.

25. The method of claim 24, wherein

the video object corresponds to a second frame rate;

ifthe first frame rate is lower than the second frame rate, the

first plurality of frames are down-sampled frames for the
video object.

26. The method of claim 20, and further comprising:

obtaining, by the computer system, a second plurality of

frames;

processing, by the computer system, information associ-

ated with the second plurality of frames;

determining, by the computer system, the first plurality of

frames based on at least information associated with the
second plurality of frames.

27. The method of claim 26 wherein the determining the
first plurality of frames comprises:

receiving, by the computer system, information associated

with a time period including a start time and an end time;
placing, by the computer system, the frame at the start time
of the time period; and

selecting, by the computer system, at least some frames

from the second plurality of frames within the time
period, the first plurality of frames including the selected
frames.

28. A non-transitory computer readable medium including
instructions that programs a processor of a computer system
to generate a fingerprint for a video object, the non-transitory
computer readable medium comprising:

one or more instructions that programs the processor to

obtain a plurality of frames associated with a video
object;

one or more instructions for each of the plurality of frames,

that programs the processor to process information asso-
ciated with the plurality of frames;

that programs the processor to determine a plurality of
spatial signatures for the each of the plurality of
frames based on at least information associated with
the each of the plurality of frames, the plurality of
spatial signatures corresponding to a plurality of reso-
lutions respectively;

that programs the processor to determine a plurality of
temporal signatures for the each of the plurality of
frames based on at least information associated with
the plurality of frames, the plurality of temporal sig-
natures corresponding to a plurality of frame rates
respectively;

that programs the processor to process information asso-
ciated with the plurality of spatial signatures and the
plurality of temporal signatures;

that programs the processor to determine a frame finger-
print for the each of the plurality of frames, the frame
fingerprint including the plurality of spatial signa-
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tures corresponding to the plurality of resolutions
respectively and the plurality of temporal signatures
corresponding to the plurality of frame rates respec-
tively;

5 one or more instructions that programs the processor to
process a plurality of frame fingerprints for the plurality
of frames respectively, the plurality of frame fingerprints
including the frame fingerprint for the each of the plu-
rality of frames;

one or more instructions that programs the processor to
determine a video fingerprint for the video object, the
video fingerprint including the plurality of frame finger-
prints; and

one or more instructions that programs to processor to store
the video fingerprint for the video object in a memory
storage separately from the video object, wherein the
plurality of frames associated with the video object are
not modified.

29. A non-transitory computer readable medium including

20 instructions that programs a processor of a computer system

to generate a spatial signature for a frame of a video object,

the non-transitory computer readable medium comprising:
one or more instructions that programs the processor to
obtain a frame associated with a video object;
one or more instructions that programs the processor to
divide the frame into a plurality of blocks, the plurality
of blocks corresponding to a plurality of locations
respectively, each of the plurality of blocks including a
plurality of pixels, the plurality of pixels corresponding
to a plurality of pixel values respectively;
one or more instructions that programs the processor to
determine a plurality of average pixel values for the
plurality of blocks respectively;
one or more instructions that programs the processor to
process the plurality of average pixel values;
one or more instructions that programs the processor to
determine a plurality of ranks for the plurality of blocks
respectively based on at least information associated
with the plurality of average pixel values, each of the
plurality of ranks corresponding to a block;
one or more instructions that programs the processor to
process information associated with the plurality of
ranks;
one or more instructions that programs the processor to
determine a sequence of ranks based on at least infor-
mation associated with the plurality of ranks and the
plurality of locations; and
one or more instructions that programs the processor to
store a spatial signature for the frame in a memory sepa-
rately from the video object, wherein the spatial signa-
ture for the frame includes information associated with
the sequence of ranks, wherein the frame associated with
the video object is not modified by the spatial signature.
30. A non-transitory computer readable medium including
instructions that programs a processor of a computer system
to generate a temporal signature for a frame of a video object,
the non-transitory computer readable medium comprising:
one or more instructions that programs the processor to
obtain a first plurality of frames associated with a video
object, the first plurality of frames including at least a
frame, each of the first plurality of frames including a
first plurality of pixels and corresponding to an adjacent
frame, the adjacent frame including a second plurality of
pixels;
one or more instructions that programs the processor to
process information associated with the first plurality of
frames;
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one or more instructions that programs the processor to
determine a plurality of difference values for the first
plurality of frames respectively, each of the plurality of
difference values corresponding to the each of the first
plurality of frames and the adjacent frame;
one or more instructions that programs the processor to
process information associated with the plurality of dif-
ference values;
one or more instructions that programs the processor to
determine a plurality of ranks corresponding to the first
plurality of frames respectively based on at least infor-
mation associated with the plurality of difference values,
the plurality of ranks including a rank corresponding to
the frame, the rank being a temporal signature for the
frame; and
one or more instructions that programs the processor to
store the temporal signature for the frame in a fingerprint
database separate from the video object, wherein the
video object is not modified by the temporal signature.
31. A non-transitory computer readable medium including
instructions that programs a processor a computer system to
generate a spatial-temporal signature for a frame of a video
object, the non-transitory computer readable medium com-
prising:
one or more instructions that programs the processor to
obtain a first plurality of frames associated with a video
object, the first plurality of frames including at least a
frame, each of the first plurality of frames corresponding
to an adjacent frame;
one or more instructions that programs the processor to
dividing each of the first plurality of frames, wherein the
divided frame includes a first plurality of blocks corre-
sponding to a plurality of locations respectively, each of
the first plurality of blocks corresponding to a second
plurality of blocks including the each of the first plural-
ity of blocks, the second plurality of blocks being asso-
ciated with blocks on the first plurality of frames respec-
tively;
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one or more instructions that programs the processor to
process information associated with the first plurality of
frames;

one or more instructions, for each of the first plurality of
blocks,

that programs the processor to determine a plurality of
difference values for the second plurality of blocks
respectively, each of the plurality of difference values
being associated with the each of the second plurality of
blocks and a corresponding block on the adjacent frame;

that programs the processor to process information associ-
ated with the plurality of difference values;

that programs the processor to determine a first plurality of
ranks corresponding to the second plurality of blocks
respectively based on at least information associated
with the plurality of difference values;

that programs the processor to process information associ-
ated with the first plurality of ranks;

that programs the processor to determine a rank for the
each of the first plurality of blocks based on at least
information associated with the first plurality of ranks;

one or more instructions for processing information asso-
ciated with a second plurality of ranks corresponding to
the first plurality of blocks respectively, the second plu-
rality of ranks including the rank;

one or more instructions that programs the processor to
determine a sequence of ranks based on at least infor-
mation associated with the second plurality of ranks and
the plurality of locations for the first plurality of blocks;
and

one or more instructions that programs the processor to
store the spatial-temporal signature for the frame in a
fingerprint database separate from the video object,
wherein the spatial-temporal signature for the frame
includes information associated with the sequence of
ranks, and wherein the video object is not modified by
the spatial-temporal signature.

#* #* #* #* #*
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Ref. No: 504432
201011 16

To: Mr. Patrick Owens
Senior Analyst
Costing and Competitive Services
Canadian Radio-television and
Telecommunications Commission
Ottawa, Ontario
K1A ON2

Subject: Complaint regarding Bell Canada’s Internet traffic management practices

Dear Mr. Owens, 5.19{1)

1. Bell Canada (or the Company) is in receipt of a Commission staff letter dated
27 October 2010, indicating that Commission staff received a complaint regarding Internet traffic

management practices (ITMPs) applied by the Company. The complaint by
attached to the Commission staff letter alleges that the Company has “decided to throttle (i.e.
lower the bandwidth) on websites beyond only P2P (peer to peer) traffic as stated on the
Company’s ““Network Management” web page.” More particularly, Mr. Singh states that
downloads from the website www.hotfile.com are being ‘throttled” and requests that the
Company be required to specify which websites it “throtties” pursuant to its ITMPs. The
following constitutes the Company'’s response.

2. As the Company has consistently stated, it does not intentionally shape any non-P2P
file-sharing traffic as part of its network management practices and, as such, there are no
websites that the Company “targets” for traffic shaping. However, as the Company has stated
in the past, the deployment of any network technology such as technical ITMPs may have some
unintended consequences and the Company encourages its customers to bring such
unintended consequences to its attention in order to resolve them.”

' See Bell Canada(CRTC)15May08-6 CAIP Part VIl and The Companies(CRTC)4Dec08-15 PN 2008-19.

Beli Canada

Suzanne Morin

Floor 19

160 Elgin Street

Ottawa, Ontario K2P 2C4

Telephone: (613) 785-6282
Facsimile: (613) 560-0472
bell.regulato beli.ca
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3. As a result of the complaint letter, the Company has performed various tests in an
attempt to recreate the reported problem. As accurately indicated in the complaint letter,
www.hotfile.com is a storage type of site that leverages http (web) direct downloading
mechanisms for the sharing of files. The site offers two types of access, a free access and a
premium (paid for subscription) access. Whereas the free access has limitations in terms of the
number of concurrent downloads as well as throughput/speed that can be reduced if the site
www.hotfile.com is congested, the premium service is not limited in concurrent downloads or
throughput/speed as a result of congestion at the site itself.

4. The Company’s testing has revealed that in some instances, and for both free and
premium hotfile accounts, certain non-P2P www.hoffile.com traffic was indeed being identified
by the Company's deep packet inspection (DPI) devices as being P2P file-sharing protocols.
Further investigation allowed the Company to determine that www.hotfile.com traffic was being
classified by one of the signatures used by the Company’s DPI devices as a P2P file-sharing
application and as a result traffic from both free and premium accounts were being shaped as
P2P file sharing traffic. The Company notes that the inaccurate identification of
www. hotfile.com traffic is not the result of any changes to the signatures used by the Company.

5. In order to address the issue of inadvertent shaping of www.hotfile.com traffic, there was
a requirement to update the signatures used in the various DPI platforms used by the Company.
A solution was implemented for the vast majority of the Company's DPI devices on
2 November 2010 and a second solution for the remaining DPI devices will be implemented by
30 November 2010. As such, www.hotfile.com traffic should no longer be shaped during peak
hours after the 30 November 2010.

6. Based on the above, the Company considers that it was and remains in compliance with
the ITMP framework established in Telecom Regulatory Policy 2009-657. The Company would
like to thank the Commission and for bringing this issue to the Company'’s attention
and continues to encourage its customers to report any problems in order to allow the Company
to investigate and resolve any unintended consequences of its network management practices.

Yours truly,

- : , 5.19(1)
[ Original signed by Suzanne Morin |

Suzanne Morin
Assistant General Counsel - Regulatory Law & Policy

c.c. Lynne Fancy (CRTC)

PG/Ip

*** End of Document ***
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A FI LE TRANSFER PROTOCOL

I. Introduction

Conput er network usage nay be divided into two broad categories --
direct and indirect. Direct usage inplies that you, the network
user, are "logged" into a renote host and use it as a |ocal user.

You interact with the renpte systemvia a termnal (teletypewiter,
graphi cs console) or a conputer. Differences in ternina
characteristics are handl ed by host system prograns, in accordance
with standard protocols (such as TELNET (RFC 97) for teletypewiter
conmuni cations, NETRJS (RFC 88) for renote job entry). You, however,
have to know the different conventions of renpote systens, in order to
use them

I ndi rect usage, by contrast, does not require that you explicitly Iog
into a renote systemor even know how to "use" the renote system An
i nternmedi ate process makes nost of the differences in conmands and
conventions invisible to you. For exanple, you need only know a
standard set of network file transfer commands for your |ocal system
in order to utilize renote file system This assunes the existence
of a network file transfer process at each host cooperating via a
common pr ot ocol

Indirect use is not linmted to file transfers. It may include
execution of prograns in renote hosts and the transfer of core

i mages. The extended file transfer protocol would facilitate the
exchange of prograns and data between conputers, the use of storage
and file handling capabilities of other conputers (possibly including
the trillion-bit store data conmputer), and have prograns in renote
hosts operate on your input and return an out put.

The protocol described herein has been devel oped for i mediate

i mpl ementation on two hosts at MT, the GE645/Miltics and the PDP-
10/DM CG I TS (and possibly Harvard's PDP-10). An interimversion
with linmted capabilities is currently in the debuggi ng stage. [1]
Since our inplementation involves two dissinmilar systenms (Miultics is
a "service" system ITSis not) with different file systems (Miltics
provi des el aborate access controls, |ITS provides none), we feel that
the file transfer mechani sns proposed are generalizable. In
addition, our specification reflects a consideration of other file
systenms on the network. W conducted a survey [2] of network host
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systenms to deternine the requirenents and capabilities. This paper
is a"first cut" at a protocol that will allow users at any host on
the network to use the file system of every cooperating host.

Il. Discussion

A few definitions are in order before the discussion of the protocol
Afile is an ordered set consisting of conputer instructions and/or
data. A file can be of arbitrary length [3]. A naned file is
uniquely identified in a systemby its file nane and directory nane.
The directory nane nay be the nane of a physical directory or it may
be the name of a physical device. An exanple of physical directory
nane i s owner’'s project-programer nunber and an exanpl e of physica
device nane is tape nunber.

A file may or may not have access controls associated with it. The
access controls designate the users’ access privileges. 1|In the
absence of access controls, the files cannot be protected from

acci dental or unauthorized usage.

A principal objective of the protocol is to pronote the indirect use
of conputers on the network. Therefore, the user or his program
shoul d have a sinple and uniforminterface to the file systens on the
network and be shielded fromthe variations in file and storage
systens of different host conputers. This is achieved by the

exi stence of a standard protocol in each host.

Criteria by which a user-Ilevel protocol may be judged were descri bed
by Mealy in RFC 91, as involving the notion of |ogical records,
ability to access files wi thout program nodifications, and
implementability. | would add to these efficiency, extendibility,
adaptability, and provision of error-recovery nechani sns.

The attenpt in this specification has been to enable the reliable
transfer of network ASCII (7-bit ASCII in 8-bit field with | eftnost
bit zero) as well as "binary" data files with relative ease. The use
of other character codes, such as EBCDI C, and variously fornmatted
data (decimal, octal, ASCI| characters packed differently) is
facilitated by inclusion of data type in descriptor headings. An
alternative mechanismfor defining data is also available in the form
of attributes in file headings. The format control characters
reserved for the syntax of this protocol have identical code
representation in ASCII and EBCDIC. (These character are SOH, STX,
ETX, DCl, DC2, DC3, US, RS, GS, and FS.)
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The notion of nmessages (the physical blocks of data comuni cated
between NCP's) is suppressed herein and that of "logical" records and
transactions is enphasi zed. The data passed by the NCP is parsed
into | ogical blocks by use of sinple descriptors (code and count
mechani sns) as described in Section Ill. The alternative to count is
fixed I ength bl ocks or standard end-of-file characters (scan data
stream). Both seem | ess desirable than count.

The cooperating processes may be "daenon" processes which "listen" to
agr eed- upon sockets, and follow the initial connection protocol nuch
in the same way as a "logger" does. W reconmend using a single

full -dupl ex connection for the exchange of both data and contro
information [4], and using CLS to achi eve synchronizati on when
necessary (a CLS is not transmitted until a RFNMis received).

The user may be identified by having the using process send at the
start of the connection the user’s nane information (either passed on
by user or known to the using systen) [5]. This user nanme
information (a sequence of standard ASCI| characters), along with the
host nunber (known to the NCP), positively identifies the user to the
serving process.

At present, nore el aborate access control nechani sns, such as
passwords, are not suggested. The user, however, wll have the
security and protection provided by the serving system The serving
host, if it has access controls, can prevent unprivil eged access by
users fromother host sites. It is up to the using host to prevent
its own users fromviolating access rules.

The files in a file systemare identified by a pathnane, sinilar to
the | abel s described in RFC 76 (Boukni ght, Madden, and G ossnman).

The pat hnane contains the essential information regardi ng the storage
and retrieval of data.

In order to facilitate use, default options should be provided. For
exanple, the main file directory on disk would be the default on the
PDP-10/1TS, and a pool directory would be the default on Miltics.

The file to be transferred may be a complete file or may consist of
smal ler records. It may or may not have a heading. A heading should
contain ASCI| or EBCDIC characters defining file attributes. The
file attributes could be sone sinple agreed-upon types or they could
be described in a data reconfiguration or interpretation |anguage
simlar to that described in RFC 83 (Anderson, Haslern, and Heffner),
or a conbinati on.
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The protocol does not restrict the nature of data in the file. For
exanple, a file could contain ASCI| text, binary core image, graphics
data or any other type of data. The protocol includes an "execute"
request for files that are prograns. This is intended to facilitate
the execution of prograns and subroutines in renpte host conputers

[6].
I11. SPECI FI CATI ONS

1. Transactions

1A The protocol is transaction-oriented. A transaction is defined
to be an entity of information conmuni cated between cooperating
processes.

1B. Synt ax

A transaction has three fields, a 72-bit descriptor field and
vari abl e length (including zero) data and filler fields, as
shown below. The total length of a transaction is (72 + data +
filler) bits.

<data><fill er>

<code><filler count><NUL><data count><NUL> |
| |

24-bits 8-bits 8-bits 24-bits 8-bits]| vari able length
|
I

<------- descriptor field 72-bits--------- > |<--data and filler-->
I
1C Semanti cs

The code field has three 8-bit bytes. The first byte is
interpreted as transaction type, the second byte as data type
and the third byte as extension of data type.

The filler count is a binary count of bits used as "filler"
(i.e., not information) at the end of a transaction [7]. As
the length of the filler count field is 8-bits, the number of
bits of filler shall not exceed 255 bits.

The data count is a binary count of the nunber of data (i.e.
information) bits in the data field, not including filler bits.
The nunber of data bits is linmted to (2%24-1), as there are 24
bits in the data count field.
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The NUL bytes are inserted primarily as fillers in the
descriptor field and allow the count information to appear at
conveni ent word boundaries for different word | ength nmachi nes

[8].
2. Transaction Types

2A. A transaction may be of the follow ng four basic types:
request, response, transfer and termnate. Although |arge
nunber of request and transfer types are defined,
i mpl ementation of a subset is specifically permtted. Host
conputers, on which a particular transaction type is not
i mpl emented, may refuse to accept that transaction by
respondi ng with an unsuccessful termnate.

The followi ng transaction type codes are tentatively defined:

Transacti on Type Transaction Type Code
ASCI | Cct al Hexi deci nal
Request
Identify I 111 49
Retrieve R 122 52
Store S 123 53
Append A 101 41
Del et e D 104 44
Rename N 116 4E
addnane (Pl us) P 120 50
del et enane (M nus) M 115 4D
Lookup L 114 4C
Open (0] 117 4F
Cl ose C 103 43
Execute [ 9] E 105 45
Response
ready-to-receive (rr) < 074 3C
ready-to-send (rs) > 076 3E
Transf er
complete file * 052
headi ng # 043 23
part_of file ' 054 2C
| ast _part . 056 2E
Term nate
successful (pos.) + 053 2B
unsuccessful (neg.) - 055 2D
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2B. Synt ax
In the follow ng discussion US, RS, GS, FS, DCl1, DC2, and DC3
are the ASCI| characters, unit separator (octal 037), record
separator (octal 036), group separator (octal 035), file
separator (octal 034), device control 1 (octal 021), device
control 2 (octal 022), and device control 3 (octal 023),
respectively. These have an identical interpretation in
EBCDI C.

2B.1 Requests

Identify, retrieve, store, append, delete, open, |ookup and
execute requests have the follow ng data field:

<pat h name>

Renane request has the data field:
<pat h name> GS <name>

Addnane and del et enane requests have the data field:
<pat h name> GS <fil enanes>

wher e pat hname [10], nane and fil enanmes have the foll ow ng
syntax (expressed in BNF, the netal anguage of the ALGOL 60

report):

<pat hnane> :: = <devi ce nane>| <name>| <pat hnane>US<nane>
<devi ce nanme> ::= DCl<name>

<name> ::= <char> | <nane> <char>

<char> ::= Al 8-bit ASCII or EBCDI C characters except

US, RS, GS, FS, DCl, DC2, AND DC3.
<fil enanmes> ::= <nane>| <fil enames> RS <nane>

The data type for the request transaction shall be either A
(octal 101 for ASCII, or E (octal 105) for EBCDI C [11].

Sone exanpl es of pathnane are:

DC1 M08

DC1 DSK 1.2 US Net<3> US J. Doe US Foo
udd US proj. US h,n/x US user US file
filenane 1 filename 2
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Responses

The response transactions shall normally have an enpty data
field.

Transfers

The data types defined in section 4 will govern the syntax of
the data field in transfer transactions. No other syntactica
restrictions exist.

Ter m nat es

The successful termnate shall normally have an enpty data
field. The unsuccessful termnate may have a data field
defined by the data types A (octal 101) for ASCI I, E (octa
105) for EBCDIC, or S (octal 123) for status.

A data type code of 'S would inply byte oriented error return
status codes in the data field. The following error return
status codes are defined tentatively:

Error Code Meani ng Error Code

ASCl | Cctal  Hexadeci mal
Undefined error U 125 55
Transaction type error T 124 54
Syntax error S 123 53
File search failed F 106 46
Data type error D 104 44
Access deni ed A 101 41
| mproper transaction sequence I 111 49
Ti me-out error (0] 117 4F
Error condition by system E 105 45
Semanti cs
Request s
Requests are always sent by using host. |[|n absence of a device

nane or conpl ete pathnane, default options should be provided
for all types of requests.

_ldentify_request identifies the user as indicated by
<pat hnane> from serving to using host.

_Retrieve_ request achieves the transfer of file specified in
<pat hnane> from serving to using host.
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_Store_ request achieves the transfer of file specified in
<pat hnane> from using to serving host.

_Append_ request causes data to be added to file specified in
pat hnane.

_Rename_ request causes nanme of file specified in <pathname> to
be replaced by nane specified in <nane>.

_Delete_ request causes file specified in <pathnanme> to be
deleted. |If an extra |level of protection for delete is desired
(such as the query "Do you wish to delete file x?'), it is to
be a local inplenmentation option

_Addname_ and _del et enane_ requests cause nanes in <fil enames>
to be added or deleted to existing nanes of file specified in
<pat hnane>. These requests are useful in systens such as
Multics which allow multiple nanes to be associated with a
file.

_Lookup_ request achieves the transfer of attributes (such as
date last nodified, access list, etc) of file specified in
<pat hnane>, instead of the file itself.

_Open_ request does not cause a data transfer, instead file
specified in <pathname> is "opened" for retrieve (read) or
store (wite). Subsequent requests are then treated as
requests pertaining to the file that is opened till such a tine
that a close request is received.

_Execute_ request achieves the execution of file specified in
<pat hnane>, whi ch nust be an executable program Upon receipt
of rr response, using host will transmt the necessary input
data (paraneters, argunents, etc). Upon conpletion of
execution serving host will send the results to using host and
termnate [12].

Response

Responses are al ways sent by serving host. The rr response

i ndi cates that serving host is ready to receive the file
indicated in the preceding request. The rs response indicates
that the next transaction fromserving host will be the
transfer of file indicated in the preceding request.
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2C.3 Transfers
Transfers may be sent by either host. Transfer transactions
indicate the transfer of file indicated by a request. Files
can be transferred either as conplete file transactions or as
part _of _file transactions followed by |ast_part transactions.
The file may al so have a heading transaction in the beginning.
The syntax of a file, therefore, may be defined as:
<file> ::= <text> | <heading> <text>
<text> ::= <conplete file> | <parts> <last_part>
<parts> ::= <part_of _file> | <parts> <part_of_file>
Headi ngs nmay be used to conmunicate the attributes of files.
The form of headings is not formally specified but is discussed
in Section |V as possible extension to this protocol
2C. 4 Termi nates
The successful terminate is always sent by serving host. It
i ndi cates to using host that serving host has been successfu
in serving the request and has gone to an initial state. Using
host will then informuser that his request is successfully
served, and go to an initial state.
The unsuccessful terminate may be sent by either host. It
i ndi cates that sender of the termnate is unable to (or does
not not wish to) go through with the request. Both hosts wll
then go to their initial states. The using host will inform
the user that his request was aborted. |If any reasons for the
unsuccessful terminate (either as text or as error return
status codes) are received, these shall be communicated to the
user.
3. Transacti on Sequence
3A The transacti on sequence may be defined as an instance of file
transfer, initiated by a request and ended by a terminate [13].
The exact sequence in which transactions occur depends on the
type of request. A transaction sequence nay be aborted anytine
by either host, as explained in Section 3C
3B. Exanpl es
The identify request doesn’t require a response or termnate
and constitutes a transaction sequence by itself.
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Renane, del ete, addname, del etename and open requests invol ve
no data transfer but require term nates. The user sends the
request and the server sends a successful or an unsuccessfu
term nate dependi ng on whether or not he is successful in
conplying with the request.

Retrieve and Lookup requests involve data transfer fromthe
server to the user. The user sends the request, the server
responds with a rs, and transfers the data specified by the
request. Upon conpletion of the data transfer, the server

term nates the transaction sequence with a successful terninate
if all goes well, or with an unsuccessful ternminate is errors
wer e det ect ed.

Store and Append requests involve data transfer fromthe user

to server. The user sends the request and the server responds
with a rr. The user then transfers the data. Upon receiving

the data, the server terminates the sequence

Execut e request involves transfer of inputs fromuser to
server, and transfer of outputs fromserver to user. The user
sends the request to which the server responds with rr. The
user then transfers the necessary inputs. The server

"execut es" the programor subroutine and transfers the outputs
to the user. Upon conpletion of the output transfer, the
server term nates the transaction sequence.

Aborts

Ei t her host may abort the transaction sequence at any tinme by
sendi ng an unsuccessful term nate, or by closing the connection
(NCP to transmt a CLS for the connection). The CLS is a nore
drastic type of abort and shall be used when there is a
catastrophic failure or when an abort is desired in the niddle
of along file transfer. The abort indicates to the receiving
host that the other host w shes to terminate the transaction
sequence and is nowin the initial state. Wen CLS is used to
abort, the using host will reopen the connection

4, Data Types

4A.

Bhushan

The data type code together with the extension code defines the
manner in which the data field is to be parsed and interpreted
[14]. Although a large nunber of data types are defined,
specific inplenentations may handle only a Iimted subset of
data types. It is recommended that all host sites accept the
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"network ASCI " and "binary" data types. Host conputers which
do not "recogni ze" particular data types may abort the
transacti on sequence and return a data type error status code.

The following data types are tentatively defined. The code in

the type and extension field is represented by its ASClI
equivalent with 8th bit as zero.
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Data Type Code
Byte Size Type Ext ensi on

ASCI | character, bit8=0 (network) 8 A NUL
ASClI | characters, bit8=1 8 A 1
ASCI | characters, bit8=even parity 8 A E
ASCI | characters, bit8=odd parity 8 A (0]
ASClI | characters, 8th bit info. 8 A 8
ASCI | characters, 7 bits 7 A 7
ASCI| characters, in 9-bit field 9 A 9
ASCI| formatted files (with SOH,

STX, ETX, etc.) 8 A F
DEC- packed ASCI|I (5 7-bit char.,

36th bit 1 or 0) 36 A D
EBCDI C characters 8 E NUL
SIXBI T characters 6 S NUL
Bi nary data 1 B NUL
Bi nary bytes (size is binary ext.) 1- 255 B (any)
Deci mal nunbers, net ASCI | 8 D A
Deci mal nunbers, EBCDI C 8 D E
Deci mal nunbers, sixbit 6 D S
Deci mal nunbers, BCD (bi nary coded) 4 D B
Cctal nunbers, net. ASC | 8 (0] A
Cctal nunbers, EBCDIC 8 (@) E
Cctal nunbers, SIXBIT 6 (0] S
Hexadeci mal nunbers, net. ASCl | 8 H A
Hexadeci mal nunbers, EBCDI C 8 H E
Hexadeci mal nunbers, SIXBIT 6 H S
Unsi gned integers, binary (ext.

field is byte size) 1-225 U (any)
Sign magnitude integers (fieldis

bi nary size) 1- 255 I (any)
2’ s conpl enent integers (ext.

field is byte size) 1- 255 2 (any)
1's conpl enent integers (ext.

field is byte size) 1- 255 1 (any)
Fl oati ng point (1BM360) 32 F I
Fl oati ng poi nt (PDP-10) 36 F D
St at us codes 8 S NUL
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The data type information is intended to be interpretive. If a
host accepts a data type, it can interpret it to a formsuited
toits internal representation of characters or nunbers [15].
Specifically when no conversion is to be perfornmed, the data
type used will be binary. The inplicit or explicit byte size
is useful as it facilitates storing of data. For exanple, if a
PDP- 10 receives data types A, Al, AE, or A7, it can store the
ASCI| characters five to a word (DEC-packed ASCI1). If the
datatype is A8 or A9, it would store the characters four to a
word. Sixbit characters would be stored six to a word. |If
conversion routines are available on a system the use of
system program coul d convert the data fromone formto another
(such as EBCDIC to ASCII, IBMfloating point to DEC floating
point, Decimal ASCIlI to integers, etc.).

5. Initial Connection, CLS, and Identifying Users

5A.

5B.

5C

Bhushan

There will be a prearranged socket nunber [16] for the
cooperating process on the serving host. The connection
establishnment will be in accordance with the initial connection
protocol of RFC 66 as nodified by RFC 80. The NCP di al og woul d
be:

user to server: RTS<us><3><p>

i f accepted, server to user: STR<3><us><CLS><3><us>
server to user on link p: <ss>
server to user: STR<ss+1><us>RTS<ss><us+1><qg>
user to server: STR<us><ss+1>RTS<us+1><ssS><r >

This sets up a full-duplex connection between user and server

processes, with server receiving through |ocal socket ss from
renote socket us+l via link q, and sending to renote socket us
through | ocal socket ss+1 via link r.

The connection will be broken by trading a CLS between the
NCP' S for each of the two connections. Normally the user wll
initiate the CLS.

CLS may al so be used by either the user or the server to abort
a data transnission in the mddle. |If a CLSis received in the
m ddl e of a transaction sequence, the whol e transaction
sequence will be aborted. The using host will then reopen the
connecti on.

The first transaction fromthe user to server will be the

identify transaction. The users will be identified by the
pat hnane in data field of the transaction which should be a
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V.

formacceptable to the server. The server is at liberty to
truncate pathnanmes for its own use. Since the identify
transacti on does not require a response or term nate, the user
can proceed directly with other requests.

Ext ensi ons to Protoco

The protocol specified above has been designed to be extendable. The
obvi ous extensions would be in the area of transaction types (new
types of requests), error return status words, and data types. Sone
of the non-obvious extensions, that | can visualize are provisions of
access control nmechani sns, devel oping a uniformway of specifying
file attributes in headings of files, increasing the scope of the
execute command to include subroutine nediation, and the provision of
transacti on sequence identification nunbers to facilitate handling of
mul tiple requests over the sanme connection pair.

Users of protected file systens should be able to have a reasonabl e
degree of confidence in the ability of the serving process to

identify renote users correctly. 1In the absence of such confidence,
some users would not be willing to give access to the serving process
(especially wite access). Inclusion of access control nechanisns

such as passwords, is likely to enhance the indirect use of network
by users who are concerned about privacy and security. A sinple
extension to the protocol would be to have the serving host sent a
transaction type "password?" after it receives user nanme. Upon
recei pt of "password?" the using host will transmt the password,

whi ch when successfully acknow edged, would indicate to the user that
requests may proceed.

There are a nunber of file attributes which properly belong in the
heading of a file rather than the file itself or the data type in
descriptors of transactions. Such attributes include access contro
lists, date file was |last nodified, informati on about the nature of
file, and description of its contents in a data description or data
reconfiguration | anguage. Sone uniformity in the way file attributes
are specified would be useful. Until then, the interpretation of the
headi ng would be up to the user or the using process. For exanple,
the heading of files which are input to a data reconfiguration (form
machi ne may be the desired transformati ons expressed in the
reconfiguration | anguage.

The "execute" command whi ch achi eves the execution of programs
resident in renote hosts is a vital part of indirect use of renote
hosts. The present scope of the execute command, as outlined in the
specifications, is sonmewhat linted. 1t assunes that the user or
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using process is aware of the manner in which the arguments and
results should be exchanged. One could broaden the scope of the
execute command by introducing a program nedi ati on protocol [17].

The present specification of the protocol does not allow the

si nul t aneous transfer and processing of nultiple requests over the
same pair of connections. |If such a capability is desired, there is
an easy way to inplenment it which only involves a mnor change. A
transacti on sequence identification nunber (TSid) could replace a NUL
field in the descriptor of transactions. The TSid would facilitate
the coordination of transactions, related to a particular transaction
sequence. The 256 code conbinations pernmtted by the TSid woul d be
used in a round-robin manner (I can't see nore than 256 outstandi ng
requests between two user-processes in any practical inplenmentation).
An alternate way of simnultaneous processing of requests is to open

new pairs of connection. | amnot sure as to how useful sinultaneous
processing of requests is, and which of the two is a nore reasonable
appr oach.

V. Concl usi ons

| tried to present a user-level protocol that will permt users and
usi ng prograns to nake indirect use of renbte host conputers. The
protocol facilitates not only file system operations but also program
execution in renmote hosts. This is achieved by defining requests

whi ch are handl ed by cooperating processes. The transaction sequence
orientation provides greater assurance and would facilitate error
control. The notion of data types is introduced to facilitate the
interpretation, reconfiguration and storage of sinple and linited
forms of data at individual host sites. The protocol is readily

ext endi bl e.

Endnot es

[1] The interimversion of the protocol, limted to transfer of ASClI
files, was devel oped by Chander Rancthandani and Howard Brodi e of
Project MAC. The ideas of transactions, descriptors, error recovery,
aborts, file headings and attributes, execution of programs, and use
of data types, pathnanes, and default nechani sns are new here.

Howar d Brodi e and Neal Ryan have coded the interimprotocol in the
PDP-10 and the 645, respectively.

[2] The network system survey was conducted last fall by Howard
Brodie of Project MAC, primarily by tel ephone

[3] PDP-10 Reference Handbook, page 306
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[4] We considered using two full-duplex links, one for contro
information, the other for data. The use of a separate control |ink
bet ween the cooperating processes would sinplify aborts, error
recoveries and synchroni zation. The synchronization function may
alternatively be performed by closing the connection (in the mddle
of a transaction sequence) and reopening it with an abort nessage.
(The use of INR and INS transnmitted via the NCP control |ink has
probl ens as nentioned by Kalin in RFC 103.) W prefer the latter
appr oach.

[5] Identifying users through use of socket nunbers is not practical
as uni que user identification nunbers have not been inplenented, and
file systens identify users by name, not nunber.

[6] This subject is considered in detail by Bob Metcalfe in a
forthconm ng paper.

[7] Filler bits may be necessary as particular inplementations of
NCP's may not allow the free comruni cation of bits. Instead the
NCP's may only accept bytes, as suggested in RFC 102. The filler
count is needed to determ ne the boundary between transactions.

[8] 72-bits in descriptor field are convenient as 72 is the |east
common nultiple of 6, 8 9, 18, 24 and 30, the comonly encountered
byte sizes on the ARPA network host conputers.

[9] The execute request is intended to facilitate the indirect
execution of prograns and subroutines. However, this request inits
present formmay have only limted use. A subroutine or program
medi ati on protocol would be required for broader use of the execute
feature. Metcalfe considers this problemin a forthconing paper

[10] The pathnane idea used in Miultics is simlar to that of |abels
in RFC 76 by Boukni ght, Madden and G ossnan.

[11] We, however, urge the use of standard network ASCI I

[12] The exact manner in which the input and output are transmitted
woul d depend on specific mediation conventions. Names of input and
output files may be transnmitted instead of data itself.

[13] The transactions (including terninate) are not "echoed", as
echoi ng does not solve any "hung" conditions. Instead time-out
mechani sms are recomended for avoi di ng hang- ups.

[14] The data type nechani sm suggested here does not replace data

reconfiguration service suggested by Harsl em and Heaf ner in RFC 83
and NIC5772. In fact, it conplenents the reconfiguration. For
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exanpl e, data reconfiguration | anguage can be expressed in EBCD C

Net work ASCI| or any other code that form nmachine may "recogni ze"
Subsequent data may be transmitted binary, and the form machi ne woul d
reconfigure it to the required form | have included in data types,
a | arge nunber suggested by Harslem and Heafner, as | do not wish to
preclude interpretation, reconfiguration and storage of sinple forns
of data at individual host sites.

[15] The internal character representation in the hosts may be
different even in ASCII. For exanple PDP-10 stores 7-bit characters,
five per word with 36th bit as don’t care, while Miltics stores them
four per word, right-justified in 9-bit fields.

[16] It seens that socket 1 has been assigned to | ogger and socket 5
to NETRJS. Socket 3 seens a reasonable choice for the file transfer
process.

[17] The term program nmedi ati on was suggested by Bob Metcal fe who is
intending to wite a paper on this subject.

[ This RFC was put into nachine readable formfor entry ]
[ into the online RFC archives by Ryan Kato 6/01]
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Google

Internet Service Provider Copyright Code of Practice — TCF Consultation Draft

Google is grateful for the opportunity to present its comments in response to the
Telecommunications Carriers’ Forum’s (TCF) Consultation Draft of the Internet Service
Provider Copyright Code of Practice (the Draft Code). Google wishes to also take this
opportunity to express its concerns regarding the recent amendments to the Copyright Act 1994
(the Act), in particular section 92A. In Part 1 of this submission, Google provides its views on

copyright and its relevant international experience with copyright in an online environment.

In Part 2 of this submission, Google provides preliminary comments on a number of issues raised
by the Draft Code. In a number of places in Part 2, Google provides recommendations to the
TCF, as well as suggestions for alternative drafting of the Draft Code noted as underlined text.
Google would also be able to provide a marked-up version of the Draft Code if this would assist

the TCF in its consultation process on the Draft Code.
Google would be pleased to provide further information on either of these Parts.

Summary of Google’s submission
In Part 1 of this submission, Google addresses the following key points:

e Google is strongly committed to preserving the Internet’s fundamental openness and
protecting the benefits to technology innovation and content creation that are gained from

this openness.

e Google supports a flexible and adaptable legal and regulatory framework that aims to
provide an effective balance between the interests of rights holders’ copyright protection

and users’ self-expression, in order to promote an environment favourable to innovation,
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creativity and diversity.

e Google has a number of concerns around the new section 92A and the impact the section

92A obligation is likely to have on the balance of interests served by copyright law:

»  Section 92A undermines the incredible social and economic benefits of the open
and universally accessible Internet, by providing for a remedy of account
termination or disconnection that is disproportionate to the harm of copyright

infringement online.

»  Section 92A puts users’ procedural and fundamental rights at risk, by threatening
to terminate users’ Internet access based on mere allegations and reverse the
burden of proof onto a user to establish there was no infringement. In Google’s
experience, there are serious issues regarding the improper use and inaccuracy of

copyright notices by rights holders.

»  Section 92A could impose significant burdens on ISPs, as it threatens to require
enforcement of policies based simply on rights holders’ allegations of

infringement.
In Part 2 of this submission, Google addresses the following key points:

e As the Draft Code is a voluntary industry code of practice, Google submits that the Draft
Code should expressly acknowledge that becoming a Party is not necessary or relevant for

compliance with section 92A.

e There are numerous types of ISPs falling within the scope of the Act, therefore a ‘one size
fits all’ approach to section 92A compliance is impractical and could impose excessive
cost and procedural requirements on ISPs. Google submits that the Draft Code should
clarify and confirm that there may be a variety of ISP termination policies that meet the

requirements of section 92A.
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e User education is stated as a “primary purpose” of the Draft Code, though there is little
reference to education about users’ rights, including limitations and exceptions enabling
lawful use of copyright protected works, in addition to their obligations. Google submits

that the Draft Code clarify the concept of ‘user education’ to include this information.

o The Draft Code provides for notification and termination based solely on allegations of
infringement, without an independent evaluation of evidence and determination of
infringement. Google submits that the Draft Code should provide for greater
independence in the process, as well as including acknowledgement of the possible

defences and exceptions to copyright infringement.

e Whether a Party is in compliance with the Draft Code does not indicate whether that Party
IS meeting its obligations under section 92A. Google submits that the Draft Code should
expressly state this, and in this context should also remove the particularly severe and

serious enforcement measures for non-compliance with the Draft Code.

e The Draft Code provides for ‘Processing Fees’, but these are not further detailed in the
Draft Code itself. Google submits that the Draft Code should include additional details of

any fees and the basis for those fees.
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PART 1: Copyright on the Internet

Introduction to Google

Google initially became familiar to most Internet users as the provider of the Google search
engine and subsequently as the provider of email, instant messaging and specialised search and
information services, including Google News, Google Maps and Google Finance. Google is also
the provider of the well known YouTube service, a platform for people to watch and share
original videos through a web experience, which includes video content from New Zealand users

featured on youtube.co.nz.

Google’s breakthrough technology and continued innovation serve its mission of ‘organising the
world’s information and making it universally accessible and useful to the public’. Google’s
business model has focused on what is known as the ‘long tail’ of the Internet — the millions of
individuals and small businesses that cater to niche interests and markets. Google’s services
endeavour to democratise the means of accessing, creating and communicating information

across local, national and global boundaries.

Open Internet

Google is strongly committed to preserving the Internet’s fundamental openness and protecting
the benefits to technology innovation and content creation that are gained from this openness. As
the Internet becomes increasingly essential as the fundamental communications infrastructure,
promoting and nourishing the Internet’s openness is paramount. Google believes that the
opportunities for freedom of expression, creativity and access to information are the greatest

benefits that the Internet offers to consumers and, more broadly, to society.
Innovation and free expression have thrived in an online environment because the Internet's

architecture enables any and all users to generate new ideas, content and technologies. The

Internet has dramatically lowered the barriers for any individual to develop transformative
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technologies and has created unparalleled avenues for social discourse across national and
international boundaries. It is gaining a crucial role in the daily life of users and progressively
leading to a major shift in users’ habits, from passive media consumption to active content
selection and creation. Along with facilitating access to information, entertainment content and
public services, the Internet constitutes a central means of communication and self-expression in
both personal and professional life (email, VoIP, blogs, instant messaging etc). In this way, the
Internet is creating opportunities for a more participative society, and providing enormous

potential for creativity and availability of new content.!

Copyright legislation
Protection of copyright on the Internet

Copyright’s core goal is to benefit the public by providing adequate incentives for the creation
and dissemination of creative works, and it plays a number of extremely important roles: part
cultural policy, part innovation policy, part consumer protection policy and part competition
policy. In order for copyright to fully achieve its purpose, it must balance the interests of rights
holders’ copyright protection and users’ self-expression, promoting an environment favourable to
innovation, creativity and diversity. Google has always supported legislation and regulation that

aims to provide an effective balance.

While inadequate copyright protection can reduce incentives to create, excessive copyright
protection can stifle creativity, choke innovation, impoverish culture and block free and fair
competition. As both an intermediary and an innovator in online technologies, Google supports a
flexible and adaptable legal framework that provides those who create and invest in new
technologies the freedom to innovate without fear that their efforts will be hindered by an overly
restrictive approach to copyright. Copyright must have sufficient flexibility so that new,

legitimate and socially desirable uses, enabled by new technologies, can flourish.

! Note also that the UN has recognized broadband as an essential utility for individuals, in the United Nations
Conference on Trade and Development Information Economy Report, UNCTAD/SDTE/ECB/2006/1, Nov 2006.

Google submission on TCF Draft ISP Copyright Code of Practice



Google

Google considers that a focus of any legislative or regulatory framework should be to ensure that
all stakeholders can realise the benefits of the Internet, and maximise the scope and potential for
innovative content services to emerge out of New Zealand. Depriving users from access to the
Internet will sharply limit efficiency gains and productivity improvements in the economy,

encumber innovation, and undermine the social benefits of the Internet.

ISP liability provisions in the Copyright Act 1994

Google supports the Government’s efforts to bring New Zealand’s copyright framework up to
date with recent developments and innovations in online technology. The recent amendments to
the Act, which include protection for ISPs against liability for copyright infringement on the

Internet, are issues that Google has experience with in other jurisdictions.

Google’s relevant experience with copyright online

Google strongly supports the rights of both content creators and users. Google considers that the
most effective way to improve access to online content and to address rights holders’ interests in

the online environment is through the development of innovative content services and tools.

Google is proactive in informing its users about copyright and infringing content online, while
also working to assist rights holders in protecting and exploiting their copyright online. Google
supports the promotion of consumer understanding of copyright, as evidenced by Google’s well-
developed policies and guidelines on copyright and copyright infringement, as well as the tips

and articles for users in complying with copyright while using Google’s products.

Google works to notify users of their requirements to comply with copyright when uploading

content. As stated in its copyright policy, Google requires users, when uploading content online,

2 For example, see: YouTube ‘Copyright Infringement Policy’:
http://www.google.com/support/youtube/bin/answer.py?answer=55772&topic=13656; and YouTube ‘Copyright
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to confirm that they either own the copyright to the content or are authorised to deal with the
content. Google respects the rights of copyright holders and provides them with the opportunity
to notify Google of an instance of copyright infringement. Google makes it clear to users that
infringing content will be removed by Google once it becomes aware of any unauthorised use of

copyright protected material.

Google has also created and continues to develop powerful tools that enable artists and creators to
manage and control their copyright online. For example, Google has recently developed the
YouTube Video Identification Tool, which identifies matches between user uploads and
copyright protected material and gives rights holders the ability to maximise the use of their

content according to their individual preferences.

Below, we provide an overview of some of the tools developed by Google for the YouTube

service, which protect rights holders and inform users about the use of copyright protected works:

e YouTube offers an automated notification and take-down tool which enables rights
holders to easily search for and identify YouTube videos that contain their content, and

promptly remove them with the click of a mouse.

e YouTube also uses technology that creates unique identifiers of files that are removed
from YouTube for reasons of copyright infringement, and prevents identical files from

being uploaded to the YouTube website.

e YouTube informs its users about copyright and strongly discourages infringement (in a
‘Copyright Tips’ section of the YouTube website). There are clear and prominent
messages concerning copyright ownership, notified to users at the point that users upload
user-created content, as well as in YouTube’s terms of use and via links to YouTube’s

copyright policies on every page of the YouTube website.

Tips’: http://www.youtube.com/t/howto_copyright.
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e YouTube also provides a feature called ‘AudioSwap’ which enables users to illustrate
their original videos with music that YouTube licenses from music publishers and record
labels. The purpose of this is to give YouTube users easily accessible options for being

creative and using licensed music in their user-created content.

e YouTube Content Management Tools: YouTube provides technology to enable rights
holders to produce unique identifiers of their copyright protected audiovisual works. If
such works are then identified, then rights holders are empowered by being able to decide

what should be done with this content, including by managing and monetising it.

New innovative tools such as the ones developed by Google for YouTube are offering a way for
users to be creative, by gaining access to wide range of content for free, and for rights holders to
protect their content, by identifying, managing access and monetising it. These types of tools and
services can only be implemented if the regulatory framework allows for the necessary flexibility

for new methods of cooperation between Internet intermediaries and rights holders to develop.

Section 92A of the Act

Google understands that the Government intends to bring section 92A into force on March 27,
extended from February 28, and applauds the Government’s recognition of the need for further
discussion and consideration around the serious issues that section 92A raises. Google has a
number of concerns around section 92A and the impact such an obligation is likely to have on

innovation, free expression and the overall balance among the interests served by copyright law.

Google’s concerns with section 92A

As discussed above, Google supports the promotion of universal access to the Internet, viewing
the Internet as a vital part of individuals’ and businesses’ daily lives. It is critical to ensure that

the legal and regulatory environment preserve the essential openness of the Internet.

Google believes that section 92A conflicts with the underlying principles of an open and
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universally accessible Internet, by providing for a remedy that is disproportionate to the harm of
copyright infringement online. The remedy of account termination or disconnection is especially
serious and disproportionate in this context. This is particularly true when considering

termination of a user’s entire Internet access.

Google further believes that section 92A raises concerns regarding the protection of users’ rights.
Mere allegations of copyright infringement should not trump users’ rights. Copyright law is
often complex and context sensitive, and only a court is qualified to adjudicate allegations of
copyright infringement. Indeed, in Google’s experience, there are serious issues regarding the
improper use and inaccuracy of copyright notices by rights holders.® In this context, the

responsibility should not fall to ISPs to determine cases of infringement.

Google believes that section 92A threatens to effectively reverse the burden of proof onto a user
to establish that there was no infringement of copyright, which may put user’s fundamental rights
at risk. It also threatens to put substantial burdens on ISPs based on enforcement of such
policies. This outcome may negatively affect innovation and deter users from creative expression

on the Internet.*

3 A recent study undertaken in the United States reported on findings from takedown notices issued to Google under
the Digital Millennium Copyright Act 1998 (US), concluding that over half (57%) of notices sent to Google for
removal of material were sent by business targeting competitors and over one third (37%) of notices were not valid
copyright claims. See J Urban & L Quilter, ‘Efficient Process or “Chilling Effects”? Takedown Notices Under
Section 512 of the Digital Millennium Copyright Act’, http://mylaw.usc.edu/documents/512Rep-ExecSum_out.pdf.
4 These are a few examples of either mistaken or over-reaching notifications alleging copyright infringement online:
“No Downtime For Free Speech Campaign”, http://www.eff.org/issues/ip-and-free-speech; Letter to Google and
YouTube from McCain/Palin 2008 campaign regarding takedown of political speech on YouTube,
http://www.eff.org/files/McCain%20Y ouTube%20copyright%20letter%2010.13.08.pdf, October 13, 2008; “Viacom:
Fair use is what we say it is”, Wired Blog Network, http://blog.wired.com/monkeybites/2007/08/viacom-fair-
use.html, August 31, 2007; “Boy dupes YouTube to delete videos”, The Sydney Morning Herald, April 14, 2007.
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PART 2: TCF’s Consultation Draft of the ISP Copyright Code of Practice

Introduction

While Google has serious concerns with section 92A, we support effective stakeholder
cooperation and the development of industry self-regulation and co-regulation to improve the
respect of copyright in the online environment. In this context, Google supports the TCF’s
efforts, in light of the anticipated section 92A amendment coming into force, to strike a balance

between copyright holders’ and users’ interests in developing the Draft Code.

Google’s involvement in the TCF process

The TCF has developed the Draft Code in order to assist ISPs in complying with their obligations
under the new section 92A. As Google is likely to fall within the definition of an “Internet
service provider’ under the Act, Google will have the option of becoming a party to the Draft

Code and therefore takes this opportunity to submit its comments on the Draft Code.

Timing for the development of the Draft Code

Google notes the Government’s recent decision to delay bringing section 92A into force until
March 27, in place of the original date of February 28. Google supports this important
acknowledgement of the serious implications of section 92A and of the need for further

discussion and consideration of these issues by the industry and the Government.

This extended time period therefore provides the TCF and industry stakeholders with a
significant opportunity to play an even larger role in determining the details and process around
section 92A through the Draft Code. It is imperative that the Draft Code strikes the appropriate

balance between the interests represented in copyright law.

Purpose and focus of the Draft Code

The purpose of the Draft Code is to assist ISPs in section 92A compliance; however, it appears to
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be directed towards only those ISPs acting as ‘Internet access providers’, rather than the all-
encompassing definition of ‘Internet service provider’ set out in the Act. This interpretation is
evidenced both through the purpose and principles sections of the Draft Code (Parts A and C) and
the detailed processes set out in the Draft Code. For example, in clause 4.5.1, the drafting refers

to “the ISP that directly provides and controls the Internet Account of a User”.

As a content host and provider of email, search and information services, Google does not fall
neatly within the subset of ISPs that the Draft Code appears to be focused on. Instead of
providing access to the Internet itself, Google acts as an intermediary to facilitate access for its

users to the vast amount of content and information available on the Internet.

Voluntary nature of the Draft Code

The consequences of a narrower focus in the Draft Code may lead some ISPs to choose to not
become a party to the Draft Code. Google notes that the Draft Code is a voluntary industry code
of practice. The Draft Code itself acknowledges this to a limited extent in Part D (for example, in

clause 5).

However, there remains potential for the Draft Code to form an “industry standard’ for
compliance with section 92A. Although industry-wide self-regulation or co-regulation is often
preferred, it is important to acknowledge that in the development of a code of practice for
compliance with section 92A, not all ISPs can be dealt with under the same overall framework.
Further, a number of ISPs may already be meeting their section 92A obligations through existing

policies and Internet terms of use.

Recommendation: The Draft Code should acknowledge that complying with the
Draft Code is not necessary or relevant for compliance with 92A. In addition, some
ISPs may have already developed a ‘termination policy’ and may therefore elect not

to sign up to the voluntary Draft Code.
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Multiple options for a ‘termination policy’ under section 92A

Google submits that there is no single ‘termination policy’” which is appropriate for the numerous
different types of ISPs falling within the definition in the Act. A ‘one size fits all’ approach to
section 92A compliance may simply be impractical, imposing additional, perhaps excessive, cost
and procedural requirements on ISPs and negatively impacting on their relationships with users

and with rights holders.

A single, narrow approach would also encumber many industry participants in a way that
discourages further innovation and stifles growth, as ISPs would be diverted from innovation and
development towards seeking to comply with strictly defined provisions of an industry code. The
lack of flexibility in such a narrow approach may also hamper the development of innovative

business models that benefit rights holders, users and ISPs alike.

Part 1 explained Google’s ongoing efforts in developing online tools, as well as implementing
policies and terms of use, as evidence of Google’s existing approach to copyright and
infringement in an online environment. It is possible that, in addition to Google, a number of
ISPs are also already in compliance with section 92A. This situation reinforces Google’s view
that there is no single ‘termination policy’ that is appropriate for all industry players in

complying with section 92A.

Recommendation: Because it has the potential to be viewed as a default industry
standard, the Draft Code should clarify and confirm that there may be a variety of

ISP termination policies that meet the requirements of section 92A.

Education of users

The Draft Code includes recognition of the need for continued user education with respect to
copyright. This is stated clearly both in the purpose (clause 1.3) and the principles (clause 4.5)
sections, yet receives little attention elsewhere in the Draft Code. This is an area on which
Google places great importance and dedicates significant resources towards the development of
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online tools to educate and assist users, as described in Part 1. Google believes that the Draft
Code must clarify that users must be fully informed about their obligations, but also about their
rights under copyright, including limitations and exceptions that enable lawful use of copyright

protected works.

Recommendation: Clarify the concept of ‘user education’ to include information
about users’ rights, as well as limitations and exceptions that enable lawful use of

copyrighted materials.

Suggested wording for the Draft Code

Google submits that the Draft Code should expressly acknowledge the varied ways in which it
may be appropriate for different ISPs to comply with their section 92A obligations. In this case
Google recommends that the TCF recognise, and reflect in the wording of the Draft Code, that
there may be a diverse range of termination policies — the voluntary Draft Code is only one of

these many options — for compliance with section 92A.

In particular, Google submits that:
(i) clause 1 be amended to the following:

1.1  “provide a reasonable policy and process for Parties, as one option for

compliance with section 92A...”

1.3 “assist Copyright Holders to educate internet Users and Downstream ISPs

as to their rights and obligations with respect to copyright, including any

limitations and exceptions that allow lawful uses of copyright protected

1.4 *“provide a policy and process to enable Parties to operate a fair system...”

(i) that clause 1.5 be deleted, as the Draft Code should only seek to address the

obligations and procedural responsibilities of those ISPs that are Parties to the Draft Code.
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(iii) clause 4 be amended to the following:

4.3  “All ISPs are required to comply with the Act (whether or not they are
Parties to this Code). The fact that an ISP is or is not a Party to this Code

does not, either directly or indirectly, indicate whether an ISP is complying

with the Act. When a Party passes a Copyright Holder Notice to a
Downstream ISP, it therefore does so in reliance on such compliance and in
particular in reliance on that Downstream ISP having and implementing a

termination policy complying with section 92A of the Act, whether that

termination policy is in the form of the policy and process set out in this

Code or is an alternative policy to this Code.”

45  “A primary purpose of this Code is to assist in the education of Users and
Downstream ISPs as to their rights and obligations with respect to

copyright, including any limitations and exceptions that allow lawful uses

of copyright protected works.”

(iv) clause 5 be amended to the following:

5 “The Code is a voluntary code of practice that is applicable to those ISPs

that have agreed in writing to be bound by it.”

(v) the definition of ‘Downstream ISP’ be confined only to those downstream ISPs who

are Parties to the Draft Code and that clause 24 be amended accordingly.

(vi) in a number of clauses, in particular in Part C (*Principles’), the term ‘ISP’ is
sometimes used in place of ‘Party’, which is the appropriate term for the Draft Code

(except in the case of clause 4.3).

(vii) clause 60 be amended to read:

60 “In order to promote understanding of users’ rights and obligations with
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respect to copyright, including limitations and exceptions, and the effective

operation of this Code...”

Lack of independence in the policy and process
Policy and process based on allegations alone

The Draft Code provides for a notification and termination process based solely on allegations of
infringement of copyright made by rights holders. The process in the Draft Code following the
notification stage allows for both the evaluation of evidence and the determination of
infringement disputes by the Parties and Copyright Holders. These questions are more

appropriate for an independent court to consider and finally determine and enforce.

Google is concerned that the Draft Code allows for termination without the exercise of an
independent process for the consideration of allegations. This is particularly important as, in
Google’s experience, there are serious issues regarding the improper use and inaccuracy of
copyright notices by rights holders, which raise serious concerns with regard to the right to

freedom of expression.’

Recommendation: Provide for greater independence in the evaluation and
determination of allegations of copyright infringement, particularly in relation to
evaluating any evidence of infringement, and establish greater safeguards against

inaccurate and erroneous infringement notices.

Independent determination of copyright infringement

In any determination of copyright infringement, there are detailed and complex questions of fact

and law to be determined by a qualified court. These questions include:

e evaluation of the admissibility of evidence;

5 See notes 3 and 4 above.
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consideration of any defences and exceptions to infringement provided for under the Act
(Part 3), in accordance with the appropriate legal standard of proof;

the extent of the protection of the right to freedom of expression; and

determination of the reasonable and proportionate remedy or sanction where

infringement is proven.

In contrast to these important roles of an independent court, the Draft Code generally sets out a

process which:

allows parties to an infringement dispute to determine evidential questions themselves,
or requires a third party ISP to determine such evidential questions, with reference in the
Draft Code to “acceptable” or “sufficient” evidence but without any provision for
independent review;

makes no reference to the possible existence of defences to infringement or exceptions
for the use of copyright works, effectively placing the burden of proof on users to
establish there was no infringement of copyright;

makes no reference to the need to safeguard users’ fundamental rights, such as freedom
of expression; and

requires Parties to impose a remedy of ‘account termination’ which, in many
circumstances, may be disproportionate and likely to go beyond what a court would

order as reasonable.

Recommendation: Remove references in the Draft Code to areas that are more
appropriately the responsibility of an independent court and include
acknowledgement of the possible existence of defences and exceptions to copyright

infringement.

Suggested wording for the Draft Code

Google submits that the Draft Code should include greater acknowledgement of users’ rights,
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including reference to possible defences or exceptions to copyright infringement. Google further
submits that the TCF provide for greater independence and safeguards for users throughout the
notification and termination process, reflecting the roles that are appropriately held by a court in

evaluating and determining questions of copyright infringement.

Enforcement measures and cost provisions in the Draft Code
Non-compliance with the Act and the Draft Code

Every ISP’s primary responsibility is to comply with its obligations under section 92A; the Draft
Code is simply intended to assist ISPs in compliance with the Act. The Act provides for
legislative remedies where an ISP fails to comply with section 92A, yet the Draft Code provides
for further enforcement measures where a Party fails to comply with the Draft Code, in addition

to any such measures found in the Act.

Google does not agree that additional enforcement measures are necessary in a voluntary industry
code of practice. Where a Party is in breach of the Draft Code, this does not either directly or
indirectly indicate that the Party is in breach of section 92A. Including such enforcement
measures will not assist ISPs in complying with the Act, which is the central purpose for the
Draft Code. In addition, Google is particularly concerned with the severity and seriousness of the
three-stage enforcement measures set out in the Draft Code in light of the Draft Code’s voluntary

nature.

Recommendation: The enforcement measures in the Draft Code (clauses 42 to 56)
should also be deleted and possibly replaced with provisions more appropriate for a

voluntary code of practice.

Comparison with non-compliance provisions in other industry codes of practice

Google notes that in similar TCF-prepared industry codes of practice, enforcement measures are

not included within the code. For example, the ISP Spam Code of Practice (the Spam Code) was
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developed as a co-regulatory code of practice under the Unsolicited Electronic Messages Act
2007, building on the legislative requirements without imposing any additional specific
enforcement measures. Under the Spam Code, complaints regarding breaches of the Spam Code
are to be considered by independent, established dispute resolution bodies such as the Disputes

Tribunal or the Court.

Google notes that in other industries, common sanctions for breaches of industry-wide codes may
be contrasted with the severe sanctions set out in the Draft Code. In the advertising sector,
industry participants agree to comply with the self-regulatory advertising codes and standards
established by the Advertising Standards Authority (ASA). Any person may lay a complaint
with the Advertising Standards Complaints Board regarding a breach of a code or standard. The
remedy for an upheld complaint is the withdrawal or amendment of the advertisement that is the

subject of complaint.

Costs incurred in implementing the Draft Code

There are likely to be significant costs imposed on ISPs in achieving section 92A compliance,

which will be increased through the implementation of the Draft Code. These costs will have an
even greater impact on smaller ISPs. The Draft Code establishes a ‘Processing Fee’, to be set by
the TCF and paid for by rights holders to ISPs. However, there is little additional information in

the Draft Code as to the structure or basis for this fee.

Google is concerned with the lack of detail included in the Draft Code in relation to the costs of
implementation of the termination policy by each ISP. Google considers it important that any fee
is sufficient to cover the full costs of implementation. If the fee charged is inadequate to cover

these costs, there could be an unwanted pass-through of costs onto users.

Recommendation: The Draft Code should have greater transparency, including
additional detail as to the basis for any fees (e.g. the total cost of implementation)
and the composition of the Processing Fee.
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Suggested wording for the Draft Code
As noted above on page 14, Google submits that clause 4 be amended to the following:

4.3  “All ISPs are required to comply with the Act (whether or not they are Parties to
this Code). The fact that an ISP is or is not a Party to this Code does not, either

directly or indirectly, indicate whether an ISP is complying with the Act.”

Conclusion

The above submission sets out Google’s preliminary comments on a number of the issues raised
by the TCF’s Draft ISP Copyright Code of Practice and section 92A of the Copyright Act 1994.

Google would be pleased to provide further details on any of the issues raised in this submission
and looks forward to constructively engaging with the New Zealand Government, the TCF and
other industry players as it continues to consider these important issues for the legal and

regulatory framework of copyright in New Zealand.

Kind regards

Carolyn Dalton Antoine Aubert

Senior Policy Counsel European Copyright Policy Counsel
Public Policy and Government Relations Google Brussels office

Australia & New Zealand E: aaubert@google.com

Google Sydney office
E: carolyndalton@google.com

Contact: Mark Toner

Partner

MGF Webb

Auckland

T: 09970 4108

E: mark.toner@mgfwebb.com
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Walmart.com Operating Agreement for Affiliate Network

This Walmart.com Operating Agreement for Affiliate Network, including all exhibits and
attachments hereto and incorporated herein by reference (the "Agreement"), contains
the complete terms and conditions that apply to a party's participation as an affiliate in
the Affiliate Network of Walmart.com (the "Program"). As used in this Agreement, "we",
"us", or "Walmart.com" means Wal-Mart.com USA, LLC (and its parent company and
related entities), and "you" means the applicant party. "Site" means a World Wide Web
site and, depending on the context, refers either to the Walmart.com Site or to the
portion of the Walmart.com Site that you will link to using Qualifying Links as defined in
Section 2 of this Agreement.

Enrollment in the Program

Prohibitions
Referral Fees

Referral Fee Payment

Limited License; Restrictions

Term of the Agreement

Relationship of Parties

Limitation of Liability

Independent Investigation

Publicity
Remedies to Walmart.com

Exhibit A - Trademark Requirements

Links on Your Website

Order Processing
Referral Fee Schedule

Policies and Pricing

Responsibility for Your Website

Modification
Indemnification
Disclaimers

Miscellaneous

Confidentiality

Exhibit B - Sub-Affiliates or Networks

Exhibit C - RSS Feeds

1. Enrollment in the Program

You may submit a completed Program application to begin the enrollment process
("Application"). Submission of your Application to the Walmart.com Affiliate Program
implies acceptance to the terms set forth in this Agreement. We will evaluate your
Application and notify you of your acceptance or rejection. We may reject your
Application if, in our sole discretion, we determine for any reason that your website is
unsuitable for the Program.

Wal-Mart Stores, Inc., Wal-Mart.com USA, LLC and Sam’s West, Inc. associates, family
members of associates, and suppliers are not eligible to enroll in the Program.

Unsuitable websites include, but are not limited to, those that:

Promote sexually explicit material;

Promote violence or hate toward any persons or groups;

Promote illegal activities;

Promote alcohol, tobacco, gambling/lottery in any way;

Promote the use of pyramid, "ponzi", or similar investment schemes;

Promote discrimination based on race, sex, religion, nationality, disability, sexual

orientation, or age;

e Contain, in our sole judgment, material that is defamatory, fraudulent, or
harassing to us or any third party;

e Are known as "blogging sites", defined for purposes of this Agreement as sites
that contain only blogging and no other form of informational content;

e Include "walmart", "wal-mart" or variations or misspellings thereof in their domain
names;

e Otherwise violate intellectual property rights of Walmart.com, Wal-Mart Stores or

its suppliers;

http://affiliates.walmart.com/aff_tc.jsp
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e Disparage Walmart.com, Wal-Mart Stores, Wal-Mart Stores affiliates, or their
suppliers;

Are under construction or not live at the time of Application;

Are non-US based or are websites that primarily serve a non-US based audience;
Do not clearly state an online privacy policy to its visitors; or

Provide a portion of their Referral Fees (as defined in Section 5) to websites or
organizations that would violate any of the above criteria.

In addition, Walmart.com may, at its discretion, decline to accept, require adherence to
an additional set of terms and conditions, or require the posting of specific copy for any
website that (1) donates, directs or transfers any portion of their Referral Fees or affiliate
benefits to any charitable website, education-related website, organization or program;
or (2) provides rewards back to their members in the form of points or cash-back, or
conduct other similar loyalty programs in connection with purchases made by members
via their websites.

Regardless of your acceptance in the Program, we may terminate this Agreement for any
reason, at any time.

The terms of our acceptance criteria are subject to change at any time without prior
notice.

All decisions for acceptance into the Program will be made within our sole discretion.

If your Application is not accepted, you may reapply to the Program at any time;
however, you should not and may not link to our Site unless you are approved for the
Program.

As a member of the Affiliate Program, you grant Walmart.com permission to distribute
any email communication directly to you that Walmart.com determines is necessary
communication for you to receive in order to continue as a member of the Program,
regardless of your choice to opt-out from certain communication.

Top of Page

2. Links on Your Website or Third Party Websites

Upon acceptance into the Program, we will make available to you Qualifying Links that
are subject to the terms and conditions of this Agreement. A "Qualifying Link" is a link
from a website to our Site using one of the Universal Record Locators ("URLs") or graphic
links provided by Walmart.com, The LinkShare Network or by other means selected by us
for use in the Program. All Qualifying Links must link directly and exclusively to
Walmart.com. Walmart.com must approve each and every website that links to our Site
through a Qualifying Link. If you use a Qualifying Link to link a website to our Site
without seeking explicit authorization, your continued use of that Qualifying Link shall be
considered a breach of this Agreement. However, continued use of the Qualifying Link will
nonetheless subject such websites to the Terms and Conditions of this Agreement.

The Qualifying Links will serve to identify you website as a member of the Program and
will establish a link from a website to our Site. All Qualifying Links that you will use in the
Program will be provided to you from The LinkShare Network or by other means selected
by us. You also agree that you will display on the website containing the Qualifying Link
only those logos, trade names, trademarks, graphic images and similar identifying
material ("Licensed Materials") that are provided by us or by the LinkShare Network, and
you will substitute such images with any new materials provided by us or the LinkShare
Network from time to time throughout the term of this Agreement. A web widget that is
pre-approved in writing by Walmart.com for use on your website may be considered a
Qualifying Link for purposes of this Agreement. Accordingly, web widgets are subject to
all of the Terms and Conditions of this Agreement that apply to Qualifying Links.

Only valid Qualifying Links will be tracked for purposes of determining Referral Fees that
you may be eligible to receive on sales of Qualifying Products (as defined below)
generated through your participation in the Program.

Only Qualifying Links may be used to link a website to areas within our Site. You may not
link directly to Walmart.com without use of a Qualifying Link. You may post as many
Qualifying Links to our Site as you like on a website, provided that you ensure that each
website containing a Qualifying Link posted by you meets the terms of this Agreement,
including without limitation, that such website does not fall into the "unsuitable website"
category described in Section 1, does not fall into the "prohibitions" set forth in Section 3,
and you take responsibility for all websites on which you post a Qualifying Link in

http://affiliates.walmart.com/aff_tc.jsp
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accordance with Section 10. The position, prominence and nature of links on a website
shall comply with any requirements specified in this Agreement but otherwise will be in
your discretion.

You acknowledge that, by participating in the Program and placing a link to Walmart.com
(or any category page therein) on any website through use of a Qualifying Link, we may
receive information from or about visitors to such website or communications between
such website and those visitors. Your participation in the Program constitutes your
specific and unconditional consent to and authorization for our access to, receipt, storage,
use, and disclosure of any and all such information, consistent with the policies and
procedures set forth in our Privacy Policy located in the footer of the Walmart.com Site.

Top of Page

3. Prohibitions

You understand and acknowledge that this Agreement is made between you and
Wal-Mart.com USA, LLC and is solely for the purpose of allowing you to link to the
Walmart.com Site.

As a condition to your acceptance and participation in the Program, you agree to the
following prohibitions:

A. General Prohibitions.
You may NOT:

e engineer any website containing a Qualifying Link in such a manner that pulls
Internet traffic away from Walmart.com;

e publish, link to, sell, otherwise distribute, or place a Qualifying Link on the same
page or in close proximity to any Objectionable Content. For purposes of this
Agreement, "Objectionable Content" means any material, including textual, audio
or video material, which is offensive (including hate speech or violence against a
particular group of people); contains any nudity, explicit violence or sexual
material; contains depictions of violent or sexual acts; is defamatory to any group
or individual; or promotes alcohol, tobacco, or gambling/lottery;

e publish, link to, sell, otherwise distribute, or place a Qualifying Link on any social
networking sites, including, but not limited to, Facebook, MySpace, Twitter, etc.

e attempt to modify or alter our Site in any way;

o make any representations, either express or implied, or create an appearance that
a visitor to your website is visiting our Site, e.g., "framing" or "wrapping" the Site
in any manner without first obtaining in advance our express written permission.
Such requests must be made in writing and sent to Walmart.com, Attn: Affiliate
Program Manager, 7000 Marina Boulevard, Brisbane, CA, 94005;

e '"scrape" or "spider" the Site or any other websites for content (such as images,
logos or text);

e participate in Yahoo's Search Submit Pro (SSP) Search Marketing Program;

e place ads on, or participate in any way in, AdNetworks or Search Content
Networks;

e employ, use or place any web browser add-ons, toolbars or pop-ups on your
website;

e promote, or participate in the promotion of, Walmart.com's
Pharmacy(www.walmart.com/pharmacy);

e link any Qualifying Link to any website other than our Site, including, for example,
your own website;

e bid on our Trademarks at any website that provides search engine services and
that results in driving traffic to any website, other than our Site, including your
website;

e engage in any direct or indirect relationships with ISPs and/or mobile carriers that
results in the delivery or act of address bar keyword and URL error trafficking
(e.g., a user mistypes a web address in the ISP's address bar or search bar, and,
as a result, is redirected to a web page that contains a Qualifying Link that directs
the user to sites like Walmart.com).

e employ the use of any type of software download or technology which attempts to
intercept or redirect traffic or Referral Fees to or from any website;

e use any Trademark (as defined in Exhibit A), or any Licensed Materials (as defined
in Section 2), provided to you as a result of your participation in the Program to
advertise or engage in services which result in a sale occurring on your website,
whether or not you then have the item fulfilled through Walmart.com;

e without the prior written approval of Walmart.com, use any Trademark, or any

http://affiliates.walmart.com/aff_tc.jsp
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Licensed Material in an advertisement that is not created or provided by
Walmart.com in any way that might suggest or imply or mislead or is likely to
mislead a visitor to your website into believing that Walmart.com, Wal-Mart Stores
or any related entity was the creator or sponsor of such advertisement;
re-distribute Licensed Materials (as defined in Section 2) to websites which can
reasonably be viewed as Walmart.com’s competitors, including but not limited to,
Target, Kmart, Sears, JC Penney, Kohls, Circuit City, Best Buy, Amazon, eBay, Toys
R Us, eToys, and KB Kids;

re-distribute, display or syndicate Licensed Materials and/or Walmart.com's
datafeed, including any product information set forth therein, to any third party
partner, network or agency;

employ, use, or receive any direct or indirect benefit from, any "cookie stuffing"
methods (e.g., use of "cookie stuffing" to cause LinkShare's tracking systems to
conclude that a user has clicked through a Qualifying Link - and to pay
commissions accordingly - even if the user has not actually clicked through any
such link);

install spyware on another person’s computer; cause spyware to be installed on
another person’s computer, or use a context based triggering mechanism to
display an advertisement that partially or wholly covers or obscures paid
advertising other content on a website in a way that interferes with a person’s
ability to view that website;

display any material on a website containing a Qualifying Link which contains
viruses, Trojan horses, worms, time bombs, cancel bots or other similar harmful
or deleterious programming routines;

without the prior written approval of Walmart.com, use any widgets on your
website that: (a) include any Trademarks (as defined in Exhibit A); (b) include any
Licensed Materials (as defined in Section 2); or (c) directly or indirectly send
traffic to Walmart.com;

e post, publish, link to or place a Qualifying Link on the Walmart Facebook Page;
e forward, redistribute, or otherwise repurpose any or all Qualifying Links to any

third party;

release Wal-Mart’s sales circulars, advertisements or other information prior to
their authorized release dates; or

purchase products or services sold or promoted on Walmart.com through a
Qualifying Link for resale or commercial use of any kind.

B. Prohibitions Regarding Use of Electronic Communications

Electronic Communication includes email messages, text messages, and any other form
of non-verbal communication occurring without the use of physical mail. You may NOT do
any of the following using Electronic Communication unless you first obtain in advance
Walmart.com's express written permission. Such requests must be made in writing and
sent to Walmart.com, Attn: Affiliate Program Manager, 7000 Marina Boulevard, Brisbane,
CA, 94005. These prohibitions are in addition to, and not in place of, all prohibitions and
restrictions that you are bound to under the LinkShare Affiliate Membership Agreement,
as amended. You may not:

e generate or use Electronic Communication using or containing Trademarks (as

defined in Exhibit A), or any variation or misspelling thereof, or products, or any of
the Qualifying Links or URLS provided to you as part of the Program;

send any other Electronic Communication that in any way suggests or implies or
misleads or is likely to mislead (including without limitation, via the return
address, subject heading, header information or message contents) a recipient
into believing that Walmart.com, Wal-Mart Stores or any related entity was the
sender or sponsor of such Electronic Communication or procured or induced you to
send such Electronic Communication;

forward, redistribute, or otherwise repurpose any Electronic Communication that
Walmart.com sends to its affiliates and/or customers; and

generate or send any unsolicited Electronic Communication (spam) under this
Agreement

C. Prohibitions regarding use of Trademarks (as defined in Exhibit A)

In addition to the requirements and prohibitions regarding use of the Trademarks set
forth in Exhibit A, and incorporated herein by reference, you may NOT:

e use the Trademarks in any manner not expressly authorized by this Agreement.
e use the Trademarks, or any variation or misspelling thereof, in metatags, hidden

text or source code, in your domain name or any other part of your URL as further
detailed in Exhibit A;

03/01/2012 02:33 PM
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e bid on keywords as further detailed in Exhibit A;

e bid on our Trademarks at any website that provides search engine services and
that results in driving traffic to any website, other than our Site, including your
website;

e use Walmart.com or Wal-Mart Store's vendors or suppliers' logos, trade names,
trademarks, graphic images, product images, product references and similar
identifying material unless expressly and specifically provided by Walmart.com for
use in the Program, unless used within a keyword string (i.e. Hanes T-Shirts).

In addition, you are bound to act in compliance with all applicable federal, state and local
laws and regulations, including without limitation, the CAN-SPAM Act of 2003 ("CAN-
SPAM") and the Children’s Online Privacy and Protection Act of 1998 ("COPPA"). You shall
protect, defend, indemnify and hold harmless us and our parent and related entities from
and against any claims, actions, liabilities, losses, damages, costs or expenses, including
without limitation, attorneys' fees and costs of litigation, even if such claims are
groundless, fraudulent or false, incurred by us or our parent or related entities arising out
of any content or activity by you or on your website or resulting from or in connection
with your violation of any of the terms or prohibitions contained in this Agreement or any
law, rule or regulation, including without limitation, claims for violations of third party
intellectual property rights, and rights of privacy, including but not limited to CAN-SPAM
and COPPA.
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4. Order Processing

We will be responsible for all aspects of order processing and fulfillment of orders placed
by customers who follow your Qualifying Links to the Walmart.com Site in accordance
with applicable legal requirements. We reserve the right to reject orders that do not
comply with any reasonable requirements that we periodically may establish. Among
other things, we will prepare orders forms; process payments, cancellations, and returns;
and handle customer service. Through the LinkShare Network, you have the ability to
track sales made to customers who purchase products using your Qualifying Links and
you can review reports summarizing this sales activity. To permit accurate tracking,
reporting, and fee accrual, you must ensure that your Qualifying Links are properly
formatted. The form, content, and frequency of the reports are limited to those reports
and capabilities available through The LinkShare Network and may vary from time to time
in our and/or The LinkShare Network's reasonable discretion. Walmart.com is not
responsible for any changes that The LinkShare Network's format, timing, or types of
reports available to members of The LinkShare Network and Walmart.com's Affiliates.
Walmart.com will not be responsible for improperly formatted links regardless of whether
you have made amendments to the code or not. In addition, we are unable to track or
provide credit for sales from customers that are referred to us with browsers that do not
have their cookies setting enabled.
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5. Referral Fees

We will pay you Referral Fees on certain product sales to third parties generated from our
Site only. For a product sale to generate a Referral Fee, the customer must

e use a browser that has its cookies setting enabled;

e follow a Qualifying Link (in the format specified by Walmart.com) from a site to
the Walmart.com site;

e purchase the product using our automated ordering system;

e accept delivery of the product at the shipping destination; and

e remit full payment to us.

We will pay, to LinkShare for ultimate payment to you, Referral Fees on products that are
actually purchased by a customer within three (3) days after the customer has initially
entered our Site ("Referral Fee Time") as long as the customer reenters our Site directly
during that time (and not through another affiliate link). We will not pay Referral Fees on
any products are purchased on our Site when a customer has re-entered our Site (other
than through a Qualifying Link from your website) after the Referral Fee Time, even if the
customer previously followed a link from your website to our Site. Referral Fees will not
be earned on products where a customer's purchase of the product derived from search
results driven from free or natural search; this includes results containing Qualifying
Links displayed in a search engine's free/non-paid, natural, or organic search results in
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response to a search query which sends customers directly to Walmart.com without the
customer first being sent to an affiliate site and the customer clicking on a link to arrive
at Walmart.com. Purchases from Sam's Club and Samsclub.com, Pharmacy, Travel,
Financial Services, tires, optical, Wal-Mart Connect Internet Service, Gift Cards, and
Online Gift Cards are not eligible to earn Referral Fees. Customer Service invoice
adjustments and reorders are not eligible to earn Referral Fees. Products that are entitled
to earn Referral Fees under the rules set forth above are hereinafter referred to as
"Qualifying Products."

Top of Page

6. Referral Fee Schedule

You will earn Referral Fees based on the sale price of Qualifying Products (as defined
above), according to fee schedules to be established by us. "Sale price" means the sale
price listed on our Site and excludes costs for shipping, handling, gift-wrapping, rebates,
refunds, returns, chargebacks, cancellations and taxes. The current Referral Fee Schedule
is available to you through the affiliate portal available to all members of the Program
("Affiliate Portal").

Because of the volume and breadth of items that we carry on our Site and our practice of
continuing to add new items over time, certain items may not be listed in the Referral Fee
database at the time purchases are made through your website. In addition, we reserve
the absolute right and discretion to exclude items from our Referral Fee database (see
e.g., purchases from Sam's Club and Samsclub.com, Pharmacy, Travel, Financial
Services, tires, optical, Wal-Mart Connect Internet Service, Gift Cards, and Online Gift
Cards). Therefore, you acknowledge and agree that we cannot and do not warrant or
guarantee that you will be paid a referral fee on any item(s) or that all items eligible for a
referral fee will be paid in accordance with the Referral Fee Rates listed on the Affiliate
Portal. You acknowledge that in such circumstances, you will accept the Referral Fee
Rates and payouts actually paid to you. We reserve the right, at our sole discretion, to
change, modify, add or remove portions of this Referral Fee Schedule, at any time. If you
have any questions concerning whether a certain item is eligible for a referral fee, please
contact affiliates@walmart.com.

Top of Page

7. Referral Fee Payment

Approximately 60 days following the end of each calendar month, you will receive a check
for the Referral Fees earned on products that were shipped during that month, less any
taxes that we or LinkShare are required by law to withhold from the final payment to

you. If a customer returns a product that generated a Referral Fee, you will see a
deduction for the corresponding Referral Fee from your next monthly payment; if there is
no subsequent payment, you will receive an invoice for the Referral Fee payable within
sixty (60) days of your receipt of the invoice. All determinations of Qualifying Links and
whether a Referral Fee is payable will be made by The LinkShare Network and/or
Walmart.com and will be final and binding.

Top of Page

8. Policies and Pricing

Customers who buy products through this Program will be deemed to be customers of
Walmart.com without affecting their status as your customer. Accordingly, all
Walmart.com rules, policies, and operating procedures concerning customer orders,
customer service, and product sales will apply to those customers with respect to their
transactions at Walmart.com. We may change our policies and operating procedures at
any time consistent with applicable laws. For example, we will determine the prices to be
charged for products sold under this Program in accordance with our own pricing policies.
Product prices and availability may vary from time to time. You may include current price
information in your product descriptions only if such information is provided to you by
Walmart.com, provided that any price information must be accompanied with a statement
on your website indicating to the user that in the event of any price difference between
your website and Walmart.com, the price listed on Walmart.com will govern. We will use
commercially reasonable efforts to present current and accurate information, but we
cannot guarantee the availability or price of any particular product.

Top of Page
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9. Limited License; Restrictions

We grant you a limited, nonexclusive, nontransferable, revocable right to access our Site
through the Qualifying Links solely in accordance with the terms of this Agreement and
solely in connection with the Licensed Materials (as defined in Section 2), only as
provided to you by us, through The LinkShare Network, or by other means selected by
us, and solely for the purpose of identifying your website as a Program participant and to
assist in generating the sale of Walmart.com products.

You acknowledge that this Agreement does not provide you with any intellectual property
rights in the Licensed Materials other than the limited rights contained herein. We reserve
all of our rights in the Licensed Materials and of our other proprietary rights. You may not
sublicense, assign or transfer any such licenses for the use of the Licensed Materials, and
any attempt at such sublicense, assignment or transfer is void. We may terminate your
license to use the Licensed Materials for any reason at any time in our sole and absolute
discretion. You agree to follow our Trademark Requirements in Exhibit A, as those may
change from time to time. We may revoke your license at any time by giving you written
notice.

Top of Page

10. Responsibility for Your Website or a Third Party Website on which you place
a Qualifying Link ("Third Party Site")

You will be solely responsible for the development, operation, and maintenance of your
website and for all content that appears on your website. For example, you will be solely
responsible for:

e the technical operation of your website and all related equipment;

e creating and posting product descriptions on your website or a Third Party Site
and linking those descriptions to our Site;

e updating product information, content and item descriptions (including, but not
limited to, product price and availability) within 24 hours of any update of such
product information, content and/or item description at Walmart.com or from
datafeed content provided through Linkshare;

e the accuracy, timeliness and appropriateness of content posted on your website
(including, among other things, all product-related materials);

e ensuring that materials posted on your website or a Third Party Site do not violate
or infringe upon the rights of any third party (including, for example, copyrights,
trademarks, privacy, or other personal or proprietary rights), or any term of this
Agreement;

e monitoring your website content and the content of a Third Party Site to ensure
your website or the Third Party Site does not publish, link to, sell or otherwise
distribute Objectionable Content (as defined in Section 3);

e removing any Licensed Materials and Trademarks from your website or a Third
Party Site as soon as any Objectionable Content appears on the website

e notifying us and The LinkShare Network of any Objectionable Content that
appears or appeared on your website or a Third Party Site at any time during your
participation in the program, within six (6) hours of its appearance, even if you
immediately removed the Objectionable Content per the requirements of this
Agreement or for any other reason;

e ensuring that content posted on your website or a Thrid Party Site is not libelous
or otherwise illegal; and

e notifying us and The LinkShare Network of any malfunctioning of the Qualifying
Links or other problems with your participation in the Program in accordance with
the terms of this Agreement.

We disclaim all liability for these matters. Further, you will indemnify and hold us
harmless from all claims, damages, and expenses (including, without limitation,
attorneys' fees) relating to the development, operation, maintenance, and contents of
your website.

Top of Page

11. Term of the Agreement

The term of this Agreement will begin upon our acceptance of your Application and will
end when terminated by either party. You may terminate this Agreement at any time,
with or without cause, by giving us (five) 5 days prior written notice of termination. We
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may terminate this Agreement immediately at any time, with or without cause, by giving
you written notice of termination. Upon termination, all Walmart.com related content and
links shall be promptly removed from your website. You are only eligible to earn Referral
Fees on sales of Qualifying Products occurring during the term, and fees earned through
the date of termination will remain payable only if the related orders are not canceled or
returned. In the event overpayment is made by us, you agree to promptly remit such
excess payment upon notification by us. We may withhold your final payment for a
reasonable time to ensure that the correct amount is paid.
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12. Modification

We may modify any of the terms and conditions contained in this Agreement, at any time
and in our sole discretion, by posting a change notice or a new agreement on our Site.
We will also make commercially reasonable efforts to notify you of such changes prior to
or upon implementation. Modifications may include, for example, changes in the scope of
available Referral Fees, Referral Fee Schedules, payment procedures, and Program rules.
IF ANY MODIFICATION IS UNACCEPTABLE TO YOU, YOUR ONLY RECOURSE IS TO
TERMINATE THIS AGREEMENT. YOUR CONTINUED PARTICIPATION IN THE PROGRAM
FOLLOWING OUR POSTING OF A CHANGE NOTICE OR NEW AGREEMENT ON OUR SITE
AND/OR SENDING YOU THE CHANGE NOTICE WILL CONSTITUTE BINDING ACCEPTANCE
OF THE CHANGE.

Top of Page

13. Relationship of Parties

You and we are independent contractors, and nothing in this Agreement will create any
partnership, joint venture, agency, franchise, sales representative, or employment
relationship between the parties. You will have no authority to make or accept any offers
or representations on our behalf. You will not make any statement, whether on your
website or otherwise, that reasonably would contradict anything in this Section.

Top of Page

14. Indemnification

You acknowledge that by entering into and performing its obligations under this
Agreement, we do not assume and should not be exposed to the business and
operational risks associated with your business, or any aspects of the operation or
content of your website(s). Accordingly, in addition to any other indemnification
obligations contained in this Agreement, you shall protect, defend, hold harmless and
indemnify us and our parent or related entities from and against any and all claims,
actions, liabilities, losses, costs and expenses, even if such claims are groundless,
fraudulent or false (including court costs and reasonable attorneys' fees) incurred as a
result of claims of customers or other third parties against us and our affiliates, licensors,
suppliers, officers, directors, employees and agents arising from or connected with any of
the content or activities of your website (including without limitation any activities or
aspects thereof or commerce conducted thereon) or related business, or your misuse,
unauthorized modification or unauthorized use of the services or materials provided by us
hereunder.
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15. Limitation of Liability

We will not be liable for indirect, special, or consequential damages (or any loss of
revenue, profits, or data) arising in connection with this Agreement or the Program, even
if we have been advised of the possibility of such damages. Further, our aggregate
liability arising with respect to this Agreement and the Program will not exceed the total
Referral Fees paid or payable to you under this Agreement.

Top of Page

16. Disclaimers

We make no express or implied warranties or representations with respect to the Program
or any products sold through the Program (including, without limitation, warranties of
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fitness, merchantability, non-infringement, or any implied warranties arising out of a
course of performance, dealing, or trade usage). In addition, we make no representation
that the operation of our Site will be uninterrupted or error-free, and we will not be liable
for the consequences of any interruptions or errors; however, we will make commercially
reasonable efforts to correct errors or interruptions promptly.

Top of Page

17. Independent Investigation

YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT AND AGREE TO ALL ITS
TERMS AND CONDITIONS. YOU UNDERSTAND THAT WE MAY AT ANY TIME (DIRECTLY OR
INDIRECTLY) SOLICIT CUSTOMER REFERRALS ON TERMS THAT MAY DIFFER FROM
THOSE CONTAINED IN THIS AGREEMENT OR OPERATE WEB SITES THAT ARE SIMILAR TO
OR COMPETE WITH YOUR WEB SITE. YOU HAVE INDEPENDENTLY EVALUATED THE
DESIRABILITY OF PARTICIPATING IN THE PROGRAM AND ARE NOT RELYING ON ANY
REPRESENTATIONS, GUARANTEE, OR STATEMENT OTHER THAN AS SET FORTH IN THIS
AGREEMENT.
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18. Miscellaneous

This Agreement will be governed by the laws of the United States and the state of
Arkansas, without reference to rules governing choice of laws. Any action relating to this
Agreement must be brought in the federal or state courts having jurisdiction and venue in
or for Benton County, Arkansas and you irrevocably consent to the jurisdiction of such
courts. You may not assign this Agreement, by operation of law or otherwise, without our
prior written consent. Subject to that restriction, this Agreement will be binding on, inure
to the benefit of, and enforceable against the parties and their respective successors and
assigns. Our failure or agreement not to enforce your strict performance of any provision
of this Agreement in a given instance will not constitute a waiver of our right to
subsequently enforce such provision or any other provision of this Agreement.
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19. Publicity

You shall not create, publish, distribute, make or permit any public announcement of this
Agreement or the relationship contemplated hereunder, (including, but not limited to, any
press release, client list, screen shot, advertisement or any promotional material) without
first submitting such material to us and receiving our written approval, which we may
withhold in our sole discretion.
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20. Confidentiality

Except as otherwise provided in this Agreement or with our prior written consent, you
agree that all information including, without limitation, the terms of this Agreement, our
business and financial information, our customer lists and purchase history, and our
pricing and sales information, shall remain strictly confidential and shall not be utilized,
directly or indirectly, by you for your own business purposes or for any other purpose
except and solely to the extent that any such information is generally known or available
to the public through a source or sources other than you or your affiliates.
Notwithstanding the foregoing, you may deliver a copy of any such information (a)
pursuant to a subpoena issued by any court or administrative agency, (b) to your
accountants, attorneys, or other agents on a confidential basis, and (c) otherwise as
required by applicable law, rule, regulation or legal process, upon written notification to
Walmart.com.

Top of Page

21. Remedies to Walmart.com

Violation of any of the terms or prohibitions contained in this Agreement may result in,
among other things, (a) the immediate termination of this Agreement; (b) the withholding
of Referral Fees due to you; or (c) the commencement of an action by Walmart.com against

http://affiliates.walmart.com/aff_tc.jsp 9 o0f12



Walmart.com - Affiliate Program

03/01/2012 02:33 PM

you seeking, without limitation, injunctive relief, recovery of actual, statutory or punitive
damages.

We have the right in our sole and absolute discretion to monitor your website at any time
and from time to time to determine if you are in compliance with the terms of this
Agreement, and you agree to provide us with unrestricted access to your website for such
purpose.

Last Updated: October 29, 2010
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Exhibit A - Trademark Requirements

These requirements apply to your use of Walmart.com and other trademarks and service
marks belonging to Wal-Mart.com USA, LLC, Wal-Mart Stores, Inc. or other related entities
(the "Trademarks") in content that has been approved by us.

1. You may use the Trademarks only for purposes expressly authorized by us.

2. You may not modify the Trademarks in any manner. For example, you may not
change the proportion, color, or font of the Trademarks.

3. You may not display the Trademarks in any manner that implies endorsement of
your website or business by Walmart.com outside of your involvement in the
Program.

4. You may not use the Trademarks to disparage Walmart.com, its products or
services, or in a manner which, in our reasonable judgment, may diminish or
otherwise damage our good will in the Trademarks.

5. Each Trademark must appear by itself, with reasonable spacing (at least the height
of the Trademark) between each side of the Trademark and any other graphic or
textual image. You may place the Walmart.com name or logo adjacent to
competitive brands, subject to the requirements of this Agreement, including
prohibitions against objectionable material and websites.

6. You must use the TM symbol next to the trademarks. You must use the SM symbol
next to the service marks.

7. You must include the following statement in your materials that include the
Trademarks: "WALMART.COM SM is a service mark of Wal-Mart.com USA, LLC and
Wal-Mart Stores, Inc." You must include similar statements for any other
Trademarks used on an ongoing basis in your materials.

8. You acknowledge that all rights to the Trademarks are our exclusive property and all
goodwill generated through your use of the Trademarks will inure to our benefit.

9. YOU MAY NOT USE THE TRADEMARKED NAMES, WAL-MART, WALMART.COM,
WAL-MART STORES, OR ANY VARIATIONS OR MISSPELLINGS THEREOF, IN ANY
MANNER INCLUDING KEYWORD BIDDING ON SEARCH ENGINES; YOU MAY NOT USE
WAL-MART, WALMART.COM, OR ANY VARIATION OR MISSPELLINGS THEREOF, IN
METATAGS OR TO DIRECT TRAFFIC TO ANY WEBSITE OTHER THAN OUR SITE; YOU
MAY NOT USE WAL-MART, WALMART.COM, OR ANY VARIATIONS OR MISSPELLINGS
THEREOF, IN HIDDEN TEXT OR SOURCE CODE ; YOU MAY NOT USE WAL-MART,
WALMART.COM, OR ANY VARIATIONS OR MISPELLINGS THEREOF, IN YOUR DOMAIN
NAME OR ANY OTHER PART OF YOUR UNIVERSAL RECORD LOCATOR.

10. You may not bid on any keyword or on any Pay per Click Search Engines (PPCSEs)
where such keyword is one of our Trademarks or any variation or misspelling of one
of our Trademarks (see the non-exclusive list of examples set forth below in Section
15). Further, you may not bid on any word or term that is confusingly similar to any
of our Trademarks standing alone. You may, however, bid on keyword strings that
incorporate our Trademarks (e.g., "Walmart.com Electronics", "Wal-Mart Toys");
provided, however, that such permissible keyword strings must be used in a manner
that directs traffic only to our Site. You may not bid on keywords strings that contain
the terms "Rollbacks" or "Advertised Values".

11. You may not employ any "fat finger" domains or typosquatters redirecting web
traffic to your website. A typosquatter for "fat finger" domain is any domain that
amounts to misspellings of any registered or unregistered Trademarks.

12. You may not bid on any keyword or on any PPCSEs that is one of our competitors'
trademarks (or a derivation of a competito r's trademark), or any other word or
term that is likely to cause confusion regarding its affiliation with the competitor.
Examples of these keywords include, but are not limited to: "Target", "Kmart",
"Sears", "JC Penney","Toys R Us", "Amazon", "Circuit City", "eToys", and "KB Kids".

13. You may not bid on restricted manufacturer brand terms, including but not limited to
"MagicJack", or any derivatives thereof that are likely to cause confusion regarding
its affiliation with Walmart.com, its affiliates or you, in any paid search.
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14. You may not use the Trademarks alongside or in conjunction with the following
terms: "percent (%) off", "sale",or "coupons".

15. Walmart.com may, in its sole discretion, terminate you or withhold payment of your
Referral Fees for the days that we determine that you were bidding in violation of
the keyword bidding requirements above.

16. The list below sets forth examples of impermissible keywords, "fat-finger" domains,
and variations of Trademarks that you may not bid on. The list is for example
purposes only and is not a complete list of prohibited words which infringe a
Trademark, and therefore violate a term of this Agreement.

walmart walmart.com |wal-mart wal mart www.walmart.com

wallmart wal-mart.com |wall mart wallmart.com | www.wallmart.com

wal mart.com |Walmart.com |Walmart.c www.wal- www.walmart

mart.com

walmart wal-mart walmarts www.wal wal mart stores

stores store mart.com

wall-mart walmart site:www.walmart.com | wal-mart super Walmart
supercenter walmart supercenter

walmart super wal walmart.com. walmart walt mart

stores mart store

walmart,com |wall walmart online wal www.wal-mart
mart.com mart.com

Walmart.c_om | Walmart.c site:walmart.com - -

We reserve the right in our sole discretion to modify these requirements at any time.

Last Updated: March 25, 2010
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Exhibit B - Networks & Sub-Affiliates

These requirements apply to your use of the Program as a Network. A "Network" is defined
as any affiliate that operates one or more websites as sub-affiliates through one (1)
Application to the Program.

1. You agree to all the terms and conditions of this Agreement, including all attached
Exhibits, on behalf of all sub-affiliates operating under the Network and are
responsible for any action or inaction by such sub-affiliates.

2. You must seek prior written approval from Walmart.com before choosing to operate
as a Network. Such requests must be made in writing and sent to Walmart.com,
Attn: Affiliate Program Manager, 7000 Marina Boulevard, Brisbane, CA, 94005.

3. You must provide to Walmart.com a list of all sub-affiliates working within your
Network within twenty-four (24) hours of any request from Walmart.com.

4. Any violation of this Agreement by any sub-affiliate may result in immediate
termination of the entire Network from the Program.
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Exhibit C - RSS Feeds

Walmart.com offers free RSS (Really Simple Syndication) feeds for personal,
noncommercial use. Any other uses, including without limitation the incorporation of
advertising into or the placement of advertising associated with or targeted towards the
content of our RSS feeds, are prohibited. You must use the RSS feeds as provided by
Walmart.com, and you may not edit or modify the text, content or links supplied by
Walmart.com. You must always have the most current RSS feed visible. You must
accompany all price information with a statement on your website indicating to the user
that in the event of any price difference between your website and Walmart.com, the price
listed on Walmart.com will govern.

The RSS feeds may be used only with those platforms from which a working link is made
available that, when accessed, takes the viewer directly to the display of the full product
offer on Walmart.com. Any display of the content of the RSS feeds must permit successful
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linking to, redirection to or delivery of the applicable Walmart.com web page. You may not
insert any intermediate page, splash page or other content between the RSS link and the
applicable Walmart.com web page.

Walmart.com retains all ownership and rights in the content of our RSS feeds.

Walmart.com reserves the right to discontinue providing any or all of the RSS feeds at any
time and to require you to cease displaying, distributing or otherwise using any or all of the
RSS feeds for any reason including, without limitation, your violation of any provision of
this Agreement.

Last Updated: March 25, 2010
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