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INTHE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION

EARTHCAM, INC..,
Plaintiff,
v. 1:11-cv-02278-WSD
OXBLUE CORPORATION,
CHANDLER McCORMACK |
JOHN PAUL SON, BRYAN

MATTERN, and RICHARD
HERMANN,

Defendants.

OPINION AND ORDER

This matter is before the Court orafitiff EarthCam, Inc’s (“EarthCam?”)
Motion for Summary Judgment [232], f2adant Richard Hermann’s Motion for
Summary Judgment (“Hermann”) [23@efendants OxBlue Corporation’s,
Chandler McCormack’s, John Paulsorded Bryan Mattern’s (collectively, the
“Oxblue Defendants”) Motion for Summadypdgment [228], and EarthCam’s

Motion to Reopen Discovery [237].
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l. BACKGROUND

A. Facts
1. The Parties

In this action, EarthCam alleges tltatcompetitor, OxBlue Corporation
(“OxBlue”), engaged in various forms obrporate espionage to misappropriate its
trade secrets. OxBlue has filed couak@ms against EarthCam for copyright
infringement, trademark infringement, faladvertising, false designation of
origin, unfair competition, and violatiavf the Georgia Uniform Deceptive Trade
Practices Act.

EarthCam is a privately held company, based in New Jersey, that markets
and sells high-end web-based cameraesyst including traditional security
applications, megapixel robotic panoraroameras, and high-definition streaming
video devices. OxBlue is@mpany based in Atlanta that offers high-end
web-based camera systeams] streaming video techiogly. OxBlue’s primary
client base is the construction industngdats remote camera monitoring products
are utilized in a variety of construction projects.

Defendant Chandler Mc@mack (“McCormack”) ighe President and Chief
Executive Officer of OxBlue. DefendaBtyan Mattern (“Mattern”) is the Chief

Technology Officer of OxBlue. Defendadbhn Paulson (“Paulson”) is a silent



financial partner of OxBlué.Hermann is a formermployee of EarthCam.
Between 2005 and June 2008, Hermanrked at EarthCam as a product
technician and camera installer of ratbanegapixel camerasAfter ending his
employment with EarthCam, Hermann b@eaan independent contractor of
OxBlue.

2. OxBlue Defendants’ Motion for Summary Judgment

I. The 2006 “Brute Force” Attack

In March and April of 206, Defendant Mattern wrote a script to collect
information available on the webpagedairthCam’s customers. Mattern
described the script as a “very snsdtipt that any CS 101 person or anybody
could have written® Mattern Dep. at 245: 5-7. The script created over 400,000

Uniform Resource Locator (“URL”) combations to estimate the current URL

! On November 6, 2012, EarthCam filedecond Amended Coitajnt, in which it
alleged that Paulson wése Chief Financial Officeof OxBlue. Second Am.

Compl. at 2. In their Motion for $amary Judgment, the OxBlue Defendants
stated that Paulson only has a finanstake in OxBlue, ante has never worked

for OxBlue. EarthCam does not contest fhatilson has never served as an officer
or employee of OxBlue.

2 CS 101 appears to be a reference tm@uter Science 101, and meant to mean a
basic course taken by compuscience majors in collegd here is no dispute that
any person with a basic understandind.iofux and the programming language, C,
could conduct the so-called “brute ¢ef’ attack that occurred on EarthCam'’s
servers. Linux is a free, open sourgperating system, popular among computer
programmers, and C is a generalgmge computer programming language.



combination and location of an Eatthm’s customer’s webpage. EarthCam
alleges that OxBlue utilized the scriptgather confidential information on its
customers, including customer namesmnera names, images from customer
cameras, the URL to the image for eaaimera, and the daéad time stamped on
the last image taken fromcamera. There is no dispute that the basic script
written by Mattern did not involve decrypting a password or otherwise breaking
into any secure server. EarthCam’'s&/President of @chnology, Bill Sharp,
admitted at his deposition that the infation gathered by hOxBlue Defendants
during the so-called “brute-force” attawas not password protected. Sémarp

Dep. at 107: 11-17.

* On November 18, 2013, Mr. Sharp submitaedaffidavit to the Court, in which
he makes several assertidhat contradict his priaestimony and other evidence
in this case. For examplelr. Sharp now states in his affidavit that “in 2006 the
nonpublic portions of EarthCdswebsite were protectdry URLs with a series of
two four digit numerical combination®uthorized access to these URLs was only
through entry of a username or passwoigharp Aff. at § 26. A “court may
disregard an affidavit submitted solédr the purpose of opposing a motion for
summary judgment when that affidaigtdirectly contradicted by deposition
testimony.” _McCormick vCity of Fort Lauderdale333 F.3d 1234, 1240 (11th
Cir. 2003). The Court disregards Mr. Sharpffidavit to the extent his assertions
are contradicted by his testimony or othedence in this caseEven if the Court
considered Mr. Sharp’s new assertighgre is no evidence that the script
employed by the OxBlue Defendant2i@06 was aimed at decrypting passwords
for customer accounts.




. Access to Customers’ Webpages

On September 10, 2008, Paulson reegia username and password from
Benning Construction (“Benningy’an EarthCam client, for Benning’s EarthCam
customer webpage. Paosforwarded to McCorm&can email containing
Benning’s login credentials. EarthCamiohs the OxBlue Defendants used the
login credentials they received from Paarl to access information on Benning’s
customer webpage. EarthCéras not presented anyi@ence to support this
claim.

On May 20 and May 21, 2011, Chip Fplaf Forrest City Ratner (“FCR”),
an EarthCam client, providd=CR’s login credentials for its customer webpage to
the OxBlue Defendants to determine wieetOxBlue could provide a solution to
certain issues it had encountered viatrthCam’s cameras. Foley initially
provided a series of screenshots fronRFECEarthCam account to the OxBlue
Defendants. Foley also sent to OxBauscreenshot from orté FCR’s cameras.
The forwarded information was not enough OxBlue to troubleshoot and advise
FCR on its problems. As a result, FoleptsSECR’s login credentials to OxBlue.
The OxBlue Defendants logged into FCRtxount, and provided Foley with three
possible solutions to the problem FCRitemcountered. Two of those solutions

did not involve using OxBlue’s sesgs. FCR took OxBlue’s advice into



consideration, and continued to do busgwith EarthCam. After logging into
FCR'’s EarthCam account, Correy Po#s,OxBlue employee, took screenshots
from FCR’s webpage, and provided a linkatdirectory containing the screenshots
to OxBlue’s marketing department. Halam has not presented any evidence that
the marketing department ever viewed sheeenshots, or that OxBlue used the
screenshots to develop its product®tirerwise use them in its business.
EarthCam’s customers are requite@nter into an End User License
Agreement (“EULA”) that prohibits the unauthorized accdsslay, and copying
of EarthCam'’s information. The EULAoes not prohibit EarthCam’s customers
from sharing their passwords with a thirdtgaand there is no evidence that the
OxBlue Defendants knew any thife EULA’s provisions whethey logged into the
FCR account. On October 15, 2012, Mraghadmitted at his deposition that the
EULA is presented to the stomer when the customerdfi logs into his or her
account, and it does not appear again unlese ik a change in the EULA’s terms.
SeeSharp Dep. at 147: 11-148:25. Mr. §hatso admitted at his deposition that
there is no evidence that the OxBluef@walants were presented with, or were

otherwise aware of, the EULA when thagcessed FCR’s Eaffam account. |d.



at 148:23-149-16.

EarthCam concedes that some otiistomers “elect” to have their websites
and information made public, but insighst the majority of its customers’
websites are not in the public domairin other words, BghCam does not require
its customers to shield their “user intexda experience from the public to maintain
the secrecy of EarthCam’s alleged “tragerets.” EarthCam also has a live
demonstration of its services on its website that provides a graphical representation
of how the cameras appear on a customer account.

EarthCam claims that “administnze access” to a password protected
account allows the user to interact witarthCam’s hardwarand view the actual
code that operates the camera. Thigwld&iowever, is not relevant here because
Mr. Sharp, at his October 15, 2012 depositiconceded that there is no evidence

the OxBlue Defendants either viewedcopied EarthCam’sade, or accessed and

* In his November 18, 2013, affidavit, MBharp claims that Mattern, McCormack
and Potts viewed and accepted the EULA from OxBlue’s Internet Protocol
address. Sharp Aff. at § 18. Theutt disregards thisew claim because it
contradicts Mr. Sharp’s testimony at disposition, and the BLA is of limited
relevance because it did not preventtEaam’s customers from sharing their
passwords with thirgarties. _McCormick333 F.3d 1234.

> This fact, and others, undermine B&am’s claim thathe content of a

customer’s webpage is a “trade secrettaaese it is the prerogative of EarthCam'’s
customers to “elect” to either publicize the contents of their webpage or choose to
keep the webpage private.



manipulated EarthCam’s hardwarerfré-CR’s account in May, 2011. S8barp
Dep. at 56:12-20; 57:20-58-12.

iil. Information Received from Hermann

EarthCam alleges &t between May 200&d August 2010, Hermann
provided the OxBlue Defendants with information that lEaam considered
“trade secrets,” including detailediammation about EarthCam’s cameras,
customers, suppliers, and pnig information. This claim is based on EarthCam’s
claimed interpretation of the emailrcespondence betwediermann and the
OxBlue Defendants from 2008-2010. Becatlseparties are unable, or unwilling,
to agree on what was said or describeth@se emails, the Court has examined the
email correspondence betwddarmann and the OxBlue Badants. The Court’s
conclusions regarding whethihese emails contain EarthCam'’s trade secrets can
be found in Section 11(B)(2)(iipf this Order.

3. Hermann’s Motion for Summary Judgment

I Non-Compete Agreement and Release

On July 10, 2006, Hermann andrifé&Cam executed a Noncompetition,

Nondisclosure, and Inventions Agreem (“Employment Agreement”).



The provision in the Employment Agreemdmait governs confidentiality provides:

Except as required by law, Empbsy will not, whether during or after

the termination or cessation of l@sployment, reveal to any person,

association, or company any oéttrade secrets or confidential

information concerning the organizati, business, or finances of the

Company so far as thdnave come or may awe to the knowledge of

the Employee, except as may behe public domain through no fault

of Employee or as required to bescdosed by law or court order, and

Employee shall keep secret all megtentrusted to him and shall not

use or attempt to use any sucformation in anymanner which may

injure or cause loss or may be eaéted to injure or cause loss,

whether directly, or indectly, to the Company.

SeePl.'s Ex. A, attached to Ex. 50.

In June 2008, Hermann ended his esgptent with EarthCam. On June 20,
2008, Hermann requested EarthCam tp @artain employmentelated expenses,
in the amount of $1,038.00, that helhacurred when working for EarthCam.
Hermann threatened to file claims agaigarthCam for these unpaid expenses if
they were not paid. EarthCam regtegl Hermann to sign a release in
consideration of settling his claimrfanpaid expenses. Hermann rejected
EarthCam’s request for a unilateral relzeeend demanded that EarthCam execute
a mutual release. On July 24, 2088rthCam’s Vice President, Joe Nizza
(“Nizza”), asked Hermann to draft the arage Hermann wanted to include in the

mutual release. Hermann refuseditaft the mutual release language, and

demanded payment for his expenses. Hamdid not sign the purported mutual



release that Niza proposed.
On August 13, 2008, Nizza sent Hemmaa check for $706.1dnclosed with
a letter entitled “mutual redese.” Nizza wrote that ¢hcheck constituted “final
reimbursement of [Hermann’'skpenses,” and the lettirther stated that it
serve[d] as a mutuaélease for all claimgiabilities, liens, demands,
and causes of actioknown and unknown, fixedr contingent, which
either you, Richard Hermann, or EarthCam may have or claim to have
against each other and both parties hereby agree not to file a lawsuit to
assert such claims.
There is no dispute that Hermaaecepted and cashed the check for $706.14

that was sent to him in examnge for the mutual release.

. “OxBlue 3019”

“OxBlue 3019" refers to a file that canhs more than 4 gigabytes of data
that was discovered in this litigation on BlMe’s computers. EarthCam contends
that this information was transmitted from Hermann’s computer, but there is no
evidence that Hermann transferred thieimation to the OxBlue Defendants.
EarthCam suggests that Hermann transfd the data contained on OxBlue 3019
on June 19, 2009. This suggested transfer date is based s EJ2009, email,

that Hermann sent to McCormadk,which Hermann asked for an FT$ite to

® File Transfer Protocol is a networkopocol used to transfer data from one
computer to another.

10



upload a large amount of data. This drdaes not state or indicate that Hermann
intended to upload data mOxBlue 3019. There %0 evidence that this FTP
request resulted in the transfer of alaja. EarthCam aljes that OxBlue 3019
includes
e detailed, step by step photos of therthCam Robotiélegapixel System
being built;
¢ |mages of the internals of the Robotic Megapixel System;
¢ In-house assembly maal pages and photos;
e An entire system schematic includipgwer and control diagrams for
EarthCam proprietary cables;
¢ An installation manual for thEarthCam Robotic System; and
e Drawings and part lists for all gprietary mounts for the EarthCam
Robotic Megapixel System.
To support this claim, EarthCam citiesinformation it drafted and which it
included in its October 18, 2012yplemental Response to OxBlue’s
Interrogatory Nos. 2, 5nal 8. This citation appears in EarthCam’s Statement of
Material Facts in Opposition to tivotions for Summary Judgment filed by
Hermann and the OxBlugefendants. SeearthCam’s Statement of Material

Facts in Opp. to Hermann’s Mot. for Sumdnat  50; EarthCam’s Statement of

11



Material Facts in Opp. to the OxBlue feadants’ Mot. for Summ. J. at  41.
EarthCam'’s responses to the OxBlue Defendants’ interrogatories are not evidence.
EarthCam has not presentay evidence to support its claim that OxBlue 3019
contained confidential or proprietary imfoation that can be considered a trade
secret under Georgia law. In Oppasi to Hermann’'s Motion for Summary
Judgment, EarthCam submitted a few photplgsadepicting the internal structure

of an unidentified machine, a user manwabne of its cameras, and charts that

"“Although an answer to an interrogatory is admissible against the party answering
the interrogatory, it ordinarily is not adssible in evidence against anyone else,
including a codefendant. A party whoshenswered interrogatories submitted by
an adversary generally cannot secummiadion of its answers into evidence and
may not rely on its answers as evidenc#diiavor or as affmative evidence.”
See23 Am. Jur. 2d, Depositions and Discovery, § 131 (collecting cases); Kirk v.
Raymark Indus., In¢61 F.3d 147, 167-68 (3d Cir. 1995) (holding that a response
to an interrogatory cannot be admitted on the basis that the interrogatory was
signed and sworn under penalty of peyjbecause the response “lacks the
‘circumstantial guarantee of trustwortess contemplated by Rule 803(24) of the
Federal Rules of Evidence.”); IBiore v. Macy’s Retail Holding<Civil No. 06-

3020 (JBS), 2009 WL 140518, at *9-10 (D. Nldn. 20, 2009) (“a litigant may not
introduce statements from its own anssvir interrogatories or requests for
admission as evidence because such arsstypically constitute hearsay when
used in this manner.”) étlecting cases). See al&voss v. Burggraf v. Constr.

Co.,, 53 F.3d 1531, 1541-42 (10th Cir. 1998%hnson v. Gestamp Alabama, LLC
946 F. Supp. 2d 1180, 1196 (N.D. Ala. 2013)tiimg that several Circuits have
held that a party cannot use its owrf-selrving answers to an interrogatory on
summary judgment). But sdehnson v. Holdei700 F.3d 979, 982 (7th Cir. 2012)
(holding that a non-hearsay response togarrogatory that is based on personal
knowledge may be considered as eviean summary judgment). Even if
EarthCam'’s self-serving response about the contents of OxBlue 3019 was
admissible, EarthCam hast provided any basisfas admissibility.

12



appear to depict how a camera is conegetith wires. Based on Mr. Sharp’s
conclusory affidavit, EarthCam argues ttis#se images contain “trade secrets,”
and were not “publicly aviable and gave EarthCam a competitive advantage.”
Mr. Sharp does not explain why any of theormation depicted in these images,
or contained on OxBlue 3019, was not lielip available or otherwise gave
EarthCam a “compitive advantage®

4, EarthCam’s Motion for Summary Judgment

I Construction Specifications

OxBlue created a constructionegyfication for its “Web-Enabled
Construction System” (“OxBlue Spedétion”) to assist individuals and
organizations in the construction indystio prepare for use of OxBlue’s
equipment on construction projectsortruction specifications are documents

that provide directions on the methodsl amaterials to be used on a construction

® The Court observes that EarthCam’s cotiten including the assertions made in
Mr. Sharp’s November 18, 2013, affidavitat the OxBlue Defendants received
proprietary information that was “not Iplicly available ad gave EarthCam a
competitive advantage,” is generally upported by any facts @vidence that can
be considered on the parties’ Motions Bummary Judgment. An affidavit that
contains “conclusory allegations Wiut specific supporting facts [has] no
probative value.”_Leigh v. Warner Bros., In212 F.3d 1210, 1217 (11th Cir.
2000). In his affidavit, Mr. Sharp doast explain why the information allegedly
disclosed to the OxBlue Defendantsswaot publicly available and gave
EarthCam a competitive advantage.”islts a fundamental shortcoming in
EarthCam’s case and its response to @Bl Motion for Summaryudgment.

13



project. The OxBlue Specificationnsodeled on the Construction Specification
Institute’s (“CSI”) MasterFormat, 2004 Edn. The CSI MasterFormat is a
standardized system of indexing ardanizing construction specifications to
assist architects, engineers, cantors and manufacturers. The OxBlue
Defendants concede that the CSI Mastartad provides “people a guideline, so
when they want to go in and find sotim@g they know where to look in a
specification to find it.” M€ormack Dep. at 97: 6-8.

The OxBlue Specification was firgtiblished on October 17, 2006. On
March 13, 2012, OxBlue filkan application with the United States Copyright
Office to register the OxBlue Specification. OxBlue claims that EarthCam
infringed on its copyright by copying the numerical code sequence (or title) for the
OxBlue Specification—01 32 34.01—ahyg copying portions of the OxBlue
Specification, including

OxBlue’s Specification states:

The indoor/outdoor camera systshall consist of a tamper and

Impact resistant, discreet, fkgwall] [and][or] [pole] mount

enclosure with integrated fidecamera, lens and controller.

Exhibit A to OxBlue’s Counterclaim [Dkt. No. 46].

EarthCam’s Specification states:

The indoor/outdoor camera systshall consist of a tamper and
Impact resistant enclosure withegrated camera and heavy-duty

14



robotic pedestal to be mountedaaBxed pole, wh, parapet or non-
penetrating roof mount.

Exhibit B, C, & D to OxBlue’sSCounterclaim [Dkt. No. 46].

OxBlue’s Specification states:

Camera: Integrated high defimiti camera and lens assembly
consisting of a charge coupled desv(CCD) camera with a remotely
controlled focal length lens mountad a permanent module with the
following features:

Exhibit A to OxBlue’s Counterclaim [Dkt. No. 46].

EarthCam’s specification states:

Camera: Integrated 8 Megapixegh definition camera and lens
assembly consisting of a chargaupled device (CCD) camera with a
remotely controlled focal length lens with the following features:

Exhibit B, C, & D to OxBlue’sSCounterclaim [Dkt. No. 46].

il Keyword Searches

In the beginning of 2010, Workahe Cam (*“WZC”), a subsidiary of
EarthCam, purchased a number of termomfseveral search engines as keywords

for search engine advertising. Therd® purchased included “earthcam,” “earth
cam,” “webcam” and “oxblue.” Users the¢arched for the term “oxblue” would
see a link to the Work Zone Cam’s websitehe “Sponsored Links” section that

appears next to the search results oraecbeengine’s webpage. Work Zone Cam

did not use the term “OxBlue” on its website in the metadata for its website,

15



except if there was a newdiale that mentioned WorKkone Cam and OxBlue. In
May 2010, at McCormack’s geiest, EarthCam discontinued the use of the term
“oxblue” as a keyword for the Work e Cam’s website. In 2003, OxBlue
purchased the term “earthcam” as gwerd on Google in connection with an
advertising campaign for OxBlue’s products.

OxBlue argues that, by purchasing term oxblue on several search
engines, EarthCam infringed on OxBligrademark, and falsely designated
OxBlue’s productsd goodwill as its own.

lii.  False Advertising

In March 2009, OxBlue hired Mack Méeer and Ronald Grunwald to call
EarthCam pretending to be customexsking for a camera solution. McAleer and
Grunwald secretly recorded their convéimas with Todd Michaels, an EarthCam
sales representative. dnconversation about EarthCarsolar powered camera
offerings, Michaels told Grunwald th@xBlue’s cameras do not offer heaters to
defrost the front glass of the camera hgs OxBlue’s solar cameras do not use
heaters. Michaels also told OxBlue'presentatives that EarthCam’s competitors
use experimental server technologyp@se their customers to copyright
infringement lawsuits, and that EarthChias more employees in its customer

service department than its competitors havibeir entire company. There is no

16



dispute that Michaels, in making letatements about competitors, did not
specifically mention OxBlue. OxBlugsubmits that the statements made by
Michaels were false misrepresentatioret tonstitute false advertising under the
Lanham Act.

OxBlue also brings a false advertigiolaim based on a chart prepared by
EarthCam that compares EarthCanvisbcams with OxBlue’s cameras,
highlighting the alleged advantagesk@rthCam’s webcamsThe chart was
created to assist EarthCam'’s sales repradives in the marketing and sale of
EarthCam’s cameras. The chart represtra@sOxBlue’s cameras do not offer, on
all camera systems, detailacthived weather data, in-house 24/7 monitoring of
cameras and in-house technical suppod, @rofessionally designed and integrated
surge protection. OxBlue asserts thatti@am'’s chart, whitc was sent to one
customer, contains false statements raggr@xBlue’s cameras. OxBlue has not
presented any evidence to establish thatchart was widely disseminated or
whether the statements contained & ¢hart were frequently represented to
EarthCam’s customers in connection with a sales call or an advertisnpgics.

B. Procedural History

The procedural history of this casdeagthy. EarthCarfiled a Complaint

against the Defendants on July 12, 2Gdrld an Amended Complaint on August

17



25, 2011. On March 26, 2012, the Court dssad most of thelaims alleged in
EarthCam’s Amended Complaint.

On November 26, 2012, EarthCdibed a Second Amended Complaint
against Hermann and the OxBlue Defamdain which it alleged that the
Defendants (i) obtained EarthCam'’s tradersts and then used those trade secrets
in the development of OxBlue’s prodsg(ii) conspired to obtain and use
EarthCam'’s trade secrets; (iii) infringed on EarthCam’s copyright by copying
portions of FCR’s user account; (iv) vabéd the Computer Fraud and Abuse Act
(“CFAA") by accessing FCR’s user accduand (v) conspired to violate the
CFAA. The Second Amended Complaird@ahlleged that Hermann breached the
terms of his employment contract withrieBCam, and that thOxBlue Defendants
tortiously interfered with Hermann’oatract by inducing Hermann to disclose
EarthCam'’s confidential information.

On April 5, 2012, OxBlue filed itsounterclaims against EarthCam, and
alleged that EarthCam (i) infringed on its copyright by copying the OxBlue
Specification; (ii) violated theanham Act prohibitias on trademark
infringement, false designation of origindafalse advertising, (iii) violated the
Georgia Deceptive Trade &ttices Act, (iv) and engaged in unfair competition

under the Lanham Act and O.C.G.A. § 23-2-55.

18



On July 19, 2013, the Court grantee @xBlue Defendants’ Partial Motion
to Dismiss the Second Amended Complaipart, and denied Hermann’s Partial
Motion to Dismiss. The Court grantecet®xBlue Defendants’ Motion to Dismiss
based on alleged copyrighffiilmgement and violations of the CFAA that occurred
before July 12, 2008. The Court dedhithe OxBlue Defendants’ Motion to
Dismiss with respect to all other claims.

On September 27, 201dermann and the OxBlueefendants moved for
summary judgment on EarthCam’s aai, and EarthCam moved for summary
judgment on the OxBlue Defendants’ caenataims. In response to Hermann’s
Motion for Summary Judgment, EarthCam stated that it is no longer pursuing its
claims against Hermann for copyright infjement and conspiracy to violate the
CFAA.

1. DISCUSSION

A. Leqgal Standard

A court “shall grant summary judgmentife movant shows that there is no
genuine dispute as to any material fad #me movant is entitled to judgment as a
matter of law.” Fed. R. CiW?. 56(a). Parties “assertititat a fact cannot be or is
genuinely disputed must support that asserby . . . citing to particular parts of

materials in the record, including depgmss, documents, electronically stored
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information, affidavits or declarationstipulations (including those made for
purposes of the motion only), admissipiméerrogatory answers, or other
materials.” Fed. RCiv. P. 56(c)(1).

The party seeking summary judgmenatsethe burden of demonstrating the

absence of a genuine dispute as toraajerial fact._Herzog v. Castle Rock

Entm’t, 193 F.3d 1241, 1246 (11th Cir. 1999). c®rthe moving party has met this
burden, the non-movant must demonsttagd summary judgment is inappropriate

by designating specific facts showing a genussee for trial._Graham v. State

Farm Mut. Ins. Cq.193 F.3d 1274, 1282 (11th Ci999). Non-moving parties

“need not present evidencearform necessary for adssion at trial; however,
[they] may not merely resin [their] pleadings.”_Id.

The Court must view all evidence irethght most favorable to the party
opposing the motion and must draw all nefeces in favor of the non-movant, but

only “to the extent supportable by trexord.” Garczynski v. Bradsha®73 F.3d

1158, 1165 (11th Cir. 2009) (quoting Scott v. Harss0 U.S. 372, 381 n.8

(2007)). “[C]redibility deerminations, the weighing @vidence, and the drawing
of inferences from the facts are thum€tion of the jury . ...” Graham93 F.3d at
1282. “If the record presents factual issube court must not decide them; it must

deny the motion and proceed to trial.” Herz§3 F.3d at 1246. But, “[w]here
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the record taken as a whole could not leadtional trier of fact to find for the
non-moving party,” summary judgment for thiving party is proper. Matsushita

Elec. Indus. Co. v. Zenith Radio Corg75 U.S. 574, 587 (1986).

B. Analysis

1. EarthCam’s Claims agaitishe OxBlue Defendants

I. Trade Secrets

“A claim for misappropriation of &ade secrets under the Georgia Trade
Secrets Act requires a plaintiff to proveth(1) it had a trade secret and (2) the
opposing party misappropriated the trade sétret

Capital Asset Research Corp. v. Finnede80 F.3d 683, 685 (11th Cir. 1998)

(quoting Camp Creek Hospitality Indggc. v. Sheraton Franchise Cqrf39 F.3d

1396, 1410 (11th Cir. 1998)).
A “trade secret” is defined as:

[llnformation, without regard to form, including, but not limited to,
technical or nontechnical data, arfaila, a pattern, a compilation, a
program, a device, a methodeahnique, a drawing, a process,
financial data, financlglans, product plans, or a list of actual or
potential customers or suppliers which is not commonly known by or
available to the public and which information:

(A) Derives economic value, actual potential, from not being
generally known to, and not being readily ascertainable by proper
means by, other persons who @dtain economic value from its
disclosure or use; and

(B) Is the subject of efforts that are reasonable under the

21



circumstances to maintain its secrecy.
O.C.G.A. 810-1-761(4).

That is, a trade secret requires fbkowing elements: (i) information not
commonly known by or available to thalgic, (ii) which derives economic value
from not being generally known to or ageamnable by proper means by others who
can obtain economic value from the infotrog; and (ii) that was subject to

reasonable efforts to maan its secrecy. Sdeapital Asset Research Cqrp60

F.3d at 685. “Whether a particular type of information constitutes a trade secret is
a question of fact.” Camp Cre€ek39 F.3d at 1410-11. The plaintiff has “the
burden of establishing each of thesewttaly elements as teach claimed trade

secret.” _Peat, Inc. Wanguard Research, In878 F.3d 1154, 1158 (11th Cir.

2004). This means that “a plaintifihe seeks relief for misappropriation of trade
secrets must identify the tradecrets and carry the bardof showing that they

exist.” Rent Info. Tech., m v. Home Depot U.S.A., Inc268 F. App’x 555, 557

(9th Cir. 2008) (applying Georgia law).

A plaintiff also must allege and shdhat the claimed information “[d]erives
economic value, actual potential, from not beingenerally known to, and not
being readily ascertainable by properamg by, other persons who can obtain

economic value from itdisclosure or usednd*[i]s the subject of efforts that are
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reasonable under the circumstances to maintaiedtesy.”
0O.C.G.A. 8§ 10-1-761(4). Theam fails if any of the elements are not shown. See

Capital Asset Research60 F.3d at 686 (holding that “it was impossible for the

Court to say” that the information met ttefinition of a “trade secret” because the
plaintiff failed to present evidence thée information derived economic value
from an element of secrecy that is kmoanly to plaintiff and its employees).

A defendant “misappropriates” a tedecret when, among other things, it
discloses or uses “a trade secretradther without express or implied consent”
knowing at the time of the disclosureuse that the trade secret was “[a]cquired
under circumstances giving rise to a dutyrnaintain its secrecy or limit its use.”

O.C.G.A. 8 10-1-761(2)(B); sdtuehn v. Selton & Assocss30 S.E.2d 787, 791

(Ga. Ct. App. 2000). A non-disclosureragment can be the basis for imposing a

duty not to disclose a trade secret. Beanalty Kick Mgmt. Ld. v. Coca Cola Co.

318 F.3d 1284, 1292 (11th Cir. 2003).

As a general matterng exploitation of the trade secret that is
likely to result in injury to the traglsecret owner or enrichment to the
defendant is a “use” . . . .hiis, marketing goods that embody the
trade secret, employing the teadecret in manufacturing or
production, [and] relying on the tradecret to assist or accelerate
research or development . . . all constitute “use.”

The unauthorized use need notegx] to every aspect or feature

of the trade secret; use of asybstantial portiorof the secret is
sufficient to subject the actor to lisity. . . . [A]n actor is liable for
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using the trade secret with ingEndently created improvements or

modifications if the result isubstantially derivedrom the trade

secret. . .. However, if the coroution made by the trade secret is so

slight that the actor’s product orqmess can be said to derive from

other sources of information or froindependent creation, the trade

secret has not been “used” for purposes of imposing liability under the

rules.

Id. at 1292-93 (first, second, and fourth omissions and first alteration in original)
(quoting Restatement (Third) of Unfdompetition § 40 cmt. ¢ (1995)).

It is well-established that, for a plaintiff to prove that a defendant
“misappropriated the trade secret,” thaiptiff must “show that the defendant
(1) disclosed information that enabled mdlparty to learn the trade secret or
(2) used a ‘substantial portion’ of tp&intiff's trade seret to create an
improvement or modification that is ‘substially derived’ from the plaintiff's
trade secret.” ldat 1293.

On July 12, 2011, EarthCam filed its Complaint against the OxBlue
Defendants. EarthCam anded its Complaint twice. The crux of EarthCam’s
misappropriation of trade secrets clains lcansistently been that the OxBlue
Defendants “obtained EarthCantiade secrets and theredsthose trade secrets in
development of OxBlue’s own productsdaservices.” Second Am. Compl. at §

66. EarthCam has not presented evidence that the OxBlue Defendants

misappropriated EarthCam’s trade sexi®t obtaining the trade secrets through
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improper means, and using a substamation of the trade secrets to create a
product that is substantially derivedm EarthCam'’s trade secrets. Jtmalty

Kick Mgmt. Ltd., 318 F.3d 1293. EarthCam rel@s three exhibits to argue that

there is “substantial eviden€@xBlue used EarthCam’satle secrets.” EarthCam’s
Resp. in Opp. to the OxBlue Defs.’ Man for Summ. J. at 13. No reasonable
juror would agree with EarthCam’sgared interpretation of these exhibits:

e Relying on a July 14, 2008, email exchange between Hermann, Mattern,
McCormack and other unidentifieddividuals, EarthCam argues that
“Mattern incorporated EarthCamctenology provided by Hermann into an
OxBlue camera in 2008.” In this ehexchange, Hermann writes to the
others and states that OxBlue’s grajalhuser interface looks “fantastic,”
the “pre-set archiving method looks @some,” and tells Mattern “to have
fun” with the “24/1s.” The email ehange does not discuss or allude to
any EarthCam technology. EarthCdoes not explain why “pre-set
archiving” techniques are not commonly known in the industry or known
only to EarthCam and its employeds$o reasonable juror would infer that
this email exchange provides circumsialnevidence of misappropriation.
SeeEx. 45, attached to EarthCanResponse to the OxBlue Defendants’

Motion for Summary Judgment.
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e EarthCam claims that OxBlue upgradegdcameras to include “low voltage
disconnect or deep-cycle batteriedter Hermann prodied OxBlue with
information about these features, alstlosed the identity of EarthCam'’s
supplier to OxBlue. To support thegaim, EarthCam relies on an email
exchange between McCoatk and Hermann that does not mention “low
voltage disconnect or deep-cycle ba#gs.” There is no reference to
EarthCam or any of its pducts in this emailEarthCam does not explain
why the incorporation of “low voltagéisconnect or deep-cycle batteries”
into its products is known only arthCam and its employees. To the
extent that EarthCam implies thfatinwize was EarthCam'’s exclusive
supplier, the email indicates tfdtCormack had indeendent knowledge
of Sunwize. McCormack askétermann “have you ever been in
Sunwize’s office in Rochester? I'm thinking about going in late January to
meet with them.” Hermann repliesdstates “Sunwize . . ., | used their
equipment quite often but never visitid@ir HQ.” In context, the email
demonstrates that Hermadi notdisclose EarthCam’s allegedly
“exclusive” relationship with Sunwizend McCormack sought to establish
a relationship with Sunwize on his owkarthCam also does not explain

why its relationship with Sune is a trade secret. SEg. 46, attached to
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EarthCam’s Response to the OxBDefendants’ Motion for Summary
Judgment.

EarthCam relies on a declaration sutbed by its founder, Brian Curry, to
argue that OxBlue used EarthCarotnfidential information regarding pre-
set archiving._SeEx. 47, attached to Earth@’'s Response to the OxBlue
Defendants’ Motion for Summary Judgnt. Mr. Curry declares that,
based on his evaluation of Hermamemails produced in discovery,
footage from one of OxBlue’s camerahowed that OxBlue’s cameras had
“the same glitch that early EC presaimeras had while archiving.” Curry
Aff. at 7. Thatis, Mr. Curry asswes that OxBlue used EarthCam'’s trade
secrets because of a technical “glitch” common to both products. Mr.
Curry’s speculative gut feeling is netidence. OxBlue has presented
evidence that the technical “glitcis’ caused by a limitation on certain
hardware produced by a third partpywider. EarthCam has not produced
any evidence to rebut OxBlue’s expléina, and it is not reasonable to infer
that the “glitch” originated in iformation purportedly acquired from

EarthCam.
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a. Failure to show EarthCam'’s trade secrets at issue.
The Court’s independent evaluationkdrthCam'’s exhibits demonstrates
that there is no evidence Blkie used and incorporat&hrthCam’s trade secrets
into its products. The Court’s descriptiof EarthCam’s “evidence” shows that
EarthCam’s “ends justify the means” pligag and litigation tactics did not produce
evidence to support the claims it assertBarthCam has fundsentally failed to
meet its statutory burden under the Gesifjiade Secrets At plead and prove

“each . . . statutory elemighas to each claimedade secret.” Peat, IN@78 F.3d

at 1158. With respect to the docunseatitined above, EarthCam also does not
explain why the information contained ireth “[d]erive[s] econone value, actual
or potential, from not being generally known to, and not being readily
ascertainable by proper means by, offersons who can obtain economic value
from [the information’s] disclosure or usahd“[are] the subject of efforts that are
reasonable under the circumstances to taarjtheir] secrecy O.C.G.A. 8 10-1-
761(4).

For example, EarthCam does not explwhy it “derives economic value”
from the use of pre-set archiving and degpl& batteries, or its relationship with
Sunwize, from not “being generally known to or readily ascertainable” by the

public. There is no argument, or evidernmesented to the Court that allows the
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Court to properly evaluate whethée litany of information presented by
EarthCam is even a “trade secret.” Thisservation applies to all the “evidence”
on which EarthCam relies for its trade ta@laim against the OxBlue Defendants
and Hermann.

The information that the OxBlueefendants accessed through FCR’s
EarthCam account is not a trade secreabse EarthCam allows its customers to
either publicize the contents of theirbpage or choose to keep the webpage
private. Put another wagarthCam fundamentally faite meet what is required
to assert a trade secrets claim. Eaatin( trade secrets claim based on access to
FCR’s account fails on the most basic elemélrhe information claimed to be a
trade secret was “commonly known byawailable to the public.” Wachovia

Serv., Inc. v. Fallon682 S.E.2d 657, 662 (Ga. App. Ct. 2009). EarthCam also has

a live demonstration on its website thabtydes a graphical representation of how
the cameras appear on a custoawmount. EarthCam’s argument that
“administrative access” to some of its @mer accounts allows the user to interact
with hardware and view thectual code that operatesamera is inconsequential.
EarthCam’s Vice President of Technology admits that there is no evidence the

OxBlue Defendants either viewed ompoed EarthCam’s code, or accessed and
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manipulated the hardware from FCR’s account in May, 2011.

With respect to the so-called “brute-fort&ittack, EarthCam contends that,
in 2006, OxBlue utilized a script tgather confidential information from
EarthCam’s customers’ webpages, including customer names, camera names,
images from customer cameras, the URlthe image for edn camera, and the
date and time stamped on the lasagm taken from a camera. The OxBlue
Defendants dispute that the script anptished what EarthCam argues.

Even if the Court assuraghat the script accesbkall of the information
alleged—even though there is no evideit did—EarthCam has the burden to
show that the customer information gatttem 2006 “(1) derive[s] economic value
from being a secret not readily ascertaiedhy} proper means, and (2) [] [is] the

subject of reasonable efforts to ntain its secrecy.” Vito v. Inmar649 S.E.2d

® The same analysis applies to thaim regarding Paulson’s distribution of
Benning’s password to McCormack in 200Bhere also is no evidence to support
EarthCam’s claim that the OxBliefendants actually accessed Benning’s
account.

° The Fifth Circuit has defirka “brute-force” attack as “term of art in computer
science used to describe a prog@esigned to decode encrypted data by
generating a large number of passworddriited States of America v. Phillips

477 F.3d 215, 218 n.2 (5th Cir. 2007). Th&HCircuit's definition is consistent
with the contemporary definition of the terrhttp://en.wikipedia.org/wiki/Brute-
force _attack Here, there is no evidence tlata was decrypted or passwords
were generated when Mattean a script to collect data on EarthCam’s customers’
webpages.
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753, 757 (Ga. App. Ct. 2007) (holding timddintiff failed to prove both prongs
because he admitted that his competitorsuia not seek to use the [customer] list

to take his patients frommi”). EarthCam is “required to prove both prongs to be
entitled to protection under the [Gga Trade Secrets].” 1dThis showing was

not made. Some of the claimed “traserets,” including camera names and

images taken from cameras, are pateintiplous, and doubtfully “derive

economic value from beingsecretnot readily ascertainable by proper means.”

1d. (emphasis added). EarthCam has not presented any evidence to support that
the information gathered in 2006 even potentially derived economic value from not
being generally known or readily ascan&ble by proper means.

EarthCam has not presedtany evidence to support its claim that OxBlue

1 EarthCam'’s claim that caama names are a trade sgds analogous to Apple
claiming that iPhone is a trade secrefony claiming that PlayStation 4 is a trade
secret regardless of the fact that these products are publicly marketed and the
public is aware of the products’ names. the extent that EarthCam claims its use
of a camera manufactured by a third party, sacfioshiba, is a “trade secret,” that
claim is analogous to Apple assertingttthe incorporation of Near Field
Communication technology (“NFC”) into ifroducts is a &rde secret. NFC

allows smart phones to communicate wisslg with point-of-sale terminals. It
enables a smart phone user to pay for geottshis or her phone. As for images
allegedly taken from a customer’s camehose images are presumably the
customer’s property, and depict inforiio@ owned by the customer. They are not
EarthCam’s property, and it is hardsee how EarthCam would “derive economic
value” from keeping the imagegcret or that a customisreven obligated to do

So.

31



3019 contains confidential or proprietaryarmation that constitutes a trade secret
under Georgia law. For the purposealetiding the OxBlue Defendants’ Motion
for Summary Judgment, even if the Caassumes that the information contained
in EarthCam’s Supplemental Respons@xBlue’s Interrogatories is admissible
evidence, EarthCam has not shown thatitiiormation is a protectable “trade
secret.”

EarthCam does not explawhy “installation and assebly manuals,” “power
and control diagrams,” and “drawingsdapart lists” for the installation of a
megapixel camera that incorporated party technology “derive economic
value” from an element ecrecy that is known only to EarthCam and its
employees. EarthCam simply relies on Bharp’s affidavit to conclude that the
information contained in OxBlue 3019 &s not publicly available and gave
EarthCam a competitive advantage.” Is &ffidavit, Mr. Sharp does not specify
why the information on OxBlue 3019 wawot publicly available and gave
EarthCam a competitive advantagédr. Sharp’s belief and conclusory

allegations are insufficient gurvive summary judgment. S€geda v. Louisville

Ladder, Inc. 410 F. App’x 213, 214 (11th Cir. 2010) (holding that conclusory
allegations in an affidatvhave no probative valuand a nonmoving party cannot

rely on the conclusory allegatis to avoid summary judgment).
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EarthCam also does not explain whysitdbmission of photographs that depict
the internal structure of an unidergd machine, a usenanual for one of
EarthCam’s cameras, and charts that appedepict how a camera is connected
with wires “derive[] econond value from being a secnett readily ascertainable
by proper means, and (2) [] [are] théogect of reasonable efforts to maintain

[their] secrecy.* Vito, 649 S.E.2d at 757.

2 The Court doubts that a user manual and a chart depicting how a camera is
connected with wires constitute tradersts. A user manual for EarthCam'’s
cameras, and instructions on how toafish camera are pnesiably provided to,

or known to, every customer that purcbsigarthCam’s products. EarthCam did
not provide evidence that they are nothat steps were taken to protect their
secrecy—Ilikely because they are not seciThere certainly is no evidence of
efforts to maintain them as secr@tat is, the user manual and installation
documents are public, and the Courtibits that EarthCal® customers are
prohibited from sharing these documentstharinformation contained in these
documents, because they are EarthCamésl¥ secrets.” The pictures submitted
by EarthCam depict, among other thingQuickSet tripod and the internal
structure of a camera that contaigsipment produced by GarrettCom. EarthCam
has not presented evidence that the ipoation of these products, produced by
third parties, into its own productsnet commonly known in the industry.
EarthCam’s customers are probably ableemove the cover of a camera
assembled by EarthCam, and view its ind¢oontents. EarthCam certainly has
not presented evidence that it made anyrefoprohibit removal of the cover or
even warned that removal was prated because removal would disclose
protected trade secrets. EarthCam timsnot presented evidence that reasonable
steps were taken to maintdhmne secrecy of the internebmponents of its Robotic
Megapixel Camera. The wiring diagnassubmitted by EarthCam shows how to
connect an Olympus Megapixel Camerdhe Axis Webcaster with Quickset
cables. These products are produced by {parties, and EdrCam has failed to
show that this basic task is not commonly known in the industry. EarthCam’s
claim regarding the alleged secrecy ofistallation and matenance guide for
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b. EarthCam has not presented evidence of use of
purported trade secrets.

EarthCam has failed to mei&t statutory burden to pve that OxBlue used its
trade secrets, even assamthere were any at issirethis case, and summary
judgment is thus granted in favor of i@eBlue Defendants. There is no evidence
trade secrets are at issue hand there is no evidence, elit or circumstantial, that
EarthCam’s alleged trade secrets wesed by the OxBlue Defendants.
Recognizing that its “use of trade sets’’ claim is factually unsupported,
EarthCam argues, for the first timeiis Response to the OxBlue Defendants’
Motion for Summary Judgment, thaisappropriation may occur through
“acquisition of a trade secret of anatlhy a person who knows or had reason to
know that the trade secret wasquired by improper means.” S8eC.G.A. § 10-
1-761-(2)(A). The Federal Rules ofM@iProcedure do not allow EarthCam to
raise new claims or new thees of the case at the summary judgment stage. “A

plaintiff may not amend [its] complaititrough argument in a brief opposing

the “All Weather Megapixel” camera is nonseral. The guide is targeted towards
laypeople, including customers, that consabasic instructions such as “read,

follow, and keep these instructions, heed all warnings, do not install near any heat
sources . .. [and] installation should ohk/done by qualified pevanel . . .”

13 EarthCam also has failed to meetsitatutory burden to prove that the
information received from Hermann idrade secret under Georgia law. See
Section II(B)(2)(ii) of this Order.
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summary judgment.”_Gilmour. Gates, McDonald & Cp382 F.3d 1312, 1314-

15 (11th Cir. 2004). EarthCam’s newlysed claim is not properly before the
Court, and the Court is notqeired to consider it. _IdEven if the Court

considered EarthCam’s new theory o ttase, the OxBlue Defendants are entitled
to summary judgment because there igvidence that they improperly acquired
EarthCam’s “trade secrets.” EarthCamdamentally failed to prove its trade
secrets claim.

Because the OxBlue Bendants are entitled to summary judgment on
EarthCam'’s claim for misappropriationtbdde secrets, summary judgment is also
granted on EarthCam'’s claim that thef@wlants conspired to violate the Georgia
Trade Secrets Act. “A conspiracy is@mbination of two or more persons to
accomplish an unlawful end or to accomipleslawful end by unlawful means. To
recover damages for a civil conspiracy rlaa plaintiff must show that two or
more persons, acting in concert, engagecbimduct that constitutes a tort. Absent

the underlying tort, there can be no liability civil conspiracy.” J. Kinson Cook

of Georgia, Inc. v. Heery/Mitchelb44 S.E.2d 440, 448 (Ga. Ct. App. 2007)

(quoting_ Mustageem—Graydon v. SunTrust Ba&u3 S.E.2d 455, 461 (Ga. Ct.

App. 2002)). EarthCam'’s conspiracy claim is required to be dismissed because

there is no evidence that the OxBlug@&ralants misappropriateEarthCam’s trade
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secrets.
. CEFAA
The CFAA, 18 U.S.C. § 1030, prohibascessing a computer and obtaining
information without authorization or lBxceeding authorized access. EarthCam
asserts violations of Sections 108[j2)(C) and 1030(a)(4) of the Act.
Section 1030(a)(2)(C) provides:
[Whoever] intentionallyaccessea computewithout authorizatioror
exceeds authorized accessd thereby obtains . . . information from
any protected computer if the condutolved an interstate or foreign
communication . . . shall be punished.
18 U.S.C. § 1030(a)(2)(Gemphasis added).
Section 1030(a)(4) provides:
[Whoever] knowingly and vth intent to defraudaccesses protected
computemwithout authorizationpr exceeds authorized acceasd by
means of such conduct furthers the intended fraud and obtains
anything of value . . . shall be punished.
18 U.S.C. § 1030(a)(4) (emphasis added).
Although principally a criminal statef the CFAA provides that “any person
who suffers damage or loss [as a resuli giolation] . . . may maintain a civil
action . . . for compensatory damaged ajunctive relief or other equitable

relief.” 18 U.S.C. 8 1030(g)The CFAA does not define “without authorization.”

The CFAA defines “exceeds authorized@ss” to mean “to access a computer
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with authorization and to use such a&x#& obtain or alter information in the
computer that the accesser is not emtifle to obtain or alter.” 18 U.S.C. §
1030(e)(6). District courts in this cuit have held that a violation under the
CFAA for access “without authorization” “occurs only where initial access is not

permitted.” _Sed®iamond Power Int'l., Inc. v. Davidspb40 F.Supp.2d 1322,

1341 (N.D. Ga. 2007); see alkockheed Martin Corp. v. Speegdo. 6:05-cv—

1580—-ORL-31, 2006 WL 2683058 (Bl Fla. Aug.1, 2006).

EarthCam argues that the OxBluef@wants violated the CFAA by using
Chip Foley’s password and usernamad¢gess FCR’s EarthCam account. The
Eleventh Circuit and the district courtstivn this Circuit have not yet addressed
whether a defendant can be liable under@AA for using a third party’s login
credentials to access a ausier account that a plaintiff would not otherwise
authorize the defendant to use or accd3were are, howeveigderal cases outside
this Circuit that are instructive on this issue.

In Secureinfo Corp. v. Telos Coran individual authorized to use the

plaintiff's software providedhe defendants with accessstftware in violation of
the license agreement. 387 F. Supp528, 608 (E.D. Va. 2005)The court found
that the defendants had “permission anithatization [from the licensee] to use

the [] server and view what was contairtledrein,” and that even if the defendants
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were provided with access in violatiohthe licensing agreement, they were
entitled to obtain information on the senbecause the liceae authorized the
defendants to access the software.atd09.

In State Analysis Inc. v. American Fin. Serv. Asstite district court

declined to dismiss aalm brought under the CFAA whe the plaintiff alleged

that the defendant used another orgarop&ilogin credentials to access plaintiff's
proprietary material. 621 F. Supp. 2d 309, 316 (E.D. Va. 2009). The court
determined that the defendatd former client of [theplaintiff] that employed
[plaintiff’'s] former marketing director, wgsresumably familiawith the terms of
[plaintiff’'s] agreement and witkhe scope of authority gnted to licensees.” Id.
(emphasis added). For this reason, the Garrlined to disnss the CFAA claim.

EarthCam relies on State Analysisargue that it has a viable claim under

the CFAA. EarthCam’s reliance is mispldcdFirst, this case is different from

State Analysidbecause EarthCam’s EUL/fom 2011 did not prohibit its

customers from sharing their passwordthwhird parties. Second, Mr. Sharp
admitted at his deposition that there is no evidence the OxBlue Defendants were
familiar with the EULA, or that the {ue Defendants viewed the EULA when

they accessed FCR’s EarthCantount. Unlike State Analysithere is no

evidence here that the OxBlue Defendants wpresumably familiawith the
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terms of the [EULA] and witlthe scope of authority granted to licensees,” and the
EULA did not prohibit FCR from sharing ifsassword in the first place. Id.
(emphasis added).

The Court’s interpretation of State Analyssconsistent with how other

federal courts have interpreted the decisibnAtpac, Inc. v. Aptitude Solutions,

Inc., the district court found that State Analyapplies where the defendant uses

subterfuge to gain access to a pldiistwebsite, computergnd servers, or
otherwise engages in fraudulent conduct. 2:10294 WBS KJM, 2010 WL 1779901,
at *6 (E.D. Ca. April 29, 2010). Herthere is no evidendbat the OxBlue
Defendants engaged in satfige or orchestrated a fraud on EarthCam. The
OxBlue Defendants received ansolicited request from dmarthCam client that
was unsatisfied with EarthCam'’s services to provide a business solution, and the
OxBlue Defendants accesge@R’s account with FCR’s permission. EarthCam
does not argue that FCR was prohibited fdraring its password with the OxBlue
Defendants. The facts haee, in all relevant ways, similar to the facts in
Secureinfdbecause FCR authorized the OxBlue Defendants to access its EarthCam
account.

The EULA did not prohibit EarthCamicustomers from sharing their

passwords with third parties, and ©&Blue Defendants were not “presumably
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familiar” with the EULA’s terms. Th®xBlue Defendants simply are not civilly

liable under the CFAA. Se&tpac 2010 WL 1779901, at *6; Secureinfdg87 F.
Supp. 2d at 608. The OxBlue Defenta Motion for Summary Judgment on
EarthCam’s CFAA claim is grantéd.

Because the OxBlue Bendants are entitled to summary judgment on
EarthCam’s CFAA claim, they alsre entitled to summary judgment on
EarthCam’s claim that the Defendantsspired to violate the CFAA. Sée

Kinson Cook of Georgia, Inc644 S.E.2d at 448 (quoting Mustageem—Graydon

573 S.E.2d at 461).

iil. Copyright Infringement

To establish a claim of copyright inigement, a plaintiff must prove “(1)
ownership of a valid copyright, and (pying of constituent elements of the

work that are original."Bateman v. Mnemonics, In&9 F.3d 1532, 1541-42 (11th

Cir. 1996);_see alsBellSouth Advertising & Publling Corp. v. Donnelley Info.

Publishing, Inc.999 F.2d 1436, 1440 (11th Cir.1998n banc). There is no

infringement if the portion of the copyrighted work actually taken is not entitled to

copyright protection. Batemai9 F.3d at 1541-42. In other words, “in some

“The Court's ruling applies equally EarthCam’s CFAA claim against the
OxBlue Defendants basem Paulson receiving an unsolicited username and
password from Benng Construction.
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cases, the amount of material aapwill be so small as to lske minimis and will

not justify a finding of substantial similarity MiTek Holdings, Inc. v. Arce Eng’'g

Co., Inc, 89 F.3d 1548, 1560 (11th Cir. 1996). Tdeminimisdoctrine provides

that the law does not impose legal camsences when unauthorized copying is

sufficiently trivial. Ringgold v. Black Entm’t126 F.3d 70, 74 (2d Cir. 1997).

With respect to computer programusd software, “substantial similarity”
between the copyrighted work and the gdle infringed material refers to “the
program as whole, not constituentmlents of the program.” MiTeB9 F.3d 1560
at n.26. In MiTekthe Eleventh Circuit affirmethe district court’s finding of no
infringement where four of the five peatted elements of the computer program
were substantially similar, but the elenslacked significanct the computer
program as a whole. Id.

EarthCam claims thatehOxBlue Defendants infringed its copyright to the
Control Center Software by capturingeenshots of FCR’s customer account in
May 2011. The Control Center Softwaraiols a copyright in “new and revised
computer program, new amelvised text, and compilatian screen displays.”
EarthCam’s Statement of Material Facts at § 61.

In Sony Computer EntertainmieAmerica, Inc. v. Bleem, LLCa case that is

helpful here, the Ninth Circuit analyzed the protectability of screenshots captured
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from a video game. 214 F.3822, 1028 (9th Cir. 2000). The Ninth Circuit noted
that the video game and the unauthorizse of the game’s screenshots “are both
commercial video game products; althotigé copyrighted work is creative in

nature generally, a screenshot is not nemely so. A screenshot is merely an
inanimate sliver of the game . inasmuch as these games involve plots that can be
controlled interactively by the playen@ may elapse overweral hours, it also

seems true that a screenshot is of littlessance to the overall copyrighted work.”

Id. (citing Harper & Row, Publisher#nc. v. Nation Enterpriseg471 U.S. 539, 565

(1985)).

In analyzing the amount and substantyatif the portion used in relation to
the copyrighted work as a whole, the Mir@ircuit concluded that this “factor will
almost always weigh against the videongamanufacturer so@ a screenshot is
such an insignificant portion of the comypleopyrighted work as a whole.” _Id.
The Court is persuaded by thenbhi Circuit’'s reasoning in SonyA user controls
the Control Center Software interactiyeand the screenshots captured by the
OxBlue Defendants are an “imanate sliver” of the user interface that “is of little
substance to the overall copyrighted work.” Tthe burden to show the
significance of the screenshots is on thpyight owner, anéarthCam here has

falled to meet that burden. MiTe&9 F.3d at 1560. EarthCam has failed to
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demonstrate the significance of the scréeibsto the Control Céer Software as a
whole, and a reasonable juror would not find evidence to support that the amount
of material copied is sufficient for attionable infringemerdlaim. The OxBlue
Defendants’ Motion for Summarydgment on EarthCam’s copyright

infringement claim is granted.

V. Tortious Interference with Contract

“Tortious interference claims, whedr asserting interference with
contractual relations, business relatiomspotential business relations, share
certain common essential elements:ifiproper action or wrongful conduct by the
defendant without privilegg2) the defendant actguairposely and with malice
with the intent to injure; (3) the tendant induced a breach of contractual
obligations or caused a party or third parties to discontinue or fail to enter into an
anticipated business relationship with thaipliff; and (4) the defendant's tortious

conduct proximately caused damagéhie plaintiff.” Kirkland v. Tamplin 645

S.E.2d 653, 655-56 (G&t. App. 2007).

EarthCam argues that the OxBlue Defants tortiously interfered with
Hermann’s employment contract by inducidgrmann to reveal EarthCam'’s trade
secrets and confidential infoation. EarthCam has failed to identify any evidence

of “improper action or wrongful conduct”d@lh can be attributed to the OxBlue
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Defendants. “Improper acin or wrongful conduct” “generally involves predatory
tactics such as violence, fraud, misrepn¢sgon, defamation, use of confidential
information, abusive civil lawsuitsnd unwarranted prosecutions.” Kirklgré#15
S.E.2d at 656. EarthCalnas failed to present amyidence that the OxBlue
Defendants misappropriated EarthCatrégle secrets or acquired EarthCam’s
claimed confidential information from Heamn. Without evidence of improper

conduct, the facts allegdy EarthCam do not support a claim for tortious

interference with Hermannamployment contract. S&&5-Lakeview at Gwinnett,

Inc. v. Simon Prop. Grp642 S.E.2d 393, 398 (Ga. Ctpp 2007); Project Control

Serv., Inc. v. Reynold$45 S.E.2d 593, 598 (Ga..@pp. 2001).

On July 19, 2013, the Court dediHermann’s Motion to Dismiss
EarthCam’s breach of contract clabased on the claim that the Employment
Agreement was unenforceable under @eotaw. Hermann’'s Employment
Agreement contains a choice-of-law prowisithat calls for the application of New
Jersey law to the interpretation and eoément of the Employment Agreement.
In its July 19, 2013, Order, the Coeoncluded that Hermann’s Employment

Agreement was unenforceable under Georgia‘?dwi found that the application

> Hermann’s employment contract is af@rceable under Georgia law because it
includes a provision that prohibits keann from soliciting “any Customers”
without regard to the customer’s location. This provision is unenforceable in
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of Georgia law would violate EarthCandsie process rights because the dispute
between EarthCam and Hermann lackefficient contact with the State of
Georgia. The Court concluded that Néersey law would apply to the contract
dispute between Herma and EarthCam.

“A choice of law provision that tates only to the agreement will not

encompass” related claims.o@per v. Meridian Yachts, Ltd575 F.3d 1151, 1162

(11th Cir. 2009). The choice of Iggvovision in the Employment Agreement
relates only to the breach of the agreenmisetf. “The contactual choice-of-law
provision [in Hermann’s Employment Agreent] . . . can have no bearing on the
law controlling a tort action brought against a third person not a party to the

contract.” Barnes Grplnc. v. C & C Products, Inc716 F.2d 1023, 1043 (4th Cir.

1983); see alsGrupo Televisa, S.A. ielemundo Commc'ns Grp., Ind85 F.3d

1233, 1246-47 (11th Cir. 2007) (concludingttklespite a choice of law provision
that required application of Mexican latertious interference claim was governed

by the substantive law of Florida because Florida was the “principal location where

Georgia because a non-solicitation reswittihat applies to “any client of the
employer must contain a territorial restion expressed in geographic terms.” See
Advance Tech. Consultantsc. v. RoadTrac, LLC551 S.E.2d 735, 738 (Ga. Ct.
App. 2001). If one provision & covenant not to compets unenforceable, then
the entire agreement is unenforcedi#¥eause Georgia law does not allow
severability of provisions for employment contracts. altd738.
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the defendant’s conutt occurred.”).
EarthCam'’s tortious interference cfaarises from Defendants’ alleged acts
of inducement and wrongful conduct tlwaticurred in Georgia. The Court
concludes that Georgia law applies to EarthCam’s tortious interference claim. See

Federated Rural Elens. Exchange v. B. Moody and Assoc., Inc468 F.3d

1322, 1326 (11th Cir. 2006) (applying Georgia law because plaintiffs did not sue
for breach of contract, and the subribgia claim arose from acts committed in
Georgia).

EarthCam does not dispute thatridann’s Employment Agreement is
unenforceable in Georgia. The OxBluef@®w®lants thus cannot be held liable for
tortious interference with provisions otantract that is unenforceable in this

State. _Seé&tahl Headers, Inc. v. MacDonalll4 Ga. App. 323324, 447 S.E.2d

320, 322 (Ga. Ct. App. 1994). The Cntherefore, grants the OxBlue
Defendants’ Motion for Summary Judgni@em EarthCam’s claim for tortious
interference with Hermans’Employment Agreement.
2. EarthCam’s Claims Against Hermann
I. Release
Under New Jersey law, “the scope aktease is determined by the intention

of the parties as expressedhe terms of the particular instrument, considered in
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the light of all the facts and circumstas.” Bilotti v. Accurate Forming Cor®39

N.J. 184, 203 (N.J. 1963). “A generalaase, not restricted by its terms to
particular claims or demands, ordinatdigvers all claims and demands due at the
time of its execution and within th@mtemplation of the parties.” ldt 204.

“When a release’s language refers to “ang all” claims, as hre, courts generally

do not permit exceptions.” dffs v. Borough of Roseland64 N. J. Super. 247,

255-56 (App. Div. 2003). The Court concludes that the August 18, 2013, letter,
written by Nizza to Hermann, is a genenrgkase of “all claims, liabilities, liens,
demands, and causes of antiknown and unknown . which either [Hermann]

or EarthCam may have or alaito have against each other. ” at the time of its
execution._Seelermann’s Statement of Material Facts at  60.

EarthCam argues that the mutuaéese is invalid folack of mutuality
because Hermann did not sign the release, and because Hermann fraudulently
induced EarthCam to execute a mutualasée Theselaims are without merit.

The August 18, 2013, letter, did not invderequire Hermann to sign the release.
The letter simply stated thatserved as a release of elhims in consideration of a
check for Hermann’s unpaid expensesrtiifaam does not dispute that Hermann
accepted and cashed the check. Agreetoemtontract “may be evidenced by an

express written document or implied from the parties’ conduct and the surrounding
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circumstances.” Directech Delamalnc. v. Allstar Sattelite, IncNo. 08-cv-

3527, 2010 WL 1838573, at *3 (D. N.J. M&y2010) (applying New Jersey law)
(internal quotation marks and citations ondjte There is an darceable contract
between the EarthCammé Hermann becauséermann accepted EarthCam'’s
proposal to mutually release all claimsemhhe accepted andsteed the check. Id.
at *4 (finding that a failure to sign thewmtract was immaterial because Directech’s
performance on the contract manifeséedeptance of the contract’s terms).

To state a claim for fraudulent inducemt, a plaintiff must show “(1) a
material misrepresentation of a presesettysting or past fact; (2) knowledge or
belief by the defendant of its falsity; (3) amention that the other person rely on

it; (4) reasonable reliance thereon by theeotperson; and ($gsulting damages.”

Gennari v. Weichert Co. Realtos48 N.J. 582, 610 (N.J. 1997). EarthCam'’s

inability to prove reliance is fatal to iteaudulent inducement claim. The evidence
here shows that EarthCanducedHermannto sign the release in exchange for the
settlement of his claim. Adr Hermann threatened litigan, EarthCam agreed to
pay his unpaid expenses pifl Hermann signed a releas At some point, the
negotiations between the parties brdken, and EarthCammnilaterally sent
Hermann an unsolicited offer to muliyarelease all claims on August 13, 2008,

and a check for the expenses Hermamateled EarthCam paydermann did not
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make any material misrepregations in connection witthe general release, and
EarthCam did not rely omg material misrepresentatis made by Hermann when
EarthCam unilaterally agreed to a muttelease of all claims the parties had
against each other.

To support its fraudulent inducemengament, EarthCam relies on an
isolated and irrelevant email exarige between HermanndNizza.
On July 7, 2008, Nizza emailed Hemmaand stated that EarthCam required
departing employees to retugarthCam’s property. Sée. B, attached to
Hermann’s Statement of Material Factdizza also reminded Hermann of his
responsibilities under the Non-compete Aggreent, and stated that “this email
serves as confirmation that you are not working for any of EarthCam’s
suppliers/vendors or competitors.” ItHermann wrote a tgthy reply to Nizza
discussing various issues unrelated ®dispute here, anaicluded his email by
stating in a postscript that heespected the nonempete.”_Seé&x. C, attached to
Hermann’s Statement of Material Facts. tiNiog in this email exchange alludes to
the general release or any matter related to thegeeéase. To prove
fraudulent inducement, EarthCam is reqdito show thatlermann made a
material misrepresentation of faayd EarthCam relied on that material

misrepresentation of fact in consideringdecision to enter inta mutual release.
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SeelJewish Center of Sussex County v. Wh&8@N.J. 619, 625-26 (N.J. 1981).

There is no evidence thelermann made a material mepresentation that induced
EarthCam to execute a mutwalease. Instead, theiegnce shows that EarthCam
insisted on the release’s execution, amtlcedHermannto accept the terms of the
general release by offering a check$306.14.

Under the plain terms of the August, 2808, letter, EarthCam cannot assert
any claim against Hermann based on thegad disclosure of trade secrets and
confidential information prior to August 13, 2008, including the claim that
Hermann misappropriated its trade ssty transferring OxBlue 3019 to the
OxBlue Defendants. McQ@mack testified at his g@sition that OxBlue 3019 was
available to OxBlue in July, 2008. Mormack Dep. 373-76. This testimony is
uncontested.

EarthCam contends that there is etdial dispute regarding when OxBlue
3019 was transferred to the OxBlue Defants, and relies on a June 19, 2009,
email to argue that OxBlue 3019 was sfamred in June, 2009EarthCam argues
that because Hermann was uploading aelamount of data on an FTP site in
June, 2009, that data must have origgddtom OxBlue 3019. EarthCam'’s claim
Is based on conjecture and speculation, and not on evidence in the record.

“Speculation does not creatg@nuineissue of fact; insteaiticreates a false issue,
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the demolition of which is a primary daat summary judgment.”_Cordoba v.

Dillard’s, Inc., 419 F.3d 1169, 1181 (11th Cir. 20@guoting_ Hedberg v. Ind. Bell

Tel. Co, 47 F.3d 928, 931-32 (7th Cir. 1995)(ehasis in original)). EarthCam
has failed to present any evidence touteMcCormack’s testimony that OxBlue
3019 was transferred in July, 2008—beftire general releasvas signed.

EarthCam’s claims against Hermann tieate to the alleged disclosure of
information prior to August 13, 2008, including information contained on OxBlue
3019, are barred by tlgeeneral release.

il Trade Secrets

To the extent that EarthCam eion email correspondence between
Hermann and the OxBlue Defendsuaffter August 13, 2008, for its
misappropriation of trade secrets oleagainst Hermann, the Court’s close
examination of these documents reveals that they do not contain any information

that constitutes a trade secret under Geadaw. In_Avnet v. Wyle Lab., Incthe

Georgia Supreme Court held that the faillog information is not a trade secret
under the Georgia Trade Secrets Act & thformation is in the employer’s mind
rather than in some tangible form:
the identity of . . . suppliers, cushers’ identities, customer needs,
business practices and patterns which include the type of products

clients purchase, the products sbid not delivered, specific client
relations problems, client preerces, cost pricing, sales volume
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information, the amount clientseawilling to pay, cost profit and
price computation information agell as employee compensation
capabilities and performance.
437 S.E.2d 302, 303 (Ga. 1993). Hermann is free to use all the skills and
information he acquired at EaCam in the absence of an enforceable restrictive

covenant that prevents him from disgilog or using the accumulated knowledge

acquired at EarthCam._StomeWilliams General Corp597 S.E.2d 456, 459 (Ga.

Ct. App. 2004) (overruled on other grais). Hermann’s Employment Agreement
with EarthCam prohibits him from the disclosure or use of EarthCam’s “trade
secrets” or “confidential informatiorduring or after the termination of his
employment with EarthCam. Sé¢’s Ex. A, attackd to Ex. 50.

Hermann’s generaliowledge of EarthCam’s cushers, products, services
and strategies is not a trade secret underd@iglaw. To the extent that EarthCam
claims Hermann breached his contract bweeding “trade secrets” or “confidential
information” to the OxBludefendants, EarthCamé$aim fails because trade
secrets and confidential information untiew Jersey law “cannot merely be the
facility, skill or experience learned orvd#oped during an employee’s tenure with

an employer.”_Richards Mf@o. v. Thomas & Betts CorpCIV. 01-4677, 2005

WL 2373413 (D.N.J. Sept. 27, 2005) (quatingersoll-Rand Co. v. CiavattalO

N.J. 609, 629-30, 542 A.2d 879, 889 (1983j}.most, the topics of discussion and
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the alleged information revealed in thimails between Hermann and the OxBlue
Defendants are “merely within [Hermannisjnd . . . and [do] not constitute a

protectable trade secret.” Manuel v. Convergys Cd&0 F.3d 1132, 1140

(11th Cir. 2005). The email corgandence from 2009-201lbetween Hermann
and the OxBlue Defendants that EarthQaitres on for its trade secret claim
suffers from the same flaw exhibited bther evidence presented by EarthCam in
this case: the failure to plead and prolvat the information derives economic
value from the “element of secrecy or ddehtial information that is peculiar to
[EarthCam’s] business and known only to it and its employees(intdrnal
guotation marks and citatiosnitted). The following exmples are illustrative of
the failure of evidence to supportBgCam’s claim against Hermann for
misappropriation of trade secrets:

e EarthCam relies ondarch 4, 2009, emabletween Hermann and
McCormack to argue that Hermadisclosed confidential information
regarding suppliers and ping for EarthCam'’s solar pducts. In this email,
Hermann told McCormack that “Eaflam buys solar gear from Sunwize,
and back in the day, the camecasild go for 3000 a pop with 250 per
month. Each solar gt for 12000 a pop.”_Sdex. 38, attached to

EarthCam’s Resp. to Hermann’s Mwtifor Summary Judgment. Hermann
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explicitly stated in this email exchange thdtis$ is all from memory and not
sure if this holds trué. (emphasis added). Afiscussed in Section
[1(B)(1)(i) of this Order, EarthCam Banot presented any evidence to show
that its relationship with Sunwize idrade secret. Herma specified in the
email that the information revealed svanly in his mind, which is not a
trade secret under Georgia law, ande¢hemo evidence that this pricing
information was known only to EarthCaand not to others generally in the
industry. EarthCam alduas failed to present evidence that the pricing
information for solar cameras “derivesonomic value” from an element of
secrecy that is known only arthCam and its employees.

EarthCam claims that a March )09, email shows that Hermann asked
McCormack if OxBlue wanted inforation on EarthCam’s current solar
technology, and Hermannggested that he couldtghat information from
Justin Mezzadari, a former EarthCangmeer. EarthCam'’s reliance on this
email assumes that Hermann ukitely provided McCormack with
information on EarthCam'’s “solar technology.” S®e 38, attached to
EarthCam’s Resp. to Hermann’s Mwtifor Summary Judgment. There is
no evidence that he did, and tresamption constitutes conjecture and

speculation. EarthCam also ignores ttontent of this email. Hermann
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responded to McCormack’s initial adosation that “it appeared that
[EarthCam] changed solar vendordtakdoorsolar.com ann the process
of looking into that company weif someone here stumbled on that
number.” 1d. McCormack’s earlier email to Hermann indicates that
information regarding EarthCam’s spkuppliers was publicly available,
and EarthCam does notm@ain why its “solar technology” “derives
economic value” from an ement of secrecy known only to EarthCam and
its employees.

EarthCam relies on emaitetween Hermann and i@ormack from June 10,
2009, to June 24, 2009, to arguatthlermann discked confidential
information regarding EarthCam’sip@aamic stitching and video archiving
techniques for the Robotic Megapixel Camera. Bee 40-42, attached to
EarthCam’s Resp. to Hermann’s Mwitifor Summary Judgment. EarthCam
again does not explain why the paaoic stitching and video archiving
techniques “derive economic value” fran element of secrecy that is
known only to EarthCam and its empéms. EarthCam, its Vice President
of Technology, and its lawyers, apps&aassume that this information is
“confidential.” Georgia law requiseEarthCam to prove that these

techniques are “trade secrets,” and E@am has not met its burden to do so
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here. A close examination of these dmdbes not reveal any references to
any EarthCam technology, or indicdltat the technical procedures being
discussed bear any relationship tatB@am. For instance, on June 11,
2009, Hermann wrote to McCormachkdaasked whether OxBlue’s user
interface could automatically downlo#tte ActiveX plugin, and whether the
embedded buttons in OxBlue’s graphiaakr interface could be converted
to an ActiveX output® EarthCam argues that the questions Hermann asked
McCormack revealed EarthCam’'srdidential information about video
archiving because the inquiriesngentended to provide a solution
regarding how to control a Toshiba camw®ith the Firefox web browser.
This is an unreasonable concoctidroshiba is a camera produced by a
Japanese conglomerataedahe ActiveX plugin is widely used in Internet
browsers around the world. No reasonable juror would infer that only
EarthCam and its employees know himwse the ActiveX plugin to control
a Toshiba camera with the Firefox wietowser. Even if the Court assumed

that Hermann'’s proposed method tmtrol a third party’s camera with

e «ActiveX controls are smill programs, sometimes called add-ons that are used
on the Internet. Thegyan enhance your browsing experience by allowing
animation or they can help with tasksBuas installing security updates.” See
http://www.microsoft.com/securifsesources/activex-whatis.aspx
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software produced by a third paktsas unique to EarthCam, Hermann
revealed information “merely within {§] mind. . . and[that] [does] not
constitute a protectable tradecret” under Georgia law.Manue] 430 F.3d
at 1140. The information allegedigvealed by Hermann in the June 2009
emails cannot be confidential information under New Jersey law because
“confidential information” “cannot mehg be the facility, skill or experience

learned or developed during an eoyde’s tenure with an employer.”

Richards Mfg. Cq.2005 WL 2373413 (quotiniepgersoll-Rand C.110

N.J. 609, 629-30%°

" EarthCam'’s evidence, in fact, showatthlermann did not reveal EarthCam’s
“trade secrets” regarding the functionality of the Toshiba camera because Hermann
told McCormack that “I am going to make a call and find out exactly how EC
client[s] use Firefox when controlling the Toshiba.” e 41, attached to
EarthCam’s Resp. to Hermann’s Mawtifor Summary Judgment. EarthCam
claims that if its competitor reaches éaiits customer to inquire about products
produced by third parties, the compatiteisappropriates and uses EarthCam’s
“trade secrets.” If Hermann had to callBarthCam customer to inquire about the
functionality of a Toshiba camera, therannot be a “trade secret” in the absence
of evidence that the cust@mshared EarthCam’s “tla secrets™—a nonsensical
proposition in the first place becausetumers do not typically know a company’s
“trade secrets.”

18 While this list is illustrative, the Couhas examined all the emails between
Hermann and the OxBlue Defendants, and EarthCam’s interpretation of these
emails is unreasonable. No reasoegbtor would read these emails, and
conclude that Hermann disclosed Eadh(Cs trade secrets or confidential
information to the OxBlue Defendants.
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Hermann unequivocally stated at his depms that he did not disclose or use
EarthCam’s confidential information anéde secrets. In light of Hermann’s
unequivocal testimony that EarthCam’s adaehtial information was not disclosed
or used, and the fact that EarthCamirswmstantial evidence is consistent with
Hermann’s testimony, there is no dispwof fact sufficient to deny Hermann a

grant of summary judgment. Penalty Ki&i8 F.3d at 1296. Hermann’'s Motion

for Summary Judgment on EarthCamade secrets claim is granted.
3. OxBlue’s Claims Against EarthCam

I Copyright Infringement

The Copyright Act allows a party wdh proves infringement to choose

between actual damages or statutory damages at any time before the Court renders

a final judgment. 17 U.S.C. § 504(c)(1j.a plaintiff elects statutory damages, the
plaintiff gives up the right to seek aetldamages. “[A]lhough the election may
be made at any time beéofinal judgment is rendered, once a plaintiff elects

statutory damages he may no longer sestlal damages.” Twin Peaks Prods.,

Inc. v. Publications Int'l, Ltd.996 F.2d 1366, 1380 (2d Cir. 1993). OxBlue

stipulated that it is seeking only statutory damages and attorneys’ fees.
Pursuant to 8 412 of the Copyright Aob award of statutory damages or of

attorney’s fees, as provided in secti@@®l and 505, shall beade for—(1) any
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infringement of copyright in an unpublished work commenced before the effective
date of its registration; or (2) any infringement of copyright commenced after first
publication of the work and before theegftive date of its registration, unless the
registration is made within three montfter first publication of the work.” 17

U.S.C. §412.

On October 17, 2006, OxBlue first pulbled the OxBlue Specification. The
OxBlue Specification was not registenedh the Copyright Office until March 13,
2012. OxBlue is not entitled to statutalgmages and attorneys’ fees because the
OxBlue Specification was not register@the time the alleged infringement
occurred, or within the 3-month sdfarbor period betweepublication and

registration._Se#.G.B. Homes, Incv. Ameron Homes, Inc903 F.2d 1486,

1493 (11th Cir. 1990) (holding that attoriséfees and statutory damages were
unavailable because the copyright wasregistered at the time the alleged
infringement occurred).

OxBlue does not dispute that it is not entitled to statutory damages under the
plain terms of Section 412, but it argueattbtatutory damages are not prohibited
for infringement that occurs after the dafeegistration. OxBlue states that
EarthCam has continued to incorporate newvsions of the OxBlue Specification,

and the publication of each new edition is a new infringement for purposes of
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Section 412. There is no legal basis for tte@m. “Every [Circuit] to consider
the issue has held that infringement commences for the purposes of § 412 when the
first act in a series of acts constitutiogntinuing infringemet occurs.” _Derek

Andrew, Inc. v. Poof Apparel Corb28 F.3d 696, 700-01 (9th Cir. 2008) (internal

citations and quotation marks omitteBpuchat v. Bon—Ton Dep'’t Stores, Inc.

506 F.3d 315, 330 (4th Cir. 2007); Troll Co. v. Uneeda Dol| €83 F.3d 150,

158 (2d Cir. 2007); Johnson v. Jon#49 F.3d 494, 506 (6th Cir. 1998); Mason v.

Montgomery Data, In¢967 F.2d 135, 142—-44 (5th Cir. 1992).

There is no dispute that the fiestt in a series of alleged acts of
infringement of the OxBlue Specificati@tcurred before theffective date of
registration. OxBlue is thus not entitlamstatutory damages and attorneys’ fees
under the Copyright Act. IdEarthCam’s Motion for Summary Judgment on
OxBlue’s claim for copyrighinfringement is granted.

il Claims Regarding Keyword Searches

OxBlue argues that EarthCam infringde OxBlue trademark, and caused
“Initial interest confusion” by purchasirtge term “oxblue” as a search engine
keyword to divert users tBarthCam’s website. “Initiahterest confusion” occurs
“when a customer is lured soproduct by the similaritgf the mark, even if the

customer realizes the true source ofgbeds before the sale is consummated.”
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Promatek Indus., Ltd. v. Equitrac Car00 F.3d 808, 812 (7th Cir. 2002). The

Eleventh Circuit has not yet decided whieata trademark infringement claim based

on “Initial interest confusion” is actiob&e under the Lanham Act. SunTree Tech.

Inc. v. Ecosense Intern., In693 F.3d 1338, 1349 (11thrC2012) (declining to

address the issue). Several Circuits, hawelrave held that a claim for “initial
interest confusion” can be brought under the Lanham Act if the defendant
purchases plaintiff's tradenlaas a search engine keywdo divert users to the

defendant’s website. S8e800 Contacts, Inc. v. Lens.com, |[né22 F.3d 1229,

1247 (10th Cir. 2013); Network Automationgclnv. Advanced Sys. Concepts, Inc.

638 F.3d 1137, 1154 (9th Cir. 2011).

For the purpose of deciding EarthCarilotion for Summary Judgment, the
Court assumes that a Lanh&wt claim based on “initiaihterest confusion” is
actionable in this Circuit. In the caxt of keyword searches, the Ninth Circuit
has held that the factors relevant to gmalwhether there islkelihood of “initial
interest confusion” are (1) the strengttthe mark, (2) thevidence of actual
confusion, (3) the type of goods and dagof care likely tioe exercised by the
purchaser, and (4) the labeling and apaeee of the advertisements and the
surrounding context of the screesalaying the results page. Network

Automation, Inc, 638 F.3d at 1154. The Ninth afidnth Circuit have further held
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that the last factor—the labeling angpaarance of the advertisements and the
surrounding context of the screen disptaythe search results—is the most critical
in determining whether a likelihood obnfusion exists in cases where the
defendant has used a competitor’'s maslka keyword search term. ;lgee alsd.-

800 Contacts722 F.3d at 1245.

OxBlue has not addressed any of th&gctors, let alone presented any
evidence of a likelihood of confusion basedthese factors. There is no evidence
of the labeling and appearance of Wdine Cam’s advertisements and the
surrounding context of the screen disptaythe search results. Nor is there any
evidence in the record on how often custosnwere lured to the Work Zone Cam'’s

website when they searched ©@xBlue on the Internet. S8e800 Contacts/22

F.3d at 1244 (holding that there was n@lkood of “initial interest confusion”
because an expert report showed thetomers clicked on the defendant’s
advertisement only 1.5% of the time tlaat advertisement was generated by an
infringing keyword search term). Noidence has been presented that would
allow the Court to properly evaluate Blye’s trademark infringement claim.

OxBlue’s trademark infringement claim based on “initial interest confusion”
Is required to be dismissed because @eBhiled to address or present evidence

on any of the factors relevant to wheth®ere is a likelihood of confusion.
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EarthCam’s Motion for Summary Judgnmi@m OxBlue’s trademark infringement
claim is granted.

Because there is no evidence of allik@d of confusion, OxBlue’s claims
for false designation of origin unddre Lanham Act, unfair competition, and
deceptive trade practicessawithout merit, and EarthCam’s Motion for Summary

Judgment is also granted on these claifsistar Corp. v. Domino’s Pizza, Inc.

615 F.2d 252, 265 (5th Cir. 198dfsummarily dismissing claims for false
designation of origin, unfair competition@deceptive trade practices because all
of these claims require tlpaintiff to demonstrate that there is a likelihood of
confusion between the partigg'oducts, and plaintiff's faure to show a likelihood
of confusion required dismissal of all the clairffs).

ii. False Advertising Claim

Section 43(a)(1)(B) of the Lanha#tt prohibits false or misleading

descriptions or representations of factommercial advertising or promotion that

91n Bonner v. City of Prichard61 F.2d 1206, 1207 (11€ir. 1981) (en banc),
the Eleventh Circuit adopted as bindinggedent all decisions of the Fifth Circuit
Court of Appeals issued before ttlese of business on September 30, 1981.

% In its Response to EarthCam’s Motifam Summary Judgment, OxBlue implies
that its state law claims are alssbd on EarthCam’s use of the OxBlue
Specification. This conclusory alleégan is not supported by any argument or
evidence of a likelihood of confusion.ofclusory allegations are insufficient to
defeat a motion for summary judgment. &gedg 410 F. App’x at 214.
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misrepresent the nature, characteristicslities, or geographirigin of another’s
goods. 15 U.S.C. § 1125(a)(1)(B). Asmadvertising claim under the Lanham
Act requires the plaintiff to prove thét) the advertisements were false or
misleading, (2) the advertisements deed, or had the capacity to deceive,
consumers, (3) the deception had a mat@émpact on purchasing decisions, (4)
the misrepresented product$eated interstate commercnd (5) the plaintiff has

been, or is likely to be, injured by the false advertising. Hickson Corp. v. Northern

Crossarm C@.357 F.3d 1256, 1260 (11th Cir. 2009xBlue has not presented

any evidence that EarthCanadeged misrepresentatioabout OxBlue’s products
had a material impact on a customer’sghasing decision. Due to this failure,
EarthCam is entitled to summary judgmentOxBlue’s false advertising claim.
The Lanham Act prohibits false or mistiiag statements that are made in a

“commercial advertising or promotion caaign.” 15 U.S.C. 8§125(a)(1)(B). “In
order for representations to constitutensuoercial advertising or promotion’ . . .
they must be: (1) commercial speech); {2 a defendant who is in commercial
competition with the plaintiff; (3) for #npurpose of influenieg consumers to buy
defendant’s goods or services. While tBpresentations need not be made in a
‘classic advertising campaign,’ but may cishenstead of more informal types of

‘promotion,’ the representations (Aust be disseminated sufficiently to the
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relevant purchasing public to constituedvertising’ or ‘promotion’ within the

industry” SunTree Tech. Inc693 F.3d at 1349 (quotirtgordon & Breach Sci.

Publishers S.A. v. American Inst. Of Physi859 F. Supp. 1521, 1535-36

(S.D.N.Y. 1994)) (emphasis added).

OxBlue also cannot prevail on a Lanh@ct claim for false advertising
based on Michaels’ allegedly falsgresentations made to Grunwald and
McAleer. Isolated statements made bigsaepresentatives are not sufficiently
disseminated to the relevant purchasinglipub constitute fals advertising under

the Lanham Act. Se®ptimum Tech. Inc. v. Home Depot USA, Inslo. 1:04 CV

3260 TWT, 2005 WL 3307508, at *5 (N.D. Ga.®&, 2005) (collecting cases).
OxBlue asserts that Joseph Nizza, Eaam’s Vice President, admitted that
“such statements could have been camitated to others perhaps hundreds of
times.” He did not. On October 16, 20MN#zza testified at his deposition that he
did not know how many times EarthCantesarepresentatives told a potential
customer that OxBlue uses experimentalesesoftware. Nizz®ep. at 72: 6-24.
Nizza subsequently stated “yes” irspgnse to a leading question from counsel
that asked “it could be one time, it colild hundreds of time, that fair? Id. This
testimony does not establish that B&am representatives told potential

customers that OxBlue usedperimental server sefare “hundreds of times.”
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The testimony establishes that OxBliges not have evidence of how often
statements regarding experimental wafie were made biyarthCam'’s sales
representatives because Nizza did mmivik how frequently the statements were
made.

OxBlue’s reliance on Nizza's speculatiaeswer to support the claim that
“such statementsould have been communicatedothers perhaps hundreds of
times,” is insufficient to avoid summajydgment (emphasis added). “Speculation
does not creategenuineissue of fact; instead ¢reates a false issue, the
demolition of which is a primary gbaf summary judgment.”_Cordobd19 F.3d
at 1181 (quoting Hedberd7 F.3d at 931-32 (emphasis in original)).

EarthCam is also entitled toramary judgment on OxBlue’s false
advertising claim based on the chart tt@inpared EarthCam’s webcams with
OxBlue’s cameras, and highlightectalleged advantages of EarthCam'’s
webcams. The chart was sent to oneeosve customer. “Where the customer
market is particularly sall[,] courts may find a statement to be sufficiently
disseminated to constitutommercial advertising or promotion,’” even though

only distributed to a few customei@ even one).”_Suntree Tech, 1n693 F.3d at

1349 (internal quotation marks and citations omitted). OxBlue has not presented

any evidence regarding thasiof the market for higend, megapixel construction
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cameras and webcams.
In the absence of evidea that indicates the sioé the market in the
industry, the chart’s distribution to osastomer does not constitute “commercial

advertising or promotion” urad the Lanham Act. Se&chutz Container Sys., Inc.

v. Mauser Corp.1:09-CV-3609-RWS, 2012 WL 10733, at * 31 (N.D. Ga. Mar.
28, 2012) (granting summary judgmenthe defendants because no reasonable
juror would conclude that a statememde to only one customer constituted
“commercial advertising or promotion” ihe absence of evidence regarding the
number of potential consumers in the n&rér the size or importance of the
consumers to whom the statements weaele). EarthCam’s Motion for Summary
Judgment on the OxBlue Defendantdséadvertising claim is grantédl.
4, Motion to Reopen Discovery

On October 1, 2013, after the pas moved for summary judgment,

EarthCam filed a Motion to Reopen Lindt€omputer Forensic Discovery.

Discovery closed in this case on Aug86t 2013. EarthCamgeests the Court to

L In response to EarthCam’s Motiorr ummary Judgment, OxBlue included a
claim for trade dress infringement und@s=ction 43(a) of the Lanham Act.
OxBlue’s trade dress infringement claimswaot included in OxBlue’s Answer to
the Second Amended Complaint, and nat properly before the Court. See
Gilmour, 382 F.3d at 1314-1315. OxBlue cannot amend its Complaint through
argument in a brief opposing summary judgr) and it is not entitled to raise a
trade dress infringement claim aististage of the proceedings. Id.
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order the production of forensic imagesceftain OxBlue computers that were
taken by a neutral expert #12. EarthCam also requests the Court to order the
OxBlue Defendants to produce physicahmes of all devices that contained
OxBlue 3019.

On January 20, 2012, the parties iretd Gregg Freemyer of the Norcross
Group as a neutral expert to evaluate the forensic evidence in this matter. On
February 7, 2012, Mr. Freemyereated a forensic imagf Defendant Mattern’s
computer and Correy Potts’s comput&hese computers were used to access
FCR’s customer account in 2011. On April 12, 2012, Freemyer issued a forensic
report of his findings. On October 19, 201t# Court granted EarthCam’s request
to expand Freemyer’s forenseview to include the review of each email that
mentions specifically or otherwise resdo EarthCam’s products, services,
capabilities, business strategies, pricing or other information and strategies to
obtain such information other than frowusces available to competitors and the
public.

On January 15, 2013, Freemyer sepad from his former firm, and
informed the parties that he did nowkaaccess to his files or resources to
complete the investigation. On Apti¥, 2013, the Court denied EarthCam’s

request to extend fact discovery, but aiol EarthCam to degnate an out-of-time
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forensic expert. EarthCamtagned Jim Persinger as a fosec expert. On

April 13, 2013, after the paes failed to resolve thetlispute regarding the scope
of Mr. Persinger’s review, the Court orddrde parties to select a mediator to
resolve their dispute, and the partiesiretd Jim Vaughn to mediate. On May 9,
2013, the parties agreed to a “Forensiaéuol (“Protocol”). Under the Protocol,
OxBlue’s forensic expert, John deCraefs required to provide Persinger with
forensic images of the computers ubgdviattern and Pottis 2011, and “all 3019
data collected by [deCraen], related sersystem files collected by [deCraen] and
any respective screen captures created &¢jaen] for any 3018ata.” Notably,
the Protocol did not require the produatiof forensic images created by Mr.
Freemyer in 2012.

EarthCam is unsatisfied with MileCraen’s production. Based on a
speculative report written by Mr. PersingégrthCam argues that Mr. deCraen did
not utilize standardized forensic tectmes to extract information from the
computers used to launch the so-catledite force” attack in 2006, and access
FCR’s account in 2011. For example, EarthCam, among other things, asserts that
Mr. deCraen used a tool to extradiirmation that prevented EarthCam from
determining when files that allegedly caimed EarthCam’s “tide secrets” were

last accessed by the OxBlDefendants, and the toolilized added 37 megabytes
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of additional data that presumably overterdeleted but still accessible data. With
respect to OxBlue 3019, EarthCam contetidd deCraen produced logical images
of the devices that contained OxBl8@19, and that deCraen did not provide a
copy of all the devices that containedad&com OxBlue 3019 EarthCam asserts
that a forensic analysis of the physidalves that contained data from OxBlue
3019 is necessary to determiiiee existence of any deletdiles, the contents, the
date of last use, and whether any & tlata was moved.EarthCam’s Mot. to
Reopen Discovery at 18. &DOxBlue Defendants dismuEarthCam’s allegations
and represent that they complied wiiile Protocol, and produced the required
information. The Court, however, doest need to determine whether any of
EarthCam’s allegations have merit,vanether the OxBlu®efendants complied
with their discovery obligations, becauBarthCam is not entitled to reopen
discovery.

Persinger admits in his report thad Bnalysis is speculative. There is no
evidence that the OxBlue Defendants o®std or manipulated any information
that was required to be produced by the Protocol. EarthCam has not produced any
evidence that additional discovery instlcase will revive its claims against
Hermann and the @tue Defendants.

On June 14, 2013, Persinger filed hipert report. On July 18, 2013, the

70



OxBlue Defendants served deCraen’s ekpport on EarthCam. On August 30,
2013, discovery closed in this matt€dn September 27, 2013, Hermann and the
OxBlue Defendants movddr summary judgment on EaCam’s claims. On
October 1, 2013, EarthCamoved to reopen discower EarthCam has not
presented a valid reason for the considerdelay in moving to reopen discovery.
Persinger and deCraen’s expert repaese available in July 2013.

EarthCam claims that “many of th&sues in this motion did not arise until
deCraen’s deposition on the last day of oNsry.” EarthCam’'®keply at 15. That
EarthCam chose to depose deCraen otattaday of discovery does not then
allow it to assert an eleventh hour afaio conduct still more discovery in this
action. EarthCam is responsible tbe unreasonable delay in moving to reopen
discovery in this matter. Prejudicelt@rmann and the OxBlue Defendants is
presumed because they moved for summatgment before EthCam filed its

Motion to Reopen Discovery. Séshmore v. Sec’y, Dep'’t of Transh03 F.

App’x 683, 686 (11th Cir. 2013) (affirmingetdistrict court’s denial of a motion
to reopen discovery because “the plefant] would have been prejudiced by
additional discovery [since] it hadrahdy filed its motion for summary
judgment.”).

“Generally, a motion for additional stovery is properly denied where a
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significant amount of discovery has alrgdmben obtained and further discovery

would not be helpful.”_Artistic Entfh Inc. v. City of Warner Robins331 F.3d

1196, 1202-03 (11th Cir. 2003) (citing Avirgan v. H@B2 F.2d 1572, 1580-81

(11th Cir.1991)). The parties have litigathds dispute, with acrimony and rancor,
for more than three years. The litigatimvolved is based on facially suspect
claims and similar counterclaims asseitecetaliation. EaritCam had ample time
to conduct discovery and a significant amooindiscovery was obtained in this
matter. Additional discovery to gath@formation on OxBlue’s computers would
not be helpful because EarthCam seekgmétion related to #so-called “brute-
force” attack launched in 2006, and thiegéd “intrusion” into FCR’s customer
webpage in 2011. EarthCam'’s claims redatethese incidents fail as a matter of
law, and additional discovery will notwee those claims. The production of
additional devices that contain datanfréOxBlue 3019” is futile. On May 17,
2013, EarthCam received fodevices containing dateom OxBlue 3019. To
date, EarthCam has failé¢o plead and prove that OxBlue 3019 contains
EarthCam'’s trade secrets. The MottorReopen Discoverng required to be

denied.
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[11. CONCLUSION

Accordingly, for the foregoing reasons,

ITISHEREBY ORDERED that the Plaintiff's Motion for Summary
Judgment iSRANTED [232].

IT ISFURTHER ORDERED that the OxBlue Defendants’ Motion for
Summary Judgment (SRANTED [228].

IT ISFURTHER ORDERED that Defendant Hermann’s Motion for
Summary Judgment (SRANTED [230].

IT ISFURTHER ORDERED that Plaintiff's Motion to Reopen Discovery
is DENIED [237].

IT ISFURTHER ORDERED that the remaining Motions pending in this

matter aredDENIED ASMOOT.

SO ORDERED this 22nd day of September 2014.

Witkiana b, Meipn
WILLIAM S. DUFFEY. JR.
UNITED STATES DISTRICT JUDGE
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