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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA
SAVANNAH DIVISION
HAKEEM BAKER, et al,
Plaintiffs, CIVIL ACTION NO.: 4:18-cv-267
V.

G4S SECURE SOLUTIONS (USANC.,

Defendant

ORDER

In this lawsuit, thirtynine current and former employees of Defendant G4S Secur¢

Solutions (USA), Inc. (“G4S”) allege that the company mishandled their persdéohation by
improperly sharing their social security numbers with other employees and also bgcmgspl
documents containing the information. (Doc. 10.) Plaintiffs claim this conduct cogstitut
negligence and invasion of privacy, entitling them to damadds. The cases presentlybefore
the Court on Defendant G&SMotion to Dismiss (doc. 11), to which Plaintif6 havefiled a
Response, (dod4), and Defendantn turn,hasfiled a Reply, (docl5). For the reasons explained
more fully below, the CoulsRANTS Defendant’s Motion to Dismiss, (doc.)11
BACKGROUND

According to the Amended Congpht, all thirty-nine named Plaintiffs are employees of
Defendant G4S, which is a security servipesvider. (Doc. 10, p. 4.At some undisclosed time,
G4Sentered into a contratd provide security services @tollege campum Savannah, Georgia
(Id.) “[M]any of the Plaintiffs” had worked for the college’s previous segwservices provider

and were hired by G4S to continue working on the campus as G4S empldgees\s (part of
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the hiring procesdor these Plaintifffwho are not specified by namé&}4Srequested thagach
individual provide among other items copy of his or hesocial securitycard (Id.) Plaintiffs
assertthat G4Shad“no policies in place to prevent the release or misappropriation of employe
[s]ocial [s]ecurity number$ and thatG4Srequested this information multiple times because it
hadlosttheinformation (Id. at p. 4-5.)

Plaintiffs specificallyallege thatG4Ss employee Billy Knight gave another employee,
Bradley Harris, @opy of a 55page schedulhat listedthe hours that employsewere set tavork
the week of October 1, 2018d(at p. 5.) For some reason, this schedulelata each othose
employees’social securitynumbers. 1d.) Harris—who Plaintiffs allege did not have the right or
authority to have th social securityinformation—then took thisdocumenthome with him,
scanned it to his computer, and sét eightG4Ssupervisors using hissecured private internet
connection. Ifl.) Healso“cause[d]severaktopie$ of the document to be printed and left in patrol
cars (Id.) According to Plaintiffs,ltese hard copigsavedisappeared and are believed to have
beenthrown away (Id.) Plaintiffs finally claim that, on October 5, 2018, unnamed G4S
representatives, including supervisors assigned to the campus and an “account nmagiatier”
discuss the release ffsic] employee [s]ocial [s]ecurity numbers,” and during the meeting the
account manager told the supervisors tot“bring up what happened to everyone’s [s]ocial
[s]ecurity numbers,” that “[iJt only went out to supervisors,” and that “[i]t neagpened.” 1.
at p. 6.) The Amended Complaint also ndtest identity theft is increasing in the United States.
(1d.)

Plaintiffs filed suit againsG4Sin Chatham County Superior Court seeking daméges

invasion of privacy and fathe handling of the social security numbers. (Doc:11 pp. 5-10;




doc. 10, pp. 67.) G4Sremoved the case to this Court, (doc.1), and filed its Motion to Dismiss
(doc. 12.1 Plaintiffsthen filed a Response, (doc. 14), @wiSfiled a Reply, (doc. 15).
STANDARD OF REVIEW
Federal Rule of Civil Procedure 8(a)(2) requires a complaint to contain “a skgptaan
statement of the claim showing that the pleader is entitled to rekefd. R. Civ. P8(a)(2). This
pleading standard “does not require ‘detailed factual allegations,’ but it demanelghan an

unadoned, thedefendanunlawfully-harmedme accusation.”Ashcroft v. Igbal, 556 U.S. 662,

678 (2009) (quoting Bell Atl. Corp. v. Twombly, 550 U.S. 544, 555 (200Where, as here, a

defendant brings a motion to dismpmgsuant to Federal Rule of Civil Procedure 12(bH&ourt
must “accept[] the allegations in the complaint as true and construle] thera lighh most

favorable to the plaintiff.” _Belanger v. Salvation Army, 556 F.3d 1153, 1155 (11th Cir. 2009

(citing Jackson v. BellSouth Telecomm., 372 F.3d 1250, 1262 (11th Cir. 2004)omplaint

must state a facially plausible claim for relief, and ‘[a] claim has facial pliiitysdvhen the
plaintiff pleads factual content that allows the court to draw the reasonablencgethat the

defendants liable for the misconduct alleged.Wooten v. Quicken Loans, Inc., 626 F.3d 1187,

1196 (11th Cir. 2010) (quoting Ashcroft v. Igbal, 556 U.S. 662, 678 (2008)pleading that

offers ‘labels and conclusiohsr a‘formulaic recitation of the elementd a cause of actioh
does not suffice, Igbal, 556 U.S. at 678 (quoting Twombly, 55041 585).

“The plausibility standard is not akin to a probability requirement, but it asks for hzore t
a sheer possibility that a defendant has acted unlawfully. Where a complaint pitatisatzare

merely consistent with a defendant’s liability, it stops slérthe line between possibility and

! Plaintiffs also filed their Amended Complaint while in Chatham County $up€ourt. (Doc. 10.)

However, the Amended Complaint was not initially included in the record whean@ait removed the
action to this Court. (Doc. 1.) After being ordered by the Court, @o®laintiffs filed a copy of their
Amended Complaint on October 2, 2019, (doc. 10).
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plausibility of entitlement to relief.’Id. (internal punctuation and citation omitted). While a court
must accept all factual allegations in a complaint as true, this tenet “is inapplicaleigal
conclusions. Threadbare recitals of the elements of a cause of action, supportece by nj
conclusory statements,” are insufficientd. (internal citation omitted). In addition, when a
dispositive issue of law allows for no construction of the complaint’s alegadisupport the

cause of action, dismissal is appropridieitzke v. Williams 490 U.S. 319, 326 (1989).

DISCUSSION

G4Sargues that Plaintéf Amended Complaint should be dismissed for several reasons.

(Seegenerallydoc. 11.) First, G4Sasserts thahe Court does not have subject matter jurisdiction
to hear this case becauskintiffs lack Article Ill standing (Id. at . 6-9.) Additionally, G4S
argues that even if Plaintiffs have Article Il standing, dismissal ik agtibropriate because
Plaintiffs have not allegedsulfficient facts toadequately pleaéithertheir negligence ottheir
invasion of privacy claim.|d. at pp. 9-15.) For the folbwing reasons, the Court agregth both
arguments anGRANTS Defendant’s Motion to Dismiss. (Doc. 11.)

l. Article Il Standing

G4Sasserts that Plaintiffs have failed to allege a concrete and particularized amd
because athis, they lack Artick Il standing. (Doc. 11, p. 6:)[S]tanding is a threshold question

that must be explored at the outset of any taS€arbett v. Transp. Sec. Admji®30 F.3d 1225

1232 (11th Cir. 2019). “To satisfy the standing requiremeptiatiff must havegl) suffered an
injury in fact, (2) that is fairly traceable to the challenged conduct of the defendant, émat (8)

likely to be redressed by a favorable judicial decisioBebernardis v. 1Q Formulations, LL.C

942 F.3d 1076, 1083 (11th Cir. 2019) (internal quotasind citationomitted). In addition, an

injury in fact mustbe both“(a) concrete and particularized and (b) actual or imminent, not

conjectural or hypotheticdl Womeris Emergency Network v. BusB23 F.3d 937, 943 (11th Cir.
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2003). “[O]ne cannot merely allege that an injury will be suffereaine timéin the future’

31 Foster Children v. BusB29 F.3d 1255, 1267 (11th Cir. 2003). Finallyg]he plaintiff bears

the burden of establishing each elemdat Article Il standing. _Cordoba v. DIRECTV, LLC

942 F.3d 1259, 1268 (11th Cir. 2019) (citing Lujan v.Def Wildlife, 504 U.S. 555, 561 (1992)).

Here Plaintiffs allege thah scannedlocument containing their social security numbers
wassent over an unsecure internet seteemultiple individuals who worked as supervisors for
G4S (Doc. 10, p5.) In addition, they assert th@G4Semployee printedopies othe document
containing their social security numbersd placed them in pal cars and thathesecopies were
eventually lost or thrown away.Id() Plaintiffs say that they are experiencing “anguish and
suffering” becauséhey fear that unknown individuals could obtain aisé their social security
information to negativelynnpact their credit ratirgand steal their identés (Id. at pp. 6-7.) G4S
argueghatthese allegations constitute nothing more thapeculative fear that people could find
this information and steal their identities, and that this is not a suifficigry to provide Plaintiffs
with standing. (Doc. 11, pp. 6-8.)

“[F]utureinjury that depends on either the random or unauthorized acts of a third party

too speculative to satisfy standing requireménl Foster Childrer329 F.3dat 1266. This is

exactly the type of injury that Plaintiffs allege here. The Amended Complaint makiésgadian

2 The Amended Complaint, which is far from a paragon of clarity, newaaljcalleges that each and
every one of the thirtpine named Plaintiffs (ahtheir social security numbers) were included in the
document, which is described as disclosing information regarding only those emsploljeewere
scheduled to work the week of October 1, 2018ee(generallgoc. 11.) The Amended Complaint also
does wt clearly allege that all of the thirtyine named Plaintiffs had been employed by the previous
security provider and thus were in the group of individuals who were repeaskéd, during the rhire
process, for their social security information beeati$iad been lost.ld.) Nonetheless, in an abundance
of caution andecauseheir claims fail even if they all fall into either or both of theagegories, the Court
assumes for purposes of the Motion to Dismiss that all thing Plaintiffs vere rehires whose social
security information was “lost” during the dooarding process and also that all thintge Plaintiffs’ social
security numbers were listed on thessue scheduling document.
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that anyone other than Ginployeesactually acquiredhe social security numbers, or that any
identity theftoccurredthat could be linked to the-asue document. Thus, because Plasitiff
only injury is the fear that their social security numbers could be used for identityrthbé# i

future, they are unable to meet the standing requirengelrwin v. RBS Worldpay, InG.No.

1:09-CV-0033C€AP, 2010 WL 11570892, at *3 (N.D. Ga. Feb. 5, 2010) (no standing where
plaintiff could only allege té risk of future identity thefandcould not allege that some identity
theft had already occurred).

Plaintiffs cite no casesrom the Eleventh Circuit to support thalaim that they have

standing, and the two cases they cite from other circuits are distinguishatdéffenbach v.

Barnes & Noble, Inc.hackers stoleustomer credit card information framtailerBarnes & Noble.

Dieffenbach v. Barnes & Noble, In&87 F.3d 826, 827 (7th Cir. 2018peveral of the customers

whose information had been stolemed Barnes & Nobleld. The storesoughtto dismiss the
action asserting that the customers had not suffered an injury, budriited States Court of
Appeals for theSeventh Circuitonfirmed its position (from prior casetat “consumers who

experience a theft of thettata indeed have standing . .” Id. at 828. Similarly, inln_re

Zappos.com, In¢after their personahformationwas stolerfrom online retailer Zappos.cora,

group of customers sued Zappos.com for failing to adequptetgct their information.In re

Zappos.com, Inc., 888 F.3d 1020, 1023 (9th Cir. 2018). The United States Court of Appeals

the Ninth Circuit had to decide whettaar alleged Tmminent risk of identity theft or fraud” was
a sufficient injury for standingurposes|id. The Nirth Circuit determindthat the customers had
standing; however, like iDieffenbach this conclusion was based heawigonthe fact thathe
customer information had actually been stolen and thas,in the hands of third partiedd. at

1027. Unlikethe plaintiffsin Dieffenbachand_In re Zappos.cgorRlaintiffs here have not alleged
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that anyone hasctually stolenor even ended upaving possession otheir social security
numbers. Thus, these cases do not suppaintiffs’ argumenthat theyhavestanding.

In their Response, Plaintiffs assefor the first time—that“[g]roups of Plaintiffs, usually
four or five of [sic] individualshave had theifs]ocial [s]ecurity numbds] utilized in attempts to
gain . .. cable service through Comcast.” (Doc. 14, pAdditionally, “several”Plaintiffs allege
that theirsocial security numbsmwere “used in an attempt to purchase an automobilé (Id.)
Plaintiffsdo notspecifywho amongtthemhasallegedly experiencedéise attempted uses of their
social securitynumbers Regardless;[i] t is a basic principle that the complaint may not be

amended by the briefs in opposition to a motion to dismiss” Thomason vNachtriel) 888

F.2d 1202, 120%7th Cir. 1989)see alsdVilchombe v. TeeVee Toons, In&55 F.3d 949, 959

(11th Cir. 2009) (“A court's review on a motion to dismisSimited to the four corners of the

complaint’”) (quoting_St. George v. Pinellas Gt285 F.3d 1334, 1337 (11th Cir. 2002)). Thus,
Plaintiffs’ new allegations cannot help them establish stantlig:cordingly, for the reasons
given above, the CouBRANTS Defendant’'sMotion to Dismisdor lack of Article Il standing

. Plaintiffs’ Negligence Claim

Although notexplicitly set forth in their Amended Complaint, Plaintiffs seem to assert g

negligence claim again&€4S (Doc. 10, pp.67.) They allege that4Shad “no polcies in place

3 Plaintiffs never filed a motion to further amemgit Amended Complaint with the allegations from their
Response brief. As such, the Court is under no obligation to grant them leave do SeeBurger King
Corp. v. Weaverl69 F.3d 1310, 1318 (11th Cir. 1999) (“Although leave to amend should be liberally
granted, a trial court is not required sua sponte to grant leave to amentb priaking its decisiob).
However, granting leave to amend is also inappropriate here because evemr ihdhesllegations
estabished standing, Plaintiffs’ assertions would still be insufficient tabdish a claim for relief, as
explained in Discussion Sections Il and itifra. SeeDragash v. Fed. Nat’l Mortg. Ass'i@00 F. App’x
939, 946 (11th Cir. 2017) (per curiamW(hile leave to amend ordinarily should be freely given, a district
court need not grant evenpao seplaintiff leave to amend where amendment would be fiti(eiting
Cockrell v. Sparks510 F.3d 1307, 1310 (11th Cir. 2007)).




to prevent the release or misappropriation”tleéir social security numbers. Id( at p. 6.)
Furthermore, they assert tla4Ssent their private information over the interimead way that was
not secureand also that itdid not properly dispose of hard copies of mater@itaining that
information (Id. at pp. 5-6.) In tort actiondike this, “Georgia continues to apply the traditional

choice of law principles déx loci delicti” nVision Global TechSols, Inc. v.Cardinal Health 5,

LLC., 887 F.Supp.2d 1240 1271 (N.D. Ga. 2012) (internguotations anditation omitted).
“[T]he rule oflex loci delicti[] requires application of the substantive law of the place where thg

tort or wrong occurred.”Carroll FulmerlLogistics Corp. v. Hines, 710 S.E.2d 888, 890 (Ga. Ct.

App. 2011). The parties do not dispute that the events giving rise to this action took place in
state of Georgia. Thus, Plaintiffs’ claim for negligerde the extent they intended to assert
one—is governed by Georgia law.

In Georgia, “[theessential elements of a negligence claim are the existence of a legal du
breach of that duty; a causal connection between the defemdantiuct and the plaintiff injury;

and damages. SeymourElec. and Air Conditioning Servinc. v. Statom710 S.E.2d 874, 877

(Ga. Ct. App. 2011). Thuthe threshold issue is wheti@dSowed a duty tdlaintiffsto protect
their information. The existence of a legal duty is a question of law for the ¢o®Rasnick v.

Krishna Hosp.Inc., 713 S.E.2d 835, 837 (Ga. 2011).

The Supreme Court of Georgia recently grappled with wheédeergia lawimposesan

independent duty to “safeguard and protect . . . personal information.” Dep’t of Labor

McConnell,828 S.E.2d 352358 (Ga. 2019). In that case, the Georgia Department of Labor

created a spreadsheleatincludedthesocial security numbers of individuals who had applied for
unemployment benefitdd. at356. Sometime aftethe spreadshe®gtas compiled, a Department

employee accidentlgmailed itto approximately 1,000 recipientsd. There was no indication,

the
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however, thaainy identity theft or resulting unauthorized charges had occuided he plaintiff,
whose information had been in the esiled the Department f@mong other thing:egligence.
Id. He “alleged that the Department owed a dutyhion] and[to] proposed class members to
safeguard and protect their personal informatianduty he claimed wasbased on a purported
common law dutyto all the world not to subje¢tthers]to an unreasonable risk of hatin Id.

at 358 (quotingBradley Ctr, Inc. v. Wessner296 S.E.2d 693, 695 (Ga. 1982)Jhe Georgia

Supreme Court, howeveexplained that the languadfee plaintiff was relying orirom a prior

caseBradley Center, Incwas “not a correct statement of the law” d@nd courtclarified that no

such duty exists under Georgia layd. In addition, the Court examined two Georgia st
O.C.G.A. 88 10-910 and 16a1-393.8—and found that neither created “a duty to protect . . .
information against negligent disclosurefd. As a resul the Georgia Supreme Court held that
the plaintiff’'s complaint had been appropriately dismissed for failure te atelaim. Id.

Plaintiffs’ allegatiors here fall squarely within the reasoningM€éConnell. At best, the
Amended Complairasserts thab4Smishandled Plaintiffssocial security numbersyeating the
possibility that they could be stolemd misused. Thus, evéna jury could find thaiG4Ss

conduct was negligent, it is irrelevamecauseunder_McConnellG4S did not have a duty to

4 Under O.C.G.A. 8 11-393.8a)(1), a “corporation shall not [p]ublicly post publicly display in any
manner an individu& social security numb&rO.C.G.A. § 101-393.8a)(1). The Georgia Supreme Court
held that this language ditbt create a duty to prevent negligent distiresof social security numbers

the only conduct at issue in the case beferdiit assumed without deciding that the statute “create[d]
duty enforceable in tort to refrain from intentionally disclosing s@=alrity numbers. . .” McConnell

828 S.E.2dht 816.Here, he Amended Complaint does say that one G4S employee, Billy Knight, provide
the document containing tls®cial security numbers to Bradley Har@sm@¢ther G4S employeend that
Harrisin turndistributed the informa&in to eight G4S supervisors (and also may have printed copies an
placed them in patrol cars). (Doc. 10, p.B/hile this conduct indicates that G4S employees intentionally
providedthe social security numbers to othéhg Amended Complaiatiso stats that those provided with
the information were also G4S employees. The plain language dathtess clear thatpublicly post’

or ‘public display’means to intentionally communicate or otherwise make available to the gassdi@al p
0O.C.G.A. § 10-1-393(@)(1). Thus, any potential claim Plaintiffs may have under this statute alsagails
the Amended Complaint only alleges that G4S employees shared tHeseoaidty numbers with other
employees and not the general public.

o
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protect Plaintiffs’ information against negligent disclosufecordingly, even if Plaintiffs have
standing and intended to assert a negligence claim, the claim is subject tsaliss&s matter of
law.

IIl.  Plaintiffs’ Invasion of Privacy Claim

Plaintiffs also allege thaB4S*is liable to [them] for the invasion of their privacy.” (Doc.
10, p. 6.) In addition, the Amended Complaint states tffidlhis invasion is highly offensive to
any reasonable person.ld{) Under Georgia law,

there are four disparate torts under the common name of invasion of pfiese
four torts may be described briefly as: (1) intrusion upon the plasms#clusion

or solitude, or into his private affairs; (2) public disclosurerabarrassing private
facts about the plaintiff; (3) publicity which places the plaintiff in a false light in
the public eye; and (4) appropriation, for the deferidaatvantage, of the
plaintiff’s name or likeness.

Bullard v. MRA Holding, LLG 740 S.E.2d622 626 (Ga. 2013)citation omitted) The

Amended Complaint does not specify whaftiheseort claims Plaintiffsintend toassert against
G4S However, Plaintiffs’ allegationsould, at best fit only into the second category.To
adequately plead a claim for public disclosure of embarrassing private factsntéf phust
allege that “(a) the disclosure of private fgetas]a public disclosure; (b) the facts disclosed to
the public[were] private, secluded or secret facts antdpublic ones[and](c) the matter made
public [was] offensive and objectionable to a reasonable man of ordinary sensibilities under t

circumstances. Cottrell v. Smith 788 S.E.2d 772, 786 (Ga. 2016) (quoting Cabaniss v. Hipsley

151 S.E.2d 496, 501 (Ga. Ct. App. 1966)). Plaintiffs fail to meet this burden.
First, Plaintifs only allege thaG4Shandled their social security information in a way that
increased the likelihood of someone stealing it; they do not d@hetjghe company actually made
the material public.Becausehe Amended Complaintsaertsthat only a small number @4S

employees received the social security numbers, it cannot satisfy the diretnel See 280
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Partners, LLC v. Bank of NGa, 835 S.E.2d 377, 383 (Ga. Ct. App. 2018itérating prior

holding that “to communicate a fact concerning the plaintiff's private life to a singleopers
even to a small group of perséns not sufficient to constitute a public disclosiirgquoting

Mayor & City Councilof Richmond Hill v. Maia 784 S.E.2d 894, 904 (Ga. Ct. App. 2016)

(quoting Restatement of Torts 2d, § 652fdriment a))rev’d on other grounds bgity of

Richmond Hill v. Maia800 S.E.2d 578Ga. 2017). In addition, Plaintiffs cannot satistiye third

element because social security numlagesnot’offensive and objectionabilenformation. See

Cumberland Contractors, Inc. v. State Bank & Co., 755 S.E.2d 511, 5348 (Ga. Ct. App.

2014) (publishing social security numberesioot constitute “disclos[ure of] embarrassing private
facts”); McConnel| 828 S.E.2dt 360(allegationghatsocial seurity numbersvere publishedlo
“not state a claim here because the matters disclosed were not offensive andnab|€gt
BecauséPlaintiffs cannot satisfy these elements of the tort, their claim must fail. Tresefen

if the Plaintiffs have standing to assert an invasion of privacy cldienclaim is subject to
dismissalon the ground that Plaint§fhavenot allegedthat G4S communicatd offensive and

objectionable information to the pubfic.

5 In their Amended Complaint, Plaintiffs also seek punitive damages. (Doc. 10, p. 7.) ‘®daitnages
may be awarded only in such tort actions in which it is provendsr @nd convincing evidence that the
defendant's actions showed willful misconduct, malice, fraud, wantonqgsgssion, or that entire want
of care which would raise the presumption of conscious indifference toquammes. O.C.G.A.8§ 51-12-
5.1(b). As the Court has dismissedthPlaintiffs’ negligencend invasion of privacglaims, their punitive
damages claim should be dismissed as v&dleMann v. Taser Int’l, Inc., 588 F.3d 1291, 1304 (11th Cir.
2009) (‘A punitive damages claim is derivative of a plaingiffort claim, and where a court has dismissed
a plaintiff s underlying tort claim, dismissal of a plaint#fpunitive damages claim is also requited.
Accordingly, the Cortt DISMISSES Plaintiffs’ punitive damages claim.
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CONCLUSION
In light of the foregoing, the Cou@RANTS DefendantG4S Secure Solutions (USA)
Inc.’s Motion to Dismiss. (Doc. 11.) The CouRECTS the Clerk of Court to enter an
appropriate judgment of dismissal andicOSE this case.

SO ORDERED, this 28th day of August, 2020.

/ W?},AK

R. STAN BAKER
UNITED STATES DISTRICTIUDGE
SOUTHERN DISTRICT OF GEORIA
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