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IN THE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

JOHNGRUBB, )
Plaintiff, ; CaséNo. 09-cv-2255
V. ; Judgé&obertM. Dow, Jr.
BOARD OF TRUSTEES OF THE : )

UNIVERSITY OF ILLINOIS, )
Defendant. ))
MEMORANDUM OPINION AND ORDER

Plaintiff, John Grubb (“Grubb”), filed thiwsuit under the Computer Fraud and Abuse
Act (18 U.S.C. § 1030) (“CFAA” or the “Act”). Among other things, thCFAA makes it illegal
to intentionally engage in unauthorized access of a “protected computer,” where the
unauthorized access causes “damage and lossJ.SL€. 88 1030(a)(5)(B)-(C). “Damage” and
“loss” are terms ofart under the Act.Id. § 1030(d). Violators othe CFAA face potential
criminal liability and may also be subject twitisuit: a person who suffers damage or loss as a
result of a CFAA violation may obtain mondamages, equitable relief, or botla. § 1303(g).
Grubb maintains that Defendant, the Board of Te®es of the University of lllinois (“UIC”),
violated the CFAA when it “ha@d” into Grubb’s computer to remove software. The Court has
subject-matter jurisdiction pursuant to 28 U.S.C. § 1331.

Before the Court is UIC’s motion for sanct®for spoliation of eldence [14], in which
Defendant contends that Plafhtiirst sullied and then “wiped” the computer whose forensic

fingerprints are at the heart tfe case. For the reasons setifdelow, Defendant’s motion is

denied.
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Background

The case is brought under the CFAA, but the leetings between the parties start with
UIC’s decision to end its employmierelationship with Grubb. @bb was a clinical professor at
the UIC College of Dentistry from January 2007Atogust 2008. Compl. §. For reasons that
do not bear on the CFAA claim, UIC ended ititienship with Grubb prior to the three-year
period of employment that the parties originddgd anticipated. See generally Compl. {1 9-31.

On July 18, 2008, after Grubb was placed omiadstrative duties and forbidden from
having contact with orthodontic residents (Gdmf 27), a person from UIC’s information
technology department named Martin came tobBis office. Grubb wain a meeting with
another faculty member at the 8m Martin told Grubb that hbad been ordered to remove
certain UIC software from Grub®’laptop computer. Compl. § 3Grubb advised Martin that
he was unavailable to supemishe work—which Grubb aimed o because the laptop had
confidential information on it—but that Martioould return on July 21 to remove the UIC
software. Compl. 11 35, 41. However, when Grubb returned from lunch on July 18, he
discovered that UIC’s information technologypdetment had accessed the laptop computer and
removed the UIC software. According to thengaaint, the “hacking” caused at least $5,000 in
damages; according to Grubb’s deposition testintbheydamage was far more severe, totaling
nearly $1 million. Compare Compl. T 45, wiBrubb Dep. at 201. Wm Grubb confronted
UIC’s IT department about the breach, a wonlesponded, “[W]e're asked to do a lot of shitty
things around here.” Grubb Dep. at 101.

The laptop computer was owned not Brubb but by the American Board of
Orthodontics (“ABQO”). Compl. § 32. Accomtlj to Grubb, the computer contained personal and
sensitive information, as well as testing datd private patient information. Compl. 11 33, 40.
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After the July 18 incident, Grubb informediBO about the incident and raised the
concern that information on the computer mayehbeen compromised. Although the record is a
bit murky on this point, it appears that coeinfor ABO recommended forming a committee to
handle any dispute with UIC. #iso appears that Grubb’s comput&pertise, like most people,
falls somewhere in that broad swath betwéechnophobe and technalgh “lI don’t know
anything about computers other than that | timem on and | hope they work, and I'm very
astute at using Adobe Photoshop, PowerPbidéd kinds of issues.” Grubb Dep. at 183.

On August 18, 2008, a lawyer from the firmdi8ly Austin LLP, which represented ABO,
sent Grubb an e-mail directing himgtop using the [stop computer:

| have been advised by out [sic] IT setufolks that, if you have been using the

computer, it is imperative that you stop using it as soon as possible. The more it

is used after the unauthorized access, thesharaill be for us to document what

materials were accessed. We are tryimgdentify a local expert to check the

access history on the compugard | will let you know asoon as we have made

that determination.

Def. Mem., Ex. F (Lynn D. Fleisher e-mail). @b, apparently unsatisfiedth the expertise of
lawyers, asked ABO'’s IT specialist, McEvoy, fos thoughts on what tHawyer had written.
Grubbs told McEvoy that between the July ib8ident and the August 18 e-mail from the
lawyer, he had frequently used the computdtcEvoy indicated that if Grubb had “used the
computer a lot it would be very difficult toniil out what was accessed.” Grubb Dep. at 179. In
addition, McEvoy “questioned [the lawyer’s] ITik& as to make that judgment because that's
what he [McEvoy] does for a living.” Grubb peat 181. McEvoy further indicated that it
would be “impossible” to determine what Uad accessed on the computer based on the total

amount of Grubb’s usage to that point. Mok recommended that Grubb continue to use the

computer. Grubb Dep. at 181-82.



In November 2008, ABO gave Grubb a new pomer. Grubb returnetthe old computer
to ABO. At that time, ABO IT specialist McEvdyansferred material from the old computer to
the new computer. He then “mirrored” the hdrd/e on the old computer and kept that mirror
“for about two to thresveeks,” before wiping the hard drieé the old computeand deleting the
mirrored image of that old hard drive. Grubb Dep. at 23.

. Analysis

UIC’s motion for sanctions for spoliation of evidence [14] contends that Grubb “has
rendered it impossible for [UIC] to prove the gemitor condition of the laptop computer on the
date of Defendant's access; what was amesby Defendant; and whether any data or
information on the laptop computer was impaibgydDefendant’s access daly 18, 2008.” Def.
Mem. at 2. Spoliation of evidence occurs whengarty “destroys evidence relevant to an issue
in the case.”Smith v. United State293 F.3d 984, 988 (7th Cir. 2002). UIC asks that the case
be dismissed or, alternatively, that the Coudrdexdmitted that UIC did not access, obtain, alter,
or destroy Grubb’s laptop or its contehts.

UIC’s motion raises a serious issue, becaitlse judicial system is premised on the
honesty and good faith efforts tife parties involved. Se@uela v. Payco-Gen. Am. Credits,
Inc., 2000 WL 656681, at *7 (N.D. lll. May 18, 2000)Where honesty is replaced with
falsehood, a party’s right to litigate bedothis Court conmg into question. Id.; see also
Krumwiede v. Brighton Assocs., LL#D06 WL 1308629, at *8-11 (N.D. Ill. May 8, 2006). The

Seventh Circuit has warned that “[llawyers ditigants who decide they will play by rules of

! Given UIC’s admission in its answer that Martin removed the software from Grubb’s computer, the
requested admission regarding access is off the table.
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their own invention wi find that the game cannot be worNw. Nat'l Ins. Co. v. Balted5 F.3d
660, 663 (7th Cir. 1994).

A. Legal Standard

Before a Court may impose sanctions for destruction of evidere, the party moving
for sanctions must make a showing that mesion of materials occurred in bad faitfirask-
Morton v. Motel 6 Operating L.P534 F.3d 672, 681 (7th Cir. 2008). Bad faith generally means
that the destruction occurred “for the purpose of hiding adverse informatMathis v. John
Morden Buick, InG.136 F.3d 1153, 1155 (7th Cir. 1998); see &l&rocco v. Gen. Motors
Corp., 966 F.2d 220, 224 (7th Cir. 1992) (bad faith ierfduct which is eitheintentional or in
reckless disregard of a party’sligiations to comply with a cotiorder”). In addition, where
destruction occurs prior to litigation, it mus¢ shown that the non-moving party had “a duty to
preserve evidence becauskriew, or should have known, tHatgation was imminent.”Trask-
Morton, 534 F.3d at 681.

Where the required showings have been mbmeCourt has the power to enter a default
judgment or dismiss a case—or to impose & Igevere sanction—under the Court’s inherent
authority or pursuant to Rule 37 of the Federal Rules of Civil ProcedureGr8ekocinski v.
Schlossberg402 B.R. 825, 842-43 (N.D.LI12009) (a party’s destation of, and failure to
preserve, evidence is sufficient evidence of tadith to warrant imposition of default judgment);
Krumwiede 2006 WL 1308629, at *8 (default judgmerst a sanction even where evidence was
destroyed prior to commencing litigationQuela 2000 WL 656681, at *6 (entering default
judgment where a defendant falsified evicemnd testimony to infence case outcomgiting
Diettrich v. Nw. Airlines, In¢.168 F.3d 961, 964 (7th Cir. 1999Qiba Specialty Chems., Corp.
v. Zinkan Enters., Inc2003 WL 22309275, at *4 (S.D. Ohioly29, 2003) (ordering dismissal
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of declaratory judgment claims and striking a@firmative defenses in response to serious
abuses).

Default judgment or dismissal is appriate where a lesser sanction under the
circumstances would unfairly minimize the serieessof the misconduct and fail sufficiently to
deter such misconduct by others in the future. F¥€E MCR Realty, L.L.C. v. LyncB63 F.
Supp. 2d 984, 997-98 (N.D. Ill. 2005); see dldaxrrocco 966 F.2d at 223-24. Litigants cannot
be permitted to say “oops, you've caught me’, #&mereafter be allowed toontinue to play the
game * * *” Dotson v. Bravp202 F.R.D. 559, 573 (N.D. Ill. 20013ff'd, 321 F.3d 663 (7th
Cir. 2003). Nonetheless, when considering #xtreme sanction of dismissing a case with
prejudice, the Court is mdful of the admonition that such a&pt“must be infrequently resorted
to by district courts.” Schilling v. Walworth CougtPark and Planning Commissio805 F.2d
272, 275 (7th Cir. 1986)Jnited States v. Golden Elevator, In27 F.3d 301, 303 (7th Cir.
1994). The organizing principle is that the gamcshould be proportionate to the wrong. See,
e.g, Collins v. lllinois 554 F.3d 693, 698 (7th Cir. 2009) (per curiam).

As to UIC’s burden in supportinits sanctions motion, Gruldsserts that a “clear and
convincing” standard must be met to supportoatright dismissal. There is case law to that
effect, although a more recent Seventh Circuit cadle that holding int@uestion and indicates
that the proper standard is “panderance of the @lence.” Compar®&idge Chrysler Jeep, LLC
v. DaimlerChrysler Fin. Servs. Ams. LL616 F.3d 623, 625 (7th Cir. 2008) (stating that
although a 2003 Semth Circuit caseMaynard used the “clear and nwincing” standard, that
case failed to discuss Supreme Court precedeninigolthat heightened burdens of proof do not
apply in civil case unless a statute or the Coigion so requires”), wittiMaynard v. Nygren
332 F.3d 462, 468 (7th Cir. 2003rourt must have “cleaand convincing evidence of
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willfulness, bad faith or fault before dismissing a case”); see@isgan v. Garner498 U.S.
279 (1991)Herman & MacLean v. Huddlestpa59 U.S. 375 (1983).

B. Present Case

After reviewing the pertinent standards and tkcord currently before the Court, UIC
has not shown that it is entitléd sanctions, including the entry afjudgment in its favor. In
particular, (1) there is insufficient evidencatlGrubb had control over the laptop in question
when it was wiped by ABO; (2) the circumstanessociated with handing over the laptop do
not support an inference of bad faith; (3) thisr@ao evidence that Grubb knew or suspeeted
antethat ABO would wipe the machenand destroy data; (4) there is no evidence that there were
usable data on the computerewhit was wiped, and (5) the ondvidence indicates that there
were no usable data at the time that Grubb advised to stop using the computer.

As to the first three points, there is adrevidentiary gap. The deposition testimony of
Grubb suggests that he learnedhd laptop’s fate only after hreturned it to ABO. See Grubb
Dep. at 176. Moreover, the evidence inthsathat ABO was conducting some sort of
investigation into the July 18 é¢ident as well. The factuglicture surrounding the decision to
hand the laptop over to ABO is unclear, but thisreo indication that itvas unreasonable to
return ABQO’s property, particularly as coundek ABO had indicated that they might be
conducting some sort of fordnsanalysis orthe computef. The subsequent destruction of the
laptop data was carried out by ABO rather ti@znubb, who learned of the circumstances one

week prior to his deposition. See Grubb Dep. at 177. There is simply too little evidence in the

2 The record does not disclose whetsiech an investigation still was intended at the time when the laptop
was actually returned.



record to support a findg of bad faith on the part of Goln with respect to the decision to
destroy the laptop.

Of course, the actual destruction of thptégp might be of only academic importance
anyway. The final two shortcomings—the lackesidence that there were usable data on the
computer when it was wiped, and the evidencecatthg that there weneo usable data at the
time Grubb was advised to stop using the computer—prove more important. As UIC
acknowledges in its brief, ataitime that the Sidley Austilawyer issued her warning, ABO’s
computer expert told Grubb that there wereusable data on the laptop. One month elapsed
from the time of the July 18 indent to the August 18 e-mail from the Sidley Austin lawyer. The
only person who advised Grubb that appeam@dhave pertinent personal knowledge (the
frequency of Grubb’s use of the laptop) indicatieat there were no usabdata on the laptop.
Any destruction of evidence thus occurred befooan be said that @bb knew or should have
known that workaday use could have an impacthenevidentiary value dhe laptop. UIC has
offered no evidence to the contrary. And whesoines to the forensic trail on a computer hard
drive, it cannot be said thawveryday people would possess an understanding of how data are
stored and how access history can be reconstr(otatestroyed). That certainly cannot be said
of Grubb, who indicated that Haew how to turn his laptop dout knew little else about how
computers work. Thus, the evidence doessnpport the conclusion that Grubb took his actions
for the purpose of hiding adverse informatioklathis 136 F.3d at 1155. And although UIC
brings its motion pursuamb the Court’s inherent authority &tCourt is mindfubf Federal Rule
of Civil Procedure 37(e), which provides th]bsent exceptional citanstances, a court may
not impose sanctions under these rules on a partfailing to provide electronically stored
information lost as a result of the routirggod-faith operation of an electronic information
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system.” The Supreme Court has warned tHagrient powers “must be epcised with restraint
and discretion” Chambers v. NASCO, Inc501 U.S. 32, 44 (1991)), and restraint seems
eminently sensible given the content of the federal rules.

In sum, under the governing legal standatdi€; has not established that sanctionable
conduct occurred in this case. That conclusioreisforced by the Seventh Circuit’s critical
teaching that sanctions for destructioneofdence should be proportional to the wrortg.g,
Collins, 554 F.3d at 698. An application of that taaghs that destruction of evidence that has
limited probative value (or is cumulative to thewimg party’s case) does not warrant dismissal.
In that regard, the parties’ bfileg and the record beffe the Court indicatéhat Grubb may have
a weak case. Grubb indicated in his depmsitestimony that he does not know if UIC accessed
data or removed anything other than the UIC software, and he indicated that the computer
worked fine after the incidentUnder the CFAA’s provision thatreates a cause of action, a
person can, as a general matterpvec for either “damage” or “loss” as defined in the statute.
However, in order to recover for either damagdoss, a person mush@w that the defendant
violated the CFAA’s proscriptive provisions. Grubb has not identified the statutory hook to
which he hitches his cause otiaq, but it appears that one wio provisions may apply: under
18 U.S.C. 88 1030(a)(5)(A) and (a)(5)(B) a persoly ima liable if he engages in unauthorized
access and either (1) recklessly causes danmag€2) merely causes (no state-of-mind
requirement) damagesdloss.

Therefore, under the theoridhat Grubb likely is pursng, he will have to show
“damage” as defined in the statute. Buftarfthge” is defined in § 1030(e) to mean “any
impairment to the integrity or ailability of data, a program, system, or information.” Grubb
may take the position that he takes in his deposition—that integrity just means that data is
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compromised because someone may have laidayés—but that panoptic definition cannot be
right, because the argument conflates “accegfi “damage.” The statute cannot bear the
construction because its plain language requiotls accessand damage before liability may be
imposed.E.g, 18 U.S.C. § 1030(a)(5)(B) (imposing liity on one who “intentionally accesses
a protected computerithout authorizationand as a result of sucbonduct, recklessly causes
damage” (emphasis added)). Given that danagkaccess have distinct meanings under the
statute, the following exchange during Grubbeposition may prove important—and fatal:

Q. Did you ever ask anyone to check yourdhdrive to see if it worked after [the
July 18 incident]?

A. To see if it worked?

Q. Yes.

A. Yes, the computer worked.

* % x

A. Yes, the computer worked fine.

Q. Did you ask anyone to check any other functions on your computer to see if
they worked after the UIC accessed the computer?

A. The computer worked fine. Theason that | was getting a new one was
because * * * we needed a much faster and much larger memory * * *.

Q. Did you yourself examine any other programs or systems or data on the
computer to see if they worked?

A. Everything worked fine on the computer.

* % %

Q. Did you ever ask anyone to determvmeether any program or data had been
impaired in any way?
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A. No, | wouldn't ask anybody something likieat unless | noticed material or a
program was impaired and then | would have asked them.

Grubb Dep. 183-84. If (a) no one ever examined the computer in order to see if damage had
occurred, (b) Grubb never noticed that thereenany problems with the computer, and (c)
Grubb cannot show that any data on the coempwere accessed, th&@rubb would appear to
have, putting it mildly, a serious evidence peshl See also Grubb Dep. at 203-04 (indicating
that no data was destroyed ompared and that the computer wadly operable”). That dearth
of evidence cuts both ways: because his tasgeak and any evidence that was left on the
machine at the time it was destroyed would hheen difficult to glean, sanctions are not
warranted. However, that same deaf evidence may doom Grubb’s case.
I1l.  Conclusion

For the reasons set forth above, UIC’s motion for sanctions for spoliation of evidence
[14] is denied. However, this order does adtress the wisdom oftleer side deploying the
heavy artillery of federal litigtion in pursuing this matterGrubb’s deposition testimony makes
the presence of “damage” or “loss,” as ddiirtey the CFAA, rather dout. And even if
damage occurred, Grubb’s estimate of loss iratheunt of nearly $1 million would appear dead
on arrival. Under the statutene can recover losses only for costs associated with interruption
of service. But Grubb stated Imis deposition that he suffered interruption of service. Grubb
Dep. at 204. In these circurastes, both parties shdutonsider whether—ia case in which
the prevailing party’s bill of costs may wedixceed any plausible award of damages—the

vindication game is worth the litigah candle.
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Dated: August 4, 2010

RoberM. Dow, Jr.
UnitedState<District Judge
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