Doc. 1 Att. 4
Balabanian et al v. Thomson Reuters (Legal) Inc.

s TR A ; ;
DENa B WITEL f‘liip;.-’.-‘wQiﬁ.‘.!"ﬁ&i.’a\%‘.ﬁE‘Fm"m.!ii}!t’{,!wtimcnlwxt aspxTsve Splinkuservice « |

14 No. 8 Westiaw Journal Tetecommunications Industry 7

Briefy

f, Other Reiated Documents

Wasttaw Journal Tetecommunications Inddustry
August 31, 2010

Online Fraud
FFC SHUTS CBOWRN CROSS-BORDER DOMAIN-NAME SCAM

FTC v, Data Bus, Selutions

Cupyright @ 2010 Thomsan Reuters

The faderal Trade Commissian has permanently dosed down a Torgntn, Canada-bagard group of con
8riists whe bllkad Internet domain nama helters of more than $4 miltkon through bogus renewal
rrstices -

Feders! Trade Cormmission v, Data 8usiness Saletions Ing, et FL, No. D8-CV-2783, seltiemant announced
(M0 LI B Div. Aug, 9, 20103,

The FTC annnunced a setilement that shut doven Internet Listing Sarvice Corp. and five other
Curporate entities. Tha investination aise resulted in judgmenis against defendants An Balabanian, Isaze
Berloto and Kirk Mufvenay,

Aroording to a stipulated Final Judgment in the case, the defendants would sand false invoices to
desnain name owners that purportedly came from actusl registrars such as Network Solutions, The fake
invoices {rchuded charges for things like “website address listings” and "search engine optimization
servinns.”

Individuals and firms ragister [oternet domain names through domain name registrars for an annual
fee. Failure to renew 2 dgmain name means anyone sise may register i, Frequentty, domain name
Brokers register lost domain namaes and try to sell them back to the orighnal owners, often for thousands
of dollars.

In this case, the defendants’ invoices falsely stated or implied the fees were required to prevent (oss
of the domain name. Further, the FTC said, the search engine optirization services did Nt exist, and the
promises of 8 “substantial increase in traffic” oo the registrants’ websites were faigp

The FYC sued the defendants in 2008 in the U.S. District Caurt for the Northern District of Hlingis,
Later, U.5. District Judge Robert M. Dow Jr. ardered their aseets frozen.

Acturehing to the FTC releass, suspended Judgments of $4.28 million, the amount the defendants
biiked consumars, were entered, However, they wiil only be requirad to pay $10,000 in total based on
their inabifity to pay.

Additinnally, the defendants were permanently enioinad from committing simifar violations, including
Talsaly implying pre-existing business relationshins and falsely setling search engine gptimization
servioes,
Judge: Robury
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2010 WL 3158720 (Sxoutated Final Judgment ang Order for Permanent Irsjpnc;mn #5 1o Defendants
16461 a lgssy., sl Ki liveneys, Verdict, Agreemen)
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