Monroy v. Shutterfly, Inc. Doc. 39

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

ALEJANDRO MONROQY, on behalf of )
himself and all othersimilarly situated, )
) Case No. 16 C 10984
Plaintiffs, )
) Judge Joan B. Gottschall
v. )
)
SHUTTERFLY, INC., )
)
Defendant. )
)

MEMORANDUM OPINION AND ORDER

Alejandro Monroy (“Monroy”) brings this pative class action alleging that defendant
Shutterfly, Inc. (“Shutterfly”) violated lllin@’ Biometric Information Privacy Act (BIPA), 740
lIl. Comp. Stat. 14/kt seq Shutterfly has moved to dismiss the complaint on several grounds.
For the reasons discussed below, the motion is denied.

I. BACKGROUND

Shutterfly is the operator of websites thlidw users to uplah organize, and share
digital photographs. When a user uploads a pt8hatterfly’s facial recognition software scans
the image, locates each of flages in the image, and extraet highly detailed “map” or
“template” for each face based on its unique pant$ contours. According to the complaint, a
person can be uniquely identified by his face geometry in the same way that he can be identified
by his fingerprints. Compl. { 5.

The complaint further alleges that Shuttedtpres these maps of face geometry in a
massive database, and that whenever a new imagpoaded onto Shutterflysite, the faces in

the image are compared against those in the daabiaa face’s geometry matches that of an
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individual already in its databa, Shutterfly suggests thaethser “tag” the image with the
individual’'s nameld. § 23. If no match is foun&hutterfly prompts thaser to enter a namiel.

Monroy alleges that in September 2014pyanamed Shutterfly user residing in Chicago
uploaded a photograph of Monroy onto a Shuttesily. According to the complaint, “Shutterfly
automatically located Plaintiff's face, analyzed tieometric data relating to the unique contours
of his face and the distances between his eyes,amat ears, and used that data to extract and
collect Plaintiff's scan of face geometryd. 19 29-30. Monroy further says that Shutterfly
prompted the uploader to tag the face with m&eand that the user entered “Alex Monroy.” The
complaint also states that Shutiethen stored Monroy’s biometridata in its database, and that
based on the scan, it extracted and stored additioformation regarding his gender, age, race,
and geographical locatiord. I 32. Monroy does not use Shtftieand never consented to
Shutterfly’s extraction and storagedsdta representing his face geomely 9 33-34.

According to Monroy, Shutterfly’s collecticand storage of thidata violates BIPA.
Passed in 2008, BIPA was the first law in theamato address the celttion and storage of
biometric datd. The legislative findings that precede ttatute’s substantive provisions observe
that the “use of biometrics growing in the business and setuscreening sectors and appears
to promise streamlined financial transactiond security screenings.” 740 Ill. Comp. Stat.
14/5(a). However, the legislatuaéso notes that the “overwhelng majority of members of the
public are weary of the use of biometrics whechsimformation is tied to finances and other
personal information.Id. 8 14/5(d). This is because, unli&ecial security numbers and other

personal information, biometrics “are biolodlgainique to the individual ... [so that] once

! To date, Texas is the only othetate to have passed a similar |8geTex. Bus. & Com. Code
Ann. § 503.001 (West 2015).



compromised, the individual has no recourse, [@d} heightened risk for identity theftd. 8§
14/5(c).

Among other things, BIPA requires private &as in possession of biometric data to
develop publicly available written policies camting guidelines for peramently destroying the
data within a specific time periottl. § 14/15(a). In addition, BIPArohibits private entities
from collecting, capturing, or otherwise obtaineng individual’'s biometric data without first
informing him or her in writingand disclosing the specific purgoand length of time for which
the data is being collected and storeld§ 14/15(b)(1)-(2). Entities are prohibited from
collecting and storing a person’metric data unless le she first executes a written release.
Id. § 14/15(b)(3).

Monroy brings this suit on behalf of hisifand a putative class consisting of “[a]ll
individuals who are not users $hutterfly and who had their bi@tric identifier, including scan
of face geometry, collected, capd, received, or otherwise obtained by Shutterfly from a
photograph uploaded to Shutterflyiebsite from within the statof lllinois.” Compl. { 36.
Shutterfly moves to dismiss under Fed&ale of Civil Procedure 12(b)(6).

[I. DISCUSSION

“In considering a Rule 12(b)(6) motiondesmiss, the Court accepts as true all well-
pleaded facts in the complaiutd draws all reasonable infeces from those facts in the
plaintiff's favor.” United States Sec. & Exch. Comm’n v. Usti220 F. Supp. 3d 739, 760 (N.D.
ll. 2017) (citingAnchorBank, FSB v. Hofe649 F.3d 610, 614 (7th Cir. 2011)). Shutterfly
claims that Monroy’s complaint must be diss@d because: (1) BIPA's statutory text makes
clear that it does not apply to scans of fgeemetry obtained from photographs; (2) Monroy’s

suit requires an impermissible extraterritorial laggtion of the statute; and (3) BIPA requires a



plaintiff to allege actual dangas, and Monroy has failed to do. The court considers these
argumentseriatim
A. BIPA’s Application to Scans from Photographs

Shutterfly first contends that BIPA'’s stiédry text demonstrates that the act does not
apply to biometric data obtad from photographs. Its argument is based on the statute’s
definitions of the terms “biometric identifier” dribiometric information,” which are as follows:

“Biometric identifier” means a retina otisrscan, fingerprintyoiceprint, or scan

of hand or face geometry. Biometric iddiatis do not include writing samples,
written signatures, phographs, human biological samples used for valid
scientific testing or screening, demograptata, tattoo descriptions, or physical
descriptions such as heighteight, hair color, or eye color. Biometric identifiers
do not include donated organs, tissuegants as defined in the lllinois
Anatomical Gift Act or bloodr serum stored on behalf recipients or potential
recipients of living or cadaveric transpta and obtained orated by a federally
designated organ procurement agencgnitric identifiers do not include
biological materials regulated undeet&enetic Information Privacy Act.
Biometric identifiers do nonclude information captured from a patient in a
health care setting or information colledf used, or stored for health care
treatment, payment, or operations unitherfederal Health Insurance Portability
and Accountability Act of 1996. Biometridentifiers do not include an X-ray,
roentgen process, computed tomography, MRI, PET scan, mammography, or
other image or film of the human anatomsed to diagnose, prognose, or treat an
illness or other medical condition orfiarther validate scientific testing or
screening.

“Biometric information” means any inforation, regardless of how it is captured,
converted, stored, or shared, based omdividual’'s biometric identifier used to
identify an individual. Biometric iformation does not include information
derived from items or procedurescéxded under the definition of biometric
identifiers.

740 1ll. Comp. Stat. 14/10.

It is clear that the data extracted frionroy’s photograph cannobastitute “biometric
information” within the meaning of the statuphotographs are expressly excluded from the

definition of “biometric identifier,” and the diaition of “biometric information” expressly



excludes “information derived from items mnocedures excluded undibe definition of
biometric identifiers.d.

But this leaves open the question of whethe data obtaineddm the photograph of
Monroy may constitute a “biometric identifier’—ad in particular, whether it constitutes a “scan
of face geometry” referenced in the definiti@hnutterfly maintains that by excluding data
derived from photographs from the definition ofdimetric information,” the lllinois legislature
intended to exclude from BIPA’s purview diometric data obtaied from photographs.
Accordingly, Shutterfly contends, it would make sense to interpret “biometric identifier” as
including such data.

This reading of the statute seems sensibtigh at first blush, but begins to unravel
under scrutiny. Indeed, Google and Facebook haserted the same argument in seeking
dismissal of suits brought against them undét/ABland in both cases, the argument has been
rejected See, e.gRivera v. Google IngcNo. 16 C 02714, 2017 WL 748590, at *6 (N.D. Ill. Feb.
27, 2017)In re Facebook Biometric Info. Privacy Litjdl85 F. Supp. 3d 1155, 1172 (N.D. Cal.
2016). The problems come more sharply inteféy considering what a “scan of face
geometry” means under Shutterflyrderpretation of the statute. Bhutterfly acknowledges, if
biometric identifiers do not include informan obtained from images or photographs, the
definition’s reference to a “scan feéfce geometry” can mean only @mApersonscan of a
person’s face. Such a narrow reading of the tdiometric identifier” is problematic in many
respects. Foremost among these is theralgsef any textual support for Shutterfly’s
interpretationSee, e.gRiverg 2017 WL 748590, at *6 (“The problemith this argument is that
there is no textual or structur@lie to support it. The definitioof ‘biometric identifier’ does not

use words like ‘derived from a person,’ ‘deriviadoerson,’ or ‘based on an in-person scan,’



whereas the definition of ‘biometric informatioddes say that it is information ‘based on’ a
biometric identifier.”);In re Facebook185 F. Supp. 3d at 1172 (“Trying to cabin this purpose
within a specific in-peson data collection teclque has no support in the words and structure of
the statute.”f. The lllinois General Assembly clearly sought to define the term “biometric
identifier” with a great deal of specificity: thefdetion begins by identifing six particular types
of biometric data that are coverlg the term (i.e., retina or irsans, fingerprints, voiceprints,
scans of hand or face geometiy}hen provides a long list of leér specific types of biometric
data that are excluded from ttiefinition. If the legislaturéad intended a “scan of face
geometry” to refer only to scans taken of an irdlinal’s actual face, it is reasonable to think that
it would have signalled this more explicitly.

Shutterfly attempts to support itderpretation by invoking the canonmdscitur a
sociis according tovhich “the meaning of questionable mis or phrases ia statute may be
ascertained by reference to the meaningafds or phrases associated with R€ople v.
Diggins 919 N.E.2d 327, 332 (lll. 2009) (brackets and quotation marks omitted). According to
Shutterfly, all of the other terms included ir ttiefinition of “biometric identifier"—retina or
iris scans, fingerprints, voeprints, and hand scans—invol¥we-person processes.” Hence,
Shutterfly argues, a “scan of face geometndustl likewise be understood as referring only to

data obtained from a person who is physically gmesShutterfly furthecontends that limiting

% In May 20186, lllinois State Senator Terrynkiproposed an amendment that would have
excluded both physical and digital photographsif®IPA’s definition of “biometric identifier,”
and would have limited the definitiaf “scan” to in-person scanSeeNatasha Kohne, Kamran
Salour,Biometric Privacy Litigationis Unique Personally Identifying Information Obtained
from A Photograph Biometric Information25 Competition: J. Anti., UCL & Privacy Sec. St. B.
Cal. 150, 165 (2016). The day after it wasadticed, it was “put on hold” for unspecified
reasonsld. at 167.



the definition of “biometric identifier” to data adohed via in-person processes is consistent with
the impetus behind BIPA’s passage—namely, comswmariness about theaisf biometric data
when making purchases and engaging in atbermercial transactions. Further, Shutterfly
points out that the exampleged in the legislative findigs—“finger-scan technologies at
grocery stores, gas stations, actiool cafeterias” 740 Ill. Comptat. 14/5(b)—take place in the
consumer’s physical presence.

For several reasons, the counh@ persuaded. As an initiaatter, Shutterfly’s argument
assumes that the other biometrientfiers listed in the definition can be obtained only via in-
person processes. That is incorrect. For exant@epears that fingerpris and retinal scans can
be obtained from images and photograides, e.g.David GoldmanHackers Recreate
Fingerprints Using Public PhotoCNN MONEY (Dec. 30, 2014), http://money.cnn.
com/2014/12/30/technology /security/fingerprint-haotkex.html (reporting a demonstration at a
cybersecurity convention showingathit is possible to “mimia fingerprint just by analyzing
photographs”); Thomas Fox-Brewstelacking Putin’s Eyes: How to Bypass Biometrics the
Cheap and Dirty Way with Google Imagé®srbes (Mar. 6, 2016), https://www. forbes.com
[sites/thomasbrewster/ 2015/03/05/clone-putins-eyes-using-google-images/ #5cf7f79e214a)
(reporting that, according to a security researdgher possible to fool iris-scanners “just using
high-resolution images found in Google searches,” and that “where photos are vivid and large
enough, it's possible to simply print cegiof people’s eyes and bypass biometric
authentication”); Kim ZettelReverse-Engineered Irises Look So Real, They Fool Eye-Scanners
Wired (July 25, 2012), https://www.wired.cé@012/07/ reverse-gmeering-iris-
scans/(reporting that rearchers in Spain have “found a way to recreate iris images that match

digital iris codes that are st in databases and used lig-fecognition systems to identify



people” and to “trick commercialis-recognition systems into believing they’re real images”).
And even if particular forms of biometric data cannot be obtained via photographic images using
present-day technology, it would kesh, given the pace ofctenological development, to
assume that obtaining such data via photographs will not become possible in the future.

The court is also unconvincég Shutterfly’s insistence th&PA is narrowly concerned
with the use of biometric data in the context of commeraalsactions. True, the statute’s
legislative findings observe that]tie use of biometrics is gromg in the business and security
screening sectors and appears to promisarstined financial transactions and security
screenings”; and that “[m]ajor tianal corporations have selectiée City of Chicago and other
locations in this State as pilesting sites for new applications of biometric-facilitated financial
transactions.” 740 Ill. Comp. Stat. 14/5(a)-®ut the legislative findigs also take note of
consumer leeriness regarding the connectitvwdzEn biometric data and personal information
more generallySeed. 8 14/5(d) (noting that “overwhelmg majority of members of the public
are weary of the use of biometrics when such information is tied to finandesther personal
informatior’) (emphasis added). Nothing in the text of the law itself evinces an intent to limit its
application to commercial entities. On the contréhe law applies to any “private entity” in
possession of biometric data; and gtatute’s definition of “privatentity” is notably expansive,
encompassing “any individual, partnership, cogtion, limited liability company, association,
or other group, however organizetdd’ § 14/10.

Finally, as other courts have observed, ititerpretation of the term “scan of face
geometry” proposed by Shutterfly would leavddiroom for the law to adapt and respond to
technological development. BIPA'’s legislatifredings specifically note that “[t]he full

ramifications of biometric technology are not fully knowhd”’ § 14/5(f). As Judge Chang stated



in Riverg “advances in technology are what droveltlaois legislature toenact the Privacy

Act in the first place,” so “it isinlikely that the statute sought to limit the definition of biometric
identifier by limiting how the measurements taken. Who knows how iris scans, retina scans,
fingerprints, voiceprints, and scans of faced hands will be taken in the future?” 2017 WL
748590, at *5see also In re Facebopk85 F. Supp. 3d at 1172 (“Te&atute is an informed
consent privacy law addressing ttalection, retention and use pérsonal biometric identifiers
and information at a time when biometric teology is just beginningp be broadly deployed.
Trying to cabin this purpose within a specifiegarson data collection technique has no support
in the words and structure of the statute, and is antithetical to its broad purpose of protecting

privacy in the face of emergingdsnetric technology.”}citation omitted)’

% Shutterfly also cites BIPA's legislative hisgdn support of its intemetation of “biometric
identifier.” Specifically, Shutterfly observesathan earlier version dhe definition stated:
“Examples of biometric identifiers includbut are not limited tp] iris or retinal scans,
fingerprints, voiceprints, anecordsof hand or facial geometryDefs.’ Br. 8 (quoting Sen. Bill
2400, § 10 (Feb. 14, 2008)) (emphasis supplied byt&fiy). Shutterflyalso notes that the
lllinois Senate considered and rejected a propgbsalwould have defined “biometric identifier”
to include “records or scans band geometry, facial geometry,facial recognition™ Id.

(quoting Sen. Am. to Sen. Bill 2400, § 10 (Apr. 11, 2008)) (emphasis supplied by Shutterfly).
Finally, Shutterfly points out than earlier definition of “biomeit information” did not include
the clause stating that “[bliometric informati does not include information derived from items
or procedures excluded under the definition of biometric identifiers,” 740 Ill. Comp. Stat. 14/10,
and thus did not exclude datarived from photographs.

Shutterfly reasonably regards thasxtual changes as evidenceéhsf legislature’s attempts to
limit the definition of “biometric identifier.’However, they provide no evidence that the
legislature intended to confine the term “scantaoé geometry” to data obtained in person, nor
that it intended to exclude data obtained frgmotographs from the fieition of “biometric
identifier.” If anything, Shutterfly’s position isgmificantly undermined by its failure to identify
any reference in the legislative record tgpagrson processes amadistinction between

biometric data obtained by such processesdaa obtained from digital images and other
sources.



In short, the court sees nothing in BIPA’s statutory text to indicate that it lacks
application to data of the sort obtaihiey Shutterfly’s facial-recognition technology.
B. Extraterritoriality & The Dormant Commerce Clause

Turning from BIPA’s text to its application, Shutterfly next argues that Monroy’s
complaint must be dismissed because BIPA does not apply extraterritorially, and because
applying the statute to the facts of thiseeasuld violate the U.S. Constitution’s Dormant
Commerce Clause. Although related, these argtsnmaise separatemeerns, and the court
addresses them separately.
1. Extraterritoriality

The Illinois Supreme Court hasstd that “a ‘statute is without extraterritorial effect
unless a clear intent in this respect appfam the express provisions of the statutévery v.
State Farm Mut. Auto. Ins. GB35 N.E.2d 801, 852 (2005) (quotiBgr—Ite Co. v. Industrial
Comm’n 68 N.E.2d 717 (1946)). However, none of BI®Axpress provisions indicates that the
statute was intended to have ex#rritorial effect. Accordingl, as Monroy acknowledges, BIPA
does not apply extraterritorially.

However, the parties disagree over whetheniMy's suit in fact requires the statute’s
extraterritorial application. Thanswer to that question turns whether “the circumstances that

relate to the disputed transaction occufrerimarily and substantially in lllinoisfd. at 854*

* Averyinvolved the question of vether the lllinois ®nsumer Fraud and Deceptive Business
Practices Act, 815 Ill. Comp. St&05/2, applied extraterritorigll Hence, in the passage quoted
above, the court is concerned with the location of the cistamees surrounding the disputed
“transaction.” HoweverAverys extraterritoriaity test has been applied ether lllinois statutes.
See, e.gArmada (Singapore) Pte Ltd. v. Amcol Int'l Cqrio. CV 13 C 3455, 2017 WL
1062322, at *5 (N.D. Ill. Mar. 21, 2017) (applyidgeryto claim under lllinois Uniform
Fraudulent Transfer ActRivera 238 F. Supp. 3d at 1102 (applyiAgeryto claim under

BIPA). Hence, like the parties, the court reliesAmeryin determining whether Monroy’s suit
requires BIPA’s extrateitorial application.

10



There “is no single formula or bright-line tdet determining whether a transaction occurs
within [lllinois].” Id. Rather, “each case must be decided on its own fadts.”

Here, some of the circumstances relatinlylamroy’s suit are allegeth have occurred in
lllinois: the complaint allegethat the photo of Monroy was uplied to Shutterfly’s website
from a device that was physically located in Bisiand had been assigred lllinois-based IP
address. Compl. 1 10. Monroy also allegesttaphoto was uploaded by a citizen of lllinois.
Id.  29. In addition, he maintaitisat the actual violation of ¢hstatute took place in lllinois
because that is where Shutterftiyled to obtain the requisite re@lge prior to allegedly collecting
his biometric data. At the samtiene, other relevant circumstangasint to locations outside of
lllinois: Monroy himself is a citen and resident of Floridand Shutterfly is a Delaware
corporation headquartered in California. Moreg\Shutterfly argues while Monroy claims that
the alleged violation took place in lllinois, Hees not claim to have suffered any injury in
lllinois.

However, the location of other importaritcumstances is as yet undetermined. For
example, it is unclear where the actual scan of Monroy’s face geometry took place, and where
the scan was stored once it was obtainedgwams to these questions require a fuller
understanding of how Shutterflyfacial recognition technology operates. In addition, these
factual questions potentially raise legal quesithat the parties % not addressed. (For
example, given that Monroy’sdinetric data was extracted astdred in cyberspace, how is
their physical location to be determined?).

In short, the court is unable at this titoedetermine whether the circumstances of
Monroy’s claim can be said to have occurreidnarily and substantially in lllinois, and thus

whether Monroy'’s suit wodlrequire extraterritorial apphition of BIPA. At this stage,

11



therefore, the court is not paesled by Shutterfly’s extraterriiality argument. Shutterfly may
raise the argument at a later time, if and wtenrecord affords a clearer picture of the
circumstances relating to Monroy’s claiBee Rivera2017 WL 748590, at *10 (“Assessing [the
defendant’s extraterritorialitygrguments at this initial stagiae Court concludes that the
Plaintiffs sufficiently allege fastthat would deem the asserteolations as having happened in
lllinois. But there is no bright-line rule for detammmg this, so the parties will have the chance to
develop more facts during discovery.”).

2. The Dormant Commerce Clause

Shutterfly also argues that BIPRapplication to the facts dhis case would violate the
Dormant Commerce Clause. While the Constitution “explicitly grants Congress the authority to
regulate commerce among the States, it has longleerstood that it alsdirectly limits the
power of the States to discriminatgainst or burden interstate commerd@dliant Energy Corp.

v. Big 330 F.3d 904, 911 (7th Cir. 2003). “This ‘negatiaspect of the Commerce Clause is
often referred to as the ‘Dormant CommercauSk’ and is invoked to invalidate overreaching
provisions of state regulation of commerdel.”

Shutterfly correctly observes that thermant Commerce Clause “precludes the
application of a state statute’athhas “the practical effect of . . . control[ling] conduct beyond
the boundaries of the State,” “whether or th@ commerce has effects within the State”™—
thereby preventing “inconsistelegislation arising from the pjection of one state regulatory
regime into the jurisdiction ofrether State.” Def.’s Br. 12 (quotirdealy v. Beer Inst., Inc491
U.S. 324, 336-37 (1989)). According to Shutterfipplying BIPA in this case would have
precisely these effects. This is especiallgijpematic, Shutterfly argues, because California,

where it is headquartered, prevityusejected legislation thateuld have regulated the collection

12



and storage of biometric dataeeDef.’s Br. 13 (citing Cal. Sen. Bill No. 169 (July 5, 2001) (Ex.
E)); see alsorana WelinderA Face Tells More Than ahdusand Posts: Developing Face
Recognition Privacy in Social Network6 Harv. J.L. & Tech. 165, 200 (2012) (describing a bill
that did not pass at the endtbé 2011-2012 legislative session that “would have required a
company that collects or uses ‘sensitive infarorg’ including biometricdata, to allow users to
opt out of its collection, use, and storage”). Thuwytterfly contends that to apply BIPA to these
facts would be to override California’s dsicin against regulatingiometric data.

This contention is overwrought. Shutterfiyes three cases in support of its position:
Morrison v. YTB International, Inc649 F.3d 533 (7th Cir. 201)jidwest Title Loans, Inc. v.
Mills, 593 F.3d 660 (7th Cir. 2010), aMbrley-Murphy Co. v. Zenith Electronics Carf42
F.3d 373 (7th Cir. 1998). The laws at issue in¢hasses affected out-of-state conduct in a very
different way, and to a very diffent degree, than would resulbfn applying BIPA in this case.
Midwest Title for example, struck down an Indiana lpurporting to regulate car-title loans to
Indiana citizens, even when the loaanisactions took place in other statdsat 669 Morley-
Murphy addressed whether the Wisconsin Fair Dealership Law could be invoked to prevent
manufacturers from terminatingdin relationships with distrikiars, even where neither party
was located in Wisconsiid. at 378-80Morrison v. YTB Int’l, Inc 649 F.3d 533 (7th Cir.

2011), did not mention the commerce clause at all, but simply observed that “[e]xpanding lllinois
law in a way that overrode the domestic pplit other states would be problematild” at 538.

Monroy’s suit, as well as his proposed classonfined to individuals whose biometric
data was obtained from photograpidoaded to Shutterfly inlihois. Applying BIPA in this
case would not entail amggulation of Shutterflg gathering and storage of biometric data

obtained outside of lllinois. It isue that the statute requirelsuiterfly to comply with certain

13



regulations if it wishes to opeasain lllinois. But that is vy different from controlling

Shutterfly’s conduct in otherates. Indeed, laws imposing $ian requirements on out-of-state
businesses have been upheld ag@&oesmant Commerce Clause challengednbernational

Dairy Foods Ass’n v. Bogg622 F.3d 628 (6th Cir. 2010), for example, the Sixth Circuit
rejected a Dormant Commerce Clause challengeditt by out-of-state dairy processors to an
Ohio law requiring the inclusion afertain information on the labels of milk products sold within
the state. Similarly, ilNational Electrical Manufacturers Ass’n v. Sorredl72 F.3d 104 (2d Cir.
2001), the Second Circuit rejected a Dornfaainmerce Clause challenge by out-of-state
manufacturers to a Vermont statute impgdabeling requirements for lamps containing
mercury sold within the state.

As noted above, important information iskang regarding how Shutterfly’s technology
works. It is therefore conceivable that, aftattier development of thactual record, this case
will appear closer tdidwest Titlethan toBoggsor Sorrell. At this point, however, the court has
no basis for concluding that appig BIPA in this case would &l control over out-of-state
conduct in a way that would run afaafl the dormant commerce clau€¥. Rivera 2017 WL
748590, at *12 (“The Commerce Clause argumentrextly related to th extraterritoriality
effect argument.... Whether [BIPA] is nevertheless being summonedochesatrol commercial
conduct wholly outside lllinois isot possible to figure out withoatbetter factual understanding
of what is happening in the GoegPhotos face-scan process. What is learned from discovery
there will inform both the morgeneral extraterritoriality angdis above and this Dormant
Commerce Clause analysis.”).

For these reasons, the court is unpersuat#us stage thaflonroy’s suit requires

BIPA’s application extraterritoaily or in a way that violas the Dormant Commerce Clause.

14



C. Actual Damages

As a final basis for dismissal of Monroy’sitsi&hutterfly argues that Monroy has failed
to allege that he suffered actual damages r@sult of Shutterfly’sonduct. Monroy responds
that it is unnecessary to allegetual damages to state a claim urBl°A, but that, in any event,
he has alleged actual damage by claiming thatt&rfly invaded his fwacy. This raises two
guestions: (1) whether BIPA requires a plaintifatege actual damages; and if so (2) whether
Monroy has sufficiently lkeged such damages.

BIPA's text is of little help in answerintipese questions. The stte¢ does not define the
meaning of “actual damages.” The term is timred only in 8 14/20(1), which provides: “A
prevailing party may recover for each violatigh) against a private entity that negligently
violates a provision of this Act, liquidatedrdages of $1,000 or actual damages, whichever is
greater.” 740 Ill. Comp. Stat. 14/20(1). Taelgdew courts haveddressed whether BIPA
requires a showing of actual damages, and ttiagehave pronounced on the issue have reached
opposite conclusion€ompareRosenbach v. Six Flags Entertainment Co2016 CH 13 (Cir.

Ct., Lake County, Ill., June 17, 2016) (BIPA does majuire a showing of actual damages), with
Rottner v. Palm Beach Tan, Indlo. 2015-CH-16695 (lll. Cir. Ct. Dec. 20, 2016) (BIPA
requires a showing of actual damages). Nor doeserm otherwise have a settled mearnseg,
e.g, F.A.A. v. Cooper566 U.S. 284, 294 (2012) (observing ttthe term ‘actual damages’ has
this chameleon-like quality,” and that whilesame contexts it has been “construed ... narrowly
to authorize damages for only pecuniary haim@ther contexts is has been “understood to
include nonpecuniary harm”). Monroy argues thead straightforwardly, § 14/20(1) presents
plaintiffs with “a binary electin between actual or statutory ligated damages.” Pl.’s Resp. Br.

23. According to Shutterfly, recovery under Bl@&vays requires a showing of actual damages.

15



The option of liquidated damages exists under 8d(4) solely for cases in which a plaintiff's
actual damages cannot reliably be quantified.

Although the question is a closesyrihe court ultimately is not persuaded by Shutterfly’s
position. Shutterfly’s argument msed on cases in which courtydanterpreted other statutes

to require a showig of actual damagésBut each of these casesésdily distinguishable. For

> In McCollough v. Smarte Carte, IndNo. 16 C 03777, 2016 WL 4077108 (N.D. Ill. Aug. 1,

2016), the court opined that actual damages were required to state a claim under BIPA. However,
McColloughs treatment of the issue came only aftex court had concluded that, based on the
plaintiff's failure to allege a concrete injurg-fact, the suit had to be dismissed for lack of

Article Il standing.ld. at *4. Further, in stating that BIPr&&quired a showing of actual-injury,

the court relied heavily oboe v. Chap540 U.S. 614 (2004), ar&terk v. Redbox Automated

Retail, LLG 672 F.3d 535 (7th Cir. 2012). As is discubggore fully below, the court concludes

that these cases are inapposite here.

The court notes that, in additionMcCollough Vigil v. Take-Two Interactive Software, Inc.

235 F. Supp. 3d 499 (S.D.N.Y. 2017), also disniiss8IPA suit after concluding that the
plaintiffs were unable to satis#rticle I1I's injury-in-fact requirement. Although Shutterfly has
not challenged Monroy’s standingtinis case, the court has an independent obligation to assure
itself of its jurisdiction.See, e.gBaez-Sanchez v. Sessio882 F.3d 638, 641 (7th Cir. 2017).
The court has considered tissue and has concluded that Monroy has alleged a sufficient
injury-in-fact for Article Ill purposes. Putting aside the question of whether a merely procedural
or technical violation of thetatute alone is sufficient tonfer standing in light ddpokeo, Inc.

v. Robins 136 S. Ct. 1540 (2016), Monroy alleges tBhautterfly has violated his right to

privacy. As courts have notedamscussing the issue of standinghe context of other statutes
designed to safeguard privacy, “[a]ctions tmeely defendants’ invasions of privacy ... have
long been heard by American courts, and thktrof privacy is reagnized by most statesvVan
Patten v. Vertical Fitness Grp., LL.847 F.3d 1037, 1043 (9th Cir. 201Pgvone v. Law

Offices of Anthony Mancini, LtdNo. 15 C 1538, 2016 WL 7451628, at *2 (N.D. Ill. Dec. 28,
2016) (“[A] violation of the righto privacy results in the soof harm that provides an
appropriate basis for a lawsuit.Th this respect, the facts allegecthis case differ significantly
from those alleged iWicColloughandVigil. In the latter cases,dtplaintiffs voluntarily

provided their biometric data tbe defendants. The plaintiff McColloughhad rented one of

the defendant’s electronic storage lockersiciviwere locked and unlocked using customers’
fingerprints on a touchscreen.Vigil, the plaintiffs voluntarily hatheir faces scanned to create
personalized avatars for use in a videogame.fidrm alleged in the latter cases was the
defendants’ failure to provide them with certdiaclosures (e.g., that tlhdsiometric data would

be retained for a certain length of time aftdratl been obtained). May, by contrast, alleges
that he had no idea that Shutkgtiad obtained his biometric datathe first place. Thus, in
addition to any violation of BIPA disclosure and informed consent requirements, Monroy also
credibly alleges an invasion of his privacy.
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exampleDoe v. Chap540 U.S. 614 (2004), held that plaifgtiwere required to show actual
damages in order to recover untiee Privacy Act of 1974, 5 U.S.C. § 552a(b). However, the
provision at issue iDoe made the government liable for \atibns in the amount of the “actual
damages sustained by the individual as a restifteofviolation], but imno case shall a person
entitled to recovery receivess than the sum of $1,00be, 540 U.S. at 619 (quoting 5 U.S.C.
8 552a(g)(4)(A)). Whereas 8 14/20(1) presents liquidated damages and actual damages
disjunctively, the reference to statutory damagebenPrivacy Act is more naturally read as
placing a lower limit on the amount of a plaifiifrecovery. Moreover, the plaintiff iBoe sued
based on a specific provision of the Privacy thett applied where viation of the act had
resulted in an “adverssffect on an individual.See5 U.S.C. § 552a(g)(1)(D) (providing a cause
of action where the government “fails to compligh any other provision ahis section, or any
rule promulgated thereunder, in such a way dmte@ an adverse effemt an individual”). Thus,
under the provision in question, a piglif must show some form afctual harm even before the
statutory damages provision comes into pldyat 620. Here, by consg nothing in BIPA
makes recovery dependent upon evahg of “adverse effects.”

Similarly, Sterk v. Redbox Automated Retalil, L.6Z2 F.3d 535 (7th Cir. 2012), held that
plaintiffs are required to shoactual damages in orderrecover under the federal Video
Privacy Protection Act (“VPPA”), 18 U.S.C. § 2710. Like the Privacy A@de, the VPPA
provides for recovery of “actual damages butlass than liquidated damages in an amount of
$2,500,” 18 U.S.C. § 2710(c)(2)(A), and thus camdzal as establishing a lower limit on the
amount of a plaintiff's recovery, tlzer than as an aheative type of recovery. Moreover, as was
also true irDoe, Sterks conclusion was based in key partidimsyncratic aspects of the VPPA's

structure. Specifically, the court noted thithaugh the statute included multiple subsections
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outlining various prohibitions—e.g., wrongfulsgiosure of private information, 8 2710(b);
receipt of such information &vidence in a legal, regulatory, or arbitral proceeding, § 2710(d);
failure to destroy private information in angly manner, 8 2710(e)-he provision creating a
private cause of action, 8§ 2710(c), was irermmediately afterubsection (b), which
prohibited the wrongful disclosure of informati Hence, the court concluded that Congress had
intended to make recovery available onlgases where private information was wrongfully
disclosed. Once again, this structural peculiarigtisent from BIPA. Ra#r, 8 14/20(1) applies
to “[a]ny person aggrieved by a violation of th[e] Act.”

Finally, Shutterfly cite®?ace Communications, Inc. v. Moonlight Design,,|8¢ F.3d
587 (7th Cir. 1994), for the proposition tlaliquidated damages “provision must be a
reasonable attempt to estimate actual damatesat 593. But the question presenteéace
Communicationsvas whether the liquidated damagesvision in the parties’ contract was
enforceable. The court held that such provisiare enforceable only if they are reasonable.
Nothing in the decision suggests that liquidated damages cansseve any function other than
to provide an estimate of actual damages.

Moreover, in contrast to the statuteDioe andSterk the court notes that many statutes
have been interpreted as allowing recovergtafutory damages wibut a showing of actual
damages. These include thair Credit Reporting Actsee, e.g.Murray v. New Cingular
Wireless Servs., Inci232 F.R.D. 295, 303 (N.D. Ill. 2008Proof of actual damage is not
required to state a cause of antunder the provision at issue hdvlurray only has to show that
the prescreening of the proposed class’s caédihot comport with any of the permissible
purposes outlined in section 1681b [of the FCRA}E Fair Debt Colletion Practices Ackee,

e.g, Keele v. Wexlerl49 F.3d 589, 593 (7th Cir. 1998) (“TRECPA does not require proof of
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actual damages as a precursahrecovery of statutory dages.”); and the Truth in Lending
Act, see, e.gBrown v. Marquette Sav. & Loan Ass&86 F.2d 608, 614 (7th Cir. 1982) (“[T]he
violation before us is a puretgchnical one, and that the plaffgido not claim that they were
misled or suffered any actual damages as a rekthie statutory viol@on. It is well settled,
however, that a borrower need not have beateseived to recover the statutory penalty.”). In
short, while the matter is not free from doubt, ¢bart declines to hold &t a showing of actual
damages is necessary in ortlestate a claim under BIPA.

In light of this conclusion, #court need not address the gjien of whether, in alleging
that Shutterfly invaded his privacy, Monroy hadant alleged that he suffered a form of actual
damage. The court notes, however, that Shutthdlyfailed to addreshis issue. Instead, it
asserts that Monroy’s argument “da@ disregarded because ptdits complaint does not claim
that he suffered these damages.” Def.’s R&pl 18. That is not tre. Monroy specifically
alleges that “[b]y collecting, strg, and using Plaintiff's and éhClass’s biometric identifiers
and biometric information as described herein,tt@inily violated the righof Plaintiff and each
Class member to privacy in their biometidentifiers and biometric informationCompl.  51.

Thus, the court declines to dismiss Monrostst based on his alleged failure to allege
actual damges.

CONCLUSION

For the reasons discussduobae, Shutterfly’s motion to diniss, ECF No. 22, is denied.

Date: Sept. 15, 2017 /sl

Jban B. Gottschall
UnitedStateistrict Judge
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